REPURPOSABLE RECOVERY ENVI RONVENT BACKGROUND [ 0001] Currently, many systens
have dedi cated di saster recovery 5environnents that are available in case
of failure. Wiile the disaster recovery environments may be critical for
systens that cannot afford downtinme, the systens in the disaster recovery
environments require a significant anount of resources to maintain. The
resources may include hardware, data center space, power, cooling, hardware
mai nt enance costs, etc. Also, the systens in the disaster recovery 10
environment are |largely unused and thus represent wasted resources nost of
the tine. For exanple, a conplex enterprise systemrunning business

processes nay conpri SeR@%ﬁBéABLE%E@@WEWH?QaS Egﬁjl'ng web servers,

dat abase servers, application servers, recovery

envi ronnment for these conplex systens would al so include many servers,

net wor k conmponents, applications and 15 code, which nust be maintained so
the di saster recovery environnent is continuously ready for failover in

case of fal e production environment which is currently running
t he busingggggggggéggs. This typically includes version control for the

applications and code running on the disaster recovery systens to nmake sure

t he di sast[e001]ecoveQuray sy emanpEpstemshiaveicaiiatad disaster tdtol/Bg systems 20 of
t he production environment. This often includes tinme consum ng tasks of

manual sy keRRbRtehfsafkt &b ABRABIEM L5k SNGiIGRIGVNRS fHeiSadier rebBerdr 0duct i on
systens and manual | y upl oadi ng the new versions onto the servers’in the
di saster reGRYfh¥%nts may be critical for systems that cannot afford downtime, the systems
in the disaster recovery environments require a significant amount of resources to
maintain. The resources may include hardware, data center space, power, cooling,
hardware maintenance costs, etc. Also, the systems in the disaster recovery
10  environment are largely unused and thus represent wasted resources most of the
time. For example, a complex enterprise system running business processes may
comprise many different components, including web servers, database servers,
application servers, etc. The disaster recovery environment for these complex
systems would also include many servers, network components, applications and
15  code, which must be maintained so the disaster recovery environment is
continuously ready for failover in case of failure of the production environment
which is currently running the business processes. This typically includes version
control for the applications and code running on the disaster recovery systems to
make sure the disaster recovery systems are in synchronization with the systems
20  of the production environment. This often includes time consuming tasks of

manually keeping track of application and code versions for the production systems

‘and manually uploading the new versions onto the servers in the disaster recovery




systens. Al so, the network conmponents of the disaster recovery environnent,
such as routers and switches, need to be configured and mai ntai ned by
system adm ni strators. If the disaster recovery environnment is not

mai ntai ned to be in-sync with the production environment, this could result
in a non-functional disaster 5 recovery environnent or a di saster recovery
systemthat does not provide conplete functionality. The constant
configuration and mai ntenance of the disaster recovery systens requires
significant tinme and nonetary expenditure for conpanies that need to have a
di saster recovery environnent for critical systens, and the conpani es may

get mni fr e| IS recovery.systens since 10 often they
are oty GuetPfs G, MW EhCaT Rl S e G RE ey BRtieledin sy ot om
and/ or data center site. | EF DE PTI ON OF W NGS.[ 0002] The
enbodi ment ¥4 astrﬁé’tqrﬁéaﬂts?”ﬁﬁ‘%ﬁ’ |”|ee§g§ 598&81“ '%‘ér&di%?ﬁ\dﬂ?'aﬁ“];‘?(gblf }%\é?q%l | owi ng
description with reference to the follow.ng figures. [0003]Figure 1
i || ust rat eadminisjretessy f4be gisgsiey reeovany @Wﬁ&mﬁé%ts, nofraaipiginsdyiorkesinsyagd 3
illustrate architectures for different environnents, according to an
enbodi mentwith heosprugioneenvironmest, this esuldgesilt it & ngnyunstiooali disastes or mat i on
and booti ng _
5  recovery environment or a disaster recovery system that does not provide

complete functionality. The constant configuration and maintenance of the disaster

recovery systems requires significant time and monetary expenditure for

companies that need to have a disaster recovery environment for critical systems,

and the companies may get minimal use from their disaster recovery systems since

10  often they are only used in case of a catastrophic disaster of the production system

and/or data center site.



froma SAN, according to an enbodi nent; [0006] Figure 5 illustrates
reconfiguring network devices, according to an 10 enbodi nent; and
[0007]Figure 6 illustrates a flow chart of a method for reconfiguring a
repur posabl e recovery environnent, according to an enbodi ment. DETAILED
DESCRI PTI ON OF EMBODI MENTS [ 0008] For sinplicity and illustrative purposes,
the principles of the enbodinents are described by referring mainly to
exanpl es thereof. In the follow ng description, nunerous specific details
are set forth in order to provide a 5 thorough understandi ng of the

enbodi ments. It will be apparent however, to one of ordinary skill in the

art, that { iced without limtation to these
specific d%‘?%f@ggﬁggg@'\j@ngﬁt@wé%ll known met hods and structures have
not been described in detail so as not to unnecessarily obscure the

enbodi nent[@O0EUr t herTiy émbddifrfegkLot the iiamitior Mils baveschtrerin kietilialtiey. The
enbodi nents may 10be used or perforned together in different conbinations.

1. Over vi eWollowing description with reference to the following figures.
[0003] Figure 1 illustrates a system, according to an embodiment;

5 [0004] Figures 2 and 3 illustrate architectures for different environments,

according to an embodiment;

[0005] Figure 4 illustrates replicating production information and booting

from a SAN, according to an embodiment;

[0006] Figure 5 illustrates reconfiguring network devices, according to an

10  embodiment; and

[0007] Figure 6 illustrates a flow chart of a method for reconfiguring a

repurposable recovery environment, according to an embodiment.



[ 0009] According to an enbodi ment of the invention, a repurposable recovery
environnent is operable to function as a recovery environnent for a 15
production environnent when needed, such as in response to failure of the
production environnent, or to function as a different environnent, such as
a staging environment or any other type of non-recovery environnment. For
exanpl e, the repurposabl e recovery environnent may function as a staging
envi ronnment while a production environnment runs normal business operations.
The stagi ng 20 environnment may be used for devel oping and testing of code
and application or other systens prior to releasing theminto the

roducti o I fajl.ure of the production
gnvi ronrrema%m%%lﬁﬂ)@@%mé@”\gﬁw&onnent is repurposed fromthe
staging environnment to the recovery environnent so production systens can

run in theooesovery Mt ind ilixusitivé barpgdisag] the peifvibledifené can be
repur posed as the recovery environnent to resune nornal business oper atlons

in the eveghh&dimedtd éf'é?‘dé%%ribé@b??&@#ﬁgirﬁQingf%iéx‘éﬂfﬁPéEthefe%falﬁfH’esm t, this

avoi ds the need for maintaining a dedicated disaster recovery

Fecovery. peRadng Beteior, BBt R, e el arp St o ST OB IEER: e

envi rommenfogb iR B AR GBls. a0l LRSS S Bt of
ordinary skill in the art, that the embodiments may be practiced without limitation to
these specific details. In some instances, well known methods and structures have
not been described in detail so as not to unnecessarily obscure the embodiments.

Furthermore, different embodiments are described below. The embodiments may

10  be used or performed together in different combinations.

1. Overview

[0009] According to an embodiment of the invention, a repurposable
recovery environment is operable to function as a recovery environment for a

15 production environment when needed, such as in response to failure of the
production environment, or to function as a different environment, such as a
staging environment or any other type of non-recovery environment. For example,
the repurposable recovery environment may function as a staging environment
while a production environment runs normal business operations. The staging

20 environment may be used for developing and testing of code and application or
other systems prior to releasing them into the production environment. In response

to failure of the production environment, the repurposable recovery environment is
4 v



10switches, firewalls, |oad bal ancers), storage devices (e.g., a storage
area network (SAN) and replication enablers), and servers (both physical
and virtual). Through these processes, the anmount of system adm nistration
time needed to maintain and configure systens to be used in the recovery
environment in the event of a production environnent failure is
significantly mnimzed. 15 2. System [0011]Figure 1 illustrates a system
100, according to an enbodi ment. The system 100 includes a production
environment 110 and a repurposabl e recovery environnment 120. An environnment
as used herein includes nmultiple devices and 20 software. In one exanple,
an environment is ﬁ'Sitthe I,ncl udi nﬂwharﬁware and software SﬁCh as
appl i cat i JABYUPRRED FoALNe RNy SNYTRNTHERE 1P HGIRFO¥TYrSMTIBRYCRR pr ocesses.
The hardware nay include servers, network devices, such as routers,
swi t ches, RPN systemseahEiniAdle Eecoxery enviirp r 486S, the&a8isduct i on
environment 110 and the repurposabl e recovery environnent 120 as shown are
exanpl es ¢nvealMesheahbe remiiposad &g the nseogip gneinenmentdagesifme ngimalry ski | |
in the art that the production environnent 110 and the repurposable
recovery dusinesampatatione imthe &wmeot of fadurneds thé praduetion epoinemmentorAsyy i ncl ude
di fferent conponents than shown in figure 1.

5  result, this avoids the need for maintaining a dedicated disaster recovery

infrastructure that may be largely underutilized.

[0010] Furthermore, recovery processes according to the embodiments
include the streamlined repurposing of infrastructure elements of the repurposable
recovery environment, including configuring network devices (e.g., routers,

10  switches, firewalls, load balancers), storage devices (e.g., a storage area network
(SAN) and replication enablers), and servers (both physical and virtual). Through
these processes, the amount of system administration time needed to maintain and
configure systems to be used in the recovery environment in thé event of a

production environment failure is significantly minimized.
15
2. System

[0011] Figure 1 illustrates a system 100, according to an embodiment. The
system 100 includes a production environment 110 and a repurposable recovery
environment 120. An environment as used herein includes multiple devices and
20 software. In one example, an environment is a site including hardware and
software, such as applications, and code, used to run day-to-day operations and

processes. The hardware may include servers, network devices, such as routers,
5



[ 0012] The production environment 110, for exanple, includes systens

manager 111, servers 112a-m servers 112n-z hosting virtual machines (VMs),
" storage system 113, and network devices 114. Note that the servers 112a-m
are 10shown separately fromthe servers 112n-z to illustrate that the
production environnent 110 may include servers that host VMs and servers
that do not host VMs. Users 115 nay be local to the production environnent
110 or may be renote users of the production environnment 110, for exanple,
connected via a network, such as a wide area network (WAN) or a |l ocal area
network (LAN). The users 115 15may use applications running on the servers

112a-z (which,may,. i ncl| ude | ications runnin VMs), to performdaily
Lasks. P oMIEHERY TR aad BRandts: Feant Fiorides s Butuciad SRIBIRNThe
production jnforpmati on may include one or nore of applications, data for
the appl i chtd FsthedsruiPgSRRIEiIr6ROYaRY ERWERNMOMNIGH afedfavubaresti@ARies Boot
information, operating system (0S), network device 20 configuration

i nf or mat i ANViresmENtuPHE it Wil berpppangnt Eroreoel orinanasiill knfhestrhidat thef or mat i on
used in the production environnent 110. At |east sone of the production

i nf or mat i qrodwegtionl esyirbemenbt €2lahd tied tepugrosablekstavery esvirdimaentet20omiay
devices 114 may include routers, switches, firewalls, |oad bal ancers, etc.,
and ar e used indudealbige doneporentskmapitivheld difisranbtempaherits thdreshivatinct i on
environment 110 and al so nanage network connecti ons between renote

| ocati ons,figupghudi ng the repurposable recovery environnent 120, and the
producti on environnent 110. The systens nanager 111 nay perform vari ous
functions rel ated to site manpagenent, site recovery, and site backup. For
exampl e, t[AB12lyst end heetiadiestionienviragmeshi 1®Ifon @eunplgainglugas BYEEMsSwhi ch may
be stored in the storage system 113. The systens nanager 111 nmay store

i nf or mat i onanagentlitfl yseryersl 112ahm, deveret!amz hbsting ddualtmachiees/(\Mds)nent 110
and configuration information for the devices. The 10 systens manager 111
may i ncl udtoragé system {18, andawiworkndevidesm Y sStietethat tharsesyers u¢Pa-asadat a
recovery software, virtual nmachine (VM recovery software, etc. The systens

nmanagqn 1khoWhysepardtélQlirdn thePssry&di Tiznyz {ooiustend il the peidkiction | nformation
to the repurposabl e recovery environnment 120, and al so may i ncl ude

of f - t he- shalfro SAEAMIEMEY indics &5ERVBEYhAAYNVLRE SBMEFY that do not host

VMs. Users 115 may be local to the production environment 110 or may be remote
users of the production environment 110, for example, connected via a network,
such as a wide area network (WAN) or a local area network (LAN). The users 115

15  may use applications running on the servers 112a-z (which may include
applications running on VMs) to perform daily tasks. Production information is
stored in the storage system 113. The production information may include one or
more of applications, data for the applications, configuration information for
devices, such as boot information, operating system (OS), network device

20  configuration information, configuration information for VMs, and any other
information used in the production environment 110. At least some of the

production information may also be stored locally on workstations. The network



15[ 0013] The production environnent 110 and the repurposabl e recovery

envi ronnent 120 nmay be in two geographically dispersed hosting | ocations
and may be connected by a network 130. Although not shown, multiple
production and recovery sites may be used. The network 130 may be a -public
VWAN, such as the Internet or a private WAN. Alternatively, the production
environnent 110 and the 20 repurposabl e recovery environnent 120 may be

| ocated at one | ocation, and may be connected via a LAN. [0014] The

repur posabl e recovery environnent 120, for exanple, includes
reconfiguration manager 121, servers 122a-z, storage system 123, and

net wor k devi ces 4. The,users 115 of  the, production environment 110 may
connect t d}/e[vhz Sr@édp%g‘&lﬂd% rPHt(,e(S?fesP"ﬁ}tCQﬁ%/ﬁlrgWﬂjgsnEO%IW%STFQF‘I’ agd &Fe occur s.
Al t hough not 5 shown, users nay al so connect to the repurposable recovery
envi r onnerised 3o manageithe petwsk capnerdios infesnahip thy REAdYGioRRENtrOBMeBt her
non-recovery environnment. [0015] The reconfigurati on manager 121 confi gures
t he repur pddaidealsenanagg netwonksempactionzdetweepeeradte lagations hisgludingdbever y
environment for the production environment 110 or to operate as sone ot her
type of enmepurpnsaiée recvely éviemneerdt1a0) any thevproductontenvikostregt h0. The
environnent, for exanple, is used to develop and test systens for the

pr oducti orsyeteviis managdr MhOmal perfexanaticus Rinsidrisvalsted ppsite alanagerment, t he
production environnent 110 is devel oped and tested in the staging

envi r onmeite 386bVieRE intelittasRAugN HoHERspIB, ﬂw’é%y@féh‘i’é‘ﬁiaingpeteﬂﬂ rgent 110.
New versions of the application may continue to be developed and tested in
control local data backups, which may be stored in the storage system 113. The
systems manager 111 may store information identifying all the devices in the
production environment 110 and configuration information for the devices. The
10  systems manager 111 may include software for recovering from system failures,
such as data recovery software, virtual machine (VM) recovery software, etc. The
systems manager 111 may control the periodicity for sending production

information to the repurposable recovery environment 120, and also may include

off-the-shelf software for data recovery and VM recovery.

15 [0013] The production environment 110 and the repurposable recovery
environment 120 may be in two geographically dispersed hosting locations and
may be connected by a network 130. Although not shown, multiple production and
recovery sites may be used. The network 130 may be a public WAN, such as the
Internet or a private WAN. Alternatively, the production environment 110 and the

20  repurposable recovery environment 120 may be located at one location, and may

be connected via a LAN.



15t he staging environnent while a current version is used in the production
environnent 110. The stagi ng environnment may be used for testing other
systens before being rel eased to the production environnment. For exanple, a
new storage systemmay be tested in the staging environnent with existing
applications and other software for the production environnent 110. After
testing and debugging in 20 the staging environnent, the system nmay be

depl oyed in the production environnent 110. [0016] When the repurposabl e
recovery environnent 120 is operating as a staging environnent, the users
may include devel opers and testers, rather than typical end users of

busi ness jcatio in the production environ 10. Wien .operating as
st ag: ng DAL onnerie TERUTESRYETECavE BN arra g2 0s [ RAATBID AT networ k
devices 124 are utilized as resources for devel opnent and testing.

[ 0017] The r?@%’lﬂﬂ“?%}lﬂ”df‘%?ﬂ@fér?ﬂgt%?r vers 122a-z) deragpevatene 123 %wtyer@ t he
repur posabl e recovery environnent 120 as a recovery environnment for the
product i orflexipgsri@dnditte useos 11Thef thecprefiugioneenviranmenhd e miayicarapclettee m ne
that 10 the production environment 110 has failed, and the reconfiguration

manager 12épurposalblegecmery hrvicemvants 2022 rziail oiver agrirsy sAknoudh3notand
network devices 124 to operate as the servers 112a-z, storage system 113,

and networshodey us@s ndyalsd cbhBedino this Fdpifpabld @aowvsry ehlfonmenot®) exanpl e,
the reconfiguration manager 121 receives notification froma system

adm ni st r a{idn i0ls GHERAIIRY a$ ¥ StRMPENTIRINYER o btHe Bon-recovery environment.

[0015] The reconfiguration manager 121 configures the repurposable
recovery environment 120 to operate as either a recovery environment for the
production environment 110 or to operate as some other type of environment, such
10  as a staging environment. A staging environment, for example, is used to develop
and test systems for the production environment 110. For example, a software
application for the production environment 110 is developed and tested in the
staging environment and then released and used in the production environment
110. New versions of the application may continue to be developed and tested in
15 the staging environment while a current version is used in the production
environment 110. The staging environment may be used for testing other systems
before being released to the production environment. For example, a new storage
system may be tested in the staging environment with existing applications and
‘other software for the production environment 110. After testing and debugging in
20 the staging environment, the system may be deployed in the production

environment 110.



15 production environnment 110. The reconfiguration manager 121 may shut
down servers 122a-min the staging environnent and reboot the servers
122a-m so they can be configured and used for the recovery environnent. All
the servers 122a-m may not be shut down if only sone of the servers are
needed for the production applications. Al so, the servers 122n-z hosting
VMs may not be shut down. These 20 servers may be reconfigured to include
the VWMs and the applications fromthe production environnment 110 wi t hout
bei ng shut down. The reconfiguration manager 121 may send configuration
information to the servers 122a-z and to network devices 124 to configure
t hese devi or t regovery environment. The reconfjguratiqon nmanager 121
my per forli3Pher 1 BT St eRlGRRP Bl SRy Y B Pe o A PP e o
environments.. [0018] After reconfiguration fromthe stagi ng environment to
the recover§9iBd ERYIOHYRGRINhe ygoEs U?é’r@dﬂg% dﬁﬁ?"’@?fﬁr?é‘é’tteg@r%H@thPéHIﬂ“posabl e
recovery environnent 120 operating as the recovery environnent and perform
t hei r dai ItyPicalsayl wgams plibdsinesssanmigationseip tmarqaiUﬁg@mrﬁnwgmm@rﬂdﬁ@} in the
production environnent 110. [0019]In one enbodi nent, the servers 122a-z,

st or age syWhemopegtingras anstaginglerdevnmest, 1Re semetsht22eepatpragalsystenecover y
envi ronnent 120 are the sane 10 types of devices as the servers 1l12a-z,

storage syX3eand hdtwarkdeniebsdPi alevtitasi dslresborceb fodev@diupinent agdvi r onment
120. If the devices are the same in both environnents, then the recovery
envi ronnengstiipul d be nore robust. The sane type devices, also referred to
as equi val ent devices to the devices in the production environnent 110, may

i nclude the devices _that are the sanme nodel and have the .
[0017] The reconfiguration manager 121 is also operable to configure the

repurposable recovery environment 120 as a recovery environment for the
production environment 110. The reconfiguration manager 121 may determine that
10  the production environment 110 has failed, and the reconfiguration manager 121
reconfigures the servers 122a-z, storage system 123, and network devices 124 to
operate as the servers 112a-z, storage system 113, and network devices 114 in
the production environment 110. In one example, the reconfiguration manager 121
receives notification from a system administrator or another system of failure of the
15  production environment 110. The reconfiguration manager 121 may shut down
servers 122a-m in the staging environment and reboot the servers 1223—m so they
can be configured and used for the recovery environment. All the servers 122a-m
may not be shut down if only some of the servers are needed for the production
applications. Also, the servers 122n-z hosting VMs may not be shut down. These
20  servers may be reconfigured to include the VMs and the applications from the
production environment 110 without being shut down. The reconfiguration

manager 121 may send configuration information to the servers 122a-z and to



15 sanme specifications or configurations, such as same anount of nenory and
sane processors in the case of servers. Al so, when the devices are
reconfigured in the repurposabl e recovery environnment 120, the devi ces host
the sane VMs, run the sane applications and run any other software that was
used in the production environnent 110. Reconfiguration of the repurposable
recovery environnment 120 20 fromthe staging environnment to the recovery
environnment is described in further detail below [0020]Figure 2
illustrates an architecture of the production environnment 110 and the

repur posabl e recovery environnent 120 operating as recovery environnment

120a, e.qg. er k r recqver nyLronnent 120 is ¢ i gured
as ther ec%e\}@%( %en%&%otfﬁﬁtﬁt&%ﬁggﬂeﬁpgﬁ? §¥\_§'F %ng%ﬁéheeﬁ?ﬁok%rr%%ﬁ’fmﬁ%ﬂ? n{:ih%hovm
ot 1 S BRSBTS et v
running on a server or other platform and applications 210 and 213. The
appl i cat i dReOYring ¢he BRYIINENYHSVME 211 hosted by VM infrastructure, which
may include servers 112n-z also shown in figure 1, and VM software for

creating queg0 hostisy MhriolRoAMRh 72 a0 BHIBACHOBAS IBNbyBR Ver o

112a-m al'so shown in figure 1, rather than roduction i tion, is

stor ed o 1 dfigiheds AL W ol REOAUTER A ARONE" BOLREY oA ARGH2 °°

to provide't users i cattons a i ces

servers, rs 115 and., ot her devices in the production enyironnment nmay be
connect ed %aoq?é"f‘lklﬂﬂﬂs @W?C%yﬁgywme@ﬁpdl&'ﬁg% gy dtaﬁléyar?é?\ﬁgﬁk devi ces
114 shown .in fiqgure é.%yThe conf iaﬁurati on_of the network _devices 114 may be

i ncl uded iMNGioa HRatitBay verlskarmaly pedera i ke sedugiongpviraMeshl 1¢at ed to
the recovery environnent 120a. Network 241 in the

[0019] In one embodiment, the servers 122a-z, storage system 123, and
network devices 124 in the repurposable recovery environment 120 are the same
10  types of devices as the servers 112a-z, storage system 113, and network devices
114 in the production environment 120. If the devices are the same in both
environments, then the recovery environment should be more robust. The same
type devices, also referred to as equivalent devices to the devices in} the production
environment 110, may include the devices thaf are the same model and have the
15 same specifications or configurations, such as same amount of memory and same
processors in the case of servers. Also, when the devices are reconfigured in the
repurposable recovery environment 120, the devices host the same VMs, run the
same applications and run any other software that was used in the production
environment 110. Reconfiguration of the repurposable recovery environment 120
20 from the staging environment to the recovery environment is described in further

detail below.

10



production environment is configured simlarly to the network 240, as is
further described bel ow. The network 241 includes the network devices 124
shown in 20figure 1. [0021] 1 n one enbodi nent, the architecture of the
recovery environnent 120a is the same as the production environnent 110,
except it includes the reconfiguration nmanager 121 controlling
configuration into the recovery environnent 120a. After configuration into
the recovery environnment 120a, the users 115 can connect to the recovery
envi ronment 120a to access the sanme applications and services 216 that were
avai l able in the production environnent 5110. [0022] The storage systens 113

and 123 i prodycti o nvironnent 110 and the r rposable re ry
anvi 1 onmeriP028h oy B REEE 3R Frepitu g of InsShypfARY SR ebmieBE 16T 2
will be ap ac{e nt to one of ordinary skill in the art that other types of
st or age sy%l MRy PREARIE EBCAVES BBYIONTIRNt (1RP PRERUNGIASIESEYEHed 10  her ei n.
As shown in figure 2, the SAN 213 in the production environnent 110 stores
pr oduct i orenvireBmeat i &Pr, 220, aercherapupasaiie ceanyerpenviignanast 1288 i cat i ons,
such as the applications 210 and 213, data used by the applications,
conf i gur at¢apfigunedarsntheirecoviery edevarresnt 120eHrons alsdaging efrararanérdri 20bper at i ng
system (OS), network device configuration information, configuration
i nf or mat i aghofnavinVilyare anst feony aabther tyldel offepiviraninent. UBlelpiaauttien pr oduct i on
envi ronnment 110. The production information

environment 110 includes the systems manager 111, which may be software

running on a server or other platform, and applications 210 and 213. The

applications 210 are running on VMs 211 hosted by VM infrastructure, which may

include servers 112n-z also shown in figure 1, and VM software for creating and

10  hosting VMs. The applications 213 are hosted by servers 112a-m, also shown in

figure 1, rather than VMs. Production information, is stored in the storage system

113. The production environment 110 operates to provide the users 115 with

applications and services 216. Also, the servers, users 115 and other devices in

the production environment may be connected via network 240. The network 240

15 includes the network devices 114 shown in figure 1. The configuration of the

network devices 114 may be included in production information 230 described

below and replicated to the recovery environment 120a. Network 241 in the

production environment is configured similarly to the network 240, as is further

described below. The network 241 includes the network devices 124 shown in

20  figure 1.

[0021] In one embodiment, the architecture of the recovery environment

120a is the same as the production environment 110, except it includes the

11



230 is periodically replicated to the SAN 223, as is further described
below, and is thus readily available in case of failure of the production
envi ronnment 110. The SAN 223 al so stores information 231 for the staging
envi ronment and/ or any ot her environnent for which the repurposabl e
recovery environnent 120 is being used. 20 The information 231 is shown in
a dashed format because it is not being used when the repurposable recovery
environnment 120 is operating as the recovery environnment 120a.

[0023] Figure 3 illustrates an architecture of the production environnent
110 and the repurposabl e recovery environnment 120 operating as the staging
envi ronnent 1%Db. The groduq#hon ?nﬁjronnFnt }10.is t he sane as shown in
figure 2. "PRAMEULRHANIDANALS Ok T $RNTOUing  GRRTaWRIPR HHR e He58Ke™¥ay i ncl udes
test beds 5 301, a ?Iications 302, and code 303. The test beds 301 may

i ncl ude orFéWHP”WﬁPE #a.t fltersanfigriation nto the reeavenmenvirgnment 126a3dh8r nore of
the network devices 124 and one or nore VMs that collectively provide test
beds for t4ssrs mid carcapprdt éatheriesogay eariionmenicbhifla lBe®cess theesatne bed above,
t he stagi ng environnent 120b nmay be used for devel oping and testing code
and appl i capplicatonsranoit dezvicey 21 @ thwat prare avaitabl® imethegsodurtiohemviratmenhe
production environnment, and the applications 302 and the code 303 are shown
as exampl esloof software that is tested. Ot her systens nay al so be tested.

Al so, a network 242 may be created by configuring network devices 124 and

is used t nect vices and users in the_staging environpent 12 The
net wor k Zﬁgﬁﬂcl udegj?‘ﬁ ?ﬁagérsé(ﬁﬁen%iﬁ 6@1‘5 353 Hht%%r%[ d%‘ﬂ@”r?é‘t"\'/(ﬁf‘ﬂ‘eﬁh%)@ n 15
the recovery environnment 120a. For exanple, the network 242 uses different
| P addr es 5% thA depHEpOSING TerAvery SMireng et d 28 mavinelsddiFANs 2h3 ppd 2£8024] The

reconfiguration manager 121 controls configuration of the
respectively. However, it will be apparent to one of ordinary skill in the art that

other types of storage systems may be used to store the information described

10 herein. As shown in figure 2, the SAN 213 in the production environment 110
stores production information 230 which may include one or more of applications,
such as the applications 210 and 213, data used by the applications, configuration
information for devices, such as boot information, operating system (OS), network
device configuration information, configuration information for VMs, and any other

15 information used in the production environment 110. The production information
230 is periodically replicated to the SAN 223, as is further described below, and is
thus readily available in case of failure of the production environment 110. The
SAN 223 also stores information 231 for the staging environment and/or any other
environment for which the repurposable recovery environment 120 is being used.

20 The information 231 is shown in a dashed format because it is not being used
when the repurposable recovery environment 120 is operating as the recovery

environment 120a.

12



repur posabl e recovery environnent 120 into the staging environnment 120b.
After configuration into the staging environnent 120b, users 315 can
connect to the 20 stagi ng environment 120b, for exanple, to test and
devel op various systens. The users 315, which may include testers and
devel opers, may be different than the end users 115 of the production
environnment. [0025] The SAN 223 stores staging information 331, which may
be included in the information 231 shown in figure 2. The staging

i nformation 331 may include the testing data , configuration information,
or any other information used by the staging environnment 120b or

I nf t ded t t he t e 1or ny other | ces for
et agi HRO8R1  onaATSToEAinr AD A bter b opemPRu BRL RIS Y e
120 is operati as the staging environnment 120b, the producti on

i nfor mat | o@ﬂdzé'e%ﬁavpe‘%a%mwe ﬁqurwntéaf)@@efatm%@epﬁt%a@t i on

environment 110 and stored in the SAN 223, as is further described bel ow
Al 'so, the sBaRmEshbRQb.r Beepeducien enyrnment 120 isthe srme @sfshguinda f or
environnments 10 other than a staging environment. 3. Replication of
Pr oduct i orfigdre2addei arcittasturtiof theablagingteryimgmeah 20b dayiindudentest beds
[ 0026] Accordi ng to an enbodi nent, the production information 230 is
5 301, applications 302, and code 303. The test beds 301 may include one or more
of the servers 112a-z shown in figure 1, one or more of the network devices 124
and one or more VMs that collectively provide test beds for testing the applications
302 and the code 303. As described above, the staging environment 120b may be
used for developing and testing code and applications or other systems prior to
10  releasing them into the production environment, and the applications 302 and the
code 303 are shown as examples of software that is tested. Other systems may
also be tested. Also, a network 242 may be created by configuring network
devices 124 and is used to connect devices and users in the staging environment
120b. The network 242 includes a different configuration than the network 241 in

15 the recovery environment 120a. For example, the network 242 uses different IP

addresses and may configure routers and switches differently.

[0024] The reconfiguration manager 121 controls configuration of the
repurposable recovery environment 120 into the staging environment 120b. After
configuration into the staging environment 120b, users 315 can connect to the

20  staging environment 120b, for example, to test and develop various systems. The
users 315, which may include testers and developers, may be different than the

end users 115 of the production environment.

13



15replicated fromthe production environment 110 to the repurposabl e
recovery environnment 120. The replication occurs while the repurposabl e
recovery environment 120 operates as the staging environnment. The
replication fromthe production environnent 110 to the repurposabl e
recovery environnent 120 occurs periodically so there is mninmal data |oss
in case of failure of the production 20 environnment. For exanple, a
failure in the production environment 110 may result in only 15 m nutes of
data |l oss or less. The delay may be caused at |east partially by WAN LAN
configuration and speed, and thus may vary from 15 mnutes. [0027]As

descri bed , the_st syste 113.and 123 i the product.ign

envi ronman@la%g and %%@?y%?p%e%{%a@@%8‘38?@@%\??%%?{10%%5% @B%%ql vel y
may include SANs 213 and 223 respectively and volunmes are replicated from
the SAN 218 the inferangfiondinch showneiniguss de dine slzging inferanatien Iamay ingygde

repur posabl e recovery environnment 120. Al so, one enbodinment for replication
may i ncl ud@edgsittiordaia z corfigunatiansiniormetianerr anyotisaNsformatiandsedBy &g al | t he
production data is stored on both SANs 213 and 223. An initialization
process i sstégingtenpizorfiroentet2boordhforimhdom needert iocsonfigue the testebe8AN0AXB i n t he
production environnent 110 is stored on the SAN 223 in the repurposable

recoversy llgntheoderdds b2 the fbymg driviropmetit200 NVEie hdaspubssableni ti al i zed,
scans are perfornmed to identify any differences between volunes in the

envi r onneniggoverd @Rviréith¥nt 119 i@!the%tﬁ@%ﬁhérs@agiﬁ%@ﬁ\tiﬁmn%ti1@0@,0m@r essed form
to allow a faster synchroni zation process, which may be perforned in al nost

real -time. o (ORI AR D36 Ry 5& 'éﬂ%'c‘!é?t'gq RatePReShe PrdatigHPS may be
15est abl i s‘ﬁeg iC mgme oﬁgéyor Pror'e Ire I ?@atal on sets. rE)EacLE:lhr eplication
set environment 110 and stored in the SAN 223, as is further described below. Also,

the repurposable recovery environment 120 may be configured for environments

10  other than a staging environment.

3. Replication of Production Storage in Reconfigurable Staging Center

Environment

[0026] According to an embodiment, the production information 230 is

15 replicated from the production environment 110 to the repurposable recovery
environment 120. The replication occurs while the repurposable recovery
environment 120 operates as the staging environment. The replication from the
production environment 110 to the repurposable recovery environment 120 occurs
periodically so there is minimal data loss in case of failure of fhe production

20  environment. For example, a failure in the production environment 110 may result
in only 15 minutes of data loss or less. The delay may be caused at least partially

by WAN/LAN configuration and speed, and thus may vary from 15 minutes.
14



I ncl udes a production volune and a replica volune to which it is
replicating. The consistency group ensures that updates to the replicas are
al ways consistent and in correct wite order, i.e., the replicas can al ways
be used by the users to continue working or used to restore the production
environment 110. Al so, the consistency 20 group allows for the
configuration of speed, size, and |ocation of the replicated volunes. The
consi stency group nonitors all the volunmes added to it to ensure
consistency and wite-order fidelity. If two data sets are dependent on one
another (for instance, a database and a database |og), they may be

provi ded i sanme, consi.sten r.ou 0029],Fi gur.e 4 shows ,producti on

i nf or mat i o'ﬁOBZfi odi & ‘ifscf'gﬁ(ﬁia@é\’%dﬁ? gmg%@%ﬂﬂggﬁg ang {b%e'nﬁﬁ%duct i on
environnment 110 to the SAN 223 in the repurposable 5 recovery environnent
120 oper atRrAgUGtioneyirgprgnh QAN thsiapatroseRie sEeRI¥EneRmedt il i on 230,
whi ch may be on the servers 112a-z, is stored in the SAN 220. The

product i orfePpe@ivaktManinzBulei SANe 2il  ¢ind A23yrespgativelrtand valumasagaN 223 over
the network. The SAN 223 may al so store other information, such as the

st agi ng i rrepliceded om2Be SAN 218 dothel productimni envirdBenahtd tdhedAN @23 in
configuration information 10233. 4. Boot From SAN [ 0030] According to an
enbodi $entthe r&ysurpdsabig eecoyetyeenviliddameph 020, Aol basebbdirménttfbereptipatignosabl e

recovery environnent 120 stores system boot i nages
may include synchronizing the data between the SANs 213 and 223 so all the
production data is stored on both SANs 213 and 223. An initialization process is
first performed so all the production data on the SAN 213 in the production
environment 110 is stored on the SAN 223 in the repurposable recovery
10 environment 120. After the production data has been initialized, scans are
performed to identify any differences between volumes in the environments. Then,

only the differences are transferred in compressed form to allow a faster

synchronization process, which may be performed in almost real-time.

[0028] Also, when replicating volumes, consistency groups may be

15  established which include one or more replication sets. Each replication set
includes a production volume and a replica volume to which it is replicating. The
consistency group ensures that updates to the replicas are always consistent and
in correct write order, i.e., the replicas can always be used by the users to continue
working or used to restore the production environment 110. Also, the consistency

20  group allows for the configuration of speed, size, and location of the replicated
volumes. The consistency group monitors all the volumes added to it to ensure

consistency and write-order fidelity. If two data sets are dependent on one another

15



15 for the servers 122a-min the repurposable recovery environnent 120. The
boot images may be included in the production information 230 shown in
figure 4, which is stored in the SAN 223. The servers 122a-m nmay t hen boot
fromthe inmages stored in the SAN 223 to.replicate the production

envi ronment 110. The boot inages may include operating systens (0OSs) and
other information used to boot 20 the servers. In the case of using SANs
for the storage systens in the environnments, storage devices nay be added
as needed. Storage devices nay be added if needed to store the boot inages
for the servers 122a-m and the servers 122a-m can then boot fromthe SAN

- 223 in th i 2 d to, boot.i f h
i vi dual (Qanognce 0%abgTd a Sahacalodl By reanof R VAP RERRI i ¢y,
data int egrin%E&ergré(ovi si oni ng speed, and di saster recovery. In one

enmbodi nentCP rAfeY¥Rs 122a-min the repurposabl e recovery environment
5120 have the exact configuration including Internet protocol (IP)

addr esses, oghgpal | y m@r@luﬁsﬂc}é_@ﬁéﬂoah@ﬁo% infdrhidtidn pBAGAISA[VEDIIEREE fronfhet he
servers in the production environnment 110. In other enbodinents, a simlar

rather ¢ hagBiAte RRECRTLAMINAIR T 108 WRPGARDS R L R EpURRS 20! ©

recovery environme gure provi des an Il Tustration of

P00t 4 SIS o5 e ol SR O, e ©

subst anti al al. | the data has heen repljcated to the SA n the
repurposaﬂf‘gg}!m@{i%g;@/ VQHW P Rsen ﬁﬁfe é@@ra\?%r'%s@i '-'qrﬂ“é:gcfﬁéab- down to
reconfigure fromthe staging environment to the recovery environnent. Then,
t he serveridexaroguetiodyiafosmetien 280 impamdically rgelicatedio thaSANS23oNEb Rt i on in
the SAN 223. Note that each physical server in the production environment
110 may haedwerk. dd@ SANeIZB may sisoaitorearther infanmatien, rseshasdbalstagingcover y
envi ronnment 120. After the physical server operating as a stage server

shut s dowinfotrhatice2¥Erthée dobioinforthatipn 2682 oaed thiead eviceacadigueatiohdnfotrnation
production systens in the recovery environnent 120a. Thus, essentially, the
sane 3Q semger that was accessed by a user in the production environnent
110 is now accessed by the user in the recovery environnent 120a. The
changes wi || appear seam ess for the user. The servers 222n-z in the
recovery environnent 120a host

4. , Boot From SAN

[0030] According to an embodiment, the storage system 123, shown in
figure 1, of the repurposable recovery environment 120 stores system boot images
15 for the servers 122a-m in the repurposable recovery environment 120. The boot
images may be included in the production information 230 shown in figure 4, which
is stored in the SAN 223. The servers 122a-m may then boot from the images
stored in the SAN 223 to replicate the production environment 110. The boot
images may include operating systems (OSs) and other information used to boot
20 the servers. Inthe case of using SANs for the storage systems in the
environments, storage devices may be added as needed. Storage devices may be

added if needed to store the boot images for the servers 122a-m, and the servers
16



the VMs for the production systens, and these servers nmay not need to be
shut down to be reconfigured to host the VMs for the production systens.

5. Networ k Reconfiguration 5 [0032] The physical servers, VMs, and network
devices in the production environnent 110 have an addressi ng schema, which
may include an I P address assigned to each one and routing information
based on device type. The configurations and addressi ng schema of the
production environnent 110 are replicated in the recovery environnment 120a.
For exanple, a server in the 10 production environnment 110 has an IP
address. The sane |IP address is assigned to the equivalent server in the

recovery e ronne 120a. . Th t ne, | P addresses of i.ces and VMs
b e br olprermrahen PR e 5 24 BEneaRCiE AR R ERE Bevi ces  and
VM5 in the recovery envi onrren%,lzo_a. Using the sane I P addresses in a
recovery é?ﬂﬂors%ﬁ%ﬁ?‘)ti FORGCh iViYalServat- gy Eastr rdministiaders fe8 i s a
stark departure fromconventional disaster recovery systens. Conventional

di sast er rigwHNe Jvailabilibgataiplegdty, pradsionieg speeddndedisasier rgcoversistnin part,
because the conventional disaster recovery systens are running at the sane
time as thmeerododitienh thy sewess d22b-trhinghevepiurpesablalrddogegnenvirBnenddt esses
than the production systens. 20 [0033] Al so, configurations of the

equi valsent120ehvavedthe aikactgméigadatiyn iiudingrintamet poteaad 48 adaresssy,i r onnment

110, so configurations known to be current, valid and robust are used for
the devi cegiobafyunirddanildrs BEUMY; amPse®¥PARNEs, A theRRrvers in the

production environment 110. In other embodiments, a similar rather than an exact

same configuration may be used in the repurposable recovery environment 120.

[0031] Figure 4 provides an illustration of booting from the SAN 223 in the
10 recovery environment 120a. For example, the production environment 110
becomes unavailable for users. All or substantially all of the data has been
replicated to the SAN 223 in the repurposable recovery environment 120. The
servers 212a-m are shut down to reconfigure from the staging environment to the
recovery environment. Then, the servers 212a-m are booted from SAN 223 using
15 the boot information in the SAN 223. Note that each physical server in the
production environment 110 may have an equivalent physical server in the
repurposable recovery environment 120. After the physical server operating as a
Stage server shuts down, the server is booted up to operate as a server for the
production systems in the recovery environment 120a. Thus, essentially, the same
20  server that was accessed by a user in the production environment 110 is now
accessed by the user in the recovery environment 120a. The changes will appear

seamless for the user. The servers 222n-z in the recovery environment 120a host
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18 production environment 110 fails, the staging environment 120b is shut
down. Note that the entire staging environnment 120b may not be shut down
if, for exanple, a portion of the staging environnent 120b can acconmobdat e
t he production environnment 110. The network in the repurposable recovery 5
environment 120 is reconfigured for use in the recovery environment 120a
using configurations fromthe production environnent 110. Sone of the
reconfigurations include updating core switches with additional virtual

| ocal area networks (VLANs) related to the production environment network.

Rel ated VLAN routing information is also configured. An Internet Firewall
O her updat ed

interface |S - r esse r oduct || s ar

wth 1 he PP RESAT PEEIche Bt '6'ﬁ1 %mf*e%ﬁs(f&w%mafv.f}oémaﬁﬁ’& b3 sRCer ver s
are readdr sse to ensure tha% S/ e access. External domain nane
system ( Qeecpproyred sepegtthe VM, rr“é"cl%) ligMh$YsieMiFent 120a that can
be resol ved externally are updated with the new IP addresses. [0034] The
network 241 in the recovery environnent 120a uses nost of the 15current
production network configurations. Al so, the configurations nay be pre-

bui | t anddgushed to the network devices in the recovery environnment 120a
during reddnfi gur at iNgiworoReeondigprasiont he net work devi ce configuration
information is prebuilt and stored in the SAN 223 shown in figure 4, and is

pushed sf o [BRIOT K dayGesy C%PQQV?\%DVE/F%Q%%MO&%VFC% i SRR, v

| n anot xanpl e e ne evice conflguration ofmation is
stored in a dormang] &;@ dae ne tvvo k devi c s 124 Lﬁ% ngq%ged when
reconf i guranﬁo?'Sef‘ k %‘6?/@?? RPN ﬁ'fnai%’ 1N IRPY EC t 3%HERT ng any
configuration c e t he
' 9u alsspgne agh one ana rogtmg information based on device type. The

configurations and addressing schema of the production environment 110 are
replicated in the recovery environment 120a. For example, a server in the

10  production environment 110 has an IP address. The same IP address is assigned
to the equivalent server in the recovery environment 120a. Thus, the same IP
addresses of devices and VMs in the production environment 110 are applied to
the equivalent devices and VMs in the recovery environment 120a. Using the
same |IP addresses in a recovery environment 120a and the migration of network

15 segments is a stark departure from conventional disaster recovery systems.
Conventional disaster recovery systems typically use new IP addresses, at least in
part, because the conventional disaster recovery systems are running at the same
time as the production systems and thus must have different IP addresses than the

production systems.

20 [0033] Also, configurations of the equivalent devices are generally the same
as the production environment 110, so configurations known to be current, valid

and robust are used for the devices, VMs, and applications. For example, if the
18



environment configurations are stored in the SAN 223, for exanple, as part
of the staging information 331 shown in figure 3, or network device
configuration informati on for the staging environnent 120b is stored in the
network devices 124 in a dormant state and i nvoked when reconfiguring to

t he staging environnent 5120b. [0035] Figure 5 shows sone of the |IP address
reconfigurations that may be perfornmed in the recovery environnent 120a to
mmc the configurations in the production environnent 110. The production
envi ronment 110 uses 15.15.2.x, and the stagi ng environment 120b uses
15.20.2.x. To reconfigure to the recovery 10 environment 120a, firewalls

501 h .to th ' | P add s of 15.15..2. x. 122a-
o e SoCASHsb HEOPEBLIB D, 8 S BA el B R st 122
addresses of the production environnent 110. 6.Configuring VMs in the

Repur posa ‘étert%tdgﬁle?t'@n%ﬁﬁg'@ﬁr?é‘HtrOfl’BFObb%]bméy@Pbﬁﬁégﬁﬁcﬁp%\fdbenrrent 110

may use VMs, such VMs hosted on servers 112n-z shown in figure 1, and as a
resul t, ecqxamilers patien&f thenstagigotenypporments2@b ¢an acnommedatetje envi r onnent
120a on servers 122n-z. Fail over steps and boot orders are configured in
advance anuoduaioadrivirohimenSAN.2P8e ndtveork in theaepurpesepls racadopot orders are
used to bring up the VMs in the recovery environnment 20120a.

5  environment 120 is reconfigured for use in the recovery environment 120a using
configurations from the production environment 110. Some of the reconfigurations
include updating core switches with additional virtual local area networks (VLANSs)
related to the production environment network. Related VLAN routing information
is also configured. An Internet Firewall interface is re-addressed to a production

10 IP. Other firewalls are updated with the current configuration from the production
firewalls. Fax servers are readdressed to ensure that users have access. External

domain name system (DNS) tables for resources in the recovery environment 120a

that can be resolved externally are updated with the new IP addresses.

[0034] The network 241 in the recovery environment 120a uses most of the

15  current production network configurations. Also, the configurations may be pre-
built and pushed to the network devices in the recovery environment 120a during
reconfiguration. For example, the network device configuration information is pre-
built and stored in the SAN 223 shown in figure 4, and is pushed to network
devices, such as the network devices 124 shown in figure 1. In another example,

20 the network device configuration information is stored in a dormant state in the
network devices 124 and is invoked when reconfiguring to the recovery

environment 120a. Also, prior to making any configuration changes, the stage
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[ 0037] For exanple, VMs in the stage environnment 120b are shut down to free
up resources for running the production VMs. One or nore of the stage VMs
may stay up if sufficient resources are available for running the
production VMs in the recovery environnent 120a. The production VMs are

t hen brought up in the 5 recovery environnent 120a. An order may be
specified for booting VMs. The order nmay be based on factors such as
criticality to infrastructure and busi ness. For exanple, VMs for active
directory services, network services, and other services are booted up
first. Then, VMs for critical business applications are booted. Lower

priority nonitoring services and | icati y. be booted |ast. 10

" Mot hou [9biafteBBrd Figtisifihs 2e tBRe i e AN 223 ief R Maisn o gpr of the
reconfiguring the repurposable recovery environnent 120, according to an
enbodi nentSta H%"ﬁ@w%@nébﬁ g?vﬂb@cﬂqub% » O REIWPESHRYES ENfIoNEAt O ponent s of
one or nore of the 15 figures 1-5 by way of exanple, and the nethods may be
per f or ned inferatien fosyhe sieging aygopmest edhisstond iadw peworkdeyieetliéd i on
information 230 is replicated on the storage system such as the SAN 223,

i n t he repuappseiahtstateand myoken whenmeeanfigong ksthéestaging edviadrouent

20[ 0040] At step 601, a failure of the production environnment 110 is

det ect &d. 120b.

[0035] Figure 5 shows some of the IP address reconfigurations that may be
performed in the recovery environment 120a to mimic the configurations in the
production environment 110. The production environment 110 uses 15.15.2.x, and
the staging environment 120b uses 15.20.2.x. To reconfigure to the recovery

10  environment 120a, firewalls 501 are changed to the production IP addresses of
15.15.2.x. Servers 122a-m and VMs and network devices 124 are also configured

to the 15.15 |IP addresses of the production environment 110.

6. - Configuring VMs in the Repurposable recovery environment

15 [0036] The production environment 110 may use VMs, such VMs hosted on
servers 112n-z shown in figure 1, and as a result, equivalent VMs are brought up
and used in the recovery environment 120a on servers 122n-z. Fail over steps and
boot orders are configured in advance and stored in the SAN 223. The fail over
steps and boot orders are used to bring up the VMs in the recovery environment

20 120a.
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The failure may include a failure that renders the entire production

envi r onnent 110 unusabl e by users or nost of the production environnment

110 unusabl e. Detection of the failure may include an indication of the

failure provided to the reconfiguration manager 121 by a system

adm ni strator or another system [0041] At step 602, the state of the

staging environnent is stored in the SAN 5223, which is shown as staging

information 331 in figure 3. For exanple, the staging informati on 331 may

i nclude current state of testing and devel opnent of an application or

system server and network configurations and any other information used in
Some of this.infor dy be

t he stagi i ronment . r_all . Lon alre

stored in Hgﬁ\éAN 2 é’fieﬁ‘amﬁ’ée’é@&?ﬁb eisga%ap%qvgtoin ng?Egb@E%T?}ﬁ/‘gldlow Osi tory
for data 1Qused in the stagin nvironnent. In this case, the staging

i nf or mat i ﬁe%%af??uaqqsﬁag}ﬂw%@& Rfﬂ&ﬂ%'@”g/w-z@@.e qrimeigyPf gfpe §tﬁ§e§'&ﬁi}i ng
information 331 is stored locally in workstations or servers, then at step
602, this MAY stayetn ibauffisienhresguices ane agalabier remoag he predegticeog)stime
servers and VMs in the staging environnent 120b 15 are shut down to free up
r esour ces therecdverpendiwament 120st dhe prodirctior Mgl are thee bseughé up in #&a- m may
be shut down because those servers are equivalent to the servers 112a-m

runni ng t recoverygeavirammentpl20aatAroosie? iidy behsisecifidaicfos BootiigsViMg2dhem i n t he
repur posabl e recovery environnent 120 are shut down so they can be

reconf i guredersingy barmbased bheastery/Slich dslaicalityte MffdseruBlPs Bal ibBingsyi r onment
110 to 20 run the production applications 213. The stage VMs running on the

servers 13 -ckafle, RS HHacHVBiradtsn SAviBESHERLOR MBS HhdRfndtoot ed up on

t hose servers to
services are booted up first. Then, VMs for critical business applications are

booted. Lower priority monitoring services and applications may be booted last.
10
7. Method

[0038] Figure 6 shows a flow chart of a method 600 for reconfiguring the

repurposable recovery environment 120, according to an embodiment. The
method 600 is described with respect to the components of one or more of the
15  figures 1-5 by way of example, and the methods may be performed in other

systems.

[0039] The method 600 assumes the production information 230 is
replicated on the storage system, such as the SAN 223, in the repurposable

recovery environment 120, as described above.

20 [0040] At step 601, a failure of the production environment 110 is detected.

The failure may include a failure that renders the entire production environment
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run production applications 210. Al the servers and VMs may not be shut

down if sufficient resources are available to run the production systens.

[ 0043] At step 604, the network devices 124 in the repurposabl e recovery

environment 120 are reconfigured to the configurations of the network

devices 114 5in the production environnment 110. The network devices 124 are

configured simlarly to the network devices 114 of the production

envi ronnment 110. For exanple, the network devices 124 in the repurposabl e

recovery environnent 120 are configured with the sane | P addresses as the

networ k devices 114 in the production environment 110. O her configurations
vironnent 1 l e, switch

are also t sane,as, the 10productjon e 10 r ex ,

and router{'g)owusggﬁatt%%e,rsgpé%gpf{r@eqrp{}ﬁﬁgonaqmlrwwgpt %E‘?HFW@" re the sane
as or simlar tot onfigurations of the equival ent network devices in

t he produ %Sﬁt'%i}'{] tﬁ@%ﬁ'ﬁﬁ? %@LVO'!“CWH@ apdRTicRIATeTi tba falure peovidadigrtke devi ces
124 allows the network 241 to be created that replicates the network 240

from t he pesenfiauraiorananagriietitbyla eysisevadipinisyatgsasdnethessysipst enms. 15
[ 0044] At step 605, servers are booted fromthe data storage in the

repur posaﬂgg“ COVerat ﬁa?é&}élg@?QHg@h%%%ngsgé%ﬁgggplk mpllr&q%§ﬁfr¥§ [Pthd &y m ar e

r eboot ed ng boot | rom e oductron applications
215 205 o il 3 S8l B b oor SR B 2P BB Pl O
repur IC)Osabsltaeging information 331 may include current state of testing and development of an

application or system, server and network configurations and any other information

used in the staging environment. Some or all of this information may already be

stored in the SAN 223 if the SAN 223 is operating as a central repository for data

10 used in the staging environment. In this case, the staging information 331 is
already stored in the SAN 223. If any of the staging information 331 is stored

locally in workstations or servers, then at step 602, this information is saved to the

SAN 223.

[0042] At step 603, the servers and VMs in the staging environment 120b
15  are shut down to free up resources for the production systems. For example, the
servers 122a-m may be shut down because those servers are equivalent to the
servers 112a-m running the production applications 213. Thus, the servers 122a-
m in the repurposable recovery environment 120 are shut down so they can be
reconfigured similar to the servers 112a-m from the production environment 110 to
20  run the production applications 213. The stage VMs running on the servers 122n-z

may be shut down also so production VMs can be booted up on those servers to
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recovery environnment 120. For exanple, the servers 122n-z host the VMs in

t he repur posabl e recovery environnment 120. The production VMs, which are-
VMs 23 used in the production environnment 110, are booted up on one or
nore of the servers 122n-z. The VMs may be booted up in an order specified
In configuration information stored in the SAN 223. Booting up the
production VMs al so includes running applications 210 on the production VMs
in the repurposabl e recovery 5 environnent 120 operating as the recover
envi ronment 120a. [0046] At step 607, the recovery environnment 120a is
val i dated. For exanple, the production systens running in the recovery

R T A N Y TR e T R A
e s i U rCar SRR R Bl ST S5n T er
115 access applications and data to performtheir daily tasks as if they
were accesgoag] t he pedLs0Hnhe ALtwRM0ced 194 in the repurposable recovery
environment 120 are reconfigured to the configurations of the network devices 114
5 in the production environment 110. The network devices 124 are configured
similarly to the network devices 114 of the production environment 110. For
example, the network devices 124 in the repurposable recovery environment 120
are configured with the same IP addresses as the network devices 114 in the
production environment 110. Other configurations are also the same as the
10 production environment 110. For example, switch and router port settings, firewall
settings and other settings are the same as or similar to the configurations of the
equivalent network devices in the production environment 110. The configuration

of the network devices 124 allows the network 241 to be created that replicates the

network 240 from the production environment 110 used by the production systems.

15 [0044] At step 605, servers are booted from the data storage in the
repurposable recovery environment 120. For example, the servers 122a-m are
rebooted using boot images from the SAN 223 and the production applications 213
are executed on the servers 122a-m. Steps 605 and 606 may be' performed at the

same time.

20 [0045] At step 606, production VMs are booted up in the repurposable
recovery environment 120. For example, the servers 122n-z host the VMs in the

“repurposable recovery environment 120. The production VMs, which are VMs
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[ 0048] After the production environnment 110 is recovered, the repurposable

recovery environnment 120 is reconfigured back to the stagi ng environnent

120b. 15For exanple, the staging information 331 is used to reconfigure the

servers and the network devices back to their previous states. Then,

devel oping and testing can resune in the staging environment 120b. Also

the periodic saving of the production information 230 in the SAN 223 and

the storing of any updates to the configuration of the production

environment 110 in the SAN 223 resunmes while the 20 repurposabl e recovery

envi ronment 120 operates as the staging environnent 120b. [0049] One or
nctians described herein and one or of the

nore of the s and, f

Component <% e S e Sh et dbe Comput er
code stored on adabl e storage, device, such as nenor

anot her ty??ér"%rfsa?&é?g ¥llsdBay PReag 'g?&a'b%@@rlsge%‘f&%@m@H‘f'SHya&OEorrput er
Ssystem for exanple, by a processor, application-specific |nte rat ed
circuit (ABT@)nat'@'i' Stﬂf%lﬂ oA R28i Bogting uprise prickiery Vs also ing léﬂﬂ“st war e
progran(s) conprised of programinstructions in source code, object code,
execut abl eupoing applicatives X16rorathe. proOOBINWVE & theceputposiablerresoveye been
described with reference to 1lOexanples, those skilled in the art will be
abl e t 6 nedeiroamenti$20rodedfatingtasdhs récpviehenvironment 120a.

[0046] At step 607, the recovery environment 120a is validated. For
example, the production systems running in the recovery environment 120a

generated from the steps 601-606 are tested to ensure they are running properly.

[0047] At step 608, after validation at step 607, the users 115 are allowed to
10 access the production systems, including the applications and services 216, in the
recovery environment 120a. The users 115 access applications and data to

perform their daily tasks as if they were accessing the production environment 110.

[0048] After the production environment 110 is recovered, the repurposable
recovery environment 120 is reconfigured back to the staging environment 120b.

15  For example, the staging information 331 is used to reconfigure the servers and the
network devices back to their previous states. Then, developing and testing can
resume in the staging environment 120b. Also, the periodic saving of the
production information 230 in the SAN 223 and the storing of any updates to the
configuration of the production environment 110 in the SAN 223 resumes while the

20  repurposable recovery environment 120 operates as the staging environment

120b.
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descri bed enbodi nrents w t hout departing fromthe scope of the clained

enbodi nents. What is clained is: 1. A systemconprising: a reconfiguration
manager operable to reconfigure a repurposable recovery environnment between
a recovery environment for a production 5 environnment and a second
environment different fromthe recovery environnent; and a
storage systemin the repurposabl e recovery environnent, the storage system
periodi cally saving production information fromthe production environment
whi l e the repurposabl e recovery environnent is operating as the 10 second

envi ronnment, wherein the production information in the st or age
systemis anf i ure able r ecov envi ronnment fr
t he seconolldﬁﬁ ronngfne t'd '%W? tB%S\FGH% r@ﬁ‘@ (fﬁscnggazlherrﬁén @9%98%0& cI aim

1, wherein the reconfi manager det
more of tﬁe compgnen S o?nhe systgms descri ed herein may be implemented as

computer code stored on a computer readable storage device, such as memory or
another type of storage device. The computer code is executed on a computer

5  system, for example, by a processor, application-specific integrated circuit (ASIC),
or other type of circuit. The code may exist as software program(s) comprised of
program instructions in source code, object code, executable code or other

formats.

[0050] While the embodiments have been described with reference to
10  examples, those skilled in the art will be able to make various modifications to the
described embodiments without departing from the scope of the claimed

embodiments.
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a failure of the production environnent, and the reconfigurati on nmanager
reconfigures the repurposabl e recovery environnent fromthe second
environnment to the recovery environment in response to detecting the
failure. 20 3. The systemof claim1l, wherein the reconfiguration nmanager
shuts down servers in the repurposabl e recovery environnment and reboots the
servers 26 using boot images in the production information, wherein the
rebooted servers are configured to execute applications fromthe production
environment. 4. The systemof claim1l, wherein the storage systemstores a
list of 5virtual machines used in the production environnent and an order
for booti up. the virtual machines, and the reconfiguration
manager sﬁﬁpg ﬁéﬁﬂyegﬂ?tual machi nes for the second environnent running in
t he repurposabl e recovery environnment and boots up the production

envi ronment, virtual Aeghémesnprisidte repur posabl e recovery 10environment in
t he order.

a reconfiguration manager operable to reconfigure a repurposable
recovery environment between a recovery environment for a production
5  environment and a second environment different from the recovery environment;

and

a storage system in the repurposable recovery environment, the
storage system periodically saving production information from the production
environment while the repurposable recovery environment is operating as the

10  second environment, wherein

the production information in the storage system is used to
reconfigure the repurposable recovery environment from the second environment

to the recovery environment.

15 2. The system of claim 1, wherein the reconfiguration manager detects
a failure of the production environment, and the reconfiguration manager
reconfigures the repurposable recovery environment from the second environment

to the recovery environment in response to detecting the failure.

20 3. The system of claim 1, wherein the reconfiguration manager shuts

down servers in the repurposable recovery environment and reboots the servers
26



5. The systemof claim11l, wherein the reconfiguration nmanager confi gures
networ k devices in the repurposabl e recovery environnent to have the sane
settings as network devices in the production environnment. 15 6. The
systemof claim1l, wherein the reconfiguration nmanager configures

equi val ent devices in the repurposabl e recovery environnment to have the
sane | P addresses of devices in the production environnent. 7. The system
of claim®6, wherein the devices in the production environmnment include
servers and network devices, and the equival ent devices in the repurposable
recovery environnent include servers and network devices that are the sane
nodel and confbg ration.as the s rverP and networ k Hevice§ én t he

5product i off ehIPPIAIRERP N §1° F’A"g@t"é’d{‘é’é’ﬁﬁ QLj¥prein the rebooted serversare
reconfiguration manager operable to reconfigure a repurposable recovery
envi r onmerfPNHELRER SxecweAnplieatinnsdinm e arﬁ%uat'%%w&meé\ﬁvi ronnent 10 for
a production environnent; and a storage systemin the

repur posabl e recovery environnent, wherein the storage system periodically
stores production information fromthe production environnent, and the
storage system stores production software, including at |east one operating
system andtat | east Theesysigon otalairard, whewheths stotage systavnbioges atisbef manager
detects a failure of the production environnent, and reconfigures the

r epur posablirtual ecachings wsediin dmerprad uttionmehVis reesrd mad emvordenfoe bbotig tpe
recovery environnent in response to detecting the failure of the production
envi r onnerthe viial fiaghinge, aronfi guri ng i ncludes saving information used in
t he second environnent in

the reconfiguration manager shuts downs virtual machines for the
second environment running in the repurposable recovery environment and boots
up the production environment virtual machines in the repurposable recovery

10  environment in the order.

5. The system of claim 1, wherein the reconfiguration manager
configures network devices in the repurposable recovery environment to have the

same settings as network devices in the production environment.
15

6. The system of claim 1, wherein the reconfiguration manager
configures equivalent devices in the repurposable recovery environment to have

the same IP addresses of devices in the production environment.
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20 the storage system shutting down servers in the repurposable recovery
envi ronnent; rebooting the servers using the at |east one operating system
in the storage system wherein at |east one of the rebooted servers is
5configured to execute the at | east one application and the at |east one
application is configured to access the production data in the storage
system and reconfiguring network devices. 9. The system of claim 8,
wherein the second environnent is a staging 10 environnment, and the

i nformati on used in the second environnent includes information for at

1 east one application being devel oped or tested in the repurposable

recovery vi ronnentoperatin s the staging,enviro nt . . 10. The
syst em of egl aim 8, vﬂ?eef@fsiem c rBraévge@gtt%%jgxpw%@qgg|pir%quc8rr)n 15 virtual
machi nes used in the Production envi ronrgnt and gr}] order for booting up the
Vi rt ual mwlrﬁgmeném ude servers and network devices, and the equivalent devices in

the repurposable recovery environment include servers and network devices that

are the same model and configuration as the servers and network devices in the

5  production environment.

8. A system comprising:

a reconfiguration manager operable to reconfigure a repurposable
recovery environment between a second environment and a recovery environment

10  for a production environment; and

a storage system in the repurposable recovery environment, wherein
the storage system periodically stores production information from the production
environment, and the storage system stores production software, including at least

one operating system and at least one application,

15 wherein the reconfiguration manager detects a failure of the
production environment, and reconfigures the repurposable recovery environment
from the second environment to the recovery environment in response to detecting

the failure of the production environment, wherein the reconfiguring includes

saving information used in the second environment in

20  the storage system;
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t he reconfigurati on manager shuts downs virtual machines for the second
envi ronnent running in the repurposable recovery environnent and boots up

t he production environment virtual machines in the repurposable recovery 20
environnment in the order. 11.The systemof claim8, wherein the
reconfiguration manager configures the network devices to have the sane
settings as network devices in the production environnent. 512. The system
of claim8, wherein the reconfiguration nmanager configures equival ent
devices in the repurposabl e recovery environnent to have the sane IP
addresses of devices in the production environnent. 13. The systen1of cl aim
12, wherein the devices in the rodﬁctlon 10 en onnment Jjnclude servers

and network devices, and the SHUH0SARKD s(%\(ﬁré&%ﬁeﬂem@orsg G HERAY e

recovery envi ronrrent i ncl ude servers and network devices that are the sane
nodel and %‘BWPPBI?I“ tion as the servers and network devices in the
production environnment. 1514. A nethod conpri si ng: periodically

savi ng production infornati onrgg&ﬁhgyﬁgﬁﬁgﬁwﬁm ét‘?é'é%’&he dg)e?at or age

systemin a repurposabl e recovery e ereln e repurposabl e

recovery el BBRLbAEU N AR 8 (9 RRLAL SRS Rk BRaVECERY | ronrent

for the pr i'on envi P I's con urabl'e” to operate as a
5  configured to execute the at least one application and the at least one application is

configured to access the production data in the storage system; and

reconfiguring network devices.

9. The system of claim 8, wherein the second environment is a staging
10 environment, and the information used in the second environment includes
information for at least one application being developed or tested in the

repurposable recovery environment operating as the staging environment.

10. The system of claim 8, wherein the storage system stores a list of
15 virtual machines used in the production environment and an order for booting up

the virtual machines, and

the reconfiguration manager shuts downs virtual machines for the
second environment running in the repurposable recovery environment and boots
up the production environment virtual machines in the repurposable recovery

20  environment in the order.
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20 second environnment different fromthe recovery environnent, and

the periodically saved production information is saved in the storage
syst em when t he repurposabl e recovery environnent is operating as the
second environment; and reconfiguring the repurposable recovery environnent
fromthe 5second environnment to the recovery environnent using the
production information in the storage system 15. The nethod of claim 14,
wherein the reconfiguring the repurposable recovery environnent conprises:
10configuring servers in the repurposabl e recovery environnent using the
production information, wherein the configured servers run applications

fromthe pyoduction_environment. . 16. The thod of claim15 wherein
cont 1 gur i hiser ver s TBHNEBET ook fuiPrsn ReitepRiowli g anaver

rebooting the servers using boot ipages in the production |nformtion,
wher ei n t HOTYigHESHtBe nebyerk devicas te Ravalis s seliaos s Retwrrk seyigas in on

envi ronment . _ .
the production environment.

5 12, The system of claim 8, wherein the reconfiguration manager
configures equivalent devices in the repurposable recovery environment to have

the same IP addresses of devices in the production environment.

13. The system of claim 12, wherein the devices in the production

10  environment include servers and network devices, and the equivalent devices in
the repurposable recovery environment include servers and network devices that
are the same model and configuration as the servers and network devices in the

production environment.

15 14 A method comprising:

periodically saving production information from a production
environment in a storage system in a repurposable recovery environment, wherein
the repurposable recovery environment is configurable to operate as a recovery
environment for the production environment and is configurable to operate as a

20  second environment different from the recovery environment, and
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17. The method of claim 14, wherein the reconfiguring of the repurposable
recovery environnment conprises: shutting down virtual nmachines running in
t he second environment; rebooting production virtual machines using the
production 5information, wherein at |east one of the production virtual
machines is configured to run an application fromthe production
environment. 18. The nmethod of claim 17, wherein rebooting production
virtual machines conprises: 10determ ning a predeterm ned order to reboot
t he production virtual nachines; and t he rebooting of the
production virtual machines is performed in the determ ned order. 1519. The

nmet hod of claim 14, wherein the recor f|” ur i n ofdt ? a[gosabl e rdecovery
envi ronment conpri ses: e periodi saved production In ion is saved in

the storage system when the repurposable recovery environment is operating as

the second environment; and

reconfiguring the repurposable recovery environment from the
5 second environment to the recovery environment using the production information

in the storage system.

15. The method of claim 14, wherein the reconfiguring the repurposable

recovery environment comprises:

10 configuring servers in the repurposable recovery environment using
the production information, wherein the configured servers run applications from

the production environment.

16. The method of claim 15, wherein configuring servers comprises:
15 shutting down the servers;

rebooting the servers using boot images in the production
information, wherein the rebooted servers run the applications from the production

environment.
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configuring network devices to have sane settings as network devices in the
production environnment. 20 20. The nethod of claim 14, conprising: storing
| P addresses used for devices in the production environnment; and

the reconfiguring of the repurposable recovery environnent conprises
configuring equival ent devices in the repurposabl e recovery 5 environnent
to have the sane | P addresses of the devices in the production environnent.
21. A net hod conprising: periodically saving production data froma
production environnent in 10 a storage systemin a repurposabl e recovery
envi ronment, wherein the repurposabl e recovery environnent is configurable

to operate,as a recaqyer nvi ronnent for the produgti on environnment and is
conf i gurabﬁ;l to operilee%ﬁg‘og q&&ﬁ'ﬁ‘dbe CrYR A en '@%ﬁ‘%‘?ﬂ%?omthe recovery
environnment; storing production software in the storage systemin the

r epur posableurposplledoervers fOYIFIHREMICOMIISESI n t he production sof tware
i ncludes the sane software used in the production environnment and incl udes

at | east one oper at igyRSIGN ARdarihalifASS ARG SBEIRNe AR

production environnent;

rebooting production virtual machines using the production
5 information, wherein at least one of the production virtual machines is configured to

run an application from the production environment.

18. The method of claim 17, wherein rebooting production virtual

machines comprises:

10 determining a predetermined order to reboot the production virtual

machines; and

the rebooting of the production virtual machines is performed in the

determined order.

15 19. The method of claim 14, wherein the reconfiguring of the

repurposable recovery environment comprises:

configuring network devices to have same settings as network

devices in the production environment.

20  20. The method of claim 14, comprising:
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storing network configuration information for network devices; detecting
failure of the production environnent; and reconfiguring the repurposable
recovery environnment fromthe second environnment to the recovery
environment in response to detecting the failure of the production
environment, wherein the reconfiguring includes saving information used in
the second environnent; 5shutting down servers in the repurposable recovery
environnment; rebooting the servers using the at | east one operating system
in the storage system wherein at |east one of the rebooted servers is
configured to execute the at | east one application and the at | east one

application is 10 confi ed fo access th roduction data in the storage
system and reconfi ﬁﬁﬂf}%&hﬁ&%ﬁ?%&?ﬁé@%g%@?%“ﬁ% PEQG@#C@%" RAYIment
configurati odn.

an

the reconfiguring of the repurposable recovery environment
comprises configuring equivalent devices in the repurposable recovery
5 environment to have the same IP addresses of the devices in the production

environment.

21. A method comprising:

periodically saving production data from a production environment in
10  astorage system in a repurposable recovery environment, wherein the
repurposable recovery environment is configurable to operate as a recovery
environment for the production environment and is configurable to operate as a

second environment different from the recovery environment;

storing production software in the storage system in the repurposable
15  recovery environment, wherein the production software includes the same software
used in the production environment and includes at least one operating system and

at least one application from the production environment;
storing network configuration information for network devices;

detecting failure of the production environment; and
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22. The nmethod of claim 21, wherein the second environnment is a staging
15environnent, and the information used in the second environnment includes
information for at |east one application being devel oped or tested in the
repurposabl e recovery environnent operating as the staging environnent.
23. The nethod of claim 21, wherein the reconfiguring of the 20
repur posabl e recovery environnent conprises: shutting down virtual
machi nes running in the second environnent; reboot i ng
production virtual machines using the production information, wherein at
| east one of the production virtual machines is configured to run an
application fromthe productigon environgent. 5 24. The nF hoq of claim 23,
wherei n rebooting prEtREIGUERT G FRYIPOR2OIR 1RSQVery RaVirgrRent from the
determ ning a predeterm ned order to reboot the production virtual
machi nes; $R¢QNd GNMECHBEIGPithey resoveReephigamant Brrespenstic datedingdsei s
performed in the

failure of the production environment, wherein the reconfiguring includes

saving information used in the second environment;

5 shutting down servers in the repurposable recovery

environment;

rebooting the servers using the at least one operating
system in the storage system, wherein at least one of the rebooted servers is
configured to execute the at least one application and the at least one application is

10  configured to access the production data in the storage system; and

reconfiguring network devices using the stored network

configuration.

22. The method of claim 21, wherein the second environment is a staging
15 environment, and the information used in the second environment includes
information for at least one application being developed or tested in the

repurposable recovery environment operating as the staging environment.

23. The method of claim 21, wherein the reconfiguring of the

20  repurposable recovery environment comprises:
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determ ned order. 25. The nethod of claim 21, wherein reconfiguring

net wor k devi ces conprises: 15configuring the network devices to have sane
settings as network devices in the production environnment. 26. The net hod
of claim 21, conprising: storing |IP addresses used for devices in the
production environnent; 20 and t he reconfiguring of the

r epur posabl e recovery environnment conprises configuring equival ent devices
in the repurposabl e recovery environnment to have the sane | P addresses of
the devices in the production environnent. 5

shutting down virtual machines running in the second environment;

rebooting production virtual machines using the production
information, wherein at least one of the production virtual machines is configured to

run an application from the production environment.

5
24, The method of claim 23, wherein rebooting production virtual
machines comprises:
determining a predetermined order to reboot the production virtual
machines; and
10 the rebooting of the production virtual machines is performed in the
determined order.
25. The method of claim 21, wherein reconfiguring network devices
comprises:
15 configuring the network devices to have same settings as network
devices in the production environment.
26. The method of claim 21, comprising:
storing IP addresses used for devices in the production environment;
20 and
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27. At | east one conputer readable nediumstoring at |east one conputer
program t hat when executed by a conputer perfornms a nethod conpri sing:
periodi cally saving production information froma production 10 environnent
in a storage systemin a repurposabl e recovery environnment, wherein the
repur posabl e recovery environnent is configurable to operate as a recovery
environnent for the production environnent and is configurable to operate
as a second environnent different fromthe recovery environnment, and

the periodically saved production information is saved 15 when in the
storage system when the repurposabl e recovery environnment is operating as
the second environnepnt; and . reconfiguring the repurposabl e
recovery envi ronnenttn?f%‘?ﬂ’?'ﬁér'%%et)w& r@HVﬁppéﬁW@ﬁ?gqv(?rY @V'F%Wgry

envi ronment using the production information in the storage system 20
reconf i gur FHBPHIRS qo@ﬁﬁﬁdrﬂﬁgs@‘ﬂﬂ"\éalﬁ@&ﬁ)’&%ﬁ iBAe FepRRAbIIRSPVEIYS

configuring servers in the repurposable recovery environnent using the

pr oduct i orenvirpomet fohavedherseime tfhaddressesyeirtbe dseices instheunfodygiioncat i ons
from5 the production environnent. 29. The at |east one conputer readable
medi um of ervironmiz®i. wherei n configuring servers conprises:

27. At least one computer readable medium storing at least one
computer program that when executed by a computer performs a method

comprising:

periodically saving production information from a production
10  environment in a storage system in a repurposable recovery environment, wherein
the repurposable recovery environment is configurable to operate as a recovery
environment for the production environment and is configurable to operate as a

second environment different from the recovery environment, and

the periodically saved production information is saved
15 when in the storage system when the repurposable recovery environment is

operating as the second environment; and

reconfiguring the repurposable recovery environment from the
second environment to the recovery environment using the production information

in the storage system.

20
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shutting down the servers; 10rebooting the servers using boot inmages in the
production information, wherein the rebooted servers run the applications
fromthe production environment. 30. The at | east one conputer readable
medi um of cl aim 27, wherein 15reconfiguring of the repurposable recovery
envi ronment conprises: shutting down virtual machines running in the second
envi ronnent ; determ ning an order for rebooting production
virtual nmachines in the repurposabl e recovery environnment; and

rebooting the production virtual machines in the order using the production
information, wherein at | east one of the production virtual nmachines is
configured_to run a I%P;gtaication fromthe production envirgnment. 5 31. The

at | east conput e 8ag ABeRoRMS reagdpalemedium i Glaiin? 4. nehereip e

conprises: storing |IP addresses used for devices in the production
envi r onmenfeconfigyring the repurposable recovery environment comprises:

configuring servers in the repurposable recovery environment using
the production information, wherein the configured servers run applications from

5 the production environment.

29. The at least one computer readable medium of claim 28, wherein

configuring servers comprises:
shutting down the servers;

10 rebooting the servers using boot images in the production
information, wherein the rebooted servers run the applications from the production

environment.

30. The at least one computer readable medium of claim 27, wherein

15 reconfiguring of the repurposable recovery environment comprises:
shutting down virtual machines running in the second environment;

determining an order for rebooting production virtual machines in the

repurposable recovery environment; and
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the reconfiguring of the repurposable recovery environnent 10 conpri ses
configuring equival ent devices in the repurposable recovery environnent to
have the sane | P addresses of the devices in the production environment.

rebooting the production virtual machines in the order using the
production information, wherein at least one of the production virtual machines is

configured to run an application from the production environment.

5 31 The at least one computer readable medium of claim 27, wherein the
method comprises:
storing IP addresses used for devices in the production environment;
and
the reconfiguring of the repurposable recovery environment
10  comprises configuring equivalent devices in the repurposable recovery
environment to have the same IP addresses of the devices in the production

environment.
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