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UPDATE DISTRIBUTION SYSTEM ARCHITECTURE AND METHOD FOR
DISTRIBUTING SOFTWARE FIELD OF THE INVENTION The present
invention relates to software and computer networks, and, in particular, 5 the
present invention relates to an update distribution system architecture and
method for distributing software updates. BACKGROUND OF THE
INVENTION WedlyF DISTRIBEIY GXeS3yE EMWRE RITRCEUREENgo a

continual revisiaNIp PEEFH ODEPOR G ISTRIB (EANGE S OHiIsVsORWare. Each
revision of a software product 10 frequently requires adding new files,

replacing existing files Withﬂ%\ﬁﬁ{ﬁv j i solete files, or various
combinations of these actions. ThiS process of replacing older files, adding
new filés, getetin hobsodateciles ob adoftavaranproauptitehaayngthamsbftwareticular,

product's configuratign and behavior b aE ing and/or remoying functionalit
BT IV BHE REPAShG) B2 DA RO 5 N HGe 230 ithod for
disoiledtion sefclading Gatesry files, 15 data files, update instructions, metadata,

and the like, used in updating the product will be referred to hereafter more

simply as an "update."fneR GESIINH OR @YideR@E ¢igaigd an update for a

software product, either to fix a problem, enhance security, or add new

fegtuﬂ&galﬂmeaébﬁwan@em@ﬂmwwm%ﬁpf@“mkérﬂwta pam&vi@egnavanabu@vision
piOcHSs GUSTARIR HATEIRVFERIEN oPURD aSHWRRD e UPIAIRiISZOrAreGHRAAT product

correcting a flaw in‘the product or addressing a critical security issue, the _
fregpsntierqsrovedaddinavamy thissupidteintsexiisienarfilie wilbtomes Teviviphtedsleting

oFDREONIBS BPFIAGs BARGTLIDOSEPAIDYALERIQVIARIR BAYR A BP?égﬁ%ﬁ’ng older files,

incentive to distribute software updates to their customers as quickly and as

adbnplacmedites.pdalsiting, Pheokdmnbileer dhdusfivar erfastichcelpaging the software
pORIAEVE ARG NG BUBRREY B Eg COMRYISIRIRANASSIShE RERYRIKSIPNdvill be

in particular, 1o the Internet. Due to this explosive growth, and due to the

reéerivech imatieficapiitisadatagdbteriesigyh 2nedhndetioerttseken iemdingtanary files,
dAPISRGt NS RE AN ABRRLAN ANshINBE Ak Chatu el { A AT RPHYIRRISWill be

to distribute updates to their customers. In fact, the Internet has become the
rofesdrip irseAbetiBIEhampeY fsramampdabttvare providers to provide software

Updaigado NEH3Er-CYRLRNEF frall SANRMIN IPERERIQIESARLL SOTMRI Ecither to fix a
providers to distributé software updates
problem, enhance security, or add new features, the software provider will want to make that

update widely available to its customer base. Quite often, such as when the update is
directed at correcting a flaw in the product or addressing a critical security issue, the software
provider will want that update installed on the customers' computers as soon as possible.
Indeed, most software providers have a business incentive to distribute software updates to
their customers as quickly and as trouble-free as possible.

The computer industry has experienced an explosive growth in the number of
computers connected to networks, and in particular, to the Internet. Due to this explosive
growth, and due to the communication abilities available through a connection to the
Internet, the Internet has become an important and integral channel for software providers to
distribute updates to their customers. In fact, the Internet has become the primary
distribution channel for many software providers to provide software updates to their

customers. It is often in the best interest of software providers to distribute software updates
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-1 over the Internet, as electronic update distribution over the Internet
reduces their overall costs and enables customers to obtain the software
updates as soon as they are available. More and more frequently, these
software updates are conducted automatically over the Internet, without any
user intervention. 5 While the Internet is now commonly used as a conduit for
distributing software updates from software providers, several issues

OYfE 4l HH AR ES PRESI HRYASHSERIUEOT1Y iIB iy ol Eesc s Sorgal ! costs

arlistrpbIdo R iRfrasiryctuBtesaHECas R (Alladiinistalive aantrakovelidige. More
. [gistributi n and installation_of software updates. In regard to efficiency of the

SHBGHOFIHESEN BSSH NSRS, TRORIGY FHE RS E 2 0K aLYs STy the Internet,
withibtampusiraheemmiscation resources, often referred to as bandwidth. A

finite amount of communication bandwidth frequently results |n bottlepecks,
especialtySin "Fe AN JomM0Nre OPdAIE fé%%ﬁﬁl&r SN Oﬁré)lﬁ?d{;ﬁt%ﬁ(’ftware

upsadicreseftarpes piovigeVindas (shanilyeqhongraling. sysiemséenesues include
d productivity products, Such hottlenecks, exist even when software

relate '
ﬂaﬁgﬁﬁé@% M8 ailQole!Bh mUBIE doWHISH RtarBie T8 HhiFiftRayces,  and
(Zhaaughetihtie boiarobbvendddasabhial shéhnbelilenacks eauins ipeates.

unstryctured access model made available by the Internet. For ex le, if

first UEFEET OB AC oG S HE AL SRS RSB B i ntermer.
pébsghominoadfasses intafgonihafitsitisers dneepeofentsenidapmudedwidth. A

I,SP%].Hlfurther ore, the request is treated as a single,.individualized access,. .
S ot 8 PRHIBES A FE S IGHE b A o8 QP B 1o syl in
re@iiarioaivforkisalifigandfor rpuest.sdfsuehpitbausegandhise NicesstpulaipBration's
ho als Eﬁg ens to have the same ISP, requests the same download as th

W BB Teh ARSI 4 EEROR CABIL BISOHEGPA B Gl botenceks
exindi\dderaliwhenacoassrt thiatexamplmathie samsbttiownlaaditgleb&ownload locations
d.trtaﬁ}srpi tetldgo%th? sEm itnfrastruc re twice, because eaé:htt equ%st was . th

YRR fsasd el Erﬁﬂ FBSE nutber SRR i cresie 8L RREsk iaflgcws s the
uiibediniie ¢ aoveis meadid mibaiedwigthbid Ibpetemeatahoitidoedkdmplés if a first user at

example, which is _quite common, it would have been much more efficient if
PGSR VS SN EAEH et 20 ST P Ao P SR B through
thee fuasissatistidepraderiheciotal pashideVi8Piegeud ioraant;ofhef diqitkiuiangated as a
SR arganzatons. especialy large oroapizalions, have ISmale 2500, ung
unrelated to, any other network traffic and/or request. As such, if a second user at computer
B, who also happens to have the same ISP, requests the same download as the first user, the
request from the second user is also treated as a single, individualized access. In this
example, the same download will be transmitted over the same infrastructure twice, because
each request was treated in isolation. Clearly, if the number of users increases substantially,
the finite communication bandwidth will become a bottleneck. In this example, which is
quite common, it would have been much more efficient if the download could have been
cached at a local location, and each user request satisfied from the local cache.

With regard to control of distribution, many organizations, especially large

organizations, have legitimate reasons to control the distribution of updates to their

computers. For example, unfortunately some updates have or introduce flaws, frequently
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30 computers. For example, unfortunately some updates have or introduce

flaws, frequently -2 referred to as bugs, that "break" features of a software

product. These broken features may be insignificant, but all too often they

can disrupt a business's mission-critical features. Alternatively,

mission-critical features may be "broken" if they are removed or their

behaviors substantially altered by a particular software update. As a business
relSRFOL D RN B SRS HitEsPRuEhon SR Hakhebeais may
bdiraisgualuate abd: teft RrRCbisaftveyecdpd@teuyithinassertroliekaorienmpanteatures.

for some period of time prior to releasing the update to the remainder of their ,
AUSHRRUER: PR BRI FAYE hritLthe 55@%2%3% fHidgtacved or their
boubeihiersabsuadaleyWilaely esselyaifedha vissipo-gpdical faatureusiaedy aftelott afford

has been satjsfactorily determined that an update will not bring down any 10
tonffSEidl dRTEPYERFe i£eﬂ%%fiﬁp@afssag?mh¥%§m% St e and test cach

sdRmandpdat thethaigaosnatioRs enmouias: Geaoinenpesiargptiatinns: MUl easing
exercjse control over the installation of software updates on their computers..

the nRAI g s REPA BHZingE S U arf GRFATEStion GiteRVABEHS o RBHHfpIPeTMits the
oigistiuidbantool siedtwarehepdates ipthrnsilleadonsisieackanongsihm-critical feature.

computers in the organization. |t is, 15 very important for information service
O A ket Pt o ek i St Lo MR UBGHS AR DrTE Cown any
migioputeitscap efatiere Wb atite npdstdopamitkd roeessBrituadioperadingmainder of the
system, Without a standard, software and computer maintenance may b
OGARKRESES iR EYMITEx atd HiRicdROBHf"s PP SBH thetGEeEs ¢ 8? jover the
instpRktan biSstahbatingpdutoseshdit tigpukesorganizations, it is often
inefficjent to individually install software on a com utetr, or to individuall}[/ tributi
iR SE A RHAES S Srob PR o Koo ReE B aP i istribution

oDsganIZationldRStead, ensingleosiBtiaenaenpaniiis apiganizatibe degtiization. It is
software product an numerous computers. Thus, an organization may be

VOB B e P R GF B e IR e Tar R S B S HE) et gtattorm

upcenddchhmaynirecipenitéhe mthdber ©ffabcamduiarscisoniigua graduag system.

“}é der a sjte icanse All of these reasons often re%uire Ii)cal control over

b tipgat ’&%ﬁ%ﬁ&ﬁfﬁ FOTGRYISH tRAVSHALS dBBV S dBRfigt LYy sgmplex and

diflading to software update distribution, what is needed is an extensible

software update distribution archijtecture for.providing.cantrol. ..
gtﬁl 'fr)lo?her reason tllgat ocal control 1s 1&portantgls %r 8llhng purposes. In large

organizations, it is often inefficient to individually install software on a computer, or to
individually maintain licenses for a particular software product for each computer in the
organization. Instead, a single site license permits an organization to run a software product
on numerous computers. Thus, an organization may be required to report the number of
computers running a product under the site license, or may need to limit the number of
computers running a product under a site license. All of these reasons often require local
control over software update distribution.

In light of the various above-identified issues relating to software update distribution,
what is needed is an extensible software update distribution architecture for providing control
over the distribution of software updates, as well as increasing their distribution efficiency.

The present invention addresses these and other issues found in the prior art.



10

15

20

25

30

over the distribution of software updates, as well as increasing their
distribution efficiency. 30 The present invention addresses these and other
issues found in the prior art. -3 SUMMARY OF THE INVENTION In
accordance with the present invention, a software update distribution system
for distributing a software update over a communication network is
presented. The software§u$date distribution system includes a root update

service node and at leas ﬁinYuggang éﬁ%ﬂ&}\é According to

aspeqts Qictigapesemthinke pissnthp vepti sipdate senicambde @sgitheoat system for
Ieag)t ane child update service node are organized in aﬂa{:e,rarchical manner.

HEDPHEE B Are e YR oA TS A DA AN RCER AT &S N GREBIeSt 1eHYt software
usReeChideibpdatesseicendiads £ash updatessernieanden @xcepisthmeantild update

update service node, has a parent update service node. Each child update

SRR BT THAS IS S LERCH R h G St En s SN R A B G6°4E YBGRSsBrEe node and
thetheledpdatie skilicpaneadn tbe saftwaseodpaatedisti HitORcE¥sEManner. The root

hierarchy, Additionally, the root update service pode obtains a software )
URIBURRE TR Bodnare Eﬁ‘&\?ih&?doé‘ﬁc??ﬁf?ﬁéqa fed Fbﬁ?%hﬂﬂeuijﬁw dipdate service

nS@IVieR 10 dpgabirinsdhasifwasepy palaivofrapiiie paraiot uodatthsewvisaent update
node. In ac é&?nc with additional aspects of the present inveénion, an

SISy SBgdi%"?BFeoﬁ%‘EYi‘Sﬁﬂ}? QEBHRSPHFRRERS WREHE SERjsaBpge to at

leastdoghildthpdatriserviceinodeddsinpresentedaAnuppaateisaiviatnagdetem hierarchy.
includes an ypdate store for storing softwaye updates.. The update service

AT R 88 D SIS BSHEBRHED i JOUEA B Rt 0 B vare

pleitnbBics sofinane Lydates febiml ithpake sévpdate &snibainodee aoftware update

fthro.ugh Whichcg}e U%Qate service node distributes software updates to child
ARG YERERNEUEE VEG M update service node further includes an

administiaivdeappaaiiaadviogsampung onteefpas AR Sattghndpahta@rervice node
ad inéﬁtrator, using an adlglinistratiz‘n user interface,rﬁjgshaé) ishes rules for
B K¢

T Y8 vl BiSu RS o hifd TH SR RER R4 THRERS gty ice nodes s
pieéviled. novie siilatiertzevivechiudirsiactidle updapdadieosiute for desdrgindfigvare updates.

TP i e xpla ke e el e, ',
sefﬂﬁttmpaweﬁi&mfstlgefmeﬁem:)ht_ntaptfﬁnnaimmdtfnpaacéwibdr\uc@lat@dseraﬂdethrough
WEREdE SO SRR RS THRBIRS YRR QPGRY & W AISR S Rvice nodes.
The update service node further includes an administration application programming
interface (API) through which an administrator, using an administration user interface,
establishes rules for distributing software updates to child update service nodes. The update
service node still further includes a child update module for determining which software
updates are available to be distributed to the child update service nodes according to the
established rules.

In accordance with further aspects of the present invention, a method for a child
update service node in a software update distribution system to obtain a software update from
its parent update service node is presented. The child update service node obtains a list of

software products from its parent update service node. The list of software products

identifies those software products for which the parent update service node distributes
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its parent update service node is presented. The child update service node
obtains a list of software products from its parent update service node. The
list of software products 30 identifies those software products for which the
parent update service node distributes -4 software updates. The child update
service node selects a software product for which software updates are
sought. The child update service node then submits a request to the

Sqiptiaite WRHHER nold iGBHEMIACACKELEHAANE SRR R WrAEh Wﬁgpaa}egggr which

scliﬁﬁfzg@ughiaté@ ﬁeﬁs@@ﬁ@ﬁt tku?;@mm}an%‘@aeslgﬁm?r}wﬁ m@ﬂiy@'glﬁith LH)f:b%I[@th to the
ist identifying software 5 updates for the selected s are products available
PR am&&%@s%%&%ﬁa%mﬁ%aa@@éwifafﬁ%‘aa HBfaipRARSoueht

Ireasipspityvane updatepaihe soltvargddedaieclisdsiramupiaparentd@adaiang software
service node. In accordance with yet further aspects of the present invention,
uRRIERHEE ot salEtiBsLanY SuRWAR %a@%@% %ﬁw&gﬁt&%ﬂéswﬁe@de- The

clakeaptRe:aoraipaiietpeaishtdD Seivicsonodee ispaiesentied. sbreareshiate list from
received from the child update service node requesting a software update

theRaiey. WLBRRRIA G4 catalog, identifying software products for which
the pareatcpdatessariceyodartistibuestisaitvane prdaisinserionned faethod for

the child update service node. A reguest is then received for a list of software
A G A G T R e, o i ARSI, (i cppAreht update
seselvicadirdaypiessiings whetbgiickd anycseftwareoipdaiesciordhgpasleciesiice node
software product are available for the child.update service node. An update
e R O MR B ey S S MISUIEETE software
pdigsinioed lchalrveileblefanthecehild updattisabvies sufteaasapaiiensd toturned to

the child_updat i . The update list idenifies available soft
R oA o S AL IREERS R S LA LB o

solequdsisTovnetpeataccomespgiaisty the2tham tirpdablecsoltwarrl¢iddrienines whether
identified in th&- u dﬁte ist, tZe ug)datg. request i enti%i]n tk]§ avg?ila le . d
N AT %t%)%/ iBL It A RS LRI YIRS fbitgaelifd update
sdigfigengoldto thenclipddtadikateisenivicesnomdee Thawpdaipdnetadatahnckldesd software
information correspondin aso{‘@mae pdate including a reference for .
DS A 8 AT . T i e Rl AR ARG cophe child
upddte RIRAWINGES. Thadaregnintasdentisiandvinidabicobdiievattenpdnts according to a
advanta(%les of thi§ inventiog will ) ) ) )
unique update identifier.” A update request is received requesting metadata corresponding to
an available software update identified in the update list, the update request identifying the
available software update by its unique identifier. In response, the update metadata is
returned to the client update service node. The update metadata includes information

corresponding to a software update including a reference for obtaining the corresponding

update payload.

BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing aspects and many of the attendant advantages of this invention will
become more readily appreciated as the same become better understood by reference to the
following detailed description, when taken in conjunction with the accompanying drawings,

wherein:
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become more readily appreciated as the same become better understood by
reference to the following detailed description, when taken in conjunction
with the accompanying drawings, wherein: FIGURE 1 is a pictorial diagram
of an exemplary update distribution system formed in accordance with
aspects of the present invention; FIGURE 2 is a block diagram illustrating
exemplar Léc])ﬁical componerht“,s of an ur:)date service node formed i

in
acco it SR PaC 8t tHagHrEsBhHThEEFHBIIY MIEURES g Ploaktem formed

indiagramnideisirating @xeomlv ylegieahsempanents of a root update service
node formed in acc%(cél nce with aspects of the present invention; FIGUR
it Eﬂ%f%

is a blotK diagrdffifiREatiigran sxHpILS SehRAbe B@mggwgg?gmo?ai update

sdipidateogefiea ditae and asduld Wpdgiecsesvigr padednipvenifding a software
update from the . parg&t g:) ate sery'hcle node to the child update service nod
&

in acddiddidewitha GEIAR 1AL SKIBRILN: @&?@h@@ngrﬁ%ﬁ a root
u;ﬁﬁadwaérwmugigaérf”grm@&em@g&aaﬁwﬂnﬂ; XpELtask et pielodsk i@pé@ﬁ%@ervice
node to periodica tain updates from Ifs parent update service node;
FueuEéé?H@a“fra% §&§Fa%a%f%% FFF&B%S%B’FSW@?%&%S?E&B‘P&% GEReg a parent
updetexeipany douiide ohRIGI Rie s dariebiniaing proviiiaie calmiagdigmate from the
arent ypdate service 15 nodﬁ; FIGURE 7 is a flow diagram of an exﬁ:msplarty
151 aspects of the

P@SB&B‘B ¥ SERABTRSICILANR TALD SRIAIRRERY IS 37 PREIHRESS ROt
pebéatiingaisaftware update from a parent update service node; and

FIGU is_a flow djagram of an_exemplary routine for processing an .

et IO B up T 4 Tt by ALK PRSP BR PRI R Sectted on a child
upe® SENITEl QN Ao gt Lol AP edtsupiithes preseii ventigiladnsepdadaode;

distri%;ig; stem, anrciﬁed ina ierarchic%fashiol?n, for distrl%ingf i th

softw felsid prade HAHEL P AP BEELRIF he PRERLHIG RRREGh, & use in the
exalngsidyy mentiensath G SEvaR LUtaie npay inydivecatigplacing piremepdag service
n%der and/or obsolete files, adding additional files, altering a software

Bduct's configuration, and the like. Additionally, while not specifically
directeIGIORE Sofvarfiapdiigain soiwase piayckibibetigchoiedlandr use in the
eiggﬁaﬁa?g&iﬁsgf ﬂ%%thEeS %?So%?etlining a software update from a parent update service
node; and
FIGURE 8 is a flow diagram of an exemplary routine for processing an update

request from a child update service node.

DETAILED DESCRIPTION

According to aspects of the present invention, an update distribution system,
organized in a hierarchical fashion, for distributing software updates is presented. For
purposes of the present invention, as already mentioned, a software update may involve
replacing or removing older and/or obsolete files, adding additional files, altering a software
product's configuration, and the like. Additionally, while not specifically directed to a
software update of a software product in the technical and literal sense, aspects of the present
invention may be advantageously utilized to distribute software products. Accordingly,

while the following discussion is made in terms of distributing software updates in an update
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invention may be advantageously utilized to distribute software products.
Accordingly, while the following discussion is made in terms of distributing
software updates in an update distribution system, it is for illustration
purposes only, and should not be construed as limiting upon the present
invention. FIGURE 1 is a pictorial diagram of an exemplary update
distribution system 100 formed in . accordance with aspects of the present

diSUHHGR. REtSRity o fife PHESEHO™S RVBAFSnO A thEMGoiodt Gl UpBgtgonstrued as

ligisthibubon syshessegUahaagidie illustrated update distribution system 100, is
a root ugdate service node #S{g Softwaée providers, such as

: oftware
providd LRt didhiB R HER SHREFATe G Akte RIAG tRED AL BIRB Gl 100
fomRie Nl Qb shey WG dije tp datadopteecrRoihv palada. seeeronge dOthe present
. According to aspects of the pBr(%st?eDn -|nv’%1tjon, software providers, s}tg%?rg% d update

inyShtiRke Frdlfoelop1 0ol ¥ R LB VS ot 2ot hie!
dispitatecseyigern00e, 1i92athodugip danrebatiicc shedead2thedoternet pAS:ders, such as

jerarchical ypdate distribution system, such as the exemplary update o
Sogf&ﬁ‘d?uﬁ% “39& ’1§6t,rwmt?ik§§?/“in%?@d@%et I ts%?am@ﬁuﬁﬁa@é@%iégtflbutlon
syRede 10@ogitiabiotthe roet upgarte semich B0dpdii sasillustiaéedd According to

FIGURE , the exemg{%r%/.u date distribution 15 system 10Q includes root 110
APPSO SENi LT BYe! 0o XA BT AT et L AT AR Prasifite! 10, may

s\ghvicRanogddthAfcapdatpdaletsaiicambie stBacAscacdiny fardnghoaasawbrk, such as
in(!ention, each hierarchical update distribution system is organized in a
hg dBt5iRs 'sHfeture underneath the root update service node 102. In other

words\ eashrdpidaleipeidcistabetivnaly sipaiataictlist ithdtiorsiysieyupdstz&listribution
or moye chil date service nodes. Thus, while the exemplary 20 ypdate
st o oA U Tk PR g5 CORTEE Mo g fhe root
upaste Update sedda®nodeslitiandedpiiatd GeIREa hadeckemhphaveupdhtodastribution
child, jt.is for illustration purposes only, and should not he .construed as .
S B R ST BB Sif Ao SR ARER S pypgce nodes:
updstcuReale seIkcEnemd 1p2atecroritathtaleds embodidientefiibeppresenhvention,
date.service node in an update distribution. 1éﬁtem has

inﬁ/ ntion, each ug 5s : th
oSSR AR AR RS SSISRoAn SRE AL EA A ICEISO RS il
theerviteupaste 184iisanolidd Omddriatherraokdpdalith sgivice swdiecl@ddarna an update
d.U{)q%atte service node 106 is a child.node to ugdate se:cxiceli&de 104. Ig}an 1
SHHAPALR STRBOHNEHE &' CRREE GRS APLAR R BB (BRI Tl g emplary
ujcate mivttipleipareniteipddie sesvisethindasingirent update service node, i.e., the root
update service node 102 and update service node 104, have only one child, it is for
illustration purposes only, and should not be construed as limiting upon the present
invention. Furthermore, with the exception of the root update service node 102, according to
one embodiment of the present invention, each update service node in an update distribution
system has one parent update service node. Accordingly, as shown in FIGURE 1, update
service node 104 is a child node to the root update service node 102, and update service
node 106 is a child node to update service node 104. In an alternative embodiment, a child
update service node may receive updates from multiple parent update service nodes (not
shown.) As can be seen, each update service node, with the exception of the root update

service node 102, can be both a child update service node and a parent update service node.
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shown.) As can be seen, each update service node, with the exception of the
root update 30 service node 102, can be both a child update service node
and a parent update service node. -7 As illustrated in the exemplary update
distribution system 100, the root update service node 102 communicates
with update service node 104 through the Internet 108. However, it should
be understood that this is illustrative only, and_sh@uld not be construed as

limitirfgSuBOR TR r S e RS MIRIAYE HRRA D HEE QUHARe WSE A Wh iudeet update

sdiistiibrbes fHsystemmoardienlywie abite samicinisaia vdtlhitsuparent ane/eiet 108.
children through some communicatjion network. Thus, while update service

HRggeerol ORILAASESIORA e pra it THESrAN G AR SHIEERBe b DS construed as

lithirgvghgbe thtepreichP8nitomanaltErativeliacosemisicaige Withitsiplild distribution
update service nodes, such as update service node 106, via a local area
SRS A 0 i<t ShBWFCRTE ISR 11 ﬁa%@gmi%d%d@gg%ﬁm&gh some

coMililm & stidhetwork. 126ugfwhadegalats saricbvide 124. ddsatuexatepleitogaparent,
area network 124 may correspond to an organization's general corporate )
r99bt Fasr?&vb?:f’d&f’é?%é%céﬁﬁ%‘bg‘l 5 1BBTESEN S 1HE ROH U Epgnmunicate
wikte ipdateddigbbudtien-siystendtdOswea its cgnnectieiviodtaearant, 9@t a local area
up%%%e %grvice node 102. Further, sub-network 126 may correspond to an
AT ) group 15 of computers within the corporate network, such as a
test/exaduation giauIGURMOlelyddacaipdefficde a0a russionvatitical @upwork 126
will be described in greater detail beJow, according to aspects of the
o R IS GGy S A G R BRIt B B 1o RESa i ggpond to an
oigantratitits digghibutiorogictpdatesiotkpdaie sanice Retect0aoandodltirepiedynts the

to client computers. 20 ]t shauld be appreciated that each update service
B TR T B R Lot B 163 AEIS LGH Goligparent, root

updesetn ancdt 062(s Eathigy e igetisiiibLre sefiveiecsppdatesao ideds thbid group
pdate service nodes as well as client computers. As shown in FIGURE 1,

O RRURRIAN) LBAEE SRR 160 oS SHa e, @ remotely
lotaRdl 32icEach updisiserditenhgdaipnclugingl the rogicripdatinsemries dede! below,
102, distributes upgaﬁ?s to 25 child update sarvice nodes and client . de 104 i
A RABRE P SRR A YO NS E SR G AIBHISHAIT RLBHRiTs b Kigenode 104 is
atsienfoasmeytthand adibinistiaidupiefise o griadis windassodearos, updatkimately to client

distribution rules with those groups. Each update service node has at least

C%ng(tﬁﬁribution

It should be appreciated that each update service node, including both the root update
service node 102 and update service nodes 104 and 106, is configured to distribute software
updates to both child update service nodes as well as client computers. As shown in
FIGURE 1, the exemplary update distribution system 100 includes client computers 112-122.
Each update service node, including the root update service node 102, distributes updates to
child update service nodes and client computers according to local configuration information.
According to one embodiment, an administrator defines groups and associates update
distribution rules with those groups. Each update service node has at least one distribution
group.

As an example to illustrate how the update distribution system operates, assume that

local area network 124 corresponds to a business organization's corporate network.
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group. As an example to illustrate how the update distribution system
operates, assume that 30 local area network 124 corresponds to a business
organization's corporate network. -8 According to one embodiment of the
present invention, an administrator, on update service node 104, may define
multiple distribution groups for the corporate network 124, including an
evaluation group, corresponding to the sub-network 126 including update

ASENVILRE 048 B8 AHUTRRBNP CHHA BUESFE IS RHE L 2, JOPRVSIRIh thupdate service

n@&&taml,:tmﬁ @aﬁmfﬁ@nf@ndhiﬁsd&igaf;]sﬁag%mm&t&meéwg@%eas%melﬂ:as, #hcluding
general corporate group including the update service node 104 and client )
Ak o PUITHE™ #AH D8, ?RﬁfﬁSPé’é’Qngtotﬂwélilﬁ’vaﬁ\h'&%hwﬁ%u‘&%gl%ﬁﬂﬁsﬁﬁf’&?e service

ndaeludesibe igdaisgrindcel 20068e] 108, a5 Maambes, (A duRebUaiESaiiRdate for the
withﬂghatgroup such that updates are immediately distributed to,thﬁ) i
AR ARG P NOE N brshs s Ry D b SRIS AV SSRGS CRRAB REVE iy vt update

sdiegarddacthoaneeatsosparaiegrowp,1the administrator adds client
computers 114- nd associates a rule such that updates are only

18, ‘
distribtiteh TRHE G B YrBu R MaMbarHGpBRINARy Hitititaty service
néyethevadministiaitieAssuinassisdatbat raldsadninisitatosiaipchil@updateupdates are

. servjce node 1Q6 creates a default group consisting of the client computers .
imDRHEIY PSS, A Ao S GO B, TR Ay Al SETR e vailable.

€

Alterupehads maittbedpardeciatkly gistibligdptiantinuing, thecabdvengxanmpledds client
date to the ropt rvice

software pr viCFer 110 submits a software pdate s
CNBRKT0  Addorig 1o PSIEL b SHEN LR IRE? dpuarb sURLR Fbuthe eneral
capdsdiresupdatadmemsritugliedisitipuiathdoitbe borperadenufistaieosenicamoddso that

10%%3% receivin tz‘)le'%agdate, per thg r%e establisraegqléi/ the . £ th
AL ARTAREHRLY, the SO hPGaRCSEICe e ToaStHEtHSTRER fitgsisting of the
clupdaisputess MEOHErs XY ihehewlatinongobipe(definedeasonbidhehildw software

u(gflate service no(ge ]FS{S‘? bu% Wigmolds the update from the general
URGHSIPAN Y SO pERN g EheRitEGauthorization to distribute the update to that

groupC &eitiming dhe akoxeeximplefupar roeidird toesulpaites thetware update to

evaluation update servjce node 106 processes the ypdate witklgres ect t :
SR RSSO PAORIL B e s et Ko e s sorvice
ndd¥6103s tialyupaetgrioup:driniaity atisashpreyiov syementiened uisdate aetwile node 104.
UijIementatio , there may be muItiPIe groyps dﬁfiged each with a

poh receiving the update, per the rtules &stablished by the administrator, the corporate
update service node 104 distributes the update to the members of the evaluation group
(defined as only the child update service node 106), but withholds the update from the
general corporate group pending specific authorization to distribute the update to that group.

Continuing the above example, upon receiving the update, the evaluation update
service node 106 processes the update with respect to each defined group. In this example,
the evaluation update service node 106 has only one group. However, as previously
mentioned, in an actual implementation, there may be multiple groups defined, each with a
unique set of associated distribution rules. For this example, the evaluation update service
node 106 immediately makes the update available for distribution to client computers 120

and 122. Client computers 120 and 122 may now be updated and the evaluation

period/process may begin.
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unique set of associated distribution rules. For this example, the evaluation
update service node 106 immediately makes the update available for
distribution to client computers 120 and 122. Client computers 120 and 122
may now be updated and the evaluation 30 period/process may begin. -9
Still continuing the above example, when the administrator on the corporate
update . service node 104 is sufficiently that the update is suitable for

.Se satisfied
dretriSlbROBVEVHRE taﬁﬁmésma@wﬁm HITH R SHEHARIE A6 (pf@Rrate update
sexflicitbdauthprizagtie:nipgateiia eetdistib uiathto itheummebeisddtiiition over the

eneral corporate group. The corporate update service 5 node 104
e Hﬁé&&mﬁwmﬂ%@m& BERTB AT AR B puterE4cEat Bpifate to be
dishisdetdosd underzinberthaf the svadudticstpirtrteseiyiCaROEOrpO AP @ED service
be included in the, general corporate group, However, because the
n%ff&h?étfowam@%ﬁm@%&%eiwé%séva%ﬁa&%@e&%mg&rﬁa1a4a&h?on%|should
beIpcidtesislatadActiendsanesidec fpddistipuiiagit®: upslatayioalbe byaltdtiaed in the
sub-network 126. 10 As can be seen by the above example, the present

SERGENSHRSITRYS STGHRicaHPBEN It i HEFniSCo 8L HBBAH CHNEDI Nl 106 has

aléaianleadnetiiniancy. 1o additiondio dpaatahengcdessailedsaspaiis dbtogatributing the
istribution contral, significant gs in communication bandwidth are also

d avin
upgalf Ao e Sy ERANI &Y 'Hﬁ@”ﬁ% Z;gmplary corporate network 124 illustrated
in FIGURmMmbingleges fieablievtegampidiars, the softwaiaiproyittes'sigpidiatait benefits

. was 15 daownloaded from.the root update service node 102 to the corporate
i, G705 v iREP B B S U AR B LS RS Pl bt the

algprejaldteriheervigect by fan dip dataisaridaecdioae, ingiaases, taings in communication
communication bandwidth usage between a parent update service node and

o i e SR bl TR SBAE (HEr 605 SEIBBaRRER HSaDEg S 124

ilerarw unF g cammunitadisnihandividtochplway chothdatwise peiskes update was
Additiopally, the update 2Q distribution sys is both extensible and .

A SR 0 QSR OBt AR e S R S node 104

oo neimaer oflehild thpalade themisabeode sl iaycbmpatdackstovicdldsenhupdate service
service node, and child update service nodes may also be a parent ypdate

ngf fetee dnepedt i

RIS EabR R e P USRS G, SRRl ergdce node
aibdalieredipdarneatvicdividisalenestls casiiet, anatier oesefitindislizedydhie amount
olp rceosrgrr;ltuirrlll\égg;[)ig nbignﬁ]vgigt%s%lg‘][ ngrgﬁ[]da(r)]therwise be used. Additionally, the update
distribution system is both extensible and scalable. The update distribution system is
extensible in at least two ways: any number of child update service nodes may be added to a
parent update service node, and child update service nodes may also be a parent update
service node. Each sub-tree of the update distribution system may therefore be tailored to
meet individual needs.

Yet another benefit realized by the present invention is the ease in which an
administrator establishes and enforces a consistent software platform over the client
computers and network for which the administrator is responsible. For example, the current
process that an administrator ensures a consistent software platform over client computers is

generally the following: make a determination as to what the software platform is to be, i.e.,

which updates should be installed and which should not; determine the status of the software
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administrator establishes and enforces a consistent software platform over
the client computers and network for which the administrator is responsible.
For example, the current process that an administrator ensures a consistent
software platform over client computers is generally the following: make a
determination as to what the software platform is to be, i.e., 30 which updates
should be installed and which should not; determine the status of the

PIHET ™M B AT S BRIRAER BRSO P RGP SR e SopRdpitateown to the

cisaftwarepineaten dawsmintion. clientcomprites foninstaltaiionafe vamahiefriig must
initial effort, an administrator must frequently repeat the process in orderto |
IRt O RRETES f)va?féﬁw?e‘m%fﬁ%%hﬁiwfmﬁea&oﬁ {5y consistent.

IrsiRTtak: apIeaches: By appizing thebyndaieisistibuonsysepudesaieeihlescribed
above, as well as the infrastructure support for group%r%)g of clients machines

8RS i tERt 2tal et YFBUIBCHHE THERMSNI) S B AF Y hR R & nto different

tadiliereotparaat gioupsitdasaibed detew: apdaginigiraiamean saesibypegdescribed
esired state for software update jnstallatign of the networks and or client .
b smwe&fﬁmmﬁﬁéﬂrtﬁ%%ﬁxﬁ%%ﬂ%@fﬁiﬁaws Bl OARY AR AR tion of the

nan?ﬁlﬁesme deS'kaSnistadsnlﬁtpt@ehgh it Admmizt/lﬁtiqmﬁﬁﬁ(ab&l@rd%cr&@e&me. An
elow) for any n er of client computers and/or groups of clien uters. .
oSO QT G5 SEALEL SeleN e BB T A escribed
béhan) rely emthenpelate distiibediopusyistamitoreniarse e distibotipatefsthence the
updates, throughaout the update distribution system. The update distribution
d"s%"téﬂﬂ%‘&?ﬂé%% Eﬁa%éaBT]Fgﬁ?sféP?ﬁbHEHe i gfﬁ@%%%ﬁﬁ’g%ﬁ P Eb/ye8 the update
didesiieibstaipdictaieddayoiice atenidistfidigion hoBugle pasiatis attienshol®d the update
update distributio stem constantly tries to bring those client computers. )
R o R M e A3 K A Dol gy in the
sydssaciatingrapeatitc dusstallatinn dtrides wthatheiskitaare Theaigh, ruididi@actions,
ama da@%iﬂstallation attribute or1 a install-(?xideilgline i(tistallation attrinte, d
thﬁwé‘llfgla% SHBORoN LRt At E 4R RS ER6r OFR s iapahes) that do not
cqadion withehndisimentatienideiadsndssosiated widbdidOnalamteinmgaiating specific
.con];:stenttfc,oftware t@%ﬁ)rm‘éﬁ more detailed escri%tlio of asso%i?étin%ﬂ but
I oA RS R T S LS P IR 5 4 Bt BIAR SRR B B SRR Gydr1bute or
a oingatlibnt RadpidtingsdéMidenisasetiorth thecapaiadingiswmit eosnmestym relieves the
[ "Controllin Installa‘t?ié%’rl Update

ssigned U. S. Patent A tpI'cation enti&le :
ERRINTBI O 2 CIGRY CU e ot VAFor 13 20040 Ator ey Bodkat cd. v
mivfkihihg? 346hsivkuah i fivcatpplatRaherein byrefésaiied. description of associating
installation attributes with a software update to control installation behaviors on a client
computing device is set forth in copending and commonly assigned U.S. Patent Application
entitled "Controlling Installation Update Behaviors On a Client Computer," filed March 12,
2004, attorney docket no. MSFT-1-22459, which is incorporated herein by reference.
FIGURE 2 is a block diagram illustrating exemplary logical components of an update
service node 200, such as the corporate update service node 104 (FIGURE 1) or the
evaluation update service node 106 (FIGURE 1), formed in accordance with aspects of the
present invention. As shown in FIGURE 2, an update service node 200 includes an update

web service 202, a client update module 204, a child update module 206, and a reporting

module 208. The exemplary update service node 200 also includes an authentication/
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25 FIGURE 2 is a block diagram illustrating exemplary logical components of
an update service node 200, such as the corporate update service node 104
(FIGURE 1) or the evaluation update service node 106 (FIGURE 1), formed
in accordance with aspects of the present invention. As shown in FIGURE 2,
an update service node 200 includes an update web service 202, a client

update module 204, a child update module 206, and a reporting 30 module
a‘ﬁgglﬁg’%%@mﬂﬂﬁ&l&&ﬁt@@ﬁ%EtéaHBHea%lécﬁi%liHEﬁ’@H@Er&W%dﬂﬁgﬁ%{i’éﬁp 212,

anbp @dithesizationdroziuie Al immiadatibistialiantagptcationapgiapaatednformation
interface (API) 212, an update content store 214, an administration user
S'Rifeffate 218, and an update information store 216. The update web service

202 providpgAccaabmen ket D Viaky ki ices o ghtwiithe b w@hieides through which
computers, child update service nodes, and a p(?rent update service node
CLSIH  COMPHIR e ate Nt RS tfpaarf&g%rw&%ﬁoaa. ForRAEHh it Yeefenpgde can

cétnmiéaldRE With sardpdier te, whildicialuasionkup@gaieshivietrade IOGTQURE 1, in

obtajn a software update from the parent/corporate update service node 104,
O edES @(ﬁﬁ?f&%&é’%%%adﬁ ey FarBnte ?§6&3tétm?é% AaRIE@sgpdae from the

pimilestypovdne nipdasy eiivipelate ervice the dgi i choasiontbipdatierdib BevéC@arent's

node 102, has information, including updates, to communicate to its child
LSRGl TR pAYER BHAE TS UGS BHmaHatagoot update

sdhiougivtael obiltiss Updaiaaweh senigmgGpdies, dieobmpdairrodulies26id update
handles communications between a client computer and the update service

SSRGS DOEFi g R B RAE1S S SS RAR 1 LB It AP §1IdS update

wdpdateicepoze node. The update-related communications include, but are not

limited. to, iigtributi updates jn response to client requests and providing a

ot of LRI SBHATe b D T M ST R 618 chSfne Computer
aibrhpuipdaitheslienthopdat moeiderd 4 ipdales sadpgrbitledraateriminingl on the

whether g client computer i autq(%zi ed to obtain a particular ypdate .
RIS ST BELoiehis) TRABHBEI PR FRURER RS o i gl pited t.
di2@initinthepdadstenrelgiensintoranatio rethrb thendipriviomp utéisioauthdBrdsoftware

to access. The child,update modyle 206 handles u dﬁg-r lated .
PO ISR HSHWASRISS et RN QRIRRE modh SN Hs BN Upadipde 204 i
alservigpdinitds. fdredepsaiprigiatehctbommunieaticompietuds, huttaitzedtto obtain a

Iimiteld to, édentifging.lists of softwaclie Pro ucts anp .
particular update acCording to associated distribution rules, and responds to a client computer
with the update-related information that the client computer is authorized to access.

The child update module 206 handles update-related communications between a
parent update service node and its child update service nodes. The update-related
communications include, but are not limited to, identifying lists of software products and
associated updates available to a child update service node, as well as responding to update
requests from a child update service node. The downstream update module 206 is
responsible for determining whether a child update service node is authorized to obtain a
particular update according to associated distribution rules, and responds to a child update

service node with the update-related information that the child update service node is

authorized to access.
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associated updates available to a child update service node, as well as

responding to update 25 requests from a child update service node. The

downstream update module 206 is responsible for determining whether a

child update service node is authorized to obtain a particular update

according to associated distribution rules, and responds to a child update

service node with the update-related information that the child update service

node I alARSTYE MY AWEs BRRSFRISSrRGAOGIE S IBPGE el 25 Which groups
haipdateneriatect repeedsy G ARWAICHHER P& hidy el Rinhavenpoiie ogiveba have not

particular update, which client computers have or have not i
SRR ARA L ‘ﬂ?ﬁﬁtﬁd%?wgﬁl?ﬁd‘é?e%véﬂér@%ﬁhm% wreae ipusenode, and

thserniee NoElgcangotne hkg. bhasedepastsaay ehisedoyternalinisisentas ind also

an administrator, and also 5 submitted to the parent update service node, via
s h@l&grﬁewt-i‘wm B SIS 0% AL BRISE BB WViERIBRERCe 202 As

deeeibsgdaloiey, GOIPOrRdD ASHE Aejefoniberpdritivsliesideanpiershidavéiant computers
particular update jnstalled, such as for billing purposes or for maintenance

D BREE Lot H}?&a&&#s 5 é’ﬁafgabdi?%%%ﬁﬁﬁ@ BHI& D5 ARG PUrPOses.
Ivertharibasis ofttheserepoig tHhe petinantication A8 herze e Hasbd thtOeiSeports.

responsible for authentjcating, i.e., 10 determining the identity of, a particular .
ey a e b e e AR A ok

dabenidampriadaitizhilel upghate aatvicddvdeispatdhorzéd doupdersservice node, and
availahle updates at the update service nqde 200. To those ¢lient computers

I ATERIE RS SorUI RO e AL MR SSH SR e GHBRT G (0 access

2aekess Wit stanaipupdatadesviode 20de, Thehasthe it ataip/aetoardation update
module élo [ssues an authorizgttioratolzg]n that must be 15 ysed in

SEUITRACHSH With BBEAHIRR TtP4 8BS HHEQLCR K. AiEH S Bt iah QL ibhRdRig Service

nédketheiadbsaribedirgreatendeiahatlipe 10 iegaxdaio foled/RE D HHdkRA0HE . must be
The administration APl 212 .reé)regents t&ﬁfggglicaﬂoni terface throygh

USHHIEh USSR LT BB e NRE Fiba Ea&g%?ge‘%ﬁea o hP8HigKi7ation token

iswlbschibiadiatgseitindatelly riewsioregdaad eb disGbRESI 4Whedh 4Be update web

service 202 receives. vari ate-related 20 requests from client .
comp s AN S EEEG (s MBS aPutiiadbfgueh which
cdirekbofitio gallsdntotire acipiDiEiiatinrARd® had elihriptivdgid)t apdadisadtiyhately are

through.the client update module 204 and the child ypdate module 206. |

SO RGN e, SUHIh BT So S SHRAEE 218 e Some B e prBapLeated
reifpsdsdietionn ¢hentpdaipusatviee ¢atipupdatsyialilye coabguieddedisesioare ultimately
br% Qlir}igttgactgm érllat(l) Zﬂ]ig ’a%&%qs@eﬂg%trgaz&qﬁlﬁi ,aeti?fl)ér directly or indirectly through the
client update module 204 and the child update module 206. In conjunction with the
administration user interface 218 or some other program installed on the update service
node 200 suitably configured to use the administration API 212, an administrator ultimately
controls all aspects of the update process for that update service node, as well as any child
update service nodes and client computers.

Through the administration user interface 218, administrators may configure and
maintain an update service node 200, via the administration API 212. Thus, through the

administration user interface 218, an administrator creates, modifies, and deletes groups, as

well as associating rules for each group. Furthermore, using the administration user
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25 controls all aspects of the update process for that update service node, as
well as any child update service nodes and client computers. Through the
administration user interface 218, administrators may configure and maintain
an update service node 200, via the administration APl 212. Thus, through
the administration user interface 218, an administrator creates, modifies, and
deletes groups, as 30 well as associating rules for each group. Furthermor:

g PL‘c'l update

NG S St RSN B QS &SP AP IS 1 B SEQYR AnilHBEr 0B P EA SN sHE

sd6/ biebdgreelprlierireaptotie b onahigatpuiaiecsaidgrdaads balar@sinistrator may
Through the adminjstration use%interf%f 2g18, an administrator may als

LG T At RAT e WSS HRIIGP {6 oSG URBISES fighild update

sdipidateo & vicn fadesheapigu e dhecu prake 8r vicpaniode: 200 dadpehirdiaadht update
query its parent update 5 service node for.new updates, configure reporting
SuicHmoly ST AR ¥ BAREIAL TRBHTGRY d HBige reports, and

the/hileethe Adminisisationabses, inkgiiacen e L& penisitstm acknimisErdios 8 permits an
. [f{éer_cise control over aspects of the update servj e 200, anothe

ce no
INEGHOR fesiitfity S t?fglﬁﬁhé{\éegearwggtﬁdge%@d} %%t%bﬁ%’(‘fgp?é)é?goo’ another
afpREAtenMitti they admidsipalien AR 20aeD0be wisedinsieatedl theperate with the

dministratio er.interface 218, 10 A ntioned above, according to
o HERC U Lo R HYBL O A R EE R DORTRAE AL,
both ai upeaierentdivsioiecdtdirandoaordpdaisotifasmatipnhstpresediGinkeation, an
update content st%gﬁ 214 it?ores the actual files re resggeﬁingt e software
|

RS REE SE AR Ss BINAPRLISA R PRER HREAS SRR AL e b SRS HRSAitRSprmation
stetere1 816 sierapdinéocorationsind Meatadata casresponding tecprestmiigiese software

available on the update service 15 nqde 200, including the ypdate files sto
RS A0S PUTHARS 0 BT Rt d Rt ARGt AP i A1 © sores
intontanbataiel 2ddtatdldhetipsiaiadiniprivatiengidie L koAb oth rélatigiate service
datahases. While the exemplary update service node 200 is shown as hayin
g I (LR S MR B 1 aceording to one
crabiedhabive emsbgstimeionbolh doecliidatedahtenpsies aiddfanidihaapdde are both
information store ay be combined in a 20 single information store. |n .
TR 2SR BF 7 DAL RO Sk SH AV oca s, igaine two
dpreseniedias et avaiaklie" shouid mpdedessaivitediotie aDaltorgliend embodiment,

SRR e chid updaje seivice nores, Yen 04 115 HRYRIE 12 B ined ina
Rt R s R y
single information store.

In accordance with aspects of the present invention, a software update may be
presented as being "available" on an update service node 200 to client computers and child
update service nodes even though the update is not stored physically in the update content
store 214. More particularly, rather than immediately downloading and storing the actual
update files on an update service node 200, a link referencing the update files on the parent
update service node or elsewhere, may instead be stored on the update service node. Thus, if
a client computer requests the update, or a child update service node requests the actual
update, the update is then brought down from the parent update service node and stored in
the update content store 214, in preparation for delivering it to the client computer or child

update service node. Those skilled in the art will recognize this type of update access is
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store 214. More particularly, rather than immediately downloading and storing
the actual 25 update files on an update service node 200, a link referencing
the update files on the parent update service node or elsewhere, may
instead be stored on the update service node. Thus, if a client computer
requests the update, or a child update service node requests the actual
update, the update. is then brought down from the parent update service node

refTie iR MStHB-Hipfate walordigtold 9% AN EpaPatiR 18P Gelkrsii e not be

dihigislieat semmienaoahild&bHpdaiamesviesinade . abhasy skilfesivdtheratbrding to
will reco 1rine this type of update access is -14 referred to as just-in-time
o

ARGGRIOARG. AFFIRTE HYSAEP AP addIBIETUBLARE, e dBdit e drsrRAed00 may

sc@Vikle vaianmpem@nechastiels suttiviirisgetaalyrequasiednfaeandivg to
aspects of the present invention, an. administrataor, of an update service node

200 may S eReRRY LRI e Db tail USHST e VaPpgHte SGmROnents of an
exepipRripdnenaeride Whdeldme@biowkrles winiprceldde ot dlusiraiesents of an

various components of an exemplary update service module 200, it should
%%%?pﬂﬁrws@a%weﬁ%%mﬁne%@%w RTINS d?ﬂe%gmgsoshwld

b&xistcrustietnbeeldficalovepdasaribadicarvpeneits sialcbhponsaerstooan actual
. to be logical components, no'iﬁ?eifessarily actual co ponegts. nan %():tual
[

ImRISTRRIE R0 N GHE Qo Ve rId it S TEBRTSBR MY Sy & ot bi s Tg ethdror With

ot iyt didsoibesraaippongnkacetrditg derdmplemendatiadditionally, it should be
determi aii]ons. [ dditiong!/ill}l/, it should be R?)@preci ted.that while an Igépdate
% )

RERGRE TR 208l Beiie dran S 0 de Al 28Y B P WAL TR ARB SiqrRuter on a
n@Giue, itAple mentatiailandipsade, servipéarosaviaynddd MpIgIpenigslcdneary on any

number_of types of computing devices. For example, each update servjc
UBBE S50 BRI AYAL Sl (RABIRIE SRk SR SEMES NS 200 may be
inoplapeiiesdsysiasn iastAlter oativelyg lenand 2 distr toui@dtcosypuetingrsyskanatively, on a
d.coggﬁris#]n multiple com utillr_}ggdevices. F.L?URE 3 is a block diagram

HfGEPAR @gg}&% Y ISBI QU BSHBHIERIF S BB Ut S&hvice node 300,

such BEGUR Fodtis pobleckedvigeanodéuddiily sixatepl anyFlSgidREcdmporaed 6T a root

accordance w(i}t(p ects of the present invention. Sim'laré tlgle logical.
RSt ik U RS FOPIBt QeTstrmeods, b ipisdin FIGURE 1.
foratsdcemadeo3dh2d waludepaisupdade:Walssatviee adidna clliechilpdate the logical

module 206, and an authentication/ éhg%%?g odule 210. Additionally,
CoRPORSHHIh AP pliais Lk iBe hadl S LIF b duseOb b s A gode 300
inARb2s 2, aan upsthiie content steréc2H2anchanchild update module 206, and an
authentication/authorization module 210. Additionally, an exemplary root update service
node 300 also includes an administration API 212, an update content store 214, and an
update information store 216. Optionally, the root update service node 300 may also include
a client update module 204, a reporting module 208, and an administration user
interface 218.

The client update module 204 is an optional component for a root update service

node 300 depending on whether the root update service node provides software updates
directly to client computers. For example, with reference to FIGURE 1, root update service

node 102 would include the optional client update module 204 as the root update service
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update information store 216. Optionally, the root update service node 300
may also include a client update module 204, a reporting module 208, and
an administration user 25 interface 218. The client update module 204 is an
optional component for a root update service node 300 depending on
whether the root update service node provides software updates directly to
client compuéers. For ex?mple, with reference to FIGURE 1, root update

neds Pl RsGEY B ViRSS I QTR GRS i ndT eNENE L Jh AtEC Rl SBGRIS R VASeRade 300

wieehupaadesaryisaviedelthat dingaitysenicaraliepiaempdias 202 clawey&mitted.
if a rogt update service node 300 were %to directly service client

complibSrEeRAE BReRCdBIALT S ARdosak Ios A R BRAEESTHEST88R Y because a

rovodpiaR0isieptindal fias asopirdpdairlseriaeitedR &Dbatausegdd@oteports are

update service node has no parent update service node to whom update )
PRI alﬁé)“s%%%aé%f PR R é?&gﬁmst@l?ﬁaa@er Jogbupdate service

nétesiradia it e rosiuppatensandaal S REEE AAmIbBIoaAtLY iRelidperting

module 208 may be optionally included. In addition to comprisjng the logical .
comp{ﬂhéﬁ&tiﬂme@iﬁ%l&gd@@ 8\t AR (ﬁévﬂsé 5 heRstte service
ndROE6 SEIGOUR Bae R0 @lsapdatydrsvacsafbianpranisieicindesfaceoBOare provider

. The softyare provider interface 302 p ovid%eO the communication interface by
infTARcH & <RI BHEVRIEY 450 TR G5 02 TS L FURFE it nteFface by
wiliegctystdither¢onbwpeate GENGEREAY 300mad GsiTairgetlyjoatbe éxedtiplasythe root
update distribution system 100. Similar to the ypdate service.node 200 of
PR3 GRS Do LS BRIV GRS SRE RIS YSoon sysien 100,
compgineiis & aheexpiptareaot upsRie XeviCEIGURIL 300 kiswvevessdtiption of

Id be reciated that other companents of g root update service
R R S PRSP e S B BRI g dule 300,
Hehewld,bie sidedsbeoshindeeatodidaltcahupanenisnaet necessatiypdeatelakrvice module

components. Ipn an actual implementation, the above ident'fietl mponents
TR b SISO r AR i SEHRS LERPRTIEALS ORI TR rRgerstood o be
ldgngieowenpationtatermiationiy Additiboahpdhsitouldbampgiediaigsdinahtation, the
l;/vhile. rog date service node 200 (@%@ bﬁf }/ievx{ d as %servet co&r[iguter ¢
G HERIBH i§2BPRRAG LI W BlefieREAlsh, 8%%%&&?8 ShvitE e maymponents
adeerdipieroeniptt dBramyonudehemifiatdomputingltRricks, Hostexadnple appectomtd that

E@date servicée node 300 mgay §§ ims{l mented  and/or installed on a singlet o
WOl A 8RB SERMICE R OY, BiRErRAVENS bR 4 SRR PESTH Blhgetwork in
aisyistand aaplprisingtion|tipleisdarpsding eervidesnay be implemented on any number of
computing devices. For example, the root update service node 300 may be implemented
and/or installed on a single stand-alone computer system or, alternatively, on a distributed
computing system comprising multiple computing devices.

In order to better understand how an update is distributed from the root update service
node throughout an update distribution system 100, an illustration of an exemplary exchange
between a parent update service node and a child update service node is warranted.
FIGURE 4 is a block diagram illustrating an exemplary exchange 400 between a parent
update service node 402 and a child update service node 404 in propagating a software
update from the parent update service node to the child update service node, in accordance

with aspects of the present invention. As can be seen, the exemplary diagram 400 is divided

-16-



10

15

20

25

30

In order to better understand how an update is distributed from the root
update service 25 node throughout an update distribution system 100, an
illustration of an exemplary exchange between a parent update service node
and a child update service node is warranted. FIGURE 4 is a block diagram
illustrating an exemplary exchange 400 between a parent update service
nodg 402 and a child update service node 404 in propa%atin a software

t

in bt it L E et b etts dhBULPRS A NFET0AARS BRFEALAPLRiS service

nddE00D! daneB3HNithaas peets sflia PreseibiventienesAs 6aMmOeIEREGpHAR service
exemplary diagram 400 is divided -16 in half, the left half of which

n‘?;q)err‘b%‘bonds to actions and events of the parent update service node 402,

and tiFerighhbsds cordaspending it astiesERIGRYRALS, of thewthikt ypdiade understood
service node 404. For purposes of discussion wit rf[égard to FJGURE 4, it

thaf, i PBEH R LRI S0G° S IR L pRFERE S JBRINBIRETRF A Mg In the
updaiayiabiieotheykaahupdate\ganiisemp o iptipodsdetehdistiibutinpns ysiemssumed

10Q. Additionally, for purposes of this discussion, it is assumed . that the
that %Pﬁﬁ&&i@‘i@fﬁﬁgévffﬁdéogﬁf%a%aﬁ &R ﬁﬁrgé E%’/aalh Hidigiouch that the

clElChpbatthavhildodpdiate samvies redp dQéfmayngidaceivaseftsalieitly authorized
updates lﬁ%lzesgs eﬁflicitly authorized to do so by the administrator. 10 As
OF i H0h0M e E BRI 'exchange 400, beginning at event 406, the parent

updatgs saovieeinable 4Rt pRagi\wesusei I ehupaiaiadransamofBatie parent update
rovider 110, either directly, if the parent update service no.gs%i t}éner ot . )

S A SROUS AT HECT G b AL RGPS UINA TR IR B U b Lt Lk lifgety, if
thtGrAit spaadaintiadtandes pawerictpghatecsanmite node UL detriestiii¢hrough the

software update from the software provider 1\%}%, the child update service 15
s S0 BEEA YR for BB AT UISBRESh BRKHe J8A1As; node 402
redpidate endchwaad epferoiing ihore foxabe diraenical¢bildhpdaicisapdese service

n(g)dﬁ 04 can be con%%u ed ot automa 'ca%y obtain thF softtgare Lg)(gate )
nodeideI5RA A P Ji%la"c UBHRSHEER O PP G [Fotie BHSTY NRgyde service
ngdyticularly, an administrator, via the administration user 20 interface 218,

may selectively configure the child update service node 4044& utomatical

O S ST UL & D TR e KAFo e SR g leured to
anofa i poaipatedidtbasisupkenawexablplioanagsirin sijdios seayce node 202 on

conﬁg re tltle.child update servife .. ) . )
a periodic basis. ore parficularly, an administrator, via the administration user
interface 218, may selectively configure the child update service node 404 to automatically
obtain the latest software updates available on the parent update service node 402 on a
periodic basis. As one example, an administrator may configure the child update service
node 404 to obtain the latest software updates from its parent update service node 402 on a
daily and/or hourly basis, as well as specify the time-of-day that the automatic update
process is to commence. Other periodic schedules and criteria may also be utilized.
Similarly, an administrator may manually initiate the update process through the
administration user interface 218.

To begin the updating process, at event 408 the child update service node 404

authenticates and authorizes itself with the parent update service node 402. Authenticating

and authorizing with the parent update service node 402 provides an element of control over
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node 404 to obtain the latest software updates from its parent update service

node 402 on a daily and/or hourly basis, as well as specify the time-of-day

that the automatic update 25 process is to commence. Other periodic

schedules and criteria may also be utilized. Similarly, an administrator may

manually initiate the update process through the administration user

interface 218. To begin the updating process, at event 408 the child update .
thgHED SR o A A RS AR BB S hausrered padals service
nS@IYICA e 40iZn Abtldeniitating g 30chndacshesizivD witwhenpdeest Uadatmber of

ervice node 402 provides an element of control over.-17 the distribution of i

WabHWRR %B&&?@ ,Xﬁﬂifﬁwé“ﬁ%ﬂﬁi&aiﬁﬁﬂ%ﬂﬂg}?%%ﬁtﬁ%‘}éé’ﬂ RISEEVSevgde 404 with

thaopiasnAufiRticaivigeaRedautbRrizing: teekuisluas, edgionelb kiivwasithal ad, any one
y.number of which may be employed to authenticate and authorize a child
{¥service node 404 with the parent update service node 402. The

presentisiveitperis naithestiiatacktaany aikodzieghrigde tAftgraprapafiate service

authenticating and aythorizing with the parent update service node 402, at
n%%éﬁ%%fé epa {Tlfpﬂ%{f‘él HRSfﬁ:tS AgdEad? %ﬁﬁ%é%‘r‘f%ﬁ?oﬂ?ﬁ%ﬁafb%ﬁ“en to
thtoclilild apdeteipelaiecsarticeonodecdOdlitiCrose ngnib RIe @ haditfastizaion token is a

.authorization token is a, time sensitive token providing the child update
(06 SRS O A5H AURNEHIRIBR ETLOARIEIS B TA R Ut ALIRARZE R g gonduct

fiptr@nipiRdate seivisewiad ehtopadititpdAamaunicefivne fof Rubniftiiesehdight of time.
pdate seryice node 404 is not properly authenticated and authorized with . .
A AT AR TR o 80 O RN LB RS TRt oA g i7ed with
thehfldreiidapelasegpasroneds woablgHerpationmokey athetwpdatenelaiedhild update
activities except authentication and authorization, Similarly, after the update . .
SSSHE PRA i TRaBIS BRI Tbctite AR B G R GRE 1 AL TS haHstication
arahyfthdrentigpdatsmsiiatey adiyities wdatthepateisupdiied seyicRilodd42service
exc reauthentication.and reauthqrization. After receiving the authorization
O A VG 5 BT A S AR AR A LA A Db R update
sdhacpaiaid 4atecpe reinghradeativrsapdoduathopaatecatalog along with the
authorization token. A product update catalog represents a listing,.or table of .
20 CONBSTT 5P SOAANE IR P HKF td o 5YSHE B sSHilte JRbis service
nédBA0stsilbues sofyvase topdiat@arent update service node for a product update catalog

a|
teﬁ

along with the authorization token. A product update catalog represents a listing, or table of
contents, of software products for which the parent update service node 402 distributes
software updates.

According to aspects of the present invention, a child update service node 404 is not
required to propagate all software updates available on its parent update service node 402.
For example, with reference to the exemplary update distribution system of FIGURE 1, the
corporate update service node 104 may have site licenses to only a fraction of software
products available on the root update service node 102. Accordingly, it would be
unnecessary for the corporate update service node 104 to obtain all software updates
available at the root update service node 102, as most would never be used. Accordingly, an
administrator on an update service node may selectively establish which software product

updates will be available on the update service node. In addition to selecting a software
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According to aspects of the present invention, a child update service node
404 is not required to propagate all software updates available on its parent
update service node 402. For example, with reference to the exemplary
update distribution system of FIGURE 1, the 25 corporate update service
node 104 may have site licenses to only a fraction of software products
available on the root update service node 102. Accordingly, it would be |

PIOTHEL L A HARE AIBYa S pREAtE BENi ARG A TTN NP Reifisreaspects

relpdatas aalahleaat thedaet updaterseyvigdingde 42aasmosvwRukbAewahdwidth
be useg., A%cordi ly, an administrator on an update service node
C éR/t

ay
SR WRRH S oty PRIGuG b Lioddtelgfif B8 agaliags groduct, an

adhfinipelate seryicadaadelylipdbiliamio st auinga safivaser kB Predtichdfes for the
administrator may also selectively identify additional, more specific, aspects

SSFARA G YAES FURANS APt SERRSSHT b r AP n RIS ST SR MR SRAIOYRLY specify

thaaoalyigbitveapsipaeesifie dpdpieiftogesbufcairedampieadn addiidmple of these
seli%ctin software product, an administrator mag)gselectively specify that

SRSl R ﬁ%’w”\?éré}Bn%dBPEWFe‘Bi}‘ﬂé?é%‘%tr S SEeRELtE S SRR o PSR oy

scigitequRakofiwmitariyp &eadorinisisataianae seinativelysredifyl thai@lders to be
software updates h@ﬁ/{ggoa specific. gttribute are download. As an example of

crfigde LpRti@S APPSR I ARG FRAY PG HER: b P IHUTETRLE fay request a

lisaftvarevaro dipdhtentyr seeliiivd slatadisoftodict upclaitiagas thosriéhdtithge attribute
software provider 110 considers to be critical. In sum, according to aspects
O R E AR ORI SN administrator may request a 10 list of software

updatgsdaidmgelechedsaitwer ehpindisitascardiig fiecamdideptifiirble adripuisbtained

or aspect of a software update, According to gne aspect of the present
B P AR FTOR00E 24 e AP OV & BB At byt are
avioEe140 A Hadetifi@s @bk sokwaredpigddaisstarvbiebdiptptes ajenfayaiddble, distribute

whether or nolﬁthe ﬁhild ugfate service n%_de 404 is cazian%%ured to distri%uﬁ% ¢
URKIGS e S36P dXRHUS od T NS e dEr AR08 din G o AT ARENSafIVRESE SE cHss Presen
inepoasaht ipentigirothetupsialegprobiagicchtiiag, ©iaiaaddpdatcadeariiat node 402,
. update service node 402, identifies only those software products for which )
R A oS B SRS P ) B LM SR MR i node i
cdndfgexadnpleaishirititittgupdtials. s Oiwexengited liststiagelibield Jofttragpockiiats are listed in

nghsile catalhg may be delernibed sceordng (o e SIRR 9L FRURS IO M e
child update service node 404 belongs.

At event 414, the parent update service node 402 returns a product update catalog to
the child update service node 404. At event 416, the child update service node 404 selects
those products from the product update catalog for which the latest updates are currently
desired. It should be noted that even though the product update catalog may list only those
software products that the child update service node 404 distributes, the child update service
node may be configured to obtain updates for different software products at different times or
on different periodic schedules.

At event 418, the child update service node 404 submits an update synchronization
request, along with the authorization token, identifying the selected products for whose

updates the child update service node is currently seeking. Included in the synchronization
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At event 414, the parent update service node 402 returns a product update
catalog to the child update service node 404. At event 416, the child update
service node 404 selects those products from the product update catalog for
which the latest updates are currently desired. It should be noted that even
though the product update catalog may list only those 25 software products
that the child update seryice node 404 distributes, the child update service,

reqUEY A B RBARGHT RS A 4RSS S P (RPN SRR G s it d update

sdiliffeseidinmes. amfomdifferadt pefjasialschedilesd At eyenpAkiictie iehidfter referred
update service node 404 submits E{; update sync ronizaticggécrequest,- alon

? 4 g :
9P he RO AN toRBA ARG W SR SN S P YLt whpiga pstored in
thepdpiasthefehidtitpdaterseMcg TOOR IBQUIrgntlykeekibg dinPiideshinpi@te anchor
. synchronizatjon -19 request is information identifying the latest update
NGRS IS cﬁﬁlﬁ?edermasa%fdst@d %%%@ FodE A Mg mation

identifingspemdatestthipdpigaforsgrialadutihisonereqftsr, refesvedt 40@sh@nparent update

"update anchor.” Update anchors for each software product are typically . .
Segtfd?sdlm?etﬁ%ﬂ%rgmﬁér%ﬁ n ta%aﬁ%v(#@e}?@%ﬁ%ﬁﬁ% bl bild update

seicipeatik a0¢hon Hringltidesdaatemisiafinirbanhmat ¢h datbaassagiatee yitbific rules
the revision number. In response to the update synchronization request, at
o BB e BTGP TS BROL 0 16 OB FHORO LAY i, update
saipidatesdareoavigitahlentoethg ehild asptiatep &reviaeHapde dOhi Asmesiionereviously
abaqve, this determination is based on the specific rules associated with .
S QSRR o] SRGE SR AfoliRS GRATEN A Ch i IgAgd for the
chiQisgiiice sodeddds aomemhesias weld astier pgdtecarebidar d0imt 406 is not
example, ag previausly mentioned, the previously recejyed software update
D Rt S B A EHE ‘TR S PRl o B Aty S et 422
anl hpRfiereisths sefiwase wpdate ¢rideivgdat esenicd Opogenoi detgisuineittofytng the
'fvailable" to the Crtlfiili qudate %ﬁﬁ/ic%nodg.404. Accordingly, at event 422 . h
SO AR ARSAL: ISSENHNEY T8 THe Lhild tS At g iRPRIN LU I st invention, the
updertifigngitieifids sdftwaradipgaiesecaivieabat ' evienhd Pardheagiding s@vice node 402
aspects ofti?e Er%Eent.lnv.entlon, the ﬁgdate list i .entlfle%]iall of the u?ggetggﬁes cach

aG HperE UpiAra Sahvidt A IERb YRR
"sylebtohigationirdouesionynewiobo dine ficthesopaate Wsthdantfisceach

"availl%tt)le" Ué)d%tg informatiogéby a nithletidentifier associated with an i

updatst AVEUE 2R B8 LI EEbEtidT Ry e, Mo LGB S g ocurently
"Buaitebidy on the parent update service node 402, the update process of the child update
service node 404 simply delays, or sleeps, for a predetermined amount of time. According to
the current example, during this delay period, at event 426, an administrator at the parent
update service node 402 authorizes the software update, received at event 406, to be
distributed to the child update service node 404.

At event 428 (FIGURE 4B), the child update service node 404 again begins the
automatic update process by authenticating and authorizing itself with the parent update
service node 402. In response, at event 430, the parent update service node 402 returns an
authorization token to the child update service node 404.

At event 432, the child update service node 404 submits a request, along with the

authorization token, to the parent update service node 402 for a product update catalog. At
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20 "available" on the parent update service node 402, the update process of
the child update service node 404 simply delays, or sleeps, for a
predetermined amount of time. According to the current example, during this
delay period, at event 426, an administrator at the parent update service
node 402 authorizes the software update, received at event 406, to be

distributed to the child update service node 404. 25 At event 428 (FIGURE ‘
cviBi ik EHIBY PRt 56 dedo agsinBR HiR R StBirticaliiagdg the child

upiQeessrbi autbenticatingrnans authosizimg itselfi wigiibe patesy wodat®04 selects the

service node 402. In response, at event 430, the parent update service n

d
PIAGSS L S PSR GHB RSO RO GTRAB EHIEP GS0IAEE- S ANASE TS b A update

sc@VRRL Asde Hia chilthiigdaie spadte HodRrdRAAUMItE dekeddestifdaRaNdéb selected
the 30 auth rizaﬂ%)n-token, t%the parent update service node 402 for a
pr&%l’fﬁsd”bt&cf BTG IR 186%8vent 434, the parent update service node

402 rgiernssehadepidcipdpaaserciatalpddoltieheh bdetlpdtersetvice badetid4oftware
uAE event 436, the child update servié:e node 404 selects the products for the

AR RN Rch Yottt iPe tegie. P eVEnPHSB! HREURIRFTDER RO 402
deemrigenone 404 ssfbimits rlapdatespilabronization raguesipidastifyin@e node and

. those selected 5 products with the authorization token. Because the child
ingliscouriies AL R DR RS BB i (S patH2. the
piaviapslyereesivecthatieventdtnatieyapiAdQithenparedéntifilaie gervieware update
node 402 determines thaf the sqftware update is "available" for the child
PSR S B SEe i Chcate information i ihe
update/iist.ahhgyeateisaldRvein hd 2arthenlOl pelee nippdatenseiyiperaadepdd service
retu the update list, now.identifying the software .update .received at event .
QA2 106 ERIS Pt SRS BT A G Vit 0 LB et MR gca fotain the
sofvatablpddipdare eirdhigy parent upslaigiseinicd mederddlds e chilch updatiéd update
service node 404 now has the information necessary to obtain the software_ .
SR Ao R TR NS R B RrS Carar RSB AC R i 402 in two
patpd alerdibisg nivica e anlaAldd ohidinsithe se lvaipdapdedattiarortifidepacesifier referred
update service npde 402 in two parts. obtajning update metadata, and
o B T RSO A R SRRl oh (g RS Glgiaon. the update
mpayleadicdadbsdingtiacaddipenrl edpeaisiol ihe yp@aeniniciveitinmuitheoufddated to: an

upaglatiate deseribes pertiont aspects of the software updale, induding, Bt vcq
with the softwallre update, whether the software update should be considered a priority,
language specific information, relationships to other software updates, location of the update
payload for downloading purposes, installation handler routines, and the like.

Some of the reasons that it is often beneficial to download the entire software update
in two parts, i.e., the update metadata and the update payload, is that the update payload is
often substantially larger than the update metadata, and the update payload is not always
immediately needed, i.e., needed for installation on a client computer, if it is ever needed.
Thus, according to one embodiment of the present invention, the update payload is
downloaded separately from the update metadata, and only when needed. Those skilled in
the art will recognize this downloading technique as lazy downloading, or alternatively as

just-in-time downloading. According to aspects of the present invention, an administrator
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update identifier that uniquely identifies the update, revision number
information associated 20 with the software update, whether the software
update should be considered a priority, language specific information,
relationships to other software updates, location of the update payload for
downloading purposes, installation handler routines, and the like. Some of
the reasons that it is often_beneficial t% download the entire software update

TRV NS, b URTR e RS 2 taPHHE the TSRS PAPRSEE. 3/tkttrine fashion,
otpEaR Aadgatpsn2dMiiRimsuastanali largerdhan themttpeaierdeiadata,alternative

and the update payload is not always immediately needed, i.e., needed for
efﬂﬂ%ﬁif&ﬁ%h%%ﬂ@%ﬁ% El?ﬁﬁgﬁt?e?ﬁf e Wu%‘? eREN AR ¢ YRS

embodimashaf i & rEFEpUBYeAtioan thedeeddiepayipadis dedwrdaadest event 444,
thl%ec a@tely from the update metadata, and only when nee%;d. Those skilled

AR AsughieIhadHeiNl taqmstadaia A egpoftware
updteenaivehdiag 30 just-iontigne dawmniaading. Aecarsiag taiaspedts ofitie most other
present invention, an adminisEator -21 may configure an uQ te service node )
CHPBBEGIHO8 SEEAREs Sy Iy RCaRHERInRIRCrASRISS, 9 reaiitep s eduest is
subpiairRinoMitle tHedatehmetadatatdkurthermaisulin &h ademaivewdimbeglimentlustrated

both update metadata and the update payload may be doywnloaded jointly. As
GBI TR S AR et SBEE G BURKY 4spects of
thé4stesbithianaliil b paletehoaviriC ehB apd AO heeqlaesiadn e digehaitoniadatades than one

the "ayailable" spftware. update accqrding to its unjque identifier in the
oSS58t IS AR R Frb AR So R 36513 BkUMAHRIELS SRFHat i ap necessary

toupelatmbrvicethode 462wthe updiateiseqptishise stlarmittecsititiidhe first downloaded,
authorization, token. |t should be noted that while in the illustrated ex le, o
S S TGS X EPTA 2B ST A RHAR RS orr s Afer i s
daspaiisdotid the ppasentiinvpplicab(Baimiiowd}siidlepdate rdaiagtiia ofaghbeupdate
nloaded in more tgian ne access. For ex%%pl , in a first a(icess, onl
m yt

d
GIREH F25t e QAR m ARaRAPRRoCar SEERCEATy b R AIRG A Gnode 402
resofwaie uptiatenistapptickiblthardfovdesipabate isfisstpituanteaded nalichdas which in

SRR TR R cepenenets yheh b it pgats Then,

remageaonfithe apelaie: 188N eiadaifdnaydbe alieioecthdderespondenial @vanfuest to
oS LSRR SR Aol 408 e e e g B0
ewipdlate) medgahatatinnlfine sepdatenido to2atienustorke2d@late payload to the child update
service node 404, which in turn stores it in the update content store 214. In an alternative
embodiment, the child update service node 404 downloads the update payload from a storage
location, which may not be the parent update service node 402, from a location specified in
the update metadata.

Because update activity has now occurred on the child update service node 404, at
event 452, the child update service node generates and submits an update report to the parent
update service node 402 outlining the update activities that have just recently occurred.
Thereafter, the child update service node 404 again delays until the next time that the update

process is scheduled to run (not shown).
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Optionally, at event 448, the child update service node 404 submits a request
to download the update payload from the parent update service node 402. In
response, at 20 event 450, the parent update service node 402 returns the
update payload to the child update service node 404, which in turn stores it in
the update content store 214. In an alternative embodiment, the child update
service node 404 downloads the update payload from a storage location,

whichl Y ittt Hiietit OpdarPREIRE Hite B0 2008 SPRGERRGevents are for

iIrReatiad parpbeypsaiadnetadatap 2o Besassaiagte A iviychasaAd@ircumstances.
ccurred on the child update service nqde 404, at. event 452, the child i
Cf?a 1L RS B é‘?a&%%“éﬁ&C§6@Hﬁt§°a§?ﬁ‘ﬂ§§té%ﬂ%Pc“t@ fifS\pasERces which

wilpdatesseqyite Radet#ii euiiring the updatd actinties thah baipiastreaestiyuld be
occurred. Thereafter, the child update service node 404 again delays untjl "

upgigIeR e BRG %ﬁﬁﬁfﬂu Je Sen1AE PR AL 5 ffhﬁ%ﬁ&}gsf?&%}?srhagaﬂable

sctkiligd ipdaeartwillthp preshatepthad teeyaleaurideagitrdrEnisdare dafice node may
_g#gtration purposes, and reflect one particular.exemplar .T%t of %\/ents and

S1 idﬁ)

e CRESTRS Gihel R4 fd TS KIs S O¥euf*a gpgfifice nodes.
Adetadlis g tiscatpstanefeiiicT sviheatiseusome vatiation taltheabevenly, and not
.described eyents. Additionally, it should be 5 understood that while the child
LR RN e B A 4BY T Btaining the latest "available” software updates

from tGPRES update sedvigeanodikud@iitigeaahideudale saniicesoodexsated on a
simultagneously be processjng update requests from its. child update servi

R BB TRt ot B RGO B S IG FE yh LIC URE 1, for

péitistiatine ddyniapdipddtdiniingitipeidneupise séinienier. IBeEllifRRthisck 502,
a flow diagram illustrati exemplary routine 500 executed on. ild

AL SR TS "KL RS Ry P (S e, e T A e dodates from

the IR Eubdiae feeviodicady. obiniigeupdatesrtiredipdaentistpdate, spaviee updates
node. Beginning at block 502, the child u e servjce node ohiaj

i B B ST 6 P SR, ST B ok RO
servicd@URE Ebtaifioy diayrehronizeckupgdisy lisioblidvaitiolesuidhigsr i in the
from the parent a | ode is described below with regardto ., . "

Y BOTE SREoh FIGUE, Sk BT aH B ol ot "available

upsdiitab Reoior aiperéntthpd esarplacynialetinB dpth g (AR E &) Foaoptevivngl @ discussed

winEionzed update ol avalpbler uptlgios o & parent Yodale REIVCE . 1ng
%d%.gé@gﬁ?mﬁg a cﬁ%oﬁ}tgg@eQ}Su%%? |§1(Pﬁ%§ecf
authorizes itself with the parent update service node and, in response to proper authentication
and authorization, receives an authorization token. At block 604, in conjunction with the
authorization token, the child update service node establishes communication parameters
with the parent update service node. Establishing communication parameters permits the
parent and child update service nodes to properly establish a common basis that both the
parent and child understand. The communication parameters include, but are not limited to:
communication update protocols or versions; product groupings; and the like.

After having established communication parameters with the parent update service
node, at block 606, the child update service node obtains a product update catalog describing
software products for which the parent update service node provides/distributes updates. At

block 608, the child update service node selects those software product updates for which
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with regard to FIGURES 4A and 4B, the child update service node
authenticates and 20 authorizes itself with the parent update service node
and, in response to proper authentication and authorization, receives an
authorization token. At block 604, in conjunction with the authorization token,
the child update service node establishes communication parameters with

the parent update service node. Establishing communication parameters
umgfr@%&hf%mhﬁa B%&Et@@e?@?c&%ﬁf&dféepﬁﬁim BigRiLs an update

syERMAARBas sdaisbashiib ey 2R maipaiendehild nvderstanding th the authorization

ommupnication parameters i Cl,x%%e but are not Itimited to: communication

BRI i3SI br VERS 118 SHSSGL AR RE RIS AHER HiTgghe curren

reofiRblishedpaammnitsaiion prrametepaadtietor@asaet update service node,
at block 606, the child update service node obtains a proc!) ct update catal

0
descriBifGTRBRAPe BrolRAAL fSYRGATOR IS PhrsArEbuatePlarbitdndhe child update
sdprasddasddistbbiinesanpdpiass AkB8arblack60shrthe abildtepdaiecsenviee RoFenronized
selects those software product updates for which -23 updates are currently
acgonding m%ﬁ;w}%ﬁ?tﬁ@%mfd %ﬂd&ﬁ@%e% em%asﬂ%ﬁ% ShVifsdqde according to
whyhehconizalipRtoeediost g thisi laipaitspdalrsandee Nedeciibueing both dieupdate
.authorization token.and chor" asso}g{iated with the selected software

an " :
i SRR SRy Y S d%?Pé e8RS NSQHY H5aMRE S8y DR AR CHRgAte service
nétrdakatseryicevaddeled o regpenie tophgcupesiaiecsyiodoronizriieiTieedvaste@émplary
Iock,61§ Qhe child update service node obtains an update list from the
SUDLPEHG SRS SRIRAES node, synchronized according to the software updates

"availalila refethiecpaen updatlservicea fiade aegosbitathéd adyaligenp@ntlydate list

stored on the child update servijce node, As mentioned abpve, the update list
R e S M el
whethieeah) sofle thatpiatcavaidablerdalihe shidblptate sefvideddage from the parent

Thereatfter, the exemplary subroutine 600 terminates. With reference again
R STTHE 05K LA SBRPR o RO BRI RA S LT B e any update
idearglrupiiaie servieesyadesoaifecispaatblosk SA4, wodaiakmiratipdaissna@decurrently

R SRR A e el MO NS
thaceasalipigiip wheitkeddhews hip anytilptiatecidentifieespisiod srthes. Alternatively, if
IR a1 e spvaleppoacs AR cenly pialebeLon . o
block 506, the child update service node obtains the updates from the parent update service
node. Obtaining "available" updates from the parent update service node is described below
with regard to FIGURE 7.

FIGURE 7 is a flow diagram of an exemplary subroutine 700, suitable for use in the
exemplary routine 500 of FIGURE 5, for obtaining "available" software updates from a
parent update service node. Beginning at block 702, a first update identifier in the update list
is selected. At block 704, the child update service node obtains the update metadata
corresponding to the selected update identifier from the parent update service node and stores
it in the update information store 216.

According to one embodiment, at block 706, the child update service node obtains the

update payload corresponding to the selected update identifier from the parent update service
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the exemplary routine delays/sleeps until the next update period occurs.
Alternatively, if there are updates "available" for downloading from the parent
update service node, at 20 block 506, the child update service node obtains
the updates from the parent update service node. Obtaining "available”
updates from the parent update service node is described below with regard
to FIGURE 7. FIGURE 7 is a flow diagram of an exemplag subroutine 700,

nodf A0S FErEs i WAL E R By SR HRIBEOCSP RS Sfiie 31 30r OBtigRaHy, the update

contealaiied sadiwaee iHpfalesdrPrd @y o RREND UPdath Bervigearodervice node.  As
Beglﬁsrjlng at block 702, a fi st u date identifier in the update Igt is selecte

PIRY BRI 75 BRAKhiID (S BER eSS JHenG Apdsk %?éxaawnggured to

d@wm@aampdmstﬁéheaspae@ﬁedmteﬂaea&hﬁae fiomjthe ipaian tppiaie According to
serv ce node and stores. it in the u date informa, éon store 216. Acc

di
FFAERE S 51 wtfa%fdtﬁé it datatienthag RSt O %fd<704 to

blupﬂat%payéoaﬂkﬁmﬁpanﬁmgli@ﬂws@ae%yqda&dd@mﬁmrﬁn@akﬂm to decision
b kent update service -24 node, and stores the update payload in the update
]198 t&f-store 212. Optionally, the update content need not be immediately

downjoadeéldioihbl ¢ dogydater SeIViag DbtndistHreipeusiReasiantd, e selected
oS e oo oo ay b seleehalconiguIedle oviea o s
théﬁﬁ@fé ingy tadelitidsapiiana teatnteng, astituspaiedlis FIG 4Rk drdalidttnan update
Breang o i 04, Yk 0, e xS 100 o
suMSu@ievwmmgr@malnﬂdcmEMpﬂatadnﬁia@lﬂt@xf@deﬁamgeIemectoundatmo continues

TS5 SIS PSS el R £ Seeinaion /pRISERIR
upderelaiewaldditigal thpdatenplaniifebso @i Jok Tdhithesnext update identifier

e o Sy L, UG 00 e ek 8L
pitdatdepdnmined ivhtiierentdont FUGethp i Idpdﬁtﬁefavrbmﬁodﬂ)dqimthe update
RS RGBSR 0 i, 13 S A0 Do
roupdateosedviagsideigsatoblogit &R rthimehilthopdats senvicatilote eporipdhe period,
aryc{) %%Eproceeds to block 502 to repeat the above-identified update procedures.

As illustrated in FIGURE 5, at decision block 504, even when no updates are
"available" on a parent update service node, a child update service node may be optionally
configured to report its update activities to the parent update service node. According to this
alternative configuration, when there are no updates available, the exemplary routine 500
may proceed to block 508 to report the update activities.

FIGURE 8 is a flow diagram of an exemplary routine 800, implemented on a parent
update service node, for generating a synchronized update list identifying "available" updates
in response to an update synchronization request from a child update service node.
Beginning at block 802, the parent update service node receives an update synchronization

request from a child update service node for an update list identifying "available" updates.
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activities to the parent update service node. Thereafter, at delay block 510,
the exemplary routine 500 delays/sleeps for a predetermined amount of time
until the next update period, and then proceeds to block 502 to repeat the
above-identified update procedures. 20 As illustrated in FIGURE 5, at
decision block 504, even when no updates are "available" on a parent
ugﬁate servigle node, g child update service node may be optionally.

ALSHTIGLRER 5 Fe BB T LFURE"ACHRAHEE O Y IBalint DptisraY SE TR AR, request is

sedgedding to this alternative configuration, when there are no updates

available, the exemplary routine 500 may.proceed to block 508 to report the .
updatété&%%%g%%ﬁé@ﬁé@%@a%wma@?a Bt 5 WRENI L Pty available

uSedniplemeni@shfed PRERLrE NstatRISEIVITRI O QligerhaiBeoaraiingale according to
synchropized update list identifying "available" updates in response to an )
Mgk %@m&a?&%{amr@ g5eiH 4 ?duaﬁa%énf%mwﬁoﬁar.eé&@iﬁﬁﬁ?gdmg to

thatiglast 802hsheRATaed Wydate eIViIGpdaesIserekriRRI@nbPdat®rding to distribution
ynchronization request from g child update service node for an update list .
ﬂ%éﬁﬁfym@te o&ﬂﬁﬁb&-%&%{e&%@%&c Bﬁwtﬁrg?%mé%ﬁfa%ﬁ- According fo
thidedquiigdiiatiba, updatecsyrchipdnizatiotaiRGUE St bR G8e]. WMiglecispdatblatdatifiers
806, a determjnation is made as to whether there are any available, updates .
T MBTTALS COYRUAPLE A Heeh T o R G AL e 2gritten
uipladathtoidheaisevare protilit sigiedds ithe thadaigatrftsmatideciiviedss 810, a

according to.the update anchor provided by the child update service node,
ARy BB on AR DSE B RHIRE GPOLH RE UGN Bge products

identidietp datehsanpieenogde helnngsofecqiding 19 duscdaterdiiatonl, iffhaeesoftware

are updates "available," at block 808, unigue up identifiers assqciated .
PR RS A AP O RESH R o O S K RHEP hRRely ervice mode
salgdttethd et DigievaRdaiadide nddiei s farnakailpalac ypaaiesiniddhedqpeatend returns

list, at decision block 810, a determination is made, as tp whether there are
o N o TR B R £ e (et Tor R setected
scfywely pritation reneeatitéinere thsecagiditionahordadesaftvaleroddeatsifted in the

the update synchronization request, lock 814, t arent update servic
e S e T LS Ao L B . b peec 1S TR Rl update
sedyiehiodéz aliesreefre dic @reniptunsubboictiee §8iomrRatdiekd306 for determining

whet ere are "availaple" ugd%?t%?ﬁfor the selected software H?rodu .

res

|
Alternatively 3 tHEr& AP HEEH AR B JOE Y RS friedY i BRe” difated and
deynitlrizdtion getugstfairbibelnBddintbet Updaik st ippeicinet! tetheutbilsl changes

update o . iy . .
caripbe made therein without departing from the spirit and scope of the invention.
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service node. Thereafter, the exemplary subroutine 800 terminates. While

various embodiments of the present the invention have been illustrated and

20 described, including the preferred embodiment, it will be appreciated that

various changes can be made therein without departing from the spirit and

scope of the invention. The embodiments of the invention in which an

exclusive property or privilege is claimed are defined as follows: 1. A - )

softwa e (eRE HSH bt &%esy@fsm?& ERXBERIAG SEOHIETPERRAIE STrriyilege is
clagnaan e crRiiR NerkWar distribution to client computers, comprising: a root

update service node; and at least one child update service node; wherein the

root update seryieg node and the gt least.one ofild wedate service node 818..c over

organized in a hierarchical manner such that the root updateservice node'1s
a acparami capoiate sericto ndideitoadicast @ne amiputypdatersprisiog:node,

Wher%i? %?ﬁhcté edsaégnsc%rl\ﬁ)cg%_ ggge, except the root update service node, has

a paren?upopa e service node, and wherein each of the at least one child

update kesviceernhdidsupiyealsy ioe @odarent update service node to at least

one offier S Rde Service nade; and wherein (e Joot UPARIE BIIVICE rvicc node

node obtains a Software update from a software provider, and wherein each
aref ¢thenatzah st enbichitchupdateseviae nabastbbtains thdasofterarec mpdates a parent

fqr distribution tp client.computer ﬁ obﬂtﬁinin the software update from jt :
S S e S B s 0 B T e Rl service
n@lairextepyhbecinadhepdot spdate setvidenadecormppdas: eanvupdatelstarel wherein
A3 S1ofng seitware. undates; an undate wab.servics (rouah Wil e 100k icc noge

update service node distributes software updates to its chitd update service
torsdess ower dileecomich upitatisernebwonds; and a software provider interface

through, nhieh & soitpvare Arovider.submits is seftuarc ndajs, over e, o software

communication network to the root update distribution node. 3. The software
propdite distrithetion syserntbé @ldastynelobreimvedth sfithe: abdeasbtumes chddoftware
of D15 SEIVIFE.ROAS CRERTERET) AR5 ARIR Bl BHOR RRIBRE rom i parent
software u]’;)date node.

2. The software update distribution system of Claim 1, wherein the root update
service node comprises:

an update store for storing software updates;

an update web service through which the root update service node distributes
software updates to its child update service nodes over the communication network; and

a software provider interface through which a software provider submits its software

update over the communication network to the root update distribution node.

3. The software update distribution system of Claim 2, wherein each of the at
least one child update service nodes comprises:

an update store for storing software updates;

an update web service through which the child update service node obtains software

updates from its parent update service node over the communication network, and through
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an update web service through which the child update service node obtains
software updates from its parent update service node over the
communication network, and through which the child update service node
distributes software updates to its child update service nodes over the
communication network; an administration application programming interface
WgAPI) throu,(lgh which an administrator, using an administration user interface,

ishiherrhaionedats: shatisURs distbaiesasditatcntatenifg ifsdrldsupdptg service

néwdesicant ashithupddts madwe for determining which software updates
are available tq be distributed to its child update service nodes according to .
the e&fatEREY YHES 2 SPRECEHRN RE SR MBI systeth giessin yhich an
aduiiaraineachohihaataieasiangichildspdaterarr/icanbigmeiuiies for distributing
comprises: a reporting module for generating and sending update activity
Sqﬁaéf&%amas 5%e&$%%g&ad§t§m%%%8aﬁn&umenucauon and
authogizatianupdel s dan Retermanirginiigtherioh tptatee spvies nedevailable to be
authorized to optain software updates from the child update service node;
AP e A SRR vordre ?aﬁﬁﬁaféww wa%& CHér
computers. 5. The software update distribution system of Claim 4, wherein
the update stiwe sehimprsgsiare updetercomteststord iQlainch Wbaxadatech of the at
yload.far, the software update is_.stored, and an update information store in
le\%a[i% euC|c1)l j gtgpr%ae%ascfé%’écfoﬁ? %ssﬂélﬁ\lllv(gr(éoﬁﬁd)&lefteesis stored. 6. The software
update istribugiomdyitdior ge@iaamy, antiexaiditigeuplditt uptiatey sgvitetndtle parent
uocpagaemes r;t/@ge%oféware update from the parent update service by obtaining
%p ate’ metadata for the software update from the parent update service
node panausepdratebn ebthininahetipolateodaldofd fdethrensoftwardatheaten update
sdFoL they a“%ﬂ%h‘%é?%%tﬁeté%@{"%%? 1Carl T'@%té’soﬁv&%rﬁl‘ée AEARIIOMION, 1ode; and
system o Biai , wherein the child u dBte Service node Obtains the update
payloadlientthpdstftwadelapoadesfrimtine sofiremtcupdates seclice nogpures.
just-in-time fashion. 8. The software update distribution system of Claim 4,

wherein the glignt, sRdats, 9[‘3Lﬂ%ﬁ{ﬁﬁﬂ%‘%s%&ﬁ"&?@&W@}%@&&Q% update store

computers according to rules established by an administrator via the '
cHEpHIFRStARBRIAI| Gosireg ttistordinTSicktBe iwiatptapidead for the software update is

stored, and an update information store in which update metadata for the software update is

stored.

6. The software update distribution system of Claim 5, wherein the child update
service node obtains the software update from the parent update service by obtaining update
metadata for the software update from the parent update service node, and separately

obtaining the update payload for the software update from the parent update service node.

7. The software update distribution system of Claim 6, wherein the child update
service node obtains the update payload for the software update from the parent update

service node in a just-in-time fashion.
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9. The software update distribution system of Claim 8, wherein the root
update service node further comprises a client update module for distributing
software updates to client computers. 10. The software update distribution
system of Claim 3, wherein the child update service node may be selectively
configured to periodically obtain available software updates from the parent
update service node. 11. An update service node fqr %zrt?r:buting software.

r

updates to cheRteENHGERSALNt T BRI UDHLEE eI mpifsrhignt update

madwlpdaleibtees {ofsladng sattvway cliipdatesp@avpdasedvesenkse digbd by an
hich the update service node ohtains software updates from a parent

aq BT B ARk o ALY A hh b MR AE SRS SRR AP HST BRENATEh the

update service node distributes software updates to child update service
node$.over The softwarmigation dietilarkoanyadminstedtion &pplicationthe root update

rogramming interface I(@PI) through which an,_administrator, .using.an
S s S hae SR T R R Bre wares v
clupdatesputthe child update service nodes; and a child update module for

determining which software updates are available to be distributed to the

child ypdategervigenede; &‘EQ%@’&B@&H&H%@?&HPH?'@MP?%@?mygﬁﬁ%pdme

service node of Claim 11, further comprising: a reporting module for

sqeise raditRyromd Atesalewtivg e porigiy et dopraepdigplinebianice bl sefware updates
rBHeNELRtieN AR AULRZA%N module for determining whether a child

update service node is authorized to obtain software updates from the
update service node; and a client l#édate module for distributing software

updatk’s to cidntRérifotreise nedeHar fsEtRuios RIMGHe wrdefsinpigdient computers

andhereindhg & ate atereoaeinpsiapsiaig update content store in which the
update payload for the software update is stored, and an update information

store 1 WHlRIS SioaafermictrR QSIS REMSMre update is stored. 14. The

updat sgpuiae Rese frGRINhEssHNRNGIEh thBURPAME SIMIRR NRIIR ABAINS software
the software update from the parent uadate service by obtaining update

UpHtst Siao tRACEbRGRE LSELES FONFIRE PatetRIpURisIONBESHe, 2t through
whenaiaielydakiaiinectheddrEai®outes software updates to child update service nodes over

the communication network;

an administration application programming interface (API) through which an
administrator, using an administration user interface, establishes rules for distributing
software updates to the child update service nodes; and

a child update module for determining which software updates are available to be

distributed to the child update service nodes according to the established rules.

12. The update service node of Claim 11, further comprising:

a reporting module for generating update activity reports to the parent update service
node;

an authentication and authorization module for determining whether a child update
service node is authorized to obtain software updates from the update service node; and

a client update module for distributing software updates to client computers.
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payload for the software update from the parent update service node. 15. The
update service node of Claim 14, wherein the update service node obtains
the update payload for the software update from the parent update service
node in a just-in-time fashion. 16. The update service node of Claim 12,
wherein the update module distributes software updates to client computers
according to_rules established by an administrator via, the administration API .

usingtfre adhiRLALIBA YIRS T WhALR LBFVIRdH e GOt eampyises an

uﬁ&até’\/g@{ﬁﬂt t&g@@hﬂﬁwulﬂdaitm@?twa& W?ﬁ&?rhﬂ&ﬁ&ﬁﬁ&ﬂﬁﬁ@ﬁgﬁ%r%@, and an
periodically obtain available software updates from the, parent update seryice
e B RRAATR ¥ ﬁdiﬂﬂ%fﬁt@%%%i IO 181BEER RGBT

update from a parent update service node in a software update distribution

systeirdt overkheopimgricationnodtwb Kiaihe Ihethed acothprigidgethergigpsode obtains

a) optaining a ljst fsogjware roducts from the parent update service , npde
R B B P e TS B SRR R P B8 ror e
selectingdasofiwarelprgduoitingriathestistiof softeyarrdpsophratsty(aybsalbmitithg update

a reguest to the parent yupdate service node for available software updates
P S o P R R R s sofwarc

update list identifying software updates for the selected software product

availdble to Hie cimitdtapeats seedeeolen(f.optairinghsaaratstinaneLperiebtains
th'r%‘]amr%%@o iBP SN {EMANe PRI URHAIRSGRAGR %ﬁgtelgel:wtf?wnode in a

~metho aim 18, wherein obtaining each software update in the software
Jugptiatenstarbionthe parent update service node comprises: obtaining
metadata corresponding to the software update from the parent update

serviog nodernghakigiingdhadirdste pavaad wiRrdina o iheleofedRid diSributes

wherein obtaining the update payload comprises obtaining the update

S{RyEad RN G- FAR & PHYMIEHARER a8 dad Wy sacshiRtislisdaby sarpftministrator via
theQEen i drativnt APCat SeR¥iG8MRERFation user interface.

17.  The update service node of Claim 11, wherein the child update service node
may be selectively configured to periodically obtain available software updates from the

parent update service node.

18. A method for a child update service node to obtain a software update from a
parent update service node in a software update distribution system over a communication
network, the method comprising the steps of:

(a) obtaining a list of software products from the parent update service
node for which the parent update service node provides software updates;

(b) selecting a software product from the list of software products;

(c) submitting a request to the parent update service node for available
software updates corresponding to the selected software product;

(d) obtaining a software update list identifying software updates for the

selected software product available to the child update service node;
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21. The method of Claim 20, wherein the request to the parent update
service node for available software updates corresponding to the selected
software product includes an update anchor, the update anchor identifying
the latest revisions and updates for the selected software product currently
available at the update service node. 22. The method of Claim 21 further
comprising the step of first submitting an authentjcation and authorjzation
request to tHE)pareRPAPHAR3ER W&af‘e,uaﬂat%a?arhm§°£watﬁ8¢&t§ti%ﬁ from the
piekempdiespense tdbe authentication and authorization request; and
wherein each subsequent communication from the child update service node
to the parentupdate servi ode, s made with the authorizatiop token. 23, .
The mdinod BRGNS Lo Gt e Bt s i et in e
sdfasise 2pd&tchsn frvterthe adabieupddisarbeaniodcamputsrsexecutable
instructions whic hen executed on an ypdate service computer, carry o
the e e S o I R SRR
scraee thedparedt update service node for which the parent update service
node r%\lllil(iigs { %fltlwgg%u d Oté—:' ; (b) selecting a software product from the list
of software p%o ucts; - f)%g submitting a request to the parent update
service node for available software updates corresponding to the selected

softwafe probitmeihebaintdgia dtwdaesapddraisngddminpdgtediartae comprises
oMQHﬁ‘ﬁ%%ﬁ@ru%té%ﬁ%%ﬂ ﬁ?H‘j‘{fy&%’-‘EﬁHH ?&&M&H%@ﬁ%@&aﬁm&d yaq?&%pdate service

service node; (e) obtaining edch software update in the software update list
negsrantheligarendasdarsisendde node. 25. A method for distributing software

updates to a child update service node, executed on a parent update service

node i a softiargadRsipisr disiiRUIDNEVSIERN tBY &b Gu&RTIENMBIGRANER update service
network, the method comprising: (a) receiving a request for a software

nefsutb 24kabls rofivarehiRfeisa srsondingdadhens sottdsrdtipempsoduct includes
arcaipdae: idaptifying Saffwate fradicisdarwRichibapase v MRIRIQSENYRRtes for the

node provides software updates; .
selected software product currently available at the update service node.

t update

22. The method of Claim 21 further comprising the step of first submitting an
authentication and authorization request to the parent update service node, and obtaining an
authorization token in response to the authentication and authorization request;

and wherein each subsequent communication from the child update service node to

the parent update service node is made with the authorization token.

23. The method of Claim 18, wherein steps (a)-(e) are performed on a periodic

basis.

24. A computer-readable medium bearing computer-executable instructions
which, when executed on an update service computer, carry out the method comprising the
steps of:

(a) obtaining a list of software products from the parent update service
node for which the parent update service node provides software updates;

(b) selecting a software product from the list of software products;
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(b) returning a software update catalog to the child update service node; (c)
receiving a request for a list of software updates for a selected software
product available for the child update service node; (d) determining whether
any software updates for the selected software product are available for the
child update service node; (e) returning a software update list identifying
those software updates for the selected software product determined to be

available forfe chiitPHPHAE 8eRANEShUAND PHETENIRIAISISRE Kttt vailable
séhe seftwaneypatejisiddeniiies seiridlessaltwaiedddates according to a

unique update identifier; (f) receiying an update request for metadata
correspondifigto af AFAHRBI8 & W&w%a%el%fﬁ%ftﬁﬂﬁdsa dats deits for the

sdi@dled tagwpeaieotR@uesiikertifying theldayrilablesefevaygupdate by its

unique update identifier; and (g) returning update metadata corresponding t
the softwareg datQi’faglr’ﬁ’i%ee&‘? ﬁ?zt}yﬁﬁea@ Eﬁ.lérétt%é(lﬁ)‘ﬁ%ﬁ% W?Q%S%Ii{% from the

pargludpiadntermadiapdeorresponding to the software update including a
reference for obtaining the corresponding update payload. 26. The method of

Claim, 5 further, GampHsin ZSF‘%B'L%E&O %8%{’3&%)}'1&9&5{32 &5 Pl (Bllate service node,
authentication and authorization request from the Cﬁlslé updpa e seRice node:

extetgedhining pdrethempthmeckileiopdatde siervice frode is@latieodizethtoiabtsystem over a

c grg%vlvlglrceagggan%%% (gr%nhltge are (t: éjrgdralltciens,ervice node; and if the child update
Sefvice node is authorized to Obtain Software updates from the parent update
service nodda)yeturningangaittropuzsititn tokefivtarthepchiid expdatefsarvicehild update

R TS O 10 v
ualatecdratomedkemo AdeT hrtmathopdefeSiaim 26 further comprising:

(b) returning a software update catalog to the child update service node;

(c) receiving a request for a list of software updates for a selected
software product available for the child update service node;

(d) determining whether any software updates for the selected software
product are available for the child update service node;

(e) returning a software update list identifying those software updates for
the selected software product determined to be available for the child update service node to
the child update service node, the software update list identifies available software updates
according to a unique update identifier;

§)) receiving an update request for metadata corresponding to an available
software update from the child update service node, the update request identifying the
available software update by its unique update identifier; and

(2) returning update metadata corresponding to the software update
identified in the update request, the update metadata including information corresponding to

the software update including a reference for obtaining the corresponding update payload.

26. The method of Claim 25 further comprising:
prior to steps (a)-(g):
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receiving an update request for the update payload corresponding to the

software update identified in the update request; and returning the update

payload corresponding to the software update identified in the update

request. 28. The method of Claim 25, wherein the request for a list of

software updates for a selected software product includes an update anchor

identifying the latest update information on the child update service node .

correspondift t6tHE §8|é&&ﬁ“&&ﬁﬂ%é‘b‘?oﬂﬁhﬂﬂé%’wﬁ%‘iﬁﬁﬁtd%?é‘ﬁﬁ]i‘ﬁi fgild update
someghrydgany software updates for the selected software product are

available for the child updEte service e comprises determining whether

there are an§°'SPHAES Va5t 15 (B Kh R GRS der IR dai S WheE Rl go obtain

sdtnihecupdatesanaiar@psreacapadingds icden assariated with the distribution
the child update  service node

of software updates. 29. A |

computer-rezﬁ%a%ﬁﬁﬁeam%%%mwg BB Y SBecHABIE MR selivvee W from
the/pareexapdied e apami vadait genyiseleamptitar idaiiyeidhaindetpaste service

comprising the steps of: (a) receiving a request for a software update catalog
N¢fSt'B%hild update service node, the software update catalog identifying

softwang:friadeets fabwhisghthenaieittipdate setiicehilddeparayisiesice node to the
softwar%updates; b), returning atioftware update catalog to the child update

PSR RRRRE A TS s B i aP L SR iR undates for a

selected software product available for the child update service node; (d)
deter@iining Weathweth @hyfSoliwa 26 dipdate sdoptirengelected software product

are availahle for the child update.seryice n e;é{c}a}; returnin asgiztwa e
oA A IR RN EEES AR R RSB EMENS he software
uptacudtaeiednindd wpdecavgilaktieafol the child update service node to the

child Pe‘%grf%{%ogd Ve aade atqeaﬁo%%%?)gfcggaéetg%%g%?Hgye?eaﬁlgggtgl?dentiﬁed in the
software updates dccording to a unique update identifier; ?)
update request.

28. The method of Claim 25, wherein the request for a list of software updates for
a selected software product includes an update anchor identifying the latest update
information on the child update service node corresponding to the selected software product;
and

wherein determining whether any software updates for the selected software product
are available for the child update service node comprises determining whether there are any
updates available to the child update service node according to the update anchor and
according to rules associated with the distribution of software updates to the child update

service node.

29. A computer-readable medium bearing computer-executable instructions
which, when executed on a parent update service computer, carry out the method comprising

the steps of:
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receiving an update request for metadata corresponding to an available
software update from the child update service node, the update request
identifying the available software update by its unique update identifier; and
(g) returning update metadata corresponding to the software update
identified in the update request, the update metadata including information

corresponding to the software update including a reference for ohtaining the
Correspondil(l% updéqgebvewﬁ)ad_equest for a software update catalog from a child update

service node, the software update catalog identifying software products for which the parent
update service node provides software updates;

(b) returning a software update catalog to the child update service node;

(c) receiving a request for a list of software updates for a selected
software product available for the child update service node;

(d) determining whether any software updates for the selected software
product are available for the child update service node;

(e) returning a software update list identifying those software updates for
the selected software product determined to be available for the child update service node to
the child update service node, the software update list identifies available software updates
according to a unique update identifier;

§)) receiving an update request for metadata corresponding to an available
software update from the child update service node, the update request identifying the
available software update by its unique update identifier; and

(2) returning update metadata corresponding to the software update
identified in the update request, the update metadata including information corresponding to

the software update including a reference for obtaining the corresponding update payload.
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