1 SCANNI NG FOR W RELESS LOCAL AREA NETWORKS [ 0001] The invention generally
relates to wreless | ocal area networks (WLAN). In particular, enbodi nents
of the invention relate to power saving for one or nore client devices in
a wreless network. 5 [0002] Some wirel ess networks are based on a cel lular
architecture where the system is subdjvided into wireless network cells.
One type of wireless network cell, known as a basic service set (BSS),
contains client devices controlled by a wirel ess network access point

(AP), and anot her, §; 'hp?q | \J @Q?PWQiRﬁg i ndependent
basic service se%é‘%llgﬁgg ,ﬂgon alﬁzgﬁﬁgl,\g{n)? e\ﬁ%%‘g Ichare not controlled

by an ac poipt.. 10 10003] 1In BSS, .cl.i ent devices njcate with
t he acce@’z'ﬁ intﬂbe\/lgye% &5 lrlﬁ}ﬁ?"}tgﬁ S%T%%%ﬁﬁ?ﬁ??%%?i‘l%tﬁ’oﬁ%qﬁ@ms%g atinme
sharing s&heuTR:, emBodithehBIBthCinb&ton rel@i¢ite powERdvERIIHOhCaRtBordicliaat [y with
other client devices over a common wreless communication channel using a
ti me shafl¢viggs s hsislespnefeioth.ce set identifier (SSID) is a |abel or nane

t hat di stingui shes one wireless network fromanother. Cient devices use

t he 155SE0D2) 0 eSdrabivirslesamdwnrkis nrabased omaechila arghitegiireivbers thaesysiss poi nt s

of different . .BSSs. . be caonnect ja.a distribution m(DS) that is
usual ly & Sﬂﬁqlgﬁeaét{%ﬁ??esﬁ'ﬂ%twgﬁf ?eﬁ]g Gnﬁttg?ec ﬁﬂéﬂ?sé&lesv_%ﬁ\é%iﬁ%{“ﬂﬁg?nc| udi ng
the di ffgisenderMbt 8SS)S corfthifl ElidiR aBEEdS 6Btrol ¥ BY AGHERSs MPWDBikSactd t he

di stribution systemis known as an extended service set (ESS). A client

devi ce npgin birsl anetheniypelol BetelasenetBOsk eall kneirid 23 BE9dersadentdasit 0004] A
client device r nQt e.batt,eny- po ed. .3 client
devi ce, - SHERE SIS, e Bnd Blony PG Ry e BORL FltpueCby AR T, Dhone, a
Wi rel ess: |l e onal, digital assistan PDA), and the |ike, may
sorot To WA ba: Ik B55 GEnedevieh oy Eomistinaia Ve CloassSr 2bal 0k foner 1 rom an
ext er nal ;SRMbE Hirekdds BordfuficRONEENAHEBIng A ¥ NE EharikisE¥md] eMiaa §BSS Sdkehit as a
desktop computer, may receive power from an external source, 25 such as a
power outi$yaees apronayureate fealyrwich otber divnt deviesipyer eqmpeREElEss 100051
EP1398912 discl oses .that,, in.r : search. pr . _ by a
mobi o SPPRGe a0yl FAE BT e B SR s RN ABP RV RG Y  Ba
for roaniabgl ordiafreahdt\idtidghidBesronbiviitsldse hotwvak frofdvotiehi Chetitelcnicashsepke f or ns

a passive scanning search or an active_scanning search for the Soeri pher al
APs atld s RSH? tq ¢siablish prd mainiain genpepbyily NGirglesy access points of different BSSs may

be connected via a distribution system (DS) that is usually a wired network. The entire

(@]

interconnected WLAN network, including the different WLAN cells, their respective
WLAN access points and the distribution system is known as an extended service set

(ESS). A client device may be able to switch between BSS mode and IBSS mode.

20 [00041 A client device may, or may not, be battery-powered. For example, a client
device, such as a wireless-enabled laptop, a wireless-enabled cellphone, a wireless-enabled
personal digital assistant (PDA), and the like, may sometimes be battery-powered, and at
other times may receive power from an external source, such as a power outlet. Other

client devices, such as a desktop computer, may receive power from an external source,

25 such as a power outlet, and may not have the option to be battery-powered.

[0005] EP1398912 discloses that, in response to a search process performed by a
mobile terminal, individual access points “APs” transmit AP data required for roaming
directly to the mobile terminal. The mobile terminal performs a passive scanning search or
an active scanning search for the peripheral APs at short time intervals, and obtains and

30 stores the latest AP data in an AP data table. However, when the passive scanner fails to



30 stores the latest AP data in an AP data table. However, when the passive
scanner fails to 2 obtain the AP through passive scanning, the active
scanner perforns the active scanning. Consequently, the passive scanning
process is conpleted before the decision to initiate active scanning is
made. [0006] It may be beneficial to emphance the battery lifetine of
battery pomered client 5 devices. SUWARY [0007] In accordance w th one

pect of i nvention rOV|de i rel ess
dovi ce, PHRRTAPAB IRl PS5 B hmie Plcthelife Bt M 500G Slbutydl {70003,
wirel essC Wﬂﬂyﬂ&@%aﬁhﬂd sa@nrﬁﬁ,%ptov,essscemﬂpie@dfbeforatwdeahleﬁ$o lniaé area
network 10 that matches a profile stored in a wireless |ocal area network
controll@WVe§%m@HEﬂéﬁWﬂé conprising said particular wrel ess network nane,
wherein active scanning for said particular wreless network nane
conpr i sel006hns nit tayrhg benefical toronlksnpe Bisdattenyldstine of boBey-povierad cheance
w th apother aspect of the present invention, there is provided a wreless
devi ce”c Wﬁ sing: a nmenory arranged to store profiles of one or nore
Wi rel ess ﬁgﬂggégé area networks; a wireless |ocal area network controller
arranged rt passive scanning for wreless networks matching a
profile and arranged to support act|ve scanning for wrel ess networks

havi ng al@l07k| esk aseerdane Wwitihene apnect of freqwessabinventioay tiere 18 Rrayidedenory i s
arr anged, .6, ,350h i k&S HLARL %&ﬁ%ﬁ%&ggnsa : Hma ggcftﬁésge'#%ﬁ% fayasai d

processor, Initiates activé scanni ng cont r-a particul ar
wirel esspmﬁbuﬂmrmraessrmammmﬂamegimg@assévmamﬁhglgarlawiseiésd lomhbrea htterork or a

Wi r el ES netmo k tha eges a. profile includin artl Iar W rel ess
net wo mofleteregan & wircesn cplAregngtyorky o Eﬂ’ $ ess net wor k
name Conmpkd; Gsé £a@&‘%£ﬁ1&ﬁlhf‘ﬁ1r@f&§s RO Rl Q)B@reh%ﬂt'ﬁé%éannﬁl 3’6_{1 d&lid DESCRI PTI ON
OF THE DRA 9] Embodi nents of the invention are |IIustrated by way

of exanpbetianidr wo't:lesd nairwmektname dompirises frangoming ohe phmorecrobpreqyésily dr awi ngs,
in which |ike reference nunerals indicate corresponding, anal ogous or
simlar @088Ent sin &ncrdancemnitlc mother[aBfb0bf the grsentlinventian, thére usproatdedn of an
exenpl ar %ue%mw}llervlgeagoln?prlll%lnsgyestgxgaerx]l]lorg %?rgrlig%d to store profiles of one or more wireless
15 local area networks; a wireless local area network controller arranged to support passive
scanning for wireless networks matching a profile and arranged to support active scanning
for wireless networks having a wireless network name; and a processor, wherein said
memory is arranged to store executable code means which, when executed by said
processor, initiates active scanning by said controller for a particular wireless network
20 name during passive scanning by said controller for a wireless network that matches a
profile including said particular wireless network name, wherein active scanning for said

particular wireless network name comprises transmitting one or more probe requests.




to sone enbodi nents of the invention; [0011] Figure 2 is a bl ock diagram of
an exenplary client device, according to sone enbodi nents of the
invention; and [0012] Figure 3 is a flowhart of an exenplary nethod to be
performed by a client 10 device, according to sone enbodi nents of the
invention. [0013] It will be appreciatgd that for sinplicity and clarity of
illustration, elenments shown in the figures have not necessarily been
drawn to scale. For exanple, the dinensions of some of the elenents nay be

exagger a j or clarity. 15 DETAILS [0014] In

t he foII%ﬁﬁﬁ%ﬁggkgﬁﬁggﬁ%ggﬂf?gﬁ#%&ﬁﬂﬁﬁﬁirous specific details are set forth
in orde proyvi de..a t hor.qugh under standi ng. of enbodi nents of the

vent | olo0 e inbefhepSar BiStyeR et Rove f SHPRNETL |1 i ¢ he
-art that jihReH@NRQRL ﬂglﬂ%%f)&pta%nﬁﬁnyﬂg%v};@gsﬁ MRWhRE 1ike26fetcnSnhéiRUt these

specific details. In other instances, own net hods, procedures,
conponenindicatecoviesmpniding, irmlegonsor Hmelar dementshad inwhidt ai | so as not to
obscure the enbodi ments of the invention. [0015] Figure 1 is an

i 11 ust$aftoas) of BEguexeisah dhystratomofdrcedeinpisy symtraniciOéhs systems gicogling

enbodi nents of th%finven Lon. System 100 includes a wrel ess access point
25 (AP) PrPMgRRbedReRIHP 5&%"&9\%%104 coupled to AP 102 via wired
connections 106. Network gateway 104 and w red connections_106 may be part

of a "di K0ibut i Bgusyisaplockidipzrap of gp exeyaplary ¢licnt dryicex aeprding fogeniset wor k
gat eway %éﬁhéﬂ#%“g%?h%'ﬁagﬁ@ﬁ’ ymmetric Digital Subscriber Line (ADSL)
ynchronous T er

nodens, rans de (ATM network gateways, dial-up nodens,

satellit ens,. | ntegrat ed, Services Di,gital, 4, Net wor I eways,
S earri el0OTR ST Figh AR bRt oY b ety hinds AR b RU oGS

conf i gar aéview) acdording tsdoh ethbtiments bethefidenAbn. 102 i s possi ble. [0016] AP
102 has at | east one antenna 108 and is configurable to support at |east

one W r fjogsp Nek Rl be AppReiafeditha X8 Blicit ard@3 iy 8P BILS@AN0C Slefhts
identifier (SSID. A non 5 exhaustive Tist of exanples for antenna 108

i ncl udesshovdl ipdhefigireehavs nohneasspdy becanirawnte scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.
15
DETAILS

[0014] In the following detailed description, numerous specific details are set forth in
order to provide a thorough understanding of embodiments of the invention. However it
will be understood by those of ordinary skill in the art that the embodiments of the

20 invention may be practiced without these specific details. In other instances, well-known
methods, procedures, components and circuits have not been described in detail so as not

to obscure the embodiments of the invention.

[0015] Figure 1 is an iflustration of an exemplary communications system 100
according to embodiments of the invention. System 100 includes a wireless access point
25 (AP) 102 and a network gateway 104 coupled to AP 102 via wired connections 106.
Network gateway 104 and wired connections 106 may be part of a “distribution system”
for AP 102. Non-limiting examples for network gateway 104 are cable modems,
Asymmetric Digital Subscriber Line (ADSL) modems, Asynchronous Transfer Mode
(ATM) network gateways, dial-up modems, satellite modems, Integrated Services Digital




a nmultilayer ceram c antenna, a planar inverted-F antenna, a | oop antenna,
a shot antenna, a dual antenna, an omni directional antenna and any ot her
suitable antenna. AP 102 nmay include a router. [0017] Exenplary
comuni cati ons system 100 includes a wireless client device 110. 10 A
non-exhaustive |ist of exanples for cljent device 110 includes a

W rel ess-enabl ed | aptop, a wirel ess-enabl ed cell phone, a wrel ess-enabl ed

per sonal ..dj gi t si st ant { PDA wi rel ess-epabl ed. vi deo ¢ ra,. a

it o oo Nelek BTSN bn bamett 1 Ch bt R R e 104 FBeB TR Dy phone
and any @ﬂl@ﬁéonﬂghia@ibhQfﬁ\ﬂdfsﬁﬁtﬁxﬁi%n@&st@ﬂtfom!wﬁisﬁs’siﬁm_ device 110 is able
to execute a process to associate itself with AP 102 in a wrel ess network.
For exa 15 gbi [ delbht I,81e88 siidolt ARadldeover a
mﬁreIesgﬁggfborkgﬁfg2&?%%¥% ?%igurgﬁ%lpg%gggvgéggg%ggraﬁ%%% an %&enﬁlary
client deieless dd@prkavames, dimrayatple, sidaast enbsmtiive st sdeptifieh@ SRy efrmiocon .

Wreless c¢lient device 110 jnclude t. l.east on nt enna 201 coupled to a
a0 308 TauRNEF AL P oo GG B dnci P TR B TspRPole GRS
control | @kmA2@dvirRranac GRRMLE pladaPinVBREI-Y ar@fns by dhtdink WeHoe ai@fnd, @ be 20
executed by WAN controller 204. Wreless client device 110 includes a

pr ocess ofud rotenna @n goymidiraciiona anigoupinshnyethersoaoantone. ANbhY$ap12 nay
store executabl Fode 214 to be executed by processor 210. [0019]
Processof a§§§eﬁe coupled to WLAN controller 204 and may be able to

control, at . leasy in part, the eration . N controller 204. | ent
dovi ce. 1IN huemBR foinubir o5 Bt P nelien b B ieri g s S0 vy an
cont r Qb ArncA0dhadtie SBEEH cxdkB1eB M6k clRRM MRS 190RcIARE addifeleséldhnabled saptdp, ent
device 110 may include other components that, for «clarity, are not shown.

[0020] Aaidrelessdsnabied cadlphprg, agfiredseaepitded peysongd digetakaspisan(PDE) ades a
central rocessi,h It , igital .signal pragces a reduced
ot r ot MRS Ee AL ot o Bl A Ble RGN cRERERERRbh il

(CI SC) ampebtbdrg (IP) bRond\iidGinky @6he? OfitabitcwRdidssclivayderidel Xidnt devide Fl€ipysbl e
fromclient device 110. A non-exhaustive |ist of exang%gs for nenories 206
and 212 fhefequeS rapsestiorasreraate Brelbyith id Y4 ingiyisgjess ki Eonersads devi ces

such 35 LROHSLALS 110 A6 RESmd SATiA0N WilEPTY) of FMircidR Sk 18! ect ri cal Ty
e e read only ne | Ces

erasab progranma nory dev

[0018] Figure 2 is a block diagram of an exemplary client device 110, according to
some embodiments of the invention. Wireless client device 110 includes at least one
antenna 201 coupled to a radio 202, which in turn is coupled to a WLAN controller 204,
WLAN controller 204 may be coupled to a memory 206 storing firmware 208 to be

20 executed by WLAN controller 204. Wireless client device 110 includes a processor 210
and a memory 212 coupled to processor 210. Memory 212 may store executable code 214

to be executed by processor 210.

[0019] Processor 210 may be coupled to WLAN controller 204 and may be able to

control, at least in part, the operation of WLAN controller 204. Client device 110 includes
25 abattery 216 to provide power to radio 202, WLAN controller 204, processor 210 and

memories 206 and 212. Wireless client device 110 may include other components that, for

clarity, are not shown.

[0020] A non-exhaustive list of examples for processor 210 includes a central
processing unit (CPU), a digital signal processor (DSP), a reduced instruction set computer
30 (RISC), a complex instruction set computer (CISC) and the like. Memories 206 and 212




5 (EEPROVM), flash nenory devices, non-volatile random access nenory devi ces
(NVRAM , synchronous dynam ¢ random access nenory (SDRAM devices, RAMBUS
dynam ¢ random access nenory (RDRAM devices, double data rate (DDR)
menory devi ces, static random access nenory (SRAM, universal serial bus
(USB) renovable nenory, and the like; 40 b) optical devices, such as
conpact disk read only nenory (CD ROM, and the like; and c) nmagnetic

devi ces, h a hard di,sk. a flo .disk, .a nmagnetic tape, and, the
e T oBBE PO AR P AR Aalietd ofh et OREG oGk Mis udes o
di pol e apjredindoried 206 a®@DDPRcRIdBNAB ddanbidatitul dfitheaipBE6wRRf am ¢ antenna, a

pl anar inverted-F antenna, a |loop antenna, a shot antenna, a dual antenna,

an_omni di recti onal yRheAMRuABNdRMEs hdds refibleAD | fche @RIV nlefidg?] Radio
202, WLAN controller 204, processor 210 and nmenories 206 and 21 are

functional bl GO anaskiRYMselectrishidyrenasable progemymptly siad ahlywagmony devicent
device.110. 2 e, radi.o 202, WAN.controller 204 rocessor 210
and motor§ es SEE RO B Sia L dRr g o g BT ok BB VR egr at od
circuit, and QPVRAMY, byhchibnddéiyrafiietandeinSet &t encatiip (SBRAM) ddvices,nati vel y,
sone of the functional blocks may be grouped in one integrated circuit.

Furt her nore, RAMBURdhang randase keresrapenenypRIRAYD dappes. dathlodats pei f i c

i ntegrated ci i I . fi : . or
application s ]%lgﬁ iﬁlé:{ﬁ%;é%::Vtu(:élersltjszli!r"%L %&@%%@%@@ Fﬁ%%@f%?%gﬁg&gg anpl e of
FIG 1, AP 10BuaiSB)lremotablenietery hd dedidept h " 802. 11- enabl ed", which
means that wirel ess conmuni cati ons t herebetween are in accordance with one

or nong of the fol bpyddiar ddvaRdanels aslednhREdiN rdal dnly@bmbHt @ PROBEEAI | Ccal
and El ectronic Eng}i)d#eers (I EEE) for WI{%I ess LAN I\/yg\% an%tghysi cal | ayer

(PHY) speci fi tgtlikenand 30 However, it will be obvious to those of ordinary
skill in the art howto nodify the 6 follow ng for other existing W.AN

st andards or f ut ure) megetiedewiemsienhds a hantdisidian@ppp@@iisk] & magnetic tape, and

St andar dPubl i alréqﬂ(lgaxi mum

[0021] A non-exhaustive list of examples for antenna 201 includes a dipole antenna, a
15 monopole antenna, a multilayer ceramic antenna, a planar inverted-F antenna, a loop
antenna, a shot antenna, a dual antenna, an omnidirectional antenna and any other switable

antenna.

[0022] Radio 202, WLAN controller 204, processor 210 and memories 206 and 212

are functional blocks and may be implemented in any physical way in client device 110.
20 For example, radio 202, WLAN controller 204, processor 210 and memories 206 and 212

may each be implemented in a separate integrated circuit, and optionally in additional

discrete components. Alternatively, some of the functional blocks may be grouped in one

integrated circuit. Furthermore, the functional blocks may be parts of application specific

integrated circuits (ASIC), field programmable gate arrays (FPGA) or application specific
25 standard products (ASSP).

10023] In the example of FIG. 1, AP 102 and client device 110 are both “802.11-
enabled”, which means that wireless communications therebetween are in accordance with
one or more of the following standards defined by the Institute of Electrical and Electronic
Engineers (IEEE) for Wireless LAN MAC and Physical layer (PHY) specifications.

30 However, it will be obvious to those of ordinary skill in the art how to modify the




Frequency Speed 802.1119972 Mips2.4 GHz 802.11a199954 Mops5.0 Gz
802.11b199911 Mops2.4 GHz 802.119g200354 My s2.4 GHz The 1999 edition of the

802.11 standard (as reaffirnmed June 12, 2003) distingui shes
infrastructure W.ANs (BSS) and ad-hoc WLANs (I BSS).
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sequence” with AP 102. In client device 110, WLAN controller 204 may perform the

connectivity sequence, optionally jointly with processor 210. The connectivity sequence

may include three consecutive processes — a “probing” process, an “authentication”

process and an “association” process.

[0025]

The probing process begins by having the client device transmit one or more

“probe request” frames over one or more communication channels defined by the

communication standard. Standard 802.11B, for example, defines 11 different

communication channels. The probe request frame contains information about client

device 110, such as which data rates are supported by client device 110 and to which SSID

client device 110 requests to connect. Client device 110 may send probe requests blindly,

without being aware whether an access point with the same SSID exists in its vicinity, and

without knowing what data rate s acceptable for that access peint. For that reason, client

device 110 may send probe requests at the lowest data rate defined by the respective

standard, e.g. 1 Mbps (Megabits per second).

[0026]

If AP 102 receives a probe request frame on one of the communication

channels, it may reply to the probe request frame by transmitting a “probe response” frame

on that channel. A probe response frame includes information such as the SSID for which




may exam ne whether the SSID of AP 102 matches the SSID sent by client
device 110 in 5 the probe request, nmay exam ne other information included
in the probe response frane and nay exanmi ne the strength of the signal
carrying the franme. Cient device 110 may decide whether to continue the
process for connecting with AP 102. [06§28] After conpleting the probing
process, client device 110 may have to identify itself and to get

per m ssi .connect wi t.h AP 102. This pro ) n.hayve different forns,
10" Gepentr g 2af SRSk bpRamho e b PE R R AP a2 AR &N et vor k-1
one si nplforneXisfiph&ph@sicat biysr infRERAGSH. Cl i ent device 110 may send an

"aut hentication request” frame to AP 102 and in response nmay receive an
"aut hent jopatj on RABRNRGIce fm@%efvrew?ﬁ%eﬂf opdd franh@aRHE RGNS} KR0S
response frame grants client device 110 perm ssion to connect with AP 102,
client dmayeraming whether thetSHDeo{tAR 1 @ wetchet tho ASHP st by clidrs deve 910 @ i ent

devi ce 110 initjate an _associ ation proc y fransmttin n

" esoc? att ook elinsh Hay FulbEEn SoRRaB BTArtiaht BRER R e S on

r esponseand mafexarhiiathd B e thel dihas BEEERS tHRfrdnd. | iRt BéviddEI0aREPCI at i on.
I f the association succeeded, the association response frame may include
an assocflegideowhetherte contemeitempropgspyonepnnedtingreith 4BYPZ2e 110. 20 [0030] The
total tine to conplete a full connectivity sequence, fromthe first probe
request {MW2BEcephftoncapfpleting the pobing process adipoindwicertd ) megrhave tdidestyfybe as

| ong as seygeral, seconds, for exanple, 3 seconds. The probing process

| tsol  migPt 0o ePtherRin @ conee R AP 1 G s Brpre oo pve TR IaMPY e ent
r espongedégeadBs odld debitdimechiffth A6 ERInkAO parfibiilhNebti bk, IRVAE Siiplé t Y
sequence is unknown, and therefore, during ?he entire connectivity 25

sequence¢xampie fribis precgssh alient devipe 1 Hbmay sendrasc anthentigagian resugstd fieasnot be in
"s| eep’ te .. ] i t
e anpuAP 102 i ih FesBORE Bl GBI afiiladdoh BYpR0 Y 0 1R CR0C

connect i thctayitiraricition @edpon e franelistrdesict N¢0 povissiat ©r@ednédd withaAR er y

216. 8 [?&iéb The 802. 11 standard expl.ains that access points transmt
beacon f enfrdevicg 34y Mmayimiliply theassPeiAtien PRECSSEr i ods to announce t he

exi stence of -and to iénphronize_wyreless networks. The format of beacon
fr amedSalfP2Phei r Chetdstics 11Q may pnisiptgas sssoctiéipniprocess Heansmitting an

“association” frame. Inresponse, AP 102 may transmit an “association response” frame

that indicates the success or failure of the association. If the association succeeded, the

association response frame may include an association identification (AID) for client

device 110.

20 [0030] The total time to complete a full connectivity sequence, from the first probe
request to reception of the association response, may vary and may be as long as several
seconds, for example, 3 seconds. The probing process itself may take, for example, 1
second. The timing in which the different response frames arrive at client device 110
during the connectivity sequence is unknown, and therefore, during the entire connectivity

25 sequence, radio 202 may have to be able to receive signals and cannot be in a “sleep” state

{0 conserve POWEL.

{0031} It may be desired to decrease the amount of power consumed by client device
110 while performing a connectivity sequence in order to conserve the power stored in

battery 216.




802. 11 standard. The beacon interval is included in each beacon frane. The
nunber of 5 time units between target beacon transm ssion tines is referred
to as a "beacon interval". [0033] Beacon frames nmay, or may not include the
SSID of the wireless network they belong to. For exanple, beacon franes
transmtted by AP 102 over w reless negwork 112 nmay contain the SSID
associated with wireless network 112. In addition, each beacon frane also
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sought network. In passive scanning, WLAN controller 204 listens for beacon frames, one
communication channel at a time. If a beacon frame including the SSID of the sought

20 wireless network is received, WLAN controller 204 may initiate an authentication process
and, if the authentication process is successfuiil, may initiate an association process with the
access point that sent the beacon frame. If a beacon frame not including any SSID is
received, WLAN controller 204 may initiate a connectivity sequence by sending a probe
request on the communication channel of the received beacon frame. If the profile in the

25 probe response matches the profile stored in WLAN controller 204, WLAN controller 204
may initiate an authentication process.and, if the authentication process is successful, may
initiate an association process with the access point that sent the probe response. 1f the
profile in the probe response matches the SSID of the profile stored in WLAN controller
204, but does not maich other characteristics of that profile, or if the profile in the probe

30 response does not match the SSID of the profile stored in WLAN controller 204, then

WLAN controller 204 may proceed to passively scan on the next communication channel.




WLAN controller 204 to report having successfully associated with the
sought wireless network. If no such report is received during this
predefined period of time (tined using a tiner 218 in processor 210),
client device 110 may take additional action, such as, for 5 exanple,
progranm ng into WLAN control ler 204 tge profile of an additional wreless
network to search for, or putting radio 202 into a sleep state. [0035] If
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110 woul WIeN comgplicr €04 torepait hating sdidekdsfipilyededdinediwit thosught wirdtessbef or e
taking additional action. 10 [0036] Figure is a flowhart of an exenplary
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fail ed tBigdtestover any access points with the particular wreless network
name in the probe requests of the active scanning. Consequently, if no
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due to the active scanning, client device 110 will be notified of such

sooner 3t Befiyork ngme oy LAGY p@drodlsr 304.30 on passi ve scanning. 10

[0038] At 304, client device 110 may initiate active scanning for the particular
wireless network name during passive scanning for a wireless network that matches the
profile stored in WLAN controller 204 at 302. Active scanning for the particular wireless
network name may include transmitting one or more probe requests, each of the probe

20 requests transmitted on a different communication channel.

'[0039] In active scanning, WLAN controller 204 does not wait for the receipt of a
beacon frame in order to transmit the probe request. Morcover, WLAN controller 204
reports back to processor 210 as soon as WLAN controller 204 has succeeded in
discovering an access point with the particular wireless network name in the probe requests
25 ofthe active scanning. Similarly, WLAN controller 204 reports back to processor 210 as |
soon as WLAN controller 204 has failed to discover any access points with the particular
wireless network name in the probe requests of the active scanning. Consequently, if no
access point with the particular wireless network name has been discovered due to the
active scanning, client device 110 will be notified of such sooner than if it had relied only

30 on passive scanning.




[0040] If processor 210 receives a response that indicates a failure to
di scover any access points with the particular wrel ess network nane
(checked at 306), processor 210 nmy abort the passive scanning at 308.
[0041] Menory 212 may store profiles of nore than one wireless network to
be 5 sought. For exanple, a user of cljgent device 110 may store in nmenory
212 profiles of the wreless networks at the user's hone, the user's
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[0044] If, however, processor 210 receives a response that indicates discovery of one
or more access points with the particular wireless network name (checked at 306), then the
passive scanning, if successful (checked at 312), ought to result in association of client
20 device 110 and the wireless network at 314. If passive scanning is not successful (checked
at 312) despite the discovery of one or more access points with the particular wireless
network name via active scanning, this is an indication that the profile stored in WELAN

controller 204 at 302 is misconfigured (316).

10045] In the event of a misconfigured profile, client device 110 may post an error to
25 the user indicating an invalid configuration in the profile, and/or may automatically omit
that profile from further scans until the user has edited the parameters of the profile

(perhaps changing the authentication setting or the encryption setting).

[0046] While certain features of the invention have been illustrated and described
herein, many modifications, substitutions, changes, and equivalents will now occur to

30 those of ordinary skill in the art within the scope of the appended claims.




11 CGains: 1. Anethod in a wirel ess device (110), the nmethod conpri sing:
initiating active scanning (304) for a particular wrel ess netwrk nane
during passive scanning for a wireless network (112) that matches a
profile stored in a 5 wireless |ocal area network controller (204), said
profile conmprising said particular wirjel ess network nane, wherein active
scanning for said particular wireless network name conprises transmtting
one or ”Eﬁﬁn@rObe requests. 2. The method of claim1, further conpri sing:
10 abortftng—sai d passive scanning (308) upon receipt of a response that
indicates a failure to discover any access points with said particular

w reless,netwotr k. nane, 3. The od of claim?2, .further conprising:
storing <1;1 &W‘F*@?%H{WFS%FS] evweﬁi@,ﬂ}eﬁ%ﬁ%cﬂ?oqug}gess network name in said
wirel ess | ociti-Aingacthes soiking Oy drla@fart A0 Iwiredddd ndtvoil hag dRagsi ve
scanning for a wirel ess network matching said different profile,
initiating paaﬁwwa@uag\fnr@gw@ﬁssmt\ﬂor&i(i?@ﬂ@ﬁmaﬁahe&am@%&@wﬁm aname (309).
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conpri si ng:wizfdesk @ktwrk Agmeeccei pt of a response that indicates di scovery of
one or nore access points (102) with said particular wreless network
name, identifyPE§IacHYe seanping fof saidparticulay wisepssingtivarl nemeEPIPFsesaj d passi ve

canni ng f gj i jation. 12 6. Awrele device (110
cor g kg Syt ARSI £ o o ore O

conprising: a neno o store profiles of one or nore
wireless |ocal area networks (112); a wireless |ocal area network

controlIngﬁgﬁéhKﬁ&ﬁ%ﬁgﬁq hﬂﬂ%yaﬂﬂéﬁgﬂ ssive scanning 5 for wreless
networks matching a profife and ar and%d to support active scanning for
Wi rel @8s net walsdtindhsard paggsave weanairesS 08laipsnréceiya o a réspdnse that indicates a

failure to discover any access points with said particular wireless network name.

3. The method of claim 2, further comprising:
storing a different profile with a different wireless network name in said wireless
local area network controller (204); and
15 during passive scanning for a wireless network matching said different profile,

initiating active scanning for said different wireless network name (309).

4. The method of claim 2, further comprising:
putting a radio (202) of said device (110) into a sleep state (310).

5. The method of claim 1, further comprising:
20 following receipt of a response that indicates discovery of one or more access
points (102) with said particular wireless network name, identifying that said profile is

misconfigured (316) if said passive scanning fails to result in an association.




a processor (210), wherein said nenory (212) is arranged to store
execut abl e code neans (214) which, when executed by said processor (210),
initiates active scanning by said 10 controller (204) for a particul ar

wi rel ess network name during passive scanning by said controller (204) for
a wireless network that matches a profj3e conprising said particular

W reless network nanme, wherein active scanning for said particular wreless
network name conprises transmtting one or nore probe requests. 15 7. The
wrel ess device (110) of claim6, wherein said code neans (214), when
execut ed6by wiselesk qsvisedsEDcoptiging: causes said controller (204) to abort

sai d passive scannin on._receipt of response that .indicates a failure
Co di beover - aneabratu ) Binde s pBte Gopfts LERRE SRt R R aREse notwor k
name. 8. Thewékel(Esy, device (110) of claim7, wherein said code neans
(214), when executed by 20 said processor (210), stores a different
profile with &vdicleselosatarpg netwedscongioller ROhareanged WHUHPIR PESEESCABEW  ar ea

network co , J Nl ' C ' r I i fferent
W rel ess naPhabERR AN rRthibEL bl B E AR HE BEAMBR e B 7 e
network  mabiedlesdthes@irlls Havihies emdelaas Adtivotk ndine;Andrechi ne readabl e medi um

conprising program code neans (214) executable by a 25 processor (210) of
the device (120y0c650RfAl8he of claims 6 to 8 for inplenenting the method of

acress poi nt. (03" SEmRpoLRlD BRRHELER R0 BXRLEID oy e 0%t o any
one of cl aiwiscls wlen&xecuted by said processor (210), initiates active scanning by said
10 controller (204) for a particular wireless network name during passive scanning by said
controller (204) for a wireless network that matches a profile comprising said particular
wireless network name,

wherein active scanning for said particular wireless network name comprises

transmitting one or more probe requests.

15 7. The wireless device (110) of claim 6, wherein said code means (214), when executed by
said processor (210), causes said controller (204) to abort said passive scanning upon
receipt of a response that indicates a failure to discover any access points (102) with said

particular wireless network name.

8. The wireless device (110) of claim 7, wherein said code means (214), when executed by
20 said processor (210), stores a different profile with a different wireless network name in

said wireless local area network controller (204); and initiates active scanning for said

different wireless network name during passive scanning for a wireless local area network

matching said different profile.

9. A machine readable medium comprising program code means (214) executable by a
25 processor (210) of the device (110) of any one of claims 6 to 8 for implementing the

method of any one of claims 1 to 5.

10. A communication system (100) comprising an access point (102) and at least one

wireless device (110) according to any one of claims 6 to 8.




