ENCRYPTI ON APPARATUS, PROGRAM FOR USE THEREW TH, AND
" METHOD FOR USE THEREW TH BACKGROUND OF THE | NVENTI ON
1. Field of the Invention The present ‘i nvention
relates to an encryption apparatus for generating
encryption data, a programfor use therewith, and a
nmet hod for use therewith. 2. Description of the
Rel ated Art For exanpl e, an authentication system
perfornms authentication by using encryption data
generated by an encrypti on apparatus. Based on, for
exanpl e, correspondence table data for indicating a
correspondence rel ationship between input data and
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encrypts the specifigf phpi phextyeadta in order to

generate encryption data. A conventional encryption

apparatus encrypts the above-descri bed specified

pl ai ntext data by a predeterm ned single encryption
BRAORGROUND HOVEHFRIINVENTION above-descri bed conventi ona
“encryption apparatus, since only a single encryption
1. meFheddi st aduptleyentipnt he above- descri bed

correspondence table data and .encryption nethod are
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2. Description of the Related Art

. For example, an authentication system performs
authentication by uéing-encryption data generated by an
encryption apparatus. Based on, for example, correépdndencé
table data for.indicating a correspondence relationship
between .input data and plaintext data, such an encryption
apparatus specifies plaintext data corresponding to the
input data, and encrypts the specified ﬁlaintext data in
- order to generate encryption data. A conventional
eﬁcryption apparatus encrypts the above-described specified
'éiaihtext data by a predetermined single encrypticn method.

However, in the above-described conventional encryption

apparatus, since only a single encryption method.is adopted,
if the above-described correspondence table data and
encryption method are illegally obtained, the encryption
data can be illegally generated. For this reason, in an

authentication system using such an encryption apparatus,



‘there have been demands for preventing encryption data
from being illegally generated and for increasing '
authentication reliability. The present invention has
been made in view of such a situation. An object of
the present invention is to provide an encryption
appar at us capabl e of effectively preventing
- encryption data frombeing illegally generated, a
program for use therewith, and a data processing
apparatus for use therew-tl -To achieve the
above-nentioned object, in a first aspect, the
present. i nvention provides an encryption apparatus
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sel ecting an encryption nethod fromanong a plurality
regfiaghififiévent encryption nethods on the basis of the
identification data; second _selection neans for
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first selection nmeans. In the encryption apparatus in
foacosedaheeswi th, tdrel o idesta aspeetsohgt Apppresentfor use
invention, the first selection nmeans nmay sel ect an
. thegewyphi on method fromanong a plurality

To achieve the above-mentioned object, in a first
aspect, the present invention provides an encryption
apparatus for generating encryption data on the basis of
specified identification data, the encryption apparatus
including: first selection means fér selecting an encryption
method from amoné a plurality of different éncryption
methods on the basis of the identification data; second
selection means for selecting plaintext data to be encrypted
from among a plurality of different pieces of the plaintext
on the basis of the identification data; and encryption
means for obtaining encryption data such that the prlaintext
data selected by the second selection means is encrypted by
the encryption.method selected by the first selection means.

In the encryption apparatus in acco:dance'with the
first aspect of the present invention, thelfirét selection

means may select an encryption method from among a plurality
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of different encryption nmethods on the basis of the
identification data. The second sel ecti on neans nay
select plaintext data to be encrypted from anong a
plurality of different pieces of the plaintext on the
basis of the identification data. The encryption
means may obtain encryption data such that the
pl ai nt ext data sel ected by the second selection neans
is encrypted by the encryption nmethod selected by the
first selection nmeans. in-aszsecond aspect, the present
i nvention provides a programexecuted by a data
processi ng apparatus for generating encryption data
0£0: kRE.DRS 1 & Of see] fladod.dent ifLegtion data, the
progran1ené%? ﬁﬁ’ it a pr ocessi ng apparatus to
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identification data; a second procedure for selecting
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obt ai ni ng encr tlon dat h that the plaintext data
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program in accordance h the”secon

setBerBheSENtnd r‘f&%ﬂ Q1 ddtilbhembhhst procedure of the
program  the data processing apparatus may sel ect an

encriiy istond aspect, the present invention provides a
program executed by a data processing apparatus for
generating encryption data on the basis of specified

identification data, the program enabling the data

‘processing apparatus to execute processing including: a

 first procedure for selecting an encryption method from

among a plurality of different encryption methods on the

basis of the identification data; a second procedure for

~selecting plaintext data to be encrypted from among a -

plurality of different pieces of plaintéxt data on the basis
of the identification data; and a third procedure for

obtaining encryption data such that the plaintext data

‘selected in the second prqcedure is encrypted by the

encryption method selected in the first procedure.
In the program in accordance with the second aspect. cof
the present invention, in the first procedure of the program,

the data processing apparatus may select an encryption



- 4 nmethod fromanong a plurality of different
encryption nethods on the basis of the identification
data. In the second procedure, the data processing
apparatus may select plaintext data to be encrypted
fromanong a plurality of different plaintext data on
the basis of the identification data. In the third
procedure, the data processing apparatus nay obtain
encryption data such that the plaintext data selected
. in the second procedure is egncrypted by the
encryption nethod selected in the first procedure. In
a third aspect, the present invention provides a data
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encryption method selected in the first procedure.

In a third aspect, the present invention provides a
data piocessing method for use with a data proCessing
apparatus for generating encryption data on the basis of
specified identification data, the data processing method
‘ including: a first step of selecting an encryption method
from among a plurality of different encryption methods on
‘the basis of the identification data; a second step of
selecting plain&ext data to be encrypted from among a
plurality of different pieces of plaintext data on the basis
of the idéntification data; and a third step of obtaining
encryption data such that the plaintext data selected in the
second step is encrypted by the encryption method selected
in the first step.

In the data processing method in accordance with the
third aspect of the present invention, in the first step,

the data processing apparatus selects an encryption method



the data processi ng apparatus selects an encryption
method - 5 fromanong a plurality of different
encryption nethods on the basis of the |dent|f|cat|on
data. In the second step, the data processing
apparatus selects plaintext data to be encrypted from
anong a plurality of different pieces of plaintext
~data on the basis of the identification data. In the
third step, the data processing apparatus obtains
encryption data such that _tRe_pl ai ntext data sel ected
in the second step is encrypted by the encryption

net hod selected in the first step. According to the
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1 is a block diagramof a card system
enaegptddngrbm andng sS4 pEnbediingnbfofiifierpneseidces of
invention; Fig. 2 is a block diagramof an IC
Pleppbepbrdsred ¢m the hGicarcd shewidentifcatiorigatay In
illustrates data defined within the I1C shown in Fi g.
the, thigd ater: e ioPHICESRIBPagPRATBF S i Hown

encrypglgn &éta such that the plaintext data selected in the
second step is encrypted by the eﬁcryption method selected
in the first step.

According to the present invention, it is possible to
prévide an encryption apparatus capable of effectively
preventing encryption data from being illegally generated, a
program for use therewith, and a data prdcessing apparatus

for use therewith.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram,of.a card system according to
a first embodiment of the present invenﬁion;

Fig. 2 is a block diagram of an IC incorporated in an
IC card shown in Fig. 1; |

Fig. 3 illustrates data defined within the IC shown in
Fig. 1;

Fig. 4 is a function block diagrém of a SAM shown in
Fig. 1:

Fig. 5A illustrates correspondence table data TDA held



Fig. 5A illustrates correspondence table data TDA held
- 6 by an encryption nethod sel ection section shown
in Fig. 4, Fig. 5Billustrates correspondence table
data TDB held by a plaintext to be encrypted sel ection
section showmn in Fig. 4; Fig. 6 is a flowhart
illustrating an exanple of the operation of the card
systemshown in Fig. 1; Fig. 7 is a flowhart
continuing fromFig. 6 illustrating the exanple of

t he operation of the card_s¥sLen1 shown in Fig. 1;

Fig. 8 is a block diagramof the SAM of the card
system according to the first enbodi nent of the
present invention; and FI% 9 illustrat
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Frmbodi nent Fi g. is a“block diagramof a card system
Fig.of;this enbodlnent As shown in Fig. 1, in the card
system 1, for exanple, after an IC (Integrated
G redgt )6 15 of HrowcBacsr d11a6taating SAML:Sapdeeof the

Application Mddule) 12 perform authentication via a
opesapieer of 1the h@arhaishem ghowessnngiy- 1/ .

" Fig. 7 is a flowchart continuing from ¥Fig. 6
illustrating the example of the operation of the card-system
shown in Fig. 1;

- Fig. 8 is a block diagram of the SAM of the card system
according to the first embodiment of the present invention;
and

Fig. 9 illustrates correspondence table data TbC held

by an encryption section shown in Fig. 8.

DESCRIPTICON OF THE -PREFERRED EMBODIMENTS

A card system according to an embodiment of tbe presént
‘invention is described below.

Fig. 1 is a block diagram of a card system 1 of this
embodiment. As shown in Fig. 1, in the card system 1; for
example, after an IC (Integrated Circuit) 15 of an IC card
10 and a SAM (Secure Application Module} 12 perform
authenticafion via a computer 11, they perform processing

for predetermined services in cooperation. Here, the SAM 12



for predeterm ned services in cooperation. Here,.the
SAM 12 - 7 corresponds to an encryption apparatus of
the present invention, and the IC 15 corresponds to
an out put source of the present invention. The |IC 15,
as W1l be described later, has stored therein data
on various kinds of services received by a user of
the 1C 15 by using the SAM 12 and program file data,
and usage authorization is set to services in which
the file data is used. TheSAM 12 accepts, fromthe
IC 15 via the conputer 11, apparatus identification
data IDM unique to the IC 15 and code CODE for

i dent i f ices to be authenti (speci fied
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on the basis of t

tPRAakns hdeahtibgation data IDM Furthernore., based
on the code CODE, the SAM 12 sel ects plaintext data
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pi eces of plaintext data. Then, the SAM 12 out puts,
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The SAM 12 accepts, from the IC 15 wvia the computer 11,
apparatus identification data IDM unique to the IC 15 and
 c0de CODE for identifying services to be authenticated

(specified services to be received using the IC 15}. The
-SAM 12 selects an encryption methed from among a plurality
of different encryption methods on the basis of the
apparatus identification data IDM. Furthermore, based on
the code CODE, the SAM 12 selects plaintext data to be
"encryptedrfromramongﬁthe plurality of different pieces of
:plaintext data. Then, the SAM 12 outputs; to the IC 15,
encryption data such that the selected plaintext data is
'encrypted by the selected encryption method.

The SAM 12 and the IC 15 perform authentication on the
basis of the encryption data, and perform processing for the
above-described services in cooperation on condition that
the mutual validities are confirmed.

Each component shown in Fig. 1 is described below.



the nutual validities are confirmed. Each conponent
shown in Fig. 1 is described below 8 [ IC 15] Fig. 2
is a block diagramof the I1C 15 incorporated in the
IC card 10 shown in Fig. 1. As shown in Fig. 2, the IC
15 includes, for exanple, an interface 21, a nenory
22, and a CPU 23, these being interconnected with one
another via an internal bus 20. The 1C 15 is, for
exanple, an anti-tanpering electronic circuit, which
is configured in such a waygthat data stored in the
menory 22 and data bei ng processed by the CPU 23
cannot be externally nonitored or tanpered (difficult
éagpfﬁ) The interface 21 perforns input/output of
dat the SAM 12 via the conputer 11. The nenory
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cHeard 10-gFupt bigsmre, Etlg;e_ nenory 22 has stored therein
data and programfile data used for processing
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I C-15 by using the SAM 12. For exanple, as shown in
irkegfage the womorgrRZhasndsieoCed Rer hassyisemg code
SYS C, area code AR C, and service code SER C. The
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is, for examp an an%pd%amperlng electronlc circuit,
which is configured in such a way that data stored in the
memory 22 and data being processed by the CPU 23 cannot be
externally monitored or tampéred (difficult to tamper).

The interface 21 performs input/output of data with the
SAM 12 via the computer 11.

The memory 22, as shown in Fig. 3, has stored therein
“apparatus identification data IDM unique to an individuai ic
card 10.-_Furthermore, the memory 22 has stored therein data
and program file data used for procéssing variocus kinds of
services recéived by the user of the IC 15 by using the SAM
12. |

For example, as shown in Fig. 3, the memory 22 has
stored thefein system code SYS C, area code AR C, and
service code SER_C. The system cﬁde SYS_C, the area code
AR C, and the service‘code SER _C aré_output as codes CODE to
the SAM 12 via the computer 11. In this embodiment, the
codes CODE are used to identify an object for authentication

corresponding to the services specified by the user.



the SAM 12 via the conputer 11. In this enbodi nent,
the codes CODE are used to identify an object for

aut hentication corresponding to the services
specified by the user. - 9 The systemcode SYS Cis
identification data assigned comonly to the SAM 12
bel onging to the sane system Based on the system code
SYS C and key data corresponding to it, the IC 15 and
-the SAM 12 perform nutual authentication. On

condition that the nutual wval idities are confirned,
the access to the IC 15 by the SAM 12 is permtted.
The file data of various kinds of services stored in
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the afea, and the key data. In this enbodi nent, based
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with it, the IC 15 and the SAM 12 perform nut ual

thaufflkeAbi eatli bhe TRM cbhdbar orrm it ueRe apghgatication. On
validities are confirmed, the access to the area hy
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having a hierarchical structure. Each area is associlated
with the area code AR _C for identifying the area, and the
'key data.

In this embodiment, based on the area code AR C and the
key data associated with it, the IC 15 and the SAM 12
perform mutual authentication. On condition that the mutual
validities are confirmed, the access to the area by the SAM_
12 is permitted. Furthermore, the file data for providing
various kinds of services stored in the area is associated
with the service code SER C for identifying the file data,
and.the key data.

In this embodiment, based on the service code SER_C and
~the key data associated with it, the IC 15 and the SAM 12
perform mutual authentication. On condition that the mutual
validities are recognized, the access to the file data by
the SAM 12 is permitted.

Based on the program and the key data read from the



perform nutual authentication. On condition that the
mutual validities are recogni zed, the access to the
file data by the SAM 12 is permtted. Based on the
program and the key data read fromthe - 10 nmenory
22, the CPU 23 exchanges data with the SAM 12 via the
interface 21 and the conputer 11 in order to perform
mutual authentication with the SAM 12. \Wen the CPU
23 confirms the nmutual validities in the
above-descri bed nutual autientication, the CPU 23
perforns processing for services associated with the
key data used in the nutual authentication in
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[ Computer 11]

Upon receiving the indication of services from the user
of the IC card 10 via an operation section (not shown), the
computer 11 reads the apparatus identification data IDM and
the code CODE from the IC 15 of the IC card 10, and outputs
them to the SAM 12.

The codes CODE are system code SYS_C, and the area code
AR C and the service code SER_C, both of which coxrespond to
the indicated services.

In this embodiment, when predetermined services are
specified in response to the operation of the computer 11 by
the user, the computer 11 acéepts, for example, the syétem
code SYS C of the IC 15 as the code CODE from the IC 15, and
outputs it to the SAM 12.

When the mutual validities are confirmed in the mutual
authentication using the system code SYS C between the IC 15

and the SAM 12, then, the computer 11 specifies the area in

which the file data on the specified services is stored, and



outputs it to the SAM 12. Wen the nutual validities
are confirmed in the nutual authentication using the
system code SYS C between the IC 15 and the SAM 12,
then, the conputer 11 specifies the area in which the
file data on the specified services is stored, and -
11 accepts the area code AR -C of the specified area
fromthe IC 15. Wien the nutual validities are
confirmed in the nutual authentication, in which the
area code AR -C is used, between the IC 15 and the
SAM 12, then, the conputer 11 accepts, fromthe IC
15, the service code SER C associated with the file
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15.n which the service code SER Cis used between the

IC 15 and the SAM 12, processing for predeterm ned
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Then, when the mutual validities are confirmed in the
mutual authentication in which the service code SER C is
used between the IC 15 and the SAM 12, processing foi
predetermined services is performed between the IC 15 and
the SAM 12 in cooperation on the basis of the file data.

[ saM 12] . _

Fig. 4 is a block diagram of the SAM 12 shown in Fig. 1.
As shoﬁn in Fig. 4, the sAM 12 includes, for example, an
interface 30, an encryption method selection section 31, an
plaintext to be encrypted selection section 32, and an
encryption section 33. In this embodiment, the interface 30,
the encryption method selection section 31, tﬁe plaintext té
be encrypted selection section 32, and the éncryption
séctiOn 33 are realized by, for example, electronic circuits.

Here, the encryption method selection section 31
corresponds to the first selection means in accordance with

the first aspect of the present invention; the plaintext to

be encrypted selection section 32 corresponds to the second



be encrypted sel ection section 32, and the encryption
section 33 are realized by, for exanple, electronic
circuits. Here, the encryption nmethod sel ection
section 31 corresponds to the first selection neans
in accordance with the first aspect of the present
invention; the plaintext to be encrypted selection
section 32 corresponds to the second - 12 selection
nmeans i n accordance with the second aspect of the
present invention; and the emcryption section 33
corresponds to the encryption neans in accordance
with the first aspect of the present invention. The
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shown in Fig. 5A, the encryption nethod sel ection

The interface 30 ocutputs apparatus identification data
IDM (first identification data of the present invention)
-input from the computer 11 to the encryption method
selection section 31. Furthermore, the interxrface 30 outputs
the code CODE (second identification data of the present
invention) input from the computer 11 to the plaintext to be
encrypted selection section 32. 1In addition, the interface
30 outputs encryption data ED input froﬁ the encryption
section 33 to the computer 11.

As shown in Fig. 5A, the encryption method selection
section.31 has correspondence table data TDA indicating the
encryption methods Ml to Mn corresponding to a plurality of
pieces of the apparatus identification data IDMI1 to IDMn,
respectively. Based on the correspondencé table data TDA
shown in Fig. 5A, the encryption method selection section 31

selects a single or a plurality of encryption methods MI to

Mn corresponding to the appardtus identification data input



section 31 has correspondence table data TDA
indicating the encryption nethods ML to Mh
corresponding to a plurality of pieces of the
apparatus identification data DML to | DWn,
respectively. Based on the correspondence table data
TDA shown in Fig. 5A, the encryption nethod sel ection
section 31 selects a single or a plurality of
encryption nethods ML to M corresponding to the
apparatus identification dajg input - 13 fromthe
interface 30, and outputs sel ection data S31

i ndicating the selected encryption nethod to the
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ensryRidiongmréEpodat al bfening fiframeppedanathengt And opre, for
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encryption nethod is associated as e encryption
tHetEhedntW t(hos@spest eddryihd cappabatysihgeai Ffécati®n one

data IDM of the I1C 15
another. BSuch differences are realized, for example, by
using key data of a different data length for encryption.

In one example, since narrow band characteristics are
required for the apparatus ideptification data IDM of the IC
15 incorporated into, for example, a mobile phone device for
performing wireless communication; the gommon—key_encryption
method is associated as the encryption method. With respect
to the apparatus identification data IDM of the IC 15
incorporated»into the IC card 10 for performing setﬁlements,
the realization of a high level of security takes priority.
Therefore; the public-key encryption method is associated as
the encryption method. The encryption method of this
embodiment may be processing for performing editing on
plaintext data P in addition to an encryption process

performed on the basis of secret key data, public key data,

common key data, and so on.



incorporated into the IC card 10 for performng
settlenments, the realization of a high Ievel of
security takes priority. Therefore, the public-key
encryption nethod is associated as the encryption
met hod. The encryption method of this enbodi nent may
be processing for performng editing on plaintext
data P in addition to an encryption process perforned
on the basis of secret key data, public key data,
conmon key data, and so on. 14 14 - As shown in Fig.
5B, the plaintext to be encrypted selection section
32 has correspondence table data TDB i ndicating

pl ai,nt a 1t m r i.ag.to lurality
o 23aSEbuiou? Ther O SRR B, pRbHURed
sEAWIR saHyahl ¥yoohhf etonte St Basadan Whea DB
correspondence table data TDB shown in Fig. 5B, the
irplidattiext plaiheeencaypi epl sed emih | @y S@Gidrnd2to a
sel ects the plaintext data P1 to Pminput fromthe
pliunadriftacef 89deand@CBEt puThe tivea ivetiett athtipl &lntexPrdasa
"P to the encryption section 33. The encryption
fore %W 133 @HEF?S@% thefprenthtdhta data P i nput from

the_plai.ntext. to be encrypted sel ection section 32 by . -
{ hoPBRERY Y1 BAS et Ht HATHSRSEe 945y 5t A8 eF BRt P BAvlath Fig-

5535 il RL hEQUL! S SOCLYPLLALATRINAG el EhlgoRegh ! on
417 n Torder to generate erncryption data ED, an

sOWIH Shiet ptiQihbBexti el face3®m input from the interface
30, and outputs the selected plaintext data P to the
encryption section 33.

The encryption section 33 encrypts the plaintext data P
input from the plaintext to be encrypted selection section
32 by the encryption method indicated by the selection data
831 input from the encrypticn method selection section 31 in
corder to genefate encryption data ED, and outputs it to the
interface 30. |

An example of the operation of the card system 1 shown
in Fig. 1 is described below.

In step 8T1, a user of the IC card 10 inputs an
indication of services to be received by using the IC card
10 via an operation section (not shown) of the computer 11.

In step STZ? in response to the indication input in
step ST1l, the computer 11 reads the apparatus identification

- data IDM and the code CODE corresponding to the indication

from the memory 22 of the IC 15 of the IC card 10 Shown in
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An exanpl e of the operation of the card system 1 shown

in Fig. 1 is described below. In step ST1l, a user of

the IC card 10 inputs an indication of services to be

received by using the IC card 10 via an operation

section (not shown) of the conputer 11. In step ST2,

in response to the indication input.in step ST1, the

conmputer 11 reads the apparatus identification data

| DM and the code CODE corresponding to the indication

fromthe nmenory 22 of the-1Gs15 of the I1C card 10

shown in - 15 Fig. 2, and outputs themto the SAM 12.

The SAM 12 outputs the apparatus identification data -
rilDVol NBUL KLELHDE hIf old AGR Ihphown bheFhiu 2! QL0

od se 1. i

ncryption me ection section 31. Furthernor

‘thehepSaM: $3s outipht 51 1 ke i O U tGOPEM ARRLLVL Rat BBe

interface 30 to the plaintext to be encrypted
insekr€atbOROSEBbWONIB2Rid N Step tRE3 enkaspdion héehod
correspondence table data TDA shown in Fig. 5A the
sedgeftyphi 6ACHEPROYL sel Butthmrmosst,i ¢ive3$AMsdE ectbpehe the
encryption nethods M to M corresponding to the
coRBpaP BELSTPHENTH | € {OHH R B tApGDel RLaBEPST RO be
utputs_the sele%gion3 ata S31 indicating the
R et Ao d° T 0 tHe Ericryption section 33. In

st epy Sdep Dosed R de C%@eéeeeggsgﬁdé@@é etatiﬁtdea a8 rpa

shown in Fig. 5B, the plaintext to be encrypte
shs@heehi Oy, SEE} | O IhSB)AGKS Haenphakpl exti datfAlidi0 31

Pm correspondi ng
selects the encryption methods M1 to Mn corresponding to the
apparatus identification data IDM input in step ST2, and
outputs the selection data 8§31 indicating the encryption

method to the encryption section 33.

In step ST4, based on the correspondence table data TDB

_ _shown in Fig. 5B, the plaintext to be encrypted selection

section 32 selects the plaintext data Pl to Pm corresponding
to the code CODE input in step STZ2, and outputs the selected
plaintext data P to the encryption section 33. |

In step STS5, the-encryption'Seéfion 33 eﬁérypts the
plaintext data P input from the plaintext to be encrypted
seLection section 32 in step ST4 by the encryption method
indicated by the selection data S31 input from the
encryption method.selection section 31 in step ST3 in order
to generate encryption data ED.

In step ST6, the encryption section 33 outputs the

encryption data ED generated in step ST5 to the computer 11



to the code CODE input in step ST2, and outputs the
sel ected plaintext data P to the encryption section
33. In step STS, the encryption section 33 encrypts
the plaintext data P input fromthe plaintext to be
encrypted selection section 32 in step ST4 by the
encryption nethod indicated by the selection data S31
~input fromthe encryption nethod selection section 31
in step ST3 in order to generate encryption data ED
In step ST6, the encryptiongection 33 outputs the
encryption data ED generated in step ST5 to the
conmputer 11 - 16 via the interface 30. The conputer

.11, out i aput —.enc i t :
vipn B B Py B SRR T BaER G A e
erRRGEYRLHOA dat @y BR, itutid nsstep ST6 by using the key

data corresponding to the encryption data ED i n order

t 0 genetat esTdeaheptord dat af Euet her n®rés cdie CRIB23

encrypts the decrypted data on the basis of
engrggétenniace Keyinatta im sdege STbobyeneiay ethe ey plada

data. The CPU 23 outputs the encrypted data to the
COSARFRONGIATt He it SHHC@ APradd tRhEDCcHRPRTERT 140 geperate
4 steB %IS the SAM 12 aut henticates the validity of

eEREPERY182%h t he basis of the encryption data input

(OIS 40 S80S Lol R e ot or
the basis of predetermined key data in order ito generate
encrypted data. The CPU 23 outputs the encrypted data to
the SAM 12 via the interface 21 and the computer 11.

In step ST8, the SAM 12 authenticates the validity of
the IC 15 on the basis of the encryption data input from the
IC 15 in step ST7.

As has thus been described, according to the SAM 12; as
described with reference to Figs. 4 and 5, in addition to
selecting plaintext data Pl to Pm correspondingrtdrthe
respective codes CQDE, the encryption methods Ml to Mn
corresponding to the respective apparatus identification
data IDM are selected. Therefore, even in the case of the
same code CODE, if the appératus identification data IDM
differs, the encryption data ED obtained by encrypting the
code CODE differs. For this reason, even if the
‘correspondence table data TDB leaks iliegally, the

identification as te¢ which encryption method the plaintext

data P is encrypted with cannot be made, and therefore, the



described wth reference to Figs. 4 and 5, in addition
to selecting plaintext data P1 to Pmcorresponding to
the respective codes CODE, the encryption nethods M
to Mh corresponding to the respective apparatus
identification data |IDM are selected. Therefore, even
in the case of the sane.code CODE, if the apparatus
identification data IDM differs, the encryption data
ED obt ai ned by encrypting the code CODE differs. For
this reason, even if the -cporrespondence table data
TDB leaks illegally, the identification as to which
encryption nmethod the plaintext data P is encrypted

an Eggg, r
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t he flrst |dent|f|cat|on data of the present
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uni que to an |nd|V|duaI IC card 10 is described as an
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accordance with the processi ng

isadbbepihe@tiomn halplies, hNtaddhtion{o the rirstc
identification data unique to

ddentification data may be identification data indicating

the security level of the authentication performed with the
IC card 10 or may be identification data specified in
accordance with the processing load of the authentication.
That is, in addition to the identification data unique to
the individual IC card 10, the identification data shared
ameng a plurality of IC cards 10 hay also be used as the
first identification data of the present invention.

In the above-described embbdiment, the encryption
performed by the encryption sectiocn 33 ol the basis of the
selection data S31 generated by the encryption method
~selection section 31 includes an encryption in which, for
example, the encryption section 33 has individual programs
for a plurality of encryption methods in advance and the
associated program is selected and executed on the basis of
the selection data S31. 1In addition,'the encryption may

also be performed in such a way that the selection data S31



the individual 1C card 10, the identification data
shared anong a plurality of IC cards 10 may al so be
used as the first identification data of the present
invention. In the above-described enbodi nent, the
encryption  perfornmed by the encryption section 33 on
the basis of the selection data S31 generated by the
encryption nmethod selection section 31 includes an
encryption in which, for exanple, the encryption
section 33 has individual-progranms for a plurality of
encryption nethods in advance and the associ at ed
progran1is sel ected and executed on the basis of the
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so be“per orne at t e selection
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sel ection section 31 may generate selection data S31
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plurality of specified encryption nethods on the

prpcaiseteyt pdatadiPrénputereocf, and may output them to the
encryption section 33. In this case, the encryption section’
33 performs an encryption process using a plurality of
specified encryption methods on the plaintext data P input
from the plaintext to be encrypted selection section 32 in
aecordénce with the processing procedure specified by the
selection data 531 in order to generate the encrypted data
ED.

Second FEmbodiment

In the above-described first embodiment, an example is
described in which the encryption section 33 of the SAM 12
Aactually encrypts the plaintext data P input from the
plaintext to be encrypted selection section 32 by the
encryption method indicated by the selection data 831 input
from the encryption method selection section 31 in order to

generate the encryption data ED.

In comparison, an encryption section 33a of a SAM 12a



fromthe plaintext to be encrypted sel ection section
32 in accordance wth the processing procedure
specified by the selection data S31 in order to
generate the encrypted data ED. Second Enbodi nent In
t he above-described first enbodi nent, an exanple is
described in which the encryption section 33 of the
SAM 12 actually encrypts the plaintext data P input
fromthe plaintext to be encrypted selection section
32 by the encryption nethodgindicated by the

sel ection data S31 input from the encryption nethod
sel ection section 31 in order to generate the
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Fig. 8 is a block diagram of the SAM 12a of this
embodiment. As shown in Fig. 8, the SAM 12a includes, for
ekample, an interface 30, an encryption method selectioﬁ
section 31, a plaintext to be encrypted selection section 32,
and the encrypticn section 33a. 1In this embodiment, the
7 encryption section 33a is realized by, for example, an
electronic circult similarly to the interface 30, the
lencryption method selection section 31, and the plaintext to
be encrypted selecticon section 32. Here, the interface 30,
the encryption method selection section 31, and the
.plaintext to be encrypted selection section 32 designated
with the same reference numerals as those in Fig. 4 are
iﬂentical to those in the first embodiment.

The encryption section 33a is described below. The
encryption section 33a has correspondence table data TDC.

Fig. 9 illustrates the correspondence table data TDC

shown in Fig,. 8. In the_corresppndence table data TDC shpwn



section 31, a plaintext to be encrypted sel ection
section 32, and the encryption section-33a. In this
enbodi ment, the encryption section 33a is realized
by, for exanple, an electronic circuit simlarly to
the interface 30, the encryption nethod sel ection
section 31, and the plaintext to be encrypted

sel ection section 32. Here, the interface 30, the
encryption nethod sel ection section 31, and the

pl aintext to be encrypted-sghecti on section 32
designated wth the sane reference nunerals as those
in Fig. 4 are identical to those in the first

5RO BNt The, Snciyil 100 S0t an 333, desarLbed: o,

encr ptl on se as correspondence
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correspondence table data TDC shown in Fig. 8. In the
diGIJtaspQNdencens abdi@r L8 aspHG rShewny- 88 roh &h@. tRe

pl aintext data P is shown in the row direction, and
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correspon ence ta I'nés” the encryption
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data Pl to Pm, respectively.

By referring to the correspondence table data TDC shown
in Fig. 9, the encryption section 33a obtains plaintext data
Px input from the plaintext to be encrypted selection
section 32 and encryption data P-M corresponding toc an
encryption methed My indicated by the selection data 531
input from the encryption method selection section 31, and
outputs them as the encryption data ED to the interface 30.
In the above, X is one of the integers 1 to m, and y is one
of the integers 1 to n.

The card system of this embodiment is identical to the
card system 1 described with reference to the first
embodiment except for the above-described configuration and
operation of the encryption section 33a.

According to this embodiment, since the encryption

-section 33a does not obtain the encryption data ED on the



By referring to the correspondence table data TDC
shown in Fig. 9, the encryption section 33a obtains
pl aintext data Px input fromthe plaintext to be
encrypted sel ection section 32 and encryption data P-M
corresponding to an encryption nethod My indicated by
the selection data S31 input fromthe encryption

nmet hod sel ection section 31, and outputs themas the
encryption data ED to the interface 30. In the above,
X is one of the integers 1 40 m and y is one of the
integers 1 to n. The card systemof this enbodi nent is
identical to the card systeml descri bed. MAth
reference to the first enbodi nent except fo

th
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sHot@ cpearessd f the ganenalting tshetenar $phi oandas afddhed in a
the processing tine of the encryption section 33a can
sﬂmpleshndtemeru o idheragriomypt i on secti on 33a can be
formed in a sinple and small configuration.
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encryption data when plaintext data is encrypted using all

the encryption methods M1l to Mn are defined with regard to
all the plaintext data Pl to Pm. Alternatively, |
correspondence table data TDC in which oniy the encryption
data corresponding to some of the plaintext daﬁa or the
encryption methods is specified with regard to at least one
of the plaintext data P1 to Pm and the encryption methods M1
to Mn may be used. | '

In this case, when the encryption section 33a
determines that the selection data S31 input from the
encryption method selection section 31 and the encryption
data coriesponding to the plaintext data P input from the
plaintext to be encrypted seleCtion section 32 are defined
in the correspondence table data TDC, the enc;yptipn section
" 33a obtains the encryption data on the basis of the
correspondence table data TDC. On the other hand, when the

- encryption section 33a determines that the selection data



the encryption nethods ML to Mh are defined with
regard to all the plaintext data P1 to Pm _
Alternatively, correspondence table data TDC i n which
only the encryption data corresponding to sonme of the
pl ai ntext data or the encryption nethods is specified
wWth regard to at | east one of the plaintext data P1
to Pmand the encryption nmethods ML to M nay be
used. In this case, when the encryption section 33a
determ nes that the selectigpn data S31 input fromthe
encryption nethod sel ection section 31 and the
encryption data corresponding to the plaintext data P

i_nput fro he .plaintext to be encrypted.selecti
SHot] B7E 395 Bttt it G T O epGRibacds Fapl ey the

en%aftg}tl@ﬁ, sggféismﬁym SR Qe 332 0Bt aLASILES by
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section 31 may generate selection data S31 indicating
pldirality of encryption methods rather than a single
encryption method from among the encryption methods M1 to Mn
and the processing procedures thereocf, and may output them
to the encryption section 33a.

In this case, the encryption section 33a generates the
encrypted data ED by performing an encryption process using
a plurality of specified encryption methods on the plaintext
data P input from the plaintext to be encrypted se;ection
section 32 in accordance with the processing procedqre
specified by the seleétioﬁ data S31. |

In the process for performing an encryption pfocess
based on a plurality of encryption methods in this manner,
when the associated encryption data is defined in the
correspondence table data TDC, ﬁhe encryption section 33a
obtains the encryption data from the correspondence fable

data TDC, and when the asscciated encryption data is not

defined, the encryption section 33a does not cancel the



plurality of encryption nmethods rather than a single
encryption nethod from anong the encryption net hods M
to Mh and the processing procedures thereof, and nay
output them to the encryption section 33a. In this
case, the encryption section 33a generates the
encrypted data ED by perform ng an encryption process
using a plurality of specified encryption methods on
the plaintext data P input fromthe plaintext to be
encrypted selection sectiopz32 in accordance with the
processi ng procedure specified by the selection data
S31. In the process for performng an encryption
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encryption net hod
data ED. Such an encryption may also be introduced when an

upgrade 1s installed.

The present invention is not limited to the above-
deécribed embodiments. In the above—déscribed embodiments,
an exaﬁple is described in which the encryption methodr
selection section 31, the plaintext to be encrypted
selecti@n section. 32, and the encryption sections 33 and 33a
are realized as electronic circuits. Alternatively, all or
scme of them may be realized in such a manner that a data
processing apparatus, such as a qomputer, performs
corresponding steps within a program. In this case, for
example, the procedures of steps ST3, ST4, and STS shown in
Fig. 6 are written in the form of a program, and the data
" processing apparatus pefforms the steps, thefeby realizing
the first prqcedure, the second proéedure, and the third
- procedure in accordance with the second aspect of the

present invention.



determ ned in advance in order to generate the
encryption data ED. Such an encryption may al so be

i ntroduced when an upgrade is installed. The present
invention is not limted to the above- descri bed
enbodi ments. In the above-descri bed enbodi nents, an
exanpl e is described in which the encryption met hod
sel ection section 31, the plaintext to be encrypted
sel ection section 32, and the encryption sections 33
and 33a are realized as elegt¥onic circuits.
Alternatively, all or sonme of themmy be realized in
such a manner that a data processing apparatus, such
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program In this case, or exanpl e e procedures of
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present invention. - 24 In the above-described
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to Japanese Patent Application No. JP 2004-004827
filed in the JPO on January 9, 2004, the entire
contents of which being incorporated hereby by
reference. - 25 WHAT IS CLAIMED I'S: 1. An encryption
apparatus for generating encryption data on the basis
of specified identification data, said encryption
apparatus conprising: first selection neans for
sel ecting an encryption .nethod from anong a
plurality of different encryption nethods on the
basis of said identification data; second sel ection
nmeans for selecting plaintext data to be encrypted
fron1anon9 a plurality of different pieces of the

WHATa LRt EXE T8RPt fré* basi s of said identification data;
and encryption neans for obtaining encryption data
such that said plaintext data selected by said second
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" said first selection neans selects said encryption

engeyhtdonnapherbass scafprsiaigdgi:denti ficati on data, and
sai d second sel ection neans sel ects said plaintext
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metheods on the basis of said identification data;
second selection means for selecting plaintext data to
be encrypted from among a plurality of different pieces of
the plaintext on the basis of said identification data; and
lencryption means for cbtaining encrypticn data such
thét said plaintext data selected by said second selection
means 1is encfypted by said encryption method selected by

said first selection means.

2. The encryption apparatus according to Claim 1,
wherein said first selection means selects said encryption
method on the basis of said identification data, and

said second selection means selects said plaintext data
on the basis of identification data differing from said

identificatiqn data.

3. The encryption apparatus according to Claim 2,

wherein said encryption means performs authentication with
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wherei n said encryption neans perforns authentication
wth - 2 6 the output source of said identification
data on the basis of said encryption data, said first
sel ection neans sel ects said encryption nethod on the
basis of said identification data, which is one of
identification data unique to said output source,
identification data indicati g the security level of
said authentication with sard output source, and
identification data indicating the limt of the
rocessi ng |l oad of said .authentication, and said
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t-he_basis of said jdentification data, which is
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The encryption apparatus according to any one of the
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selects a plurality of said encryption nethods and the
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_method used for said encryption of a single piece of
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authentication, and
said second selection means selects said plaintext data
on the basis of said identification data, which is
identification data for identifying an object of said

authentication performed by said encryption means.

4. The encryption apparatus according te any one of
the preceding.claims, wherein said first selection means
selects a plurality of said encryption methods and the
processing procedures thereof as said encryption method used
for said encryption of a single piece of said plaintext
data, and

said encryption means segquentially encrypts said
plaintext data selected by said second selection means by
using said plurality of encryption methods and the
processing procedures thereof selected by said first

selection means.



sel ection neans. - 27 5. The encryption apparatus
according to any one of the preceding clains, wherein
said encryption nmeans encrypts said plaintext data
sel ected by said second sel ection neans by using said
encryption nethod sel ected by said first selection
means in order to generate said encryption data. 6.
The encryption apparatus accefding to any one of the
precedi ng cl ains, wherein said encryption neans refers
to, with regard to the conbination of all or sonme of

id. plurality of different L hods_ and
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to Caim6, wherein, when said encryption data of

said conbi nation corresponding to the selection
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said encryption data by perform ng said encryption on
tbhewt@nbragitdnto the combination of all or some of said
plurality of differént encryption methods and said plurality
of different pieces of plaintext data, correspondence data
indicating the combination and said encryption data
corresponding to the combination, which are made to
correspond to each other, and specifies and obtains said
encryption data of said combination corresponding to the

selection results by said first selection means and said

second selection means.

7. The encryption apparatus according to Claim 6,
whe;ein, when said encryption data of said combination
corresponding to the selection results by said first
selection means and said second selection means does not
exist within said correspondence data, said encryption means
generates said encryption data by performing said encryption

on the combination.



28 8. The encryption apparatus according to any one
of the preceding clains, wherein the encryption
apparatus is an anti-tanpering electronic circuit. 9.
A program executed by a data processing apparatus for
generating encryption data on the basis of specified
identification data, said program conprising: a first
procedure for selecting an eggryption nmet hod from
anong a plurality of differe encryption nmethods on
the basis of said identification data; a second
procedure for selecting plaintext data to be
encr §pt ethe regprardAgna2pParal it 2 ofomginteitentnyi eeesot
| ai nt ext data on the basis of said.identification

of
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second procedur IS encrypte y said encryption

met hod selected in said first procedure. 10. A data
processing nethod for use with a data processing
appaeat us graigrgenexacungdengr ¥ pdaton matce saringheppbastss
of specified identification data, said data process[ng
fowt hedetabbny séngr vt ¥or statst e dhesblagdtsi ng grecifie
.encryption nmethod from anong a plurality of different
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Idengl iéé%légbéggéye_fé%S%electing an encryption method
from among a plurality of different encryption methods on
the basis of said identification data;

a second procedure for selecting plaintext data to be
encrypted from among a plurality of different pieces of
plaintext data on the basis of said identification data; and

a third procedure for obtaining encryption data such
that said plaintext data selected in said second procedure
is encrypted by said encryption method selected in said

first procedure.

10. A data processing method for use with a data
processing apparatus for generating encryption data on the
basis of specified identification data, said data processing
method comprising:

a first step of selecting an encryptionimethod from
among a plurality of different encryption methods on the

basis of said identification data;



a second step of selecting plaintext data to be
encrypted fromanong a plurality of different pieces
of plaintext data on the basis of said identification
data; and a third step of obtaining encryption data
such that said plaintext data selected in said second
step is encrypted by said encryption nethod sel ected
in said first step
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a second step of selecting piaintext data to be
encrypted from among a plurality of different pieces of
plaintext data on the basis of said identification data; and

a third step of obtaining encryption data such that
sald plaintext data selected in said second step is
encrypted by said encryption method selected in said first

step.



