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TRAINING PREDICTION MODELS FOR PREDICTING UNDESIRED
EVENTS DURING EXECUTION OF A PROCESS

FIELD OF THE INVENTION

The invention relates to improving the execution of processes on industrial plants
and/or electric networks, so as to reduce the likelihood of at least one undesired event
occurring.

BACKGROUND

Industrial plants for the execution of industrial processes, as well as electric networks,
are protected by interlock conditions. Such interlock conditions are very frequently used
on equipment to guard against operator errors, like grounding an electric circuit while it
is at the same time energized by the power source (thereby shorting out the power
source to ground). For the execution of processes in the plant or network, there are
more safety interlock rules that enforce certain limits on state variables or other
variables of the plant. For example, if a pressure gauge of a vacuum chamber that
houses a materials processing equipment registers an increase in the pressure beyond
what is acceptable for the system, the equipment may be turned off, so as to prevent
damage to the system.

Safety interlock rules frequently dictate drastic countermeasures against an unsafe
state. For example, the plant or a part thereof may be brutally cut off from the power
supply, irrespective of how tedious or difficult it then becomes to get the process up
and running again. For example, turning off the heat in a chemical reaction vessel may
cause its liquid contents to cool down and solidify. Using the reaction vessel again then
requires a laborious manual removal using hammers and chisels at best, and is
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impossible at worst. The triggering of a safety interlock event may therefore be a major
setback.

OBJECTIVE OF THE INVENTION

It is therefore the objective of the invention to reduce the occurrence of safety interlock
events by allowing to predict the occurrence of such events, and/or by actively avoiding
those events based on such a prediction.

DISCLOSURE OF THE INVENTION

The invention provides a method for training a prediction model for predicting the
likelihood that at least one predetermined undesired event will occur during execution
of a process. The process may be an industrial process that is executed in an industrial
plant, such as a chemical process that converts one or more educts into one or more
products by at least one chemical reaction. The process may also be an electrical
process in an electric network, such as operation of an electric power grid. This method
uses training samples with data that characterizes a state of the industrial process.

In the course of the method, training samples representing states of the process that
do not cause the undesired event are obtained. Operation without undesired events
occurring is the normal operating state of the plant or network; therefore, such training
samples are in plentiful supply. The training samples are labelled with a pre-set low
likelihood of the undesired event occurring, depending on the scale on which this
likelihood is measured. For example, if the likelihood is measured as a probability, it
may be set to a very low non-zero value, rather than to zero, to avoid any divide-by-
zero errors at runtime.

That undesired events are fortunately rare, or do not occur at all, during normal
operation of the plant or network is tied to the misfortune that very little (if any) training
samples for states of the process that trigger such an undesired event are available.
That is, the set of training samples is strongly imbalanced towards training samples
representing normal operation. In order to train a prediction model to reliably predict the
likelihood of an undesired event, a more balanced set of training samples is needed.
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To this end, based at least in part on a process model and a set of predetermined rules
that stipulate in which states of the process there is an increased likelihood of the
undesired event occurring, further training samples are obtained. These further training
samples represent states of the process with an increased likelihood to cause the
undesired event, and are consequently labelled with this increased likelihood.

The process model may be a monolithic model of the process as a whole, but it may
also be composed of sub-models at any desired level of granularity. For example,
different sub-models may predict the future development of different aspects of the
state of the process, which may correspond to different sub-units of the plant or
network. For the sake of clarity, reference will be made to just one process model in the
following.

In particular, the process model may be specifically configured to predict a future
evolution of the state of the process based on at least one current and/or past state of
the process. The so-predicted future states may then, for example, be checked against
the predetermined rules for the occurrence of the undesired event. If the predicted
evolution of the process leads to a state that, according to the predetermined rules, will
cause the undesired event, then the current and/or past state from which this predicted
evolution is determined may be deemed to be causal for the undesired event.

Preferably, the process model may comprise

¢ amachine learning model; and/or

e a simulation model; and/or

e asurrogate approximation of this simulation model.
Which type of process model is most advantageous depends on how much knowledge
about the inner workings of the process (or any part thereof) is available. For example,
if the process is a “black box”, a machine learning model may be trained on inputs to
this “black box” and outputs obtained in response, without a need to dive deeper into
the inner workings of the process. If the inner workings of the process are well known
and understood, a simulation model of the process based on that knowledge about the
process may be used.

Simulation models can predict the future evolution of the process with a high fidelity.
However, this comes at the price that a simulation model may be expensive to
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compute. The complex computations may take several hours or even more. For
avoiding undesired events during the real-time execution of the process, however,
being able to obtain results faster is more important than the highest level of fidelity.”

This is where a surrogate approximation of the simulation model may save large
amounts of computation time. In return for a small sacrifice in fidelity, the computation
may be speeded up so much that it can be even much faster than real-time. This in
turn allows to compute multiple scenarios and explore multiple possible paths on which
the process may evolve, depending on the action taken now. This is somewhat akin to
the lossy compression of audio and video data that takes away some of the quality but
reduces the bandwidth requirement so much that the data may be streamed in real-
time.

Using the process model and the set of rules, the previously scarce set of training
samples for states that may trigger the undesired event may be augmented to an
arbitrary extent, so as to arrive at a more balanced set of training samples. This in turn
allows for a supervised training of the prediction model. In this context, exploiting the
predetermined set of rules yields the further advantage that these rules provide some
level of abstraction from the exact internal behavior of the real process. This exact
internal behavior is not always known. For example, in an industrial plant, some
equipment may be bought and used as a “black box” with abstract technical
specifications without access to its inner workings. A large-scale electricity grid is
composed of many sub-networks that are run by different operators, and the inner
complexity of these sub-networks is hidden behind abstract specifications. Just like the
Earth can be abstracted to a point mass for some astronomical calculations, a power
station may boil down to a handful of quantities, such as a maximum power output and
a slew rate of the power output.

In the course of the supervised training, training samples are provided to be to-be-
trained prediction model. The prediction model then outputs a prediction of the
likelihood for occurrence of the undesired event in a state of the process represented
by the respective sample. A difference between the so-obtained prediction on the one
hand, and the label of the respective sample on the other hand, is rated by means of a
predetermined loss function (or “cost function”). Examples of such loss functions are
the cross-entropy and the log-likelihood.
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Parameters that characterize the behavior of the prediction model are optimized such
that, when predictions on further samples are made, the rating by the loss function is
likely to improve. The training may stop in response to any suitable stopping criterion,
such as the achieving of a certain prediction accuracy on the training samples, a
number of training epochs, or convergence (i.e., failure of the parameters to change
further). For example, in a neural network prediction model, the parameters comprise
weights with which inputs to each neuron are summed to an activation of that neuron.

The predetermined rules may, for example, comprise safety interlock rules that specify
under which circumstances a safety interlock event is to be triggered. Many such safety
interlock rules trigger a safety interlock event in response to certain alarms being raised
in the plant, and/or in response to certain state variables of the plant and/or process
crossing certain pre-set thresholds. In an electric network, sub-networks are usually set
to disconnect from each other if currents between them climb above hard limits. If the
respective condition is met, this invariably leads to the event occurring. That is, the
likelihood of the event occurring is then maximal (i.e., 1 on a scale of probabilities).

Thus, in a particularly advantageous embodiment, the undesired event comprises a
safety interlock event that forces an at least partial stop and/or shutdown of the
process, and/or of the industrial plant or electric network that is executing the process.
Being able to predict these events, which were previously handled in a reactive
manner, allows to handle them in a pro-active manner before they actually occur. For
example, occurrence of these events may be avoided, and/or the consequences may
be mitigated.

For other types of undesired events, the rules that connect states of the process to an
increased likelihood of the event occurring may be softer. For example, each rule may
carry a certain amount of “penalty points”, and if the state of the process meets multiple
rules at once, these “penalty points” accrue. The undesired event may then, for
example, be coupled to the condition that at least a threshold amount of “penalty
points” has accrued. In such a situation, no rule stipulates on its own that the event
shall occur under a certain condition, but each rule that is met increases the likelihood
for the event.
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The likelihood of the undesired event occurring may be measured on any suitable
scale. For example, the likelihood may be measured on a scale of a probability that this
event occurs. This is an easily interpretable scale. Safety requirements, for example,
may stipulate that the probability for certain events needs to be below a certain
threshold.

For avoiding the occurrence of undesired events in real-time process execution,
another notion of the likelihood may also be advantageous: The likelihood may be
measured on a scale of closeness of the state of the process to a state that causes the
undesired event to occur. This gives a direct guidance as to what may be done in order
to reduce the likelihood of undesired events. This is somewhat akin to the risks of
drone operations being measured in terms of closeness to the operations to critical
airspaces or installations on the ground.

In a further advantageous embodiment, the method further comprises determining,
based at least in part on the predetermined rules, which of the variables that
characterize the state of the process have an impact on the likelihood of the undesired
event occurring. These variables, and/or processing results obtained from these
variables, may then be included in the training samples. That is, the state variables
may be pre-filtered to reduce the complexity of the prediction model.

The training samples may, for example, comprise any sort of state variables of the
process. For example, in a chemical process, the state variables may comprise
temperatures, concentrations or other physical properties of substances, pressures, or
mass flows. In an electrical process, the state variables may comprise voltages,
currents, power amounts, temperatures, or switching states of switchable connections.

In a further advantageous embodiment, at least one statistical moment, and/or a time
series, of at least one state variable of the process is included in the training samples.
In particular, some kinds of prediction models, such as recurrent neural networks and
transformer networks, are specifically adapted to process samples comprising time
series, so as to directly learn from trends evident in such time series. Statistical
moments of state variables may be included in the training samples to compress the
information in the state variables.
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In a further particularly advantageous embodiment, the prediction model obtains a
prediction of the likelihood for occurrence of the undesired event at the end of a
predetermined time window based on samples within this time window. In this manner,
a temporal horizon for causality may be set. Also, it is then clear how much time is
remaining for any remedial actions for the purpose of avoiding the undesired event.

In a further particularly advantageous embodiment, the behavior of the trained
prediction model is approximated by means of a surrogate model that is
computationally cheaper to evaluate than the trained prediction model. In this manner,
some of the accuracy of the prediction is traded in for obtaining the prediction faster. In
particular, as discussed before, if the prediction can be obtained faster than in real-
time, multiple candidate actions for avoiding the occurrence of the undesired event may
be tested using the prediction model. That is, “what-if” scenarios may be analyzed, and
the best action may then be implemented on the process.

The ultimate purpose of the trained prediction model is to improve the execution of
processes and pro-actively react to impending occurrences of undesired events, so as
to avoid them. The invention also provides a method for executing a process on at
least one industrial plant or in at least one electric network.

In the course of this method, one or more samples representing a state of the process
are provided to a trained prediction model, and/or to a surrogate approximation thereof,
so as to obtain a prediction of the likelihood for occurrence of the undesired event in a
state of the process represented by the one or more samples.

This prediction is tested against at least one predetermined criterion. For example, this
criterion may comprise a threshold value for the probability of the undesired event
occurring, or for the closeness in parameter space of the current state of the process to
a state that will trigger the undesired event.

In response to the criterion being met, an alarm is outputted to an operator of the
process, and/or the execution of the process is modified with the goal of reducing the
likelihood for occurrence of the undesired event. Such modification may entail a
degradation of the execution. For example, the production rate of a product may be
reduced or halted altogether, or some loads may be shed from the electric network.
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While it is of course most desirable to run the process without any degradation, a
degradation is usually a lot more graceful than the occurrence of a safety interlocking
event. For example, temporarily getting less product out of a chemical process is a far
lesser evil than having to clean out solidified substance from a reactor vessel by
hammer and chisel, and shedding some loads from the electric network is a lot better
than losing power in the network altogether.

In a further particularly advantageous embodiment, in order to modify the execution of
the process, samples representing multiple candidate states of the process that are
different from the current state of the process are provided to the prediction model. This
yields likelihoods for occurrence of the undesired event for the candidate states. That
is, options for states towards which the process might be moved may be explored in a
“what-if” manner. Execution of the process may then be steered towards a candidate
state with the least likelihood of the undesired event as a target state.

Steering the process may, for example, comprise altering set-point values provided to
low-level controllers of the industrial plant or electric network executing the process,
and/or enabling or disabling pieces of equipment or interconnections in the plant or
network.

On many sites where an industrial plant or an electric installation is working to execute
a process, many Internet of Things, 10T, devices are participating in this work. These
devices are communicating with an [oT edge system for the purpose of process
control. This edge system has some processing power for evaluating a prediction
model, but not enough processing power for training such a prediction model. But the
edge system can delegate this work to a cloud platform with more processing power.

Therefore, in a further particularly advantageous embodiment, samples representing
states of the process are collected by an edge system of an industrial plant or other site
that participates in executing the process. The samples are provided to a cloud
platform by the edge system. Based on these samples, the prediction model is trained
and/or updated on the cloud platform. The cloud platform also creates a surrogate
approximation for the trained and/or updated prediction model, and/or an update to
such an already existing approximation. The surrogate approximation, and/or the
update thereto, is provided back to the edge system. On the edge system, the
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surrogate approximation is evaluated, so as to obtain the prediction of the likelihood for
occurrence of the undesired event.

The methods may be wholly or partially computer-implemented. The invention
therefore also relates to one or more computer programs with machine-readable
instructions that, when executed on one or more computers and/or compute instances,
cause the one or more computers to perform one of the methods described above. In
this context, a virtualization platform, a hardware controller, network infrastructure
devices (such as switches, bridges, routers or wireless access points), as well as end
devices in the network (such as sensors, actuators or other industrial field devices) that
are able to execute machine readable instructions are to be regarded as computers as
well.

The invention therefore also relates to a non-transitory storage medium, and/or to a
download product, with the one or more computer programs. A download product is a
product that may be sold in an online shop for immediate fulfilment by download. The
invention also provides one or more computers and/or compute instances with the one
or more computer programs, and/or with the one or more non-transitory machine-
readable storage media and/or download products.

DESCRIPTION OF THE FIGURES

In the following, the invention is illustrated using Figures without any intention to limit
the scope of the invention. The Figures show:

Figure 1. Exemplary embodiment of the method 100 for training a prediction model,
Figure 2: Exemplary embodiment of the method 200 for executing a process;

Figure 3. Exemplary arrangement of an edge system and a cloud platform for keeping
a surrogate approximation of a prediction model updated.

Figure 1 is a schematic flow chart of an exemplary embodiment of the method 100 for
training a prediction model 1. The prediction model 1 is to predict a likelihood that at
least one predetermined undesired event will occur during execution of a process 2.
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In step 110, training samples 3 are obtained. These training samples 3 represent states
of the process 2 that do not cause the undesired event. They are labelled with a pre-set
low likelihood of the undesired event occurring.

In step 120, based at least in part on a process model 2a and a set of predetermined
rules 2b that stipulate in which states of the process 2 there is an increased likelihood
of the undesired event occurring, further training samples 4 are obtained. These further
training samples 4 represent states of the process with an increased likelihood to
cause the undesired event. They are therefore labelled with this increased likelihood.

In step 130, the training samples 3, 4 are provided to the to-be-trained prediction model
1. The prediction model 1 then outputs a prediction 5 of the likelihood for occurrence of
the undesired event in a state of the process 2 that is represented by the respective
sample 3, 4.

In step 140, a difference between the prediction 5 and the label of the respective
sample 3, 4 is rated by means of a predetermined loss function 6. The loss function 6
yields a rating 6a.

In step 150, parameters 1a that characterize the behavior of the prediction model 1 are
optimized such that, when predictions 5 on further samples 3, 4 are made, the rating 6a
by the loss function 6 is likely to improve. The finally trained state of the parameters 1a
is labelled with the reference sign 1a*. These finally optimized parameters 1a*
characterize the behavior of the fully trained prediction model that is labelled with the
reference sign 1*.

In step 160, the behavior of the trained prediction model 1* is approximated by means
of a surrogate model 1** that is computationally cheaper to evaluate than the trained
prediction model 1*.

According to block 111, it may be determined, based at least in part on the
predetermined rules 2b, which of the variables that characterize the state of the
process 2 have an impact on the likelihood of the undesired event occurring. These
variables, and/or processing results obtained from these variables, may then be
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included in the training samples 3 according to block 112, and in the training samples 4
according to block 123.

According to block 113, respectively 124, at least one statistical moment, and/or a time
series, of at least one state variable of the process 2, may be included in the training
samples 3, respectively 4.

According to block 121, the process model 2a may be specifically configured to predict
a future evolution of the state of the process 2 based on at least one current and/or
past state of the process 2.

According to block 122, the process model 2a may comprise:
¢ amachine learning model; and/or
¢ a simulation model; and/or
e asurrogate approximation of this simulation model.

According to block 131, the prediction model 1 may produce a prediction 5 of the
likelihood for occurrence of the undesired event at the end of a predetermined time
window based on samples 3, 4 within this time window.

Figure 2 is a schematic flow chart of an exemplary embodiment of the method 200 for
executing a process 2 on at least one industrial plant or in at least one electric network.

In step 210, one or more samples 7 representing a state of the process 2 are provided
to a trained prediction model 1*, and/or to a surrogate approximation 1** thereof. The
trained prediction model 1*, respectively the surrogate approximation 1**, then outputs
a prediction 5 of the likelihood for occurrence of the undesired event in a state of the
process 2 represented by the one or more samples.

In step 220, the prediction 5 is tested against at least one predetermined criterion 8.

If the criterion 8 is met (truth value 1), in step 230, an alarm may be outputted to an
operator 16 of the process 2. Alternatively or in combination to this, in step 240, the
execution of the process 2 may be modified with the goal of reducing the likelihood for
occurrence of the undesired event.
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According to block 211, samples representing states of the process 2 may be collected
by an edge system 10 of an industrial plant or other site that participates in executing
the process 2. In step 250, the edge system 10 may then provide the samples to a
cloud platform 11.

In step 260, the cloud platform 11 may then train and/or update the prediction model 1
based on the samples 7 received from the edge system 10. The cloud platform 11 may
then create, in step 270, a surrogate approximation 1** for the trained and/or updated
prediction model 1*, and/or an update to such an approximation 1**.

This surrogate approximation 1**, and/or the update thereto, may then be provided
back to the edge system 10 in step 280. On the edge system 10, this new and/or
updated surrogate approximation 1** may then be evaluated to obtain the prediction 5,
according to block 212.

Figure 3 shows an exemplary arrangement of an edge system 10 and a cloud platform
11 that may be used for performing the method 200.

In the example shown in Figure 3, the industrial plant executing the process 2
comprises sensors 12a, actuators 12b and controllers 12¢. Sensors 12a and actuators
12b produce samples 7 of data that is indicative of the state of the process 2. These
samples are ingested and pre-processed by an edge data manager 14 of the edge
system 10. They are passed on to the process control system 13, which in turn
supplies control actions 9 to actuators 12b and controllers 12c¢ to react to the state of
the process 2 reflected in the samples 7.

When determining the control actions 9, the process control system 13 also considers
a prediction 5 outputted by the surrogate approximation 1** as to the likelihood for
occurrence of an undesired event. That is, the process control system 13 may steer, by
means of the control actions 9, the process 2 in a manner that occurrence of the
undesired event is avoided. Also, the process control system 13 is in communication
with an operator 16 of the industrial plant.
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The samples 7 are passed on to the cloud platform 11 where the trained prediction

model 1* resides. They are used to further train this model 1*. After an update to the
prediction model 1*, the cloud platform 11 also generates a corresponding update to
the surrogate approximation 1**. This update is passed back to the edge system 10.

The cloud platform 11 also comprises an operational safety interface 15 by which it is
in communication with the operator 16 of the plant.
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List of reference signs:

1*
1**
1a
1a*

2a
2b

10
11
12a
12b
12¢
13
14
15
16
100
110
111
112
113
120
121

prediction model

fully trained state of model 1

surrogate approximation of trained model 1*

parameters that characterize behavior of prediction model 1
fully optimized state of parameters 1a

process

process model

rules for increased likelihood of undesired events

training samples without increased likelihood of undesired event
training samples with increased likelihood of undesired event
prediction for likelihood of undesired event

loss function

rating by loss function

samples acquired during execution of process 2

criterion for prediction 5

control action

edge system

cloud platform

sensors

actuators

controllers

process control system for process 2

edge data manager

operational safety interface

operator of industrial plant

method for training prediction model 1

obtaining training samples 3

determining variables with impact on likelihood of undesired event
including variables with impact in training samples 3
including statistical moment in training samples 3

obtaining further training samples 4

choosing process model 2a that predicts future state
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122
123
124
130
131
140
150
160
200
210
21
212
220
230
240
241
242
250
260
270
280

-15-

choosing particular kinds of process models 2a

including variables with impact in further training samples 4
including statistical moments in further training samples 4
providing training samples 3, 4 to prediction model 1
obtaining prediction at end of time frame

rating difference between prediction 5 and label of sample 3, 4
optimizing parameters 1a

creating surrogate approximation 1** for trained model 1*
method for executing process 2

providing samples 7 to trained prediction model 1*
collecting samples by edge system 10

evaluating surrogate approximation 1** on edge system 10
testing prediction against criterion 8

outputting alarm to operator 16

modifying execution of process

providing samples for candidate states to prediction model 1
steering process to avoid undesired event

providing samples 7 to cloud platform 11

training and/or updating prediction model 1

creating surrogate approximation 1**

providing update to edge system 10
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A method (100) for training a prediction model (1) for

predicting the likelihood that at least one predetermined undesired event will

occur during execution of a process (2) using training samples (3), wherein

each training sample (3) comprises data that characterizes a state of the

process (2), and the method (100) comprises the steps of:

obtaining (110) training samples (3) representing states of the process (2)
that do not cause the undesired event, and labelling these training samples
with a pre-set low likelihood of the undesired event occurring;
obtaining (120), based at least in part on a process model (2a) and a set of
predetermined rules (2b) that stipulate in which states of the process (2)
there is an increased likelihood of the undesired event occurring, further
training samples (4) representing states of the process (2) with an increased
likelihood to cause the undesired event, and labelling these training samples
(4) with said increased likelihood;
providing (130) training samples (3, 4) to the to-be-trained prediction model
(1), so as to obtain, from the prediction model (1), a prediction (5) of the
likelihood for occurrence of the undesired event in a state of the process (2)
represented by the respective sample (3, 4);
rating (140) a difference between the prediction (5) and the label of the
respective sample (3, 4) by means of a predetermined loss function (6); and
optimizing (150) parameters (1a) that characterize the behavior of the
prediction model (1), such that, when predictions (5) on further samples (3,
4) are made, the rating (6a) by the loss function (6) is likely to improve.

The method (100) of claim 1, wherein the undesired

event comprises a safety interlock event that forces an at least partial stop

and/or shutdown of the process (2), and/or of the industrial plant or electric

network that is executing the process (2).

The method (100) of any one of claims 1 to 2,

wherein the likelihood of the undesired event occurring is measured

on a scale of a probability that the undesired event occurs; and/or
on a scale of closeness of the state of the process (2) to a state that causes
the undesired event to occur.
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The method (100) of any one of claims 1 to 3,
wherein the process model (2a) is specifically configured (121) to predict a
future evolution of the state of the process (2) based on at least one current
and/or past state of the process (2).

The method (100) of any one of claims 1 to 4,
wherein the process model (2a) comprises (122):
¢ amachine learning model; and/or
e asimulation model; and/or
e asurrogate approximation of this simulation model.

The method (100) of any one of claims 1 to 5, further
comprising:

o determining (111), based at least in part on the predetermined rules (2b),
which of the variables that characterize the state of the process (2) have an
impact on the likelihood of the undesired event occurring; and

¢ including (112, 123) these variables, and/or processing results obtained
from these variables, in the training samples (3, 4).

The method (100) of any one of claims 1 to 6, further
comprising: including (113, 124), in the training samples (3, 4), at least one
statistical moment, and/or a time series, of at least one state variable of the
process (2).

The method (100) of any one of claims 1 to 7, further
comprising: obtaining (131), by the prediction model (1), a prediction (5) of the
likelihood for occurrence of the undesired event at the end of a predetermined
time window based on samples (3, 4) within this time window.

The method (100) of any one of claims 1 to 8, further
comprising: approximating (160) the behavior of the trained prediction model
(1*) by means of a surrogate model (1**) that is computationally cheaper to
evaluate than the trained prediction model (1*).

A method (200) for executing a process (2) on at
least one industrial plant or in at least one electric network, comprising the steps
of:

e providing (210) one or more samples (7) representing a state of the process
(2) to a trained prediction model (1*), and/or to a surrogate approximation
(1**) thereof, so as to obtain a prediction (5) of the likelihood for occurrence
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of the undesired event in a state of the process (2) represented by the one
or more samples;

o testing (220) the prediction (5) against at least one predetermined criterion
(8); and

e inresponse to the criterion (8) being met, outputting (230) an alarm to an
operator (16) of the process (2), and/or modifying (240) the execution of the
process (2) with the goal of reducing the likelihood for occurrence of the
undesired event.

The method (100) of claim 10, wherein the modifying

(240) the execution of the process comprises:

e providing (241) samples (7) representing multiple candidate states of the
process (2) that are different from the current state of the process (2) to the
prediction model (1), thereby obtaining likelihoods for occurrence of the
undesired event for the candidate states; and

o steering (242) execution of the process (2) towards a candidate state with
the least likelihood for occurrence of the undesired event as a target state.

The method (100) of claim 11, further comprising:

e collecting (211), by an edge system (10) of an industrial plant or other site
that participates in executing the process (2), samples (7) representing
states of the process (2);

e providing (250), by the edge system (10), the samples (7) to a cloud
platform (11);

¢ training, and/or updating (260), on the cloud platform (11), based on the
samples (7) obtained from the edge system (10), the prediction model (1);

e creating (270), by the cloud platform (11), a surrogate approximation (1**)
for the trained and/or updated prediction model (1*), and/or an update to
such an approximation (1**);

e providing (280), by the cloud platform (11), the surrogate approximation
(1**), and/or the update thereto, to the edge system (10); and

e evaluating (212), on the edge system (10), the surrogate approximation
(1**), so as to obtain the prediction (5) of the likelihood for occurrence of the
undesired event.

A computer program, comprising machine-readable
instructions that, when executed by one or more computers, cause the one or

more computers to perform a method (100, 200) of any one of claims 1 to 12.
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14, A non-transitory machine-readable storage medium,
and/or a download product, with the computer program of claim 13.

15. One or more computers with the computer program
of claim 13, and/or with the non-transitory machine-readable storage medium
and/or download product of claim 14.



