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+COVPUTER-BACKUP—SYSTEM-OPERABL E-WTH-OPENFHTES— Backgroumndof the—
| nventi on This invention relates to a " nethod of operating a

conputer system and in particular to a nethod of providin 5 B%ékup
copi es of WP6R29%0red in a storage device to guard 5§T

possibility of the storage device becom ng faulty or the data becom ng
corrupted, lost, or infected by a computer virus. The invention is
~especially concerned with t he prOV|S|on of backups for personal
computers (PCS). 10 Cbnventlonally in a sinple, single-user
conputer system conprising storage neans such as a hard or fixed disk,
only one appllcatlon progran1has access to t he storage means at any

gizven tinme. The task CuMPDAEKISACKY M SOF : means is
carried out by an application program V\:hl ch w II have 15 excl usi ve use of

t he storage neans V\/m | e carryl ng out the backup operation, since in
such an envi r G i) = RSy | cation can operate unti | the backup
application te'i‘ﬂlé’%.txﬁéntmn relates t¥/4 hnetthﬁd' P rdb@&'&iir@" 20f

mul ti-tasking environnments 20 which allow several applications to operate
si mul t aneous| yFomPUter AYgten. AR PAFFAFRIAY, SRhP CPPTRCAORF SFPEEAPLsers to

share the s paSRUP dPpieH §€Yatd Sidriédl 19 MYragd RvIBED @uaedt han one
application has _concurren e sanme st When this

t t
S buat on ari SBSSoTdre PestiRIGLEY i EHS SHOTRaR TGt e B BRr LR
appl i cati ons. orFohe edaxapbeconing ea@pupcast diosr, gbt infectwdlityyaor del et e a
file current!y fging %geyi s DY IO son APUELEALdAY cllileintBdld cad to

confusi on and potenti al corru ion o t orage neans and
consequent |y f eI pravigion Of dackupssFor personnt&tmtkne G4 ."file | ocking"

and "recong | ocki n%onventhéf{ﬁﬂ?eeih wtsmgwetimgi@-mer SbigiiteSY Sy L O
avoid, in the case of fi ocmg{a nore_ than one appl.ication witing

to a fil e°8Y‘Pr’rsrimﬁh§t‘&%?§§ 5) e Yol ﬁ‘%@k?‘ﬁﬁd FnG AP IS4t | THY

one application program has access to the storage means at any
given time. The task of backing up data stored by the storage
means is carried out by an application program which will have

15 exclusive use of the storage means while carrying out the
backup operation, since in such an environment no other
application can operate until the backup application
terminates.

With the introduction of multi-tasking eavironmentcs

20 wvhich allow several applications to operate simultaneously,
end of network systems, which allow several users to share the
same resources, a Situation may arise where more than one
application has concurrent access to the same storage means.
When this situation arises, there is a possibility of conflict

25 between the applications. For example, one application might
modify or delete a file currently being used by another
application. This would lead to confusion and potentially to
corruption of the storage means and consequently to loss of
data. _

30 Methods known as "file locking* and "record locking®
have been introduced into operating systems to avoid, in the
case of file locking, more than one application writing to a

file or, in the case of record locking, two applications
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€ 2- modi fying the—sarme-area of a given filé. These nethods are
sophi sti cated enough for nbst applications, particularly if each
application only makes relatively m nor changes to files whi ch are
shared and t We@e®296% does not significantly delay 5 ot herPCHSHEY ons
wi shing to access a file or record which is | ocked. However, an
application for periodically backing up data in a conputer system _
where the storage neans are shared, is a special case. The

snal | est unit of data which can be backed ug-is a 10 single file, since

nei t her the backup_application nor the . operating system has know edge
of the internal E'g‘?’u‘ggﬁ‘ﬁet?ﬁ sgme area; pf -2 t%'(?&gséﬁiet' 0'516%/5? FEEa% A4t ed
wi th any applicakopifisticatéd @pbadh for most applicawiddsi iparcittbadlgckap copy

of the file needs_to be.an 15 ‘exact inage af the original _at a particular -
point in tine. e“'toa.??f‘ha“a“‘f-‘i ?rgﬁf Ja Q‘ﬁ%vﬁﬁ(}g}: fv%lc}‘t méFqlof ncshtagﬁ?%m °o§§i?ﬁ ocess
and t he ti nevhaderreosaxed and [theéwpfonk does rwtssigniffichhely idedapnd

the speed of heowiaggl.%ftri@;zg %shﬂ]&stigr%qg%g Q &31PE R Sdkora VHELgiS)‘szyt he

backup application can"be sure that no oth application can no t he
file during the éepsadhg PBewrvess an applicationTfox Reyiadicaldy badeiagupr

application alloga¢£9n20 Sérpter sydrehditd 866 SHraBaMeansRMN sAsréd,
transfer buffer Eroceeds by alternately reading bl ocks of the

nd
source file intoils 2 SPRELHIPEP- and then witing the buffer contents out to
a 25 secondary storaghemeaaiSlest Unias oft decd which aneby savkel, up e a

t fer buf ' fikl up. ' ' ti
Ly ErSTer PuLIoCl Mo ekl UBAEY Sidlkakt 1B, BRG] SpBORALNIn nox 0BT 2L1 00
of the file. operating THpstgnt kanr ikapvirdds of thaudatiemplasrovsinret o il e

to be 30 nodifiehdpebitsd 1@ cOPM B RELHB88ed WBYENDEnY ldppsistiiog DY
considering the exanple of a file which is being copied as a series of

10 bl ocks. If thB*99%8-were to be nodified by a transaction that
requi red changes to tla addixiehi Cthe backay reppostl the Pilxkeeds aitdb8 ait er

g'uggga J én% fyécggegx%ge‘i%gé’e 3t REULiGORAF Le LNS2 SR DD JUIQECSS L4R¢! d
Copying a file is, however, not an instantaneous process and
the time taken .to copy will depend on the size of the file and
the speed of the:copying operation. This leads to a problem
unless the backup application can be sure that no other

20 application can modify the file during the copying process.

To copy a file, a backup application allocates an area
of random access memory (RAM) as a transfer buffer and
ﬁroceeds by alteﬁpacely reading blocks of the source file into
the buffer and then writing the buffer contents out to a

25  secondary storage means.  Unless the file is very small, the
transfer buffer will £ill up several times and the copying
operation will require several read and write operations to
make a complete copy of the file. '

The potential problem caused by allowing the file to be

30 modified during the copying process, may be illustrated by
considering the example of a file which is being copied as a
series of 10 blocks. If the file were to be modified by
a transaction that required changes to the file which
correspond to.bloqks 3 and 8 after blocks 1 to 5 had already

35 been copied, the.éopying process would subsequently copy the



change to block 8 but would not copy the change to block 3 since this
Jbl-eek—had—at+eaty-been—copted before—the ——tramsaction occurred. The™
backup copy will therefore contain - only a partial transaction which
may naeke the backup copy 5 entirely useless, since the a gllcatlon mhlch
"owns" it wodd296s0  probably consider the file to be corrtﬁf

Qur United States Patent No. 5,086,502 discloses a nmet hod of backi ng
up each wite operation as it is nade by maki ng a duplicate wite
operation to a secondary storage 10 neana In addition to this nethod,
there are two ot her ways of backi ng~dp flles on a computer system
havi ng shared storag ile
backi ng up. |a§1gﬁr g?/ebn]t“kn?abust would not c?)?‘ﬁer € L%Sé frtgts;rrll;in‘%)zc \TQCI ng the
fi.l e by denyi ngl!tdaehhzi&block had already tteencousied beforgnohéer user al ready

has. write transacti FHE RS pco}q,pbhfftéh%em c%'hEQﬁE skip
that file or walt unti exc u3|ve wite ac can e
obt ai ned. only a paytiapetbransagbier ivHCROMRY Make Hehe PREXKUAIGPY copyi ng 20

the file, t%he aﬁq&umyammbsat Iﬁ&csaehél%@pweauon which "owns" i@P@L&Li Ng
systemto check nodi fi cations made during the

copy operati orf* 9@%0‘?%563??&{? file o be COrrubtyuere made, then the copy
nmust be repeated or oubainited States Patent Mol es eieppezl.didtloses a  Neit her

e e Lay L LR SRy TRTCIE A

files (partic ase are I'n use
Furt her nore, tw®akingoa duriddate euike copeyation to at aemdewes;ttqmsby | ocked

out whil e jhhe Ragkup izalaaaleiﬁp%o this wltlfbd] ARkl Yare 86 SEGRIRLYs St Or age
devi ces and operatin system conbi nati ons are capable of sustal ned

transfer rat es°%fba°kgn§m‘i’efﬂ%§n OR5A YR BE SYEVET ‘E?é’rmﬁl FRAxed, SHO¥IES ef or e
the tinme tmde@s:t 0 copy a large file is significant. A few .

o el y backi ng.dp- Rt ¢ TBR 19 E5LF L85 BouRRe P o 7Y B RARHERE Ut T he.
procedure for each is diother amsiers from modifying the file by denying them

15 write access. If another user already has write

access, the backup application must either skip
that file or wait until exclusive write access.can
be obtained.

ii} Detect modifications to the file. After copying

20 the file, the backup application can use the

cperating system to check if any meodifications were
made during the copy coperation. If modifications
were made, then the copy must be repeated or that
file skipped.

25 Neither of the latter two methods provides an adequate
solution since many files (particularly database files) are
constantly in use. Furthermore, the two methods require users
to be effectively locked out while the backup takes place.
Additionally, few secondary storage devices and operating

30 system combinations are capable of sustained transfer rates of
more than 15 megabytes (Mb) per minute and therefore the time
taken to copy a large file is significant.

A few application programs do address the problem by
providing methods of safely backing up their own files in a
35 shared environment, but the procedure for each is different.
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; 4- To back up ttrewhot'e storage neans, the backup application
therefore needs to know how each different built-in procedure vvorks or
must rely on manual intervention at an appropriate poi nt

Thus, since WOSERWH application nmust back up a whole W?nce
this nmust not be nodified by another application program during the
backup process, the use of - _prior backup nethods will introduce del ays
into a conputer system havi ng shared storage nmeans. This is
particularly true 10 while large files are 'b“a'cked up. Uni ted
States Patent No. 5, 163,148, .t0 | I's_describes stemin

whi ch, before bacRuB®ot WP £Pe e %\gﬁr@‘?ﬁfége THERS. thefqalc Ps pg’rléé M nto a

consi stent stat ethkoefexeampeds td know howueadlpldd £Epeerat hunlst-alneprmﬁmnred in

connection with S f@ rafi
conpleted. If a%“:’l.Es O%H;’Ilggn QHf ggelfé]%frtgggéfﬁp%g ?%aq % Jﬁm&at I ng,
t hat porti oPeant¢ he origi naI file is copied to a separate part of

the di sk befoge the upgaid,Ngihek @S pRbAGS applfcdtdckUmdl 8HERMp a whdRCKS up
the file by substitutin qg] those portions tﬁat have, 20 been ated by the

ori gi nal portionEitRaanhaaceddiiscByitedot be megitied HyhaRet®Zenwhere on the
di sk. The di sk exppbicdtidn progranhéwdingothe@ldackipl gkocesk| stheohisé hef t r ack

and sectors on t I sk_occupied,by th ) tended t.o i ncl ude
a concordan@gl?ﬁlbaatqq‘ﬁa 'f‘?ltg“’?ga‘(v: laﬁﬁtg%(‘:’tc&d%oag e SR 35
copi ed, origi nal system geving nsharedt smoriagecheansd sm;xts)us partxk:gz;atlwonsuef

t he updat ed portigpse WY [y eltly 4 from whi ch they were
copi ed. evm!%]ger?nat | %ﬁ%{ﬁggt g?l‘?p ‘Appl i cation No. PCT/ GB94/01S81,

publ i shed on 20 July 19viednfetteshBateny] Neatd.df3ns48 3o Wabls degcoipes a
descri bes a met hadcmp @@etaﬁlﬂgwm@omt&e iba\ékﬂg of a 8iBd @oRgendieyi ERe

shared between s | i cat,i on aI SO _conpsj ses a
backup process i %&iﬁd’ﬁg’})’g“ﬁ%&&g gs‘“%l ﬁ’f%ﬁ% %@r g changes
made to the dat amohtigie opers&mnagadﬂquéremuhecdarheebamkuqitprmcess S

execul ing. The 3rafifik¥idnl Sclliethi G5 fraRBbnd Nedabiprieen. Dhs I°

portion of a file being backed up requires updating, that

portion of the original file is copied to a separate part of -

the disk before the updating takes place. The backup program
- backs up the file by substituting those portions that have

20 been updated by the original portions that have been copied
and retained elsewhere on the disk. The disk extent map,
which normally holds a list of the track and sectors on the
dxsk occupied by that file, is extended to include a
concordance relating the track and sector locations of the

25 copied, original file portions to the track and sector
locations of the updated portions which occupy the areas from
which they were copied.

Our International Patent Application No. PCT/GB94/01581,
published on 20 July 1995 under the Publication No.

30 WO95/19599, describes a method of operating a computer having
a storage device shared between several application programs,
which also comprises a backup process including a process for
maintaining a record of changes made to the data on the
storage device while the backup process is executing. The

35 record is used to ensure that the data seen by the backup
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; breeess—goes—rot—chanrge—whi-t e | t—s—execut rag—whi+e- al | owi ng ot-her-
processes to continue to update the storage device normal |y, thereby
avoi di ng del ays associated with file | ocking - techni ques. The
addi t i onal woenessdons are executed at the 5 level of tRETGHMW6IIng
systeminterface of the mcroconputer in such a manner that nornal
use of the computer is : unaffected. In that nmethod a backup process
is operable to - issue a start S|gnal and a stop signal and to perform
at | east one. backup read operation” $6 read ori ginal data fromthe 10
st orage means, t n bk |t (CPU)
perfornms at - e%st oneg%f)ér]% %/rlal%?e %J’gi%a ?o}rﬁé aexe%?&?gﬁﬁ-;? ge cf"e:{‘tlgwkUDQL

peri odi cal | y teFherpprogassesar e qmtmee $iconpdate the sgoyage dawicat | east one
normal read Opgddlah®p, lihekEBY g@:ézng delE{rQnaJsQ%:ﬁEch AR "BARS 10cKing

After receiving said start signal, an interception operation s
performed to |rRONIERES ¢ hThoradditipaalooPERatians are exesufpd 3¢ §B%a to a
secondary st orngeiaseackyf obbeaﬁhgr aw:emaﬂserface 6P the hcRiRmphve t he

original data y\,hlchhwould oth W|se %tp rwitten by the wite
operation. A rgedrfot magEet ; i t2f5°"ﬁé‘r #£8n t EFAPPHETt He secondary area

i s maintained tmactﬁeoned Inpﬂ‘[a‘t:omm:gi anbaditupt peobes up 'apni:menﬁd read
operel o7, g+ 4650 Gubdl ShS'S OB S 580 LA TGATME el

pri mary secon orage a recor
this way the RRekBacHtREead ¢P§rme d'@draM lexigdaal maZ&onor-hgl nal dat a in

the state it V&%rhgelzﬁmglaéed YeReTia 4iSk. TheSidddral! ghtesiAgy i SSUEd. In
this instance, record defines the file portions in terns

of file record® éwgcpm Peﬁf)‘?r"lsnafe}??sstof’n? RRrmal N idec PReratdeRt ¥ns on t he
di sk. This wriaeodaisa pesbbdivallipaio @apriidryCaiéa tdre th€Cfodtage held in

terms 30 of I g track and ector,. and prow es certain
advant ages. Heilkis, acr%‘?gel?aesgo % Jieaprat afﬁ CBRPTT B ] 1P g‘a"‘}ea in
whi ch t he Srepsthei@torage seened and a mappl ng reference between the

actual |ogation of gk rbsbiwidhasMW gehse i Ji Eﬁﬁﬁedﬁl q&@%f&ggméé

Alternatively the second data ma a/ be recorde
peratlon is performed to intercept the write operation, and

to wr1tg data tg a secondary. storage area of the storage means
S0 as to preser#é:the original data which would otherwise be
overwritten by the write operation. A record of the file

20 portioas written to the secondary area is maintained and, on
performing one df:the backup agd normal read operations, the
record i$ interrbéated to read data from one of the primary
and the'secondaryistorage areas according to the record. In
this way the baékﬁp process is provided with preserved

25 original data inéthe state it was in immediately before the
start signal was issued. In this instance, however, the
record defines the file portions in terms of file records and
not in té:ms of gfack and sector locations on the disk. This
avoids problems that can arise if the record is held in terms

30 of disk location, i.e., track and sector, and provides certain
advantages.

The record preferably compr;ses a delta area in which
the first ‘data is. stored and a mapplng reference between the
actual location ef the first data and its intended location.

3§ Alternatively theéS?eond data may be recorded in the delta
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area and ot her applicatt+ons—ay continue to wite to the - I nt ended

| ocation on the storage device. The delta area is preferably a
different area of the sane storage device, e.g. hard disk. The

addi tional Swoospsssati ons required are advant ageously st or eBCHEBY®& at ed
at an operating systeminterface |evel of the conputer system | f
the software is stored at the operating systemlevel, it can be nade
transparent to the user so as not to affect application software. 10
This backup recording can be stored in a varbety of storage neans, for
exanple a tape drive, optical disk, or in anot her area of the basic
storage nedi um (&2 BR? FREK FPRIZSations FRY FIRLHIBUG (AT e SPetB®red in
conventi onal nmannfcended locabidiRhythé ddeeage \denticen 15 The present
I nvention provides inprovenents_whi ch ar appl Lgabl th or egoi ng
nmethods. First, it is &ge ‘{Et?e%ﬁﬁar é‘ﬁﬁﬂ’f&teﬁg?hf ﬁgagg?argr%%i ég%abloe [:%e

di stingui sh read same stexpgestevicie,che ag.i pandtdiskr onThehadBitiamalpr ogram from

read req yesto"be\gfg;gf%]&gggﬁ{@deai-é %ﬁﬁz%ﬁgg%xjeﬁa&ﬂd) RpeYbidf ogBY 20

be runni ng. Irst aspect t nt 1 nvention provides a

met hod of oper at ¥y ReFREMSPFHRESs dRterfasa LerRIucErthy SPBPHLET SYSke™udi ng an

instruction mMenoryg tfeCé&dlicivate HLGESSENALUBRS cpadlating BySt&d A@0elEaARS, the

met hod conprising the steps of: 25 Erovi gl n‘gsa backup Eroce%%, runni ng on
t'TGs § NOEaFT Afghtl

the conputer syst@f °® MadghFEIPSPRTERR R EES s§8e% and a
stop signal applicaticmlusofdwareast one backup read instruction to read.
original datg,fromthe,stor ~sRrovidi fi L.nstryctions
stored in thgorrermry tgﬁ?%eb%gg‘r#?%l@gﬁ?g{cge\éggngeqf(sogigj%ijtn ?ouckg'tfs?g %‘*he

central processi rRFouage meangerfagr sxamplecastape drive. wmethedl ddad, opredati on
to read data fromddiRe s 4¥e@06s ThRNBasic stBPAdH HeBillt, A0hE8E A BhciHR) Bas

witten to the storage means, to rel ate corresponding areas in a
primary storage 31%8% Bdq j& may be; pesfpredelm Lopxgn %’é&o’gﬂ%ﬁf’stor age area
of the storage

15 The present invention provides improvements which are
applicable to the foregoiﬁgfmethods. First, it is a
requirement that the syscémzis able to distinguish read
requests which originate from the backup program from read
requests which originate from the other applications which may

20 be running.

In a first aspect the present invention provides a
ﬁethod of operating a microprocessor-based computer system
including an instruction mgwory, a central processing unit and
a storage means, the method_ccmprising the steps of:

25 providing a backup process} running on the computer system,
which is operable to issue a start signal and a stop signal
and to issue at least one baékup read instruction to read
original data from the sto:égz means; providing f£irst
instructions stored in the;@émory to the central processing

30 unit to cause the central pfécessing unit to perform at least
one normal read operation éd?fead data from the storage means;
maintaining a record of dataﬁwwitten to the storage means, to
relate corresponding areas in a primary storage area of the

storage means and a secondary storage area of the storage
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o 7- reans—and after—recei ving—the start—srgmat—omTeECceiving a —
read instruction determ ning whether the read instruction relates to a
backup read operation or a normal read operation, and on performng
one of thewomskegsoand normal read 5 operations, interrog@CEEoMEStecord
to read data from one of the primary and the secondary storage areas
according to the record, and on perform ng the other of the backup and
nor mal read operations, reading data.,fromthe primary storage area,
the step of determ ning whet her the read imstruction reI ates 10 to a

backup read oPgRaLL on ok Seddd UBLA0 ORF'RRFOLignay GRTRERSTM, e st ep

of | ooking at e area of nenor rea I nst tion
origi nates to deadrinstruction detemmwhetwerh@qoureg*ﬁ aRsSkEReRriemi ti at ed

the read instr E&Qié&!“s to a backup rddd Bpéfm%ﬂ éi'taehlai\&:élla:e%apéﬁérétfxohhe
I nvention there is provided a' net hod o%mferatlng a

m. croprocessorﬂﬁés%ﬁpesmlé’ﬁ one of;Lhe HAGKHP| B HGTER: i588€Cr ucti on nenory,
a central [y ocepskiions, intakodilng sh@rmeraews:eaaruaacamt@fe BEL Wor K-

th t hod t h f: din b k

Funning . oRf RELRBTE R SBpcTreRy lforest sinah el E58: art 20
signal and a stregowsi,gaad om@etﬁommetm dthast o rtdebbadkyp aaachormal
instruction to ég@%&g&kgid&@n gﬁéﬁ”g BEH:J hzgroﬁt E’ﬂé%‘%zﬁ?ﬁ}'%mra ge d¥eqyi ding

first instructions Store processing unit
to cause the cEherifepprdcietsrniping yhether tthe pesado ARsEuAtdast FedddeRor mal

read oper ajo ONgh0a m@ﬂupaéeaﬁépéf&%ah&%t%eﬂﬁ %aasopéﬁ't%ﬁl ning a record -
of data witten .  to the storage neaps, to relate c rres gl ng areas in -

a primary SPBREEGIDE e SFep %PS’FHQ% atethR a8 st or age
area of the steonhge chmaresd andcaidrabnr efigjiviangs tda:edet:em&har thei gnal on

receiving a reas ARl UL SSLARILALAD 0 s DRL 118 Lsadedabhuct i on

relates to a bac Ion_or a nornal fea oera I on, and on
perform ng one of Im Bheem@kabtmtﬁm resipect aRf G]berm‘fmwnlmeeqer dgat i ng

the r egor dpi&rilsaada dﬁé@oar&fﬂogaeaeingt RempPéidPbYesdtt -bhSed QiBdREY
storage areas accordl ng.to the record, and on pérform ng_the 35 other of

the backup andS¥RFSfafnfiding,an al‘t’ﬁsﬁﬁgc""r"é‘aﬂﬁ‘?'@"yda?acentral processing

unit and a storage means, in a computer network; the method
comérising the steps of: providing a backup process, running
on tﬁe computer system, which is operable to issue a start

20 sigﬁ&i and a stop signal and to issue at least one backup read
ins;tuctian to read original data from the storage means;
providing first instructions stored in the memory to the
central processing unit to cause the central processing unit
to perform at least one normal read operation to read data

35  from the storage means; maintaining a record of data written
to the storage means, to relate corresponding areas in a
primary storage area of the:étorage means and a secondary
storage area of the storage means; and after receiving the
start signal, on receiving a read instruction determining

30 whether the read instruction relates to a backup read
operation or a normal read obgration, gnd on performing one of
the backup and normal read operations, ihterrogating the
record to read data from one of the primary and the secondary
storage areas according to the record, and on performing the

35 other of the backup and normal read operations, reading data
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8- fromthe primary—storage area; and wherein the inprovenent
conprises allocating to the backup process a uni que user

i dentification, whereby the step of determ ning whether the rleqag
instructi on r¥Q3«e6S%k 0 a backup read operation or a S nor 1

operation conprises determ ning whet her the read operation is
requested by a user with the said uni que user i dentification.
A potential problemwth the method of the egrlier application is that

it may be unable to provide the desired 10 backup operation on a given

file because that fi:bIhQ:HeS pPPRiy Storage 8004 NClanaPPhd:edhi b iMpPEdvdneat
access to the file backup process is denied by the operating

system 'F%riagetshﬂ‘%f’%ﬁ@%tt%lth? HRAGKUPEREPIRTE AHTUFUR U ef er abl v
used in conjuncti agentificabeod ORgOeNYd the PELS o8f dddedmibing wheeidy @he there
i's provided a met hod of CrOpracess r-bas%d conput er

er
system i ncl udi ng ARt %Bﬁ”b"ﬁ’ gefatrﬁ,?nﬁ?y SCRRL YR ﬁ? S8y Ghit and a
storage neans,st heormal rreaf ocpegakpen sqongrim slteep:sn:g:hngpvlw:hdrnqxea rBagkup

process, rU““bBQré’é’ioh“?s%HL@é %%FL%Qef/"QiEﬂ dhe ORES Ak Gud Q;s'e%sue a
20 start signal and a stop signal and fo performat |est one backup
read operation tolﬁm%cﬁgi%l data fromthe storage nmeans; and

providing instructions $tykedeidl pBSLITREYh tehe! RBthoa obCtid ahrPigcessi ng

unit to cause the _ce traI roce 5| ng unit perform | east .on
normal read operaf¥ Pga’os & ma?r’%?n‘f‘ﬁ%?gt'iﬁ EEjBV’réaﬁ g‘%‘ﬁ"rd'es
providing fil® opbam':mq: mpaﬁ&::fcmr on a gclpening.eabécétset ehdre ﬂi&&dl.‘b)bp&nnw mal

read operati on afuoene SN 10h36ECWchOchI® aLELSS o BhDY1ac0B) iter at] ons.

wherein t he i nprovene i'ses provi di nmeans assocl W th the
backup process \AhP%‘F#‘m Prbress tlhed%ﬁﬁl hy ﬁnmepeml@s sYREem-| e 30 open| ng

means to permt sinultaRequeniRAdspetedE tRe litRehtidn, wh:.éH’;@P
operation and a nornuml, read, operati qn, Fi nal e the backup

method of the earPFed in comjpictiomwithcthe opEsTih aéﬁ%ﬁ’\"'jeg ntkfe to the
file being 15 baﬁkﬁhuiﬁnv\htﬂa'et be fravkded iss methapfabpérarihgea i nvent or has

35 appreciated thaj IHeree i) pREed REQRLEMybeld & i h&ids® ah it uction
memory, a central processing unit and a storage means, the
method comprising the steps of; providing a backup process,
ruming on the computer system, which is operable to issue a

20 start signal and a stop signal and to perform at lest one
backup read operation to read original data from the storage
means; and providing instructions stored in the memory to the
central processing unit to cause the central processing unit
to perform at least cne normal read operation to read data

25 from the storage means; and providing file opening means for
opening a file to be read by a normal read cperation and
denying access to the file by other read operations, wherein
the improvement comprises providing means associated with the
backup process which disables the denying function of the file

30 opening means to permit simultaneous read access to the file
by a backup read operation and a normal read operation.

Finally, while the backup method of the earlier
application can cope with changes made to the file being
backed up while the backup is in operation, the inventor has
3s appreciated that there will be a problem if the file is in the
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- 9- ————precess—of--berng—w i t ten—to—when—tte—backup operation actually”

comences. In a fourth aspect the invention prOV|des a met hod of
operating a nlcroprocessor-based conput er system i ncl udi n

I nstructi owossrzeesp, a central processing unit and a storagﬁn' 9“mwﬁbns t he
nmet hod conprising the steps of: providing a backup process, running on
the conputer system which is operable to i ssue a start signal and a
stop signal and to perform at | east gpe backup read operation to read
original data fromthe 10 storage neans; “and providing I nstructions stored

in said "BIBELs d Sﬁaﬂﬁc%pwén ee%?éétcng Mlidop tepgﬁasnsa@e&aﬁ?tra'

processi ng uni 0 per orm east one norna operation
wite data to chEmeagesage neans; and in which the backup process is

capabl e of operat i nggyigt Qo&ér?%sﬁéé&h;narﬁnmﬁaoacbée%a%%&euoaf& sai-d
I nstructions, wherei n the | nprovenent @"' ses the step of del aying

the issue of a®BRER%ing g atcroprocepsorrbagpd s LEYRFTT dO6PRFRS BRs to a
file to be packastryrtion méiibt? bee:tneeaplpx‘oedssmg unit and Ihetd:ﬁgent i on

drewings. | SeERT o AR PRI BF LR Rifpet: brovidinkta sl o
bl ock di agram ptoegmr xuming:onpmeelcomctee: systemr whiicydlst aperachheve?
Figures 2A and;g éfersﬂk?gfs% ai'&i&skr%&wglw%ﬁﬂ}g%&%yaﬁ&gagé the

operating systemleve a convent i ona er sona ut er
conput er nodi f PRe haskyperead WﬁraﬁlOnaEEMneyﬂqaﬁ faer FEPRoERSOf t he

i nvention mspee&wﬁ )heans, and proanmt_r, Qn%:rﬁcﬁcfnboawm En0§aﬂ met hod for

recordi ng data eration; é a&l
chart of a secBﬁW’é’nﬁé’dFﬂb‘?\tc ]h<?r°°es?‘h§’f3h8ﬁ"0ft°FF§\5$ee said pes
Figure 5 is aptbeaesihgrénid [tosperfiorngatarleasprane menthal ovrite d:ﬂaea:icn
enbodi ment s deﬁgrvi:g%% %EQ t{oetzﬁé e&%@a&@ n@aﬂ!? ee?nd?‘ iﬁngh:fldh the backup
) process is capable of operating with files which are open to
15 access by the said instructions, wherein the improvement
comprises the step of delaying the issue of a start signal
until any series of write operations to a file to be backed up
have been éompleted.
The invention will be described below by way of example

20 with reference to the drawings.

Brief D s oos £ the T :
' zignzg_l'is a block diagram of a personal computer and a
cartridge tape drive;

zigu;gg_za_and_za are diagrams illustrating a system

25 memory map at the operating system level of a conventional
personal computer and a computer modified to operate in
accordance with the method of the invention respectively;

Pigure 3 is a flow chart of a method for recording data
in a backup operation;

30 Blgure 4 is a flow chart of a second embodiment of the
method of Figure 3; and

FPigure 5 is a flow chart illustrating an improvement to
the embodiments described with reference to Figures 3 and 4.
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.- 10- Descri ption of the—Preferred Enbodi nent of the Invention
Referrlng to Figure 1 of the drawi ngs, a personal conmput er 10
typically conprises a central processing unit 12, a random access
nenory 14, anvoas2eese- vol atile storage device 5 in the forBRHFBIOHS! 4
disk drive 16. In this exanple, for the pur pose of providing backup
storage neans, a tape unit 18 is coupled to the conputer 10.

Part of a backup program application is fornﬁd as a recordi ng process
which operates to intercept normal read anal

O wite operatlons fromand to
ont of data

the disk drive 16,1
bet ween the di sk "or . : ,
Before starting to nakﬁeétemmupp é‘opyr@fl spff ':-lllqa drp.h@ngs, a pmgng process

is activated by thg-fagkup @?ﬁdag%f Wséé rc%ngi'éf%&o@éésngzbsknw '1t2e

activity to another area of nown as a ta" area.
del ta nmappi ng talft #apdom accesyMemaryicts ténﬁrﬂ)\ﬂ%e"‘al?tééﬁr-‘if%’lagal ‘Fe‘{#sk

wite operati@ns in the WiraNobay fabeedidkCadivealsed 10 this éleinpdedl €3 thdhi s

tabl e mai ntains a ny en the intended destination on the 20
WPokT16 of e iaade o Brathdint Sitkue B etaan AP, 8y b ate 48 480 1 o
actual storage pesupled donthéecahphiter amea. |If a subsequent wite

operation occurs to ang te% Wi kﬁﬂ:khﬁ @ng_?gya%ﬁ éca{:ﬂg‘ in\*/é%& dOL%a.P entry

in the table, the old ailnt als al
overwitten by tt#@cﬁwlmapaoceﬁsn"'BGCh toperaves tor RetekeeRt gwermae reddhapdrt of

the di sk doegoNOlyrite SgbaYEonHickEm rddBEbUPhe AR¥K | drifei 18 xrasec:ﬁ}eige al |
changes are re-directed to the delta area When a_di sk read

operation is reqiSsPEREDHFOt FRPRFRLKERS ﬂ°"’a%lqaéat’?%ﬁ1'ee¥‘t“fes b5 s Ventdugh
unchanged so t hatandhehélaithedbartet oif e E&nﬂ&ﬁrba@kup appl i cation cones

fromthe original gaitoareagte%tqg tpoe |ena [ ugfcc;t he EII slhlgov&/er when

a disk read operatlon S reque ed"ba ~anot her- ap |cat|on t he
recordi ng procesgefPrdindopercHsss is oameketﬁw Fabllvcﬂtapsmllmatmn &odi sk

write 1o thays ar ¢3-Basedical IAdkSIBLS bBEPIQCESSanbened | HdaEe! QlLEER! | NG
wite operations and, if so, the read

16 known as a "delta" area. A delta mapping table is
maintained to provide a record of all disk write operations
which have been re-directed to the delta area. This table
maintains a mapping between the intended destination on the

20 disk 16 of the data associated with each disk write operation,
and its actual storage pééition in the delta area. 1If a
subsequent write cperation occurs to an area which is already
the subject of an entry in the table, the old data in the
delta area is allowed to be overwritten by the new data. 1In

25 this way, the data on the ﬁéin part of the disk does not
change while a backup coéy‘ié being made, since all changes
are re-directed to the del.t:é_area.

When a disk read ope;#;ion is;requested by the backup

application, it is passed through unchanged so that the data

30 returned to the backup application cémes from the original
data area on the main part of the disk. However, when a disk
read operation is requested by another application, the
recording process first opéfatés to check the table to see if
a disk write to that area has occurred since the process

35 started intercepting write operations and, if so, the read
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1%—————-—Upef—at|0ﬂ-r-s—1*e di rected to thre—correspomndi ng position in the

delta area. If no-wite operation has occurred i.e. that pi ece of
data has not been altered+~since the wite operation I nt erceﬁ)‘tion '
started, tWO®R#S0read operation is passed through unchal?&'é' 51

In this way, changes to data stored on the disk 16 are seen normally
by all applications other -.than the backup application. The backup
application sees data which will not 1fhange until an instruction is

i ssued to stop the recording 10 process nt'ercepti ng read and wite

operati ons. geracion yhen. agg U8 G %P gasaemum %ngd the

recording proceSs 1s activated to return the co uter
oper at i on. Thﬂglﬁ%éﬁeﬁat ilfnnpHexice] SPexafiopclrppocurreddppyi BRAt he changes

stored in the gebdd o3 82cd: %Ehﬁ‘otl@eeﬁpﬁ%l‘iaﬁﬁm%r [3:3 n&ln@a&ﬁe@ar:%ﬁ in the
mai n part of the disk using the mappings stored int table. Wile

the delta iptenrsesion étﬁ‘éF?@ Pi Bt GPQICRGFRELOD & BEFBPR continue to

be i nt er cept edehtouds antsageabove. Wen there are no rmre wite
oper ations which hay ed_to.the nal area, the

i .been | oriqi t
interception of wri tIg‘ 5%%7 éFVOn%P%sgeﬁaF?e%ftgnﬁc 2 °?h%h ﬁ?gnf% F&fat es
convent i onal | yseen normally bgsakl fappﬂheatuqnpromnhanmheabaew d is kept of

t he extens?gﬂee{ea&b thGe DALKID SOV Y1 BE %‘3§Sd§@}5 WA, eﬂo the

software can allow wite operatlons to t:he mal n part d| sf< 16 to
pass through ufRIREFgEACHY B8 IRFIUCHAPR 1?ﬁ'é¢41|t§ks°°9 t'-1‘I§a§‘~‘=‘Ef?é’éhnisacked up

since it woll ﬁﬁod&@gﬁﬁtéﬁbbe:[ng‘ frehaea&lﬁt»&ne opezhef@fs. This reduces the
size of the delta nmm if the area on the main part of

in
The i Sk to which 1B Che BAgEim cogwine Theratithrahet divebaly T subj ect
of an entry i nr&fbrdihg peepEngid abkevatdimtoerdturnnene tdoepusénploey be del et ed

t her eby reduci gg bR F%A_.{E’n ﬁke”rm %:Jr%%kﬁ&%}hagg PJ;%?&%V%%P;onal The

i nvention i s particu
conput ers, eaPRIWénﬁa'fftPr F%‘?n!ﬁs ﬁéPE@Fha?ln the dadfpuresas tasth]) as their

central pr:@cesasgr ogﬂiité GBLl_hé’ai REESCSMU: £ dhe! YRES PavEDEF 1HOPsk 8088,
80286, 80386, 804
6 using the- mappxngs stored in the table. While the delta
changes are be;ng applied, disk write operations continue to
be 1ntercepted:fs described above. When there are no more
write operat;qns;whlch have not been applied to the original
20 data area, thei@nterception of write operations is halted and
the system opetéﬁés conventicnally.

As a furtﬁer improvement, if a record is kept of the
extent to which the backup copying process has progressed, the
software can aii?y-write operations to the main part of the

25 disk 16 to pasqfﬁﬁrough unchanged after that part of the disk
has been‘backedfﬁblsince it will no longer matter if the data
changes.i This_géduces the size of the delta mapping table.
Also if Ehe area-on the main part of the disk to which that
operat1on is dlrected was already the subject of an entry in

30 the mapping table, that entry'may then simply be deleted
thereby reduc;ng the time taken in the restoration phase.

The 1nvention is part;cularly applicable to IBM
compatzble personal computers, i.e. the majority of personal
computers using as the;r central processor unit (CPU)

35 processor chip types numbers 8086, 8088, 80286, 80386, B0486
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-12 - and Pentiumranufactured by Intel, and simlar m croprocessor
based systens. In such conputers, whenever a progran1mﬁshes to access
afileit calls a standard routine which wites data to the disk

Thi's routine, WoiesR%50 n t he case of the DOS 5 operating sysPEHEBSMYwn as
Interrupt 21 hex (INT 21h) is an I ntegral part. of the operating
system The action perforned by the routine, known as the interrupt
handl er routine, depends on the paraneters passed to the routine upon
entry This routine is shown in Figure -34-as forning part of the 10

operating syste Siem e | Ju bei ng
shown by an arrO\ﬁ‘“%Tg %%(’r%mﬁﬁ? aa‘:t&rgg%a g’fwé?lr e e ﬁ%‘%‘]nmg;czj(’: ancé’ W th
the invention, adwisedosypdtems. In syFlamarputers aruelwa;t at heogrpmruishvg
system i nterface dfUbkess £ F% g@lié“ a':!sﬁe A rdBrod il @ﬂérp%néék ¥abeS

environment, 15 this can I'nto the .conpufer as a device driver
usi ng t he COGFEREYisk:.j | Bris routine, whigh indtlkel G?@Pt%r’-’é‘ehagst he

effect of an §nstapeeht Oky ls9stem i\yr ichéwrdl akarairigpt ePl 3eed (Iyr aanpl {LEAAL i Ve
set of instructions, A sinlar technlgue may be used to intercept. an 20

instruction to rdAFegEth BAEPT (RAePREFALH t?YSr:SBI' ack® AFEion PeRFyssi t h an
alternative set afy chétrditin®Nknown as the :.nEBn-upeImtmltersmmanee of

operations provi ?ﬁg’emﬁ%gnﬁrtg?g?fy&"%% PXESQ‘%et‘°OET‘+\rr|p°§‘f§8 z§pown in

the flow chart o rece e program
first 25 checks Thdsdeeutimends iowhein chGUI-:%lIaA B8 épmmgep%rm I°f the it

is, the progngm cheeksidd r?E@&n 3@ Losy%%‘ém' therldry! AaglURip@sed to be
intercepting wite calls. data is witten (step 22) to the

ori ginal data ar &¥T24ih entry P°mt Peing shewn Y 80 AFWei ntfP iSFEEY Bt &d,
t hen the progl’amp&ﬁféhﬁﬁi(&‘neth&i del aacdmwguﬂmbhﬁe (ﬁhzeﬁtf&) hﬁdﬁt&fbnlaﬂ. a

wite has pre\]/rlously‘.)%e g P‘at are .9 |n(i1 ce'lvg
defined in ternsorosped ;% 8?0%': 5P %??ragﬁgglﬂ’s[ fd ’%e SFL(step
28) a wite has beeﬁhmde.npregmaushy, mhpnactme pim ta DOS egfvitrhmmetdl,t a ar ea
30 previouslys mapped i, Waalofal iffo RS computer as a device driver using

the CONFIG.SY¥S. file.

The added software has the effect of an instruction to
write data being replaced by an alternative set of
instructions. A similar technigue may be used to intercept an

20 instruction to read data from the disk and to replace this
also with an alternative set of instructions.

The relevant sequence of operations provided by the
alternative set of instructions is shown in the flow chart of
Figure 3. On receipt of an INT 21h call, the program first

25 checks to determine whether the call is a write call. If it
is, the program checks in step 20 to see if it is supposed to
be intercepting write calls. If not, data is written (step
22) to the original data area 24.

If write calls are being intercepted, then the program

30 checks the delta mapping table (step 26) to see if a write has
previously been made to that area of the original file 24,
defined in terms of specified records or portions in the file.
If (step 28) a write has been made previously, then that part
of the delta area 30 previously mapped to that part of the
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- 13F————ortgttat—Ff+te24 i n the—detta mapprmg—table, isoverwitten—

with the new data (step 32). If wite calls are being
intercepted but a wite has not previ ously been nade to that part of
the origi rmbosmRY6s0 24, S then the wite is added to t hePEHGBEMEY 3 new
area of the delta area is allocated to that piece of data (step 34).
The data is then witten to the new delta area (step 36).

If the call is a read call, the program cﬁ ecks in step 38 whether it

I S supposed to be |ntercept|ng road calls.”1f 10 it is not, then data is

read fromthe (%J‘!@q ?I f:{lé %4 :f]h (t%%eae.'%ta maé?)rﬁegﬁgle. is ové; 2:%% eR’ OQram I S

i ntercepting rea I'n step to see if the
call cane fronvftq#et!}acﬂmpdata (%‘-ﬁpl $2ltion program |f the call did cone

fromthe backup 15 rgppliAthois a%eb@{@&aeep&%%ea bex ot @Ridd ragdastata is
r ead fromthe:original file the read call did not

come from the BREVRGHSLY bee&p‘fﬁqecéf’l Bhat PRzt p‘?ft)g‘ﬁhﬁn?’é’r?éeﬁ% tHe 44t ta mapping
table to see then itheawsitel £s taideletart aabmanaragtewhréa lo® Eﬁe

correspondi ng to that o re a has nJg G o the

delta e“:fatq'(t tgﬁeﬁzf)s ahoc e a'g ng’fltb%l S °Qd§ar é"c?gg e:} ® t he

program passesd&!@!ckswha;t uplmnand thee néart aelt@ azed fatem Mhle ori gi nal

file 24. 11 the rea‘ig ﬁr’i"e RaeR {£; %&E&té’a‘ia t&ﬁ‘e %%&ram che%ﬁs ﬁagmﬁ om the
elta 8].

correct part of the area 3 ste 21h call
i s neither a w8 WBeEher ikois suppgged to béa!-‘lltellcﬁéﬁl#‘-’t readr@aldenedf o t he

nor mal | NTip21hiha@dhé®d then ddt@UlikNfead from the origirdlsecnnchsenbesy nent of
t he invention, when read and wite operations are being intercepted

during the rec40r}d| ng 30 process, I nstead of storing the changed data in
the delta area, Iﬁ/meme pregfam 4 intdreepoimy pa@atli callla, chea iof firdt le i s

made, he of! dhaaa Al ackp 8 Yol e HieUokix? BhE % ARNILED Baciyp o7 1 91 1

file is allowe b An entry ng table
whi ch points tQPPPHEa'éWI’gPﬁa?r%nt Ehttheprall didhgeme rfxgmothe FPéC WP gi nal file

whi ch i's new SHppiedatfbr,Nene program passes to step 40 and data is read
from the original file 24.

;Iiihhe read call did not come from the backup
applicétiqn, the program checks the delta mapping table to see
if a ﬂﬁige tc the area of the original file 24 corresponding

20 to thaf o£-the read call, has been re-directed to the delta
area (step 44). If it has not been re-directed (step 46) the
program passes back to step 40 and the data is read from the
nriginal file 24. If the read has been re-directéd, the data
is readifrpm the correct part of the delta area 30 (step 48).

25 Ik the INT 21h call is neither a write call nor a read
call, tﬁen it is returned to the normal INT 21h handling
routine;

I# a second embodiment of the invention, when read and
write oﬁerations are being intercepted during the recording

30 process, instead of storing the changed data in the delta
area, when the first write to a particular area of a file is
made, the original data is stored in the delta area and the
original’ file is allowed to be changed. An entry is made in

_ the mapping table which points to the original contents of

35 that areé of the original file which is now stored in the
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-14- del ta area—Any subsequent- wite to the sane area of the file
is then ignored by the recording process. Read requests from t he
backup application are then re-directed to the delta area if the
nmappi ng tabl e WOB¢9680s that area of the original file 5  HCIIGHYGO055]
overwitten. In Figure 4, the second enbodi nent is
represented in a flowchart. The chart is simlar to that of Figure 3
W th steps having the sane reference nbl ral denoting a simlar

act.i on. 10 The differences between e two figures (3 and 4) are
as foll owsde'lca are i nterce is_active
(step 38) and . ' the rgad I?ns}'J ﬁgﬁéﬁeﬁg ‘lilhtt? ‘Edthe sa a’%te?oﬂ theefilt a

i s read f r ottt REHAPRPTR bifathe zeearding BW@&She Readelreqv.xdtsste@n 42
15 in Figure 3. the backup applA@a€idd rs!@ferd2el t tel ste

whi ch reads . ?a{h% m‘[ﬂompp ag{ cj[.lnal datngggr‘glgeggggrlgodtﬁg \?e?gﬁtten
for the firs Pping table “indieatss fhapfarepgef che P519mlf EElk t O

f orm new st ep %64 ha® begni overwrdotexor at es an additional wite to the delta
32 is nodified to

P o step ba iy o B be Rl scconq enpoainen® Ch asesuiia thon i ho
del ta area but in§t¥ghare. \Egﬁt@smthes osime lap v ehat hef Figgiaal wilag a area.
25 Thi s seaybdhaﬁiﬁwdhéssa‘ideo%feztéﬂég Mﬁzfa%;%%l 3, 10 es"’}_?nﬁé ax,; ngr g' e

wite request beco s a read and two wites as opp
re-directed wite o “Pne first method. However the second met hod does

not require tie changeghetdlrﬂfdréﬁbédmedﬁ&érﬁthe twPESGuldd RS aRPl)eg.d Q. the
original file oncpoltlggsbackup is 30 conplete. The %él taqmappl ng ?aemag and
the data stored in the delta area may sinply be discarded.

Addi tional |y because ofn stept Aips idfi kéad elmexc@u)\iasamﬁoﬁtéptaape&{h to be

made to recover the féfdNid H8t AHrofO 185 A pover failure)
occurring when t the delta chang e%?&ggu een A I8 fetadig depde

e original data area. Thls is the reverse of step 42

15 in _?‘:Lgure 3.

. An extra step 62 is inserted after step 28 which reads
data from the original data area before it is overwritten for
the flrst time.

. Step 36 of Figure 3 is modified to form new step 64

20 whxch incorporates an additional write to the delta area of
the data read in step 62.

_ Step 32 is modified to form new step 66 which no longer
redlrects the data to overwrite the delta area but instead
wrxtes the data to over the original data area.

25 This second method is slower than the first since each
file write request becomes a read and two writes aé opposed to
the single re-directed write of the first method. However the
second method does not require the changes stored in the delta
area to be applied to the original file once the backup is

30 complete. The delta mapping table and the data stored in the
delta area may simply be discarded. Additionally because of
this difference, provision does not-need to be made to recover
from a fatal condition (such as a power failure) occurring
when the delta changes have not been fully applied to the

35 original data.
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_ PCH-&B96+6665F——— - =15 - o In
the case where the nethod descri bed above forns part of a backup
application, the interception of read operations can_take place within
t he backupwepeereéseti on and need not i nvol ve the use 8FT tat i ng
systemroutine. 5 The detailed inplenentation of a system as
descri bed with reference to Figures 3 and 4 is within the conpetence
of the skilled man in the art, and a{sgull description thereof is
not necessary. If inplemented in M. DOS,” the reader is referred to the

| BM DOS Techni cal R(ﬂ‘eﬁ%g%?ﬁ e LRL “qethgagﬁgggg gml;,gr'hg,tms b%ﬁtft of

required.. vention s preferabl I'ement ed as
t he oper a®f% iy bagiure @applicdtiione| theeAnbgreantign #f read PREragiers of

the original opgl 3hk@%p1ka! #lRHIAIEhe Backiip! APTiBEe Hdh BRECAS D Bot toit,
in the formof a device driver. In the case of Intel, 15 80386 (and higher)

CPU s the i nveltiodNevibRf dseyf AR PRetRidng: Bystem rojtinge highest privil ege

| evel , known az "Ri Eﬂe%staﬂ’ﬂl&d@implemeﬁﬁd&ﬁ_%ﬁ &9 aabysgénemenass&ﬁlbhhe system
is unrestricted. ver, the invention does not rely on any
barticular  WiEOERESEENCECRT JAGUFRE Gt FOF § it NAF AL COR, SRRFCRRERI 95, ba 20
i npl enent ed onclet lskilbadsmensin fthe axwang anfulicdedmdsption thewepfitisr s which
use 68000 and f&“’ﬁég&%w.esncpiﬁl?ﬁnséeg in MS[.-ID-BE, ':’L‘ée%éé’é(}— ﬁ%n be used in

a multi-user environne >ase It 1s preferre at the
i nvention is ERE@rFedfip the IRMPPS oFrrhmdcal tRefererce Mapual dotrol . The

i nvention 194 | |padgreied macbhall , alsi ARiikE@! . backup copy is made, while the -

remai nder of the systemeffectively operates entirely as it woul d as
if the invention weF%e notvepFEde e, zﬁl‘%‘i‘i‘éﬁb%@’r&@e%‘fgd as pary oL ERRss

control there omeracilsngyscean iftiseRf carinchpkiyn being an égesghaas papt oghet her
[ [ articularly

the invention Jj,8 ip:use.or_not. 30 The_invention is

applicable to c%hlil égl&rﬁalgce’%eeraa 23 PR SRR ST s‘ﬁg‘mé%n%ﬂ?é’se,x T+ Exanpl e,
whi ch can tlsﬁeiFari;:;_e tandfmeomqi@e&icbn@dmeortts.thiheasee@@_r d!_stﬁlhat are.
updat ed ang rep3kdethand nifket)2Rb6 £NGeb Shtedtidat Golizand icaldy/ %é’@ce

versions of the record are maintained until the 35  bac up 18 conpl et ed.
The tabl e may FofPaiHIEsF REYADPES Yeyel, known as "Ring 0", where

access to all elements in the system is unrestricted.
However, the invention does not rely on any particular
CPU architecture in order to operate. It can readily be

20 implemented on other systems, for example on Macintosh
computers which use 68000 and PowerPC series CPUs.

The invention can be used in a multi-user environment.
In this case it is preferred that the invention is used in an
environment with file access control. The invention will

25 ensure that an incorrupt backup éopy is made, while the
remainder of the system effectively operates entirely as it
would as if the invention were not present. 1In the absence of
file access control there is a danger of file corruption,
regardless of whether the inve#tion is in use or not.

30 The invention is particularly applicable to files
generated by databases, such aé_ghase. for example, which can
be large and are divided into;ééb?rds. @he records that are
updated are recorded in the table and both updated and
original versions of the record are maintained until the

35 backup is completed. The table may contain, for example, the
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.-16- starting poei-nt in the file at which the updated data starts

and a | ength val ue - corresponding to the quantity of data that S
updated. Alternatively the table nmay contain an identification in
terms of thewodeénsdsey of the updated 5 records. PCHGRIMFH - user
or network situation, when the conputer envi ronnent permts the
identification of a particular user who wi shes to perform a backup,
the nethod may al so include ' the steps ﬂ% recogni zing the user and only
backing up that 10 wuser's files in the way descri bed above. In this way

it is not necgssa.r utgg}ﬁtntlgr ﬁLI c?%?cﬁr sggg%%z}sgggg ¥

t hose rel ating t 8 that eques ource at1 on
The backup net hodsddedengbkdvaibeveonsespbnding taptitd quantity ofpdatat Fht on

files which are gpefpdatley. Orhlftgenémeuyym@nable illyS bhAgiinS Bnbet ween 1 ead

requests originating fromthe backup plication and those originating
from ot her sour cdédentifdcation ipopess 86p‘F1f‘t&fiPBﬁ%tY Phi Sheyupdated n step 42
in Figure 3 o recosdstp 60 in Flgure4 20 Provided the open file

t hod ded t t of the back t th
Source of fead requestld ® MLioser A BFFYPT AL FIITER: D Ene WA p
application ekmmemhlpﬂrmiequﬂ&t sdentiifisaeton divwevmartdcplablusarari ses
i f t he back gt t hp.t 25
! € bac “Phcf‘he i l#é’%ﬁk&&?@b&éﬁ Stné%ec%@’??é&f%ilﬂﬁ Ngaka imch "

of a standard of age or érw se Y
cannot be al t er ethe Ftepsopfivesranidiagopks Ysereand ondigt PaRaXing iy (Fhabs

instead to bg i nué@ﬁv%ntf@ﬁ!ebymadﬂéta aLscnbeaosl&ve In this way i@cgerdance
with a first inprovenent, gcue?ts rom 30 he backugﬁﬁ)pl j catiqQn are

di stingui shed frB?a¥ dﬁ?@?s‘?’@ﬁ grerceph ALl &EFﬂg"taﬁéa 7 B &Rd¥i s (i.
| ooki ng back or those ltp\laﬁhy" ot ehdtdanérfy the area of code which initi at ed
t he

_ _ : ifi i
The backup methods described above which are capable of

15 ope;ating onlfiles which are copen rely on the ability to

| distinguish between read requests originating from the backup
application and those originating from other sources, i.e.
normal applidations. This arises in step 42 in Figure 3 or
steé 60 in Figure 4.

20 . Provided the open file method is provided as an integral
part of the b?ckup applicétion, the source of read regquests
can be readily determined, since the backup application
'knows ! which.requeéts it issues. However a problem arises if
the backup application already exists, for example in the form

25 of agétandard'off-the—shelf package or otherwise in a form in
whi;h%it cannot be altered to accommodate the open-file
method, which has instead to be implemented by additional
code.? -

. In accordance with a first imp;ovemenc, requests from

30 the béckup application are distinguiéhed from other requests
by traclng the chain of events (i.e. looking back or
"ypwards") to identify the area of code which initiated the
read request. In the following example of such a method the
MS.DOS operacihg system will again be used by way of



read request. In the follow ng exanple of such a nethod the VB. DOS
ope%ai—#&g—s—y—s-t—em—vﬁ—l%—&g-a-’r-ﬁ—be uset=by way of——— WO 96/ 29650 —

" PCT/ GB96/ 00651 | -17 -

il lustration; however, simlar techniques can be applied to ot her
oper at i ng wpebeEsENVi r onment s. The read requesPCT/EBINEILt ed by
an I NT 21h call, which would normally go direct to the interrupt
handl er routine. '5 The interrupt handler routine generally has no

know edge of the caller. It is swrpl); told to execute a particular
function and then return to the caIIer ‘'m the Intel CPUs ment i oned

above which arg lgggd?t{%DC?%er%rr'o 1becqmlgu%i..can bgugp:)?rﬁ | céal ly pl aces

the return addy s%to’ the first
instruction ofothes Omﬂtliﬂﬁtsystem emuirpneenthen the function has been
carried out, the ' g andl er i | RET 264 e Hir U turn)

i nstruction, which causes t%% ?% %ﬁ'?g‘%}g tyﬁgnrgﬁurnh L, géjr'%tgs from
the stack and weyd e nemnallycge idizeat GohEhe cknperryBt APHReS ropgine: he
interrupt Randhr iR VRarddri Mﬁqaehgéaeranym@aﬂemkmﬂ@dgé dée caller.

In the systens described above with reference to Figures 3 and 4, the
I NT 21h i nt er ridiSt SAHRY ne IF s*§ SpMRBEFOBT execut%ﬂa[ EPREIT WA set  of
i nstructions. ﬂmcadahtanﬂnthax tra@uin et tﬁésca'&(ierdesnr ithedrrdvelt beud or egoi ng,

these instructions: e adapt ed tlonal deternin he source
of the requestmem:sone lg’f’gfl q%s?g are use (11 Y*srﬁn}rﬁrﬁ?%s\/eﬁgﬁt‘?ﬁ%e

i nt errupt handiugpmatigallyspldames the retuok &dﬁréesewﬁnthe t¥ldereonyrtheaddr ess.
In the casg ofns%stﬁB ahd §§1F|§ae$;ol a&ee'fiPE’USuIé%%uee% %f él?é iaRdraggnent of

the caller |- be stored as the first and second word s on the top of
t he st ack, r‘ﬁ“"-éneat When| s fyRericy pap been, gaFEad BEy thEn outline
of the steps lﬂﬁ‘tekh‘@& lﬂ&naneﬂ\/&s%& lamolzmmi&t:empﬁ rbbinn) | npr ovenent

then 1 ook at TREERIEE oPidh Saifes bR CA co gprraayengh RcbPck. and.
det er mi ne t he addugsarfinom the rdoktdmsl contigalel ekecut ivonderthef revesi bl e ways,
of which the faQLikQﬁ_M NY18LE the interrupt handler need have and indeed has
no kndﬁledgeﬂof'the caller.
Ain the systems described above with reference to Figures'
3 and-é, the INT 21h interrupt routine is replaced by an
alternetive set of instructions. In addition to the functions
20 descriﬁed.in the foregoing, these instructions can be adapted
to addiﬁionally determine the source of the request, as
follows.
fn this improvement the interrupt handler examines the
stack to determ;ne the return address In the case of 80X86
25 series Intel CPUs the code offset and segment of the caller
will be_stored as the first and second words on the top of the
stack, i%e at 88:[sP] and ss-[sp+21 respectively. An outline
of the steps involved in an MS.DOS implementation of this
1mprovement is given as an Appendxx to this description.
30 The routine can then look“at the source of the call, as

defined by the stack, and determine the program which made the
call in a nnmber of possible ways, of which the following are
examples.
iy _Since the code in each version of an
35 off-theqsheif-progiam is the same, various characteristics of



exanpl es: . (i) Since the code in each version of an 35
,of f-the-shel f program—r—s——t—he—sarre various characteristics of WO
96/ 29650 PCT/ GB96/ 00651

-18- the code around the return address can be examined to:

determ ne i fwolke2980 | er is a known backup program The codePCT/GBISMEH g ¢ he
return address is conpared with the code expected fromthe backup
program which is being used, to determne 5 whether there is a match

i ndicating that the call has been made _by the backup program

(i) Al ternativel y, the pr ogr am name cdf -be est abl i shed by

reference to thet Eg a‘gm %&“{ga E%Ds)s c ﬂ aQQ E{}Kc{%nment string

associ ated with B3¢ progr am om t € segrrent S
known and the P@étsanzrtfe ifetie caller Tile 8 kidwn bhbkﬂp phegmv.l r Thesruidest ri ng

to be located, a‘ﬁ%ﬂ g‘g?; s u Iy
described in e t:Eheegtggoo g%ﬁ%%%r’f%%e ‘tybéil kndlr‘%v#sgﬁ%%nﬁgg et al,
pub. Addi sdFeneshe packup) FE&S"&‘!DQ@J-CPSB?\II’GJ-QE)P%Q%W Aetggmimghapt er 15
7, especially paﬂﬂ%her the386is32%9match indicatingNchdte ctasealaf habekedn NY

systens ot her t identity of the caller may be
‘det er mi ned from“ﬁaﬁe?y ﬁa%%pspmgraubn the stack, including connection
nunbers, task identityif0 nunbmmapim:assthelr:mbgsamnﬂuehead iHee. I n
certain operati S . v

'L%:abnsn%\é Lf%fe%?&a koY Bhd apQJoS§anVBs¥ﬁﬁL e h%é re& sEY o

establish the rocess
i denti fying son@nﬁnmrome%#ae{lerai@%a%ﬁd wheh csaicheloadedc Aregrad- ogr am

name, procesg 2%6&&5%%@&'& ﬂﬁ”ﬁegﬁnths')&%@&:‘ LYd RGeSHEE catll SOARE' 1 N
t he pr ogr am code Whl c nown sequence of bytes, by

| ooki ng batk at THE atlon &é‘Fa‘ﬁ?‘(ﬁr&nl“FFé‘: SFALRY to be located, rf’“ﬁ’ccordance
with a second i mnawefmbrmaahnm behis tdehafiqie) ia BEIMOKEsESLILAr in

envi ronnment, the,cal 0, d J S det ned b reserV| ng a
&nge J;é og{c 'q;r%ggﬁr’h;& 88§ thz L\rlxdre gct[ae élﬁ.n ].xb

particul ar user nane 1 purposes on I NS o? traB 'shing
the identity of Addlsqrhélepleng.r and ECh-e 98P XIBNt hem}sémﬁ'um geee UB@pter

identificatigpn) 4, especzally pages
356-359. .

é In the case. of operating systems other than MS.DOS, the
idenﬁity of the caller may be determined from other parameters
on the stack, iﬁcluding connection numbers, task identity

20 numbérs, process numbers and the like. 1In certain operating
systéﬁs, global variables may also be used to establish the
name bf the process.

' The method relies on identifying some known
chara&teristic'pf the caller, such as program name, process

25 {or thread) na@e, or by identifying some 'signature' in the
progrém code, which may be a known sequence of bytes, by
looking back at the caller program via the stack.

}In accordance with a second improvement which can be
used in a network server environment, the caller program's

30 identity is determined by reserving a particular user name for
backup purposes only. Instead of establishing the identity of
the prbgram, the name of the user (unique user identification)
is identified, and all requests from the reserved user are
assumea to come from a backup program. Since every user is

3s required to log-in to a server before access to files is



istidentified, and all requests fromthe reserved user are assuned to
-Core—fem-a—Backdp—pr ogram— Si nce—every user—Ts5 35 requiredtTo fog-imto a

“server before access to files is WD 96/ 29650

PCT/ G396/ 00651 granted, this is an effective net hoMo%/ ded of
cour se t hawo96/29650 he user nane is always used for backup, any
ot her purpose. This nethod does not require advance know edge of

the particular backup program 5 In a simlar way, the process or
task identification specific to the backup process may be interrogated
to determ ne whether it is the backup%process or anot her

application which is requesting the read. Two tasks with t

i denti fi cati on JEREYeGeFBiS b5 &p %?fetq'fé"gdi’?éhf’?nepr%’éd?ﬂéiﬁ f@“ﬁ?ﬁ (flli’éFy
identify the preeessss nai\e m&yanw@mseatfwgbckm,k and notfdReaty dther

- d). b d d | yi d
e S e Uy
requests. | n thtbecpaantichbat bakkubagoiegpapr ogram 15 i ssues a wite request
Lhen appropyiate action SRRAG LahSkne procll 69 Mo 1AGEBLKC LGy Ol ve some

error routine, as the ba at1on shou not norma y be
i ssuing wite spgetics tpothe backyp pnecess gy harditerrogated to

described abov@etihfiaddhddrRRal e i 115 thdChiRg fai-éc%tsszgﬂéiﬁlélﬁa? see whet her
the interrupt cal], is a read (or wite g uest, and if it is, look to

see whet her th@PPLiRpsdPn ¥hich is Ifeglﬁgéirgg, tf’ﬁe KuP DI 3FEENTH® BHe anot her

appl i cat i on | Bame idejtifidatliont NRi)Ohdeér @kxibbase theOsfee taine PNE> €hely d '

however [ev e e source of the ca ed first

bef or e 25 fqne narere Y of‘g?'htelr%gaf: Fihag 3y mSLfgtr an%‘e%%’%alke( Access

The open fil e bushens merntﬁzl-uaedbrl bed W|th reference to Figures 3 and 4

assunes that read 2045 Fokfud diblChiad Uhed! dT1bea Jgeasgiﬁﬁgeqobyewe backup
'S may

application. In practice not al way he Case, since the
file may al r ead§9tRARE b B it is (ﬁﬁ%&l?ﬁls@xE?L@R}X F’é%(fﬁ%?l?@‘i%‘@rﬁy
anot her applicebiwfite requests. In the event that the backup program

15 issues a write regquest then appropriate action can be taken,
which will normally involve some error routine, as the backup
application should not normally be issuing write requests to
the interrupt handler.

As described above, the additional instructiomns first

20 look to see whether the interrupt call is a read (or write)
request, and if it is, look to see whether the request was
issued by the backup program or by another application. 1In
principle the order of these two operations could however.be
reversed, and the source of the call determined first before

25 the nature of the call is examined.

Suaranteed File Access

The open file backup method described with reference to
Figures 3 and 4 assumes that read access to files can always
be obtained by the backup application. 1In praetice, this may

30 not always be the case, since the file may already have been

opened for exclusive read/write use by another application,
and thus access may be denied to the backup application.

The present inventor has appreciated that since a backup
application should never write to files it is backing up, and



and thus access may be denied to the backup application. The

.present inventor has apprecrated that stnce a backup application should
never wite to files it is backing up, and WO 96/ 29650
PCT/ GB96/ 00651 ' - 20- Bg se the
open-file mWA$/28e8cri bed above will ensure that t he SS}W" e file
recei ved by the backup application wll not "change while it is backed
up, it is in fact entirely safe for the backup application to have
read access to the file. 5 Access for backup purposes can be
provi ded as follows. Operating syst erns‘@e‘neral ly maintain a table of

Il fil whi i ncl h jnf ti fi, handl
Cdent | f1ers, currBR{Y EnorPeRrE i APER SSACF S ERoTY GHLL SHereLUg f or
each open file. 1€he copy of Iuhet tme:::eeebfed by tie DESkup PRl icarionsyEIl
files are Ogﬁﬁey%%é.%ﬁgggﬁ&&s J.Mszégckgdjﬁﬂ 'fH’-isTBﬁ'SfJéthSn&%'iygf&ée“ S

can be identifie on to the sane alternative )
i nstructions as déerthgeBackwpy apprabieom o have cipadseccess tgothecfile.

i dentification techni queseseShi Bty phiffodesC¥aP e bPovRRl hONo12bwdY
direct instruction fromthe backup program it can be established that
the file open reqtREPELIBE FHitemp ganerally majaeaim,a saple Oft Pbh OPSRd i f so,
the table of openfildsgSwhfdth RAcludes BREWAMEBIhatiIvANRY Ut idleCHaddleensur e t hat
file access is gra tq:d . even if ,it c}%%ul d narmal |y ba di sal | 9 dt. Once
access has been 2HPGFARLETS SIFTTRH 5L (HESPRRIPTPEShdNS 8F°F8R BPAES the
tabl e i s resheldedoroeadhs cpen rfidest at e, such that subsequent requests
fromother apglicationg,wWjd Qgel&f ‘é%@ﬁﬁqf‘.‘ifo%st he%p%}tﬁﬁ&”@%stem, £11330re

requests fromthe backup application w : _satisfied, even
t hough the ori gi néReRggpReEngt i8R BEI Rahebmiction. hFsuexkilespren Feaguesta he
file. ddh M. Di&nditeed &Y 8nOdadiReBn fid RBeil SankNAMBeAfarihe sAESt EM

FileL Table (SFT)._The SFT is a table goritajning an entr or each
bpen T e - Ench YhiFtEOTHigAA e AESECuh ShOTR o PRLES b egpest | o
access. The addi tsanzke ideitifitacien wécloliqaese BBcribedsmache myedvigud he SFT

when the backyp aéHHtiiSﬁE ié’zf‘b&e&ﬂléc‘?:sins:m% £6r 2R %%B‘éﬂué i#x%grm, it
tenporarily altering the appropri ate entry to give e I npression
that access rfaghts Wﬁ%i% Ggﬂér% EH 1 raprEnreqesEs ¥as yadr by £8Rup
backup: apptication, and if:so, the table of open files can be
temporarily manipulated to ensure that file access is granted,
even if it would normally be disallowed. Once access has been
20 granted, but before the interrupt handler returns, the table
is restored to its former state, such that subsequent requests
from other applications will be refused access as normal.
kead requests from the backup application will then be
satisfied, even though the original application believes it
25 has exclusive use of the file.
In MS.DOS the table of open files is known as the sYstém
File Table (SFT). The SFT is a table containing an entry for
each open file. Each entry contains the access mode granted
for file access. The additional instructions which are
30 necessary modify the SFT when the backup application requires
access to an open file, by temporarily altering the
appropriate SFT entry to give the i@pression that access
rights which would normaliy prevent access by the backup
program have not already been granted. Access will then be
35 allowed and a 'file handle’ allocated. Before returning to



program have not already been granted. Access will then be 35 allowed and
-a -~fi+e—hanrdle—att+-ocat ed— Bef ore—returningto—— WO 96729650 —

" PCT/ GB96/ 00651 -21- the caller,
the access rights in the SFT entry are returned to their orjgjnal

st at e. W0 96129650 The System File Table (SFT) is fully deZEFGH t he

t ext book "Undocunented DOS' referred to above, see Chapter 8, 5 pages
465- 469 and 490-494. Specifically, in the case of the DOS operating
system the steps required in the INT 21h i nterrupt handler to
guarantee access to the backup applt+2bhtion are shown in Figure 5.
Referring to Figure 5, upon receipt of a file o éoen 10 conmand as _an | NT
21h cal |, in stas cp3lgrddiner AFPRRS ShaNts FfgEhe SFT SBLYY AFRISHIFEE B t he

request, Uusi NgrKENE @kigiveall eehed ques described in the pr ecedi ng

section. If it is, a,determnatj t hen S
whet her the file to i SHOCRMES ¢ Tablel é‘%éqﬁ?r%’m dﬁ‘r"e‘%&@ etg‘ I f t he
answer to e| t heasxﬂfookhmm::h&mqmml DOSS refebived tdecmbbie, pleegcbaptleet 8rns to

the nor el | NTyageq 48303 80dhehod Qhi NoupedheRedidy | Lolfi BINSYe Qo DOL

guesti ons he” spéci al I gure
execut ed. DOS operating systewdshassteps| yeguinde Anether FNT Rithe SFT 20

contains the agaG3$IROGAHIZR! & gulrkdiGd GHES iHAItRE GRRREP (' Access
Mode Attribute' ). In ste 76, the current or original Access Mde

Attribute of twlé‘ﬁﬂFbﬁ?laé’leGSM);‘nl Riqure S SFT is saved. In step 78,
the Access Mode Att melBeifirgs hheigure s, Qlﬁngedeé@:aofllemwods;&n state, so

hat eff Ly the SFT 5 d h d
R T R s

handl er caaxs f® the|smirice sf apedfequesy, desmg)oapecpf tthe fedhaifieest he
backup progr anadd4iRes ngy repla YEueas MBSk B6n DATEURL PLOOLAR Bhinac 1dd N Shed
with the file, the origina previ ousl y-stored, access de attribute

is put back iM% %hge Wle A8t e¥pm IR, as to pheghex tpﬁeffe‘see&atvwfn 3CERKSyr ned
to the calli nglsprreﬁﬁﬂﬁédlilsnﬂlreadyt Bfed RETfi fied ranglePrto WhtRdY beagsedde

stack (ste ‘%‘ﬁ?‘t. . Thelé%{jggs é_ioven iner:[ he Ag?engl X asiume that this
i npr ovenen CaPRY HYudPant £ | BFOFEABSROEUTBS g Fhe Boxpa
2111 handler routine, step 74. If the answer to both questions
is YES, then the special code described in Figure 5 is
executed.
This proceeds as follows. Each entry in the SFT

20 contains the access mode granted to the requesting process
{'Access Mode Attribute'). In step 76, the current or
original Access Mode Attribute of the appropriate entry in the
EBFT is saved. 1In step 78, the Access Mode Attribute is then
changed to a 'Deny None' state, so that effectively the SFT is

25 rendered inoperative in that it does not stop multiple access
to the open file. Now the normal INT 21h interrupt handler
can be called in step 80 in oxrder to open the file for the
backup program in the normal way. When the backup program has
finished with the file, the original, previously-stored,

30 access mode attribute is put back into the SFT (step 82).
Finally the execution is returned to th_e calling program using
the IRET instruction, which reads the s;é_ack {step 84}.

The steps given in the Appendix aé‘sume that this

improvement, providing guaranteed file access, is being used.
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-22 - ' The -prectrse manner i'n which the SFT is altered is not

i nportant, and various nethods could be used. The preferred met hod
mani pul ates the sharing fields "share_prev_sft' and "shar enet nmachi ne"
(see UndocumeWO8eIB®S, page 478). By 5 manipul ating t heskCWERIRM6SL;
exanpl e by changi ng a "deny read" value to "deny none", access can be
caused to be granted to the backup program Alternatively, parts of

t he SHARE utility, which is part of M. DOS, could be changed so that
access is granted (see op. cit. pages 490-4§§5’ 10 A simlar nethod
woul d be used in other erati.n tem | nts, for.exa

SYS nwvi r
Novel | Net Ware. t%ﬁﬂcﬁggi Eoty! whéf:gtthe 3RS e T 5’p8 f| | e
backup nmet hod desiwpdrednabend vaxtimus mecha@bec@ﬂ@ebemﬁdgurﬁse Praferred

ensures that a fi+§[«acngge,g£.§8LQ£tg§t owever §O§§ |sh e t%@ ftgltgg a backup

is I n progress. es not sta elsina
'good' state "sareqee i machine 'hd 6% PrdegrRentedoPORx RAFS et 78not B¢r

application ceul dnd%pMéi;d&gtﬁeéé 38884 | For\Bkrid1e VPl KBRgfng a "ad&@Fi s of
wite operations, sonme of which have been performed 20 and sone of which

have not . Becaus’%?atihe"ﬂd‘&ﬁﬂ e oRone . Bﬁé?'%ﬁ E8NGRE SFUfeT if%ede granted
t her ef ore possi bl fthe rbatmmp prdaaakup mm&lmse:weasr,tpa:rcecefvmasmw of the

file containing i.al fransact] The, nt has
appreci ated t hat qbt léie ay"f ﬁﬁ t‘nse%taF?ec’éZ%@’B%seh cr'aé‘%ﬁljebset CP' é/% up .
application unti Iacsfseh is woranted t(see opaibe phgesr 49 hrdd4d hat a transact i on

is not in prggress, a SLmlqgg%ecélﬁhewo&@%H%W)‘nogtﬁeli'e éz!':‘&:.?x n=‘
assured. Since nost network operati ng siisterrs are by their very nature

nul ti-threaded, tSPXETPEMERES: oFRI ox8mPith NRYRE! tNe&Ha%te process 30 at a
time, and the abrlrty to del ay one process whil e another conpletes is a

comon facility h_.aperaf i stems, this can be readily
achieved. It gen%@%@%ﬁiﬁ‘lf a backup operation is held up
for a short tine, sincthaspes-&ile backup method described above with .
reference to Figures 3 and 4 ensures that a file opened for
15 backup does not change while the backup is in progress. It
does not however establish that the file is in a 'good' state
at the instant backup begins. For example, another
application could be writing a transaction which invoclves a
series of write operations, some of which have been performed
20 and some of which have not. Because the backup method
operates on open files, it is therefore possible for the
5ackup application to receive a copy of the file containing a
partial transaction.
The inventor has appreciated that by delaying the file
25 open reguest from a backup application until such time as it
can be determined that a transaction is not in progress, a
‘good state' backup copy of the file can be assured. Since
most network cperating systems are by their very nature
multi-threaded, that is designed to run more than one process
30 at a time, and the ability to delay one process while another
completes is a common facility of such operating systems, this
can be readily achieved. It generally does not matter if a
backup operation is held up for a short time, since users are

not usually dependent on its completion, particularly if files



not usually dependent on its conpletion, particularly if files WO

-96/ 29650 : - PCT/ GB96/ 0065t
T-23 - can be backed up while open. The delay in the file open
request corresponds to delaying the start signal which commences
execut i on weshesss out i nes described with reference t BCE/GRIFMSSY ang 4.
3 The second nethod is applicable where no integral facility
for maintaining transactional integrity is avail able. Then an
alternative nethod of establishing transa&iional integrity can be
used, as follows. Transactions typically “®~ occur over a relatively short

period of time,__w.th.lo r.ti 1 ps C ' b, %/\q‘_q t sactions. An
application pr Saxr’abﬁ hacgeatg\ﬁ“?l Mg@r?e?’&?ﬁy gg‘%r%#d{]ggl ?A he'nlﬁ/rlé@én oper ati ons
requi red for requestsicamppesponds st dedaying thpistagtcetansalowhichince there is

otherwi se the ga@geggekhﬂe&tﬁwf fnﬁglt;f%fci%ssaéy&aseé% eferddb@bl em

2k
w |l cause dis ata to contaln a par transaction 15 W]r:n ch, when the
systemis re-starBigprap|3 e fanifested as a corrupt file. Clearly the

IShortle_r kt lh% period oper s¥\§ﬂrﬁhm&ﬁ]§bd ils aﬁgngllrtsas%imﬁbsmwﬂd:hga?i _oI di s;<, tlhle
ess likely an_unggnnected | . fatal problem (sych as power fai e) W
occur during tﬁ%‘f’fﬁty ?r JFLEATHRS S0Py "Pﬁ%gf’iflgfe"ﬁe?‘fad&_agi?\/veen
successi ve 20 Then ta apesmiakOvs method Sof @ssablishing nekamsactidned | udgenent

as to the tr¢ tj I e _qof file. e, :
wites have océﬁ%&géﬁn{:gg%ﬁ%ﬁ% gsf&rﬁoh%t'e,f%s?éahl 5hF¢Ic£qYunl I kel'y
that an appl i cee¢ush over parelabivelyr shogt weriohpfatime. withglengerahimet i on.

By empiricpl | ygsh babliPshdghBetwidint k¥hldact2ohs M ARCALOG da@ iR Hrogram
reliabl e i ndicator of

characteristics, of- applications., a Qi{ghl y - ) : _
transactional Yhtle@eprejrldyncaery out i ¢Fik@ operations reqyigied % t hus -
described vari ausingIpr exai¥abt ford Ant BEpid subbédHida, | it ERépsl 40 t h
reference to Figures 3 and. 4, nanely 30 varjous_techni.ques_for request

5 3 it Viges: Tk at

source identifyERtron: e 9ANgH U2 BOPT ehsur T Rg g farant eed fi | e access,

and t echni quesproblefoviEnsearsagliskadathaof chataiai agpdxktdrbdtxansastion a
' good, 155t AR BET Rhén RAKE sl es Rl -228redd'381 VW iw%kl?:fééﬂ(}fd)}@”?m S
are preferably-used I n combi nation. However, they can be use
corrupt file. Clearly the shorter the period over which the
;:anéa;tion is written to disk, the less likely an unconnected
fatal@problem {such as power failure) will occcur during that
transéction. By measuring the time period between successive
20 write$§perations, it is possible to make a value judgement as
to thgitransactional state of a file. For example, if no
writeé have occurred in, say, the last minute, it is highly
uﬁlikéiy that an application is part-way through writing a
single ‘transaction. By empirically adjusting the inactivity
25 time pﬁriod to the characteristics of applications, a highly
réliab;e indicator of transactional integrity can be
established.
| There are thus described various improvements to the
methodé_illustrated with reference to Figures 3 and 4, namely
30 vérious;techniques for request source identification, a
teéhniqhe for ensuring guaranteed file access, and techniques
for ensuring that the file being backed up is in a 'good’
state before backup takes place. These various improvements
are preferably used in combination. However, they can be used

35 selectiﬁely and independently, and it is not necessary that



35° selectiveiy and i ndependently, and it is not necessary that WO

,96/ 29650 : EEEE—— - PCT/ GB96/ 00651

- 24- they should all be inplenmented sinultaneously in the sane

appl i cation. The invention has been described prinmarily in terns
of t he DOBOo®pRo6SE i Nng system nore particularly M. DOS. E%@“? t he
i nvention does not rely on any particular CPU architecture in order to
operate. In particular, it is not limted to DOS . operating systens,
and could be inplenented in Novell NetWre, 4- 0S/ 2, or UNI X, and on
Maci nt osh conputers which use 6800 and 3bmerPC series CPUs.

WO 96/ 29650 : they should all be implemented simultaneously in the same
PCT/ GB96/ 00651 - 25

application.

The invention has been described primarily in terms of
: the DOS operating system, more particularly MS.DOS. However,
5 the invention does not rely on any particular CPU architecture
in order to operate. In particular, it is not limited to DOS
operating systems, and could be implemented in Novell NetWare,
0S/2, or UNIX, and on Macintosh computers which use 6800 and

PowerPC series CPUs.



Sanmpl e Backup Program Code:
Pr ogr am-cede—before- cal-——— —6+00: 0009——tmt—21tr~ Cal |
Int2lh to open file 6FCC, 000B ’? ;I nterrupt

returns here: ; 19%@&%5?0(’6
after cal Iwo96/29650 Addi tional I nt21. Handler Provided

Preserve registers in |local variables

; Check call :is a request we want to trap

ie open, read wite etc. I'f not then ,o_

; junp to the old Int21h handl er.

; Now exam ne :stack to get address of m ; pop dx
, Segment of .caller is nowin dx register ' pop cx
Offset of caller is nowin ex register ; push cx

Put the offset back on the stack push dx - X
Put the segrrent back -- stack- now restored

DX: CX now poi nt $2™p%5 ‘E‘ﬁ'é‘Pr’éfﬁﬁT%c"&ﬂdress of the

caller. 6F00:00B in this exanpl e.

Establish identity of calling program eg b

exani ni ng program code before or afte’r“’ﬁ’?ﬂﬂh“'“’ call

£B 08dsgNakALr B ; call Iac2ih to open 1P €l sewhere
'p-rbtroa obmckup program t hen jntmrp:pt @ecurns here

J mrogl—asmem ra.?:e: call , I'f file not
e junp to other code.

ble to nake it | ook |Iike access

Additicnal int2i Handler Provi d&%?l -vent

;. call for
If caller i
: other cod
already in
Mani pul at e
is permtte
simulate ir

Lo -

Q)

; Push flags to
; Call the original

Int21h hand) dr to open file Open
call will s and return here ; Preserve registers in local variables
Put the tabl¢ back to its original st@atcBeek call is a request we want zo trap
Restore regi gters fromlocal variabl es ie open, read write etc. If no§ chep
- Return to aCkUp program ; jump to the old Iac2ih handlex.
: . ; Now examine scack to get address of caller
pop dx ; Segment of caller is now in &x register
pop cx : Offset of caller is now in cx register
push cx ; Put the offset back on the stack
push dx ; Put the segment: back - stack now restored
; DX:CX now points to the return address of the
; caller, EF00:0008 ia this example.
; Establish identity of calling program, eg by
; examining program code before or afcer Ixt2lh
; call for a known signacure.
jmp elsewhere ; I£ caller is not a dackup program then jump to
: other code.
jmp elsewhere2 ;i I£f file not already in use jump to other code.
; Manipulate taﬁls to make it lpok like access
; is permicted.
pushe ; Push flags to ;:_imula:e iret
call handler ; Call che original Inz2ih handler cto open file
; Open call will succeed and return hers
; Put the table back to its original stace
. ; Restore registers from local vanahles
———— - iret ; Return to backun program




WO 96/ 29650 | ' uwlumj! Hﬂ j '
26 - 1. A nmet-hod of operating a mTroproc “wasyargangut er

systemincluding an instruction nenory, a central processing uni t and
a storage neans; the nmethod conprising the steps of: 5 - proyj di ng
a backup prod¥@86¢2%%hni ng on sai d computer system whi Wf@’@&#gbl e
to issue a start signal and a stop signal and to issue at |east one
backup read instruction to read original data from said storage neans;
del aying the issue of a start signal until agpy series of to wite
operations to a file to be backed up have béen conpl et ed,;

providing first instructions stored in saigapggory to said centra
processi ng unit to cause said central processing unit to perform at

| east one nornmal read operation to read 15 data from said storage neans,

sai d backup process beifigenoa off 3EPAELRY aOREEApkBGeicklbidd Sopbicdt are.
open to access hy sal d I nstructions; providing file opening

means for openi nGY&teR|iacipding an ingtangtion MepgrYml|2 CEREFIpPFAFTHInand

having a denying Jud@CidPR SCoradgel mQ; Rbe ARt ¢dnpiabihd ithe byepdt Ber read
oper ati ons; ' di sabl i ng said denying function of said file opening
means to pernit sinul tBXRYEHENT SafashieR REOCRSEqiynpind ofysaid compureXp r ead

operation and a RYEEEh, WA3eh ORLbPEL&BLe to issue a stERitNkdndlNgna 4 @eepd of
data witten to said storagg 25 neans, to relate corr sgondl ng areas in a

primary storage &rga3l andyfo dgsyesit, 1838t et LaghP Fe38 UHFAPGEEb I ge area

of said St or agad "@figinal data from sadat stc¥agengsanafiter receiving said
start signal and on receiving.a rea% instruction, whether said rea

instruction 30 rel at ¥ 89 FREAFSILEF BpEARt SHIHI HOhbh Ry Pendys ©

operati on, 10 write operations to a f£ile to be backed up have been
completed;
providing first instructions stored in said memory to
said central processing unit to cause said central processing
unit to perform at least one normal read operation to read
15 data from said storage means, said backup process being
caﬁable of operating with files which are open to access by
said instructions;
providing file opening means for opening a file to be
read by a normal read operation and having a denying function
20 fof denying access to said file by other read operations;
disabling said denying function of said file opening
means to permit simultaneous read access to said file by a
backup read operation and a normal read operation;
maintaining a record of data written to said storage
25 | means, to relate corresponding areas in a primary storage area
. of said storage means and a secondary storage area of said
i storage means;
determining, after receiving said start signal and on
- receiving a read instruction, whether said read instruction
30 . relates to a backup read operation or a normal read operation,
and on performing one of said backup and normal read
operations, interrogating said record to read data from one of

. said primary and said secondary storage areas according to



and on perform ng one of said backup and normal read: “'U&H"ﬂ“mum :
tnterrogatimgsardTecord to readdata fromone o . A d-

sai d secondary storage areas according to WO 96/ 29650

PCT/ GB96/ 00651 -27- '

record, anwoRe2p6$0formnmi ng the other of said backup and Pﬂfﬁﬁ’%gead
operations, reading data fromsaid primry storage area; and

wherein the step of determ ning whether the read 5 i nstruction rel ates
to a backup read operation or a nornmal read operation conprises the
step of |ooking at the area of rrermF% from which said read instruction

originates 10 ga3q MAeLEMNY Bﬁgpé&%%aﬁgl\t@,fe ﬁaeenoro@%m \Mamplaudt I at ed

sai d read P nst ructron. od of operating a

m cr opr ocessor nhowald resdpeneyations, sesding idashutiany sakc iRFSMREY$TOTagR N0 Y,
a central procgssiNGng unit and a storage neans, in a conputer network;
t he nmet hod conprising the steps of: provi di ng a backup
process, running on “erdinchsustep I gdetexmining ehetherobks #ieRd to i ssue a

start signal ands@ngh9Bn relatshHitla BREIP feaalt&?e}raths@%r angoR@akup read

I nstruction to read original data fromsaid storage neans;
del ayi ng the i 392 aperatiomcomprifes thatiepany aakdieg #f the a3 1of

operations to gedddye fromhikBRCKSLE Haaladiesch @801 ot orEQfﬂHr.%Tsede

providing first instructions stored _in said nenory sal d central
processi ng uni BeEFTEREsERS FAgRELNE ©F) the cRﬁ?gE?'hg"h“h irfiarsd #ik%r m at

| east one nor npéad GadreRedidki.on to read data from sai d storage neans,
sai d backup process being 25 capable of operating with files which are
open to access by sai d instructions; providing file opening
means for mpenzng a A mkehdd dteoperacrmgdabg&.e&opﬁdiéﬁﬂsorembameb@\hm and

havi ng a denyi D functi for den access to_s .0t her read

operations; 30°Ystem mcﬁf%’é‘ﬁl ?ﬁg‘?&l”ﬁgé’gﬁw“ﬁﬁ"WUn@t F%%’r(?fl 35’? % *FE& openi ng

unit -and a storage means, in a computer network; the method
comprising the steps of:
"~ providing a backup process, running on said computer
15 system.'which is operable to issue a start signal and a stop
signal and to issue at least one backup read instruction to
read original data from said storage means;
. delaying the issue of a start signal until any series of
write operations to a file to be backed up have been
20 completed;
providing first instructions stored in said memory to
said central processing unit to cause said central processing
unit to perform at least one normal read operation to read
data from said storage means, said backup process being
25 capable of operating with files which are open to access by
said instructions;
providing file opening means for opening a file to be
read by a normal read operation and having a denying function
for denying access to said file by other read operations;
30 disabling said denying function of said file opening
means to permit simultaneous read access to said file by a

backup read operation and a normal read operatioﬁ;
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mai ntaining a record of data witten to said storage rresfa(gﬁ @H%EI ate
correspondi nQVOPEESE n a prinary storage area of said %ﬁ’t

and a secondary storage area of said st orage neans;

determ ning, after receiving said start signal and on recel ving a read
i nstruction, whether said read instruction.28. relates to a backup read
operation or a nornal read operation, and on perform ng one of said

backup and normal readmaintaifpef & réescd bt GitDgelitteh T2l faideRbbage read
data fromone of 10 said !Lmary and sai d secondabgl stora%% areas accordi ng
to. sai d rec8fgSak? gﬁ 2§ COFFTTREHRS ATRAF HT % BFARHRC RURTadR are2
normal read oper afi sasd stegshd ghedas aarid ansesindapy | SERIrAget red)OE said ar eaq,
and al locating to said backup process a user, process or 15 task
i dentification, $5PHLT &52BP’ deternini ng whether said read instruction
relates to a backup redekeaméninig,opfoer yeceiving salidrsaeotopigratli and on

conprising deter @e?%{%n\ggghggad %ﬁ%gnfc%qgn, wheQ.B?LaeLa{l%nré q &3 by a

user or programw Ss or den I ficati

3. A net hod oﬁrebpe&satuong baqhuprmdoopswwbagech cowpal gread o;:sgastxem

i ncluding an i “SE.BH%A o&e C&“EL% ﬂcﬁ&ﬁi“sﬁd‘%omal Yahh and a

st orage neans, conp sing the steps provi ding a

backup process, Paﬂmtngm@n tntiefrogatimge said resys@etm repd datiasfopreoasl ef t o
i ssue a starf, si gnah ﬂl‘ikaﬁgsérﬁp 5424 %&Eaaaﬁpf;twaéég%aétaéc%éaingore% backup

read instruction to orlglna data from sal St or age neans
provi di ng fi P3Ld|FRAOrdet 3R SnsRFELEMIRg ShRICFRITOPF £ Ragku A0da)

processing unit HerkAUTRaddbskaeibisll RARGRS SRDY £ shfd primary storage

area; and

allocating to said backup process a user, process or
15 task identification, said step of determining whether said
read instruction relates to a backup read operation or a
normal read cperation comprising determining whether said read
operation is requested by a user or program with said user,

process or task identification.

20 3. A method of operating a microprocessor-based computer
system including ah instruction memory, a cenﬁral processing
unit and a storage means, the method comprising the steps of:

providing a backup process, rumning on said computer
system, which is operable to issue a start signal and a stop

25 signal and to issue at least one backup read instruction to
read original data from said storage means; providing
first instructions stored in said memory to said central
processing unit to cause said central processing unit to
perform at least one noxmal read operation to read data from

30 said storage means;

maintaining a recorad of éata written to said storage

means, to relate corresponding areas in a primary storage area



performat |east one nornmal read operation to read data frﬂmlﬁa"jﬂ!ﬁlm'”m
[ L 1 *

, St or age—Teans; mai ntaimmmg—a record of data wit
st orage nmeans, to relate corresponding areas in a primry storage area

WD 96/ 29650 ' PCT/ B9 1
- 29- WorsRe65 st or age neans and a secondary storage ﬁ’f%g&g% d

st orage neans; and determ ning, after receiving said start
signal and on receiving a read instruction, whether said read
instruction 5 relates to a backup read opgration or a normal read
operati on, - and on perform ng one of said backup and nornmal read

operations, inbersHEnktotadeimdais GRtdat fedoBadrfaitarhgoOmeacopfsaia  sai d
primary and sai d secondary storage areas according to said record, and
on perforning FREFageBraRE; s&P backup and 10 normal read operations,

readi ng data from saidtephiniitigy Sf€¥rA@@ceivingdb&0d start signal il N the
step of determ ni ng whether said read igstruct [ onaeéel ates t.o a backup
read oper ati onTBFeLViRg, fAgread instruchigne vhebher &3t FRA% IPRETETERR of

| ooki ng at st her8iffesOtold baldRiPrieasd epeydtien oxliadnbendll ineatr ogéradion,
originates to dete¥m' ne the i %entié)‘; o%gt?he pro%alm whi,ch initiated
sai d r ead*PATY BEFTOR2Rg one of,said Dackur ARE RRTMALTSRA in claim 3, in
whi ch sai d | oobpexations, Sitereoyguingesaidirecornd)aio Bgad daitacErdno obdet®f M ne

| ocations 20 st or‘?d Qn_the stack, and i‘Ft errogﬁt-i ng. ga{i;dulco:(g_éllt.ril ons.
5. A et hod >3t ARAPABE 3 8R40 Regoniar XAt EeT D ARG Ostep
conpri ses conpsasaidigecod?, anduon peaifdrhixgatthenstheixt bf caxdel backurempdcted from

the baCkLu%oproggiﬂgl read cperations, reading data from said primary storage
area;
wherein the step of determining whether said read
instruction relates to a backup read operation or a normal
read operation comprises the step of locking at the area of
15 memory from which said read instruction originates to
detexrmine the identity of the program which initiated said

read instruction.

4. A method as claimed in claim 3, in which said looking
step comprises interrogating a stack to determine locations

20 stored on the stack and interrogating said locatioms.

5. A method as claimed in claim 4, in which said looking
step comprises comparing code around said locations with code

expected from the backup program.

6. A method as claimed in claim 4, in which said looking
25 step comprises determining a ProgramISegment Prefix and an

Environment String associated with“the érogram at said

locations, and determining the p;pgéém ﬁame using said

Environment String.



6. ° A nethod as claimed in claim4, in which said | ooki ngrlwllﬂﬂmgl“m"lm”“l
.conprises determ ni ng—a—Program Segnent Prefix and an - E th s

String associated with the program at said | ocations, and determ ning
t he program nane using said Envi ronnent String. WD 96/ 29650
PCT/ GB96/ 0065WO0 96129650 30- PCT/GBI6/0065A

nmet hod of operating a m croprocessor-based conputer system i ncl udi ng
an instruction nmenory, a central processing unit and a storage neans,
in a conputer network; the nethod corrpﬁd;si ng the steps of: S

provi di ng a backup process, running on said Tonputer system which is

operabl e to issuesa St meshsH s 6?@::&1%509 microprodedBal-purdd! Sodpitee at
| east one backup read instruction to read original data from said
storage means; system inclydipgqpmliastrYet 19t PRI o AsCEITREPYIreSSiRT

nmenory to 10 sai dnf€ninkah $YREEE hedslNid o Conputed Adtwbrk§Nt € mRERSESSI NY
unit to performat |east one nornal read operation to read data from
sai d storage nean§owprising the spepsfiining a record of data witten to said

storage neans, to grehddfheC Al bEASRP Btk € 2éniihgdoldaTal Yofigute@de area
IS of said storage means_and a secondaré/ storage area of sili d st orage
neans; and ysteny o FRIGH AFnQPeTaPLe tF SE8PY hFeEF SAPAr 12 $ndFCRind on
receiving a read sigddluahdofd ivbed ey 1881l cheabadkupt kedd iidBtructiohet@t es to

a backup read operatjon.or or read, pperation, 20 and on perform ng
one of said backuﬁe%f%c?rﬁS?’WgI gﬁégzgm 8 b‘gfgf’ﬁ%%,meﬁf’errogati ng said

record to read data fr groobdimgf £irst daisdryetioasystaoredsin saddcoemtayy tst or age
areas accordifg {Qa;q ccaRbdh LEBOLL: AN BCLLOLT 000 |16, OLDSL 0L, 2Bl
ackup and normal Tead operatrons, reading data fromsard primary
storage 25 area;un#ndo perform at lelasteome tnoemalipeedermpniatiomyd sesd
al locating to Saigata from said storage means;
maintaining a record of data written to said storage
means, to relate corresponding areas in a primary storage area
15 of said storage means and a secondary storage area of said
storage means; and
determining, after receiving said start signal and on
receiving a read instruction, whether said read instruction
relates to a backup read operation or a normal read operation,
20 and on performing one of said backup and normal read
operations, interrogating said record to read data from one of
said primary and said secondary storage areas according to
said record, and on performing the other of Said backup and
normal read operations, reading data from said primary storage
25 area; and ’
wherein the improvement comprises allocating to said
backup process a user, process or task identification, whereby
said step of determining whether the read instruction relates
to a backup read operation or a normal read operation
30 comprises determining whether said read operation is requested
by a user or program with said user, process or task

identification.



batkup process a user, process or task identification, \/\herlmmuulﬂlﬁwu!"“l“l
_step ﬁ-f-—d-et-a'-m-n-l-n-g—whether the-read—r—nstrmt-r-on—r-elates - % L0 d DacKsip =
read operation or a norrmal read operation 30 conprises determ ning whet her

said read operation is requested by a user or programw th said user,
process orwopaskesse i dentification. WO 96/ 29650 PCT/GBI6006S1

PCT/ GB96/ 00651 : -31- 8. A
met hod of operating a mcroprocessor-based conputer system i ncl udi ng
an instruction menory, a central prOCESSI§¥L unit and a storage neans,
sai d nethod conprising the steps of: providing a backup
proocess, runnigg on a ReridTBEL é‘ﬁera%ingsﬁiﬁg%pi/&l‘e%gof%ﬂléﬁr bigurle® 1 SSUE A
start S|gnal and a stop ignal and to performat |est one backup read

operation to 51’“%&13‘336%41@9@ BFERIGHISH BHNUYst Br SRS TAL PEOCeRRENT

provi di ng i nst i aABSa HeRkeSe inkdafiad] CsdRNMEYhID cBRbFising tREHreBl of:
processing unit to cause said central processing unit 10 to perform at

| east one nornal read operation to read data fromsaid storage neans;

and Pr oVipdbhfiing 8 Wb Eré@RaRs Heinisgeon I’lﬂaeacéﬁtﬁtﬁ:elro be
read by a nornal r ead operatlon and denying access tg sajid file by

ot her read?®opef¥HiieBnsWhiph is operapfe tq r’rsfﬁ% 3 SHREY HERRL b SEP

provi di ng neansignal ams LRChatssin/at &t dnbdasdckipPranesperdtich dbsabl es
sai d denyl?%functl n . of sal d fil e openi ngﬁrreans t permt

si mul t aneous rEA SEEEARAL; gata,tyop; paid,FraTIgR ﬁ“?'ea&n operation and a
normal read operati pnovidiﬁ@ iﬂstruct:i}ommtdtedea&rcIsaﬁ.m:uonyctcaisma I n which

sai d comput er emrralntal s.a table af. o fiile ng ich the
denyi ng function |si cl%lss%f'goy t" rr"f)%rchF ysarléiv glgl ﬁl prgées&g ?erl \r/g; t he
t abl e. 10 to perform at least one normal read operation to read data

from said storage means; and

providing file opening means for opening a2 file to be
read by a normal read operation and denying access to said
fiie by other read operations;

15 wherein the improvement comprises providing means
agssociated with said backup process which disables said
denying function of said file opening means to permit
simultaneous read access to said file by a backup read

operation and a2 normal read operation.

20 9. A method as claimed in claim 8, in which said computer
system maintains a table of open files, and in which the
denying function is disabled by temporarily reversibly
altering the table.

10. A method of operating a microprocessor-based computer

25 system including an inétruction memory, a central processing

unit and a storage means, the method comprising the steps of:
providing a backup process, running on said computer

system, which is operable to issue a start signal and a stop
signal and to perform at least one backup read operation to

30 read original data from said storage means; and



10 i einos of operating o moroprocessor based comter YNNI

storage neans, the nethod conprising the steps of: provi ding a
backup process, running on said conputer system which is operable to
| Ssue a startweoiogneeso and a stop signal and to perform atl’F'EIEE?"'Bfn?
backup read operation to 30 read original data fromsaid storage neans; and
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-32 - providing instructions stoiped in said nenory to said
central processing unit to cause said central processing unit to
performat |east one nergR{aily (R8s ARRE AP BebPedVid Baddinmory to RigaI d
storage neans; and S i n which said backup process is capabl e of
operating Wi FeRtrAL RTGRFFEENG BB peh cRYSA RALs CBYLIE) RTPFRASLAE tYWts,
wherein the inproxeipRREcA?PER' Le&st bhe Rir@R10hriQl dpbfikion toli8thSaa of a
start signal until any _series of wite operations to a file to be -
backed up have beéhsgdfptterage meaps; and A packup systemfor a

M croprocessok- based C@APWMIRh said bAYRGE PrioBess disGapabld ST bsdra@ingENOI Y,

a central processi,n?1 uni.it and a storage neans; the bac%i?p_s stem
conpri si ng: with filep whigh are 8RFHLFC FETeS%AN AR DAPEETHF 8RBt er
system whi ch i s opéfdill ehé Olniprduéments campritiegnhe aitdpaosideapagimgnal 15

and to issue at |east onea?%agku read instruciion to r ori gi nal

ead .
data from sai d stofag8 g8 start signa Hﬁ'é’n’ts ¥ SHETSY PR THTE | ssue of a
start signal untidpexayions to sefilestofberbatikedppr havereehocandliekedt 0 be .

backed up have been conpl eted; 20 means for providing first
i nstructions stored in said menory to said central processing unit to
cause said centrall. 2a backup system for a microprocessor-based computer

system including an instruction memory, a central processing
unit and a storage means; the backup system comprising:

a backup program, for running on said computer system,
which is operable to issue a start signal and a stop signal

15 and to issue at least one backup read instruction to read
original data from said storage means;

means for delaying the issue of a start signal until any
series of write operations to a file to be backed up have been
completed;

20 means for providing first instructions stored in said
memory to said central processing unit to cause said central
processing unit to perform at least one normal read operation
to read data from said storage means, said backup program
being capable of operating with files which are opén to access

25 by said instructions;

. file opening means for opening a file to be read by a
normal read coperation and having a denying function for
denying access to said file by other read operations;

means for disabling said denyiﬁg function of said file

30 opening means to permit simultaneoué}read access to said file
by a backup read operation and a norﬁal read operation;

means for maintaining a record of data writtén to said

storage means, to relate corresponding areas in a primary
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"operating with files which are open to access 25 by said instructions;

file opening nmeans for opening a file to be read by a nor mal d
oper ati on wobelessdbng a denyi ng function for denyi ng aJ$EE§%F®&§§id file
by other read operations; nmeans for disabling said denying
function of said file 30 opening neans to permt sinultaneous read access
to said file by a backup read operatL% .and a normal read operation;
means for maintaining a record of data witten to said st orage neans,

ool ot . . :
P‘éT/r 2836;9088;;%%8999& Fed’ 68%4id frd¥algdPhdans and a sec_@@da"ﬁ/ss a %%Qﬁgges {or age

area of said stayeagef madidsstoriags meansidary storage area of said

storage means; means fOEAEE:einfRf,CRPt&Y NGcedfi sE?&eé:ﬁéingsig?Hrﬂ start
si gnal and on recelving a read 1 nstruction, whether said rea 5

i nstruction rela@@esn txpceighak @ read dngsEratiamn vhetherofdid read ead

operation, and ;oQ:Peédidn et ¥3Ct8fa TakRup AHedPopdhtion oW BBkmaad
operations, interrogating said record to read data fromone of said

primary and sai¥®3dceRATIFAGR stadagR RETEQEMing ong eh &RiAgPa T W®arBdr ecord, and

on performng todemet htadObpsmitdoad, irekrdyandgnesimretont tePebad RS,
readi ng data from said sv\ngl mary staqrage. area; _and wherein

] ge
the neans for d&PRrRHIHNg PFdpaby anfesiid secondany, SEPTAAT AEP2 es to a

backup read opeicabi@inhdgtodsiil Fekord, an8eddl peREbALInY chéGYHesest Ne2das for
| ooki ng at l(%he area of 15 nenory_from which sai&l read _instructjon

ori gi nates ' o Packupand pprmak ﬁ&&o‘ﬁ’rﬁ?ﬂf’b’f' EREBAISGREM STmc A2t ti at ed
sai d I ead prifary Gitiofge area; ankl. A m croprocessor-based computer
systemfor use in a wherein the means for determining whether the read
instruction relates to a backup read operation or a normal
read operation compi-iaas means for looking at the area of
15 memory from which said read instruction originates to
determine the identity of the program which initiated said

read instruction.

12. A microprocessor-based computer system for use in a

computer network and including an instruction memory, a
20 central processing unit and a storage means; the

microprocessor-based computer system comprising:

a backup program, for running on said computer system,
which is operable to issue a start signal and a stop signal
and to issue at least one backup read instruction i:o read

25 original data from said storage means;

means for delaying the issné of a start signal until any
series of write operations to a file to be backed up have been
completed; .

means for providing first instructions stored in said

30 memory to said central processing unit to cause said central
processing unit to perform at least one normal read operation

to read data from said storage means, said backup program



conput er network and including an instruction nenmory, a 20 gﬂngmmu!uI”"l
processing unit and a-storage neans; the M croprocessor - Pas€eq "Cyl 3

system conpri si ng: a backup program for running on said

conmput er system which is operable to issue a start signal and a_stop
si gnal amoPE%s¥sue at | east one backup read instructi orPGREHEANSDS
original data from said storage neans; nmeans for del aying the

i ssue of a start signal until any series of wite operations to a file
to be backed up have been conpl et ed,; -34 means for providing

first instructions stored in said 30 nenory to said central processi ng

uni't to cause sai SeLRylichphble ofPé $hiQwith Eilés RALEW dFedbpeds! abdss
normal read operation to read data fromsaid storage neans, said backup

program by\§336) begmmctions;
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capabl e of operatin ith files which are aopen_tp acces . sai d

i nstructions; nothal reg I?eﬁﬁﬁﬁ%én%%"s"%?o? %ﬁ@ﬁf‘%g&é’cﬁ?‘é %j% be read
by a nor el  demelnapetcdssoto aduldh 8Vl bya odhery ivegd feapexhabbond;or 5
denying access to said file t her. .read_operations; , . yreans for
di sabl i ng sai d denying "Pﬁﬂ%t}l)%ngbfgbsldflg ??’[&;%enym%ggﬁf?émr@ nssaJt‘{(;%bg? m t

si mul t aneous r eadopeimgsméanss abdpdrmie simulthyeoud aekdppacead tpavadtli Hileand a
normal read operagion; ns_ fQr. maj Il Nj record of data
witten to said 1 as?SFlé‘épe 2842 ,erggg"grél adeac%ér']}rm%slpf)%%l %Begarmelé’sn'i n a
primary st or age aeeans dforsmaihntstioinge mesard afddatas ecdhten \tossaidige

area of said gtorgge NRapRS c o zelate £g¥y}§Fgﬁﬁiﬁaegfgig thg’gé}c ?gn

receiving said start Signa on recefving~-a read I nst
whet her sai d r eadsddragrsayer PfofRicksarrage geandANdUP TN rOKBB= Or a

nor nal read QP& dkl §4ha 308 RELAHr M ng one of said backup and
normal read operations, interrogating said record to read data from

one of said prinmary an®e3as FoFcBBRIALPLRG orafGer Fqcpdving said start signal

and on receiving a read instruction, whether said read

15 instruction relates to a backup read operation or a2 normal
read operation, and on performing one of said backup and
normal read operations, interrogating said record to read data
from one of said primary and said secondary storage areas
according to said record, and on performing the other of said

20 backup and normal read operations, reading data from said
primary storage area; and

means for allocating to said backup program a user,

process or task identificatidn, said means for determining
whether said read instruction relates to a backup read

25 operation or a normal read operation comprising me%ns for
determining whether said read operation is requested by a userx

or program with said user, process or task identification.

13. A backup system for a microprocessor-based computer
system including an instruction memory, a central processing
30 unit and a storage means, the backup system comprising:
a backup prograﬁ, for running on said computer system,

which is operable to issue a start signal and a stop signal



actording to said record, and on perform ng the other of SH!M!H !gl“l
and—rormat—read—oper ati ons;—T eadritg—dat a f romrsard — 3:58 *
area; and means for allocating to said backup program a user,
process or task identification, said neans for determ ni n&qu\ﬁﬁﬁs er said
read instrWQ92860ec| ates to a backup read 25 operation o ! read
operation conprising neans for determ ni ng whet her said read operation
is requested by a user or programw th said user, process or task
i dentification. 13. A backup systgsn.for a m croprocessor-based
conput er systemincluding an instruction nenory, a central processing
30 unit and aaaaO:fcag.esﬁeaens lehbe damckm@cw&‘e&mnmmbsidagro read a
backup program for n on saj ut er gste whi ch i s operable
to issue a staff %t p“ %rg“‘sf & @ﬁ € mean WD 96/ 29650
PCT/ GB96/ 00651 means for providing first instructions-8Sored in saiand to
| ssue at | east_ogne backuglé%%gt#éftructi I nal itta from
a

d
sai d storage to s ko) i 3 gg?{ﬂ'i?%ﬁ FRYER saﬁgt?%tt fons

stored in ssai dprocessmgmg/iut aoSpextoranst dleast oaes sioffiall ieladt opeatsensai d
central S progessi gagmttmm sgiec{fsgw;é';\e megggt one normal read operation
to read data from oai orage” nean means for maintaining a
record of data wri ttmaansofmmdmtammgoaagﬁcowéans date wxitxies torsaddpondi ng
areas in a pri or.ag a r S secondary
storage 10 areg%’%(al Al St 'or ggge%gnggér%%&dﬁ& adis rrﬁag E%&'

det er m ni ng, aﬁtmageeeaeaangssaql storage mEagRaand a seamia@mr peexsgei ng a read
i nstructi op, wggég'lq;f 83l d 4:288ge meankDStdddCtion relates to a backup read
operation or nor mal rea% oper ation, and on perform ng one of said
backup and 15 norrralmﬁaéadf%éﬁaﬁm@ngr rﬂférﬁrogaﬁlr’i’g-nSaﬁidr 658¥% aigngkad

dat a fromugderOfres@i Wing h "Rl 2RSeARtdoR CGMHALRLY siliQr 884y ar eas

according to said record, and on perform ng the other of said
instruction relates to a backup read operation or a normal

read operation, and on performing one of said backup and

15 normal read operations, interrogating said record to read data
from one of said primary and said secondary storage areas
-according to said record, and on performing the other of said
backup and normal read operations, reading data from said
primary storage area;

20 wherein the means for determining whether said read
instruction relates to a backup read operation or a normal
read cperation comprises means for looking at the area of
memory from which said read instruction coriginates to
determine the identity of the program which initiated said

25 read instruction.

14, A system as claimed in claim 13, in which said looking
means comprises means for interrogating a stack to determine
locaticns stored on the stack and interrogating said

locations.

30 15, A system as claimed in claim 14, in which said looking
means comprises means for comparing code around said locations

with code expected from the backup program.
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‘r ead instruction relates to a backup read operation or a nornal

read operation conprises neans for | ooking at the area of menory from
whi ch sai d r epglegravssor uct i on origi nates to det er mi ne t h@PATIERIPA6HL of
the programwhich initiated said 25 read instruction. 14. A system
as clainmed in claim13, in which said | ooking means conpri ses nmeans for
interrogating a stack to determ ne Ioca&g ons stored on the stack and

I nterrogating said | ocati ons. 30 15. A systemas clainmed in claim

14, in which said.l oo | ns; f of s i e
around said | oca FonskAws\t/:\neTh cogéluéggng%tﬁ%iprgﬁi 'ﬁﬁlegglégygl%ﬁgr%%ﬁgg
WO 96/ 29650 means comprises means for determining a ProfEl SEOOIy0OBEefix
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means conprises nmeans for determnni rogram Segment an
Envi ronment Stri hgcwwepmdﬁnﬂmgegpvmpaﬁsmm oameg using sajdht i ons and

determ ning tshe BLAGEMMeREFAa4Ng said 5  Environment String. 17.
A m croprocessor-based conmputer systemfor use in a conmput er networ k

and including an instruction nenory, a central processing unit and a

storage neans; t§e, a ﬁbE&ﬁWcQQ@&ﬁ-%BQ@%ﬁQ@P%&eﬁygzeﬁkGOﬁpra' sing: 10
a backup program for running on said_conmputer system which is

operabl e to i ssuEoPUeE pefqikapnd fgciuding, ag; b‘?’ﬁﬁruc‘:mn J/UOYH Bssue at
| east one baCkupcéz&&dlll ps&&eg‘stihgnnm a8dich storadd mghAf] dhata fromsaid

storage nmeans roviding first ipstructions stored in
said 15 menory T’oc?zﬂrﬁcﬁﬁ?ﬁrr‘gf‘s?)‘f(ﬁ? RateE, sﬁﬁ??‘“ tG"REHEE%ai d central

10 a backup program, for running on said computer system,
which is operable to issue a start signal and a stop signal
and to issue at least one backup read instruction to read
original data from said storage means;

means for providing first instructions stored in said

15 memory to said central processing unit to cause said central
processing unit to perform at least one normal read operation
to read data from said storage means;

means for maintaining a record of data written to said
storage means, to relate corresponding areas in a primary

20 storage area of said storage means and a secondary storage
area of said storage means; and

means for determining, after receiving said start signal
and on receiving a read instruction, whether said read
instruction relates to a backup read operation or a normal

25 read operation, and on performing one of said backup and
normal read operations, interrogating said record to read data
from one of said primary and said secondary storage areas
according to said record, and on performing the other of said
backup and normal read operations, reading data from said

30 primary storage area; and
wherein the improvement comprises means for allocating
to said backup program a user, process or task identification,

whereby said means for determining whether the read



processi ng unit to performat |east one normal read operaﬂor}ul“l““"l"“l M}y““'

dat-a—+ofrseat+a—storage—rreans; —— neans—for—mamtai ni ng acr ecord
"data witten to said storage neans, to relate corresponding areas in a
primary 20 storage area of said storage neans and a secondar storage
area of sawdesizeesage neans; and means for deteﬂﬁﬂﬁ%ﬁ ter
receiving said start signal and on receiving a read |nstruct|on
whet her said read instruction relates to a backup read operation or a

normal 25 read operation, and on perforgéyg one of said backup and
normal read operations, interrogating said record to read data from one

of said primar Xn@é‘rﬁt ctdbf %Qaw asmt-ﬁ&se y3a8%peraci8h & d ROrd Sai d

record, and on pe rm n ot her of said backup and normal read
operations, r eaeﬂchgmasaiqn ma##%oteap? iG98T JeEeMindng sfhesher gadd

wherein the i NReRY &iPeRhe CAHMS! $6SudBRRASHY ¥ udkl CE}.a-tp'r\%gram wit sfigd backup
program a user, process or task identification, ereby said neans for

det er mi ni ng whEB®er PXREesLAF task identification. WO 96/ 29650
PCT/ GB96/ 00651 : - 37- i nstruction
relates to a backup read operation or a nornma read_operation

conpri ses neand®f or HPREkWR FYFeRNEhEr mg%mroce'sqreaa%%m}lw i s

requested by asyﬁﬁm thmdzgfgaahvuﬁdtr&atﬁn memow la cBAOEAS protedsinl
identification. stem for a m cropr.ocessor-based

L up. s
conput er Uit @I‘?\dl ﬁc"r‘?ﬂff’ﬁﬁ %?F‘*snsf:?%&aﬁcﬁﬂpn%\fﬁﬁe?‘ ¢itPRI processing
unit and a storage e daskup probRatl Eoty SluaiingOSPI diRkd kfnputer system, a backup

f the t st . __which ble t
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read oper atdi onasd troegdrform aor legsmn@nedodakupr naad;a:ipératmzage neES ; and
means for prov%{jitsgL ahnggaucftr n?aitsdt %f:ggade mgg[ls' nmeory to said central

processi ng uni cause said cen processing unit to perform at
| east one nornal rea¢avpefat praviding instthagadas fstoredaind satidrweporyeans;

and ed 148 aOPEN Y PRESSIRE ARG LBYdude bhid LeRELfad DY a
processing unit to perform at least one normal read operation
15 to rei‘ad data from said storage means; and
. £ile opening means for opening a file to be read by a
noma-?. read operation and denying access to said file by ot:her' '
read ipperations:
wherein the improvement comprises means associated with
20 said t_}ackup program for disabling said denying function of
said file opening means to permit simultanecus read access to
said file by a backup read operation and a normal read

operat ion.

19. A system as claimed in claim 18, in which said computer

25 system maintains a table of open files, and in which the
denyirig function is disabled by temporarily reversibly
altering the table.

20. A bhackup system for a microprocessor-based computer
system including an instruction memory, a central processing

30 unit ar:_xd a storage means, the backup system comprising:



; read operation and denying access to said file by ot mm”"I"IHHyHIIH“I
_ ri

_Operations; — wiereim the inprovenment conp

Wi-t-h7 sai d backup program for disabling said denyl ng functl on of

- sdi f| | e opening neans to permt simultaneous read access to sai d
filie-by a baWogs2esad operation and a normal read oper DCT§PI600651
19.- v+ A systemas clainmed in claim18, in whi ch said conputer 25 system
maintains a table of open files, and in which the denying function is
di'sabl'ed by tenporarily reversi bI y alteging the table. 20. A
backup system for a m croprocessor-based co%ht er system i ncl udi ng an

i-nstruction nmenory, a aP%QEfn?A pgwg%fgg/ %grgg_gal J)n asquaca&p%:gges};?t Bs t he

backup system conpri sing: _
PCT/G896/00651 which is operable to issue a start signal @@l a stop signal g
backup Program gk dd!BakRbud Be SRlheC BB Haticud )i Tbperar it €0 Jenqoper abl e
to i'ssue a start signa a stop signal to per ormat east one -
backup read oper 8riginalodaemdrom sajd gFmgedaealsr.renﬂsm d storage neans;
and © - s means f QleaRk 0id,dbPGvi dig" uﬁéémlatsorscdrw $0kd: SRIRGYy to
sai d:central processing unit to cause said central cgrocesm ng unit to
performat | eastt%nﬁé‘lﬁoFﬂ%ﬂra\krPF@ﬁ?ﬁéP%t% to caugepaik c@BREERL 0 sai d
storage neans; apgocessing unit t& pHHrebmSH deBICkiiR RHAIAWLSe GRR2RE forDf
operating 10 vvlth files which arge ogen to access hy said instructions,
wherein the inprbeffeht WipFPstrihEsAEaIOMeEREAPPRY t he i ssue of a
start.“signal until an)insﬁliicﬁﬁ s@ia Wadkap OpsigiamOi$ capabl® o bpéfadiaghe
backed up ha\ée beer};% QEI ete

s whlch are open to access by said instructions,

wherein the improvement comprises means for delayiny the
issue of a start signal until any series of write operations

to a file to be backed up have been completed.




