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(57) Abstract: The control application generates log files that provide information about the management of the plurality of devices it
is responsible for. The information in the log files is dependent upon the messages received from the devices or the commands issued
to the devices. For example, in the case of smart meters, the log files generated comprise meter readings, firmware changes, firmware
updates, indications as to whether or not the meter has been opened up, indications of overheating at the meter. A software agent extracts
information from the log files that may be analysed to determine any anomalies that may be associated with an attack on the system.
The analysis performed may comprise pattern matching against the information obtained from the log files, performing an AI analysis
of the information obtained from the log files, identifying a signature, etc.
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