PERSONAL | DENTI FI CATI ON DEVI CE AND METHCD BACKGROUND OF THE | NVENTI ON
Field of the Invention The present invention relates to a device and a
nmet hod for identifying a person using the biological 5 information of the
person, or in particular the finger vein pattern of the person
Description of the Related Art Now that .the security technique for persona
bel ongings and information is considered‘crlplcal, the 10 biometrics
identification using the biological information of the person is closely

watched as a persogghgd tifi i nigue .hi i ity and
confidentiality. The é%#@ggt#%%g??E?gﬁgﬁgﬁcggeﬁggngppl@Eghgh t echni ques
using the fingerprints, the 15 iris, the voice, the face, the veins in the
back of the hand or the finger veins have been conceived. Especially, the

identification technique using the finger vein, which can be acconplished

sinply by appAgkeBOUNOhOF! onkheNniZERGeby has the great advantages 20 of a
Io&?pgycﬁolog?cal resi stance and a high anti- falsification characteristic

due to the usBieldtbe thsetenwahtishormation of an organism The _
identification using the finger veins is inplemented in the follow ng

manner. Specifically, tBee @bekahtatiadehigbh irBghdert +on sadb1ger Hffpm the
back or - 2 side surface thereof is scattered in the finger and radiated
outside. In thempklve@sEorthdehenbygliobi a parson using the biological
5> information of the person, or in particular the finger
vein pattern of the person.
Description of the Related Art
Now that the security technique for personal
belongings and information is considered critical, the
10 biometrics identification using the biological
information of the person is closely watched as a
personal identification technique high in utility and
confidentiality. The conventional biometrics
identification technigues using the fingerprints, the
15 iris, the voice, the face, the veins in the back of the
hand or the finger veins have been conceived.
Especially, the identification technigque using the
finger vein, which can be accomplished simply by
applying light to the finger, has the great adwvantages
20 of a low psychological resistance and a high anti-
falsification characteristic due to the use of the
internal information of an organism.
The identification using the finger veins is
implemented in the following manner. Specifically, the

25 infrared light incident on a finger from the back or




the bl ood absorbs nore infrared light than the surrounding tissue. In the
case where the image of the 5 light radiated and transmtted fromthe thick
of the finger is picked up, therefore, the blood vessels, i.e. the finger
veins distributed under the skin of the thick of the finger are visible as
a pattern of a dark shadow. This image_is registered in advance, and the

10 correlation is determ ned between fh?s‘inage and the inage of an object

Kk t bj . ossi bl e to determ ne whether the
person 1 nvol vaiect S0FEsTs: EPEESBY Ast SFal therona SR, A
15 veins closed in
hg?gf;fEig;gop%ﬁfétggrggkggdgldenplgﬁSaPFSﬁEEEV|5 ehi?“Fﬂ@GFEétdﬂb that an
i mge of a ftﬁ@e$1¢§dpé§§§?bypm9 a&gﬁggkg%mg} ggt Ekrlber closely to

the finger to mnimze t 0SS o Ilg up t he i mage.

JP- A- 2002- 83298y r & 2Pn & hei L her h§HdthQ'§8£85€ﬁe dgélce and a hod of

1
personal identification operated in an énvironnen SUIPIH ﬁ act

det ecti on msi NN i A@OL: O é’ndftfgﬁﬁmY§£€dp§EBﬁr By A'tﬁ?zckt g ‘%%V' ce
di scl osed in JP A-2003-30632 conprises a finger de Unirt and &

fingertip butfingem {€£hpiokassube ﬂHé%@fB}énagﬁeprB?B Vgggg&gloqs for each
case of matching the finger vein pattern for identification.

conventional trechiirggees wsina @ik oeibitéd-usdeFothki ¥kng Bffkﬂger in
position or guiding the finger to the correct position in the
identificati orhidéviafe thee finger are visible as a pattern of a dark
shadow. This image is registered in advance, and the
10 correlation is determined between this image and the
image of an object finger to be checked. In this way,
it is possible to determine whether the person involved
is registered or not for personal identification.
An identification device using the finger
15 wveins is disclosed in JP-A-7-21373. This personal
identification device has the feature that an image of
a finger is picked up by attaching an optical fiber
closely to the finger to minimize the loss of light
power for picking up the image. JP-A-2002-83298, on
20 the other hand, discloses a device and a method of
personal identification operated in an environment
requiring no-contact detection using an image of a
finger vein pattern. Also, the device disclosed in JP-
A-2003-30632 comprises a finger guide unit and a
25 fingertip button switch to assure uniform image pickup
conditions for each case of matching the finger wvein

pattern for identification.

The conventional techniques use a guide unit




pick up an image of the finger veins with a high reproducibility. The
finger is inserted along the 5 guide unit, so that the factors of o
fluctuations of the finger shape including the angle of the finger joints,
the three-dinensional rotation angle of the finger about the center axis
thereof and the distance fromthe canmera are suppressed, thereby making it
possible to 10 pick up an i mage of the @iﬁger vein pattern with a highly

duci bl T . t toned to the operation of the
ot frcat i o hentxang Ao Bt ek B CRBL et By SR R ndidngans he

[ by bringi t i I 5.contact with_the finger guide unit,
;ngs{ngysorg??ggge §§¥%$§36%%g?%go iﬁée?hgslgsngéﬁ&c?ﬁéopiH&? S%itt or

inserting the,fipaes & yasdabbe engl esnolbe usar uhoy, as long used the

device, on the other hand, ough capabFe of "inSerting-t nger with a

hi gh 20 reproduciddbiiyiif@y. place Eifglinger ;ho.ardhf Lerant ppay than at

the time of registration a reduced”™ correlation w e regi stered

pattern.ANfﬂguiﬁedeiﬁp|s&S@ﬁaﬂﬁﬂhén§§é£o§sf@fSflﬁkﬁgﬁEigﬁsobge%h%han an
organismor a finger with a falsified pattern attache thereon for

registration fimgetendtidpe ainonia SUYMRY S TEEF '\B@Wk%é‘fcﬁb%'eg',y’ the
object of this inventionis - 4 to provide an easy-to-operate, highly
accurate i deritd fifcede -obindevs Denanhi ot LENOPr ¥eNé dherBEr eNggHs i nsertion
or deformation of a finger or the insertion
about the center axis thereof and the distance from the
camera are suppressed, thereby making it possible to
10 pick up an image of the finger vein pattern with a
highly reproducible shape.
The user not accustomed to the operation of
the identification device, however, may erroneously
insert or deform the finger by bringing the finger into
15 contact with the finger guide unit, applying so strong
a force to the finger as to bend the finger joint or
inserting the finger at variable angles. The user who
has long used the device, on the other hand, though
capable of inserting the finger with a high
20 reproducibility, may place the finger in a different
way than at the time of registration for a reduced
correlation with the registered pattern. Also, a
willful user may insert a false finger of other than an

organism or a finger with a falsified pattern attached

25 thereon for registration or identification.

SUMMARY OF THE INVENTION

Accordingly, the object of this invention is




of a false finger by a willful user. 5 Some typical personal identification
devices disclosed in the invention to achieve the above- mentioned object
are briefly described bel ow. According to one aspect of the invention,
there is provided a personal identification device 10 conprising an inage
pi ckup unit for picking up an inage of finger veins, a |ight source for
emtting light to be transmtted throuéh the finger, an inmage operating

onit 0 meLehing:Lheqt rageagLoked up it on jmge eql slored n advance,

a guide unit ftor 1ndicating an g

detection uny oy N .c.an between the.finger and the guide
uni t . Accordi%%e%gig%%%ﬁgéhagggéggo%ﬁgﬁg ?hye FegFnt Fﬁ%r?ﬁ??ﬂﬁfﬁ?ided a

ersonal identhfégalb@noderbesrRQ:s lFsbng ;g Lig rce far .emtting
Pight reflected on theothicksgf 5 ??ﬁggr? gl °g t%§033%e1P8F55h%q|ng

light transmisted tdrosghisberfpyvardienduef ;the, finger, a light-sensitive
el ement for receiving the ight " fromthe |light source for emtting the

light 25 tFansnitted thgonght ypechor pardornd %emﬁf%ag%ﬁ qdi,Spldy means
for indicating information as a guide to correct use of the device. The

devi ce furthetiscmped sas mmansniont svht ebi BnBYEhiAg ghodkl - 5 _
regi stered i mages and matching of only the registered images corresponding
to the user imemcopretingsjedt hatdebr et eedefceoreal BEleR.i n mat chi ng
operation, and neans _
According to one aspect of the invention,
there is provided a personal identification device
10 comprising an image pickup unit for picking up an image
of finger veins, a light source for emitting light to
be transmitted through the finger, an image operating
unit for matching the image picked-up with an image
registered in advance, a guide unit for indicating an
15 image pickup position of the finger and a detection
unit for detecting a contact between the finger and the
guide unit.
According to another aspect of the invention,
there is provided a personal identification device
20 comprising a light source for emitting light reflected
on the thick of a finger, a light source for emitting
light transmitted through the forward end of the
finger, a light-sensitive element for receiving the
light from the light source for emitting the light
25 transmitted through the forward end of the finger,
display means for indicating information as a guide to

correct use of the device. The device further

comprises means for switching matching of all




for updating the registration data. 5 According to still another aspect of
the invention, there is provided a personal identification device for
preventing, at a low cost, the lowering in recognition capability of the
finger vein identification device which otherwi se m ght occur due 10 to
erroneous insertion of a finger into the device by the user not accustoned
to the operation of the device or thé PnSertion of a falsified finger by a
willful user

- j feature nd advant ages of the 15 invention
will becone aﬁ%gﬁgﬁ%rggggﬁ%ﬁssfg%?oWﬁﬁﬁﬁdgﬁbfﬁifi 6¥Fiﬁ§3§ﬁﬁﬁﬁﬁﬁbnE;|EL
i i on: J Lunct i iLth the acconpanyi raw ngs.
DESCR! P11 O CE SR crkb Kb BBERb oot bR ks oah 65 nprs s Gl Gt on
i LEI i i I, the _invention., Fig. shows
oh exanml o of e o F oDt h e i P o e LR o A or

detecting ther@b Gomi@chgbehuessydstLngehngybde unit and a finger. Fig. 3
shows angexanple o?@% co%figurat?o% of9 anpersonal identification device

for detecting the statec@brdhegstsfacelofsacthnge SPEC@ o%!gﬁe 4A and 4B
show exanpl es of finger inmage due to the reflecte ight with the finger

axis not turiedeanibh urtieshe r eSPeedVELY. aFhESs08A1 2B-aRd £3C 5haw
exanpl es of finger
device for preventing, at a low cost, the lowering in
recognition capability of the finger vein
identification device which otherwise might occur due
10 to erroneous insertion of a finger into the device by
the user not accustomed to the operation of the device
or the insertion of a falsified finger by a willful
user.
Other objects, features and advantages of the
15 invention will become apparent from the following

description of the embodiments of the invention taken

in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
20 Fig. 1 shows an example of a configuration of
a personal identification device embodying the
invention.
Fig. 2 shows an example of a configuration of
a personal identification device for detecting the
25 contact between a finger guide unit and a finger,
Fig. 3 shows an example of a configuration of

a perscnal identification device for detecting the

state of the surface of a finger.




S image due to the reflected light with a false pattern 10 attached on the
finger surface. Fig. 6 shows an exanple of a configuration of a personal
identification device for detecting a finger of an organism Fig. 7 shows
an exanple of a configuration of a personal identification device for
detecting a finger of an organism Fig.6 8 shows an exanple of the
fluctuation of the light power received®y a |light-sensitive el enent 15

ith an identification i.tch,depressed. .Fig. 9 shows xanpl e of a
ggnfiguration of a perggﬁgr ﬁgen %f? aﬁpgﬁg&é@?@gesofgﬁéﬁéﬂﬁQK%ﬁ%%i
tact bet Ne 8t ki r wnger.inserti gui.de havi.ng a lig
ggzrgg usin3e§%% F%gggstf%ggﬁ?F%gdggghkh?gﬁéh%gﬁe%gﬁﬁgré@FF&%&“H? t he

finger, detectipgednenastniaes, statpeot gahinger and detecting a finger of
an organism Fig. 10 shows an exangﬁe of a“screen for indicating the

: ; fi 5 Ldi i. rt the
fluctuation of an insertedsfipgersandnd 59u§ﬁbggf%§&€§%%rO%gflﬁﬁ%r

finger correctly. Fig. 11 shows an exanple chart t chi ng
bet ween the limhgeleméfieatheon apdecand Ehehtlwltﬁeé'kkﬁék'_%t@%@ . 7 Fig.

12 shows an exanple of a flowhart for thé 1-Nidentification node to
i nval i dat e thettladhed denttfié CBihOr surface.
Fig. 6 shows an example of a configuration of
a personal identification device for detecting a finger
of an organism.

10 Fig. 7 shows an example of a configuration of
a personal identification device for detecting a finger
of an organism.

Fig. 8 shows an example of the rluctuation of
the light power received by a light-sensitive element

15 with an identification switch depressed.

Fig. 9 shows an example of a configuration of
a personal identification device for detecting the
contact between a finger and a finger insertion guide
having a light scurce using the light transmitted

20 through the side surface of the finger, detecting the
surface state of a finger and detecting a finger of an
organism.

Fig. 10 shows an example of a screen for
indicating the fluctuation of an inserted finger and

25 guiding the user to insert the finger correctly.

Fig. 11 shows an example of a flowchart for
switching between the 1-N identification mode and the

1-1 verification mode.



Fig. 13 shows an exanple of a flowhart for 5 the 1-1 verification node to
validate the 1-N identification and update the registration data.
DESCRI PTI ON OF THE EMBODI MENTS Enbodi ments of the invention are described
in 10 detail below. Fig. 1 is a schematic diagramshowing a system
configuration for inplenenting the invention. The user inserts a finger 1
into an identification device 6 at the’time of identification. In the 15
process, the forward enggﬁt ?Ees inger. 1 is pl.aced on fingertip guide

e

unit 4 with the root of Fnger"t foE4P8E16n o4 £ e i gui de
it 9. Upon rjhsergi Lk L nge into.the.device, . th
L 2 chert NIQHQH%l%QEaE%gg hOéeltotﬁpﬁggﬁﬁéhe26hﬁé3f3% 6 i s shown

identification process I1s starte The 1'den
in a side seciionad rvbsw; odhe identification process is executed in the

steps described below. Specifically, the infrared light is radiated froma

light source 3 on the back, ofz thsyEi BgeL,d el ghte,i ransm tted
t hrough the 25 finger 1 a%d a finggr inse?tpg;ggﬁkdg E%F%Céé%gn orihrough

an opticalsfidheriv1fesrirapseibhiRgaenty B8 qLREr aRgd Lght, reaches an
i mage pickup device 2. The |light is converted into an electrical signal by

the - 8 imgelqitckiipcatevbceard apdatbreyghragisrmpge:6aPLYEe 18, input to
a conputer 10. The inmage thus input is tenporarily stored in a nenory 12.
A finger vein image registered in advance is stored froma storage 14 into
DESCRIPTION OF THE EMBODIMENTS
Embodiments of the invention are described in
10 detail below.
Fig. 1 is a schematic diagram showing a
system configuration for implementing the invention.
The user inserts a finger 1 into an identificatien
device & at the time of identification. In the
15 process, the forward end of the finger 1 is placed on a
fingertip guide unit 4 with the root of the finger 1
located on a finger position guide unit 9. Upon
insertion of the finger 1 into the device, the
identification process is started. The identification
20 device 6 is shown in a side sectional view.
The identification process is executed in the
steps described below. Specifically, the infrared
light is radiated from a light source 3 on the back of
the finger 1. The light is transmitted through the
25 finger 1 and a finger insertion guide unit 5, and
through an optical filter 7 for transmitting only the
infrared light, reaches an image pickup device 2. The

light is converted intoc an electrical signal by the



5 the nenory 12, and the input image is matched with the registered inmage
by a CPU 11 according to a program stored in the menory 12. In the

mat ching process, the correlation value between the two inmages to be
conpared is calculated, and in accordance with the value thus 10 _
calculated, it is determ ned whet her th§ i nput image is coincident with
the registered image or not. In accoFd nce with the result of matching,

t he process f Ldent.i ser xecu ed, and in the case where
t he person isgﬁgg%t?2%¥g¥y %%?l |e3n PEOL A e SHBIRR R tdE i %G cat i on

process is exgﬁﬁggdtgog cEﬂPuQQ&eﬁb.toT % g%g%%o%%ed h Lgh identification

system The |light source s configure Ft such as a LED

(Light em (! nangbodel 1 gr +20:adhahogeRohamy hor el Ling.) yrar afld ot

According to this enbodinment, a plurality of LEDs are-=arr

| ongi tudi nal | ye@{ st bgehi ngehdvARcanial tephaki ¥ 319 1%”%§56d
|Igﬂt enlttlngegIZnen? may beveng oied The arrgﬁgenent 0 tht source

25 1 ongi t usli nethé ymefiotPe1 | nges ﬂngesnphtpgﬁﬁbglsstﬁatEﬁQba%ﬁt%h%h"ght
over the whole finger uniformly so that the whole finger vein pattern can

be clearly acegisesdredl imdbe bEDs ory be §@66E@hh@dt6|bh?&o%&ahhe - 9
same brightness or individually of each other. In “controlling the LEDs

i ndi vi dual | y,stdmeedi ghttippweeméoy 12he porthenmstiehiag pheckeisnt tak t he
finger where the transmttance is high can be suppressed whi |l e

correlation value between the two images to be compared
is calculated, and in accordance with the value thus

10 calculated, it is determined whether the input image is
coincident with the registered image or not. 1In
accordance with the result of matching, the process for
identifying the user is executed, and in the case where
the person is legitimately identified, the

15 corresponding identification process is executed for
the object to be controlled by the identification
system.

The light scurce 3 is configured of a

component part such as a LED (light emitting diode) or

20 a halogen lamp for emitting infrared light. According
to this embodiment, a plurality of LEDs are arranged
longitudinally of the finger. As an alternative, a
single elongated light-emitting element may be
employed. The arrangement of the light source

25 longitudinally of the finger makes it possible to
radiate the light over the whole finger uniformly so

that the whole finger vein pattern can be clearly

acquired. All the LEDs may be controlled either at the




5 increasing the light power for the thick portion of the finger. In this
way, a clear finger vein pattern can be obtained. An exanple of a nethod

of controlling the |ight power fromthe Iight source 3 is explained bel ow
10 First, with the LED3 radiating the Iight power of an initial value, the
brightness value at the position of eagh area on the inmage where the LEDs
are displayed is determ ned. Assune that the position of each LED on the

consi der cd apar e At e ReS] Pon P RGHEIAIdY B3 68 Fadabat wih Che same

consi dered appropri at e lirgh cont’i
i o her .than the

O e kO BE1eRaecHERE eptl e AL NLATAT | Sl GG B e o

particul ar range, howev I ght "power

the related ipRgeppEskbhogubs Leduneds 2Qang yice versa. This process is
executed for eachpLED areg. The cﬁan 8 anount 0 thegIFgHEeﬁ €

controlled neyaRematthxed Y§|H§g9rc§nvﬁéiggkﬁrggggﬁ:wﬁﬁlgxanple of the
operation of controlling the |ight power w a variablelight power

control 255 changec@sougt the Ue§EE| SderFk6§tthEh%hﬁE§i?B?EEBBtB%lth%alue
and the mninuminitial value of the |light power control range are

deternmined fofiegeh. LEDn Theslight apenearcenhgsk tangephscdefi ped as a
control value range - 10 of the LED |ight power output signal, and the
| i ght power hies comimeéded not to exceed this range. The maxinuminitial
value and the minimuminitial value of the |ight power control range are
determined in An example of a method of controlling the

light power from the light source 3 is explained below.

10 First, with the LEDs radiating the light power of an
initial value, the brightness value at the position of
each area on the image where the LEDs are displayed is
determined. Assume that the position of each LED on
the image is known. In the case where the brightness

15 is in the range considered appropriate, the light
continues to be radiated with the same light power. 1In
the case where the brightness is higher than the
particular range, however, the light power of the LEDs
corresponding to the related image position is reduced,

20 and vice versa. This process is executed for each LED
area. The change amount of the light power controlled
may be a fixed value or a variable value.

An example of the operation of controlling
the light power with a variable light power control

25 change amount is described. First, the maximum initial
value and the minimum initial value of the light power

control range are determined for each LED. The light

power control range is defined as a control value range



5 accordance wth the characteristics of each LED. Next, the Iight power
control values of all the LEDs are set at the center of the control range.
Then, the light is radiated to obtain an inage, and the brightness val ue
at the position around each LED is determ ned. 10 In the case where the
brightness value is low the [ight power of the LED |located at the
particular position is required to be ifftreased. The | i ght power control

val ue obt ai negeb h reyipus_ _check of the brightness value at the
position ar ouﬁjcfi ?/[%étﬁnggryijﬁgupg‘r”eEEBu? USe 18884  n@RImtiiemdkaidl ue of the

i ght power CIQ&LéP| iéa@gﬁt]%ﬂ@ﬁ LED kecg%ﬁgﬁglt t\%‘g%uéparti cul ar position.

After narrowng the contro range, t 5Pt he Ty i€ght power

radiated in fdeiRextisiege i $256L 8hgt ﬁecﬁg%‘i{rnHPnI ﬁé@ﬁ&%{i“%{a%gzgﬁ;ﬁ“?ﬁ-

As a result, stronger light power iS radiate

the previ ous siagEi gh$ theeFasSErPgT €, LhgbLigh spyalue.is high, on the
ot helro hand, the |ight p%wer of the LEE) a?e %akgogrjrgggprgﬁ ?%{glﬁosml on is

required t» he-deedaasedsi2d The &ﬁ99£c98¥@§t§9E25%|eXQhUEEBtthgg%LKe

obtai ned by checking the brightness value at t osition aroun

particul ar LEDd slisfit tiowe Neybifex U Vet deq of 2t herpLi ghhspQper sgpnt rol
range of the LED at the particular - 11 position. After narrow ng the

control ranget hitss vesnter hef cand rednysblergfigéhe thehl prwer;gadi ated in
the next stage is set at the center of the control range. As a result,
the light powadigited éro tdistraim ameimage, and the brightness value

at the position around each LED is determined.

10 In the case where the brightness value is
low, the light power of the LED located at the
particular position is required to be increased. The
light power control value obtained by the previous
check of the brightness value at the position around

15 the particular LED is set as a new minimum value of the
light power control range of the LED located at the
particular position. After narrowing the control
range, the control value of the light power radiated in
the next stage is set at the center of the control

20 range. As a result, stronger light power is radiated
in the next stage than in the previous stage.

In the case where the brightness value is
high, on the other hand, the light power of the LED at
a corresponding position is required to be decreased.

25 The light power control value previously obtained by

checking the brightness value at the poesition arocund

the particular LED is set to a new maximum value of the

light power control range of the LED at the particular




S previous stage is radiated in the next stage. As long as the brightness
of a LED is nmaintained at the proper value, the light power of the LED
continues to be radiated without change. The brightness is determ ned and
controlled in this way for 10 all the LEDs until the light power of all the
LEDs comes to remain unchanged. According to this method, the change
anmount of the light power which is Ihfb% Tn the beginning of the control

operation is : dp ressively .with 15 the advance of the contro
ogeration. Asggggggégd w??%ertﬁgrfp é&gcﬁgﬁg€9%ﬁﬁﬁi,rqqﬂﬁfﬁﬁﬂ%xw%yﬁlne

cont rol - oper gt LoRchs.pessLble Wl Le.at the same i Lproving  the

processi ng speed. In view of the fac range

control operation KRt ATl £ Bo SLSoRSIIERell HiPngURace Wtawe he |

control operation may fail e acconpli’s

opti mum contrak &apggueannehebe; detepBined k1 Qr dar t 9 sehve this
pPobIenl t he process ?or resgtt%%g Fhe naipnunsang %PnlﬁUﬁPFIght power

control ra@gqpr@biaﬁstg@a@@i1ga£a§§§ggdi§ne{ﬁguhggtnga§Qq area where the
control operation fails to be acconplished after several control sessions.

As a result, the controks IengeasaphbebwidgPRAs898kNs B2 5[ Enbodi ment 1]
The identification process can be started by depressing an identification

switch 8, or myicoathiediag the pespéeveathe, i orgelofnthgofitrgek knkhrough
t he i mage
LED continues to be radiated without change. The
brightness is determined and controlled in this way for
10 all the LEDs until the light power of all the LEDs
ccemes to remain unchanged.

According to this method, the change amount
of the light power which is large in the beginning of
the control operation is decreased progressively with

15 the advance of the control operation. As compared with
the fixed change amount, therefore, a fine control
operation is possible while at the same time improving
the processing speed. 1In view of the fact that the
light power control range becomes narrower with the

20 advance of the control operation, however, the control
operation may fail to be accomplished inrthe case where
the optimum control range cannot be determined. 1In
order to solve this problem, the process for resetting
the maximum and minimum light power control ranges at

25 the initial state is executed for the area where the
control operation fails to be accomplished after
several control sessions. As a result, the control

range can be widened again.




S capturing neans 18 and determ ning through the CPU 11 that the finger
has been conpletely inserted. According to this enbodinent, the forner
method is enployed. As soon as the user depresses the fingertip guide
unit 4 with his/her fingertip, the identification 10 switch 8 is depressed.
At the sane time, a signal indicating the conduction of the identification
switch 8 is transnitted into a conputef? 10 th;ough ag |n$grf?pe 13, 'foh
that the CPU etects. t depressed state of the identification switc

8, thereby stgé?? dlmfgt Ei identification. The fingertip guide unit 4 and

the finger osition gu Lt.9..b porting the finger 1 at two
po?nt;?gsuppfess t he go?ﬁ%o%?apt F%S%g ﬁeﬁFOSF%PhéaplH&eﬁtfrtﬁﬁiﬁﬁhlns a

d t L 1 _an i mge pickup unit 2, and
ol ds- the T H ek o1 b o “PhotFPEg5t S a%e0n SFE6hr Get Oh BH ERE" b de.

Shoul o he {Nokstdeert 1he Luagerod Efgeeikg soltpel ol bhesdBa o st op

the veins distributed in ck of ger “wou

the 25 bl ood d4om f'xﬁ]gtrﬂ@arﬁ@ti@rﬁn&oélége%QHHH 'EMthgb the! Bphng St age

bef ore deternlnlng the correlation of finger eln patfterns with'regi stered

patterns, thechamgehrOLLSSEHNY @@gr@éégncbﬁﬂggggy§egnggrteéS extract a
finger vein pattern. An exanple of the od of "finger vein pattern

extracti on i Adcssodibedto beh D eribed{hage) veenrPahberieagsymes a | owner
bright value than the surrounding area free of blood vessels.
employed. As soon as the user depresses the fingertip
guide unit 4 with his/her fingertip, the identification
10 switch 8 is depressed. At the same time, a signal
indicating the conduction of the identification switch
8 is transmitted into a computer 10 through an
interface 13, so that the CPU 11 detects the depressed
state of the identification switch 8, thereby starting
15 the identification.

The fingertip guide unit 4 and the finger
position guide unit 9, by supporting the finger 1 at
two points, suppress the horizontal displacement of the
finger 1, maintains a constant distance between the

20 finger 1 and the image pickup unit 2, and holds the
thick side of the finger 1 out of contact with the
device. Should the thick side of the finger 1 come
intec contact with the device, the veins distributed in
the thick of the finger would be pressed to stop the

25 blood flow and the pattern would become invisible.

In the stage before determining the
correlation of finger vein patterns with registered

patterns, the image processing operation is executed to




5 Specifically, the brightness value profile of the cross section

perpendi cular to the direction in which the blood vessels run has a bottom
or concave with a peak value at the center of each bl ood vessel. In al

the vertical and horizontal profiles of the image, 10 therefore, the
center of the bottomor the concave of _the brightness value is detected
either by calculating the angle of abe}%ufe or the radius of curvature of

t he rofile r _by.detecting the concaves based on the nean yalue
theorgm The %{%E#SCQ 2 155 g ipét?tter’fé'" 18 SRR g et ed i s

I cul ar “porrnt. a

enphasi zed bymEEﬁ?Q?%En%ﬁ%ggrb%EQEtn%%%ﬁ%ﬁg%%§%ggéﬁgﬂgj;?en’ Hﬂ&éﬁﬁnter of

each dark line o € inmage rs € I pattern

is extracted. , t dar i.nes,: [ he thin gr in proximty to
each ot her, cg%mgg'2Oﬁgﬁpgggﬁgéd%%%grgﬁggﬁfggﬁéS@P@&rﬁy &F&T 3 4HE case

where the |ighh1pevwehahiasha GLuchuakian. JFuLt hele (3 BGe the center of each
bl ood vesselgis extragted, t he iden%? iggtﬁog%ﬁg ﬁghgﬁﬁ5§gﬁﬁ%§%&%hout

bei ng affestegpeBYfiB§1Y§riEBEOB§iQBtEB%stQQ@eV§§%§E£@ deh o ed&%m&pe 25
expansi on or contraction of the bl dod vessels caused by the changé in

at nospheri ¢ teepetah uperpenpbysi gal tocendi HieBS: bR thepase Wiere the
identification process - 14 is started with the finger 1 not in contact

with the fingeroposessensguidehani b Bottbr BRrgBbhiaatki Qntafl at Beayf i nger 1

inthe imge is different fromthe finger 1 in contact with the finger

position guidealim¢ta9. the center of each blood vessel. In all the
vertical and horizontal profiles of the image,

16 therefore, the center of the bottom or the concave of
the brightness value is detected either by calculating
the angle of aperture or the radius of curvature of the
profile curve or by detecting the concaves based on the
mean value theorem. The particular point at which the

15 «concave is detected is emphasized by increasing the
brightness value therecf. Then, the center of each
dark line of the whole image is emphasized and a finger
vein pattern is extracted. Thus, the dark lines, which
may be thin or in proximity to each other, can be

20 emphasized positively and clearly even in the case
where the light power has a fluctuation. Further,
since the center of each blood vessel is extracted, the
identification is made possible without being affected
by the variations of the blood vessel width due to the

25 expansion or contraction of the blood vessels caused by
the change in atmospheric temperature or physical

conditicns.

In the case where the identification process




5 order to absorb this difference in magnification, the image is processed
as described below. First, the contour of the finger displayed in the
image is extracted either by applying an edge enphasizing filter over the
whol e image and checking the connection of 10 lines or by follow ng the
edges sequentially to obtain the trace thereof_or ot her conventi onal
ordinary inmage processing nethods. Nextd the width of the finger contour

i i detect the joint portion of
FhaH naer antt  SLHBFEY R B gggﬁisfloggnﬁntdtlHeag%i:ﬁétpyjulttﬂ‘lcGlh%r posi t i on
h at tral ortlon of the image.
z;t;? tﬂgt?rn%ﬂ%%ape ?lca ?%n¥%$&?h§nf ecgﬂ?ggﬁg Mol F2Ld°Pasdd tH8 tEe 0
t i dt o is.C d out _eith reducing t e
thol 0.1 mage I Ther chesturiké ahiRde ZarBLE T ath FEoh Ehaot LhRER 4 Specit e

val ue or by enbarsing,the ol & i gp UoLDcthe gaPe Dare %gﬁrgont our wi dth

is smaller than a specified vald% con fidth to the

speci fi ed yaldk&ieprtcbya@@@éI@@iéydfﬁf@wﬁé‘& (PR f2qh EELELPPOL he, fignt our

width to a specified value and correcting the tWo> COnt 6Ur 1 hes

paral | el str ainghte ﬂsfﬁﬁbcéﬁbéﬁr£§LﬁéscffE%$'5@E%w'naﬁertCkgg%Up’ even if
partially enlarged or reduced, can be corrected to a - 15  predeterm ned

magni fi cati orcorfwen: iof tites chiveyashediespldged demtidé Cahigp pgocess is
started with the finger 1 out of contact with the finger position guide
unit 9, thereftorastabraigdtdnby eqnuiyin@man seqpssétdieas FiOng 2filter
over the whole image and checking the connection of
10 lines or by following the edges sequentially to obtain
the trace thereof or other conventional ordinary image
processing methods. Next, the width of the finger
contour acquired is determined by image processing to
detect the joint portion of the finger and to determine
15 the contour width at the particular position or to
determine the contour width at the central portion of
the image. After that, the magnification of the finger
is normalized based on the contour width. The
normalization is carried out either by reducing the
20 whole image in the case where the contour width is
larger than a specified value or by enlarging the whole
image in the case where the contour width is smaller
than a specified value thereby to set the contour width
to the specified value, or by elastically enlarging or
25 reducing the contour width to a specified value and
correcting the two contour lines to parallel straight
lines. As a result, the finger image picked up, even

if partially enlarged or reduced, can be cocrrected toc a




5 shows an exanple of the identification device for detecting the state of
the finger 1 in contact with the finger insertion guide unit 5. At the
time of picking up an image of the finger vein pattern, the finger 1 is
supported at two 10 points of the finger position guide unit 9 and the
fingertip guide unit 4 in order to keep the thick side of the finger 1 out
of contact. In the process, applicatl of a stress to the joint of the

i t t ul d rp.and 15 curve

ILQQSLng 21égr%ggtgkﬂgﬁéﬁlBa%ﬁliﬁﬁggeghéln ﬁ%!qgf%%fecﬁﬁgbégmﬁzzorLdeach
u

fluctuate Ver%héah&¥néﬂglc59§55fBESCEQ% &P ﬁé&%véﬁle%&@quK;flnger

identification process. der*to prevent t

insertion gui@eg:udktcdnts go pravidedst ef | uct u tlon preSS|ng
space. Ingthe case where the flnge§ Foﬁ : Eggﬁgé 933t|C3PF§ i’n t he

manner menti onesrabeve, Ebertbickn §b@$gHEtEBﬁ Eb”gSEs}bﬁgnesf‘”to cont act
with the finger 1insertion guide unit 5] resul tant pressuré 9ot the 25

cont act ed porshens and éh@mppen@fdthéelaéaylEb@aéhepddeBEeg‘%B% particul ar
portions or the neighborhood thereof. in the case where the identification

process is slar¢ediby depresstagothenéi pgrEékp1guhdeoHBkbt4wQkn- +48
checking the inserted finger by inmage processing under this condition, the

finger veins Wowelr notseppeen gnidée henar ef. of the first joint or the
nei ghbor hood thereof in the finger inage picked up..As a result, the

At the time of picking up an image of the
finger vein pattern, the finger 1 is supported at two

10 points of the finger position guide unit 9 and the
fingertip guide unit 4 in order to keep the thick side
of the finger 1 out of contact. In the process,
application of a stress to the joint of the finger 1
with the fingertip as a supporting point would warp and

15 curve the thick side of the finger 1. Then, the joint
of the finger 1 would fluctuate vertically and
therefore the reproducibility is reduced in each
identification process. 1In order to prevent this
inconvenience, the finger insertion guide unit 5 is

20 provided to define a fluctuation-suppressing space.

In the case where the finger joint is moved
vertically in the manner mentioned above, the thick
side of the finger 1 comes into contact with the finger
insertion guide unit 5. The resultant pressure of the

25 contacted portion and the joint drive away the blood

from the particular portions or the neighborhood

therecf. 1In the case where the identification process

is started by depressing the fingertip guide unit 4 or




5 information on the features of the person is unavail able and the
recognition rate is extremely reduced. In order to detect the contact of
the finger 1 with the finger insertion guide unit 5, a push button 10
switch 20 is arranged at each supporting point of the finger insertion
guide unit 5. Wth the depression of _the whole finger insertion guide unit
5 by the finger 1, the push button Swit®hes 20 are al so pushed down. This

tate is det t nd.as | ong as 15 the push button swtches

30aa$el;usﬁegeéggﬁ?xghgﬁefggﬁ%%Fﬁga?ﬂg eﬁrgge§ga9§ gﬁp > éFfEh‘EVEH'ln Ehe
wh thg;kd AL i 0 It .s:depres : e i_nger insertion

gﬁfge un?¥65 Egﬁbbgaégiggg%édggﬁg%aggﬁ?ig%%gg gguﬁg Bglcgﬁ?f ed™when t he

thick side oftR hbhesfordehe! rissyanpediand cHEVRd; by apRlrng slress to

the joint using the fingertip as a Supporting poi €s

reduction in iecogdi fifgefalBags pPLRY¥ENLED WRLCH ggﬁgﬁs%hgight be
caused, by making it g?iablea?o %xecute ?he ident?%lcatlon process due to

25 the cons actndbrmdei émngertisarf ageuand &PetBSSFEEEBE jkack of the vein
pattern. As a neans for detecting the finger contact, the push button

swi tches 20 nayabeilsplacetd vitd reddgnet eehrbgak, 18l eqtreskatic or
pressure contact sensors which are made of a material not cufting off or
bl ocki ng t he tedused ssion of the infrared |ight and distributed over the
surface of the finger insertion
In order to detect the contact of the finger
1 with the finger insertion guide unit 5, a push button
10 switch 20 is arranged at each supporting point of the
finger insertion guide unit 5. With the depression of
the whole finger insertion guide unit 5 by the finger
1, the push button switches 20 are also pushed down.
This state is detected by the CPU 11, and as long as
15 the push button switches 20 are pushed down, the
identification process is not started even in the case
where the identification switch 8 is depressed. The
finger insertion guide unit 5 can be so shaped and
configured as to be contacted when the thick side of
20 the finger 1 is warped and curved by applying stress to
the joint using the fingertip as a supporting point.
As a result, the reduction in recognition rate is
prevented which otherwise might be caused, by making it
disable to execute the identification process due to
25 the contact of the finger surface and the resulting

lack of the vein pattern.

As a means for detecting the finger contact,

the push button switches 20 may be replaced with




5 guide unit 5. Thus, the stroke required to depress the swtches 20 is
elimnated for an inproved sensitivity to the contact. Al so, the push
button switch 20 may alternatively be arranged only at the portion of the
finger insertion guide unit 5 which supports the 10 fingertip or which
supports the finger root. Under this condition, the finger insertion guide
unit 5 and the identification device 6 /are connected with each other. The

[ ' h inger insertion unit 5 which | acks the push
but ton swi 't ore SBC T 5253 1S eRARSHSt AECt e PFAGSH AnSemtrsh Gamae i t S i s

rotated sli o] bout _t he,connecti ng rtion _and depresses the
switch 20 mﬁgiﬁ%%ﬁt§g§g@g%§ ?Eea ?gﬁagfa NP FE¥§1R§¥Pf§h8rbgﬁcegsbﬁ?sohhe
conponent [ [ rati.on_o e pu _

swi L ch 20 afiﬁﬁ??ﬁfﬁitéﬁgf%?égiﬁﬁa§§§§£3%r%ﬁup%Péﬁ:gsgtﬁasgih@nitVECﬁﬁyng
contact betweenst Pephit 8gehvdr apdat efiLogg ekt jon. gyide

detected by i nage p?ocess?né..A% exgnp%e o? kﬁ% |na§8rp#8§8§§ﬁﬁ§ nethoﬂ

25 utilizes tqeidacinihag. t henhsRoend Lhrbhe iéggﬁ—‘Ee&O%aa%BQefsg“‘éﬁet° ave
a brighter finger joint area than the inmage w no finger contacted. By
evaluating tdvwistdieghtmess,elhriddt@errepnhiacimsadvbg dehested o - 18

The nethod using the image processing totally elimnates the need of the
push button swa tidie 20ontch . t eXef orehsippsh fhestéhesdevbresgopkiguration
for a

alternatively be arranged only at the portion of the
finger insertion guide unit 5 which supports the

10 fingertip or which supports the finger root. Under
this condition, the finger insertion guide unit 5 and
the identification device 6 are connected with each
other. The connecting portion of the finger insertion
unit 5 which lacks the push button swizch 20 is so

15 shaped that the finger insertion guide unit 5 is
rotated slightly downward about the connecting portion
and depresses the switch 20 when contacted by the
finger 1. 1In this way, the process and the component
parts required for the sensing operation of the push

20 button switch 20 are eliminated for a reduced
production cost cf the device.

The contact between the finger 1 and the
finger insertion guide unit 5 may be detected by image
processing. An example of the image processing method

25 utilizes the fact that the image with the finger
contacted tends to have a brighter finger joint area

than the image with no finger contacted. By evaluating

this brightness, the finger contact car be detected.




| ower device production cost. Once the finger 1 and the push button _
switches 20 are contacted by each other or the identification process is
started under that condition, the user can be informed of the contact of
the finger 1 by an alarmissued froma display means 15 or a speaker 10
17. This pronotes the recognition on tgf part of the wuser and inproves the
mastery of the device manipulation th E%by preventing the reduction in

iti . j 1 3 sh I f a
Cont Cgur at i ontaf meERBaChIEAl Eheltncod: p2opBRReBostt At lone surface state
of the thi ok i fe: ofcLhe-ALngstal ocRERLOBLed pLLONL soutegs 22 ave, arranged

at positions for radiating the thick srd

reflected |ightte SOHSE£ESs 2o EIEE gh@ Lightia engt suff|C|ent for
transni ssi on tﬁ?ough an optical fi PTer %l %heoﬁ %%&8% Pt Re reflected

| i ght sourcesl@et Sd@ﬁié@tﬁﬂo&@cﬁlé{ﬁ” H§s£apabl e Of pi cking up an inage of
the finger surface. In the case where the light fromthe light source 3 is

radiated véth the refl enies th@hflﬁ@@fCESanQZtB@rﬁﬁghOEBttéﬂ i mage having
finger veins is picked up. In the case where the light fromthe reflected -

19 |ight sourwiessids iX0 rauk at@dtattddthe saghtosReFCcer3tnheff, on the ot her
hand, an i mge of the finger surface

identification process is started under that condition,

the user can be informed of the contact of the finger 1

by an alarm issued from a display means 15 or a speaker

10 17. This promotes the recognition on the part of the
user and improves the mastery of the desvice
manipulation thereby preventing the reduction in
recognition rate.

[Embodiment 2]

15 Fig. 3 shows an example of a configuration of
an ldentification device for detecting the surface
state of the thick side of the finger 1. Reflected
light sources 22 are arranged at positions for
radiating the thick side of the finger 1. The

20 reflected light sources 22 emit the light of a
wavelength sufficient for transmission through an
optical filter 7. The light power of the reflected
light sources 22 is adjusted to a value capable of
picking up an image of the finger surface.

25 In the case where the light from the light

source 3 is radiated with the reflected light sources

22 turned off, an image having finger veins is picked

up. In the case where the light from the reflected




is picked up. Specifically, the light source 3 is turned on while the
reflected |ight sources 22 are 5 turned off when performng the .
identification process. Imediately before or after the identification
process, the on and off states of the |light source 3 and the reflected

| i ght sources 22 are alternated with eafg _other, so that the finger inage
is acquired by the 10 light reflected fromthe finger surface and anal yzed.

nthis way, itghe deLecElngd waelhel the fjnger lmage, acquired for =

identification i's the proper one or not. Figs.

! ! ! A o, ang #ib STow ex: o
i mge of the otingsr, %HéféﬁﬁeElﬁéﬁQ,uen A rg&f%Heifﬁaiﬁg1%§§%{§%

Fig. 3. In the case where the | t " from ecte 22 is

radi ated wit hoytpiBRedr agi at kpach remythe |ight 1Source 3. Lhe finger vein
pattern is substgntigllyﬂinvigigle. hbvgrtheless% th§O%§F§h§ i*f or mat i on

of the fingertsunéacensuablastRO veknkkesd niyhe kiagerd oint,and a foul on
the finger surface are picked up as an inage. Fig. 4A shows an inage of

the fingerSsurhaced affhwhbe pongbtmdhgakhdi naehi9riehttibe frgessnot
rotated about the center axis thereof. The joint 25 winkles 30 are
di stributed vermédahtglunbébontyon bfitereshect deattfiecaenbar pavcesef, t he
finger 1. Fig. 4B shows an imge of the surface of the finger rotated
about the centle? @xiandThef|statesrdhktbs B0Oghtesou?fe di apbaced
considerably to the | ower side and have joint winkle ends 31. Further,
the i mage of Fhk¢t®d lsght sources 22 are alternated with each
other, so that the finger image is acquired by the
10 1light reflected from the finger surface and analyzed.
In this way, it is determined whether the finger image
acquired for identification is the proper one or not.
Figs. 4A and 4B show examples of image of the
finger surface picked up by the identification device
15 of Fig. 3. In the case where the light from the
reflected light sources 22 is radiated without the
radiation from the light source 3, the finger vein
pattern is substantially invisible. Navertheless, the
visual information of the finger surface such as
20 wrinkles in the finger joint and a foul on the finger
surface are picked up as an image.
Fig. 4A shows an image of the finger surface
with the longitudinal direction of the finger not
rotated about the center axis thereof. The joint
25 wrinkles 30 are distributed vertically uniformly with

respect to the center axis of the finger 1. Fig. 4B

shows an image of the surface of the finger rotated

about the center axis. The joint wrinkles 30 are




seen to have been picked up on the side of the fingertip opposite to the
direction in which the joint 5 winkles 30 are displaced. In other words,
the rotation of the finger | about the center axis can be determ ned by
checking the picked-up image of the finger joint winkles 30 or the nai

32. In the case where this rotation_j%¥gqgected,_the user is warned and 10
the identification process is not executed. In this way, the recognition

error is redugespl Ave@xaBRbeqatapt e Aethad; gf deteati ng f he di splacement
of the positioﬂpof the j oi nt mfinEles gogbygyﬁagéﬁg%ogggspﬁge i’ s cri bed

bel ow. First,wﬁﬁnkn@g@n@gtaﬁnedFh§tgé;apehge§mgngsghaaﬂaﬁqg%zqubasiZi“9
filter thereby to enphasize the vertical conponent |ines of thée i mage.

Next, the enphasizes hawgeobsnbpnakbaedpapd the Linessratgeconverted into
thin lines. After that, it is determned by the line tracing process

whet her the 20ingeesi@arepgepiténtpuxhapasiétonoMerhi gk kRe GeALicNUOUS
fashion. In the case where the lines represent the joint winkle portion,
the traciny overnlelesoifpareet i gebyléoad. di shantkeksweank| edheut . Based on
the length of tracing, it is determ ned whether the 25 wrinkles are those
of the joint Itafdion A% erhe hingerhk @ositi Une ofeaneendxpsi bhnobeeach
traced line segment is determned and the distance fromthe finger
contour is c&AEHEED Hef eByetlolniet Blier meckb@t hier imkge- of1thpositi on of

joint winkle end point 31 is displaced or not. On the other hand,
Sﬁghrgfgtfon nger jOlA% wrinkles 30 of the nail 32. In the case

where this rotation is detected, the user is warned and

10 the identification process is not executed. In this
way, the recognition error is reduced. An example of
the method of detecting the displacement of the
position of the joint wrinkles 30 by image processing
is described below. First, an image obtained is

15 applied through an edge emphasizing filter thereby to
emphasize the vertical component lines of the image.
Next, the emphasized image is binarized and the lines
are converted into thin lines. After that, it is
determined by the line tracing process whether the

20 lines are kept in juxtaposition vertically in
continuous fashion. In the case where the lines
represent the joint wrinkle portion, the tracing over a
comparatively long distance is carried out. Based on
the length of tracing, it is determined whether the

25 wrinkles are those of the joint or not. After that,
the position of an end point of each traced line
segment 1s determined and the distance from the finger

contour is calculated thereby toc determine whether the




the finger 1 can be detected w thout determning the end points 31 of the
joint winkle by calculating the 5 center of gravity of the distribution of
the joint winkles and determ ning whether the vertical positions of the
joint winkles are displaced or not. Nevertheless, the displacement of the
joint winkles 30 may be detected by using the conventional nethod based
10 on the image recognition. This irra'gé2 rocessi ng makes 15 possi ble the

d [ f i ion.without -any special sensor and prevents

the reduct i onP 5 t-BRo6H BRER PRitur s ﬁaaﬁf&qlabt the dovice ©
i - I foi n r detectin e_nai
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is described. Fi the texture o

met hod such a he: cen t i.an -hi ram:for _snmpl |, areas or .the _
frequency con%%%eﬁ%ngﬁglgs%éa E?rggkg%ﬁgdtgggﬁpg%Z AN D e i mage

i's conduced byndhgoond n@iYof”’EEQOE’oﬁHEhwi‘inﬁ(E% R tc%qrc%fﬂgglgggg% 3 for a

h
smal | area or frequency conponent "anal ysis thereby 10 su e % he area.

In the case acehvési on §reaiof 8t Lprashispredgtenm B%ﬁt%e?oii%gco””e“ ed to
t he upper or lower 25 part of the fingertip or the nei ghborhood of the

fingertip or wnithbesasedweteraonpagi ﬁﬁatwétrhth@evetr%&t:larletpfo%%ttli%%sOf the
nail 32 statistically calculated shows an anal ogous area, then the

particul ar paef tle-j@Pnt detenkiasdans dibpilhc3d. oNewekt hel ess, ot her
met hods
Nevertheless, the displacement of the joint wrinkles 30
may be detected by using the conventiocnal method based

10 on the image recognition. This image processing makes
possible the detection of the finger rotation without
any special sensor and prevents the reduction in
recognition rate without increasing the device
production cost.

15 An example of image processing for detecting
the nail 32 is described. First, the texture of an
image is analyzed by an ordinary method such as the
concentration histogram for small areas or the
frequency component analysis. First, the texture

20 analysis of the image is conduced by the ordinary
method such as the histogram analysis for a small area
or frequency component analysis thereby to subdivide
the area. 1In the case a division area of at least
predetermined area is connected to the upper or lower

25 part of the fingertip or the neighborhood of the
fingertip or in the case where comparison with the

texture feature of the nail 32 statistically calculated

shows an analogous area, then the particular part 1is




based on the conventional process of inmage recognition may be used for
detecting the nail 32. Figs. 5A to 5C show i mages picked up by the 5
identification device of Fig. 3 including a real finger of an organismand
an image with a copied finger vein pattern attached thereon. Fig. 5A shows
an exanple of a finger inmage picked upwth the light radiated fromthe

| i ght source 10 3 but not fromthe refi%ect ed | i ght sources 22. A clear

finger vein - i 5.obs d,,Fromthis.i e, however, it _ is not
knoan mhethefa%ﬁg£gfﬁégrg@e?nggéieBZrea eaﬁrﬁaﬁﬁ%35Vﬁ9 o ﬁfmiqnqgil1 s
ondition, t Lgh r 1.5 ed _off while.the light fromthe _
?eflgction Irg%%égo%?cgggZggpge?gé%gégdgrgﬁeﬁﬁeOéa%Qagﬁh Eqﬁﬂ§9¥%bgr vein
pattern pi ckeehyiopas,asal FBgCabeect ial Pheanhed! sorgani sm as shown in Fig.
5B, the finger vein pattern iIs subst ntlaIPy invisible or an unclear

finger vein pattern 40 rsgsecognizabtesndl AssHEE, ,9RLhe ot her (hand, that
a false finger vein patt%rn i's dramn,smﬁth a %ateplaﬁ cu#@ﬁnglogg t he

light frantheentghtcsousseddvies arshegt of sacmahengak r%lar_loﬂl?lg\aéﬁ}i ch the
light fromthe light source 3 is transmssible or a franslucent terial

and attached @h @5 ¢hgafiisngesnd,anrimapat ¥etR bScopawa dihgel! ¥eqn the
finger with a material cutting off the light. As shown in'Fig. 5C a
finger vein ptlesmm cartdpehed edne¢yeonecogni zed even with the light fromthe
reflection - 23 1ight sources 22 alone. By determ ning whether a clear
Fig. 5A shows an example of a finger image
picked up with the light radiated from the light scurce

10 3 but not from the reflected light sources 22. A clear
finger vein pattern 41 is observed. From this image,
however, it is not known whether the finger veins are
real or duplicate. Under this condition, the light
source 3 is turned off while the light from the

15 reflection light sources 22 is radiated. In the case
where the finger vein pattern picked up as an image is
that of a real organism, as shown in Fig. 5B, the
finger vein pattern is substantially invisible or an
unclear finger vein pattern 40 is recognizable.

20 Assume, on the other hand, that a false finger vein
pattern is drawn, with a material cutting off the light
from the light source 3, on a sheet of a material
through which the light from the light source 3 is
transmissible or a translucent material and attached on

25 the finger 1, or a pattern is drawn directly on the
finger with a material cutting off the light. As shown

in Fig. 5C, a finger vein pattern can be clearly

recognized even with the light from the reflection




i mge of a finger vein pattern can be picked up with the reflected Iight
alone, it can be determ ned whether a false pattern has been attached or
not. In the case 5 where a high correlation is determ ned between an inage
obtained by radiating light fromthe |light source 3 alone and an inmage
obt ai ned by radlatlng the light from the reflection |ight sources 22

al one, however, is deternined that & fal se pattern |3 atfached or 15
directly 10 df h Huser rned .t hr qugh th i splay neans

or the speakerfqgt ﬁggﬁggigenﬁl ngat?%ﬁ R e %ﬁial ﬁ%ﬁsdmaﬁé
t he erroneous ogRni L i ok S er vein patt rn ven e
Apart fromth%améég%eg?nngggnﬁLJ ?élgﬁgéegPlnger Vet ttached,

a foul or dusingBycresiebaonible Chader SurLacesthe.Ligge, cmle& on gui de
unit 5, the optical filter € | mage pIC up deV|ce fa case,

too, a clear patiesa ﬁwt@pﬁeHESOBeeQOaEEQCEbBQQE Lgrge lﬂé (g ation from
the reflection light sources 22 alone. This is determ ned by det ec |ng

whet her a $igmiéicanthygidackerepaetbANikhaBtEhRi ngHr HRURELAY 16Xis ﬁag; not
in the finger image picked up by the light radiated fromthe reflection

li ght sour cesol2ba DPedl operadsaningt hoghef f-binstHet eehhensolpckhe case
where the val ue obtained by differentiating the interior of the finger
area of the iabgee exvderrs fmagéventahnedhoydratioatexgnphe, lighics rdefer ni ned
that a - 24 clear Pattern exi sts at the particular position.
the reflection light sources 22 alcne, however, it is
determined that a false pattern is attached or directly

10 drawn. Then, the user is warned through the display
means 15 or the speaker 17, and no identification
process is executed. In this way, the erroneous
recognition of a false finger vein pattern is
prevented.

15 Apart from the case in which a falsified
finger vein pattern is attached, a foul or dust may
exist on the finger surface, the finger insertion guide
unit 5, the optical filter 7 or the image pickup device
2. In such a case, too, a clear pattern may appear on

20 the finger image by radiation from the reflection light
sources 22 alone. This is determined by detecting
whether a significantly darker portion than the
surrounding exists or not in the finger image picked up
by the light radiated from the reflecticn light sources

25 22 alone. As a method of this detection, in the case
where the value obtained by differentiating the

interior of the finger area of the image exceeds a

given threshold, for example, it is determined that a




Neverthel ess, other conventional image processing methods nay be used to
detect a clearly visible pattern. In the case where the image is clearly 5
visible at the sanme position at every session, it is determned that fou
or dust is accumulated in the device. In the case where the position where
a clear immge is visible changes in each session, on the other hand, it
is determined that a foul is attached offthe 10 finger. This result is

Cf inistrat t hr.ough the di spl means 15 or
R S R T

the speaker ase hi's

cl eansed or Cﬁ@é@ﬁghgieggFﬁﬁgﬁg?sHEE%&ﬁ%”O§512§§%§ﬁL% ﬁk%%%ﬁ%ﬁéhgfr:duction

in recognition rate. 1 nment I

confi gurati ony®fhods fha vgk8gi denpifbeat ion deyiice for, detecting a _
biological rea%%i%n of ge%?ngegq A IPS%Fggoﬁrceg§§}§ i ébggbognltlon 51 is

arranged in theringer tip onédeadl Whktedenandnagh 9t cgenshtj ve el ement 30
is arranged above the light source 51. The |ight source for-life

recogniti oh Slietble dhechafsanedpbsght onhkeheteachgssstiba, ! ightixsensitive
el enent 50 through the fingertip. In order to prévent the |ight of the
light source &stedfinedtiaaat ofoheoki ghttof st hechinghtceaurgerhar life
recognition 51, fromreaching the light-sensitive elenent 50, a |light
shi el d menberdszigmy bl itisercase bietneenhehpokightnseneee 3 andathe
light-sensitive - 25 elenment 50. It is determ ned whether a finger is that
image 1s visible changes in each session, on the other
hand, it is determined that a foul is attached on the
10 finger. This result is notified to the user or the
administrator through the display means 15 or the
speaker 17. Then, based on this notification, the
device can be cleansed or cleaned or other measures can
be taken to prevent the reduction in recognition rate.
15 [Embodiment 3]
Fig. 6 shows an example of a configuration of
a finger vein identification device for detecting a
biological reaction of a finger. A light source for
life recognition 51 is arranged in the fingertip guide
20 unit 4, and a light-sensitive element 30 is arranged
above the light source 51. The light source for life
recognition 51 emits the infrared light which reaches
the light-sensitive element 50 through the fingertip.
In order to prevent the light of the light source 3,
25 instead of the light of the light source for 1life
recognition 51, from reaching the light-sensitive

element 50, a light shield member 52 may be inserted

between the light source 3 and the light-sensitive




of an organismor not fromthe fluctuation of the |ight power received by
the light-sensitive element 50. Fig. 7 shows an exanple of a configuration
of 5 a finger vein identification device for detecting a biological
reaction of a finger. The difference from Fig. 6 lies in that the |ight
source 3 for picking up an inage of a:%%rger vein pattern is used also as
a light source for detecting an organi “and the light 10 sensitive

I 50 i i Cfi rti id nit 4. . This reduces the

lﬁgﬁﬁ”‘éi‘t of cbfr%?;?ﬂé%??ﬁ§9'f ‘. ”c’%?,{ 4§k ghipd xgﬁsltneaf “a“¢riEAg Share o the
- Sen .

st eh’ o Shownt | 4F L SMISANSELASE SLEAEEhe DR L8Rk 8L B8 bkl i ot ¢ ne

identificatigfowidted-8; 308 1 etﬁéugiagﬁtggnggghgg gﬁeﬁ &l kght power of

the light-sensitive element 50, it can eterm ne ethér'the finger is

an organismor not. In the casenowbess thembinggk L i:énﬂg%g%%g%ft he
| i ght power of 20 the light-sensitive el enent 50 undergoes no substanti al

change untd | 4 niedget eleibef g i hecslepsesaboncefl stheqet dept hi gation
switch 8 with the finger 1 placed on the fingertip guide unit 4. In the
process, no fhiurtemidah reocuicn othes thagethe Thactuatéeanduertgnt he
finger 25 displacement or a minor pulsation in synchronismwth the heart
beats. Once tHigi dentidd clatigmiswitehl Byhs sdepces3eflobypibrihgngprtip, the
identification swwtch 8 is turned on and the anmount of current flowis -
26 instant| 2l ndtasaf Atfingesamin ipettehe i$ngeedi plso as a

light source for detecting an organism, and the light-
10 sensitive element 50 is arranged in the fingertip guide
unit 4. This reduces the number of component parts.
Fig. 8 is an example of a timing chart for
the light power of the light-sensitive element 50 and
the identification switch 8 shown in Fig. 6 or 7. By
15 checking the depression timing of the identification
switch 8 and the fluctuation timing of the light power
of the light-sensitive element 50, it can be determined
whether the finger is an organism or not. In the case
where the finger 1 is an organism, the light power of
20 the light-sensitive element 50 undergoes no substantial
change until immediately before the depression of the
identification switch 8 with the finger 1 placed on the
fingertip guide unit 4. In the process, no fluctuation
occurs other than the fluctuation due to the finger
25 displacement or a minor pulsation in synchronism with
the heart beats. Once the identification switch 8 is

depressed by the fingertip, the identification switch &

is turned on and the amount of current flow is




is pressed by the fingertip guide unit 4, and the amount of blood flowin
the fingertip is reduced so that the transmttance of the light emtted
fromthe 5 light source for Iife recognition 51 is increased. As a result,
the Iight power received by the light- sensitive element 50 increases in
synchronismwi th the depression of the identification switch 8. Wth the
reduction in the pressure for depressi the 10 identification switch 8,

t he identificgﬂﬁgg?ln teh-BehSeqt urped, 88 Fﬁ tlh?epr&gu&%@ég%&é%pgyblood

flowrate in ertip rncreases an t he

light-sensitive slespay 59 éegrfgﬁgérgggdgaphg uhBcthe gage where the

finger I is not ‘an 15 organism |cat|on “flows in the

finger and thﬁﬁ@ﬁ@ﬁebfrﬁﬁ@bdsfﬂgwpyhS@BboﬁlﬁgggEgghquEgaﬁbgﬁ Qf, the

identification switch nor does the blood a ange at the Plngertlp

a-- the tine wfat deps essaemoftihgei denthki Q@&h@neﬁ%EQB fIBHS cpkhere 20 is
no fluctuation of the |light power received by the |ight-sensitive el enent

50 as shovin inidhiyg.s@urde fdrslid@yrebygsbeckhngithe fhuekuatihon @k the
| i ght power received by the light-sensitive elenent 50 at the tine of

depressi ng the ieentt fitdat i biglswi pohe B, rétei sed@Sbdetreni ngdtwhet her a
finger is an organismor a falsification. Fig. 9 shows an exanple of a
confi gur at i orfofsitarve delandnttaid oindevases hawi syntheofiusat woBE ohe- 27
detecting the contact of the finger with the finger .
depression of the identificaticon switch 8. With the
reduction in the pressure for depressing the
10 didentification switch 8, the identification switch 8 is
turned off, with the result that the bloocd flow rate in
the fingertip increases and the light power received by
the light-sensitive element 50 decreasss gradually.
In the case where the finger 1 is not an
15 organism but a falsification, no blood flows in the
finger and therefore there is no pulsation before
depression of the identification switch nor does the
blood amount change at the fingertip at the time of
depression of the identification switch. Thus, there
20 1is no fluctuation of the light power received by the
light-sensitive element 50 as shown in Fig. 8. In this
way, by checking the fluctuation of the light power
received by the light-sensitive element 50 at the time
of depressing the identification switch 8, it is
25 determined whether a finger is an organism or a
falsification.

Fig. 9 shows an example of a configuration of

an identification device having the functions of




insertion guide unit 5, the state of the thick of the finger and an
organi sm finger, wherein an imge of the finger vein pattern is picked up
by radiating the 5 transmssible light fromthe side surface of the
finger. The identification device 6 is shown as a side sectional view and
a top plan view. The light source 3 is zocated on the side surface of the
finger, and the upper portion of the i®éntification device 6 is open. 10

The e ont i nohdentcangt BfSiAR Uil age ok (NS dL9st ] S Statiered Tn the

finger and reaches t i'mage pi ckup ~“devit

guide unit 5 §ngrkﬂgnp§haﬁélukkkt%r Chel %%t%dgﬂ;kﬂfC%{Lgﬂ?gﬁ%gﬁﬁ?ESing

the light 15 transm ssible through the sSide surface o

different from eraBHMeaHEBE'gQH%Qmi Qﬁﬂtgiefrj,cg%g‘%iind%\ﬁi égnsa | yoii N tehe

position of the [ight source Like in"the ment i bed above, the

contact of thenfeRgeein phctbenf 1BOBK ckaserll 8y guide Gnd hgState 20 of
the thick side of the finger and the finger as an organi sm can be

detected. HEnbpdnsmnts4bl1Ei gight shewstas exaepker¢hca 8yl ation screen
for displaying the state of finger insertion to 25 guide the user to

insert the fifgegecorreoel ydahtibechiienobieegestr aki ehowMbSls @f i users
have are not yet accustomed to the operation of the identification device
by the tine oferegpsetarien, anddat hepepdre vi2@. regei lédhhe sguirded 3t o
insert the finger. The inmage of

is located on the side surface of the finger, and the

upper portion of the identification device 6 is open.

10 The light incident on the side surface of the finger is
scattered in the finger and reaches the image pickup
device 2 through the finger insertion guide unit 5 and
the optical filter 7.

This identification device using the light

15 transmissible through the side surface of the finger is
different from the above-mentioned identification
device only in the position of the light source 3.

Like in the embodiment described above, the contact of
the finger with the finger insertion guide 5, the state

20 of the thick side of the finger and the finger as an
organism can be detected.

[Embodiment 4]
Fig. 10 shows an example of a registration
screen for displaying the state of finger insertion to

25 guide the user to insert the finger correctly at the
time of registration. Most of the users have are not

yet accustomed to the operation of the identification

device by the time of registration, and therefore




the finger 1 picked up is displayed on a picked-up image nonitor 60
through the display means 15, in superposition with a contour guide 61
providing a 5 neasure for setting the contour of the finger 1 in position.
The user, while watching the inage nonitor 60, can set his/her finger in
position. In the process, the finger state is expressed on a gui dance
statenent display unit 65 in such word s "the finger 1 10 is rotated in a

- di [ yonthe fi I | tati t it t
i e o the TEhger toBoSphaeki e SRIEEE thE FRRBEF" nddft fBRSBuIdo uni i

5, ‘the fin 1] fal sk Licatjant .o " Lae finger vein pattern is

attacheg oltﬂgﬁ?iggg?éﬁ'? éﬁ%?ﬁgrPBa?i5Béﬁ?éégéé faarg%Fégdngicating t he

finger state igaqdliaphayed b0 theoduhdapceadisphgyouht §3, Based on  these
d of howto is

i nformation, the user can be infor correct er finger

state. In thisupeypodei sseniEANa BXREYLE EHEJRT BEESS 0 4f R stration
correctly in 20 accordance with the gui danCe on the screen. "As a result,

the job ff megisiration escthegparé ebntber 8dMpkskraLer isjpeduced and
the adm nistrator is not required to attend the user. Therefore, the

burden on thesdnion st reterusan, beht bduegtch 269 Mre [ghabhentegi-stration
data can be obtained not by one trial but by selecting the data suitable
for registrati®n can ot seveflaér datrgebt annedsifioem severahetrial s of
finger insertion. Also, the - 29 wuser can be accustonmed to the device
operati on norRFocess, the finger state is expressed on a guidance

statement display unit 65 in such words as "the finger 1

10 is rotated in a two-dimensional (2D} plane’, "the finger
1 is rotating about its center axis’, "the finger 1 is

in contact with the finger insertion guide unit 5", 'the
finger 1 is a falsification’ or "a false finger vein
pattern is attached o the finger 1. Further, a

15 guidance diagram 64 indicating the finger state is
displayed in the guidance display unit 63. Based on
these information, the user can be informed of how to
correct his/her finger state. In this way, the user can
execute the process of registration correctly in

20 accordance with the guidance on the screen. As a
result, the job for registration on the part of the
administrator is reduced and the administrator is not
required to attend the user. Therefore, the burden on
the administrator can be reduced.

25 More reliable registration data can be

obtained not by one trial but by selecting the data

suitable for registration out of several data obtained

from several trials of finger insertion. Also, the




efficiently by informng the user of the difference of the present _

I nsertion state fromthe previous insertion state. An enbodi nent in which
such information is 5 presented for registration is described below Each
time the user inserts a finger for registration, the finger vein pattern
in the first trial or the past trial k; mat ched, and the degree of
pattern fluctuation is indicated in a %cﬁing result 10 display unit 62

on the one hapdeandahnng LLAGRE opbBS Ll gL [NGlualion qraph display unit

66 in tinme series on e ot rther suc finger

state and theef?ﬁ@@@nﬁ@% E? 1BEH§R§%$ Q%e”%%erab%ot%% %f%@é%%%%:on he

gui dance display unit 6 use wat ching these history 1mn Srmat i on,

makes trials fﬁ@eﬁfégéMta@ﬂsE?H%oﬁogﬁaE% irSalhy ﬁQg%ﬁ%h%nqngy%tlon

fluctuations of the finger insertion in accordance with I n

which the fingeatés lmﬁeéhﬁadlﬁbﬁe,1hhw&lcﬂ|§MQBYl9§BrR%tH%%d iisn SUCh a
manner that in the case 20 where the finger insertion undergoes | arge

fluctuatiobs, ptéeediata fsrnoegiegratenadivhideectrhgedl bagely vein pattern is
registered only after small fluctuations continue. This registration can
be Each time the user inserts z finger for
registration, the finger vein pattern in the first
trial or the past trial is matched, and the degree of
pattern fluctuation is indicated in a matching result
10 display unit 62 on the one hand and in a finger
insertion fluctuation graph display unit 66 in time
series on the other. Further, such information as the
finger state and the reason for the fluctuation may
also be displayed on the guidance display unit 63. The
15 wuser, watching these history information, makes trials
repeatedly and thus come to visually understand the
fluctuations of the finger insertion in accordance with
the manner in which the finger is inserted. Also, this
history can be used in such a manner that in the case
20 where the finger insertion undergoes large
fluctuations, the data is nor registered while the
finger vein pattern is registered only after small
fluctuations continue. This registration can be
carried out manually by the user or automatically by
25 the system. Also, the registration daza can be
produced in a single or a plurality of sheets.
The information on the registration image

shown in Fig. 10 may be transmitted, not by the




carried out nenually by the user or automatically by 25 the system Also,
the registration data can be produced in a single or a plurality of
sheets. The information on the registration inmage shown in Fig. 10 may be
transmtted, not by the - 30 information transm ssion neans such as the
display neans 15 of Fig. 1, but by transm ssion neans such as the speaker
17 using the voice to guide the user To3%insert his/ her finger correctly.

This registrati od inproves the degree to which the user is
accust oned toabggrggg?%g gﬁngFﬁSﬁ%ﬂ% ME2AF (s fve Ths Rt FRidhg it

ossi bl e to agguite-hi gl yv.rel i,ab istration .data. [Enbodiment 5] 10
Rn enbodinent&?ghéx%?agge lgéléﬁ/%ﬁtwﬁggﬁrﬁﬁgmﬁ%ﬁﬁﬁqfq ‘ﬁdﬂﬂﬂbdﬁ% gnclgde
the 1-N ident ifkcat e hi 1t registration i mage5 an
the 1-1 veriF?%a??gﬁnﬁgggdfgggﬁ gﬁ%%ihgqf%etPDgﬁﬁﬁﬁeF S US%erftS fy the

user in advancgsapd ABREZAERIFOR Mrac&r_%%_ftﬁgszpoﬁ%iﬁg e issctreart%?oni mage. In
the 1-N identification node, the identification process I's started

i medi atel y ahéehotthempipges thei Asgrbed:oWhhlien the identification process
is started after the ID nunber is input using the input neans 16 and the

finger 20 is aosestededntdhehd-deverkf bpathencnodai 1Ehar el &0k
identification and the information required for identification can be
presented to theeusakihy thepdsspbay meaasqhbrer htihely reliable
registration data.
[Embodiment 5]

10 An embodiment is explained kelow in which the
identification modes include the 1-N identification
mode for matching all the registration images and the
1-1 verification mode for inputting the ID number to
identify the user in advance and matching only a

15 correspending registered image. In the 1-N
identification mode, the identification process 1s
started immediately after the finger is inserted, while
the identification process is started after the ID
number is input using the input means 16 and the finger

20 1is inserted in the 1-1 verification mode.

The result of identification and the
information required for identification can be
presented to the user by the display means 15 or the
speaker 17. The display means usable for this purpose

25 include a visual display, ligquid crystal or a LED lamp.
The sound issued from the speaker 17, on the other,
includes a voice or beep. Figs. 11, 12 and 13 show

examples of flowchart showing the identification mode




speaker 17. The display means usable for this purpose 25 include a visual
display, liquid crystal or a LED lanp. The sound issued fromthe speaker
17, on the other, includes a voice or beep. Figs. 11, 12 and 13 show
exanpl es of flowchart showing the identification node - 31 selectively
swi tched between the 1-N identification node and the 1-1 verification
node. In the 1-N identification nmode, the identification process is

d si ! ti i d fi r 5 withaut inputting the
P or mat i on STEhoAs ARy oo RERBaPa PR TRREN Py Y ddpersaicsthen. N
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all the registered pérsons, however,

i i j . jected., _l.n the 1-1
Derif1carton Taggsed PEmbOM b7 Lhagleihg Q?ﬁéﬁ’%?f?%gfj} in“gPdcess i s
fu i i t i j [ ion_such as an
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node, though tow idedtitjing & pbreshol drgan; bg ié?%tﬁ?ﬁc ?;an%Eéon and

therefore the recognition rate " of the user not sufficien accys?bned to
the device 20 Hewd pst@t i 09 +&rj NH6QYEE: c ACCEEHI Pt QsLhi S tzﬁgt}ggh”%@t’ the

registration data has a validity/invalidity attribute of
i dentificatiame afubtbyctved i tod | Ogr 0£1 40V | Eotd oo i Bevalue for

determining a registered person for matching with the

10 registration data is shared by all the registered
persons, however, the user whose correlation with
his/her data tends to be low is liable to be rejected.
In the 1-1 verification mode, on the other hand, the
identification process is executed by finger insertion

15 after inputting the information such as an ID number
for specifying a person to be identified. According to
this mode, though low in utility, a threshold can be
set for each person and therefore the recognition rate
of the user not sufficiently accustomed to the device

20 manipulation is improved. According to this
embodiment, the registration data has a
validity/invalidity attribute of the 1-N
identification, and by validating or invalidating the
1-N identification mode operation automatically, the

25 two identification modes are switched for each person
in a single system. Further, in the case where the

correlation with the registration data is determined

low, the registration data are automatically updated



1-Nidentification node operation automatically, the 25 two identification
nodes are switched for each person in a single system Further, in the
case where the correlation with the registration data is determned |ow,
the registration data are automatically updated - 32 thereby to inprove
the utility and achieve a higher recognition rate. Fig. 11 shows an
exanple of a flowhart for swtchingt two identification/verification
nodes 5 inclu igg?%ghkidentification and the 1-1 verification. First, step

S100 is execu Ri tTBFPYat FBR BFLLAEY ?ﬁggécbii@k’ﬁparrﬁéﬁéljz, the li:l ght
source 3 and fhe nenpr 12, for exanple. In step S110, it is determ ne
whet her the i%%%????%h%?oﬁaEWWtch 8 has been depressed 10 or not. In the

case where the identification.switch 8 has been depressed, the 1-N
i dentification node of g%%b f%l%%°V§ ﬁﬁr??@HpgﬁtP TRef1oNchasht £PEcat i on

Where the T deHtT T SAT ot Gui {2 G- Rabl Aot C 55/ BEGA J6pF Le8oH00B t he of her
or mot I TR S et THETT D ROrber HAASpeBR FrputcBhaLrRtieg. o
Goneeruoa? RS2 0 dalo e LA Lon, BUAEL R 188 B by
detail of themadd r_ﬁl‘iﬁ(ﬁlﬂ fh&atd on node jfi‘geﬁﬁ ePo P12l ?%%pﬁﬁé nednLater
with reference to Fig. 12. At the end of execution of ~eac
identificatiad,verdd icGainine "odey 48 PEPLESSitSis determined
whether the identification switch 8 has been depressed
10 or not. 1In the case where the identification switch 8
has been depressed, the 1-N identification mode of step
5120 is carried out. The 1-N identification mode is
described in detail later with reference to Fig. 12,
In the case where the identification switch 8 has not
15 been depressed, on the other hand, it is determined in
step S130 whether the ID number has been input or not.
In the case where the ID number has been input and it
is determined in step S140 that the identification
switch B8 has been depressed, the 1-1 verification mode
20 1is carried out in step S150. The deta’l of the 1-N
identification mode in step S120 is explained later
with reference to Fig. 12. At the end of execution of
each identification/verification mode, the process is
ended in the case where the identification mode of the
25 1identification system is left in step S160. Otherwise,
the identification mode is repeated. According to this

process, the convenient 1-N identification mode and the

reliable 1-1 verification mode are switched to realize



ended in the case where the identification node of the 25 identification
systemis left in step S160. Qtherwise, the identification node is
repeated. According to this process, the convenient 1-N identification
node and the reliable 1-1 verification node are switched to realize - 33

a system having both high utility and Q%fh reliability. Fig. 12 shows an
exanpl e of a flowhart for the 1-Nid ification node having the function

f | i dat the 1; d fqr .each user. In 5 step S200, al
The rogi str at PoRVASER PRYAPGaPPPL PNGT: doiifno AR i e maidned w th

the inserted finger thereby.to calculate the_ pattern correlation. 1In step
S210, it is deternined aﬁgth%? Fﬁg Seﬁgoﬁxapﬁ&glngal§lﬂ&ﬁﬁﬂﬁﬁeﬁPﬁw not ,

usi ng the cor atLgn n the case wher i s determ ned that t he
person is not£§%g?s§e%égn¥?k?§aﬁ% g g egﬁﬁﬁggeghelﬁunFﬁéc@a§g'where t he

person is regiﬁ%§i§@at982tPﬁeoﬁhﬁrlg BEQF|Eh%lB%r ggcé%§%t¥%3325l%k§tep

S220 is specified to execute the identi cation

| dent 11106 00c 006800, | 21deEhpefeags DL 96RSA LT : 10RCNLIG o heyioor,

logging in to a | eavi ng an Rtification I"og or t he rocess

orrespondi ngi dént t hechdeshi hbgathon Sys 0, it is
deternPned mﬁtther thg correl ation valuegggycﬁﬁate Eggggéé S220 i s

sufficiently higheorthotebyNtdheatageatrwhers %Q@t@?ﬁrébékmgﬂtléhue IS
sufficiently high, this node is termnated. 1n the case where
correlation walsteepssnon, consisdedetesui hbgi #RELNebi ghe parthE Ot her
involved 1s registered or not, using the correlation
10 value. 1In the case where it is determined that the
person is not registered, this mode is terminated. 1In
the case where the person is registered, on the other
hand, the person identified in step S$S220 is specified
to execute the identification process. The
15 1identification process is defined as a process for
opening the door, logging in to a PC, leaving an
identification log or the like process corresponding to
the identification system. Next, in step $S230, it is
determined whether the correlation value calculated in
20 step 5220 is sufficiently high or not. 1In the case
where the correlation value is sufficiently high, this
mode is terminated. In the case where the correlation
value is not considered sufficiently high, on the other
hand, the identification process is executed, but a
25 high-correlative identification may have been
impossible. 1In step 5240, therefore, the number of
low-correlative matching operations for the person is

read, and the particular number pius one is storad




hand, the identification process is executed, but a 25 high-correlative
identification may have been inpossible.. In step S240, therefore, the
nunber of |owcorrelative matching operations for the person is read, and
the particul ar nunber plus one is stored - 34 again in step S250. Further,
in step S260, it is determ ned whether the nunber of the lowcorrelative
mat chi ng operati ons has exceeded the th¥eshold value TI or not. In the

xocoded t he SR BskBI AEGRI S859L, FHES Mbde 1S StePmSRAled 1 H Ha e case
the. & hr oshol (UGRF GB-TS BACEREE SRCPURERA, Ot The QBEARFIG) AHAS  he

{1 equont |y, a8 CPSE0: REFABAE PFPebr FoRAEFRRBE Boof NEReT oA Sgveti 1Ton. dat a
oper at i o cannot 86" per | o Red F5: "I RESpaFEi EUPAETpERaGHel AOPRG 1N 18
possi bl ¢ atit ongy ety e i ter hareeP Rt hiRokr o FoRe bR FeraE Fe. mat ohi ng
mode. In the o beae R 48 Ty 05 b8 ot o1 F ek YBrice, LBnkPAct ors or

turning on a & widad the hdplifbeathonbp Lhe-di N igentiiigation mode
is inpossible and that only the 1-1 verification node "TOr T npu ng the ID
nunber each tépeerasi PESShPS €exddeded the threshold value T1l, on the
other hand, it is determined that the low-correlative
10 matching operations have been repeated successively or
frequently, and the 1-N identification attribute of the
registration data for the person is invalidated in step
S270. As a result, the matching operation cannot be
performed for the particular person in the 1-N
15 identification mode any longer, and only the 1-1
verification mode becomes possible automatically.
After that, the number of low-correlative matching
operations is initialized to zero in step $280 thereby
to terminate this mode. 1In the process, the user may
20 be notified by voice, characters or turning on a lamp
that the identification in the 1-N identification mode
is impossible and that only the 1-1 verification mode
for inputting the ID number each time is possible., 1In
this way, according to the process shown in Fig. 12,
25 the user who cannot be identified in the 1-N
identification mode is switched automatically to the 1-
1 verification mode for improved reliability.

Fig. 13 shows an example of a flowchart for



this way, according to the process shown in Fig. 12, 25 the user who cannot
be identified in the 1-N identification node is swtched automatically to
the I- 1 verification node for inproved reliability. Fig. 13 shows an
exanple of a flowhart for - 35 the 1-1 verification node having a _
function of validating the 1-N identifjication for each user and replacing
the registration data accordingly. Iﬁ“é?%ﬁ‘ S300, the registration data

di he | .5 I D nunber (s matched with the data on the
Cnsertod 1inaf tol hPRiFifat TRE BORreharian falubeteapeduon Steps S310

210. 230 g tively. In the case where
L Te detorm nognateng  BhE B P o B B b ca st uE e SRt od |6 10

it is determned In step

i Ci i Lgh- Lative_ _.matching_operations for
The particul ar i Sonti B0t ey Srsht B00By UBhe PREBrdsRato. "Edr SHEP, In st ep

it ' r hi,gh- correl ative matching
ggi?ét:gngshgigﬁggggggd t %@ﬁ%a% ?%gﬁ%?g ?ng%Q§8Pq9PH %ﬁetﬁﬁsénﬁﬁére t he

threshol d 5 T21p snitte £XcoaAREn A i PRIENL SaheLNbpatpd. s L0 the, case where
the threshol d TQnis %xceeded, on tht ot her and, |% |nalggfg§dthat t he

hi gh- corr el atf Megemtcdi cl cORer Ald PO Have Deeon CanLed oub,suggessi vely or
Zogfrequently.M$%us, t he ffN identifi%ation att?lbute of tﬁe %eglstratlon

data corresposicipyy 3310 heo I3 IUNDeFrd Spovdl t dakedpotNs st gP $3693p0and the
nunber of |ow correlative/high-correlative matching operations of the

respectively. In the case where it is determined in
step 5330 that the correlation value calculated is

10 sufficiently high, the number of high-correlative
matching operations for the particular person is
incremented by one in step $340. Further, in step
S$350, it is determined whether the number of the high-
correlative matching operations has exceeded the

15 threshold T2 cor not. 1In the case where the threshold
T2 is not exceeded, this mode is terminated. 1In the
case where the threshold T2 is exceeded, on the other
hand, it indicates that the high-correlative matching
operations have been carried out successively or

20 frequently. Thus, the 1-N identification attribute of
the registration data corresponding to the ID number is
validated in step 5360, and the number of low-
correlative/high-correlative matching operations of the
person are both initialized to zerc in step S370. This

25 wverification mode is then terminated.

In the case where it is determined in step

5330 that the calculated correlation is not considered

sufficiently high, it is determined in step $390



person are both initialized to zero in step S370. This 25 verification
node is then termnated. In the case where it is determned in step S330
that the calculated correlation is not considered sufficiently high, it is
determned in step S390 - 36 whether the nunmber of matching operations
exceeds a predeterm ned threshold value T3 or not. In the case where the
threshol d value T3 is not exceeded, thi®¥ ~verification node is termn nated.

In th e b threshold_value T3 is exceeded, on the pther_hand,
tﬂe ﬁuﬁgZS §$ﬁ§€%§€i%%?c%?$%?5t?€em tRATAGOBRERLEPBAS e¥ceedsniati al i zed to

: i S410 e registration data

corespona hd Lo thett A AL Bkttt Rt Lnentr e cace
. r on ;

parti cul ar poragic i Therclors [RE Gata bf GCherRChEnSans (eainot be

intenti | ' | ining the reliabili of .t he data.
:2 g?eLOgZZO¥véf%E§%§ﬁéﬁﬁt%ﬁ?ﬁ%ﬁg%ft eﬂﬁigggtra%?o%ﬁﬁaFasier%F?fFéﬁ 15 to
the identidi #+ i§4 i ﬁggn t o] ( i,S

ve?i ficat is;nOL?r{Ddée)\ﬂ)i{ds/ﬁ ti%%a%dﬂ%%%%p 1%{?5{1%%“5}:%@% }(j‘.an_dLB, tPﬁe

currently i npuib<iatar ardy nenjRcad: Ay 40 d %@éﬁfﬂ§g§$ggggg?g9i rego

corresponds to the automatic updating of the regi st . .
result, the usertisid sanne fero idendddd eddam, h'%@k@éf?'%'g?eﬂm_cm ng
operation due to a high correlation value in both 1-N identification
S410, the registration data corresponding to the ID
number are replaced by the currently input data. This
10 data has already been correctly confirmed as data for
the particular person, and therefore the data of other
persons cannot be intentionally registered, thereby
maintaining the reliability of the data. 1In step 5420,
the substitution of the registration data is notified
15 to the identification/verification system
administrator, and this verification mode is
terminated.
In step S410 shown in Fig. 13, the currently
input data are replaced by the registration data. This
20 corresponds to the automatic updating of the
registration data. As a result, the user who cannot be
identified in high-correlative matching operaticn due
to a high correlation value in both 1-N identification
mode and 1-1 verification mode can be increased to the
25 highest correlation in terms of the present manner of
finger inserticon. This effect both improves the
recognition rate of the user who has changed the manner

of finger insertion for registration and the manner of



node and 1-1 verification node can be increased to the 25 highest
correlation in terns of the present manner of finger insertion. This
effect both inproves the recognition rate of the user who has changed the
manner of finger insertion for registration and the manner of - 37 finger
insertion for practical application, and provides effective neans agai nst
fluctuations in the finger vein pattér%7mith time or variations in

i Lti - Latl d to.illness aor physical 5 gromh. At
Phe same ti nos RO gR E BRSOt 1o FaPs L BRI ied A4 hout

oreasi ng { g, System opeLation east. by automal) cally updating the data,

Also, the clarity o i'nger vein p

changed due t o1 hie-! LughuabLon.af 405 bligad ] gu.lQ e caused by the

change in atnospheric tenpérature from one seas N al |y

in a season | @¥hdiB; Spher e ture, the hiood flow rate is
reduced to sucﬁhgﬁeég%ggt ?%%?E%%ggggpgeﬁgt?%%gggg %%b gg§g§ th the

pattern regi sgesRehin ArSeAsoBaAt 19mBi gh atgRspReriG temperatyre. This
o8 Besee &

fluctuation is considered to occur slowy over several nonths.

repl aci ng theb¢eghshtat hea ﬂ@tﬂo%ﬁeﬂnEB@aSQE@ekﬁEi@?sk%m Leduced., .
therefore, the registered pattern conformng™ wth the present season is

made avail a~Dtest Iyt aisoROt wayl1lyhepaediali @Aei Rak8COYANLLON @t e can be
prevented. At the tine point when the threshold value Tl is exceeded by
the nunber ofclonictprofl thévEimaechivagn pattern image for some users
may be changed due to the fluctuation of the blood flow
10 rate caused by the change in atmospheric temperature
from one season to another. Especially in a season low
in atmospheric temperature, the blood flow rate is
reduced to such an extent that the correlation is
decreased with the pattern registered in a season of
15 high atmospheric temperature. This fluctuation is
considered to occur slowly over several months. By
replacing the registration data when the correlation is
reduced, therefore, the registered pattern conforming
with the present season is made availapnle. 1In this
20 way, the reduction in recognition rate can be
prevented.

At the time point when the threshold value T1
is exceeded by the number of low-correlative matching
operations in the 1-N identification mode shown in Fig.

25 12, the registration data may be replaced without
proceeding through the 1-1 verification instead of

invalidating the 1-N identification as in step 5270,

By doing so, the ID number input for 1-1 verification



operations in the 1-Nidentification nmode shown in Fig. 25 12, the

regi stration data may be replaced without proceeding through the 1-1

verification instead of invalidating the 1-Nidentification as in step

S270. By doing so, the ID nunber input for 1-1 verification - 38 is

elimnated and the practical application is nmade possible w thout

adversely affecting the utility. In T he? case where the regi stration data
1 verification as in 5 this

h t
oot hent - hbges A par b HREL L 'sﬁ%gé%i‘:&?;%iaﬁp@él%;q v ent 1 ed
I t rdin o s
and the regi S%&é&iﬂﬂedﬂ@h%@ 8vel e‘:‘f Sgg‘f gﬁ&%p ﬁuﬁ%lgéﬁh :w ( 0

enbodi nent , registratron data tion

and 1-1 verif t h tlon attri but rovi ded for
each reglstra%lﬁgnbgg?a@]?%rérgg%rgle ggg%gﬁﬁ sty 35 PRTaFER the 1-N

d denti.fication
|dent|f|cat|09hr£§ ﬁnlaﬁt§é8§£i¥§ca£$§g ghat aﬁe%ﬁe va |5ﬁpb/|ﬁvéfﬁdlty of

and 1-1 verification may be prepared

the 1-N |ﬂenﬁhi$0@mbéﬂhm§n§“‘BS@@QePY ﬂﬁbtkegégﬁh§%? %e&%%nd g the
data base for 1-Nidentification. resul t enti |cat|on and

the 1-1 veri fp@ﬁitmp@nld@@qtﬁmé@h@ﬂdt@h@aﬁbg%B%ét%hhe'alfcaa%nsB%C' al
attribute of 20 the data to be held, thereby reducing the anount of

|nfornat|onsm@mexbedmmélyampﬁﬂﬁedlcatlon/verlflcatlon node descri bed
above, a plurality of registration data may

According to this embodiment, the
registration data base is shared by 1-N identification

10 and 1-1 verification, and the 1-N identification
attribute is provided for each registration data to
record the validity or invalidity of the 1-N
identification. As an alternative, two data bases for
1-N identification and 1-1 verificaticn may be prepared

15 so that the validity/invalidity of the 1-N
identification is switched by writing/deleting the data
in the data base for l—N identificaticn. As a result,
the 1-N identification and the 1-1 verification can be
switched to each other without any special attribute of

20 the data to be held, thereby reducing the amount of
information stored.

In the identification/verification mode
described above, a plurality of registration data may
be held for one finger, so that a representative one of

25 the registration data is matched in 1-N identification
mode, while all the registration data are matched in 1-

1 verification mode. In step S410 for replacing the

registration data with input data, only one of the



be held for one finger, so that a representative one of 25 the registration
data is matched in 1-N identification npde, while all the registration
data are matched in 1- 1 verification node. In step S410 for replacing the
registration data with input data, only one of the - 39 plurality of
registration data is replaced for one %énger. As a method of selecting the
registration data to be replaced, for anple, the oldest registration

data is sel ec .t he .da i small est total 5 co relation_value of
all the otherﬁsgggg%?gtPgnggg?%Eggkggglg%ﬁgd}ﬁ%f%ék%ﬁfﬁé&§ﬁﬁQﬁ?I{Ly of
regi stration dat in ghi he <t l.er of. et chi.ng agai ns e
flgctuations in ??ﬁger ?née*??gﬁhcgg %gﬁfﬁgﬁggéghfofegl t5Her°T &dghi ti on

rate. Also, ifothe gapeanbererdr1Qxphynal i ty0f 1hgaistration data
classified by 15 regi%t?ation season gre naég gv&?%&b%&%%§%lég¥ﬁ%nt

i dentificati olapsocessefobtthecti paer ayebnyRaht ¢hR &A1 he executed in a
different season, and thus the reduction in recognition rate 1s prevented.

In step S390 shoyelavidhgvalde bhealD AHADBEH-GOLEEIRORES 11O @A§ f aQi Stered
pattern. As an alternative, specified registered patterns nmay be regarded

as one group seite¢tedgr oBp m£t@hﬂh@ranpygbglitgpat-rb@i%h&%t@%%eda%%| the
plurality of registered 20 patterns specified by the group |ID nunber are
mat ched.  Nevigt thHel ®seayt heheiserlenancapdf matyhanghaghihBrnuaber for
identification on the one hand, and the nunber of
fluctuations in finger insertion can ke improved for a
higher recognition rate. Also, in the case where a

10 plurality of registration data classified by
registration season are made available, a different
identification process for the finger vein pattern can
be executed in a different season, and thus the
reduction in recognition rate is prevented.

15 In step S30C shown in Fig. 13, the ID number
corresponds to one registered pattern. As an
alternative, specified registered patterns may be
regarded as one group and the group ID number may be
input. In this case, all the plurality of registered

20 patterns specified by the group ID number are matched.
Nevertheless, the user can input only a short ID number
for identification on the one hand, and the number of
data to be matched is reduced on the other, thereby
making possible high-speed processing.

25 The invention achieved by the present
inventor has been described above specifically based on

embodiments thereof. This invention, however, is not

limited to these embodiments and of course modifiable




data to be matched is reduced on the other, thereby making possible

hi gh- speed processing. 25 The invention achieved by the present inventor
has been descri bed above specifically based on enbodi ments thereof. This
invention, however, is not limted to these enbodinents and of course
nodi fiable - 40 variously without departing fromthe spirit and scope
thereof. The reason for swtching between 1-N identification and 1-1

ifi i Ln Fi to 13, for._exanple, is.not Ijmted to the
¥Fabglcgt:32n???¥€%%?%n%ggﬁ?&épgﬁg85§F?gaifﬁ:eggﬁlS@Pféﬁp%ﬂ? ?ﬁ%ﬁ?tric
i i fi i f4 [ IS0 i the matching patte
;?52£L;;ggtkf?%g%%%bghyZF%: eg%%%drﬁfoﬁgftFﬁﬁﬁgsE?tgﬁgﬂtH' r season. As

descri bed aboy@en@£ﬁpé9£9antQnahf-l19egg¥§agkggnd%%§hgﬁ§%f?ﬁggpeggrese“t

i nventor, the erroneous Insertion or ornafrron o n be

aut omat | cal | yedlel seted: Jhentiogersvabn pahiecn B g, gyroncous finger

position is prevented frombeing registered, he "syst'ém adm ni strat or

can compl & el ydibx pf Bventof henef T9REOUSab] BIGE thNBELLAOB 9L R great | number
of persons w thout checking whether each finger 1s inserted correctly.

Also, it is possidieidoldaexpensiyby Of eveat £ihherr edugti angien, £eeagni tion
rate of the finger vein 20 identification devicé due to the erroneous
finger insertilon mptdhimqgest totn aftust oaedst withetHevpe9siehgration or the
insertion of a false finger by a
conditions, illness, growth or season.
As described above, according to the
10 invention developed by the present inventor, the
erroneous insertion or deformation of the finger can be
automatically detected. The finger vein pattern in an
erroneous finger position is prevented from being
registered, and the system administrator can completely
15 prevent the erroneous finger insertion of a great
number of persons without checking whether each finger
is inserted correctly.
Also, it is possible to inexpensively prevent
the reduction in recognition rate of the finger vein
20 identification device due to the erroneous finger
insertion by the user not accustomed tc the device
operation or the insertion of a false finger by a
willful user.
It should be further understood by those
25 skilled in the art that although the foregoing
description has been made on embodiments of the

invention, the invention is not limited thereto and

various changes and modifications may be made without




Wi llful user. It should be further understood by those 25 skilled in the
art that although the foregoing description has been made on enbodi nents
of the invention, the invention is not limted thereto and various
changes and nodi fications may be made without - 41 departing fromthe
spirit of the invention and the scope of the appended clains. 42 CLAI M
1. A personal identification device co ising: an imge pickup unit; a

| i ght source i It e.light.adapted, .to.be transmtted through a
finger and in%?ggg%fgh 25%@ tkﬁaﬁ Lhit kﬁ% GRS YR e 35i5ErtdlS ng uni t

whi ch gener at £s,3¢ ﬁgt%ﬁénaéégﬁ?ga Egggﬁspicked up by said i mage pickup
0

unit and matching the patte Sard inmage with a pattern registered in

advance; a storage which holds said registered pattern; a guide unit which
i ndicates the position where the inmage of said finger is picked up; and a
detection unit which detects a contact between said finger and said guide
unit. 2. A personal identification device according to Caim1, further
conprising: an alarmunit which gives an alarmto an




owner of said finger; wherein when said detection unit detects said
contact, said alarmunit gives an alarmto said ower. 3. A personal
identification device according to Caiml or 2, wherein said detection
unit -s a switch unit adapted to be depressed by said guide unit depressed
by said contact. 4. A personal identifjgcation device according to - 43 -
any one of Clains 1 to 3, wherein said tection unit is a contact sensor
of sel ected opgppfisel ectric type, electrostatic capacity type and pressure
type distributed over said guide unit. S. A personal identification device

according to jany one of ClLaLgg i Qedy s Wherein said.guide uni.t .has such a
shape as to be contactedg%y ex?%ng?ﬁgtéggga ﬁ%&e??%égeAcﬁgF§6ﬁépg'

identification device coaPih§h89picRN igﬁg@;pickup unit; a first |ight
source which radiates |ight adapted Fo e transmtted through a finger and

i nci dent on said i mageapi chmp g@hkéeawﬁ§€9ngth9h&hépwﬁﬁﬁtwﬂhg tkadi at es
| ight adapted to be reflected on said finger and incident on aid i mge

pi ckup unit; tm berageaoge! atédgtpbhgwhhchi ggaer ahesiaciRahtern LLem an
i mge picked up by said i nage pickup

image pickup unit;

an image operating unit which generates a
pattern from an image picked up by said image pickup
unit and matching the pattern of said image with a
pattern registered in advance;

a storage which holds said registered
pattern;

a guide unit which indicates the position
where the image of said finger is picked up; and

a detection unit which detects a contact
between said finger and said guide unit.
2. A personal identification device according to
Claim 1, further comprising:

an alarm unit which gives an alarm to an
owner of said finger;

wherein when said detection unit detects said
contact, said alarm unit gives an alarm to said owner.
3. A personal identification device according to
Claim 1 or 2,

wherein said detection unit s a switch unit
adapted to be depressed by said guide unit depressed by

said contact.

4. A perscnal identification device according to




unit and matching said generated pattern with a pattern registered in
advance; and an alarmunit which gives an alarmto the owner of said
finger; wherein said alarmunit gives an alarmin the case where said

i mage operating unit detects selected one of the displacement of _
distributed positions of winkles of_jf%ngs on a pal mside of said finger
and a nail fromthe i nage picked up w the light reflected - 44 from

said finger. gnonﬁgrggn@ha&ggnqiE%cggion device according to Caim§6,
wherein said i mage operating unit determnes whether said finger is

falsified or not based gRerbihgBLags8cebkhemPaiier nOene/dfed f rom he
image picked up with the light reflected frcmsaid finger. 8. A persona

identificatiosedeyrcerascededtag bhe GFacMebtOf o7 ¢ ypRer @ik e prgsence or
absence of foul, dust or the finger grease is defected fromthe pattern of

the inmage pi ckedauptwi tipsakbddrptbestied kiygpht di%t rAnReESORRL I dentyd fication
devi ce according to any one of Clains 6 to 8, wherein said first |ight
source and sajdidsegonnd. | i ght source are turned on and off in
conpl ementary fashion with each other. 10. A personal identification device
according to Sany one ot rusesal idedftifiurthépncdepticei agcording to

any one cof Claims 1 to 4,

wherein said guide unit has such a shape as
to be contacted by extending said finger.

6. A persconal identification device comprising:

an image pickup unit;

a first light source which radiates light
adapted to be transmitted through a finger and incident
on said image pickup unit;

a second light source which radiates light
adapted to be reflected on said finger and incident on
said image pickup unit;

an image operating unit which generates a
pattern from an image picked up by said image pickup
unit and matching said generated pattern with a pattern
registered in advance; and

an alarm unit which gives an alarm to the
owner of said finger;

wherein said alarm unit gives an alarm in the
case where said image operating unit detects selected
one of the displacement of distributed positions of

wrinkles of joints on a palm side of said finger and a

nail from the image picked up with the light reflected




a switch unit adapted to be depressed by the forward end portion of said
finger; light-sensitive element; and I|ight source which emts light
adapted to be transmtted through said forward end portion of said finger
and incident to said light-sens_~tive element; wherein said |light-sensitive
el enent detects a fluctuation of Iight power, and said inmage operating
unit matches said i nage by depression o ot?said switch - 45 unit, and

wherein it is e e her said finger is falsified or not fromthe
fluctuation O{QS& Eﬁhgh?l %&er received by said Ilght sensitive el ement

betueen  the yime of sahdydepessi oncAYdLhe AP doghore said o depressi on

of said switch unit. persona entifircation eV|c 6 . an
i mage pickup ¢piim 8, Ilght source which enmts |ight adapted to be
transm tted through a finger and incident on said inmage pickup unit; an

i mage operating unit \Ahwn@rg@ﬂeéai@slﬁagea&;b@wt&hgﬁhh@% 4IRS Ai-gked up by
said image pickup unit and matching said generated pattern with a pattern

regi stered | nwiaeviaacesand St ongge whi €A1bokdsqsairdnregbakened, pattern; and
an input unit which inputs an identification nunber assigned to an owner
of said fingdrrightness of the pattern generated from the image
picked up with the light reflected frcm said finger,
8. A personal identification device according to
Claim 6 or 7,
wherein the presence or absence of foul, dust
or the finger grease is detected from the pattern of
the image picked up with said reflected light.
9. A personal identification device according to
any one of Claims 6 to 8,
wherein said first light source and said
second light source are turned on and off in
complementary fashion with each other.
10. A personal identification device according to
any one of Claims 1 to 9, further comprising:
a switch unit adapted to be depressed by the
forward end portion of said finger;
a light-sensitive element; and
a light source which emits light adapted to
be transmitted through said forward end portion of said
finger and incident to said light-sens:itive element;
wherein said light-sensitive element detects

a fluctuation of light power, and said image operating

unit matches said image by depression of said switch




wherein said i mage operating unit switches a identification process
between a first node for matching with respect to all said registered
patterns and a second node for matching with respect to only a registered
pattern corresponding to said identification nunber. 12. A personal
identification device according to Cla|g111, wherein said i mage operating
unit is swtched - 46 to said second e when said matchi ng operations
are executed;g;predgterm ned nunber of times with a low probability of
determning a regi stered person in sald first node. 13. A persona

identification device aggrdi;ng j Eo t’Er}rE'l ahepein said rcgg}uft er ed

pattern is invalidated when sai |ng operatlons ar €%
predet er ni nedi BUFBek 19f ki BRS Wit fh%nl Q\Heorf%%@ddtt n %cf tterﬂ niing a
en

regi stered person in said first node. 14. A persona |on devi ce
according to pﬁhatnré&elw@ar@yns%audlﬁg%h&%%%@4ﬂ¥%§%ﬁ%ﬂé%t'HB%H%Q?tEd and
the pattern generated fromthe inage picked up by said I mage pickup unit

is used a newtheegistep€dspatt eeprieBstibe case twaere meaind fBtLhing
operations are executed a predeterm ned nunber of tines wth a | ow
probability ofledetesinbni ng aaidgkstec@dunper.son in said first node.
11. A personal identification device comprising:
an image pickup unit;

a light source which emits light adapted to
be transmitted through a finger and ircident on said
image pickup unit;

an image operating unit which generates a
pattern from the image picked up by said image pickup
unit and matching said generated pattern with a pattern
registered in advance;

a storage which holds said registered
pattern; and

an input unit which inputs an identification
number assigned to an owner of said finger;

wherein said image operating unit switches a
identification process between a first mode for
matching with respect to all said registered patterns
and a second mode for matching with respect to only a
registered pattern corresponding to said identification
number.

12. A personal identification device accofding to

Claim 11,

wherein said image operating unit is switched




15. A personal identification device according to Caim 11, wherein the
pattern obtained fromthe imge of said finger by a successful matching
operation is replaced with said registered pattern in the case where said
mat chi ng operations are executed a predetermned nunber of times with a
| ow probability of determning a reglsigrgd person in said second node.
16. A personal identification device acctording to - 47 any one of Cains 1

to 15, furtheg,coppyi skhg ngm.tt r . fransm.t.s |nfornation to
an owner of sglggglnéer néhg%g?n%tﬁe %n g?#%&Fgﬁ orperﬁfl 79 s&'F  finger

to the normal ckBsgtbhon psehpdieAl gd 4t RLAKIN o%a%Qme%f%EQ%t%QQJﬁiansnjtter'

probability of determining a registered person in said
first mode.
13. A personal identification device according to
Claim 11,

wherein sald registered pattern is
invalidated when said matching operations are executed
a predetermined number of times with a low probability
of determining a registered person in said first mcde.
14. A personal identification device according to
Claim 11,

wherein said registered pattern is
invalidated and the pattern generated from the image
picked up by said image pickup unit is used a new
registered pattern in the case where said matching
operations are executed a predetermined number of times
with a low probability of determining a registered
person in said first mode.
15. A perscnal identification device according to
Claim 11,

wherein the pattern obtained from the image
of said finger by a successful matching operation is
replaced with said registered pattern in the case where
said matching operations are executed a predetermined
numper of times with a low probability of determining a
registered person in said second mode.

16. A perscnal identification device according to



_47_
any one of Claims 1 to 15, further comprising a
transmitter which for transmits information to an owner
of said finger;
wherein the information for guiding said
finger to the normal insertion is indicated through

sald information transmitter.






