WO 01/91073 PCT/ GB01/ 02275 A UTILITY METERI NG SYSTEM | NCORPORATI NG A
TRANSACTI ON AUTHORI SATI ON SYSTEM Field of the Invention 5 The present

i nventi owoel/gtoes to a utility netering system which i nceepoBat/ex7a
transacti on aut horisation systemfor secure authorisation of transactions

and, in particular financial transactions. Background to the Invention 10
Fraud is i nsAEEEIIAY MERERING $YSTEM INGORBORAFINGAI TRANSMMETHIN car d

transactions such as credit It&ﬁ charge card transacti ons.
In such transactions, busi n‘%@i‘iﬁy{% mt ed renpotely, e.g. by
Tel ephone or Internet Shopping. The purchaser discloses his or her nane,
credit card nunber and expiry date in order for the credit card to be

char ged f oFiddpfabedhventioner vi ce. 15 These sorts of transactions are
different to "card present” transactjons at 6 Electronjc Point-of-Sale

Ter i naPs drhetnigsent gaventipre relalshih 2ttt RHHEIBISentpiRich 48e4POTEK8 & he card
are requir . i . I i,red:to sign
an aut hori Za %a&ﬁgﬁoﬁ%ﬂﬁgﬁﬂaﬁsfégﬁnggée;cg%éh?gﬁgrgéﬁc g(radg’;fet(&-jﬁ1 g%‘%ﬁ)%gtah‘?’hg{ card's

account . Thartfoel#Taahciasrageaionsabl e for the verification and 20

aut hentication of the card and the validation of the cardholder’'s identity.

By the fact that: 1. A recognisable card is presented 2. Identification,
nent. processes are 25 enforced 3. The | ocation of

Aut hori satipn. and itl .
t he transaé%cgﬁr‘?'glla]}é’g‘i&l?ﬁﬂﬁ?“ém Then the transaction qualifies as a "card
presentj t r]?%‘nﬁﬁﬁtih&!éasiﬂ-%'afaﬁ?a!tikéﬂy for e AUhod PresBhteSincial EANIAGEICABSs It 1S
not possible to verify the 30 i"dentity of "the purchaser and the validity
of the "carsdth ashoneldiscbprds ndehit wardt 4nd chargearanditriansactomst dmsechotfransactiwinsd cr edi t
card can make, purchases_and charge that UBSTI TUTE SHEET LE .26

busingss is typically eigfecteda re%motely, e.g. %y elephone orqgterne(t |%H{oppmg.)

The purchaser discloses his or her name, credit card number and expiry date in

order for the credit card to be charged for a product or service.

15 These sorts of transactions are different to ‘“card present” transactions at

Electronic Point-of-Sale Terminals or the like, where both the cardholder

(purchaser) and the card are required to be physically present. The purchaser is

required to sign an authorisation to permit a transaction to be charged against that

card’s account. The merchant is accountable for the verification and

20  authentication of the card and the validation of the cardholder’s identity.

By the fact that:
1. A recognisable card is presented
2. Identification, Authorisation and Entitlement processes are
25 enforced
3. The location of the transaction is legitimate

Then the transaction qualifies as a “‘card present” transaction.
Typically in “card not present” transactions it is not possible to verify the

30  identity of the purchaser and the validity of the “card”. Anybody knowing the

information contents of a valid credit card can make purchases and charge that
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WO 01/91073 PCT/ GB01/ 02275 2 card account with "card not present”
transactions. The purchaser need not even have the card. Another a common
fraudul ewopt/giwri ce is to acquire discarded credit card PETEBP1/B2273hi ch
contain the necessary account informathon, to create fraudulent "card not
present” transactions. In order - to a%oi d this, sone 5 nerchants will only
deliver to Oahba(@dumte‘ggh @ﬁdsm@rpé@ﬁemi”tﬂﬁaltsh@lo@ﬁlstwf@%ﬂe%ﬁe@ nog §YHR i ssuer
(usual Iy a Fi nanci al utlon

| h
been devel J¥%% enﬁarﬂad ng F 12289 8’514%{%’1’8“ ﬁtteﬁfaﬁé?e g(f%é 1§‘1%[5‘?qr@ e
generate  raadom:aRekibtsC WHEHUHRRE The AO:cRALy BAlnE aﬁf@fmﬁma hese the use

of credit cards is increasing exponentially is on the Wrld Wde Wb in
e- commer ce fEniflaleher casbsidtepreaent”t krendackens. Vi losder - memoud atht, desimiet car ds

tly th | h b df t hei
B oduct 5 ormereha Bal Prhodn gk Told sidipie FESRed Nilder i greBes sselt he |
I nternet, ec\é?@ls%&erg(ﬁﬁglgtaeﬁmaﬁaﬁl e gtakib d MbrERE¥fy N %&Er Bfogpirﬁsrm and

privacy 15 Concern ause transactions can be 1 ntercepted moni t or ed,

unscr upul ougve pedisdevelopee anbirade awlabreaﬁi the ¢aechenthab suceesfdlyf geaodtd ent | y
using themfor other purchases. The |evel of security of websites varies
consi der ablrgnéayy credifycasd pasberhave found t hensel ves being attacked for the
contents of their databases containing credit card details. 20 In response
to the potential and actual problens, the international bodies responsible

for cregit @ﬁ’éﬁa?tmﬁléh%ﬂég'vﬂﬂré/éh\%/hsélﬂﬂc%ﬁtc@fd@% therdaeM® dxpbRAQBHEERE oPr e um
charges associated with "card not present” transactions. As these prem uns

are not northelWyrld H¥idgeWebnir' eaothnparess ET diler rwelsitet iandghe tliffe v@\fitibt 25 who
£ asomee! et e B AR S0 ROAR B 82 S WP
T et orS s A ESPAD GERALL! b beRSRARl B e
t hat a conslurestietcavencif @nonypepdi had resulted in many financial problems and privacy
15  concerns. Because transactions can be intercepted or monitored, unscrupulous
persons are obtaining credit card numbers and fraudulently using them for other
purchases. The level of security of websites varies considerably and many sites
have found themselves being attacked for the contents of their databases
containing credit card details.
20
In response to the potential and actual problems, the international bodies
responsible for credit cards, including VISA and MasterCard, have introduced
premium charges associated with “card not present” transactions. As these
premiums are not normally charged on “card present” transactions, the vendor,
25  who is competing with traditional vendors using point-of-sale “card present”
transactions, has to bear a substantial overhead; this reduces his profit margin in
order to remain competitive. The main reason that the international card issuing
bodies claim that the premiums are justified is that a consumer can claim against
a credit card issuer if the order is not properly fulfilled. Equally, where there is
30 adispute over a “card not present” transaction, such as the validity of the amount

charged, authenticity of the transaction or proven receipt of goods the rules
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a credit card issuer if the order is not properly fulfilled. Equally, where
there is 30 a dispute over a "card not present"” transaction, such as the
val i di ty vod ot/d@7anount charged, authenticity of the tranB@rAGBONOR2rS proven
recei pt of goods the rules SUBSTI TUTE,SHEET (RULE 26) WO 01/91073

PCT/ GB01/ 02275 3 favour the consuner égai nst the merchant. The nerchant is
account abl dayar the lcongoearsaghimst theamerobanto Fdhiei merdhaniis accauntabdifar dh, in

Chese 11 audiradtr EREREHER D ACDPRe loaRqions CUURE G0 2 BPBNRUR Sbhe

rer chant diigeRUhd! Alofhead? ford AEMAY WillSHEAN fiud Rerdl RhRABnsOfe | ¥eNt i On

According to one aspect the present invention, there Is provided a

t ransact i onissuati didrd pretiian ts yist meschantpliscoumgate, aseformndinb@maeaceuni t capabl e
of accepting a transaction authorisation and a utility nmeter provided at a
| ocat i oR havi ng an 10 associated location identifier unique to the

| ocati on, vg}g{e%n t??{lgetn%{g ty meter is arranged to communicate with the

. ent .o 2 . ) h
user interfaceé unit ain a transaction authorisation, and to

securely trwmﬁ&dﬁ@né neseast teprastnh afviefiddi, Aherangd pk@addd OMrandademd i fier as
a transaction authorisation request for authorisation of the transaction.

15 Utility swshasisstionusystbm eomverdsing 2 gservimterfage omét cepablehof |aseentingnat o be

nmetered because. they. need to asure the supply . of the utility as it
enters the W%E%‘ﬁi%‘n?‘quré 139 "ﬁlgE r‘#lifg'e el n@@%gtatt%ggcaﬁﬁnil}?g{n&l fed meter
I's virtigal | ysddarey etatisn iddhdier LBRUERS e RRBHGH) WHREHIRE wilitdHReaNd secure
identifier that identifier satisfies 20 criterion 3 (the location of the

t ransact i onarrangkd aondonanahicae tveit ¢lag dsqur imgefacd unite qai obtaiena sranSctomser

interface unit enables the user (the purchaser) to confirm their identity
and to prov@thHapteheandaiogsecurely %@@w@ By Tapatianthosagen e deration

Lransact i om Bt ARr ;331 HindRHG AnscABh ididset 5 CAktbrldliigh Caf chnb eader

transaction.
15
Utility meters must be fixed at, or very close to, the location to be metered
because they need to measure the supply of the utility as it enters the location.
Taking advantage of the fact that an installed meter is virtually immoveable, that
the meter has an embedded unique and secure identifier that identifier satisfies
20  criterion 3 (the location of the transaction is known) and meets “card present”
requirements. The user interface unit enables the user (the purchaser) to confirm
their identity and to prove that the card is present by inputting a legitimate
transaction authorisation (such as by entering the card in a card reader and
providing an authorisation code), therefore satisfying criteria 1 and 2. The
25  resultant transaction authorisation request can be securely communicated to the
financial institutions for fulfilment and settlement as a legitimate ‘“‘card present”

transaction.
Preferably, the transaction authorisation system includes a communication unit,

30  which communicates with an authorisation authority, wherein the utility meter is

arranged to submit the authorisation request to the communication unit for
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provi di ng an authorisation code), therefore satisfying criteria |l and 2.
The 25 resultant transaction authorisation request can be securely

comuni ca¥ed/pw7i he financial institutions for fulfil nenPCrcBore2rd enent
as a legitimate "card present” transagtion. Preferably, the transaction
aut hori sation systemincludes a communication unit, 30 which comuni cates
wi th an autttaosinssionote #e hothiorigationh entbpmty: hePrgfarablyy thee tusility $netely isanged t o

submit the authoyisation request t communi cation unit for SUBSTI TUTE
SHEET ( RULETEgSE S@Eﬁ’é‘i‘&‘}ﬁ ﬁﬁ?ﬁﬁ(%%ltpg%%nmﬂmf?té%?ﬁlgsi on to the

aut horisation authority. Preferably, the utility nmeter is arranged to
submt utility usage data to the communication unit. Further utility nmeters
may be provudedr atilityhaetbxsaasy be providedet theslacatiohy whiesin sdid Ifitther usilitget er s may
be arranged to submt util %é} usage data to the co nicati,on unit. The

furt her Sut iM§Es et Be arimaged o s¥hmih yuHL: Bage gaRttorthe CORPNGRUER AGE- data to
.d i & a ritne . : |
o, TG U LD S T OO R i

meters may 1nNC € gas’and wa net e Ittty 10 neter

i's an el ectytiliy inéteFbesubniikiort &Y RbMAfunAtisIbit."BY be arranged to
communicate utility usage data to a wutility supplier. The comunication
may be direct or may be via a central control system The authorisation

thorit [ t.r gl t 1 t [ tral
Cont rol - SySTgRG aHguren paug Bveed! el SIUEHPE PERFEL
requestg aﬁﬁgr&ﬁpissiﬁ@fé&riéiﬁﬁm'é?egpe_ﬂ s to appropriate banking authorities for

fulfil ment. e communi cdtion unit may be a nodem 20 The user interface
unit and the utility meter nmay communi cate with each other via RF signals.

The communi cation unit and the g;el ity meter may. comﬂﬂni cat e c}%tp each
other via RASFREPRICAtHEURI FARE 3FANSPY {0 FUPRNEICHR M E PSR CHR YT a RF
utility supplier. The communication may be direct or may be via a central
control system. The authorisation authority may comprise a central control
15 system, wherein the central control system is configured to process
communicated authorisation requests and to submit the requests to appropriate

banking authorities for fulfilment.

The communication unit may be a modem.

20
The user interface unit and the utility meter may communicate with each other via
RF signals. The communication unit and the utility meter may communicate with
each other via RF signals. The further utility meters may communicate via RF
signals.

25
The user interface unit may include a card reader device, wherein the card reader
device is arranged to read data from a card to be charged for the transaction, the
user interface unit being responsive to process the data from the card to form at
least a part of a transaction authorisation. The user interface unit may include a

30  keypad, wherein the user interface unit is arranged to accept a code entered via

the keypad to form at least a part of a transaction authorisation.
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signals. 25 The user interface unit may include a card reader devi ce,
wherein the card reader device is arranged to read data froma card to be
charged oo 01/y1®73 r ansacti on, the user interface unit bei POT/GBSpP@23F ve t O
process the data fromthe card to form.at |east a part of a transaction
aut hori sation. The user interface unit may include a 30 keypad, wherein the
user interface unit is arranged to accept a code entered via the keypad to
format least a.part of a transaction authorisation., SUBSTI TUTE ET (RULE
26) W0 01/ 007 SBETIERE 1B ABICE orRETAFY 11T yoET SREDE: et e A heor y
for secur el &iPlihfg whetSA thS uftd Hiter RGNt Afinded WO BERDPak MPutiHOI
interface unit 1s arranged to accept an I nput from the user "authori sing
use of at |thasterpathorisingt ise dfankdasgpatdiadfahe bdafidngndata tb darsn ablepsiratpars of a
transaction authorisation. The user interface unit may include a display,
wher ei n 2t hePfiisEansaqtion uArisgtioR- i s arranged to display on request utility
usage data fromthe utility neter. 10 The user interface unit may be
connectable to a conputer, wherein the user interface unit, when connected
to a conputBiie ude iPEMAS LNi€ niay iMblkee ARKHIHA Wherdihahs asdri iaterfasé hoitiisat i on
requests in response to electronic transactions initiated on the conputer.
15 Pr ef er abirjangpdta displex onireqrestutdity puspsa dat from das Wity spetelpr ef erabl y t he
user interface device is renote fromthe utility nmeter. Most preferably
the user interface unit is a hand held device. The system nay conprise a
di gi taljcel tht afert mpddeRei WAE ndfy’ BO@BEhebADROMITY NédtAkRer, A0hepbinhthbh@ert i 11ty
meter for transmtting data to, and receiving data, froma renote source.
The t r ansceinteefaceramitb eviiemecamattahite st campuien, tis Opleatyy S0 emleapecesary her
conprise a switching unit controllable by the ener suppli er .f.tor

swi t chi ng atﬁiﬂsf"%{%‘egltwéwlsé’ﬂandFﬁ?eS‘iﬁHBrrém‘? khe ﬁté(”%fy’itfq U8t JH9tEd ei ves a

si gnal on the computer.

15  Preferably the transaction is a financial transaction. Preferably the user interface
device is remote from the utility meter. Most preferably the user interface unit is

a hand held device.

The system may comprise a digital cellular transceiver arranged to communicate
20  with the utility meter for transmitting data to, and receiving data, from a remote
source. The transceiver may be the communication unit. The system may
further comprise a switching unit controllable by the energy supplier for
switching appliances on and off, wherein when the utility meter receives a signal
via the transceiver indicating the availability of cheap-rate energy it is arranged to

25  control the switching unit, or send equivalent signals to a locally associated unit.

According to another aspect of the present invention, there is provided a method
of making a transaction using the transaction authorisation system described
above, the method comprising the steps of requesting goods or services for which

30 payment is required and entering a transaction authorisation via a user interface
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via the transceiver indicating the availability of cheap-rate energy it is
arranged to 25 control the switching unit, or send equivalent signals to a
| ocal |y a¥@eovdmred unit. According to another aspect of POEGBOIEERM
invention, there is provided a nethod gof naking a transaction using the

transaction authorisation systemdescribed above, the nethod conprising
the steps Ol SHGER it%tfwég‘éono‘?mh.%‘rs?fti‘%‘é cppmyFass l@bﬂ‘ﬁé@‘ﬂ‘%‘?‘eﬁeg?q equi r ed

and enteri i i sat.lan v | interface SUBSTI TUTE
SHEET (RULEEQ%%I“){)E{)@{%?/? (gﬂl@gﬁ B%?ﬁ&g@ebgg}@eaoé%gﬁﬁﬁé wherein the transaction
aut horisation is comuni cated by the utility nmeter to effect payment for
the transaction either on-line or off-line. According to another aspect of
t he presentA¢oeuding ito Anothperspestsoffherpicsrnd imyenEps Ggre 1§ PEQIHATd/ansGrar &

i ncl udi autility neter.. a switching unit..controll ity
et er priovi iyt Belimg Fd SR Rybagth ondSihi Oy Wil
comuni cat i geetMrbvideReatita llbdaviofBlo8T sWitdhin}d APLARSOCoHRIL™ bECahd Of
identifier unique to the location, the utility neter being arranged to
conmuni cat ecomrhimicatione moit e they stibiyn metr thagingoamassasiatéd hoaatipn  idedtigier enpt e
system havi ng a dat abase, 10 gf t.he uni q;}e, identifiers, wherein upon

det er mi nat | YWY 9y hEiocRiYh tBF Ul RE emguz;.rﬁ?qggdép C@HB?‘P&%@' e #enote
systemis a{eﬁﬁrﬂ? tdf? v?f hiRClo iORfoh Al ltl%f’érﬁfﬁ@égs'térﬁ s CNdARPIsE ances on

or off to nee e surplus or shortage, for eac ected “location the

renot e By st ehihd einguei idemifidrfiewhaeatipon’ detenminptioni cepreditii@r of aroemdrpe

dat abase and communi cating control data for the lqcation's swtching unit
to the 15 | BERILF OF'SBOTIRGY therermpteeyy Sigmals iarmangert i1 Rleet SPBIOPRAT 105AHBR  uni t

the 15| SEBlEh OF'sBOREA e yemelecy Sl _ f
he. pr esent Ot pNatitciCon QR eeflie FE00 DL SHolbed e bR SHEBRRCC) Do

including ajopstRmPeY PeHotd by skdrk YeteBhRing @Bdodatiod® GEifie! Meatfieroffomrthe
provided at a location, the utility nmeter having an associated | ocation
i dentifier datatgeeand comsninicaing eantseldlata fasrtbe yodabipn'stsyiichigpimé 9atherent
g;g? Ietnsl/ﬁ ;hl%calljtgcgnl’sl %ﬁlitr}rfertngtrer Q?a' e 18Cation'd %gmtrr?un?c%% s autsﬁlg%}: %c%ticr)r(l3 gote

unique identifier.

According to a further aspect of the present invention, there is provided pre-
payment energy supply system including a pre-payment utility meter, and a
20  communication unit provided at a location, the utility meter having an associated
location identifier unique to the location and a memory for storing pre-payment
credits, the utility meter being arranged to communicate with a remote system via
the communication unit, the remote system having a database of the unique
identifiers, wherein a payment for crediting to a meter includes the unique
25 identifier, the remote communication unit being responsive to a payment to
initiate communication with the communication unit of the location using the

unique identifier and to add appropriate pre-payment credits to the memory.
Each communication unit may include data such as telephone or transponder

30 numbers, passwords and the like for use in initiating communication with the

communication unit, the data being stored in the database and being linked to the
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t he communication unit, the renote system having a database of the unique
identifiers, wherein a paynent for crediting to a neter includes the unique
25 i dent Woer91orhe renote comuni cation unit bei ng responBCYVEBIDIZRTHaymEN
to initiate conmmunication with the cogwuni cation unit of the location
using the wunique identifier and to add appropriate pre-paynent credits to
t he menor y unigae hdemifien foc dtei locationidf thaygommuinicdgom ahd, wheleimthetreinefghone or
transponder 30 nunbers, assvw%rds nd, the |like faor use in_initiating
communi cat SHHERUSES ¢ ém“tlg 1en#q abfainihe datare iRjtpts QBHPICAHIGE &4 n Tt he
dat abase a %ﬁh@ I 7 40 the SUBSTI TUTE SHEET (RULE 26) WO 01/91073
PCT/ GB01/ 03%7 gﬁiﬁ:‘l%gg?%enti fier for the locati o§1 of the) conmuni cati on
unit, wherein the renbte systemuses the unique identifier to obtain the
data to _initiate communication with the comunication unit. 5 According to
a furthér dsewtingto g fether aspast of the rsednnvemvne these jsrraovidedia metiadhod  of

cupply. ot OF RCHRE He R DA Blene? Pobieiedtindce eRhRyB it Yy
meter havishgplain@es akd al@durh@f@kioR MinktdRBYidkd QF aUBtAIE, R Gy legat i on and

a nenory for ~ Storing pre-paynent credits, the nethod conprising the steps
of communi davinggnlGsesiatad tibetion idantifienenigne vo shet loeatiomnandna ceniooy foni t and

witing pre-paynment credits . to_ the ry. .By being able to selectively
Communt oot ST Fedishone S Sodiny 1, St 8 SomBuRERG b - prak
per | 000 aRyifebidiies St if IR BihrRkRLAYH WIR 4o SPridCHre-phyni GblnPeak
heaters. Furthernore, the control of pre-paynent credit 0 a neter can be
mai nt ai ned twitiehaedmotthe use of el ectronic keys and the |ike. This can be
used for income support schenes and the like to arrange direct crediting of
meters w thout the occupant being involved in the transaction. 20 Were the

Tevel ) the it PRRE, IR e, SRSk PR Bl B JuE Ry BPRSCERR

| evel , the y neter nicate w
generated during off-peak periods can be utilised by energy storage devices such

15  as off-peak heaters. Furthermore, the control of pre-payment credits to a meter
can be maintained without the use of electronic keys and the like. This can be
used for income support schemes and the like to arrange direct crediting of

meters without the occupant being involved in the transaction.

20 Where the memory in a pre-payment meter reaches or falls below a
predetermined level, the utility meter may be arranged to communicate with a
predetermined authority to obtain emergency credits. Such emergency credits
may be based, for example, against prior payment records and reputation, an
authorisation from the energy supplier, issue of extra credits by a government

25  body or a loan against the next payment of credits to the meter.

Brief Description of the Drawings
Examples of the present invention will now be described in detail, with reference
to the accompanying drawings in which:

30 Figure 1 is a schematic diagram of a system according to one aspect of the

present invention;
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predeterm ned authority to obtain emergency credits. Such emergency credits
may be based, for exanple, against prior paynent records and reputation, an
aut hori saw@onoforom t he energy supplier, issue of extra crpdiGBIbhg2225
government 25 body or a | oan agai nst fhe next paynment of credits to the
meter. Brief Description of the Drawi ngs Exanpl es of the present invention
wi || now b&iglee@ isbthd schemdaticadiagrami vh threefystean o€ Figwe thmchidingnfsamyésng

drawi ngs in which: 30 Figure fl is a schematic diagramof a system according
to one asp@eioremgpd Oﬂﬁragef‘é?ﬁf’ {he \PEFSERIGAYEEI9BST) TUTE SHEET (RULE 26) WO

01791073 P ét@%]{a g%%ﬂ%gat?z flhé'%eofza glygte}rpfccﬁﬁﬁﬁgﬁ); 4 gre@ér?éﬁr :%?Eé? fortie system

of Figure ncl udi ng ature according to a spect of the present
i nventi on; présghf @ventich;a schenati c di agram of a system according to a
preferred aspect of the present invention, 5 Figure 4 is the schematic
di agr an of Higwse dyisttherserenatigdiagram pf fhesysem ofghigureuhblisiraiing agembsonal
aspects of &h& pLE ent itnvftﬂti on, tﬁi%ﬁi'e 5is a schematic diagramof a
system accdr & %S‘OP ARGt he 83{)58@ 7R present invention; Figure 6-is

the schematpjgy€i RY 2REMImdricHiAgam d»fﬂ&@ys@&ﬁaau@ﬁirfgwot herhasRped 9fahe t he 10
present invention; and, Figure 7 is a schematic diagramof a system

accordi ng tpoesenoiovemtiaspect of the present invention. Detail ed Description
15 Figure 1.is schematic diagram of a system accor di to one ect of
the pr ese?ﬁg‘?rﬁ%ﬁttﬂ% g&‘eﬂlaﬂf id}agf%’;n Prg%@ﬂlf‘?l l’éﬁ?ﬂ(gﬁﬁl?%girg’gégwgcﬁtolf%ﬁy met er
10 pr oqbdeﬁms@ht Gk (;H;ia § to be netered. The utility neter 10 is coupled

to the utility supp@g and is arranged to provide the features and
functions dfigeres? éndatkkbmudticl dibgramedfes system according to another aspect of the

present invention.

Detailed Description

15 Figure 1 is a schematic diagram of a system according to one aspect of the
present invention. A utility metering system includes a utility meter 10 provided
at a location to be metered. The utility meter 10 is coupled to the utility supply
and is arranged to provide the features and functions of a standard utility meter
including a utility usage display. Preferably, the utility meter 10 is an electricity

20 meter. A communication unit 20 is also provided at the location and is able to
accept utility usage data from the utility meter and communicate the utility usage
data to a utility supplier. A user interface unit 30 communicates with the utility
meter 10 and is able to enter and display utility information upon request. This
may include utility payments to a utility company from a deposit account or

25  consumption, tariff, time, power interruption and payments history information.
If the meter is configured to be a pre-pay meter, the credit balance and

emergency credit information may also be displayed.
Figure 2 is the schematic diagram of the system of Figure 1 including features

30 according to a preferred aspect of the present invention. The utility meter 10 has

an identification code unique to the location embedded within it. The utility
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including a utility usage display. Preferably, the utility meter 10 is an
electricity 20 neter. A comunication unit 20 is also provided at the

| ocati onvemd1/d®7abl e to accept utility usage data from t heT/GBOI/01295 net er
and comruni cate the utility usage datg to autility supplier. A user
interface unit 30 conmunicates with thé utility neter 10 and is able to
enter and dne@d alyo undlides\a ﬁrmfsacrtimnt pmnessmgmysiequb%t Th€hissr intenfadenuiitude

utility paynents.to tiljt fro eposit_account or 25
consunpt i or IP%lel?Sfac%rHﬁ"eadebé t i§pL p%%%‘ﬁid Ba(k)é?/'msnts hi story
information. |[If the neter is conflgured to be a pre-pay neter, the credit
bal ance and energency credit information may al so be di splayed. Figure 2

is” the schemsdristarth agamacidn fohgosysoeseradtestifgusambld ovdruhié hgefeadiur es 30
accordi ng to a preferred as&eict of the present invention. The utility neter
10 has 5an bydelsphanee aWp@hmakias ap eréprerrequenidng & savicenthe mserdia @aovidethi n it .

The utility . SUBSTI TUTE SHEET RULE 26) WD 01/91073. P 022 9 neter
al so incl uc%lgh Y ?P%%ETEF? 5t a“Sr 5%%?59@%9?%&% %me?heg&}g%%%étfoélr’ ;tgece uni t
30 incl udegsgr &f6Md theAdRIacBRV &R 3R the S MierBbe and sbaypatt I&KIFa&WISGF
starts a transaction for goods or services, for exanple over the Internet

or 5 by tél l‘eptsonmterlﬂpo mnirdkimay eomtast deemoe syssqueoot shgwa) seobtrinalata he user

is provided ith a transaction code and is re, uested ar range, paynent .
A the | oodtn B, Tamectgl gt GSRMFESH B F ARSI Brcthde Tt BeF o 1dbr

interfage yg @ aviRadi 6le ﬂé%ﬁi'éd%l“s‘rJfaaC Yx‘ﬁsft 3Quipy
cont act%a reéflroetsge s\);g?jé%ﬂ?nlgt gﬁ vxslﬁgayt% obt ain daeta ﬁa tnr gnsgctl on in
dependence torbetdherged dysasitinga taastetiond hethoseationso ttllmebylﬁhthmmqmyﬁrénm a
pronpts on the display 36 to praovide details of _a paynent account to be

charged by afelRf fgnaadticanshea P iaserkior Peedit Gndadd ?%‘ér@l@yﬁhﬁ&@%ﬁaﬁ‘@ paynent
of the tranée@izctegﬁn V\\/I\#I_lgﬁ gagxi A ns%g%s%a&e@ar&'(ﬁe ailf"in gé}ﬁ(}ét 4 ﬂuﬁlﬂéﬁoaﬁdfe card

reader device cessary car s 1nc I ng card

nunber and exg i&ﬁldaYe dahe usthBer SErst fiLfuthetisation asdedassbastes avitto thece®
associated with the card 15 via the keypad 37. The user interface unit 30

comuniléat eda Wetkeypad 30t The ngerpateeface unit 30 communicates with the utility meter

10 and passes the transaction code and card data to the utility meter 10. These
are combined at the utility meter 10 with the identification code to form an
authorisation request. Preferably, parts or all of authorisation request are
encrypted at the utility meter 10 and/or at the user interface unit 30. The
20 transaction processing system 15 of the utility meter 10 establishes
communication with the communication unit 20 and controls the communication
unit 20 to establish communication with an authorisation authority 40. The
encrypted authorisation request is then communicated via the communication unit
20 to the authorisation authority 40 which processes the authorisation request as a
25  “card present” type transaction and arranges payment of the transaction on the
user’s card account. An authorisation response message indicating success or
failure of the authorisation request is returned to the user interface unit. This
message may contain an authorisation code to be passed on to the product/service
provider to indicate fulfilment of payment. Utility usage bills may also be paid in
30  this way, the user authorising payment via the user interface unit 30. The system

may be programmed such that utility bills are automatically paid via a
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10 and passes the transaction code and card data to the utility neter 10.
These are conbined at the utility neter 10 with the identification code to
forman veavhonrsati on request. Preferably, parts or all péT/&BOh@R2rSati on
request are encrypted at the utility ter 10 and/or at the user interface
unit 30. The 20 transaction processing system 15 of the utility nmeter 10
est abl i shespredaerminéd areilibreand oh peymeriodeposit eedonvh withput Wgr ARMErVenien ol s t he

icati it.20 ¢t tablish ication wth thorisati
author 1ty 48R Aol ael i odb ik HOFi v SR ey RLe meRrher e i e at od vi a
the communifady 08 Vithe us Qiﬁt&féd%%rﬁwd"ﬁirthg g{ahﬂé} Redrbidbyy40 which

processes t'he authorisation request as a "card present" type transaction
and arranges paynent of the transaction on the wuser's card account. An

aut hori satign response nessage indjcating success or fa%lnure of the
aut hor i Sat | [F8URC i tChematicAiagragyok & SYsial Aardng it PEERITehaPectpfitd® essage

Ty CONtal Al RUGIGRA 10 P RS thriuliCaddle WEOGHE e Vi C

provi der t ndi cat e tul fi'l nment ayneh y usage may al so be

pai d in 30 fnkirBcy@pit dé entbiEeled dutoh® singlengeiey @ NPrefetablh ehdiddricd dlser f ace
unit 30. The system may be programmed such that utility bills are

aut omat i cal fupctiogis s \aj stangar prRUATE WpIRE therRioreEbe eyrnpeied 1p gapPIIN.

PCT/ GB01/ 02275 .1 redeterm ned credit card or nt osi.t .account

B hoat s Fte peicimo B Eitg 6 Bl Piitald Sielt ERffiondy o QI {ordREP Rdon 35S

pre- payment shéy hd hYDEBTekRph&de§dh teellBir BRI RUESHORE RS dnfe bhRr Ys@d of Nt er face

S
unit 30 in (the manner descri bed above. 5 Figure 3 is a schematic di agram of
a syst em actelzpbiomey cepabte pf ehaiing cindspeeivingf communisatemsnt Bmfezatly che In this
configuration, the.c nigatjon unit_and user interface.unit are
i nt egrat ed ¥ gﬁé‘i‘&@% adé\?P 2 SﬁﬁﬁeanPéidéﬁpgdw fetrPhanY,i Wity Befer fhct i ons
as a stand o) e MRl ] Oy 8ELEM R drb&sRd N The
t el ephone %%15 giogl Qét?gn(}girggiw rerga# Elfgéﬁ?ong?g§, gﬁ%glat al cordlﬁéssst el ephone
10 (such asfoa rDihg icelnppleorefiware foeldppli@tionsaigioch dseplagihgetsopuschasngt her
form of tel ephone capabl e of neking and receiving comunications.
Pref er a9l y lopery tickets, least cost routing for long distance phone calls and the like. The

software is preferably downloadable into the device 30 over the PSTN (not

shown).

Whilst the following description and accompanying Figures refer back to the
20  system configuration of Figures 1 and 2, it will be apparent that the additional
features could equally be applied to the configuration of Figure 3 in which the

user interface unit 30 and communication unit 20 are combined.

Figure 4 is the schematic diagram of Figure 2 illustrating a number of additional
25  aspects of the present invention. Further utility meters 50 and 60 are provided at:
the location and are adapted to communicate further utility usage data to the
utility meter 10. Preferably the further utility meters 50, 60 are for gas and
water respectively. The utility meter 10 is configured to communicate the further
utility usage data to the appropriate utility supplier via the communication unit

30 20. The user interface unit 30 is configured to communicate with the further
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device 30 includes a display screen for displaying tel ephony, utility neter
and transaction data. The device nmay include nenory and one or nore
processome0 0f/gn073 unni ng conput er software for applicati onBCHGBa/e27H] aci ng
bets, purchasing 15 lottery tickets, |lgast cost routing for |ong distance
phone calls and the |ike. The software is preferably downl oadable into the
device 30 cmmty mwrpsWN@ raod to shsplay) utilishivsage andecanging\infogmaeyt BPeRk i on and
acconpanyi g ures refer back to the 20 system configuration of Figures
1 and 2, it be apparent that the additional features could equally be
applied to the configuration of Figure 3 in which the wuser interface unit
30 and communi cation unit 20 are conbined. Figure 4 is the schematic

di agr am of Ihstgad ef, Driihladgitioatto Ntheacardirdader ddvieeddfi, tthendlity MbteadPendys of t he
present invention. Further utility neters 50 and 60 are provided at the

| ocati oA ark$ ﬁﬁoéldééa‘ﬁlt @ TeMEBMIENFe doeinf Which & useris| hank aecqgwl ¢pig a8 to t he

utility mts%gg%ecrtl P{}% %ablvédl}lgl 5 {"Httonetchﬂ{%h fhy'a %}1 tci01§0 e 00::3h for gas

and wat er er I'S COI’] I gur ed to co ni cate

t he furtherauthrisk ithe/ uil gqget@haioareqéasé Ben@pPtRManRing ditd Firtide ?u@m ef via the
comuni cation unit 30 2 The user interface unit 30 is configured to

comuni cat echaigiig.t hdheunsdney CO&DB@TI TUTESHEOT beRelaptes Jorwarranged] 673

PCT/ GB01/ 02275 11 uti. 50, 60.and to dis util.ity age and
Char gi ng i riRGRMELFH Witioin (Ret e wit aldop 3B Rt faechioh VEB™ Phe "car o
reader 1@eviiafaded, BRETHSth! drlthe TREET CftmitR¥atich Bawraé@vned&qmlyméM@aﬁaermr y
device 16 in which a user's bank account data is stored n pl ace of

provi di ng aseaimertfarebmicB@rjeds fiior transiactamséam ifoman phénaigrensapton teabk hori se

the utility meter to rel ease some t he ban data for the purpose of
chargi ng. TAROmiAllY %%W@teaido & ‘é?Fédmﬁéfk glﬁ’tt %@d’i’lt%f’ﬁ‘r‘ éﬁ%éﬁ

communi cat e e 0 ction,
0SB, 10" nfPrAgbRE 1 e MAREUR, el e Bl Bhy Ef?ém%keﬁ&*tbﬁ“e
conput er 70beaB6mmunicated from the utility meter 10 to the computer 70 via the user

15  interface unit 30 for storage or analysis.

A set-top box 80 connected to a television 90 may also be provided at the
location. The set-top box 80 may operate in a similar manner to the computer
70, communicating with the user interface unit 30 for authorisation of
20  transactions made via the set-top box. Additionally, the set-top box 80 may allow
the whole system to be managed, for data to be added and updated and for
transactions reviewed via communication with and/or control from the user
interface unit 30. Furthermore, it is possible that the set-top box 80, television
90 and television remote control (not shown) can act in place of the user interface
25  unit 30. If necessary, a card reader could be provided in the remote control or

the smart card reader commonly included in set-top boxes could be utilised.

It is preferred that each utility meter (10, 50, 60), the user interface unit 30 and
the communication unit 20 each include an RF communication device, thereby
30 forming a localised Pico-network. Communication is via secure, low power

radio transmissions. If RF communication is not feasible, cables or other
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user interface unit 30 allows the transaction data for an online
transaction to be autonmatically conmunicated to the user interface unit 30
wi t hout Weouswr3s intervention. Furthernore, utility ushRgEGBat/ep27s
transaction data and the like could bg comunicated fromthe utility neter
10 to the conputer 70 via the user 15‘9nterface unit 30 for storage or
anal ysi s. Aose¢ctipnmdvbani8@s caaynectsed. tThesconshenitasionrud020visylikelsto be

provi ded at th | ocation, The set-to 0 ma erate in.a simlar
manner to thBOLgRtAnSparestly CQ,IB‘r‘?FFEait% ‘?ﬁg%%%ﬁﬁw‘?%etﬁgélé?r i Ff‘{l‘?rhf”é%én nit 30
for authori ' f1. &0 [ moe: Wi ;

Addi ti onal |t§@bft“ﬂ’§ sg)é:%cgtt o?bg@g %’(tf) tﬁ%éo% oﬁgilﬂgﬁgm%lﬁgd té’gés}ta {e%%%ta oIS]t?(Ia\I managed,
for data tadodeoalidiesd imegtateddatoetic anitityf meter kuksjpataota @iephose seketdbamg

comuni cation with and/or control fromthe user, 6 interface unit 30.
Fur t her Sor ecloset toj the pagien. pFarthpm eompanisaion BschgisnposuchasegP oncably and

tel evi si ; trol t.. sh o
it or f ace 200Rton 360 Shiiy ARGeR P U e ibishd BURFe BrplolBa WY, | (e
rempt e contwidp @ey béddeneSARIIAbIE AFihoeAfiekctameMaftivultyicl uded in set-top boxes

could be utilised. It is preferred that each utility nmeter (10, 50, 60),
the user interface unit 30 and the communication unit 20 each include an

A NI R RS BN

i ti i bl t T : ULE 26
\3\%”{)“{/” "c)l‘})g?gﬁghéfﬁgﬁﬁl/%gg@rgp (?.Izlelg ?Pécﬁ&rﬁ’ﬁneﬁ Hine SLBRES MEld@HEE%- th& )

nnecti on nechani sns may be used. The
conmuni cat | eymmmitat® it 20 kitthg dperakien ofl tieoBiemnetveorkpfailent ifyoreariribet ed t o
the PSTN between the user's tel ephone and tel ephone _socket, Obvi Ertljsly, t he
conmuni cat | DEEThFOMBRRANE s reomPIgely orsills ta Rast 8 TadPE AL bt edli nt o t he
utility nmet . j ect e i : e ter.
Furt her con?er%%?lg%fi h %%dc%%?s%?%gsﬁ%gs%%cgw%p%ag? ggﬁgo%%ggrpglﬁggre
equal |y feagdibdtionafth aker The aHBR S8Rr GO plederablyesmifipuad @scamduniehien t hey
beconme avail able w thout any technical difficulty. . _

15  with the authorisation authority 40 to inform it of power failures and interruptions

in service. Fault and service failure information could be used to determine
whether the equipment has been tampered with and whether further investigation
is necessary. Where tampering is suspected authorisation requests containing the
meter’s identification code would no longer be allowed.
20
In order to reduce communication between utility meters and the authorisation
authority, the utility meter 10 may be arranged to retrieve and communicate
utility usage data on a regularly scheduled but variable interval (such as monthly)
basis at a predetermined time. The data may be verified, aggregated and then
25  delivered to the appropriate energy supplier or the like. Whilst connected, the
utility meter may download new data and/or parameter changes such as new
tariffs, a new dial-in time or marketing messages. Additionally, new software for

the meter 10 or user interface unit 30 may be automatically downloaded.

30  Each user may be given an authorisation code to access the user interface unit 30.

The personal access code may serve to allow the user to his or her own data
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The utility meter 10 is preferably configured to be able to alert the

aut horisation 10 authority 40 or sone other predeterm ned online services
provi der woar/etees conmuni cation unit 20 if the operation PET/AGIBE1/02275
Pico-network fails or if one of the %st em conponents fails conpletely or
fails to pass a predeterm ned test. | particular, gas and water neters
may be confkioged fdtHecsys®suandioniyl toruse wpmly andetac associatefl veith bk or The utility
meter is preferably configured to comunicat %05 'tEn t he aut hori,sation
aut hority AWPHEBlLF Br ntYRET gPSehoviBdY 105 PQ}P’é’étegn I mee FGHER gl}:gmgi Heser vi ce.
Fault and e, fai I i : r g isewhet her
t he equi pn%ﬁ{h%hggtqbgég{ﬁ% Z)rt%)eg;f g@ﬂg\a&‘{cﬁﬁaﬁ%\%\%ﬁg%’s ? ﬁtrr%l%g?&?rﬁ(/gﬂst?l&é?t ion 1is
necessary. néhefegsdnaBeiekgodes apd geaehipdmduithothesgtican Aemuisr of asert ai ni ng
the neter's identification code would no |onger be allowed. 20 In order to
reduce Sonmuiniface units Iomap b used inithe logptary & angel (Weerg ghes Uik mefRrs

authority, the,utility neter may. be_.arranged tQq.refrlLe nmuni cat e
utility usdfe aﬁ%ﬁtﬁc{ & faf‘?aégl}rté% Yo h@MF@ﬁo‘gf}P R}gﬂ é“%‘{téer :Iﬁ’t gnregeaﬁﬁ( such as
monthl'y)  bBasfembRf afraRE&H%S @bnfiRtatel s infOAnARInA aledstDEver¢ridl heds.
aggregat ed "'and then 25 delivered to the appropriate energy supplier or the
| i ke. Wi | STonmmmmieaticndbettveen the iier tigterfeceennih@) amdwih owidityh awted atlaanghd/ or

par anmet er changes such as n tariffs, ﬁ‘ new dial-in tinme or marketing
nmessages. A%FQWHBHCPS}?HH%/S&BF‘E%?@%‘V O }rECHBPer 10 or user interface
unit 30 may be automatically downl oaded. 30 Each user may be given an

aut hori'sation code to access the user interface unit 30. The personal
access codewhnyt thepreisinghddovsripisitioaeif ah@uthosisationhequeswis prafoame$@BSTI TUTE
SHEET (RULE 26) WO 01/91073 PCT/ GB01/ 02275 13 stored in the system and
only to usdhentiby metdr datia thesahove dessebed embedimest, 1h§r¢qua1ébp?86§§q 1&19% a-
"super user; .pe _nom nat. It l.ocat I t Ity to
restrict ottpi% ﬁ%‘ﬁfﬁ?ﬂo n%Oedge slg§}}€a§%efl tigol%l’ll ﬂ?ey‘gtté%@(r)}? é.tf@r/ gﬁggép‘?gﬁég%%%%%“ se

New per songlpif8F e&smiiase vitNtheOQRE dadal YrafBHRtib® colé @né wathemsatdnnsodeer of
user

15 encrypted and then communicated to the utility meter 10. At the utility meter 10,
any necessary data packeting and the like are performed prior to transmission.
Encryption algorithms such as DES, RSA or any other available mechanism may

be used.

20  Figure 5 is a schematic diagram of a system according to another aspect of the
present invention. The utility meter 10 includes a number of controllable
switches 13 and a transceiver 14. The switches 13 are connected to appliances
that are capable of storing energy for later use. In particular, these may include
electric storage heaters 100 and hot water storage systems 110. The transceiver

25 14 is configured to be able to send and receive data via a digital cellular network

120.
The utility meter operates substantially as has been described with reference to

the previous Figures with the exception that communication is via the transceiver

30 14 instead of a communication unit 20.
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5 interface units 30 may be used in the | ocation at once. \Were other

utility nmeters are adapted to forward utility usage information to utility
nmeter 10woOhesw’are preferably arranged to conmuni cate thCEGBAf/ox2Aati on at
| east every 24 hours. Communication glgtween the user interface unit 30 and

the utility nmeter 10 and the conmmuni %tion unit 20 occurs as and when

necessary. DiingHbivstle¢thiealproyes sensumpdiod peringhs sint élentricify suppéiet b ¢aat i on
request is perforne t the utility neter, 10 in the abov escr ] bed

enbodi ment SFEIYEL %ﬂ_hﬁﬁ_q tpAnSRRNeTh A4 USiRg (e qinal lnler Artark ey ey

obt ai ned f oM. &'—?atgteltlédtltié’al ’L{S;B_Bv%f. 3[@18%11 et 80 #s Mol {oa&e?erg{gﬂé,tlvga?%e conbi ned

with the car ata, transaction code and authorisation co encrypted

and then comituldsCE, edhdthert thereldré lappljano®t @001 010)Akith leepadity Ifoit yccoptiy 10,
any necessary data packeting and the |ike are perfornmed prior to
transm 3si é#€ POERGr ViftSPorhaREbYi MpfeE ComBRNicataSEASCeEReco Ha elentnety.

Syet om accolBiR 160 ansriefes: e il 16, Lok o BROEBISS na Ui 1 1y

meter 10 includes a nunmber of controllable swtches 13 and a transceiver
14. The switches 13 are connected to appliances that are capable of
storing endligyeféois 4 athematis eliagrampdirth¢ systam of tiigee hringoipecdtingefurtbérect ri ¢
storage heaters Og and hot water ‘&horage.sgéstensbqllo. he aranscei ver 25
14 is conf iARACELL G PLesepy mveniiole nhersd WHEKmeiey ] &§ qonbisurediag 2L cel | ul ar
networl 130y dbrUihd IIb¥aBR! &1 209 r8Y88d Syith ! Allibdihinkadth BER DopRe

descri bed h re?erence to the previous Figures wth the exception that
conmuni cat iidentifisatiom chite chrzpshe imieyue idOntificatios topde emibedded within ¢izt | on uni t
20. SUBSTI TUTE SHEET ( RULE 26) WO 01/91073 PCT/ GB01/ 02275 14 Durjng | ow

el ectri cal Ybde mesdnddAnd; Flovetamsdedy 4o casdit PFs-Bagenty fhitheemetesolG an

sel ecti vel yoealely B 53 SUaHE" SupbthnRbeh Sh6: Fbhy Bhrefisd bidl Ayt vor k 120

and offer
facilities 210, someone possessing the card can present it along with a pre-

15 payment in order for the meter to be credited. Data from the card is obtained at
the pre-payment facilities 210 by reading the card using a card reader. From the
data, the unique identification code is obtained and communicated, along with the

amount of pre-payment received, to a central communication unit 220.

20  The communication unit 220 includes a database 230 of the unique identification
codes cross-referenced with the digital cellular network number for the
transceiver for the meter having that code. The code received from the pre-
payment facility is cross-referenced in the database 230 and the digital cellular
number is obtained. The communication unit 220 communicates with the meter

25 10 via the digital cellular network 120 and instructs it to credit the amount pre-

paid.

A pre-payment transaction does not have to be done by the occupant of the
location and could be performed by other parties, including Government
30 Agencies. The utility meter 10 may be arranged to communicate with a

government agency or similar if a suitably programmed pre-payment meter
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reduced-rate electrical power. The utility nmeter 10 is able to determ ne,
via the switches 13, whether there are appliances (100, 110) with capacity
for acceptOng9®7i he power. If so, the utility neter commuPCT&Bes0IRCEept ance
to the electricity. supplier 130 and sw tches on the appliances (100, 110)
via the switches 13. Figure 6 is a schematic di agram of the system of

Fi gure 5 i newheoratpredgtdrmindde tevehsfeateditof Inhéhipreamet, ifnvefamipn.otere a

utility nmeter 10 is_configured as a pre-, 10 pay neter, the location is al so
provi ded wEPKETARCNE SHded iBcAmCIPRPaR £ &rwgnf)aaéfsﬁqmq wat i HIEY Y RaYing es t he

uni que ident:fi I sg: el . I |4 Ifrﬁgﬁt d all ows
sonebody t([glji éé{ gg?}t&%?bec&gg@nent sidtq ggttwééériree?fe%l}é%’ %%ée%r%‘{% y. %{gel\]fg’s?s?i ng a
bank, supetifarised afd ableh@r adtietist i dnyerfdriedidyngredit @r payretintagainetcd fithirees 210,
sonmeone _possessing the card can present it along with a pre 15 paynent in
order for HtROMAIPPOTPapResl ddsing suchpaceniigumiopheosey MiGnsled IIANGEY at  t he

pre-paynent facilities 210 by readin he rd usin card. reader. From
Phe Pauta. ™ DRSS ARG SYavpE: Pomtesbdioi utia mrek Be PE 4 BE e e

al ong wi t hhdiead, 3RO HdhePta® b aRRUIBBLILY Se8itMEE theGeRvARNItIRY ne@FMNi cation
unit 220. 20 The comunication unit 220 includes a database 230 of the

uni que i derhdrtbycavoiding podibde ebusss - hehdditnnethewiystem heuldi b cerdfignedd ul ar

net wor kK nunber for the tran iver, for the neter having that co The
oo T ool JBSh fAbAret HEmAT, COWE b el FX0ER A B e AU er DR AR 1 1 Do

dat abasg 230 yahdnl [egiak gl | #la8kial REEBEE D 8 Rl ned. The

conmuni cati on uni 'Eeng%lg{ecgmrﬁe cét egﬁéﬁatﬁ the 0meter 25 10 via the digital
cellular network 120 and instructs it to credit the amount pre- paid. A
pre- paynent_transacti on does not have to be done by the occupant of the

| ocation andSWeul & dechsanatisrdittramyolior Resterp ACEqrding forRother AgPch & frent 30
rgenci es. TRGeH! idvehlod ®IrRE ufifly B 30 2ohABA i o G UFURAA 3 Whd s 2
gover nnent fagency or sirmlar 1T a surtably progranmed pre-paynent neter

SUBSTI TUTE i Siobiainuniddkibn 281h ¥\ €ddhfiteich NET 26BALeG32tehes IPHare connected

15 to appliances that consume comparatively high amounts of energy when

operating. For example, these may include electric storage heaters 100, hot
water storage systems 110 and washing machines 111. The communication umnit

20 is configured to be able to send and receive data via communications link 120.

20  The utility meter operates substantially as has been described with reference to

the previous Figures 1 to 4.

Based on an agreement with an energy supplier, the utility meter 10 can be
configured to automatically operate the appliances 100, 110, 111 during certain
25 periods and cease their operation during other periods. In this way, energy
consumption can be substantially controlled by the supplier because the supplier
can set the periods during which the high energy consuming devices operate to be
the periods in which there is a predicted drop in energy demand. Energy
supplied under such an agreement during the predetermined periods would likely

30 to be discounted.
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reaches a predetermned |evel of credit. In this manner, if a famly on
gover nnent funded i ncone support or a simlar schene was in threat of
having t™wWebt9gas or electricity cut off due to | ack of creDiGBI1/0T2eS
governnent agency is inforned and ablg to authorise an energency credit or
acredit against a future 5 income support paynent. Using such a

conf i gur at i Gontraloofethe i uttléy dederf or adneredyby iprograpering dnter calh@onenesgippor t
payment woul d never need be paid to people. . Instead, the noney can be

aut onmat i cal{RagPBgRt Faieph0hat PefeaRncY PEIPYS UHRs 3ie GQRIBERERER, Wi di ng
possi bl e abyse. it C -G, -+ f hat

pre- paymn%oﬁl%%agg%dg@ ?%W@E%én@ngsg&%ﬂgﬁ) legr% ic%fg'es??gtgg‘*l{ﬁ%t}% 30 10
in the samameBRNEY viastha cosBuinddatibh maiicital The 2n&@e trhangementeystentB@lre 7 is
a schematic diagramof a system according to another aspect of the present
i nventi 8n. steres messagey forethe utility msters 3P SOBCHHIRE SEqussted (GPEEdtios PeEsioghd is in

comuni cat i W th.a co ni,cat i it 20.. The_ sw I nect ed
15 to appli n‘é“&aﬂpﬂa?ceé%u&@c&ﬁgaﬂb‘? %"13§Pgﬁ? gﬁe gﬂ%ﬁ%ﬁ §edég n‘gr‘llg?cg$@mhen
operating. JdgfroPtRRPetaticntTSBe HHMianb& Mﬂgh&lle%w‘ch@s B3.0mag endilestsn 100, hot
wat er storage systens 110 and washi ng nmachines 111. The communication unit
20 is confilpugedrated by endrige stpplEentased dnrpedicied enatgy denzndofmadditien i ons
link 120. 20 Thf, utility nmeter operates substanti alé\é as has .be‘gtrél1 descri bed
with referdRc@P lﬁlcet%étrélr WEISBYS, FICSIACES Ry Al O NaREE R TRTUEREYA IR Nt wi t h

an ener i d b 0 figured to
automatli%%:/awgaggglg{:%p?%ghyp%{?i)égﬁg gﬁaféb?lﬁﬁg?ﬁi%%ggm?ng certain 25

periods and cease their operation during other periods. In this way, energy
consunption _can be substantially controlled by the supplier because the
supplier che aveid ehagingrthgdsseriden Hys llcB EREPRINGHIWRES gAY difs UsRdng

devi ces opekate. I e h ipds i I.C erg | predict op in
ener gy de _rra‘%g?méﬁ‘gerlgy théugadﬁ?%dﬁ%endfgrgm\gﬁéé hvg%ﬂagoﬁe(e:%%e% @u%ggggﬂg{’

pr edet er m ngdnHRAeat Sywenl 900 ii®] Ye d&eintinbe dDaBOwAlEdrorSUBSTCLUTE SHEET

(RULE 26) WO 01791073 PCT/ GB01/ 02275 L
15  registered to a utility meter 10 having a message waiting in the energy

management system 300 maiy be answered.

A user need not accept the control messages from the energy management system
300. Optionally, approval may need to be sought from the user via the user
20  interface unit 30 to apply control to appliances according to a control message.
The control messages could also be overridden at the utility meter 10 or the

appliance 100, 110, 111.

The switches 13 may be connected to a separate energy circuit in the location to
25 which only the high energy appliances 100, 110, 111 are connected.
Alternatively the switches may be installed at or near the appliances and
controlled, for example, using the Pico-network. In such a configuration, the

switches would include their own Pico-network communication device.
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16 Control of the utility neter is achieved by programmng it to call an
energy nmanagenent system 300 at predeterm ned periods using the

comuni cavoomowmit 20. Alternatively, the energy manageneral/GByso2ns 300 may
call selected utility neters 10 via tjhe communication unit 20. The energy
managenent system 300 5 stores nessages for the utility nmeters 10

concer ni ng lr Bpsdmeed thanaarrayofpd} (ragspondars ahan aRfsRy AHESseIe SYHey, 111.

The nessag are_downl u o] 0, i t he

appl i ancesggg F%pﬁ%ssssmﬂ%@&%.p%?ﬁ@;'né‘écgnagé%&lcvé?%?ﬁ%@@g{el%rag{} ggt_fgt‘{y ener gy
suppliers basr %‘a&ﬁ@@'r@él@ﬂn@f@?&ée@@@ﬁéﬁﬁy supplpaiet 8drednd tequizgpddtance
control nessages, nessages may al so change the frequency in which 10 the
utility meter 10 calls the energy managenent systern 300. To avoid charging
the user for this call, a free-phone nunber 1 be .used, _Alternatively,
the oal b nguicerbs pif: nefee.s fice Tedta f Broyidy & wutiniogyfes Brdtment
system 300 gy gfs gat-enmy g int@ﬁgéfntqﬁucés fiem tﬁ@?oc@l—ibn.' Bhe BriligFheidrer ed to a
utility nmeter PaRavi ng a nessagé walting in the energy nanagenent system
300 nmay be camswensdunidueuslecirargeddemity and et “fited . placd’t ddcaties sades thier om t he
ener gy managenent system 300. Optionally, approval may need to be sought
from t he ugekvigy of alheelajedPicomgt d¢itiesst ace unit 30 to apply control to

appl iances according to a control nessage. The control nessages could al so
be overridden at the utility nmeter 10 or the appliance 100, 110, 111. The
swi tcheg 13\ |MR¥Yick e RErestet @0 AiFGRPIRIE @eigictionGytemshathbedmocat i on
to 25 which onFy the high energy appliances 100, 110, 111 are connected.

Al t er nat i vahadet e pwisewthiogention Iseanplisati¢ Ite @ngtcoprmyEegtionh®sigBp MhgFces and
control | ed, for exanple, .using the Pico-network. |ln such nii ation,
Che | owi ¢ cifE VRGP RetoitfcroRitRrCe R ThPEB et fof e iMRuAP R sARLY oo
SUBSTI TUTE Stk 486 AOn P/ SWR%3 (RIS ROMCAZATR make to a link that

is not dedicated to the utility meter system, such as where a communication unit

15  shares the main telephone line of a home, the utility meter 10 or communication
unit 20 may be arranged to monitor the calling line identifier (CLI) of incoming
calls and to intercept those from predetermined numbers such as the energy
management system 300 or communication unit 220 before any telephone in the
home rings and disturbs the occupants.

20
Whilst a number of different combinations of features have been described with
reference to different embodiments of the present invention, the skilled person
will appreciate that all the features described are complementary and could be
combined in different combinations to those specifically described without any

25  technical difficulty. Furthermore, whilst the above description has been directed
to a utility meter incorporating various features enabling interaction with a user
or the outside world, it will be apparent that a suitable add-on unit could be
installed within a home or business premises and arranged to communicate with
an existing meter. Preferably an add-on unit would be permanently attached to

30 an existing meter to meet the security and authorisation requirements detailed
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It is estimated that an array of 20 transponders at an energy nanagenent
system 300 can process 5,000,000 calls per day. Such a turnover should

al | ow an veaer/gy73 supplier to achieve real time response tPCEGBIY§223UPPl Y
and demand requirenents. 5 Since the q&ility nmeter is in a fixed place it
provi des a unique identification key hat "passports" all other

i ntel | i gentabdexni Tesresdenvill eppretiatcabatench Theddron [unityfalle Wathin B 5CePse it s

uni que electronic identity and its "fixed.place" location to |l og the
activity offf49Presant {fiV§R# %o net devi ces 10 Al t hough various references to
digital cellular comrunication systens have been nmade, the present
invention is applicable to any comuni cati on system where two-way

poi nt -t o-poi nt comuni cation is possible. For exanple, comunication could
be made to via the PSTN. Wiere the conmunication is made to a link that is
not dedicated to the utility neter system such as where a conmuni cation
unit 15 shares the main tel ephone line of a hone, the utility nmeter 10 or
comuni cation unit 20 nay be arranged to nonitor the calling Iine
identifier (CLI) of incomng calls and to intercept those from

predet ermi ned nunbers such as the energy nanagenent system 300 or

comuni cation unit 220 before any tel ephone in the hone rings and disturbs
t he occupants. 20 Whilst a nunber of different conbinations of features
have been described with reference to different enbodi nents of the present
invention, the skilled person wll appreciate that all the features

descri bed are conpl enentary and could be conbined in different

conbi nations to those specifically described w thout any 25 techni cal
difficulty. Furthernore, whilst the above description has been directed to
autility neter incorporating various features enabling interaction with a
user or the outside world, it will be apparent that a suitable add-on unit
could be installed within a home or business prem ses and arranged to
communicate with an existing nmeter. Preferably an add-on unit would be
permanently attached to 30 an existing neter to neet the security and

aut horisation requirenents detailed SUBSTITUTE SHEET (RULE 26)
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WO 01/91073 PCT/ GB01/ 02275 18 above. The reader wil| appreciate that such
an add-on unit falls within the scope of the present invention. SUBSTI TUTE
SHEET ( Rw@oesin73A0 01/ 91073 PCT/ GB01/ 02275 19 dains 1.PEAIAGBANGRCs i on

aut hori sation systemconprising: a use{? interface unit capable of accepting
a transaction authorisation; and, 5 a utility nmeter provided at a | ocation
havi ng an &3daims ated | ocation identifier unique to the |location, wherein
the utility nmeter is arranged to comrunicate with the user interface unit,
to obtain a transaction authorisation, and to transmt an authorisation
request based . +1, O I 40p. and |l ocation identifier to
obtain 10alaut hga?f%gﬁcgéﬁgﬁﬁtgﬁééﬂ@?ggﬁtstéz}gtclblzlﬁhb@g' A transaction authorisation
syst em accargenphtéréace haiitapablé of hdveptingcotrpiisastiorgaethardsation; audt i on uni t
arranged to conmunicate wth an authorisation authority, wherein the
utilitySnetentiity meteargrouided ¥ubrecationdakinghyy Rswciard fqtins ddeptfien ¢ he
conmuni cati on ugi tt ff)r tcon’rmni cation to the authorisation authority to

obt ai n aut HBYT% 9i1?)en %6#"Yhe transaction. 3. A transaction authorisation
syst em accoulir&id the ufli®i Meir i 4raMied bo Edifmusichte iwivh RIBEr inferfuce aniged to
submt utility usage data to the communication unit. 20 4. A transaction
aut hor i sat itorotsaist ® traasatiodi agharisatomi and2to tragsmis camp ARtBPRisptian egkasher
utility nmeter provided at the locati.on, wherein said.further utility nmeter
is arrangd®Sth Fpier TABSRGIOY %&@E‘”&'&Pa and b‘?ﬁ:@ﬁ%nﬁffﬂﬁt‘%&i%n Ohh?lf. 25 5.

A transgcti g bt RAGERE R diBncl @im 4, in which said further utility
to

nmeter 1S arrange submt the utility usage data to said utility neter
for submission to
2. A transaction authorisation system according to claim 1, further
comprising a communication unit arranged to communicate with an authorisation
authority, wherein the utility meter is arranged to submit the authorisation request

15 to the communijcation unit for communication to the authorisation authority to

obtain authorisation of the transaction.

3. A trapsaction authorisation system according to claim 2, in which the

utility meter is arranged to submit utility nsage data to the communication unit.

20
4. A transaction authorisation system according to claim 2 or 3, comprising a
further utility meter provided at the location, wherein said further utility meter is
arranged to submit utility usage data to the communication unit.

25 5. A transaction unit according to claim 4, in which said further utility meter

is arranged to submit the utility usage data to said utility meter for submission to

the communication unit.

6. A transaction authorisation system according to claim 4 or 5, in which

30  said further meter is a gas or water meter.
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the communication unit. 6. A transaction authorisation systemaccording to
claim4 or 5, in which 30 said further nmeter is a gas or water neter.
SUBSTI TUMO 8HHEAT3 ( RULE 26) WO 01/ 91073 PCT/ GB01/ 02275 20P@T/GBOt/6RMSact i on
aut hori sation system according to any Br eceding claim in which the
utility meter is an electricity meter 298, A transaction authorisation

syst em acc@r di ng\ transayionfauthosisaton3sykseny acdonding tetang rprededingociaimmi mat i on
unit is arranged to_conmunicate utility usage data to a utility supplier.
9. A trans&éﬂ&b@eaﬁlﬂlﬁbm@%ﬁ YhelegrueibnigkEording to any of claims 3 to 7, in
whi ch the comuni cation unit comruni cates with one or nore utility
suppliers 10 via a central control system 10. A transaction authorisation
system acc@r di nQ\ t@nsdceibMadihotibatithi s6teingccoadih$) @6 iagtof @luimsBhor 7.t in
conprises a central control system wherein the central control system
processés @i theccomuntieatioat indinis reqogest & cOMMBLBHE Uslibhesage daddes 15 to
appropriate .ﬁ?nki ng authorities for fulfilnment. 11. A transaction

aut hor i sat i"OH%s3PPPEf-according to any of clains 2 to 10, in which the
conmmuni cation unit is a nodem 20 12. A transaction authorisation system
according to any of clains 2 to 10, in which the user interface unit is

t he comuniScat i o trambdctiof Jwiharisatmmssysteimaccanding td say iofrelaps t3etd acording to
claim 12, wherein the user . interface unit is a tel ephone.. 25 14{_ A
transact i orVHiEh M PEBEBIAEY IR CoRERIifal Wi ARG Op PRSI SYRRUES i n

whi ch the uyser .l r and the utility nmeter communicate with each
ot her 1\@ia ﬁggéﬂg]‘%aglcéﬁ&&ﬁg? UTE SHEET (RULE 26)

10. A transaction authorisation system according to claim 2, in which the
authorisation authority comprises a central control system, wherein the central
control system processes received authorisation requests and submits the requests

15  to appropriate banking authorities for fulfilment.

11. A transaction authorisation system according to any of claims 2 to 10, in

which the communication unit is a modem.

20 12. A transaction authorisation system according to any of claims 2 to 10, in

which the user interface unit is the communication unit.

13. A traosaction authorisation system according to claim 12, wherein the user
interface unit is a telephone.

25
14. A transaction authorisation system according to any preceding claim, in
which the user interface unit and the utility meter communicate with each other

via RF signals.
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WO 01/91073 PCT/ GB01/ 02275 21 15. A transaction authorisation system
according to any of clains 2 to 11, in which the comunication unit and
the utiliwgonetes communicate with each other via RF sigpa@l/&BOB02R& A
transaction authorisation systemaccording to claim4 or 5, in which the
further utility meter communi cates vi Z1RF si gnals. 17. A transaction

aut hori satilgn systramagtiow authogsation ansterraecadinggtocdrgi ofi claims 2vu th, inhe user
interface unit includes a card reader device, wherein the cargl 0 reader
devi ce i s ahiehteronsnynicationan and dhe Hilitymeteh CUBMERIGRLS SYith gach; faer
transacti on, %Ee.usiasr interface unit processing the data read fromthe card
to form at''q8adts™d part of a transaction authorisation. 18. A transaction
aut hori sation system according to any preceding claim in 15 which the
user interface unit includes a keyboard, wherein the user interface unit

i s arrafiged6t o attrapsaction autherisetien system teheordimgio gladmtdoott Dy it velich digst a part
of a transaction, _authorisation. 19, ﬁgt ransaction authorisation system
accor di ng tBrRFRAHINE SSHRT FGTEURGHES Vi C?lgemfsch the utility neter includes a
menory for storing a user's banking data, wherein the user interface unit
is arranged to accept an input fromthe user authorising use of at |east
part of thda7banki nganeation dutterisitidn $ystemetaecording o Ly nyetdiing alnithedst part

of the banki nghdata to format | east a part of ar&ransa tiagn

aut hor i sat iVgHCh 3B peer imtqrfags dmétt inghidasiheard 5Rdep flediFes: SherdR dheicAY to cl ai m

,  ORED 2B ot _ = Hee. _
the usdf | APRIeF o,y Sl B %6 W o DEURTR Bt B D S

data from tifgsaktion] the wet Biterfa3e ugit précckding SrCdatOread fdno thesard on fayst em
according to any preceding claim in which the user interface unit is

connect abl extdeasta pantotie éransagtien aythorigaéionser SUBSTI TUTE SHEET ( RULE 26)

18. A transaction authorisation system according to any preceding claim, in
15  which the user interface unit includes a keyboard, wherein the user interface unit
is arranged to accept data entered via the keyboard to form at least a part of a

transaction authorisation.

19. A transaction authorisation system according to any preceding claim, in
20 which the utility meter includes a memory for storing a user’s banking data,
wherein the user interface unit is arranged to accept an input from the user
authorising use of at least part of the banking data, the utility meter then using the
at least part of the banking data to form at least a part of a tramsaction
authorisation.
25
20. A transaction authorisation system according to claim 1, 3 or 5, in which
the user interface unit includes a display, wherein the user interface unit is

arranged to display on request utility usage data from the utility meter.

30 21. A transaction authorisation system according to any preceding claim, in

which the user interface unit is connectable to a computer, wherein the user
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WO 01/91073 PCT/ GB01/ 02275 22 interface unit, when connected to a
conputer, is operative to nake necessary transaction authorisation

request s Woor/gepbnse to el ectronic transactions initiatedPCoeBYhE2cDNPUL er.
5 22. A transaction authorisation systemaccording to any preceding claim
in which the transaction is a financil transaction. 23. A transaction

aut hor i sat iimerfagestigie) anew cdimgtedotoan yeoptpatedingpahdvarto mmkewtcedsatyhe user
interface device is renpte fromthe utility neter. 10 24. A transaction

aut hor i sat itSRS2P(eR AHIDEISHION FRGUESS HhyespPRsedei Hertiomis HRnsactiPR Bt pr i si ng
a digital G Ithglﬁs?r lﬁtrlanscei ver arranged to communicate with the wutility
nmeter for tra P ﬁg data to, and receiving data, froma renote source.
15 25. A transaction authorisation systemaccording to claim 24 when
dependent on claim2, in which the transceiver is the comunication unit.
26. A tbanfdcti oh transdetion sathiovisatinns systana eewrdiing go tagy cpra¢eding cletma8  f urt her
conprising g .swi.tching uni.it contrqllable by the utility neter for sw tching
one or 20 Ftét@ﬁfﬁr’isgzﬂ@@és ?)FQ]m%I?‘Cl fiFanS3GHAP B n when the utility meter
receives a signal via the transceiver indicating the availability of
cheap-rate energy it is arranged to control the switching unit to swtch
appl i ances 23n. 24 .traAisdctian sadiorieaticu tystem feddrding Sy stngnpracabingliclagnt m any
preceding claim in 25 which the transaction aythorisation conprises data
relating t oViHCR tenisgbintesince davighis temofolipadhe BRI 0eBhpl et e t he
transaggion. 28. A nethod of making a transaction using the transaction
aut hori'sation systemof any preceding claim conprising the steps of
request i Ng 00dsA Ofansddlione hivth68sitibAr syt hcgmailitgnio kay rppecddigd clairacei vi ng
transaction data, and entering the transaction data and a transaction

aut hor i sat iforthes ecpmprisingra figitel gellotar dransceivesaBsgcHUy EosHREEICAIRYIE the) WO

01/91073 P u 1/li Y Pn%{enggz t?ansmitting data to, and receiving data, from a remote source.

15 25. A transaction authorisation system according to claim 24 when dependent

on claim 2, in which the transceiver is the communication unit.

26. A transaction authorisation system according to claim 24 or 25, further
comprising a switching unit controllable by the utility meter for switching one or
20  more appliances on or off, wherein when the utility meter receives a signal via
the transceiver indicating the availability of cheap-rate energy it is arranged to

control the switching unit to switch appliances on.

27. A transaction authorisation system according to any preceding claim, in
25  which the transaction authorisation comprises data relating to a transaction and an

authorisation to complete the transaction.

28. A method of making a transaction using the transaction authorisation
system of any preceding claim, comprising the steps of requesting goods or
30  services for which payment is required, receiving transaction data, and entering

the transaction data and a transaction authorisation via a user interface unit,
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23 wherein the transaction data and the transaction authorisation is
comuni cated by the utility neter to effect paynent for the transaction.
29. An emeogyIwopply systemincluding a utility nmeter, a B@i/GBhi/o7unit 5
controllable by the utility nmeter provj.ded at a |location for swtching
appliances on and off and a comuni cdti on unit, the utility neter having
an associ atvddrdinciat ransacticheddta fndetheurdngactioh authbeisdtimnas icommunimatedtbyl i ty

nmet er being arranged to conmunicate wth a renote systemvia the

conmuni cat ihULIHY fuetsria eHfspRaymept {8 MO BISAGIR- dat abase of the uni que
identifiers, wherein upon determnation or prediction of an 10 energy
surplus or shortage the renote systemis arranged to sel ect appropriate

| ocations 9. sWAEknapp! bgpsesyodmoinchiding @ Gl hieeersuyr BW&hiﬁF wthor t age,
for each selected |location the renote systemdetern ning the location's
uni que Pderpitrolégble by the uthiey twtealpaeddethat aclosationi ferswitehie®Applifincesata for t he

| ti ' i hi it,t t he. | d.on' ilit t er i th
| ocati on' s 0L AeoBRugigERon afing BE RuliB mieh baying A itiaith Ot i 11 er
30. A pre- RasiBR ubiies W tRUBBA6S YRt G, Medidtient ArRigRdR8YERMunitad i t Y

meter, and a conmmunication unit provided at a |ocation, the utility meter
havi ng an vatis aceabedsystmatviothe denminficaionumiitjube trempteesystenathevomgend a

menory for storin 0 pre-paynent credits, the utility nmeter . bei arranged
to communi <330ass (?fﬁﬁ%“g%ﬁﬁfle@gg9’§t SRETAIL U e T RO Hﬁg‘ﬁﬂ?”c ?p%ne renot e
syst em;Ravi ' ' if. [ nt for
o o t110g. 18P83 SEHERE Snoffiad e MRSy A ahlafE 10 FHCR, dpfumi®

communi cat ile¢utiohs to Heitdi0applispesUnver ¢ t@nieatyiretrplior stioriage efoc @aehuni cat i on

with the conmuni cation unit of the location using the 25 unique identifier
and to add salspied Jecatica the aemaipniistene delgrminingothenacaonsy Yniqee ideatifigst em

according to claim3 i n.which on_ pre-paynent C 1.8 Jyenory
reachi ng orf(r)cfnéltﬁ? %tag%sleowdac?ﬁl@blggg??ﬁoﬁ%rgpﬁecgg ?Ort ‘%‘gqﬁ{?a}s‘i"lﬁ:k yg‘prl_e%héfrirgei S
arranged t Qu@odITHO Ideatién Watilitydmbte Rt t8E MHcagsh’ ddbMaiunicitib® ualtuging teéTer gency
30 credits. SUBSTI TUTE SHEET ( RULE 26)

15  location’s unique identifier.

30. A pre-payment energy supply system including a pre-payment utility
meter, and a communication unit provided at a location, the utility meter having
an associated location identifier unique to the location and a memory for storing
20  pre-payment credits, the utility meter being arranged to communicate with a
remote system via the communication unit, the remote system having a database
of the unique identifiers, wherein a payment for crediting to a meter includes the
unique identifier, the remote communication unit being responsive to a payment
to initiate communication with the communication unit of the location using the

25  unique identifier and to add appropriate pre-payment credits to the memory.

31. A system according to claim 30, in which upon pre-payment credits in the
memory reaching or falling below a predetermined level, the utility meter is
arranged to communicate with a predetermined authority to obtain emergency

30  credits.
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WO 01/91073 PCT/ GB01/ 02275 24 32. A system according to claim?29, 30 or
31, in which each communication wunit includes data for use in initiating
comuni ca¥®@onomrs h t he conmuni cation wunit, the data bei nBCBGBOE2IH t he
dat abase and being linked to the uniq e4identifier for the |ocation of the
comuni cation unit, wherein the renotesystemuses the 5 unique identifier
to obtain t¥e dat aystemiascondatgetoodaimi2d, ) ool vint whicheackc commmnicationon uni t .
33. A nethod.of controlljing the provision of energy.to users having a pre-
payment endldynsiygps (agetos usgg HIAEAS GAMERIHGHOR VD Hhe, Commynicat

ocation, il Ll blibk \dTEt B Bkode 3l BSALHhAtEH hotaideuceel 11 er
uni que to the’location and a nmenory for storing pre-paynent credits, the

met hod conpoi Sen@chtieh 6f ERScAfimutioavaNindR twitgeini thé rétetewsysieirt ysesheer vi a
t he communication unit and witing pre- paynent credits to the nenpory.

SUBSTI TUTE WSMEET ideutifier 26y obtain the data to ‘initiate communication with the

comumunication unit.

33. A method of controlling the provision of energy to users having a pre-
payment energy supply meter and a communication unit provided at a location,
10  the utility meter having an associated location identifier unique to the location and
a memory for storing pre-payment credits, the method comprising the steps of
communicating with the utility meter via the communication unit and writing pre-

payment credits to the memory.
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