[1]

(2]

[3]

[4]

[5]

[6]

Descri pti on AUTHENTI CATI ON BETVWEEN DEVI CE AND PORTABLE
STORACGE Technical Field [1] The present invention

wo edoawessst o di gital rights managenent (DRM t eBOTY&EIROGE/000522
and nore particularly, to a technique for
aut henti cation between a device and a portable storage

for DRM Background Ar y, digital rights
rranagerrent (DRM has bgégg‘gmiayresearched and

AT HERTIGATINBEP EENQEYICE AND PORTABLE
of the foll owing variou istics of digital
content. That is to say,ﬁgﬁm@?m og data, digital
content can be copied w t HpeghdiedField can be easily
reus rocessed, d distrihuted, and onl I
oot gFegaSR v tiondntie s et g it tres Rk Fghnoloy, and
di giotepartarirgyto a keheigee foraulhengetiambeiwecoh deost and a portable
la?‘?{aﬁ??&%ﬂ, Mms are needed to produce the digital
content.

when the digital content is copied and
di stributed w thout per m $eickgroengpAsdiucer of the

g In? thgcjicg 1 m]%i%]tta Hgﬁ/tf hl%ﬁg%c%ﬁe%é gﬁg]\/@ rhgg Bée‘n agﬁgeAg kecgjeg}%ﬁed and

r edeNeiopedcCoamersid ervises $1gg DRM @tmmérr@ﬂsmgls |bﬂ@g318¢fhPRM needs

b etoh&rﬂ%@ﬂ 8Eeauk3df (B %lﬁ)vMﬁg earf(ﬁl\é %ﬁﬁlact@ﬁ:ftféﬁ bf dfgﬁalpcrdﬁte%@ That is to
di gi tal _content nveftl onal |y, cont ent

pr SebRliksanglog datn digia conigt B3t %@P@ﬁ% W@Oﬂ& g8 eRbrantesasily

ac&ased pocdisgil tankd d@mﬂﬂiL&éﬁ, and ogly o shadll idunt bh&&ﬁsl&%@cﬁﬁd&o copy

h
co Ii({] %\f/t%bF%]tHerﬁ]ﬁgal Cﬁg%\éf g{({%oea/%fé %rsgf: %mgg% (g §o§at ]gbor and time are
di géedad tcpmtiesttthadigital ¢onwatl Thos aekasbe tiggalicantent is copied and
engiyplufd \gi't}QJuF gém‘g&%ne Qi)rodm&] t]‘i’ue gt %Mﬂ%ngﬁlg% Rk Ihls/her

Ita

pay are not al cess
t hPeligaad hisfes gnugjasns 1 aigabiop aw b 150HTAgRAG| Aga result, de-

di $élbprﬁéﬁtfé§ didi] ebriddrit @hs1ﬁ&@hﬁi§l’tbetlﬁn%fb@r peopl e,

howe , these oth{ eo ec ethe(g)éli%ltal 1

cont “WV ?rﬁéEYer?alaFE Oﬁ'g t%% a4 §nken ERHonBHxq digital content
[ nplrom&uoe tlas ddmcamdltemmemtmg u&htlttbﬁil@lédta@cefsﬂ eﬁdhgltal content, such
acgae gnl %g $gopq% gv'h% %avé: 8a151 gr d low é(g addeSEHE glgetg 'ie%g

to as a’ ect neede code an
the di lgls,tmlOplcovhcepﬂld tqﬂaﬁ@msahm@@yal cohentiirgiatiavee tmetcm:ﬂs the un-
Ccaph e Pl 1t§lfcfoﬁgetnt \(ﬁhbé rﬂ%ﬂ% SHoRHd RYt r%c@' a@tgn%%wbélo ficcess the

The conceP |ta ts manage
dedigHplFOnteRE- tIFi thl%ﬁ@éﬁewle@ 3 Bermruzvhqpalmmt&naﬂé §18fr8>utes the digital

MasGgeTes bthef péb(p{ﬁ 6w Svel) hﬁé&gftﬁfﬁ people @t aRdhé algasl content without
encr nts e u such

enGhBR 51 oG B8 it g R¥A R Ihigifecto By DRRE o Peffgoved o
actreds at@st breodatdigptledneontbend Bcenslef&eddatoras mgight object is

Fl %ed&d t@dégg% Eﬁééx%%tle @l‘fé (ﬂg%ﬁ CHﬁt%[lts Aé&&g%ﬁ ]dllse dlﬁ]ttal content can

10 access conte
|sb@morelfzf@cng@lm|pﬁ§e¢,t@<hb3emmgjp&l\éct ed through DRM a

r | ghthel SaMGH o $QithISTihNGath bR SFN) @/‘?ﬁ b&AEAb& WEh feference
acces hecontent, and a certl i cat

ht t |
i eR yDRABT ?%t%ﬁor{aa%ge@?m cenierts (heygaficr re’%gﬁgfq gyfnerypted
t heontsfs) p’;dt@cte@nmﬁgh andihaliesich adereyit®ntor kéramblihg, and rights

¢ ogb]ecr[s all(l)\%%g %ccess 9) the encrypted contents.

Referring to FIG. 1, a DRM system includes users 110 and 150 wanting to access
content protected by DRM, a contents issuer 120 issuing content protected through

DRM, a rights issuer 130 issuing a rights object containing a right to access the



in an encrypted format protected by DRM The user 110
can obtain a license to play the encrypted content

wo e@s0gussi ght s obj ect received fromthe ri ght SPCEFER2I05/000522
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130. Then, the user 110 can play the encrypted
content. Since encrypted contents can be circul ated or

di sériddednd: defefRdayion hﬁlﬁoﬂ@elmoflésﬂuf.ga{behﬁ@@ké( transmt
t he ncr ed cont e

necddh RSP HEEE] Lt et S5 5o Bismr Y i toufifnipsuer 120
Thm ani aglht}q)tanldjoﬂnmt pratactbe bp BRI nEiek dseoird @ ¢en otitghtidicense to play

' Sﬁfé%ﬁcr&ﬁ&:d CM? Al%. T r%l obﬁ@crt %ceLv%?tﬁi ﬁ‘nth@lllfr%?&r do¥r 140 Then,

| SSUES certi |ca
i sthgawerid@ dag pla@ortth@enqrmt@sh@pmm Jises @lcwmtem)caarb@ circulated

p I SP@LriBERH $recllNBeGRE 11 ccaatﬁ%ery&yan@m%@&wﬁﬂed rlent to the user

l%qneﬁ? used B t(gs use @10 and 150 when (tihe dev Jr

glsg P agedsthe e s BRICFEPPLAyge Bgycryﬂt@ content. The r1ghts

c ebltjbcftlc@ﬂbe obtafgt @i thy rigﬂl& 1@8‘ubﬁ[3(ﬁ Myaadatlerth aedfication

.?.:%lh ﬁ!’f?tgﬂq 3 sﬁ%( e%ﬁ;e[rgﬁwaism thg{gzgr\{tgr%s Iﬂ%ﬁﬁr 12&1% %lfthentlc and
t hthepsokilde ami 13thas erqpreo UM$ ﬁ@le@cnﬁm@wmhyrig: ednlgadﬂal into devices
C Oﬂée%&%?e%‘%ré gllﬂ)san'aailﬁo%ehqu%é%c S Qreo&gﬁﬁfﬁétﬁ‘&dtahg may be be reissued

content 1ndustry. However,
sby Ressidisabon @ltb?razztlﬁ@ afteRa pedeiemynchdyrndon kassapied:
or can be transferred between the
us]ez)ﬁgaﬁgféﬁgﬂ%g%ﬁﬁgpng nobi | e devices. Rights objects
and encrypted contents cdiechvicad®irbblemved bet ween
devi Cﬁssde\é'a%d bR, tlﬁa{/l%rétre&[é% gﬁt &¥ %se Efbdrupi'ng r providing
situation, authentication s n ed as a pre condi tion

f oﬂlgéﬁleﬂﬂnteﬁ@ and fleusgaayabe hedplahinsypoietibe theesawt ofdlg digital content

anhdastROHARNEr, ficps ﬁgﬁcdnﬂ}&rﬁéﬂE%Qira?Jtﬂcﬂl%f Beiovern r%ﬁté'd%ﬁ‘e%t or
Techni cal Sol uti og B 'Lg déggesen i nve t| or{%lel%row
o PRECHUEH FONCTY SR8 (FRIAFTIOLIE Vosa Bebthih CATdel 0 diing obile
a @em&@b]k%h&tdbﬁ@geand[eheﬂypféhe:opfeﬁee:ﬁﬁ bé Bwﬁllytmmdaieaﬁeen devices
P ONE BoRuEub S, MR IR R GioB RUAIGCl En SBEURR 5Y pre-
ot benditesty fer emblihg atfades t@n@rnaelmamiag:es a dgfice hed pp@sﬁdm storage
i nfﬁ%é?hie@ﬂtﬂ‘%bétw%@&@é@cé&' ear to those skilled in the
art upon review of the follow ng description, the
attached draw ngs and apdeshairal Selwdon[ 12] Accor ding
to anflfézﬂéas%ﬁt 19(/(31&?9% PREBER mEMYE r s aulRB(i&atioR between a device
prow ded a nethod for au thentication between a device
anth? pItabiotierage-or age, which is performed by the
devi Che piienialdiidnianelpickadest 4 @Vsd¥ dntlial@r@blkistodigek@y secure au-
to theceaﬁortabl e storage, receiving a third key and a
CPypt ed random nunber obtai ned by encrypting a

f i r stTheabdomstatadrbbjects 85 nglltakethier olgjtctk dyatfiresand hdvantages, of the

ORIk & ShA6 7R ARATHISELY R e B h 15} rPRRINRLRH of the

om nunper using a second

f i f(&lpwwdesg@w@ﬂathewga@leﬁé@wmg%m jnpeedrdradgioem nunber

by eNCIHRIAND & BF&P O HePRELCAN IRVEHNRA, WSl Mﬁieﬁtﬁ'rﬁé{hod for au-
eyand transmtting the econ encr ypt ed rando
oeRidcaligr Peiicen addpyiggan & & RRFgnEPEEE Wghigh sdweio ff@)ythe

usdengcet Mae hieflgid indodgmansimheng ariekt kbe tdStﬁé podabla Etdﬂigb, receiving a

nu 1r%rk'ey and a first encrypted random number obtained by encrypting a first random
number using the first key from the portable storage and decrypting the first encrypted
random number using a second key related with the first key, generating a second

encrypted random number by encrypting a second random number using the third key



[13] According to another aspect of the present
invention, there is provided a nethod for

wa@edosemtsscat i on between a devi ce and a port abl BCT/KR2005/000522
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storage, which is performed by the portable storage,
the nmethod conprising receiving a first key, obtaining
a Ahd GinsBiEiny Meas@céraml@fppmmgdorbm@aeﬂmﬁd ﬁ(ﬁta@lef dtérake, and

d mh d t t t h
PR ARt i e Rl te? AR ko' rdom

r eswnbérng a second encrypted random nunber obtai ned by

£ om RiceREh Ao BAREa RO THOMIRGE iEhilh, YRS htib g meihod
r afvd gHihautiason betiwegn a df:ﬂgqa amd & ggrtabéehsaogggey}g@h ﬁ;g)egormed by the

Sepsi M i*%@ﬁé HshdBheinog cf)ingﬁﬁmg M TReke ARGl NS 2 flrst
second r to still ano

nmnu din
asi)‘&‘&fp E@éﬁ‘ey %W&ﬁtqg Griirst e, |n§m,9%\1/%1%ﬁe%jf155t key and
netrmmftmg tlS@flﬁt dairyaptéd ﬁunaﬁmsmnfber het yid key devdicieg andcond
Q6 EeSb SR er 8 TRLD LSRRI LR SRR NARAR: using

" bl Bpde gpHiber ofl Seq%%n% SRS ™ BREYAGERG CRusing the
vathird kef ftonethsealedics endidenceptoguhe sacondh eramympfbtandaml Immber using a
prﬂ)tuﬂgq{le dﬁlh@geﬁéyaﬁ éﬁ?&@ontkg Qﬁn% ERES b &S h8mbBand the second

orta Ie st orage m% I ncreasi ng the send sequence
coﬁﬁ»@ﬁqﬂpW¥fron1the initial value after enbeddi ng

the valcuRlifd tol i@l HB8Mdr SHALITER: FHesHAl Bivehtibr, t}@re%’%wded a
the APDU.at. the portable stora

d
et Som e TR b Bt U9 i PR e the method
Cc ocorhgerisignieeitcheh initiat hdue eCesonddefiRRbbt cauntay ¢reladddinglbialue of
A
Aok RO o AR Rl B BAFRTAE DL g be
t r avesiited @rth@ewaéaémstaraeewhde ingnepsgphe scadisequenes eqyafer by 1

t hgoRRhORRIA %@'aﬁbp&n%mgqﬁe Rk Bf {h'e abnd/ @ HéncRicoBnter in the
send_seguence, counter a value of the se

nd
seglibhb and seRtvine the Aé’rpléabqhﬁ éalft%%t%% SIQFagE 3B rietslam&l%nwether the

( AP of Be bend deginsitt tob@flertmbidaged@Mmhe ﬁecwh'bdfi QPDU is correct

I NCreasi n t he en uenc count er.

it rascon g el ERitnG AR e DR T B, GRS BRpided a

s eggthod dorcalndata tramsniibsonARDWeceramndie viescanidwa prgtableestodREJthe method

at cc%h}gr L%ée?tﬁlgaz{hdinﬂﬁi %lﬁ%@f 5‘9@&1\3‘% Ee E&Slte}faétgl? Rg[%tep\galue of

nce tount er enbedde e receiv
c oﬁlﬁé@@d serug]ce AevReing applieation rPFQt@fFOI dstsapit (HPDlhdo be

pr @%M1tté@%QHé H&Ace Whis BicictsiRg e L8d s@ubRict@Rh@r by 1 from the

st or age r|3| hntérfa un| for connectin A d
wi 1131 valeg %r erab%émg.t ¢ k¥y© 8 pitd SRS PGP Lbe APDU, an
enm‘cmpt@ the AlPDEU atrthdﬂ d@\%dﬁﬂﬂh&tertﬂﬁmﬂg waether gie vi(y of the send

Obt & 8{ 18 dﬁiF: %1% ceweﬁ%lﬁqlg?sccedr}/e fromthe

de¥fi %n Int ceun’t and

obt a|mom1®m@rtham$pmt ol thegredoyt ideentippt thag iaprovided a portable
en

SoEPARH B ae IABAREMILL GRS VAR LA Upupic i
anencay B agneshilg ahich eney atsiad i srraade nWmPeHh skt %%y ghtained

SefsmUddRY% ddfifMdictBeivdd Bdm r‘t@mmewm@iedaﬁﬂmtgh €he interface unit

oS ALt il AL Lo oA 20
conpnhbairagiad fromh éref deeeeulmotigh O intorfaaininging 4 foueth key, and a
p° esﬁgh ke af‘ 1&8{&?%}1 gﬁoﬁ‘l‘?&hﬁ% g@%{%&% X%sm%? yagﬂ%g Y&l random
ennmybﬂémdﬁMWgwomhﬁu@mnmuﬁbev recelved fromthe

port Q@c@r(ﬁﬁg)fo@ﬂl%tlfep RS tEpre Qe {fvag ot Rleke KPrHEd& a dev1ce

second . key and encrypts a second.random nunber u3|n9
t h?qraprp(s‘é%g @bltngqrﬁé@ uRif fpcqnnecting with a portable storage, a public-key



portabl e storage certificate received fromthe
portabl e storage connected through the interface unit,

wWar@sa9sessi on key generation nodul e whi ch genPCEHKR008/000522
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session key using the first random nunber and the
second random nunber. Description of Draw ngs [18] The

ab@m‘y@mﬂ médigs whralobles amet RUIaNthagsr BY dédrgptizeaentrypted

ot B i SR MR PBAUAL i fe AorEt B Bkl gt usine

t he seabndikébeah(ﬂﬂrmwmg;s sdcondvhandbm rfubgher thﬁ;‘g a thitdskey obtained from a

co &r?ﬂ)tléjﬁ{)ra 1ﬂ tgg C&%Pé%&l e %t)rt ?&{gﬁ cbg&tc?éd through the

agenen
il m@@facavmmganﬂﬁtée&smm geogragen awdlﬂgu wfach gengrates awseaﬁon key

empaglt RMrsQhnddde nPhBSeRH thd¥eehid ARdoth&knbEl. G 3 is a
diagramillustrating ap authentication procedure

according to an enmbodi Reseriptionf Dxaveimgs i nventi on;
[ 22] TheG@bote arl Gtheh feGiRETuhd haihiadtd SAh@ prdkivlt RER&8EN W1 become

in which a s seguenc unter. is used in

enBySth ?Pé’ﬁ’fenbgy Sw&rlﬁwgé% ﬁ?ta‘i? ﬁwl%’ﬁ L*{Oélé‘?er}ff %emS’f wdthgeference
f ucthé amathed iaekngl iagytach: of a secure mul ti media card

acco n 0 t resent .l i on; .
o 13579 e AReRURIHL IR or 8lodep Bl BREAL LY BB AMient (ORM):
devi d8Gag &0t @nhn@latmdlagraermbl@@tramgtthmomm@tiqmrcef@shgital right in an

I NY8RSdiRRnt (Miﬁl@ feQdnt iWeRAGA.on [25] Hereinafter,
enbodi nent s {) present invention wll be descrl bed

in dét§i P i @lﬁgliam Whirtios s apthenigadige RERFCTaAFFRySing (o an

[Z@Ihb&ﬁﬁ@féteoﬂm@ﬁfégd@hﬂ\@du&escr| ption is set fort h
in this.s

t
br1 ottt b degroiER G s R aftdyre PEyRETF sonRguence counter
c oisstsedimchrf abagithettto theupresedemsemtivd ng of t he

it '
SBFT G AL ERRBh SR ol B €18k SURME i sgorsing o an
aspabedimgnt efibe pigsantinventio; 27d - Publ i c- Key

Cr yptragr 8w runé@dnalPuiRkk QrasPim 6f ¥ BEQEY z?b@Bﬂﬁlﬂgstora%fe%{Ho@gnent of the
to as an asymmetric cipher in which a key used fo

enBiCYOH BRI di f ferent from a key used for
decrypti on. A p_ubl i C- keym(wfdrchﬁoﬁpen to the

ubl i bu ible or difficult to de t oo
gr i gl}ﬁ%'i? er’ft %rH o S 8 e PEesepyigY %’é’f’&ﬁ’l‘fllé’eéﬁe&%ﬁ){ig E‘hﬁletaﬂ with
anreferenoend itlaratiaelyed (ﬁl@hngs phered text. Exanples of a
publ I]feifgr% 5l 36%1%% ,&%Q rip%to%XSS ge? %rthn ?eéﬁ%glse% 1fnfthl§ specﬁllcn%on will be

cryptosyste
cr gifm:andsbrmﬂy Thn ﬂ)lleMngdascrlmmmf tennysps dshseaygued for a better un-

PullkGndif off&%e&@&ﬁ@a%x ahd téi‘B@ %at 1RG0t Qgﬁlcﬁtwéﬁn%h QUREN are not

t han sy tric tography. Conse

puwﬁqn@%gp lémygslﬂeol@rpa%hgpe?@ Oﬁﬁﬁde%ﬂﬂ%ed f or key

exchamjlgh g‘ pﬁ) ira By gnat ur e, and not forencryption
M3

ngﬁ'Jﬁ?fg kew ggﬁpi@\g g%ﬁﬁgrqd;toK 3 @%‘g{‘p{gﬁéﬁ%mh a key used

r efoe renagption asliffecntdtork @key nyqitfog dammnomsAr}glbhhkeﬁ algerithm is

KeYpdndb tRNGIHRL bR idHHp A HIY S diftuiedd &L Fp AP EORPne with only
a cryptographic algorithm, an encryption key, and ciphered text. Examples of a public-
key cryptographic system include Diffie-Hellman cryptosystems, RSA cryptosystems,
ElGamal cryptosystems, and elliptic curve cryptosystems. Public-key cryptography is
about 100-1000 times slower than symmetric-key cryptography. Consequently, public-

key cryptography is usually used for key exchange and digital signature, and not for



standard (DES) is a well-known symetric cipher.
Recently, applications using an advanced encryption

war@sdearsdl (AES) have increased. [31] - CertifiPEr/BRR®2j000522
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A certification authority certifies users of a public
key with respect to a public-key cipher. A certificate
|se@rmﬁ)ﬁageo§t@m aining a public key and a person's
|dent:‘%ty3émlrl ?{f |on Wthh are signed by the

certi §'BRH SPEWPO%| ng a private key. Ac

cor diSygimyetricthey crypegrapthy iod syhmetrdipHer cdereec@ns secret-key

eaé ﬁéﬁ‘r‘@p? hﬁﬁg%ﬁ]oﬁe{?}% (4 ‘{?% aﬁp‘iﬁg Bﬂﬁ’h }/éﬁ% Q dda‘te[‘&cryptlon
t h@ta@iam Exxis acykeélrlstloa\rresymr@%ﬁ £ipier. Repanthydenpiichtinps asing an

us gdvaficdUlchptibg ¥tand 33, AES Phflictiddreazegnat ure [34] A

digit s%ﬁ%gat ure is generated to indicate that a
docurr been witten by a genui ne signer.
Exanmpl e&tlﬁﬁatﬁ)nCﬂugioha} catifirisdrserfarpmbia kBSa&utH ir@fpbc&ho a pubhc key

ﬁ trﬁ{Aedert E iSa é%e:%%argl@ Iartltgintma% eggliﬁathl%giex Al nd a\Rﬁ ﬁn?h&en ity in-
RSArohia gt ahlcblagmagmﬁddom the g u@eﬂpatwnsmﬂdnerty vsing yptigata key. Ac-
maé(ﬁ@ﬂl? ﬂﬁ%}gggﬁ(g@m@&rﬁﬁ&% ea&iﬁﬂ @(ﬂgﬁie}é?leoy applying the

encr to a recipient € recipien
deav@lﬁtl@ypﬁ éleéﬁettfycaﬂ@@ awh@rsta{g@ they gertyfygate, é@fg@erqf@rei aftackers are
pr pieechtédhabmt hedurRsSa0RchasuiraRyencrypted by the

sender L%@ - Random Nunber [36] A random nunber is a
sequelUYPIEAYEr s or characters with random

pr opex tlighal sighanoe id genersddstoandicdte that gdo@maine has been written by a

OIS AP, IR 1 SN AP o
st BlGayeal degiiat siguaien, & Dsﬁwgmlé@lﬂtum e atSchrort digitalddgnature.

a QaRn YR REA Loil® SREYuRUS DsS a ferdde ASTETTRER s Mak Ghith his/her
data can be vvrltten to, read from and deleted from

anBriV#E key ansrscpds 1Be ARERPIed Megsage Ry Feiicnt Bigglcaipicat decrypts the

S U@Ih:rﬂﬁéd abksAgs LA HEYEasd Y isGRoRIdah SIThE tnesRGE Bas BRARAMypted by
{cks conpact fl ash (CF) cards, xD cards, and
htel %dcf’lra cards. Hereinafter, a secure nultinedia

car d -(Riv@pmdilurhbdre expl ai ned as a portable storage

devi %ranhgt%]n ﬁ]b(ér is% é c§ %F ﬁ\?@f)&r og bﬁﬂ{i&gfk w1th rlarrl]dorn properties.

il lustrating econc ono igita
endiide Hsasts afotipgennrs @r@pmpkmewﬂ@m nupber, a/psagi@rragd@n number
caﬂlapl%@géa encrypted content froma contents issuer

220. en content is content protected
t hrou Plﬁ%(‘%/fg gﬁﬂ?"s managenent (DRM). To play the

encr yﬁpp@dalﬂ@ﬁbﬁgé devce ughtis tHeljreseht 1&10@nttolnendtn@ers3aptoadvolatﬂe

content IS 0 ect cont

defemory Sour?h & a(iiﬁl?h mﬁ{no%rﬁw%lhch db Jc Wil C?nr%% g%d frf)rﬁlt %nd deleted
ofrbtmelnﬂwdhch caarte qmy@cmerd @i arﬂeauqen @mmpl@s effsech popitbde storage

biect. |
?m?/@\géee agrE§ blft mdﬁ% Wﬂ% 18kfs (t, arci ﬂeﬁk‘h (E@) E:eﬁ@s %@‘éa?%g and

¢ es of e constrarnts
t h@um%ié% 045 fis. pleasipaftar st scauig] ra%a@rilatqaféeﬁMMﬁa vgll bé explained as a

pl Wstgﬂag@%@& An exanple of the ri ght to the
o B S R R R 8
embodiment of the present invention.
A user 210 can obtain encrypted content from a contents issuer 220. The encrypted
content is content protected through digital rights management (DRM). To play the
encrypted content, a rights object for the encrypted content is needed. A rights object

contains a definition of a right to the content and constraints to the right, and may



noved to another device or a secure nultinedia card. A
rights object containing a right to copy may be copi ed

w0 ooodnotsher devi ce or a secure nul ti nedi a car dPCER&R005/000522
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and an encrypted random nunber to the device 310 in
response to the authentication response. |In another

g Tg@dmg@ﬂ tnvefvetl hathhe S?ﬂﬁinaté(ﬁl vyeddth gamspbﬁéch int ddgregidnidefee to the
an e Se la car
o orianaad TR SEphGortt ot e PieSed Maliv: (Rt oS gsyspan
rrayommamﬂstﬂoethg u_uthenmeaman land theesspoa sailtingdt had 320 tparfoies
| R SSELBhLE ets EORLBLEL LR R
t h@lﬁﬂﬁl@&pn osppRSaRUheEesen) frpmishe é@tlcef D0t th thyejeowe npulgy’nedla card

Th?Z(ﬂ ghief 8hS IR uANHultiRR IREGH! $208nkd ﬂ?ﬂb aa ‘éé&'h@lcé}tg 0 al$ &n
a air o

Iatedkeyswhne hangi n
i nPRSTYRIE @ﬁg%ewﬂ@gr RV irGnan 965]"%“58&‘ Qﬁqau&@a%%ﬂaﬁ
t heespense cla addBeadirtbddiesiad ulieprosdnt invealicn, bathdhda&ide®10 and the
glléa% raeg aglrtl ed craldc’ gfb Of Eas\é\@ee%r:ognlrl]%glﬁ Iyex mp r%eg{h%es\ﬁ”c&rg multimedia
encarg ge mawﬁmgtht: laethfsnmcsatwk €35pOIENe tb@tlmbe @wslvhe & udhenggrtificate

thmﬁe QRdky Qgﬁg%cr BRI YIRY B Qscilpéons of the au-

secon using t rst ey

of ﬂlﬁﬁ‘écaﬂ% P@?@urﬁﬁvﬂ tbe S’?hsf@@h BeleM-c to and wi dely
di st rijeufeerte 80O @ﬁdl@lre sE@ME ﬁﬁt&uﬁ&ﬂa sad @Q@ ubdh bﬁlﬁ@ﬂfe@ated keys when

card For e the.fir e

AT dIR SERAE R Mo et Sk a8 BHCP BT Tt oo the

k eyevigey3 leandskeiscasreanpitimediaecakey2( st keg phpbmpeissdadf two related
ek aTREIERACH 0 15 35D ha 850l Rey, Ty b Bidr enchWed using e
mafest sepotandbetdscyptadamingdhe sachad kepesridciaoraatdomefasyptehusing the
keé’ecBH@ke}} @anﬁﬁmec%férd%lﬂg‘ﬁe Fildt E@y rCﬁféQ)f Iove ttw]?)eke?g ey be made

devi ces. [ 44] erati on S3 devi ce sénds
anPyhlicrie ﬁflﬁi &/é@qlbﬂls dylrddp ofhr éﬁ\éceéééld@%%mw irpegligcards. For

Cagxhnge). thé/ﬁﬁﬂké}elﬂblﬁ B¢ usd a@latﬂihﬁﬁé %{ﬁ}aﬂﬂa@dﬂheﬁ rwicdevircRad and the
e secC
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certificate contains t ey an
sugtﬁe@dwqeﬁ a digital signature of the certifi catl on

aut hgp 'obé’rat1&ﬁ§§ﬁb A dVRedRViseRIsGRlabiHehG@HiBn areqt}lltéﬁ to the secure
ard 320 can_authenticate .t devi ce

310k ecdga A AR (RABETREBPEN}on. (B deviciElf} Sgdy gevice

H putylickeh e tosthokedupgmbltizhduits canil 8D0.tTh@peiano 8310, the device public

c ef;t | flS ge%‘t ﬁlrl(;'ugh a device certificateH issued to the device 310 by a certification
authorlty. The device certificateH contains the device public keyH and is signed with a
digital signature of the certification authority. Based on the device Certificateﬂ, the
secure multimedia card 320 can authenticate the device 310 and obtain the device
public keyH. A device IDH may be sent together with the device certificateﬂ.

In operation S312, the secure multimedia card 320 determines whether the device
cerﬁficateH is expired and verifies whether the device cer’tificateH is valid using a
certificate revocation list (CRL). If the device certificateH is expired or is registered in
the CRL, the secure multimedia card 320 may reject mutual authentication with the
device 310. In this case, the secure multimedia card 320 reports the rejection to the

device 310 and then the device 310 stops a DRM procedure. Meanwhile, when the
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is valid using a certificate revocation list (CRL). If
the device certificate is expired or is registered in
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MulEiRRAL thufidhelis 4rhi3hh At ehatBY nl8t §RAled AR AMCIREHile, since the

embodi ment of the present invention, the secure
nufRinig BP‘aff%E\IPEIﬂBQWW%@ﬁHYﬂH% secupq mBltimad{g GaedCRL issuing time
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In operation S322, the device 310 receives the secure multimedia card certificates
and the encrypted random nurnbers, authenticates the secure multimedia card 320 by
verifying the secure multimedia card certificates, obtains the secure multimedia card
public keys, and obtains the random nurnberS by decrypting the encrypted random
nurnberS using a device private keyH. The secure multimedia card certificates is verified
by determining whether it is expired and whether it is registered in the CRL. Next, in
operation S324, the device 310 generates a random numberH. In operation S326, the
device 310 encrypts the random nurnberH using the secure multimedia card public keys.
Thereafter, an authentication end request is transmitted from the device 310 to the
secure multimedia card 320 in operation S330 where the device 310 sends the
encrypted random nurnberH to the secure multimedia card 320. In an embodiment of
the present invention, the device 310 may send information regarding a time at which
the CRL of the device 310 issues (referred to as 'device CRL issuing time information’)
to the secure multimedia card 320 together with the encrypted random nurnberH. Here,

the device CRL issuing time information may be encrypted and transmitted together



the secure multinedia card 320 can share a nost
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card CRL issuing tinme information is sent before the
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plurality of numbers that have been generated and stored in a device or a secure



320 to the device 310 to verify whether the session
keys respectively generated by the device 310 and the

waeemaoglisaul ti media card 320 are identical w t hP€EER2005/000522

[51]

[52]

[53]

other. In other words, one of the device 310 and the
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n U(KJIQD@) fd AcRhbs a@Hehé’ve@ftheS&PBUtlQ tasefuen IRs ek)zfrnple if one or more
e U 48 MRl Ao <R Be LS g 1 the APDU hs
authbeminmumy ilonddiebmngem tuitldeized ascs Iseandn ARD LS eltaisead sequence
gg%:%drrp@l%% hggdﬁcc%ﬁ%glt% Ih%% ] L?[ltaagdr{iﬁgseé ch {tin Bﬂ\{?at(t)zg s%ﬁ as an in-
a struction, a rights object, or content and has a predetermmed 51ze. If the size of the data
to be transmitted is smaller than the predetermined size of an APDU, the data is

transmitted using a single APDU. If the size of the data to be transmitted is larger than
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session key, it can be determ ned whether the
aut henti cation has been perfornmed properly. In an

weedsaprsent of the present invention, a safe DRM/KR2005/000522

[54]

[55]

[56]

operation between the device 310 and the secure
mul timedia card 320 can be guaranteed by using a

segai 6MhK @M)m@ rhqﬂaxtaﬁcy @Mmgs hﬁﬁlsadlt(h@aﬁishﬁft&hé ama A DRM

Al t h
P RERBl MSne notllath R o B eSO ot g encg o FIG. 4
t hbelawt henti cati on, which will be descrl bed with

refer €nd ﬁltl’lzéngﬁﬁ}?on @58%){1 ﬁfe(&evfée I4§0 %n(g{h%%&g.ﬁ% rnultlrnedla card 420

illustrating a
commaéxze theinpsead S¢qmem¢ CONDISH ﬁ@éhﬂDRd‘fl ptr%@dpﬁeé%%ﬁ and. S422) In an

| N¥aP&diRRnt dfARd plokiR iBRNEHE IR deBl SedRYcd@uRRE fsahMRfy set to a
device 410, an cure |tInEdI card E

bet ween S

@%vra?qros%gt IS PaRinfiqRR} &, rarﬁ% Wn Hndnd a ndepm IE}HH‘EFF Eor

ri g:tmﬂ@bylemtthcawndlsmhme@bumdm @A sin gize div ey fberinitially set to
t i on nvol v

¢ h%ﬁ&lnght fjtﬁ onefba/ @?ﬁt baa%l%if)enr%um R Hg dt : ca{ one byctie of the

Yocedi
betandemn Itutré)ed eﬁmoee&am‘p@: drible tahieorsdyts ef the tatnﬁnmdwmhea rigd

42@é0ﬁ)lt0tﬂeanﬂrt§éqa§teon%fb tGShe %Iﬁlrn%ﬁ)@ ri€8:11] 11188 B send

orm.a procedure, aut ent| cat’i on must

eseﬂéen%rcﬁwebléﬂw@élﬁy ﬁqﬁéo @éQl(lelhhld 13HY' When g énitid value of the
mJ&én'd@@tﬁﬂe@c@&ftﬁlté@oﬁtﬁﬂ@@ﬁsmg\ﬁle&aﬁcﬁﬁﬁlhﬁm@ér th@the random number o

aut henticatio vice 4
e cas Paings R Dol o dSebiGre saupier is ntdally
r emmﬂb@@]@O@@@DOO@%dﬁérEﬁore Afidc BRM hecedire can l@ﬂellﬁbrﬁmthed more
H:}\,%Cﬁr%%yre mul ti medi a card 420 share the session key,

(o

‘edures can be perforned. To acconplish DRM
wi t h Wheethe davice @ Hlissuop 2 RRN¥eeadnaiteteescepignneltimedip card 420,

bedSaftent MicxF Mk &%g 'é@({if:ﬁce%ﬂﬁme? fis inSlubl@EinuGdeRPb U (8830). If ten

application pratocol unit (APDU) and increases

wheRB\Hsrare Hansapiiey {og ﬂ%erlaRMﬁqm@and figyead AFAYICBCE GounisF gncreases
or byTBﬁeefreih thd BithiPDhlsie 1910 10181 Pﬂﬂﬂedvhdnheer%aﬂdof the APDUs is

o B e T S RRlE tah B A RE Ao At e tsag sequence
| nscﬁnﬂtes impacARBEdivadePRBruld sleguemee whothat &r inalithentivaSPDU is

di ﬁ]%&%dl (ﬂlllji!n Xran%okﬂlségpc;r h? a@ndilc A Eqs In?erg%)?&glg’mn Qr?atuﬁlorlzed

as an arig St'a
an@lsehé%433 predeterm ned size. |f the size of the data

to bew}tclé@m @&Jutr@ﬂlultﬁne;ﬁ'iﬁbz{r@ m(? Kk@ﬁbsté”'lt@RNg &sieherdiong8e device 410,
size of an he data is transm usi

ﬁ@w@%&o@ﬁw% theysend soquegge Q%@tﬁaa%laclf@edo@ atnr/%%@H PtEY- Inan
[ Serhadjcgﬂlbnﬁ dfahd b@terﬂ)ﬁnvfﬁh&(arﬂﬁl?laﬂuea)f fhelwead Eéqpeﬁxfe dAAbIds included in
ar g cus ran t he 0 re. using a

S eR IS B0 RODEM bR by (R MR OB K Fopifidiela

t osdgu@ice4obetcoiw.inifiBly seafiq. dior tmnmq,tvhlmmtmam}s greganymitted for
t h ‘iﬁk’M% %daﬁlg sEllilfs ﬁ&w’e%o{fﬁ’tl:‘f ﬂng§ gé ﬂ} ?@a‘ééjd %égne from the

|n|t|aI|ze t guence counters for a

pr BélEd yplae (030501 Oalﬁéll 151412 Q)thnﬁvwa@hﬁb’&% Afangriticheln another
p I @8BSdimehVEMhé Pesenit BcEER] (IREEHIRNGRNE %ﬂlﬂts@(ﬁudnﬁe counter included

el A e BRR S Be «205RRP R SR e B ne

\Ahmdtsb@eaemcblmmulécnceaampkm tvéen the lates vlambefﬁ thersesd za&puence
{ ti l. .
ST O S SRRl
t h@fst éﬂ?&iﬁf(ﬁi icbleRM cmma@d(mmn@s 1i000W0PRHI00bNEhy Jevace 410
of cidaRs MRRARMIPMEIRRA b&juence counter in each received APDU and determines

whether an inauthentic APDU is inserted during transmission or an authentic APDU is
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SJH'AAAdO and the |last one byte of the random
nunmber is '11111110,"' the send sequence counter is

WO piosiogdsby set to 01010101 111111 10.' When aPCT/KR20081000522

[57]

[58]

[59]

[60]

[61]

val ue of the send sequence counter is obtained using

t he random nunber and the random nunber , randomess
caﬁmgeqﬁap@ﬂagpd conpared to when the send sequence

count | et to '0000000000000000

¢ her crbpaTialthutcr@int Bt Seo R SR NBaR BB HIPR The send

s esuedog.cofibi muyh ba dedreasdé vequentdkdlly drssaremedoDRMreased by a value

COErlah Spd, NREFHLEHIM TR Biiahd sdibiorleprEll fention.

ce counter 1s

APDU H1€4 39 a funetienah blqpb@@graare of & gaeyra mukdignetlgr cardh@0(pRgprding to

Coﬁﬂaﬂgmhﬁﬁﬁuﬁﬁﬂg1§§9M§ﬁ%§u&9untef i ncreases by one
fromt nitial 0101010111111110° enever

each 18t et gstmﬂmggn}%g(lfwhélgﬁ fefradnodyle asdisg acrein, means, but is not
nuliiniite® e, a séﬁwﬁeﬁﬁaﬂm&&mﬁ@enahm a3fa Hikld P3efrdmmable Gate

h :
e AL G RY B SoriRFE Shesil Fuedfiled L PR R 3, Phith Befforms

t r earsun Bislson wodude may taemtageowdpbk cenfigurat toeptiddohyn ghiressable
lrJnI]]élPl gegd il Ca?‘%ﬁéon@éﬂl’%@to ckafile WGR driifo Jé?% ors Thus, a module

I ssues a DRM comman devi ce
4104y inedudeyby vy %%wlefcwen%mu@e@ﬁﬁ@ﬁcv@r%%ﬂm@ﬁn% object-

i n6ﬂ1&ﬁ&ﬁsdfﬁva@@c<ﬁﬁweﬁ§4&ﬁ)§s cohipoaéntempdiin®ithpddenis Ngrocesses,
ﬁﬁgnt i nvent i a, val of .the send s

ue
St LT HESAPTORCTe, PUYrOUjsISt) SEETCR(s 2T PG A8 e drivers
rmﬂrrb@altehmldrmddleadlrw&fw datapdarbiacds, tite ssendres aaples)amrays, and

OIS P D 5B o Rl AR S WPk Sy e
S eqwelmced et comportsats and meerkidas dyyurdhes s¢papred o additional
' n&éﬁlﬁdneﬂelaﬁe mdtRd 01%%&&1%% 1&1% Qom P@%%Va% R&ElesARRMbd $m

transmtted. [n another enbodi nmen the present.
i NRISAENGA SUHBaLREY EXCERICIORE OF B SUBRHIFHE dn 8 GefRimypication system.

l ncl utdsieh mnédw URMSﬁro&BDké fHersetiie nbRinediroRAG 00 edd e security

est val ue of t S
o ol Sy By e SRET s HelFs @000 o B Fipachanging data
S erh s‘eiwgnwd@dum‘@funcmﬂ TOQREH0 AR8O 00B00hs, thevsature multimedia

Soehf 307 SRAEEHRISERERPLSh, 4 DSl ER hehn e 0. nd o
Thedvgagqdeanceypgor Haaiasd { AESY aodele 900 ferehe eqstiribelynetinnea content/

C OHQﬁt‘é‘ bltoj;)& s?ﬁﬁgbAié}%%ﬁb \5§6 w’i‘t%fatlétgfa%e f{ﬁﬁkﬁéﬂﬂaﬁ %ﬁeﬁm%tdﬁﬁfs 10
nau enti C S |nser e uri n r mSS|on or
I8 fpta Cxplsper ‘:hﬁ]i‘f‘eiiecvé‘f?t agf ¢ ezméa? {@5? controlling each

Seqluemle it(abd:domnme GE&SMr}godeﬁ&reS Bngll e erecsecure wiil@hedis card 500
nd, se

1n lu% s exa qsu(éu nce(,:Jl Fci)un?er stor ael'lr%nguel(e:j 89(5] P etect gx ugh(glzed insertion

dec ecre
Y abm@lejtomelf an D derlng\ﬁramssmemaht DIRQ/I fprqmdmrhe

spi rit eéﬁﬁ‘éﬁ% {1'6% Ql'iees%%{ﬁ% rhil¥RREIaQrd § ghne%ted with

IS a unctlona |agramo a secure mnmu
dspige-aWV Bet Eher@@atr% MM Cetdeironaseted mvithae é%%ee Fhe interface unit

| n5 BNGf (8o sec[uﬁQMM@ 500 @na' |Helepdckrdally Qoﬁf@%@'vﬂﬂﬂin intdice unit of the
term. used ereln, .neans,

it O eV, LB SRR Sen et 8 fEbhRlFand s gpnagotion may
a hdedatt Hagimwhizhltee setre MM@JO[ EREMoNnidpp hithahd device

SP&EoIG W IEL ARG Qilttt & pheaRlaFonc! Ak RELLEL BFit 510 allows
the secure MMC 500 to be connected with a device. A value of a send sequence
counter of the secure MMC 500 is included in an APDU transferred between the

secure MMC 500 and the device via the interface unit 510 to manage malicious

12



certain tasks. A nodul e may advant ageously be
configured to reside on an addressabl e storage nedi um

wa@p@soerssi gured to execute on one or nore proCREEFER3005/000522

[62]

[63]

[64]

[65]

[66]

[67]

Thus, a nodule may include, by way of exanple,
conmponents, such as software conponents,
objeckeri ented software conponents, class conponents

and S n , oces functions, .attri
o R TR Dine B R ek B BROR M bt k. the Rsa
d r ma)duls 540 iperformseR S Aieacy poateaccordingiota ngquadatram the control unit 520.

&ﬁmerﬁiﬁ%ﬁ?ﬁhﬁ%ﬁﬁﬂﬁ 105 a(ﬁll’ﬁl% dn%ﬁ%laa)ﬁﬁlena%ﬁion the RSA

var | ona rov

C ommswmss used fbly (é@dﬁﬁyn%@eélﬁmhm ar digataf gigeature. However,
C ORI Efer it tbn flist §I§e)€hrmﬂléj AN) %fhe? Fﬂﬂ[caﬁéif‘%nb ﬁon rnay be used.
addlbh@nal conponents and ggb addi'ti on,
conpdHErEEieY ROBLRELN MUl r%F‘ﬂﬂf%tﬁ%ﬁfaé]&"W'%eﬁ&t be

t heynsexecdiioahodeicy amil:g’eﬁe@mutb@kﬁl kdydlmmganmgwneceaéd faAdom
syst e rocedur sec

T ard o o B8 R TR 2 RN eGSR BB E o

f ugaterabmg dfic @ncbfpmnngmdaenmeh@ sassion key gértesatmjreedule 350, the random

f uﬂl‘ﬁ{lbé}% bees)éféa r rorn g otf ?anﬁogleﬁﬂnﬂi%rs ﬁ}%%d@d QBMvance as

function. nctlons e secure
rmflftsic’f’f@%ﬂaﬁ)ot‘fﬁrd 500 |ncI udes an RSA nodul e 540, a
sessiTR ALY n@aiersahipefomRdintn&Eb-ke eﬁc@ﬁh@ﬂys 186 gencrated

Funer POk MTeB i) angﬁ%t@%moéele%% g%h“ﬁsri%?@?@gé encrypta

Wi tdntent shatypigen Kaynedm amighasotijeut R Oawéh tind desGdidkey and to encrypt

al ¥ t |

ot PSR o B AP RAY chobuCith B B RePiE eyt

pr oeEdiios.is Just ad@iampdm and hélelsacmmetrlmhev ienertpaorcsuct as S

| nglddgsnangend sggquence counter storage nodul e 570 to
detect unaut'horized insertion or _deletion of an

dur i nigietrBiTaIEISRs shicelFiarpge prilp P gatrs encrypief! Cfmténts and rights

i nblﬁéétélCBletsewre MM@Sdocaﬁar tseansw@ lab@mmgttd) mRARS @ﬁfrplptlon using
ecte

| 0] t
wnesee Fe BaNRERS e il pher R Geand i pivas REistne tre
unutiqéd Keyob allbe tbeBOr to beMid Vel ©@r napied & ®lodetr deded. [The encrypting
¢ ogpﬁlcﬁéqlsﬁfé t i Qlﬂq{rl@%eif efc@&%i ottheogyntﬂﬁgtng q(\ég%ﬁcr%%tmq is ]ust an

connéct’i on
anekanac. g iereaiveynamBe madbe amCéyme% tlfﬁtl&a PHV#Rkeh Of the sccure
sepvie FYand %y%@e@@ﬁ@ﬁﬁisﬁl@a%u‘m& Re} BEthE 8¥Ius€MME G0 Rvhen
a wreless mediumw t t a physical” contact. The
i NEEC$4Be unit 510 allows the secure MMC 500 to be
conn ERIGed 1SM fdﬂc@orﬁ%bloCE diafranablig deficac®erdoslaguena@mbodiment
COWﬂ% mell e seeure MMC 500 is included in an APDU
tr&ns ea/%(% e€n the secure MMC 500 and the device
vi a ﬂPvelmphttreerrft adiRMniroccgue, the desiiva 80 mad¢dsci seagdy tasikion, a
[6 4
R e gﬂﬁ ? A RURARF of EXGhangiyg data with
peffiarslc oA adts ﬁtsnb%rea@&% WicHen alipvaing sgedinicatignyvith a
t h@orﬁé}ﬁi fsQler BRh Fighid Gssubrm) afdvh DRNTBMSioRS Td ﬁ@f&ﬁﬁﬁ@d&tfunctmns the

ent i urln ual entication, the
oo 0 T P DR s R R e i e 630, and an
di giESahodiilg6G for éhe delownity dunctivhea REfeneinightspbicenstbsmge usidule 630

a nwgﬁ %rgg(%?gefﬂﬂgno N g ?Igurlltl?rgg(ﬁlh %al}éﬁ 1\?&2 {IXQI%%DQ %HH%B telﬁowmg data
geerehangeswish p amwnhmm@ha wd @@dtarcsm@fm unite@Oraontrpkking cach
deyiogfledd Ee&@rﬁﬁﬂ@m\d%é&%ﬁfeoth KRVt 01S Gl e 686 RIS

random nunber and a random nunmber received fromthe
delFAnseci VEHRARHE p%O fqr fhg datgytraggsmit/receive function and a dlsplay module 670
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generating the random nunber in the session key
generation nodul e 550, the random nunber may be

waelsotsdl froma plurality of random nunbers pPOUK&eas/000522

[68]

[69]

[70]

[71]

[72]

[73]

i n advance, as descri bed above. [64] The AES nodul e
560 perfornms symetric-key encryption using the

gegl@flaylag r&R6@Icen ck@ynt. Mkf(ﬁhtﬂﬁ;f tHeQiélvféE lbgo idceledESend sequence
noau

560 uses, AE Cr. t a content
et aay o ENRTR ks ple Foraraions FOME hich is used
s essdatavt keautlamited msammnymﬂelehhteof aMBDUafhlnmgnfansm‘suon fn the
duf)k‘ﬂ@ %gg%gl cation with the device. The AES
encry PioR 1's just an exanple, and other symmetric-key
encr ylpeitEnsesineh mpslulorEgOahewy ,ghq dnviaeebPOpe corymynicp@syith a contents
ThRggo ot gﬁ‘@hfst@h%rs Tﬁ@ﬁ@ﬁ&e §(§(Péa%%1% ﬂi'i?éjélh 2 3Bjcst &fe%ry ted
encr contents and ri ect.s
5060%‘55 E’S?Eﬁ an %IHS%S%%%?%\% tb%tr%rﬁeel)&@sn% f 3@ i on
USI ngrha MM@]uﬁerﬁﬁy uhin 810 akéwnothe kevice 600 tybeoddnaécted with a secure

IC Wheﬁ%e? %%p@ i Icgo%nF goﬁvlltﬂght he%gu QYIﬂ)Itfe t :%ﬁte%:rgace unit 610
Thef téﬁ deyipt biiymey banlcROcaldy egnnetted unthquenkdyccagsiorfdhmgecure
t ol\/ﬂ\t’l@ ﬁ%% Féfrﬂhg ei%@%lcgp&fn gcttio‘ﬂris l/u%t iryéitanﬁ')% %ﬁ&‘[ﬂél c%nnectlon may

Al ternatively, encr usin pri vat
k eipdisptet %%at@@wh@hnh@ea@@ @&Paﬁﬁymﬁwn&é@r\ygh @& Sa&yTe @MC
puallrmgghwlr@lésstxﬁ&i@@wmmw&‘orﬁw MRancE & &Py uedc® @bunter of

Birist By RO BD R S S  p g he kg &ﬁ\?’l&%f’ B0 and the

[ 6§dcuf5d\/IM¢) vanea MMCDRbHpeccooedaillap nidnageemlicioubiiticks.

need i i f t

oo SOFHL K GHORR, 05 0y SO Ay, o R
damadulettiO pad ot Ro& eheptien ghepuling torasieiivgst How the control unit 620.

funedchRiab @B p‘fé%@ﬁ@{ﬁ{/é}ﬁbh O&hrmgtrﬁutﬁal%ﬂ{eﬁﬁ&a‘hohst% RSA
or a rights issuer, and a DRM functi on. &er orm

t hgRCEYRLPAdS negddor Wérw@%@@m $XRBREGES déﬂ% RedgnatygyHawever,

646 RS eﬁcﬁylﬁtfanQ}hsgaﬂeia@ipl@ Andodiek pulﬁﬁokeyaﬁldry@/ﬁoﬁ\ﬁﬁy be used.
ntent/ri

rmdu 660 r the security. f C fs
0 adhedrgionke sher GShimgte o0 Soaediles § sbrfinctiiier fbe
nuiransmedéedtodhe secGMIIMC ab@ géracacsunicssion Beyatdingho genkahiad
ex
&%églgglu\gﬂgﬁp? &%H&% n'EEJbH 1(?3%9% %8%%}“ ggraqmrw random

pr @@é’@l@frg@nermdéwdhq $e@ﬁon kepezensiation nawinlg 679 ig geerypted by the RSA
]E r @16&@1@6\49 @n@@gltﬁnﬁﬁ&eﬁ@% thltef&@%ggwqtﬁf&gh mermf@d Yrﬁerface unit

un n ang a di noQu a|n rerouce
coﬁf eanw.l? o‘B%t?‘?dg‘?fa gyefl?fé“’a% cdan RRIT I & SSSLUNEFY
S egprert®n eandule6505 tl@rrag@mdmba rﬁ@ObesﬁedHcteralgﬁ@n\aqﬂwah@fof
a send se%1 ence cg%({lt eard,V to detect

unsut RO Zed iMSErts on o?nctfé? (%es%rﬁb%lf %gn "APDU duri ng
t r ansliesSES moidnlettiol pORivin sycedelrie-kef 68Jryftive using the generated

tr SISi6R k f MOR tfcu @1' lmmtoaﬁe %M 'ug& :ﬁ eltl&?/%tlon to encrypt a

conmmuni ca fents I ssuer or

Theondenf .ee%_ryam;l @ﬁr@e guights Qbiet (frRPs WHbB Jt@:&esss?n key and to encrypt
e n§tﬂ1¥1p1h%rt@ﬂﬁhﬁﬁinaﬁérpﬂ&rﬂfg Mrﬁmﬁ@atﬁﬁ%@lﬁm& REQHIMNIOEThe AES

ranscel ver . nodul e he MMC interface un
6167 EY USRS {4562 Z 86‘% ?“%r HENBERGECY SBCWPEP %PCh as DES
seendrgptidiitnaVfreusetihe devi ce 600 is connected with the
secu rﬁle%en{/pglté 86]8& s?o%gge Iﬂb(tlulg %90 stores encrypted contents and rights

objects. The device 600 encrypts an RO according to the AES encryption using a

unique key that cannot be read by another device or the secure MMC, and decrypts the

RO using the unique key to allow the RO to be moved or copied to the device. The

14



of the device 600 may be electrically connected with
an interface unit of the secure MMC. However, the

we@bk@soissal connection is just an exanpl e, andPCHER2005/000522

[74]

[75]

[76]

connection may indicate a state in which the device
600 can comuni cate with the secure MMC t hrough a

W Edrgsimgrotdh RO mlt@ ﬂiétunaméq;ey acdordifg Vcath@ey@hlemcsmdencryptlon

6 0 |
B8 sSoue AT ey, 45 RS Bt PR sh e wiTE o Saft hey of the
M\/ﬂbwcteeﬁ(l(hmdlm@ bendeeryfpdasieusing & ptﬂolﬁ keg ofrtrraigeica®lDD eihen secessary.

Ztn E: rac S-di IPYQRI] I\}B&Iﬂﬁe %@Eﬁg ?ﬁéﬁiﬁf}”&gﬁg HP%B]V&]& g@BgeeMghts object

pepﬁfl’ﬁh‘ﬁ@lﬂ:)lgﬂcke A&e ;ifsplamﬁn%hlé% may boiraplemguiedtiof exsmple, by a

t hgqE@REsAl diéBlaS/ (629) dbNcefRadk ARkh Si1Rf trddRtd? Igfls?mcn device or
i nventi on entication, the

t
ent? %@vlsﬁlchdmaeww?ﬁ%ﬁlénﬁ andorrhunber) exchange or
di gi tal signature. I—bmﬂnﬂnstﬁﬂ%ﬁﬁkmmy/ptl on is just
an ex an ot her . publ.i c-k encr i on
used.? Tﬁngﬁﬁ’é S BLSTY 901@@}}@%3&%1&? ﬁﬁ %r%éﬁwe and a portable
genefagt: esghiah isathel ﬁmdametxer premideef Dmsmntﬁeqﬁrﬁo&ném securely. In
Se&(ﬂflt %n% t&%@l%f fogséar? SCQ'C% g) S ngﬁ(l;‘éﬂlg Otf a%end sequence
genera Fandom nu domn Pec&tVed
f reomnfdie secure MVC. The randon1nunber gener ated by

the %ﬁ%éﬁ&ﬁhlhgﬂlegﬁ&%éhb&ﬁﬁﬁ&ﬁ teh@se@ﬁﬁlea% @le%mﬁleagp%ate that
t he RSA nodul and transmtted ure

M\/E‘}a{l}‘] Veizgtens ped wpdificatienscae e giide tethe dl%@a%mqrrelary em-
| nﬁécﬁﬁﬁnt@fmgﬁﬁﬁtﬁﬁbﬂaﬂ@allyhﬁ hiing @mnnuﬁ‘qﬁﬁlcip[bstdﬂﬁqeslﬁe@homventlon

random nu

s of uEE A HabR dithoFngt o, BORR R RS FkacRie and de-
[ nscaqbﬁaaemse aslycbadmotfmqiu@bsmmf limi@fiothe AES nodul e
660 perforns symmetric-key encryption using the
gener ated session key. Mre particularly, the AES
nodul e 660 uses AES encryption to encrypt a content
encryption key froma rights object (RO with the
session key and to encrypt other inportant information
during comuni cation with the secure MMC. The AES
encryption is just an exanple, and other symetric-key
encryption such as DES encryption may be used. [ 73]
The content/rights object storage nodul e 630 stores
encrypted contents and rights objects. The device 600
encrypts an RO according to the AES encryption using a
uni que key that cannot be read by another device or
the secure MMC, and decrypts the RO using the unique
key to allow the ROto be noved or copied to the
devi ce. Theencrypting of an RO using the uni que key
according to the symmetric-key encryption is just an
exanple. Alternatively, an RO may be encrypted using a
private key of the device 600 and may be decrypted
using a public key of the device 600 when necessary.
[ 74] The display nodule 670 visually displays playback
of content whose rights object permts playback. The
di spl ay nodul e 670 may be i nplenented, for exanple, by
a liquid crystal display (LCD) device such as a
thin-filmtransistor (TFT) LCD device or an organic
el ectrol um nescent (EL) display device. Industria
Applicability [75] According to the present invention,
aut henti cati on between a device and a portable
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[1]

(2]

[3]

[4]

[5]

[6]

[7]

storage, which is the fundanental prem se of DRM can
be perfornmed securely. In addition, safe data

WO e@ssmMsssi on can be acconplished by neans of BCHFERA005/000522

sequence counter. [76] In concluding the detailed
description, those skilled in the art will appreciate
that many vari ations and m%ﬁl ations can be made to
the di scl osed exenplary € nts w thout

subst apthahdy rH PRAb NG afitheMdahien BétWé&'l Qti@v?ic@fln(f diortable storage,
present | nvent| on. Ther efore, the disclosed

embodi WBIFhds pRriarAmed by jhadqvise: SOBPTNRE in a generic and
de scrirpishi@ingQrmas: 1&5}|f1;brﬁlﬂﬁ dRoice i@ the PoFRBIS 8orade;

aut hent o Buksben GLoT s G o BB btained by
st or agencryptingha first peddo nmadetysitghtbe tiest ke, [raw priiogiablg:storage
trans I{(f de@%lpﬁg%'tﬁesﬁrs{(&%r)ﬁﬁ&f?ahﬁ&n S\ﬁ greustn% 4 Eb?ond key related

portab e st recei vi ey an
encr ypéll thedidbkAYaunber , obt ai ned by encrypting a

fir tSt b%é}ﬁ%ﬂg RUBRSR éﬁ@ﬂy@ﬂadtrﬁﬁi(;nh ﬁ&hbé'tﬂ%f ent:f)@ﬂhg H@econd random
porta

e storage and de t|n the first éencr
r andonf O &St §?%6‘”§1§ g Qs g0 ?Wrg(llﬁ‘é‘? random
first keybergemet@tdenge @ ﬂaecmftdblergmmg@t el random nunber
bR oA SRR Ry R B rancon
nunber ngmlgn t he deV| ce to the portabl e storage; and

gener a’Th@Hleéhoﬁ P élaﬁﬂ 1 k@/}ieﬂéﬁﬂ e ﬁ}éﬂ Re ey a 'aﬁdstthe s@&y‘ﬂ@ 'IT\E? YEDEklated

and t he second random nunb | ai m
1, whef@ii¢s Rubbic kpy and @f‘é@ceambvated@m@éleﬁ?avaa@rthe ﬁurd key is a
rel at ego@w fi6rapeiphble H@Ey and device private key,

| d th b i
ot o TR etd PP S ot RS R 1 i@l Fopef 2 evice

first dmtyﬁcate torthe pmtalﬂestotalge cnmghhathdd\klesz & eecived fromtthe portable
tot he%t&% Ea.[%]g%hs&%r@a%% st&‘ﬁg E&Ré rd key is received

fromt roug portabl e storage
certif Th@méthop@]f cluiie Lnwherstn the figyt singom nughker e generaged by the

first ﬁ&{h@%t&ﬁgp%ﬁd kire &@&ﬁf @h&sh IHMmBQIels RERdrABY By the device.
storage, and t secongﬁran om nunber is generated by

t he de'\vhf‘c@ethpé]o?ﬁ%gn&e Bar AMRISHIEN 1, furt her
conpri ﬁebagmgnﬁmmwmgregmﬂmgmﬁme At Wﬁgﬂﬁ@bﬁ@watetré‘m%a@én list

whi ch

por ¢ abitaactdhit B8] SEGESH ot Fir MiCiekuBleel s, sppgther with
t oget heée fissttehctypedfrandim emobgrpné therthind dny;radber and

the t hirﬁ&nﬁmﬁﬁﬁg ﬁﬁgﬂgg[&ﬂ?&rgﬁﬂ GirhDAQUITEH b @Ryl &Qﬁé 9%\?1&: is issued

a time at V|ce 'S Issued t
por t abtoehg peritaidesipwgetagsthenith thm@cg@t@wayré%rrayé@rédwmber-

r andonTRAUAREIA of Blint NefuiBbh@sngfsit: ai m 1, further
conpr|3|n VI NQg. lnfornatlon ndlcathg a_sSessi
oy gelrer Sedt Ry MU BOE G St 0h geeSiHIed by (e Porable storages

and

verifying whether the session key generated by the device is identical with the
session key generated by the portable storage.

A method for performing authentication between a device and a portable storage,
which is performed by the portable storage, comprising:

receiving a first key from the device;

obtaining a first encrypted random number by encrypting a first random number

using the first key and transmitting the first encrypted random number and a third
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verifying whether the session key generated by the
device is identical with the session key generated by

wo b@sperssabl e storage. [7] A nethod for perfor PETER2005/000522

[8]

[9]

[10]

[11]

[12]

[13]

[14]

aut henti cati on between a device and a portable
storage, which is performed by the portable storage,
Comrlﬁémthd@&@ew ng a first key fromthe device;

bt f t t ed d
e mie eyt e D R SR ROTb A PRy eugrypig a second
and t r andomtnuimbgr tdieg fhiertisitd keyc fippt thd deeindemd deenjyeing alnesecond
a0 e P ARK P FEERLMNG, Bugeoond encr ypt ed

random n g a second random
nunber SeNSTatige arsessy lay usél,g the ﬁmtrmnld@mdéwh@é apthie second random
decr yphufgert he second encrypt ed random nunber using a

;iOlrJ;: hTﬁ%ém%ﬁgﬁg%?n? Qﬁ%rh?r%@ e bandcy %%%w 'uwgg? E%[ gd the third

The neirhbtduﬂfl keysadrem felato poribile ktoeagk ipublic keyandgodtable storage

devi ce%Ip {(é: kees¥ twpl the third and fourth keys are a
rel ate ﬁ? bl e %Ct Fé’ge public key and portable

stor agEhepmlethatl of kleym 7r ebgret the 8ligd kefy9§ trimenitted tealle dévice through
claim Z P%r ougy .ﬁblréli E E@rtlhb?té danﬁ%fe flls.it I{é I§§ eNe@cflrJn‘P h%hfévwe

devi ce portabl € storage ¢ i cat e,
first ﬂlé?ﬂghsa@l?élcﬁeﬂlcﬂ‘ieomthe devi ce through a devi ce

]g: ert It f TR&f@¢tholl bﬁ%laﬂfﬁ 9, miérth@ firg Ikr)zaidmﬁﬁnurﬁﬁb? Ese%dﬁeiak&l by the

I rs ra m Nnu er ne €. por

Lt b agon a0 Sha i AT A MO B Py thaglevice.

t he deVhemethpd bf clhire 7niirthodcwfprisirgy: m 7, furt her .

cO ri I . r . . .
Co | Bk LA AR IR A BB AR o v
por t abl(RIskdrtbgportadld geragelis issved He tedevive, togeifet Wigh the first

W th t&?cr%t&ﬁfan&&ﬁrn)[lﬁib%ﬁ ah@ndom nunber; and recei vi ng
information r a’time at which a CRL of th

e
devi c ereic%wmgga%ama%&n eAEdpera Hpe at whish aGRL P%‘é‘éﬁﬁé‘?e is issued, at

Wi th t e psaesIddiote! Wwptder Wil dRnefshitetrydhd rhit®nh hiidber and the
key. [rrﬁfzs The method of claim7, further conprising

trans Wg i nformation indicating the session key
gener alkambthot! o€ claon 7 abirhestam@atpeng toarshmgttidg wifosndton indicating

enabl ey 'éggsgﬂ)%\ﬁ%g%g{ﬁé}at\ég 'io#fﬂé(e %%ﬁa Eesrt?r‘g%\f&)‘ctﬁ% ﬁ@wgeet\l) enable the

generate
gener afl%lcedy VeRE phethes sssepkeggencyates) byAhﬁé@ﬁ@fdlseqienucal with

saf el yinkkeRfom gtehéﬂa&dd@ttﬁe P&Ea\fﬂ’@ﬁoﬁ gevice and a
a_.val ue of

portabl e s onprisin settin

seq ontan b6 ovarely URpRITH A e e 4 %Vﬂ?ﬁaﬁndmoa@gle storage
enbeddedtgprishey: val ue of the send sequence count er in an
appllca Lon proto a un

E P BB PAOG RERisaf et fople ot e 66 ke pipiiag v

t he vatmbedding the vsleﬁ df hegarhsguemgrventesiaguenplicdtiop protocol data

after LheARUPHe tMEmIRRAdo FRAERGR storage while increasing the value
of the send sequence counter sequentially after the value of the send sequence
counter is embedded in the APDU; and
receiving the APDU at the portable storage and determining whether the value of
the send sequence counter embedded in the received APDU is correct.
The method of claim 13, wherein the initial value is generated using a random
number of the portable storage and a random number of the device, and
wherein the random numbers are exchanged during mutual authentication

between the portable storage and the device.
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counter is enbedded in the APDU;, and receiving the
APDU at the portable storage and determ ni ng whet her

wo b@swaisee of the send sequence counter enbedddI/KR2006600522

[15]

[16]

[17]

[18]

[19]

[20]

[21]

received APDU is correct. [14] The nethod of claim 13,
wherein the initial value is generated using a random

nunber Aghethf€oPAfd R rhfsnsitiizaties Butdledh 4 @hal@ranaaietbreisorage
t he devi ce, and wherein the random nunbers are

exchan $i#5 ng mutual authentication between the

por t absettirgt ovageolanstntl Bequbewe aenfel b thé poetiblodtapdge to an initial
safel y pransmtting data between a device and a

portabYe Storage conprising: setting a value of a send
sequenesbedsing e valpe phtesonrd spgpencscovrigeintay appli¢ationipggtocol data

val ue; yanpeeing Eeﬂﬁ‘an\éﬁﬁtt@i t@“thet Q8 iReNIcSRGURNEEhe value of the

counter i application tocol at a

be tr a%?é%s?‘i‘lé’ac‘? g)“tnﬂfé S%\‘?P w&ﬂqr the W&:‘Pe‘gg er]@e%fiﬁequence counter
val ue ®fentbeddsEindhsagDENard count er sequentl aI ly after

t he val ue of uence C nter 'S

the aprtivie ' &RBRIR (B MBAHURIHint §oSPRERE Shue Br he send
det er maquﬂg:ewhemthmmlbdqiéed'ai me rgkivel AR @egaence

PI'g g n tme;trg@\gg&lgg %? gflapnn 4 Swh&ER! tHéagu%j Phduk %s %fa tusil{glﬁ]andom

ereln I nit

gener ateabISi Hy r&rﬁahm&frﬁgﬁﬂmlewramlom ﬁ@mb@rrqfatm éevwe and

st or ag@haRmh the FAAERAMUMBERLLre 8kcHahged@itinganuaMthuati@itidon
the rapndom nunbers are exchgg%fcgae{durl ng nut ual

aut hen?5'¥5t1 Of PREEUE 8RT4ER D € st orage and the
devi ceA foitédblc Atopact @hipeisBigor age conpri si ng: an

e BPRALL LA SLARLLS IeS, R RONNSRL gl Lh 2

devi ce; encrypts
a first puldrvdlcﬂm qmgrylpéon madn vehifh erary ey flrffé cmd@edmfmlaﬂﬂnusmg a

the deyiReycRBASE £ImidE QUGR mﬁeétw ﬁEéL%@lQhéjﬁl'térfa%Q tnit and

obtai ns a second random nunber by decrypting
encr ypPiaing & senedd ranlgshatHhas éw dP%EP%%P ?I}Céyﬁt%%econd random

devi cendhib@uedeivdagriniterdeaice tubugh theiimgrigechomrdsthgeiourth key;
and a se(i3| on key generation nodul e which generates a
sessi o*key using the first random nunmber and the

seconda s&sidD ﬂreyl gerpeation[i@uld bichebablce a stwioadey abing the first

claim IjaZdo epat{d}ﬁefsécroﬁ? r%%%ﬁ@rﬁ e‘?nsm tted through

a device certificate sent evice to the
bor £ ablee Bertbiasorapa of claihe | horheat diedtist yes BRnsMigpdhihrough a
17, whgsgddtetiRald et fré@nROMR B elic | &13%%”5%1@ ted by
IR e W R
seque nb;et}ecsuntcﬁlrkestg@hag&omddhle whi ch stores one or
embeadtt Tl foREr DT B SR s EheRF e dfRsBiyet couner
r especstprage ylodofe vdlatastoreavseiotr metk rdtessda seivbsegoencalsbenter se-
stor ag&ue"ﬁﬂgll)t Bevdgisl Waﬁﬁic%@%r@to@gf &1 LAR (APDUs), respectively, of
data transmitted between the portable storage and the device to enable detection
of at least one of an unauthorized insertion and deletion of APDUs during the
transmission.
A device comprising:
an interface unit which establishes a connection with a portable storage;
a public-key encryption module which obtains a first random number by
decrypting an encrypted first random number received from the portable storage

connected through the interface unit using a second key and encrypts a second
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of at | east one of an unauthorized insertion and
del etion of APDUs during the transm ssion. [21] A

waelewsog1ssonpri sing: an interface unit whi ch esPEbKR218600522

[22]

[23]

[24]

[25]

[26]

[27]

[28]

a connection with a portable storage; a public-key
encryption nodul e which obtains a first random nunber

by decfayi@bmhander edied ¥ iRk dyiresivadarsie MepoitaBle storage connected
recei v&‘d fg&gﬁﬂ t he aportﬁbl § st orage connected through
ERY 4P

the in second key and encrypts a
seconda sassiomkoy gtyerationi merde whichgekaytes ecedsioackef usmg the first
t he pofahg&h%uﬁfbgf Qﬂﬁ}gg QRGE LRI plgh the interface

a ses gener atl on nodul e whi ch

gener alesdeyiepcad slam ﬂdeylhg@nrh@le thied kqyris trapsmidiedrintligideyice through

and t hgpsedglofa E‘Qéiﬁheé:tg’@&ft fro? @ik pbhgpldergR. of cl a| m
21, V\,h elnthe hlr is.transnmitted to the dev

thr oug he; deydre s oiW s@nb%lmsmn spndogypmipet i gqnealed by the
por t ab$sisth Qéﬁg@eritiba]mﬁm& devi ce of cI aim 21, wherein

the Se’f'l%? ?vrlc%no C ﬁtrglﬂ (%ﬁjgr?sgrgél?e g s]e(t] hq%gﬁg’ ﬁ?@]li&nstorage
key generati on

f ur t hemoddnapvhigi sigreaor;@wng@wlms ef & eent sequaico cauyeer sequentially
modul e whl£Bd §i Hpheatiif 1’8{00?10([3?3 nLEY)Iﬁ ggg’lﬁjs) Fe Bﬁively, of data

sequence count er seque I n a ['1catlon
pr ot ocBnsauticd laﬁﬁw@l the\peyig andr 188 pedahly étpgﬂgeéq’ crpplgdetection of at

t r ansniehdtede BehveRiuttdiRcd a\ttion and dtiBgoPer ABDUE during the
storage to.enable detection of at |east one of an
unaut hBHS2E$ S ser ti on and del etion of APDUs during
t he tr Anscordiag omediyn2 bhvidg neompdicngpadade proghay raegrded thereon, the
conput hereon, the

oo AR Gl §%ﬁ?§%@ﬁ%§§ﬁﬂm aiml [26] A
r e c o r dAmgeargia mlmdhsm Agna acomputcercadare atvigeanprasgrdgchthercon, the

recor dﬁ%g%alﬁ?fd%%ecuhﬂg tl{érrﬁ&B&'lbe Qhinfzecuting the met hOd
of claim7. [27] A recarding nedium having a conp

r eadabf*dcErdige Aadiwn Bryeg a@ﬂ@?é@hreaﬂﬂ%e B%&%Fﬁcp&ed hercon, the
execut pragranfor RREJGEg afe rﬁétabdrbﬂcaam{ 2§] A recording

her cof Exiing AgRamFOPe aSBRAHer IR RBeHBaRsPEr droon. e

15. program for executing the method of claim 15.
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