METHOD AND SYSTEM FOR MAI NTAI NIl NG A W RELESS DATA CONNECTI ON
CROSS- REFERENCE TO RELATED APPLI CATI ON [0001] This application clainms
priority fromand is related to the following prior 5 application: "
METHOD AND SYSTEM FOR NMAI NTAI NI NG A W RELESS DATA CONNECTION, " United
States Provisional Application No. 60/423371, filed Novenber 4, 2002. This
prior application, including the entire witten description and draw ng
figures, is hereby incorporated into the present application by reference.
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BACKGROUND OF THE INVENTION

[6003] Wireless data networks allow mobile devices to be remotely connected to
15  services such .as email distribution and internet browsing without commection to a
conventional computer interface. Many publicly accessible data networks that can function
over a wide area rely upon a cellular inﬁaéh*ucture and are tied to cellular protocols such
as IS-95 which describes Code Division Multiple Access (CDMA) celiular
commuunications, and the Global System for Mobile communications (GSM). Bach
20 cellular protocol has a companion data protocal. For GSM communications General
Packet Radio Service (GPRS) is the backct data companion protocol, for IS-93 networks
the “One Times Radio Transmission Technology” standard (1XRTT) defined in the
CDMAZ2000 specification is the companion data protocol.
[0004] 1XRTT provides CDMAZ2000 air interface devices with a packet based
25  rmadio service that is capable of high data ransmission rates, and supports both simple i g
and mobile IP data connections. One disadvantage of the IXRTT system is that network
resources such as IP address are consumed simply maintaining a series of otherwise
inactive connections. This is problematic for many carriers as resources such as the IP

address space are finite and cannot be extended. As a result, carriers commonly drop
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-1 inactive data connections when networks becone congested to rel ease
occupi ed resources. Additionally, carriers often drop connections-that
have not been active for a fixed period of tine regardl ess of network
usage levels, so that resources are not allocated to inactive connections.
A device that has been di sconnected fromthe network due to inactivity 5
typically releases its assigned network resources and only reconnects when
the user of the nobile device attenpts to access data services. [0005] If
a connection is termnated, the resources allocated to the nobile device
~are rel eased. Thus upon reconnecting to the network, the nobile device is
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[0006] Another problem presented by present 1XRTT devices occurs when a data

connection cannot be immediately obtained. This can occur both at the time at which the
20 device is initialized, and at the time that the device attempts to reacquire a connection.
Typically the device will either coutinuousty poll the network for a connection, or it will
make a fixed number of connection attempts before it determines that a connection cannot
be obtained at which time it will seek user interaction. The first method is
counterproductive as it increases network traffic, which reduces the capacity for data
25  channels. As a result, many networks prohibit continuous polling. If the device
experiences difficulty connecting to the wireless data network, seeking user interaction
merely notifies the user of the lack of connection, and does not assist in reacquiring the
connection.
[0007] It is, therefore, desirable to provide a mobile device for connecting to a

30 1XRTT data network that is capable of maintaining an “always-on” data connection with



[0007] It is, therefore, desirable to provide a nobile device for
connecting to a 30 I XRTT data network that is capable of maintaining an
"al ways-on" data connection with -2 automatic di sconnect recovery to

m ni m se the anount of tinme that a data connection is not avail able.
SUMMARY COF THE | NVENTI ON [0008] It is an object of the present invention to
obviate or mtigate at |east one 5 disadvantage of previous nethods of

- establishing and mai ntai ning data connections in wreless networks. [0009]

In a first aspect of the present invention, there is provided a nmethod of
establishing a data connection.on a wirel ess data network. The nethod
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the wircless data metwork, where the refusal of service message is selected from a list
including Retry Order, Release Order, Reorder Order and Intercept Order messages or
other failure events. In embodiments where the refusal of service message is an Intercept
message, the connection request can be automatically transmitted upon detection of a new
20  wireless data network. In another embodiment of the present invention, the back off timer
is initialized to a value based on a random seed, and is optionally restricted to a value
greater than or equal to any back off timer time calculated after a last established data
connection. In yet another embodiment of the present invention, initializing the back of
timer is based on a retry delay specified by the retry order, where the back off timer is
25  optonally initialized to a time greater than or equal to the retry delay. In another
embodiment, the connection request is an Origination Message in CDMA 2000 and
Activate PDP Context Request in GPRS.
{0010} In a second aspect of the present invention, there is provided a method of
automatically re-establishing a data connection on a wireless data network. The method

30 comprises the steps of determining a data connection status upon the expiry of a service




Activate PDP Context Request in GPRS. [0010] In a second aspect of the
present invention, there is provided a nethod of automatically
re-establishing a data connection on a wirel ess data network. The net hod
30 conprises the steps of determ ning a data connection status upon the
expiry of a service -3 check tiner; automatically transmtting a
connection request if the data connection is determned to be |ost; and
re-establishing the data connection if the transmtted connection request
is accepted by the wirel ess data network. In an enbodi mnent of the second
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device comprises a back off timer, a service check timer and a connection manager. The
20  back off timer is for timing 2 back off period. The service check timer is for timing a -
service check period. The connection manager is for determining that a data connection to
the wireless network is established at expiry of the service check timer, resetting the
service check timer upon its expiry if a connection is established, transmitting connection
requests to the wireless network upon initialisation, upon expiry of the back off timer and
25  upon determination that the established data connection has been lost, and for resetting the
back off timer in response to receipt of a connection rejection from the wireless network.
In an embodiment of the present invention, the wireless data network is a CDMAZ2000
network. In another embodiment of the present invention, the connection manager
includes means to reset the back off timer in response to the receipt of a Retry Order, such
30 that the back off timer is greater than, or equal to, a retry delay specified in the Retry

Order. In a further embodiment of the present invention, the connection manager includes



25 upon determ nation that the established data connection has been | ost,
and for resetting the back off timer in response to receipt of a
connection rejection fromthe wirel ess network. In an enbodi ment of the
present invention, the wireless data network is a CDVMA2000 network. In
anot her enbodi nent of the present invention, the connection nmanager

i ncl udes neans to reset the back off timer in response to the receipt of a
Retry Order, such 30 that the back off timer is greater than, or equal to,
a retry delay specified in the Retry Oder. In a further enbodi ment of the
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bl ock diagram of a nobile device in a wireless data environment; Fig. 2 is
a bl ock di agr angriereprsiRireIOR OICEHR DA INGESent invention; Fig. 3 is a
flowchart illustrating of a nmethod according to an enbodi nent of the
present inventilft3] 15 FiBmbbdinen@ of kevpedsent tinvehtdonstill abw rvg dascrieddhog wa§ of he
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mobi | e devices that rely upon being pushed data in redal tine, maintaining a
Fig. 3 is a flowchart illustrating of a method according to an embodiment of

the present invention;
15 Fig 4 is a flowchart illestrating a method of the present invention; and

Fig 5 is a flowchart illustrating 2 method of the present invention.

DETAILED DESCRIPTION

[0014] Generally, the present invention provides a method and system for
establishing and maintaining a data connection between a mobile device and wirele:ss data
.20 metwork. For mobile devices that rely upon being pushed data in real time, maintaining a
data connection to the wireless data network is an important design requirement. However,
it is generally undesirable for the metwork operator to allow data connections to be
permanently - maintained for all devices. Networks Iack both a simple method of
identifying devices that require always-on connections, ard a simple means to prioritize
25  device connections. Thus, networks are designed to indiscriminately disconnect mobile
devices under a number of circumstances to prevent or relieve congestion. As a result,
even if a mobile device is able to secure an initial data connection the data connection may

" be severed by the network at a future time. The present invention mitigates the problems



data connection to the wireless data network is an inportant design

requi rement. However, it is generally undesirable for the network operator
to all ow data connections to be permanently naintained for all devices.
Net wor ks | ack both a sinple nmethod of identifying devices that require

al ways-on connections, and a sinple neans to prioritize 25 device
connections. Thus, networks are designed to indiscrimnately di sconnect
nobi | e devices under a nunber of circunstances to prevent or relieve
congestion. As a result, even if a nobile device is able to secure an
initial data connection the data connection may be severed by the network
at a future ti Walg bi o) b dd . 5 of.the
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services. A nobif? &e gaebiledsvieno connects over a wireless link to a base
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(MSC) 106, whi CQDI@O[I&V@SC) 104, which in a preferred embodiment connects to a plurality of BTSs.
This allows mobile device 100 to move outside the range of BTS 102 and remain
connected to the wireless network so long as it is in the range of another BTS. BSC 104

20 connects mobile device 100 to the mobile switching center (MSC) 106, which allows
voice based telephony calis to be placed to public switched telephone network (PSTN) 108
or another wireless network (not shown). BSC 104 also connects mobile device 100 to
public switched data network (PSDN) 110. PSDN 110 allows data traffic from mobile
device 100 to be routed from the wireless network to another connected network, such as

25  Internet 112. Connected to Internet 112 is a data service 114, which is accessible to mobile
device 100. Upon negotiating a data connection, mobile device 100 is provided with an [P
address, and optionally a domain name. Mobile device 100 can then connect to data
service 114. Thus, to push real time data to mobile device 100, data service 114 simply
addresses data packets to the I address provided, and fransmits them through Internet 112

30  and the wireless network to mobile device 100,




voi ce based tel ephony calls to be placed to public switched tel ephone
network (PSTN) 108 or another w reless network (not shown). BSC 104 al so
connects nobile device 100 to public switched data network (PSDN) 110.
PSDN 110 allows data traffic fromnobile device 100 to be routed fromthe
wi rel ess network to another connected network, such as 25 Internet 112.
Connected to Internet 112 is a data service 114, which is accessible to
nobil e device 100. Upon negotiating a data connection, nobile device 100
i-s provided with an 1P address, and optionally a domain nane. Mbile
device 100 can then connect to data service 114. Thus, to push real tine
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rel eased. [00181 gnecti on Manager 156 determ nes the status of the
connecti on, escribed in relation to Figure 3, when a variety of
events occur. T[ﬂﬂtﬂ evenCenrestioh Udanagdr k561 @terbines tiikeftaas ef Gredempectiagaispt  of
a PPP Term nati O e r. )
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the connection at
events can also cause connection manager 156 to determine the status of the connection.

SCT 154 is used to ensure that connection manager 156 checks the connection at
20 minimum fixed intervals. Connection manager 156 can also reset SCT 154 when either
SCT 154 expires or upon receipt of data traffic. As described in below, upon determining
loss of connection, connection manager 156 issues a connection request message to the
network via antenna 148 and BTS 102. If the connection request message is rejected
connection manager 156 sets back off timer (BOT) 152, to a value preferably determined
-25 by a random seed. Upon expiry of BOT 152, connection manager 156 re-issues a
connection request in the form of an Origination Message.
[0019] Wireless networks are designed to handle congestion in a number of ways.
Typically, if a network is overly congested when a connection request message is
received, the connection is refused, no network resources are assigned, and a Reorder
30 - Order or a Release Order is issued to mobile device 100, The Reorder Order serves to

notify mobile device 100 that the network is busy and therefore cannot provide service. In



20 mninmum fixed intervals. Connection nmanager 156 can al so reset SCT 154
when either SCT 154 expires or upon receipt of data traffic. As described
in below, upon determning |oss of connection, connection manager 156

i ssues a connection request nessage to the network via antenna 148 and BTS
102. If the connection request nessage is rejected connection manager 156
sets back off timer (BOT) 152, to a value preferably determned 25 by a
random seed. Upon expiry of BOT 152, connection nanager 156 re-issues a
connection request in the formof an Oigination Message. [0019] Wreless
networ ks are designed to handl e congestion in a nunber .of ways. -Typi-cally,
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inmpractical to eerct that a user of_ an always-on device, such as nobile
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the data connection. Constant polling of the network is discouraged by carriers as it is counter-

productive and simply conswmnes bandwidth that could otherwise be allocated to active

data comnections. Continuous or periodic polling to determine the a‘vailability of a

20 connection increases network congestion, which is counterproductive to establishing a

connection, and decreases the effective battery life of the mobile device, which cannot

remain in a power saving mode when transmitting the polling packets or receiving the
replies to them.

{00213 Congestion in a wireless network can also result in the termination of

25  already established data connections. If the mobile device is connected, but not actively

using its channel, the network can reduce congestion by issuing a Release Order, which

causes the mobile device to release the resources allocated to it. Typically, upon receiving

a Release Order, mobile device 100 resets its assigned network resources to a default

value. In a presently preferred embodiment, mobile device 100 resets its IP address to

30  “0.0.0.0.0". These congestion management features, along with events such as the

mobile device entering a region of poor coverage and service option rejections due to -



connection. Constant polling of the network is discouraged by carriers as
it is counter- productive and sinply consunmes bandw dth that coul d

ot herwi se be allocated to active data connections. Continuous or periodic
polling to determine the availability of a 20 connection increases network
congestion, which is counterproductive to establishing a connection, and
decreases the effective battery life of the nobile device, which cannot
remain in a power saving node when transmtting the polling packets or
receiving the replies to them [00211 Congestion in a wireless netwrk can
also result in the termnation of 25 already established data connections.
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[0024] Mobile device 100 preferably generates a connection request message data
call when it detects CDMAZ2000 services. Figure 3 iflustrates a method of establishing a
connection according to the present invention. Mobile device 100 is powered on in step
20 116. As part of its start up routine, mobile device 100 issues a connection request to the
wireless network in step 118. In a presently preferred embodiment of the present
invention, the connection request is an Origination Message in CDMA2000 and Activate
PDP Context Request in GPRS. After transmitting the connection request in 118, mobile
device 100 typically receives the network response in step 120. In step 122, the response is
25  analysed to determine if the connection has been established, as is well knowa in the art.
When the connection is established in step 122, a service check timer (SCT) is started, and
upon its expiry in step 124, the IP address assigned to mobile device 100 is compared to
“0.0.0.0.0” to defermine if the commection still exists. In a presently preferred
embodiment, the service check timer is started after mobile device 100 enters an inactive
30 data mode. As is well understood in the art, mobile device 100 tesets its IP address to a

default value, “0.0.0.0.0” in this implementation, when a connection is no longer



into a power saving node in the tinme between connection request nessage
transm ssions 15 provides a reasonabl e chance of connection establishnent,
and prevents excess battery consunption. [0024] Mobile device 100
preferably generates a connection request nessage data call when it
detects CDVA2000 services. Figure 3 illustrates a nethod of establishing a
connection according to the present invention. Mbile device 100 is powered
on in step 20 116. As part of its start up routine, nobile device 100

i ssues a connection request to the wreless network in step 118. In a
presently preferred enbodi ment of the present invention, the connection
request is an Q. t kiNES qgm%g t t ext
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timer

further embodiment, the back off algorithm periodically increases the amount of time
between retries. Thus, mobile device 100 retries for a connection at fixed intervals that
20 increase at a predetermined rate. This is implemented to provide battery life savings.
Battery life is extended in most cases because when mobile device 100 cannot establish a
connection after a series of rapid requests, it is likely that either there is a network problem
or mobile device 100 has left an area with proper service. In either case, sending
connection requests spaced evenly apart does not statistically increase the chances of
25  establishing a comnection quickly. By increasing the time intervals between attempts,
mobile device 100 is able to wait in a power saving mode, which will extend battery life.
{0027] In a further embodiment, after being initialized in step 128, the backoff
timer is compared to the information provided in a Retry Order. If the Retry Order
specifies a minimum retry period, the back off timer is adjusted so that it is not less than
30  the retry period. This ensures that mobile device 100 does not attempt to re-establish a
' conmection untif after the retry period has expired. Alternately, the timer is always set to
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is started by calculating a back off time. If the back off timer is
"determned to have expired in step 130, the process returns to step 118.
[0026] In a presently preferred enbodi nent, the connection tiner is set in
128 wusing a back off algorithmprovided by a tiner initializer, preferably
one seeded wth a 15 random val ue. Randomy seeded back off tines allow a
plurality of nobile devices, that have all simultaneously been

di sconnected, to provide the network with spread out requests, to prevent
congestion due to an influx of connection request nessages. In a further
enbodi ment, the back off algorithm periodically increases the anount of

time between rglhineSanl IS ified Wik RebiPBIEE iK1 QR if Folhe adler B EOARGRLLON 21
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message, the BSC 104 typically specifies a retry delay inside the Retry Order. In this case,

the application layer of mobile device 100 calculates a back off timer as before, but

20  requires that the timer not be shorter than the retry delay. Retry orders in the CDMA2000

specification can also include information about other service options that are available. If

these alternative service options are supported, mobile device 100 can send a connection

request message with alternative service options during the retry delay. If any of the

connection regeust messages transmitted with alternate service options is successful, the

25  back off timer is preferably cancelled by the application layer. Otherwise mobile device

100 waits until the back off timer expires, and then transmits another Origination Message

with the original service option.

{0030] The network can also send a Retry Order with retry delay set to zero. This

is to indicate to & wireless data device that there is no retry delay. Such a Retry Order is

30  commonly used by carriers to ciear previously set retry delays. When a Retry Order with
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appropriate back off re-connect algorithmto set the back off tinmer. Wen
the back off timer expires, the application |ayer issues another
connection request nessage: |If re 10 connection fails, and anot her Reorder
Order i's received, another random back off period is applied. In a
presently preferred enbodi nent, a back off period is equal to or greater
than the previous back off period, so that the length of tinme between
retries is non-decreasing. Preferably, until the connection is established
a "No Data Service" indication is displayed on the user interface of
nobi | e device 100 so that the user knows that data service is not 15

avai | abl e. When raryCdm eﬁhdmk&c&%ﬁglalrﬁmweﬁ@bmé @ppﬂt?a\ﬁbtpﬁy&%li E&Fefm%fyab' y

i ndi cates the avail of data serV| ce to the user on the
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[0031] When nobile device powers up, S yp ca
initialized to congeqyon dpt i "‘" “RﬁbEW*leé S&B"vl‘Sdeeme@ afrgtgp hefdveonpector ﬁammléés

reset to this agcRSHe cotinetbPEREY induei6BUAerBlE cobrkodBh SrahQftr 1EQ0RME S a

Rel ease Order, Vl\f th PPP Term %l on_ Request .
e connection status i 168 if a Release Qrder, or other such message is received in 166.

In one embodiment of the present invention, upon receiving a Release Order in step 166,
20 the SCT 154 is reset to 0 to cause the connection check in step 168. Steps 126, 118 122,
128 and 130 are carried out as described in relation to Figure 3.
10033] Figure 5 illustrates an exemplary embodiment of the persistent attach
method of the present invention. Mobile device 100 is powered on in step 116, and a
connection request is issued in step 118. In a presently preferred embodiment, the
25  connection request is a Origination Message in CDMAZ2000 and Activate PDP Context
Request Message in GPRS. The network response is received in step 120, In step 122
mobile device 100 determines if a connection has been established. If it is determined that
a connection has been established in step 122, mobile device 100 proceeds to step 160,
which can be used as the starting point of the method of Figure 4. If a connection is not
30 established, BOT 156 is initialized in step 128, and upon its expiry in step 130, a

connection request is re-issued in step 118.
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When such a request is received, or when the service check tiner expires,
as in step 124, nobile device 100 examines its |IP address. If the IP
address is set to its default value, nobile device 100 starts data
connection request and PPP renegotiations, as described in step 118. If
along with the PPP term nation request, a Reorder Order or Retry Order is
10 transmtted, nobile device 100 will wait until the expiry of the
cal cul ated back off timer before returning to step 118. [0032] Figure 4
illustrates an exenplary enbodi nent of a nethod of the present invention.
Upon establishing a data connection in step 160, nobile device 100

initializes SClogdsy in ﬁr &Pubfder o Prcﬁéﬁrsapdeyosuhh%s reazﬁlh ohS&f LiimBliregClT 154

in step 162 is preceded by 15 the cessation smssions, as it is
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received in 366 waitd untibhbasdeodi BBy nefwolkl R fddd RSQEIng i RYRIREL0ARequedd Muring

receiving a Rel step 1 s .reset to

cause the conne??ssﬁen%i:%gé |n[ﬁe S 'pca“%snc’%gf& E‘%t '%"2’% 15 ii@i‘fﬁfemci%m'ﬁﬁd“ 130
are carried out indicatipesmr thi ddplan or éllrmgh @n apdio g me sRilled BOBSJartFvigueilp
st rar e an. SRt SO0 LRG0l (0% RUSKAKRN: ALAG e FELRRG.OT 11

present invention. Mbile device 1 powered on I n ste
connection requ@8t¥ regwerksyed in step 118 In a presently preferred

enbodi nent , 1phegd85)connepel muk roefqa%grm SeRritd] hvaok 1‘% ne{?%ﬁgﬁ) yddinGMA2000

and Activate PDP Cont ext Request ssage i n GPRS. response is
received in st efPU9¥Hs mappeg Mabily device 198 determinisy fhetit 1o longrs has hilateepupection,

connection has hse rstcﬁeszdabul d ﬁ’@ﬁﬁkly préfeirdd dnfboSiRbmIH BQIGteIinlilﬁéd bydhd RIREAILE ON has
160,

been established |nn§ %ge n@l | e devi ce 100?Fgr oceeds to step

whi ch can be us&d®h& ¢ S%t"érsfef’ pSPHE Bradins Aethid B F‘i“@‘Eﬁ‘@ T
connection i s nomn@@orelss adtltiesrheaiptaiB&ll If1ibG dbtemumitdlaah barektion issioedvailabe, and
upon its eXQS r ymbﬂlesée%pcn%(%?attg pté I(Ec? @cr:o]n%c té) ch tal :?etwrroerglmsgtgpeg#. Efnt?lé ep

118. -12 [0034] In a [ CUNBL ances, suc as' ro
unaut hori zed neapRstiRe is prserissfel, den/fhe prod@is eempleﬁtai hndathendetvipe wikitsefot thesxpirg at | on

challenge. In t§{6iC¥RRE ik Fimer in step 124. In a presently preferred embodiment, the service
check timer is only set after data activity has stopped, so step 124 is preferably preceded

by the cessation of data transmission. after data activity has stopped. If a connection is not

20  established, as determined in steps 120 and 122, the response from the network, received
in step 120, is examined. If the response from the network does not prescribe when a
reconnection attempt will be allowed, the back off timer is initialized to a value
determined based on the number of previous attempts to connect, and the network
conditions, as described in conjunction with step 128. When the back off timer expires in

25  step 130, a connection request is reissued and the process returns to step 118. If this
reissued connection request results in a connection then the process is completed, and the
device returns to step 124. If the connection is unsuccessful, the timer is reinitialized in

128 to either a recalculated value or a value provided by the network. This repetition of
setting the back off timer and requesting a connection is continued until the connection is

30  established, or the device is powered down,
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fail ed network authentication challenge, nobile device 100 receives an
Intercept Order. In a presently preferred enbodi nent, nobile device 100
does not set its back off timer, but 5 waits until it has detected a new
network before re-issuing a connection request. During this period of tine
the user can be notified that there is a | ack of service through an

i ndi cation on the display or through an audio cue. One skilled in the art
will readily appreciate that a nunber of techniques known in the art exist
for detecting the presence of a new network. 10 [0035] The back off

al gorithm descri bed above is preferably enployed in the follow ng manner.
Mobi | e device 1q0038gt er niltie prefdidble thit tRBOD RIS beltRYesd dAAUR VARBBLE plePBus aS
in step 124. I'n .2 raeé)ﬁlnély eorefﬁﬂre eng)(é)éji ment this is determned by the
verification of "k fPHALE e eveptthat aRyiry Sader specifies o foiry gefids the dqngerpghen 0. 0"
i ndi cat es t hat trétey pedohargohé nddndg genetated dauk offodnidr & edlas thé diné vied tebalegd M ned
that a connectiqg.js not available, 15 nobile device 100 attenpts to

connect to the wireless data network in step 118. If the connection is
successful , thed0®Ak pr odwmes sresantly prefoired ehodimrd: dffie ideeniioe thaaintes viloss atehe
expiry Of itS SRMbffecROtbialsbdihly bdtedt &0 r L% Rpefenr ed
-embodi nent, the service check i r%er%d%ies onrt%!’%ésefd g?ﬂg? @?‘%ﬁ%&té&%‘eﬁmhas
st opped, so st edne4romsthe requssis pad, sq haickagiers life)js ndialewioeatally affectsd. Huom

transm ssion. afkin@sdidé af BE pledént ifvenBsn, fk BRRQE: tirdel isFir FIRBCLI 97 vhige 20
established, as determned In Stﬁ s 120 and 122, the response fromthe
network, recei vEFO PN g REeases by Pxmigralipheagh subseapaneatiempt dhisds done with the

net wor k does!onotasspmptinrtiadif awheiactdn is ERMBAIR ffisetheddvRB R 1ikly if ariBesdbiinaned,

the back off tiner is.. initializ to a,valu det erm ned based on the

number of previ g%tg S%rﬁfeé %‘154 Eshc ﬁtge%aggﬁtgﬁﬁ“, Chﬁc%g??fed“ﬁéf%F Ran l&ﬁ’ﬁ?f"?ﬁdd’l‘i??“tas

descri bed i n confixere tifests. Inistfillysindgipatd@hat thh eser tanaudae ko dnhallyl it &x@ke €S i N

25 step 130, a ctio | S Tej £ r r rns to
RBBLC! | Ofind HAUEST:vdnfior bagus R 'S RLAEERT LEIIDS 1O

step 118. If this ‘reissued connectl onﬁre uest resu

the process is ébrib¥ae-es daiinepupgsdon drowi eatwork thyr mpetsistent eqtry 1@dhod fand He
connection i g URSUEAAHSHY bstatiiRd dadRbnrkedtioh By MetelndhibZ 8 b yi.her a
recal cul ated val ue or&; va? ue provided b;/) ?Fl';e net V\D%El T%fegéoragsgggiaﬂhgn of

setting the bacKR*RSPrOltd favicefherk Warrebhei vigalle baskmicimnes isedsbetwaen icrunsetionnt | |
the connection idries30ovedzt a! ihGbRel baErytITe wetBMit GRuiiSanRP Wl fifly M Btion 163

acquisition. Ome skilled in the art will readily appreciate that mobile device 100 will

 utilise the variable back-off timer, as described above, during its initialization in response

20 to a Release Order , an Intercept Order, a Reorder Order, a Retry Order, or in the event
that the network does not respond. In the event of receiving a Release Order with service
option rejection where the device does not support other types of data services, the device

holds off data origination until a new network is found. In the event of receiving a Release
Order with service option rejection, and the device does support other types of data

25  services, mobile device 100 will preferably attempt a connection with different service
options, possibly in addition to the standard retry. If the response to the connection
requesf. message is an Intercept Order, mobile device 100 preferably checks for a new
network at the expiry of the variable back-off timer, and only attempts a reconnection if 2

new network has been identified. In the event that no response is received from the

30 network, it is likely that mobile device 100 is out of service, and another connection

request message is transmitted when a network is detected. Additionally, one skilled in

S14.



[0036] It is preferable that the BOT value be no |l ess than the value of a
previous timer, and that in the event that a Retry Order specifies a retry
period, the longer of the retry period and the randomy generated back off
timer is used as the tinme until the next retry. 5 [0037] In a presently
preferred enbodi nent of the invention, the tinmer values are precal cul ated
to avoid sending requests at intervals so frequent that network congestion
arises fromthe requests and so that battery life is not detrinentally
affected. In one enbodinent of the present invention, the back off tiner
is first initialized to a value of 30 seconds, and increases by 30s

interval s at eacle suH eppratite t&it&l&ﬂpﬁabléﬂbﬂcﬁoﬂfﬁm&%&e%&s&ht‘iﬂ%nt%ﬁ pRaSRIEIERL | on
that if a conneq rgved(m%nealpeat ed| grF}ef sed.th eV| C |s lLikely in an area

without data service ey © ISEHRISER Q“F‘Brppﬁé‘t’@mé@“w ce
can be ext ended reguesh@uetwodddoensey thérespisy. orlatReblﬂerf(M'Béry Tﬂlﬁbtthé:i)r&@ﬁﬁﬁivchmt t he
user can attenpt,d,Q.ranual i ni S 8 r es

i nvention prOV| es gpﬁetho %m lé%@%ﬁw "“‘°t%Pe§¥§H¥$§£*H§ ﬁWﬂﬁys on
dat a connect ion PRTeaL We‘tmkﬂkle%w the pes tsit ypaecanmdctign memhaﬁvamdoﬁ priefedably

mai nt ai ni ng t he cRskAM &Q%&h@&h@d&&%ﬁ%ﬂeﬂﬁr mep'%%éﬂd‘% %d onaget i on
status at the expiry of a service check tiner e varl ack-6 timer
used bet ween coRFROGMWIBAL S$T8ES-| es provi des for increased battery life

Wi thout signifi omas) y defrmyivdee-&oRbEELHEMimEr: oamegkﬁnun%ﬁm utllﬁ d!é&et%?h' n

the art will readi Imergpr@gl%te t hat mpbi |l e device

vari abl e back-o wEpRs, dnpddisapipas apd, varigonst may e teiffasted: & then i n
response 20 1o aarﬁ%azllaeamaocﬁmdﬂrby thoﬁﬂoﬂs&ﬂlﬁﬁ&@@hu@x&@ﬁepaﬁmg%ﬁﬂﬁ’ésc@edﬁﬂw a
Retry Order, or. in.th %’lﬁ?\(‘%ﬂ‘s“ﬁﬁd&eew\t}&??ﬁn t wor k 0gS not respond. In the

event of receiving.a ease RAPRROCHET DN rej ection where the
devi ce does not support other types of data:services, the device holds off
data origination until a new network is found. In the event of receiving a
Rel ease Order with service option rejection, and the device does support
ot her types of data 25 services, nobile device 100 will preferably attenpt
a connection with different service options, possibly in addition to'the
standard retry. If the response to the connection request nessage is an
Intercept Order, nobile device 100 preferably checks for a new network at
the expiry of the variable back-off timer, and only attenpts a reconnection
if a new network has been identified. In the event that no response is
received fromthe
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30 network, it is likely that nobile device 100 is out of service, and
anot her connection request nessage is transmtted when a network is
detected. Additionally, one skilled in 14 the art will appreciate that the
vari abl e back off tinmer of the present invention provides an inproved
connection recovery fromthe receipt of a Rel ease Order with PPP
termnation request, a network dormancy tinmer expiry or a Reorder Oder.
Thus the present invention provides a nechanismto reduce the anmount of
time spent out of service. It will be 5 apparent to one skilled in the art
t hat upon reconnection nobile device 100 preferably checks with the
network to determ ne whether or not any events were m ssed during the
period w thout ggENd-ce. [0039] The above-described enbodi ments of the
present invention are intended to be exanples only. Alterations,

nodi fications and variations my be effected to the 10 particul ar

enbodi ments by 1.hose mdthdahk hutonaflcdlli -R&blisMihd D@k col@Pridhloh ARGkt he scope
of the invention rTié/ni ch.i sthdefi ned solely by the clains appended hereto.
215 Clainms: 1. “AYHECHBREE “e38 &t i cal Iy re-establishing a data connection
on a wirel es§ data detemmirde dapompedtion sigudupen bt epsy ofa servidetteckrinrr ng a dat a
connection stat : j i i - , the
servi ce check t??}e{)lrjtﬂﬁ%\r/v} %ghfgg%éréggﬁﬁ%f%\é%&%??g@%grf%t/ﬁggsh%n 5%%%%% ng the
data connecti off%i%matical ly transmitting a connection request if the
data connection is agl@hRicallyt@ekmditBndecoh@stion reysdt it the dBa Sahahddishi Nng the dat a
connection if t%? tra sgifteddconnecti on request is accepted by the

wirel ess data n&tWOPE ©2° “F#8net hod of claim 1, wherein the step of

det er mi ni ng19@he dat &-sehlvking ihe datstabadton if Be pametiectbanidytidniéduesaisi zi ng t he

servi ce check ti"g%&*d }%@Mclggdgam S Method of claim1l or claim2, wherein
the step of autonatically transmtting

2. The method of claim 1, wherein the step of determining the data connection status
is preceded by initializing the service check timer (154).

15
3. The method of claim 1 or claim 2, wherein the step of autormatically transmitting

the connection request is performed upon expiry of a back off timer (152).

4. The method of claim 3, wherein the back off timer (152) is initialized to a value

20  based on a retry delay specified by a received Release Order.

5 The method of any one of claims 1 to 4, wherein the step of determining the data

connection status comprises comparing assigned network resources to default values.
25 6. The method of claim 5, wherein the step of comparing comprises determining that
no data connection is established when an assigned Internet Protocol address is set to

0.0.0.0.0.

7. The method of any one of claims 1 to 6, further comprising a step of forcing
30  premature expiry of the service check timer (154) upon receipt of a Release Order.

8. The method of claim 7, wherein the Release Order is a Point-to-Point-Protocol

termination request.
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t he connection request is perfornmed upon expiry of a back off tinmer (152).
4. The nmethod of claim 3, wherein the back off tinmer (152) is initialized
to a value 20 based on a retry delay specified by a received Rel ease
Order. 5. The nethod of any one of clains 1 to 4, wherein the step of
determ ning the data connection status conprises conparing assi gned
network resources to default values. 25 6. The nethod of claim5, wherein
the step of conparing conprises determning that no data connection is
est abl i shed when an assigned Internet Protocol address is set to
0.0.0.0.0. 7. The nethod of any one of clains 1 to 6, further conprising a
step of forcing 30 premature expiry of the service check tinmer (154) upon
receipt of a Release Order. 8. The nethod of claim?7, wherein the Release
Order is a Poing-to- P0| nt-Protocol termnation request. -16- i 9. The

met hod of any ofie ofl %‘F%*‘?%’W‘ﬂ%e“Bma%mért%?ﬁ“leﬁé”ﬁ%ﬁﬁﬁ}?ﬁt@&quﬁsb‘a%st is an
Ori gi nati on MesesgeatiobMidageA nobi |l e device (100) for establishing and

mai ntai ning a data connection to a wreless data network, the nobile
device (100) having a back off timer (152) for timng a back off period,
and a servicé cHeck Atmabde dgvics 4P0)forestablishingpnd neimtaiting@ deth e@kecger bad; wher ei n
the nobile devi @@elésg-@a%ne%?k e nfoQREHLd (PHb) mgt%ckg%éﬁi?r(g%) f&%‘&{g@ ning a

data connection to the wireless 10 network 1sesta at expiry of the
servi ce check tPeptfpopigdhynd & sspvice eheel times gl Sthier Gaipy# evice chrsk Reriof r@l"re{ﬂlm)
upon its expir ythé holllc@evidrqgoioh s i s established, for transmtting

connection requests to the wir vvorku n initialisat] upon
51839 55 bl

expiry of the back BFf™°FfHE teﬁ‘BB‘ﬂg PR %Y %t he

est abl i shed1@at metveoinis egblighad iizspityeéthe $epdde,chak dmerf (0F4), rfaseettmgnge gehvireback of f
timer (152) in -Of r from 15 the
( ) Jh@&%@??si)% &Sﬁ%ﬁ ifQ coﬂle%ﬂ)ggk)eegtta#lgﬂﬁd th tﬁ%%xlu{ﬁg\%

wi rel ess network evi ce erein the
wirel ess data rROIRFEHIR rpggesss to @W%W%@kmﬂkmﬁahsamn upon expiry of the back off

timer (152) and upon determination that the established data connection has been lost, and
for resetting the back off timer (152) in response to receipt of a connection rej ection from

15  the wireless network.

11. The mobile device (100) of claim 10, wherein the wireless data network is a
CDMA2000 network.

20 12, The mobile device (100) of claim 10 or claim 11, wherein the connection manager
(156) comprises means to reset the back off timer (152) in response to the receipt of a
Retry Order, such that the back off timer (152) is greater than, or equal to, a retry delay
specified in the Retry Order.

25 13.  The mobile device (100) of any one of claims 10 to 12, wherein the connection
manager (156) further comprises an accumulator for tracking consecutive rejections of
service, and means to reset the back off timer (152) in accordance with the number of

consecutive rejections.
30 14.  The mobile device (100) of any one of claims 10 to 13, wherein the connection

manager (156} comprises means for causing premature expiry of the service check timer

(154) in response to the receipt of a Release Order.
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20 12. The nobile device (100) of claim 10 or claim1l, wherein the
connection manager (156) conprises neans to reset the back off tinmer (152)
in response to the receipt of a Retry Order, such that the back off tiner
(152) is greater than, or equal to, a retry delay specified in the Retry
Order. 25 13. The nobile device (100) of any one of clainms 10 to 12,
wherei n the connection manager (156) further conprises an accunul ator for
tracki ng consecutive rejections of service, and nmeans to reset the back
off timer (152) in accordance with the nunber of consecutive rejections.
30 14. The nobil e device (100) of any one of clainms 10 to 13, wherein the
connection nmanager (156) conprises neans for causing premature expiry of
t he service che ti i : inpL ease
Order. _17_ 15.g§ céﬁ%ﬁ?@%¥§%%g?§%%§§%3§%§nEg?%gﬁgvﬁgﬁg&go%%ﬁﬁﬁgﬁ%evice
(100) to est abl P&RBgAGat crapqTtion tp a Firelsss date Brmalo thespmpuer Arogfapdrdsd dat a

neéI wor K, n{) hg C Oggaiptighhg AvoRGite RapiRtbcium &Mﬁbﬂi e rdRBanPCoB ORI &@c&a@ﬁ;ﬂﬁblhe

medi um enbodyi n rogr.am code. nea xecut abl e pr.ocessor . of the,
mobi | e devi ce (%6% S"’?‘%ﬁ“i“ﬁg‘?ﬁe“ﬁ%‘ﬁ?@ﬁ‘ﬁ?‘ﬂf&ﬁ%%%g%‘?‘%fWé’“%? “%ils 1 5
to 9. 16. A dirwel%ess comunication system conprising at | east one nobile
device (100) according to any one of clains 10 to 14. -18

16. A wireless communication system comprising at least one mobile device (100)

according to any one of claims 10 to 14,
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