DATA PROCESSING METHOD AND RELATED APPARATUS

RELATED APPLICATION

[0001] This application claims priority to Chinese Patent Application No.
201910959838.6, entitled "DATA PROCESSING METHOD AND APPARATUS, SERVER,
AND STORAGE MEDIUM" filed with the Chinese Patent Office on October 10, 2019, which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of data processing, and more particularly, to a

data processing method and apparatus, a server, and a storage medium.

BACKGROUND

[0003] Data in a relational database is stored in the form of tuples, which may be
regarded as a table. Each row in the table (that is, each data record in the database) is a tuple, and

each column is an attribute.

[0004] Transaction processing is a technology for processing the data in the database.
When executing a transaction, a computer often needs to access one or more tuples. A concurrent
access control technology is to resolve the problem of conflicts that may be caused by
simultaneous access to the same tuple when the computer is executing a plurality of transactions
at the same time. For example, a tuple needs to be read for a transaction A. However, the tuple
needs to be modified for a transaction B at the same time, which may cause a conflict. In order to
solve the conflict, a common method is to stagger execution times of the transaction A and the

transaction B.

[0005] However, such a concurrent access control technology is prone to a conflict
misjudgment. As a result, a plurality of concurrent transactions that are misjudged as conflicts
need to be staggered in execution times and cannot be executed at the same time, which leads to
low concurrency of executing the transactions. Therefore, such data processing method based on

the concurrent access control technology is inefficient.



SUMMARY

[0006] Embodiments of this application provide a data processing method and apparatus,

a server, and a storage medium, to improve data processing efficiency.

[0007] In a first aspect, the embodiments of this application provide a data processing

method, including:

[0008] obtaining an operation instruction, the operation instruction including operation
type information and to-be-operated data unit information corresponding to a to-be-operated data
unit;

[0009] querying a target data group in a data group set according to the to-be-operated
data unit information, the data group set including at least one data group, the data group

including at least one data unit;
[0010] obtaining locked-state information of the target data group;

[0011] performing locking detection on the to-be-operated data unit based on the locked-

state information and the operation type information to obtain a detection result;

[0012] performing locking processing on the to-be-operated data unit based on the

detection result; and

[0013] executing the operation instruction after the locking processing is performed, to
perform an operation corresponding to the operation type information on the to-be-operated data

unit.

[0014] In some embodiments, the operation type information includes a first operation
type and a second operation type, the locking detection includes first locking detection and
second locking detection, and the detection result includes a first locking detection result and a

second locking detection result;

[0015] the performing locking detection on the to-be-operated data unit based on the

locked-state information and the operation type information to obtain a detection result includes:

[0016] performing the first locking detection on the to-be-operated data unit based on the
locked-state information in response to determining that the operation type information is the

first operation type, to obtain the first locking detection result; or



[0017] performing the second locking detection on the to-be-operated data unit based on
the locked-state information in response to determining that the operation type information is the

second operation type, to obtain the second locking detection result; and

[0018] the locking processing includes first locking processing and second locking
processing, and the performing locking processing on the to-be-operated data unit based on the
detection result includes:

[0019] performing the first locking processing on the to-be-operated data unit based on

the first locking detection result;

[0020] or performing the second locking processing on the to-be-operated data unit based
on the second locking detection result.

[0021] In some embodiments, the locked-state information includes data locks of data

units in the target data group, and the data locks include a first data lock and a second data lock;

[0022] the performing the first locking detection on the to-be-operated data unit based on
the locked-state information to obtain the first locking detection result includes:

[0023] determining all data locks corresponding to the to-be-operated data unit based on

the locked-state information; and

[0024] obtaining the first locking detection result in response to determining that all the
data locks include neither a first data lock nor a second data lock; and

[0025] the performing the first locking processing on the to-be-operated data unit based

on the first locking detection result includes:

[0026] adding, for the to-be-operated data unit, a first data lock of the operation
instruction to the locked-state information based on the first locking detection result.

[0027] In some embodiments, the locked-state information includes data locks of data

units in the target data group, and the data locks include a first data lock and a second data lock;

[0028] the performing the second locking detection on the to-be-operated data unit based

on the locked-state information to obtain the second locking detection result includes:

[0029] determining all data locks corresponding to the to-be-operated data unit based on

the locked-state information of the target data group; and

[0030] obtaining the second locking detection result in response to determining that the
data locks corresponding to the to-be-operated data unit include only a second data lock; or
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[0031] obtaining the second locking detection result in response to determining that the
data locks corresponding to the to-be-operated data unit include neither a first data lock nor a

second data lock; and

[0032] the performing the second locking processing on the to-be-operated data unit

based on the second locking detection result includes:

[0033] adding, for the to-be-operated data unit, a second data lock of the operation

instruction to the locked-state information based on the second locking detection result.

[0034] In some embodiments, before the obtaining an operation instruction, the method

further includes:
[0035] obtaining a preset value range, and historical operation information of data units;

[0036] counting quantities of times of historical operations of the data units based on the

historical operation information; and

[0037] grouping the data units based on the quantities of times of historical operations
and the preset value range to obtain the data group set.

[0038] In some embodiments, the data group set includes one first data group and a

plurality of second data groups; and

[0039] the grouping the data units based on the quantities of times of historical
operations and the preset value range to obtain the data group set includes:

[0040] respectively calculating historical operation probabilities of the data units based

on the quantities of times of historical operations;
[0041] generating the one first data group; and

[0042] adding a data unit to the first data group in response to determining that a

historical operation probability of the data unit does not belong to the preset value range; or

[0043] generating a second data group corresponding to a data unit in response to
determining that a historical operation probability of the data unit belongs to the preset value

range, and adding the data unit to the second data group corresponding to the data unit.
[0044] In some embodiments, the data unit includes a plurality of data subunits; and

[0045] the generating a second data group corresponding to the data unit, and the adding

the data unit to the second data group corresponding to the data unit include:



[0046] generating the second data group corresponding to the data unit; and

[0047] adding the plurality of data subunits to the second data group corresponding to the
data unit.
[0048] In some embodiments, before the querying a target data group in a data group set

according to the to-be-operated data unit information, the method further includes:
[0049] obtaining a grouping update instruction; and

[0050] regrouping, in response to determining that an instruction type of the grouping
update instruction is a user grouping type, data units in the data group set by adopting the

grouping update instruction; or

[0051] automatically regrouping data units in the data group set in response to

determining that an instruction type of the grouping update instruction is an automatic grouping

type.

[0052] In some embodiments, the automatically regrouping data units in the data group
set includes:

[0053] obtaining a preset value range, and historical operation information of the data
units;

[0054] counting quantities of times of historical operations of the data units in the data

group set based on the historical operation information; and

[0055] grouping the data units based on the quantities of times of historical operations

and the preset value range to obtain a data group set after automatic regrouping.

[0056] In some embodiments, the grouping update instruction includes a grouping

quantity; and

[0057] the regrouping data units in the data group set by adopting the grouping update

instruction includes:

[0058] equally dividing the data units in the data group set into the grouping quantity of

data groups to obtain a data group set after grouping.

[0059] In some embodiments, after the executing the operation instruction to perform an
operation corresponding to the operation type information on the to-be-operated data unit, the

method further includes:



[0060] obtaining historical operation information of the data unit; and

[0061] updating the historical operation information of the data unit based on the

operation instruction.

[0062] In some embodiments, the locked-state information includes data locks of data

units in the target data group; and

[0063] after the executing the operation instruction to perform an operation
corresponding to the operation type information on the to-be-operated data unit, the method

further includes:

[0064] deleting, for the to-be-operated data unit, a data lock corresponding to the
operation instruction from the locked-state information of the target data group.

[0065] In a second aspect, the embodiments of this application further provide a data

processing apparatus, including:

[0066] an obtaining unit, configured to obtain an operation instruction, the operation
instruction including operation type information and to-be-operated data unit information

corresponding to a to-be-operated data unit;

[0067] a query unit, configured to query a target data group in a data group set according
to the to-be-operated data unit information, the data group set including at least one data group,
the data group including at least one data unit;

[0068] a data lock unit, configured to obtain locked-state information of the target data
group;
[0069] a detection unit, configured to perform locking detection on the to-be-operated

data unit based on the locked-state information and the operation type information to obtain a

detection result;

[0070] a locking unit, configured to perform locking processing on the to-be-operated

data unit based on the detection result; and

[0071] an execution unit, configured to execute the operation instruction after the locking
processing is performed, to perform an operation corresponding to the operation type

information on the to-be-operated data unit.

[0072] In a third aspect, the embodiments of this application further provide a computer-

readable storage medium, storing a plurality of instructions, the instructions being configured to
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be loaded by a processor, to perform the operations in any one of the data processing methods

according to the embodiments of this application.

[0073] In a fourth aspect, the embodiments of this application further provide a server,
including a memory and a processor, the memory storing a plurality of instructions, the
processor loading the instructions in the memory to perform the operations in any one of the data

processing methods according to the embodiments of this application.

[0074] In a fifth aspect, the embodiments of this application further provide a computer
program product, the computer program product, when executed, being configured to perform
the operations in any one of the data processing methods according to the embodiments of this

application.

[0075] In the embodiments of this application, an operation instruction may be obtained,
and the operation instruction may include operation type information and to-be-operated data
unit information corresponding to a to-be-operated data unit; a target data group in a data group
set may be queried according to the to-be-operated data unit information, the data group set may
include at least one data group, and the data group may include at least one data unit; locked-
state information of the target data group is obtained; locking detection is performed on the to-
be-operated data unit based on the locked-state information and the operation type information to
obtain a detection result; locking processing is performed on the to-be-operated data unit based
on the detection result; and the operation instruction is executed after the locking processing is
performed, to perform an operation corresponding to the operation type information on the to-be-

operated data unit.

[0076] In this application, corresponding locking processing may be performed on the to-
be-operated data unit according to the target data group to which the to-be-operated data unit
belongs, so as to execute the operation instruction. Therefore, an amount of calculation during
the obtaining of the locked-state information and the locking processing can be reduced in this

application, thereby improving data processing efficiency while ensuring security.

BRIEF DESCRIPTION OF THE DRAWINGS

[0077] To describe the technical solutions in the embodiments of this application more
clearly, the following briefly describes accompanying drawings required for describing the

embodiments. The accompanying drawings in the following description show merely some



embodiments of this application, and a person skilled in the art may still derive other drawings
from these accompanying drawings without creative efforts.

[0078] FIG. 1ais a schematic diagram of an implementation scenario of a data

processing method according to an embodiment of this application.

[0079] FIG. 1b is a first schematic flowchart of a data processing method according to an
embodiment of this application.

[0080] FIG. 1c is a schematic structural diagram of data group in a data processing

method according to an embodiment of this application.

[0081] FIG. 1d is a schematic diagram of locked-state information of a data processing
method according to an embodiment of this application.

[0082] FIG. 2a is a second schematic flowchart of a data processing method according to

an embodiment of this application.

[0083] FIG. 2b is a schematic diagram of specific locked-state information of a data
processing method according to an embodiment of this application.

[0084] FIG. 2c is a schematic architectural diagram of a distributed data server in a data

processing method according to an embodiment of this application.

[0085] FIG. 3 is a schematic structural diagram of a data processing apparatus according
to an embodiment of this application.

[0086] FIG. 4 is a schematic structural diagram of an electronic device according to an

embodiment of this application.

DETAILED DESCRIPTION

[0087] The technical solutions in the embodiments of this application are clearly and
completely described in the following with reference to the accompanying drawings in the
embodiments of this application. The described embodiments are merely some rather than all of
the embodiments of this application. All other embodiments obtained by a person skilled in the
art based on the embodiments of this application without creative efforts shall fall within the
protection scope of this application.

[0088] Table 1 is a user data table as follows:



Table 1

User number User name User age User belonging group
Tuple A 0001 Alan 18 Student
Tuple B 0002 Bryan 26 Lawyer
[0089] The table includes a tuple A and a tuple B. Each tuple includes data of four

attributes of a user, respectively a user number, a user name, a user age, and a user belonging
group.

[0090] When executing a transaction, a computer often needs to access one or more
tuples. There are many ways to access, including a first-type access, a second-type access, and
the like. For example, the first-type access may refer to reading data, and the second-type access
may represent writing data. In another example, the first-type access may refer to writing data,

the second-type access may represent reading data, and the like.

[0091] In the related art, to prevent a conflict, a transaction needs to add data locks to
tuples before accessing the tuples, and release the data locks for the tuples after access is
performed, so that another transaction cannot access the locked tuples until the tuples are
unlocked, thereby avoiding incorrect data processing, which results in low data processing

efficiency.

[0092] For example, referring to a transaction A and a transaction B in Table 2, the

transaction A and the transaction B may perform an operation on the user data table.

Table 2
Moment Transaction A Transaction B
tl Lock a tuple A
t2 Read a user name of the tuple A
t3 Detect a data lock on the tuple A
t4
t5
t6 Lock a tuple B




7 Write in a user belonging group of the
tuple B
t8 Submit a transaction
t9 Unlock
t10 Lock a tuple A
11 Write in a user belonging group of the
tuple A
t12 Lock a tuple B
t13 Read a user name of the tuple B
t14 Submit a transaction
t15 Unlock
[0093] It can be learned that, the transaction A starts execution first. Before executing

reading of the user name of the tuple A, the transaction A needs to lock the tuple A first. After
the transaction A locks successfully and performs the reading, the transaction B starts execution.
Because the transaction B needs to wait for no data lock on the tuple A and then write in the user
belonging group of the tuple A, the transaction B needs to wait until a moment t10 to lock the
tuple A.

[0094] However, it can be learned that there is no conflict between reading the user name
of the tuple A by the transaction A and writing in the user belonging group of the tuple A by the
transaction B. However, a current conflict detection mechanism still misjudges this situation as a

conflict.

[0095] The embodiments of this application provide a data processing method and a

related apparatus, to solve a conflict misjudgment, thereby improving data processing efficiency

[0096] The data processing apparatus may be integrated into an electronic device. The
electronic device may be a device such as a terminal or a server. The terminal may be a device
such as a mobile phone, a tablet computer, an intelligent Bluetooth device, a notebook computer,
or a personal computer (PC). The server may be a single server or a server cluster that includes a

plurality of servers.
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[0097] In some embodiments, the data processing apparatus may be alternatively
integrated into a plurality of electronic devices. For example, the data processing apparatus may
be integrated into a plurality of servers, and the data processing method of this application is

implemented by the plurality of servers.

[0098] Referring to FIG. 1a, the electronic device may be integrated into a server. The
server may obtain an operation instruction, the operation instruction including operation type
information and to-be-operated data unit information corresponding to a to-be-operated data unit;
query a target data group in a data group set according to the to-be-operated data unit
information, the data group set including at least one data group, the data group including at least
one data unit; obtain locked-state information of the target data group; perform locking detection
on the to-be-operated data unit based on the locked-state information and the operation type
information to obtain a detection result; perform locking processing on the to-be-operated data
unit based on the detection result; and execute the operation instruction after the locking
processing is performed, to perform an operation corresponding to the operation type

information on the to-be-operated data unit.

[0099] Therefore, through the solution, it can be determined, according to the locked-
state information of the target data group corresponding to the to-be-operated data unit, whether
locking can be performed and the operation instruction can be executed, so as to perform the
operation corresponding to the operation type information on the to-be-operated data unit.
Through the solution, a conflict can be judged more accurately, thereby solving the problem of

low data processing efficiency caused by the foregoing conflict misjudgment.

[0100] Detailed descriptions are separately provided below. The sequence numbers of the

following embodiments are not intended to limit preference orders of the embodiments.

[0101] In this embodiment, a data processing method is provided. As shown in FIG. 1b, a

specific process of the data processing method may be as follows.

[0102] 101: Obtain an operation instruction, the operation instruction including operation
type information and to-be-operated data unit information corresponding to a to-be-operated data

unit.

[0103] The operation instruction may be an operation instruction for data in a database,
and may include the operation type information of the operation instruction, and the to-be-
operated data unit information corresponding to the to-be-operated data unit that is to be operated

by the operation instruction.
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[0104] In a possible implementation, the operation instruction may be obtained from a
network server by using a network, or may be generated regularly by an electronic device
integrated with a data processing apparatus, or may be obtained in a manner in which a
technician operates the electronic device and the data processing apparatus obtains an operation

instruction generated by the electronic device, and so on.

[0105] For example, in some embodiments, the data processing apparatus may obtain an
operation instruction transmitted by a technician. In a database update scenario, the technician
may import an update file into a database server. During a process of importing the update file,
the database server may generate a plurality of operation instructions according to the update file
and update operations of the technician.

[0106] A specific data operation method may be recorded in the operation type
information, for example, reading data, deleting data, updating data, modifying data, writing in

data, and so on.

[0107] A data unit operated by the operation instruction may be recorded in the to-be-
operated data unit information. The data unit is formed by data particles that store data
information in the database. Granularity may be used for describing a refinement degree of the
data particles stored in the database. A finer granularity of the data particles in the database
indicates a higher refinement degree of the database, and a coarser granularity of the data

particles in the database indicates a lower refinement degree of the database.

[0108] A data particle is a minimum unit that used for storing the data information in the
database.
[0109] For example, referring to Table 1, there are eight data particles in Table 1, which

respectively are 0001 (a user number of the tuple A), Alan (a user name of the tuple A), 18 (a
user age of the tuple A), and student (a user belonging group of the tuple A), and 0002 (a user
number of the tuple B), Bryan (a user name of the tuple B), 26 (a user age of the tuple B), and
lawyer (a user belonging group of the tuple B).

[0110] The data unit may be formed by one or more data particles. For example, Table 1
may include two data units, namely, the tuple A and the tuple B. One data unit (that is, the tuple
A) has four data particles, which respectively are 0001, Alan, 18, and student, and the other data
unit (that is, the tuple B) has four data particles, which respectively are 0002, Bryan, 26, and

lawyer.
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[0111] In another example, Table 1 may include four data units, which respectively are a
user number, a user name, a user age, and a user belonging group (lawyer). One data unit (that is,
the user number) has two data particles, respectively 0001 and 0002, another data unit (that is,
the user name) has two data particles, respectively Alan and Bryan, and still another data unit
(that is, the user age) has two data particles, respectively 18 and 26, and the last data unit (that is,

the user belonging group) has two data particles, respectively student and lawyer.

[0112] Currently, the data unit in the database is a tuple formed by a plurality of data
particles. A tuple is a row of data in a structure of a data table stored in the database. For
example, referring to Table 1, when the database stores a data table shown in Table 1, the tuple
refers to each row in Table 1. That is, Table 1 includes two tuples, respectively the tuple A and
the tuple B. The tuple A is formed by four data particles, which may be expressed as tuple A
(0001, Alan, 18, student). The tuple B is formed by four data particles, which may be expressed
as tuple B (0002, Bryan, 26, lawyer).

[0113] In the solution, a manner in which the data unit is formed by data particles may be
determined according to initial settings of the database, or may be modified according to settings
of the database by a technician. That is, a granularity of the data unit is modified to be smaller

than a granularity of the tuple.

[0114] A data group set may include one or more data groups, and each of the data
groups may include one or more data units. For example, assuming that Table 1 is a data group
set. There is only one data group in the data group set. The data group is a tuple A and a tuple B.
The data group may have eight data units, respectively a user number of the tuple A, a user name
of the tuple A, a user age of the tuple A, a user belonging group of the tuple A, a user number of
the tuple B, a user name of the tuple B, a user age of the tuple B, and a user belonging group of
the tuple B.

[0115] In some embodiments, the data units may be automatically allocated to the data
group in advance, so that the data units are reasonably allocated, thereby further reducing a
conflict misjudgment probability. After step 101, the method may include the following steps:

[0116] obtaining a preset value range, and historical operation information of data units;

[0117] counting quantities of times of historical operations of the data units based on the

historical operation information; and
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[0118] grouping the data units based on the quantities of times of historical operations
and the preset value range to obtain a data group set.

[0119] The preset value range may be set by a person skilled in the art, or may be
obtained by using a network, or may be obtained according to a misjudgment probability

calculated before, and so on.

[0120] The historical operation information of the data unit refers to operation
instructions recorded in a historical time. That is, operation type information of the to-be-
operated data unit in the historical time is recorded. A quantity of times that each data unit has
been operated from the historical moment to a present moment, that is, a quantity of times of
historical operations, can be counted based on the historical operation information.

[0121] In some embodiments, the data group set may include one first data group and a
plurality of second data groups. The step of grouping the data units based on the quantities of
times of historical operations and the preset value range to obtain a data group set may include
the following steps:

[0122] respectively calculating historical operation probabilities of the data units based

on the quantities of times of historical operations;
[0123] generating the one first data group; and

[0124] adding a data unit to the first data group when a historical operation probability of

the data unit does not belong to the preset value range; or

[0125] generating a second data group corresponding to a data unit when a historical
operation probability of the data unit belongs to the preset value range, and adding the data unit
to the second data group corresponding to the data unit.

[0126] For example, data units with high historical operation probabilities may be
considered as that conflicts are more likely to be caused when a computer processes such data
units. Therefore, such data units that are more likely to cause conflicts are divided into one
group, and data units that are less likely to cause conflicts are divided into one group, which can
effectively reduce a conflict misjudgment rate, and at the same time reduce an amount of

calculation, especially when there are too many data units.

[0127] In some embodiments, in order to minimize a quantity of data groups to reduce

memory consumption, the data unit may include a plurality of data subunits. The steps of
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generating a second data group corresponding to the data unit, and the adding the data unit to the
second data group corresponding to the data unit may include the following specific steps:

[0128] generating the second data group corresponding to the data unit; and

[0129] adding the plurality of data subunits to the second data group corresponding to the
data unit.

[0130] A manner of generating the second data group is: a historical operation

probability of each second data group is equal to a sum of historical operation probabilities of all
data units in the second data group, while the historical operation probability of the each second

data group belongs to the preset value range.

[0131] For example, refer to the following formula:

i=n

P(second data group) = Z P(data unit i|second data group)

i=1
[0132] where n is a quantity of data units in the second data group.
[0133] Step 102: Query a target data group in a data group set according to the to-be-
operated data unit information.
[0134] Referring to FIG. 1c, the data group set may include a plurality of data groups,

and each of the data groups may include a plurality of data units.

[0135] The target data group corresponding to the to-be-operated data unit may be

queried in the data group set according to the to-be-operated data unit information.

[0136] For example, the target data group corresponding to the to-be-operated data unit
may be queried, according to the to-be-operated data unit information, in the data group set
shown in FIG. 1c. For example, if a data unit c is used as the to-be-operated data unit according

to the to-be-operated data unit information, a data group 2 may be determined as the target data
group.

[0137] In some embodiments, in the solution, the data group set may be automatically
updated frequently, so that a conflict can be determined more accurately. Therefore, the method
may further include the following steps each time before step 102, to prevent an omission of

conflicts:

[0138] obtaining a grouping update instruction; and
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[0139] regrouping, when an instruction type of the grouping update instruction is a user
grouping type, data units in the data group set by adopting the grouping update instruction; or

[0140] automatically regrouping data units in the data group set when an instruction type

of the grouping update instruction is an automatic grouping type.

[0141] The grouping update instruction may be an instruction used for updating the data
group set. The grouping update instruction may be set and transmitted by a user, or may be

generated periodically by the grouping update instruction, or may be obtained from a network.

[0142] The grouping update instruction may have a plurality of types. For example, the
grouping update instruction may be a user grouping type or an automatic grouping type. In some
embodiments, the grouping update instruction may alternatively be a mixed grouping type.

[0143] A grouping update instruction of the user grouping type refers to that the grouping
update instruction is a grouping update instruction issued by a user. A grouping update
instruction of the automatic grouping type refers to that the grouping update instruction is a
grouping update instruction automatically generated by a computer.

[0144] In some embodiments, the step of automatically regrouping data units in the data

group set may include the following steps:

[0145] obtaining a preset value range, and historical operation information of the data
units;
[0146] counting quantities of times of historical operations of the data units in the data

group set based on the historical operation information; and

[0147] grouping the data units based on the quantities of times of historical operations

and the preset value range to obtain a data group set after automatic regrouping.

[0148] In some embodiments, the grouping update instruction may include a grouping
quantity, and the step of regrouping data units in the data group set by adopting the grouping

update instruction may include the following steps:

[0149] equally dividing the data units in the data group set into the grouping quantity of

data groups to obtain a data group set after grouping.

[0150] The grouping update instruction of the user grouping type may include a grouping
quantity set by the user.
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[0151] For example, if the user sets a grouping quantity to 5, assuming that there are 100
data units in total, the 100 data units are divided into five groups, and each group includes 20

data units.

[0152] In some embodiments, to improve the accuracy of conflict detection and reduce
the operation difficulty of the user, a grouping update instruction of a mixed grouping type may
be further provided. A specific mixed grouping manner is a mixture of the user grouping manner

and the computer automatic grouping manner.

[0153] For example, a grouping update instruction of the user grouping type may be
obtained. The data units are grouped in advance according to the grouping update instruction of
the user grouping type, and the data grouped by a user in advance is further automatically

grouped in a subsequent data processing scenario.
[0154] 103: Obtain locked-state information of the target data group.

[0155] The locked-state information refers to state information of data locks of all the
data units in the data group. The data lock is a virtual concept used for representing a locked

state of the data unit or the data group.

[0156] The state information of the data lock may indicate a type of the data lock. The
data locks may include a plurality of types. For example, data locks may include a read-lock
(shared lock) type of data lock and a write-lock (exclusive lock) type of data lock.

[0157] The locked-state information may be expressed by identifiers, texts, symbols, or
the like. For example, O represents no data lock, 1 represents a read-lock type of data lock, and 2

represents a write-lock type of data lock.

[0158] For example, in some embodiments, the data locks may be classified into first
data locks and second data locks. Referring to FIG. 1d, a data group A may have a mapping
relationship with locked-state information A, and a data group B may have a mapping

relationship with locked-state information B.

[0159] The locked-state information A has state information of data locks of data units in
the data group A, for example, a first data lock added by a transaction A to a data unit x in the
data group A, and a second data lock added by a transaction B to a data unit y in the data group
A

[0160] 104: Perform locking detection on the to-be-operated data unit based on the

locked-state information and the operation type information to obtain a detection result.
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[0161] The operation type information may include a first operation type and a second
operation type. The locking detection may include first locking detection and second locking
detection. The detection result may include a first locking detection result and a second locking

detection result.
[0162] Step 104 may include the following steps.

[0163] The performing locking detection on the to-be-operated data unit based on the

locked-state information and the operation type information to obtain a detection result includes:

[0164] performing the first locking detection on the to-be-operated data unit based on the
locked-state information when the operation type information is the first operation type, to obtain
the first locking detection result; or

[0165] performing the second locking detection on the to-be-operated data unit based on
the locked-state information when the operation type information is the second operation type, to

obtain the second locking detection result.

[0166] The data locks may include the first data lock and the second data lock. The step
of performing the first locking detection on the to-be-operated data unit based on the locked-state

information to obtain the first locking detection result may include the following steps:

[0167] determining all data locks corresponding to the to-be-operated data unit based on
the locked-state information of the target data group; and

[0168] obtaining the first locking detection result when all the data locks include neither

a first data lock nor a second data lock.

[0169] The step of performing the second locking detection on the to-be-operated data
unit based on the locked-state information to obtain the second locking detection result may

include the following steps:

[0170] determining all data locks corresponding to the to-be-operated data unit based on

the locked-state information of the target data group; and

[0171] obtaining the second locking detection result when all the data locks include only
a second data lock; or

[0172] obtaining the second locking detection result when all the data locks include

neither a first data lock nor a second data lock.
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[0173] 105: Perform locking processing on the to-be-operated data unit based on the

detection result.

[0174] The locking processing may include first locking processing and second locking

processing. Step 105 may include the following steps:

[0175] performing the first locking processing on the to-be-operated data unit based on

the first locking detection result;

[0176] or performing the second locking processing on the to-be-operated data unit based

on the second locking detection result.

[0177] The step of performing the first locking processing on the to-be-operated data unit

based on the first locking detection result may include the following step:

[0178] adding, for the to-be-operated data unit, a first data lock of the operation
instruction to the locked-state information of the target data group based on the first locking

detection result.

[0179] The step of performing the second locking processing on the to-be-operated data

unit based on the second locking detection result may include the following step:

[0180] adding, for the to-be-operated data unit, a second data lock of the operation
instruction to the locked-state information of the target data group based on the second locking

detection result.

[0181] The data locks may include a plurality of types. For example, the data locks may
include a read lock (shared lock) and a write lock (exclusive lock). The write lock may be
referred to as a first data lock, and the read lock may be referred to as a second data lock. A

relationship between the two types of locks may be as follows:

[0182] Read locks of the to-be-operated data unit may coexist, a read lock and a write
lock of the to-be-operated data unit are mutually exclusive, and write locks of the to-be-operated

data unit are mutually exclusive.

[0183] For example, when a data unit Q is to be processed by a transaction A
corresponding to an operation instruction A, assuming that the data unit Q already has a read
lock of the transaction A, a transaction B may add a read lock of the transaction B to the data
unit Q, but cannot add a write lock of the transaction B to the data unit Q. Assuming that the data
unit Q already has a write lock of the transaction A, the transaction B can add neither a read lock
of the transaction B to the data unit Q nor a write lock of the transaction B to the data unit Q.
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[0184] In some embodiments, in order to further distinguish between read and write
operations to improve the accuracy of conflict detection, the operation type information may
include a first operation type and a second operation type, and the lock processing includes first

locking processing and second locking processing. Step 104 may include the following steps:

[0185] performing the first locking processing on the to-be-operated data unit based on
the locked-state information when the operation type information is the first operation type; or

[0186] performing the second locking processing on the to-be-operated data unit based

on the locked-state information when the operation type information is the second operation
type.

[0187] For example, the first operation type may be a write type, the second operation

type may be a read type, and so on.

[0188] For example, the first locking processing may refer to add a write lock to the to-
be-operated data unit, and the second locking processing may refer to add a read lock to the to-

be-operated data unit, and so on.

[0189] The to-be-operated data unit may have transaction locks added by a plurality of
transactions. In some embodiments, the locked-state information may include data locks of data
units in the target data group, and the data locks may include a first data lock and a second data
lock. The step of performing the first locking processing on the to-be-operated data unit based on

the locked-state information may include the following steps:

[0190] determining all data locks corresponding to the to-be-operated data unit based on

the locked-state information of the target data group; and

[0191] adding a first data lock of the operation instruction to the locked-state information
of the target data group for the to-be-operated data unit when all the data locks include neither a

first data lock nor a second data lock.

[0192] The to-be-operated data unit may have transaction locks added by a plurality of
transactions. In some embodiments, the locked-state information may include data locks of data
units in the target data group, and the data locks may include a first data lock and a second data
lock. The step of performing the second locking processing on the to-be-operated data unit based

on the locked-state information may include the following steps:

[0193] determining all data locks corresponding to the to-be-operated data unit based on

the locked-state information of the target data group; and
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[0194] adding a second data lock of the operation instruction to the locked-state
information of the target data group for the to-be-operated data unit when all the data locks

include only a second data lock; or

[0195] adding a second data lock of the operation instruction to the locked-state
information of the target data group for the to-be-operated data unit when the data locks
corresponding to the to-be-operated data unit include neither a first data lock nor a second data

lock.

[0196] 106: Execute the operation instruction after the locking processing is performed,
to perform an operation corresponding to the operation type information on the to-be-operated
data unit.

[0197] The operation instruction can only be performed after the locking processing is
performed, so as to perform the operation corresponding to the operation type information on the

to-be-operated data unit.

[0198] When the locking fails, whether there is still a conflict needs to be re-detected, so
as to wait for another transaction to unlock, until the conflict disappears. After the locking is
performed, the operation instruction is executed to perform the operation corresponding to the

operation type information on the to-be-operated data unit.

[0199] In some embodiments, after every time an operation instruction is executed to
perform the operation corresponding to the operation type information on the to-be-operated data
unit, the execution may be saved in the historical operation information, so that the data group
set can be updated through automatic grouping, thereby reducing a subsequent amount of
calculation of data processing and improving the data processing efficiency. Therefore, after step

105, the method may further include the following steps:
[0200] obtaining historical operation information of the data unit; and

[0201] updating the historical operation information of the data unit based on the

operation instruction.

[0202] In some embodiments, the locked-state information may include data locks of
data units in the target data group. After the operation instruction is executed to perform the
operation corresponding to the operation type information on the to-be-operated data unit, timely
unlocking is performed, which can improve the data processing efficiency of another transaction.

Therefore, after step 105, the method may further include the following step:
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[0203] deleting, for the to-be-operated data unit, a data lock corresponding to the
operation instruction from the locked-state information of the target data group.

[0204] It may be learned from the above that, in this embodiment of this application, an
operation instruction and a data group set may be obtained, the data group set including at least
one data group set, the data group set including at least one data unit, the operation instruction
including operation type information and to-be-operated data unit information corresponding to a
to-be-operated data unit; a target data group corresponding to the to-be-operated data unit is
queried in the data group set according to the to-be-operated data unit information; locked-state
information of the target data group is obtained; locking processing is performed on the to-be-
operated data unit based on the locked-state information and the operation type information; and
the operation instruction is executed after the locking processing is performed, to perform an
operation corresponding to the operation type information on the to-be-operated data unit.
Therefore, in the solution, corresponding locking processing may be performed on the to-be-
operated data unit according to the target data group to which the to-be-operated data unit
belongs, so as to execute the operation instruction. Therefore, an amount of calculation during
the obtaining of the locked-state information and the locking processing can be reduced in this

application, thereby improving data processing efficiency while ensuring security.

[0205] According to the method described in the foregoing embodiments, the following

further provides detailed descriptions.

[0206] In this embodiment, the method in this embodiment of this application is
described in detail by using an example in which the data processing apparatus is integrated into
a database server.

[0207] As shown in FIG. 2a, a specific process of a data processing method is as follows.

[0208] 201: Automatically update a data group set, the updated data group set including

at least one data group, the data group including at least one data unit.

[0209] In this embodiment, before the data group set is automatically updated, a manner
in which data units are allocated to data groups in the data group set may be specified by a user.

[0210] For example, referring to Table 1, the user may specify that all data units in odd-
numbered columns in Table 1 are divided into one data group, and all data units in even-
numbered columns are divided into one data group. In another example, all data units in odd-

numbered rows in Table 1 (that is, tuples in row 1, row 3, row 5... and the like) are divided into
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one data group, and all data units in even-numbered rows (that is, tuples in row 2, row 4, row 6...

and the like) are divided into one data group.

[0211] In another example, referring to Table 1, the user may set a grouping guantity to

4, and specify that all data units in Table 1 are equally divided into four groups.

[0212] In another example, referring to Table 1, the user may set a grouping quantity to
2, and specify that data units of every 2 columns in Table 1 are divided into one group.

[0213] Specific user grouping principles are the same with various manners. Therefore,

details are not described herein.

[0214] The granularity of conflict detection can be adjusted in the user grouping manner,
so that the granularity is reduced from tuples to data groups set by the user, thereby reducing an
amount of information maintenance. For example, assuming that a transaction T1 accesses a data
unit X and a data unit y in a tuple. If a user divides the data unit x and the data unit y into the
same data group, after the transaction T1 is executed (that is, step 207), it only needs to be
recorded that the transaction T1 accessed the data group.

[0215] In some embodiments, it may be difficult for a user to set an appropriate
granularity size of conflict detection (that is, grouping of data groups) in some situations. In
order to reduce a conflict misjudgment probability, the data group set may be automatically
updated in this embodiment.

[0216] A computer may automatically update the data group set by judging data units
that are prone to conflicts in the data units. Herein, such data units that are prone to conflicts may
be referred to as conflict-prone units, and data units that are not prone to conflicts are referred to
as non-conflict-prone units. Next, each conflict-prone unit is individually used as a data group,

and the non-conflict-prone units are added to n data groups.

[0217] n is a positive integer and may be specified by a user, or may be set by a person

skilled in the art, or may be determined according to a quantity of the non-conflict-prone units.

[0218] In a possible implementation, a manner of determining a conflict-prone unit and a

non-conflict-prone unit is as follows:

[0219] first obtaining a preset value range, and historical operation information of the
data units;
[0220] counting quantities of times of historical operations of the data units in the data

group set based on the historical operation information; and
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[0221] grouping the data units based on the quantities of times of historical operations
and the preset value range to obtain a data group set after automatic regrouping.

[0222] For example, the preset value range is 10 to positive infinity, the quantities of
times of historical operations of the data units in the data group set may be counted according to
the historical operation information, a data unit with a quantity of times of historical operations
from 10 to positive infinity is determined as a conflict-prone unit; otherwise it is a non-conflict-

prone unit.

[0223] 202: Obtain an operation instruction, the operation instruction including operation
type information and to-be-operated data unit information, query a target data group
corresponding to a to-be-operated data unit in the data group set according to the to-be-operated

data unit information, and obtain locked-state information of the target data group.

[0224] The operation type information may be a read type and a write type. Assuming
that the to-be-operated data unit is a data unit c, referring to FIG. 1c, the target data group to
which the to-be-operated data unit belongs is a data group 2.

[0225] Locked-state information of the data group 2 is obtained.

[0226] For example, referring to FIG. 2b, the locked-state information of the data group
2 may be obtained. A write lock added by a current transaction A to a data unit a and a read lock
added by a current transaction B to a data unit ¢ are recorded in the locked-state information of

the data group 2.

[0227] 203: Perform locking processing on the to-be-operated data unit based on the
locked-state information and the operation type information.

[0228] In this situation, the to-be-operated data unit is the data unit c, and the data unit c
currently has a read lock added by the transaction B. Locking processing may be performed on

the to-be-operated data unit based on the read lock and the operation type information.

[0229] Because read locks can coexist, a read lock and a write lock are mutually
exclusive, and write locks are mutually exclusive, when the data unit c currently has a read lock
added by the transaction B, if the operation type information indicates a read type, a read lock of
a current transaction may be added to the to-be-operated data unit; if the operation type

information indicates a write type, locking fails.

[0230] For example, when a transaction T wants to add a write lock to a specific data unit

of a specific tuple, reference may be made to the following steps:
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[0231] obtaining locked-state information of the tuple;

[0232] determining that locking succeeds if the locked-state information does not have a
data lock;

[0233] otherwise, determining that locking fails.

[0234] For example, when a transaction T wants to add a read lock to a specific data unit

of a specific tuple, reference may be made to the following steps:

[0235] obtaining locked-state information of the tuple;

[0236] determining that locking succeeds if the locked-state information does not have a
data lock;

[0237] checking, if the locked-state information has a data lock, data locks of the to-be-

operated data unit;

[0238] determining that locking succeeds if no write block exists in the data locks of the

to-be-operated data unit;
[0239] otherwise, determining that locking fails.

[0240] 204: Execute the operation instruction after the locking processing is performed,
to perform an operation corresponding to the operation type information on the to-be-operated
data unit, update historical operation information of the data unit according to the operation
instruction, and delete, for the to-be-operated data unit, a data lock of the operation instruction

from the locked-state information of the target data group.

[0241] If the locking fails, the locking processing is performed after the transaction B
unlocks the to-be-operated data unit, and the operation instruction is executed to perform the
operation corresponding to the operation type information on the to-be-operated data unit. The
historical operation information of the data unit is updated according to the operation instruction,
and the data lock of the operation instruction is deleted, for the to-be-operated data unit, from the

locked-state information of the target data group.

[0242] If the locking succeeds, the operation instruction is executed to perform the
operation corresponding to the operation type information on the to-be-operated data unit, the
historical operation information of the data unit is updated according to the operation instruction,
and the data lock of the operation instruction is deleted, for the to-be-operated data unit, from the

locked-state information of the target data group.
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[0243] For example, referring to FIG. 2c, a distributed database architecture in FIG. 2¢c
adopts the data processing solution. The distributed database adopts a manner of a sub-database

and a data sub-table for data storage and processing.

[0244] A coordination system may be Zookeeper (a distributed computing system),

Spark (a distributed computing system), or the like.

[0245] The database is divided into M groups. That is, M database groups are obtained.
Each group includes a primary database server and N standby database servers, so as to achieve

load balancing.

[0246] Whenever a user inputs data, an operation instruction transmitted by the user is
assigned to a corresponding database group by the coordination system, so that the data written

by the user is scattered and stored in different database groups.

[0247] For example, a data table inputted by a user is divided a plurality of tables, and
the plurality of tables are scattered and stored in different database groups. In another example,
according to a logical relationship of data in a data table inputted by a user, the data table is split
into a plurality of tables according to some conditions, and the plurality of tables are scattered

and stored in different database groups according to a split logic.

[0248] Whenever a user inputs a data table, a gateway such as a gateway 1, a gateway 2,
..., a gateway n may push the data table to the coordination system. The coordination system may
store the data table in the form of tasks and transmit the data table to primary database servers or
standby database servers in the database, and then collects results returned by the primary or

standby database servers in the database groups, and returns the results to the user.

[0249] The database may pull a task from the coordination system, switch the primary
and standby database servers in each database group, and monitor the state of the database and

upload the state to the coordination system.

[0250] Therefore, in the distributed database architecture that adopts the data processing
solution and is shown in FIG. 2c, the atomicity and consistency of data when the data is read and
written can be guaranteed, thereby improving the concurrency of transactions and database
throughput while ensuring the conflict detection accuracy, and improving the data processing

efficiency.

[0251] It may be learned from the above that, in this embodiment of this application, a

data group set may be automatically updated, the updated data group set including at least one
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data group, the data group including at least one data unit; an operation instruction is obtained,
the operation instruction including operation type information and to-be-operated data unit
information corresponding to a to-be-operated data unit; a target data group corresponding to the
to-be-operated data unit is queried in the data group set according to the to-be-operated data unit
information; locked-state information of the target data group is obtained; locking processing is
performed on the to-be-operated data unit based on the locked-state information and the
operation type information; the operation instruction is executed after the locking processing is
performed, to perform an operation corresponding to the operation type information on the to-be-
operated data unit; and historical operation information of the data unit is updated according to
the operation instruction, and a data lock of the operation instruction is deleted, for the to-be-
operated data unit, from the locked-state information of the target data group. Therefore,
according to this embodiment of this application, the concurrency of transactions and database
throughput can be improved while ensuring the conflict detection accuracy, thereby improving
the data processing efficiency.

[0252] In addition, the embodiments of this application further provide a plurality of
grouping methods, so that the granularity of conflict detection can be changed by a user or
changed automatically, and an amount of calculation can be further reduced while ensuring the
conflict detection accuracy.

[0253] To better implement the foregoing method, the embodiments of this application
further provide a data processing apparatus. The data processing apparatus may be specifically
integrated into an electronic device. The electronic device may be a device such as a terminal or
a server. The terminal may be a device such as a mobile phone, a tablet computer, an intelligent
Bluetooth device, a notebook computer, or a PC. The server may be a single server or a server
cluster that includes a plurality of servers. In some embodiments, the data processing apparatus
may be alternatively integrated into a plurality of electronic devices. For example, the data
processing apparatus may be integrated into a plurality of servers, and the data processing
method of this application is implemented by a server cluster that includes the plurality of

Servers.

[0254] The embodiments of this application provide a data processing apparatus. The
data processing apparatus may be integrated into an electronic device. The electronic device may
be a device such as a terminal or a server. The terminal may be a device such as a mobile phone,
a tablet computer, an intelligent Bluetooth device, a notebook computer, or a PC. The server may
be a single server or a server cluster that includes a plurality of servers.
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[0255] In this embodiment, the method in this embodiment of this application is
described in detail by using an example in which the data processing apparatus is integrated into

a distributed server cluster.

[0256] For example, as shown in FIG. 3, the data processing apparatus may include an
obtaining unit 301, a query unit 302, a data lock unit 303, a detection unit 304, a locking unit
305, and an execution unit 306 as follows:

[0257] 1. Obtaining unit 301:

[0258] The obtaining unit 301 may be configured to obtain an operation instruction, the
operation instruction including operation type information and to-be-operated data unit

information corresponding to a to-be-operated data unit.

[0259] In some embodiments, before performing the step of “obtaining an operation
instruction, the operation instruction including operation type information and to-be-operated
data unit information”, the obtaining unit 301 may further include an obtaining subunit, a

counting subunit, and a grouping subunit as follows:
[0260] a. Obtaining subunit:

[0261] The obtaining subunit may be configured to obtain a preset value range, and

historical operation information of data units;
[0262] b. Counting subunit:

[0263] The counting subunit may be configured to count quantities of times of historical

operations of the data units based on the historical operation information.
[0264] c. Grouping subunit:

[0265] The grouping subunit may be configured to group the data units based on the

quantities of times of historical operations and the preset value range to obtain a data group set.

[0266] In some embodiments, the data group set may include one first data group and a
plurality of second data groups. The grouping subunit may include a probability submodule, a
first data group generation submodule, a first data group adding submodule, and a second data

group adding submodule as follows.

[0267] The probability submodule may be configured to respectively calculate historical

operation probabilities of the data units based on the quantities of times of historical operations.
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[0268] The first data group generation submodule may be configured to generate the one
first data group.

[0269] The first data group adding submodule may be configured to add a data unit to the
first data group when a historical operation probability of the data unit does not belong to the

preset value range.

[0270] The second data group adding submodule may be configured to generate a second
data group corresponding to a data unit when a historical operation probability of the data unit
belongs to the preset value range, and add the data unit to the second data group corresponding

to the data unit.

[0271] In some embodiments, the data unit may include a plurality of data subunits, and

the first data group adding submodule may be specifically configured to:

[0272] generate the second data group corresponding to the data unit; and

[0273] add the plurality of data subunits to the second data group corresponding to the
data unit.

[0274] 2. Query unit 302:

[0275] The query unit 302 may query a target data group in a data group set according to

the to-be-operated data unit information, the data group set including at least one data group, the
data group including at least one data unit.

[0276] In some embodiments, before the query unit 302 is configured to query the target
data group corresponding to the to-be-operated data unit in the data group set according to the to-
be-operated data unit information, the query unit 302 may include an update subunit, a user
update subunit, and an automatically update subunit to:

[0277] obtain a grouping update instruction; and

[0278] regroup, when an instruction type of the grouping update instruction is a user

grouping type, data units in the data group set by adopting the grouping update instruction; or

[0279] automatically regroup data units in the data group set when an instruction type of

the grouping update instruction is an automatic grouping type.

[0280] The update subunit is configured to obtain the grouping update instruction.
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[0281] The user update subunit may be configured to regroup, when the instruction type
of the grouping update instruction is a user grouping type, data units in the data group set by

adopting the grouping update instruction.

[0282] The automatically update subunit may be configured to automatically regroup
data units in the data group set when the instruction type of the grouping update instruction is an

automatic grouping type.

[0283] In some embodiments, the automatically update subunit may be configured to:
[0284] obtain a preset value range, and historical operation information of the data units;
[0285] count quantities of times of historical operations of the data units in the data

group set based on the historical operation information; and

[0286] group the data units based on the quantities of times of historical operations and

the preset value range to obtain a data group set after automatic regrouping.
[0287] In some embodiments, the user update subunit may be configured to:

[0288] equally divide the data units in the data group set into a grouping quantity of data

groups to obtain a data group set after grouping.

[0289] 3. Data lock unit 303:

[0290] The data lock unit 303 may be configured to obtain locked-state information of
the target data group.

[0291] 4. Detection unit 304:

[0292] The detection unit 304 may be configured to perform locking detection on the to-

be-operated data unit based on the locked-state information and the operation type information to
obtain a detection result. The operation type information includes a first operation type and a
second operation type. The locking detection includes first locking detection and second locking
detection. The detection result includes a first locking detection result and a second locking

detection result.
[0293] In some embodiments, the detection unit 304 may be specifically configured to:

[0294] perform the first locking detection on the to-be-operated data unit based on the
locked-state information when the operation type information is the first operation type, to obtain

the first locking detection result; or
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[0295] perform the second locking detection on the to-be-operated data unit based on the
locked-state information when the operation type information is the second operation type, to

obtain the second locking detection result.
[0296] 5. Locking unit 305:

[0297] The locking unit 305 may be configured to perform locking processing on the to-
be-operated data unit based on the detection result.

[0298] The locking processing may include first locking processing and second locking

processing. The locking unit 305 may be configured to:

[0299] perform the first locking processing on the to-be-operated data unit based on the
first locking detection result;

[0300] or perform the second locking processing on the to-be-operated data unit based on

the second locking detection result.
[0301] 6. Execution unit 306:

[0302] The execution unit 306 may be configured to execute the operation instruction
after the locking processing is performed, to perform an operation corresponding to the operation

type information on the to-be-operated data unit.

[0303] In some embodiments, after the execution unit 306 performs the operation of
executing the operation instruction to perform the operation corresponding to the operation type

information on the to-be-operated data unit, the execution unit 306 may be further configured to:

[0304] obtain historical operation information of the data unit; and

[0305] update the historical operation information of the data unit based on the operation
instruction.

[0306] In some embodiments, the locked-state information may include data locks of

data units in the target data group. After the execution unit 306 performs the operation of
executing the operation instruction to perform the operation corresponding to the operation type

information on the to-be-operated data unit, the execution unit 306 may be further configured to:

[0307] delete, for the to-be-operated data unit, a data lock corresponding to the operation

instruction from the locked-state information of the target data group.

[0308] During implementations, the foregoing data units may be implemented as
independent entities, or may be randomly combined, or may be implemented as the same entity
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or several entities. For specific implementations of the foregoing data units, refer to the
foregoing method embodiments. Details are not described herein again.

[0309] It may be learned from the above that, in the data processing apparatus in this
embodiment, an obtaining unit obtains an operation instruction, the operation instruction
including operation type information and to-be-operated data unit information corresponding to a
to-be-operated data unit; a query unit queries a target data group in a data group set according to
the to-be-operated data unit information, the data group set including at least one data group, the
data group including at least one data unit; a data lock unit obtains locked-state information of
the target data group; a detection unit performs locking detection on the to-be-operated data unit
based on the locked-state information and the operation type information to obtain a detection
result; a locking unit performs locking processing on the to-be-operated data unit based on the
detection result; and an execution unit executes the operation instruction after the locking
processing is performed, to perform an operation corresponding to the operation type
information on the to-be-operated data unit.

[0310] Because the embodiments of the solution can reduce an amount of calculation, the

embodiments of the solution can improve the data processing efficiency.

[0311] The embodiments of this application further provide an electronic device. The
electronic device may be a device such as a terminal or a server. The terminal may be a device
such as a mobile phone, a tablet computer, an intelligent Bluetooth device, a notebook computer,

or a PC. The server may be a single server or a server cluster that includes a plurality of servers.

[0312] In this embodiment, a detailed description is made by using an example in which
the electronic device of this embodiment is a server. For example, FIG. 4 is a schematic

structural diagram of a server according to an embodiment of this application.

[0313] The server may include components such as a processor 401 including one or
more processing cores, a memory 402 including one or more computer-readable storage media, a
power supply 403, an input module 404, and a communication module 405. A person skilled in
the art may understand that the server structure shown in FIG. 4 does not constitute a limit to the
server. The server may include more or fewer parts than those shown in the figure, may combine
some parts, or may have different part arrangements. The processor 401 is a control center of the
server, and is connected to various parts of the entire server by using various interfaces and lines.

By running or executing a software program and/or module stored in the memory 402, and
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invoking data stored in the memory 402, the processor 401 executes various functions of the
server and performs data processing, thereby monitoring the entire server.

[0314] In some embodiments, the processor 401 may include the one or more processing
cores. In some embodiments, the processor 401 may integrate an application processor and a
modem processor. The application processor processes an operating system, a Ul, an application
program, and the like. The modem processor processes wireless communication. It can be

understood that the modem processor may alternatively not be integrated into the processor 401.

[0315] The memory 402 may be configured to store a software program and a module,
and the processor 401 runs the software program and the module that are stored in the memory
402, to implement various functional applications and data processing. The memory 402 may
include a program storage region and a data storage region. The program storage region may
store an operating system, an application program required by at least one function (such as a
sound playing function and an image display function), and the like. The data storage region may
store data created according to use of the server, and the like. In addition, the memory 402 may
include a high speed random access memory, and may further include a non-volatile memory,
such as at least one magnetic disk storage device, a flash memory, or another volatile solid-state
storage device. Correspondingly, the memory 402 may further include a memory controller, to
provide access of the processor 401 to the memory 402.

[0316] The server further includes the power supply 403 for supplying power to the
components. In some embodiments, the power supply 403 may be logically connected to the
processor 401 by using a power supply management system, thereby implementing functions,
such as charging, discharging, and power consumption management, by using the power supply
management system. The power supply 403 may further include one or more direct current or
alternating current power supplies, a re-charging system, a power failure detection circuit, a

power supply converter or inverter, a power supply state indicator, and any other component.

[0317] The server may further include an input module 404. The input module 404 may
be configured to receive inputted digit or character information, and generate a keyboard, mouse,

joystick, optical or track ball signal input related to the user setting and function control.

[0318] The server may further include the communication module 405. In some
embodiments, the communication module 405 may include a wireless module. The server may
perform a short distance wireless transmission through the wireless module of the

communication module 405, to provide wireless broadband Internet access for the user. For
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example, the communication module 405 may be configured to help a user to receive and send
an email, browse a web page, access streaming media, and the like.

[0319] Although not shown in the figure, the server may further include a display data
unit. Details are not further described herein. In this embodiment, the processor 401 in the server
loads, into the memory 402 according to the following instructions, executable files
corresponding to processes of one or more application programs, and the processor 401 runs the

application programs stored in the memory 402 to implement the following various functions:

[0320] obtaining an operation instruction, the operation instruction including operation
type information and to-be-operated data unit information corresponding to a to-be-operated data

unit;

[0321] querying a target data group in a data group set according to the to-be-operated
data unit information, the data group set including at least one data group, the data group

including at least one data unit;
[0322] obtaining locked-state information of the target data group;

[0323] performing locking detection on the to-be-operated data unit based on the locked-

state information and the operation type information to obtain a detection result;

[0324] performing locking processing on the to-be-operated data unit based on the
detection result; and

[0325] executing the operation instruction after the locking processing is performed, to
perform an operation corresponding to the operation type information on the to-be-operated data

unit.

[0326] For specific implementations of the above operations, refer to the foregoing

embodiments. Details are not described herein again.

[0327] It may be learned from the above that, the embodiments of the solution can reduce

an amount of calculation, thereby improving the data processing efficiency.

[0328] A person of ordinary skill in the art may understand that, all or some steps of the
methods in the foregoing embodiments may be implemented by using instructions, or
implemented through instructions controlling relevant hardware, and the instructions may be

stored in a computer-readable storage medium and loaded and executed by a processor.
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[0329] Accordingly, the embodiments of this application provide a computer-readable
storage medium, storing a plurality of instructions, the instructions being loaded by a processor,
to perform the steps in any one of the data processing methods according to the embodiments of

this application. For example, the instructions may perform the following steps:

[0330] obtaining an operation instruction, the operation instruction including operation
type information and to-be-operated data unit information corresponding to a to-be-operated data
unit;

[0331] querying a target data group in a data group set according to the to-be-operated

data unit information, the data group set including at least one data group, the data group

including at least one data unit;
[0332] obtaining locked-state information of the target data group;

[0333] performing locking detection on the to-be-operated data unit based on the locked-

state information and the operation type information to obtain a detection result;

[0334] performing locking processing on the to-be-operated data unit based on the

detection result; and

[0335] executing the operation instruction after the locking processing is performed, to
perform an operation corresponding to the operation type information on the to-be-operated data

unit.

[0336] The storage medium may include a read-only memory (ROM), a random access

memory (RAM), a magnetic disk, an optical disc, or the like.

[0337] Because the instructions stored in the storage medium may perform the steps in
any one of the data processing methods provided in the embodiments of this application, the
instructions can implement beneficial effects that may be implemented by any one of the data
processing methods provided in the embodiments of this application. For details, reference may

be made to the foregoing embodiments. Details are not described herein again.

[0338] The embodiments of this application further provide a computer program product,
the computer program product, when executed, being configured to perform the steps in any one

of the data processing methods.

[0339] A data processing method and apparatus, a server, and a computer-readable
storage medium that are provided in the embodiments of this application are described in detail
above. The principle and implementation of this application are described herein by using
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specific examples. The descriptions of the foregoing embodiments are merely intended to help
understand the method and the core idea of this application. In addition, a person skilled in the
art can make variations and modifications in terms of the specific implementations and
application scopes according to the ideas of this application. Therefore, the content of this

specification shall not be construed as a limitation to this application.
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CLAIMS

What is claimed is:

1. A data processing method, executable by an electronic device, the method comprising:

obtaining an operation instruction, the operation instruction comprising operation type

information and to-be-operated data unit information corresponding to a to-be-operated data unit;

querying a target data group in a data group set according to the to-be-operated data unit
information, the data group set comprising at least one data group, the data group comprising at

least one data unit;
obtaining locked-state information of the target data group;

performing locking detection on the to-be-operated data unit based on the locked-state

information and the operation type information to obtain a detection result;

performing locking processing on the to-be-operated data unit based on the detection result;

and

executing the operation instruction after the locking processing is performed, to perform an

operation corresponding to the operation type information on the to-be-operated data unit.

2. The data processing method according to claim 1, wherein the operation type information
comprises a first operation type and a second operation type, the locking detection comprises
first locking detection and second locking detection, and the detection result comprises a first

locking detection result and a second locking detection result;

wherein the performing locking detection on the to-be-operated data unit based on the
locked-state information and the operation type information to obtain a detection result

comprises:

performing the first locking detection on the to-be-operated data unit based on the locked-
state information in response to determining that the operation type information is the first

operation type, to obtain the first locking detection result; or

performing the second locking detection on the to-be-operated data unit based on the
locked-state information in response to determining that the operation type information is the

second operation type, to obtain the second locking detection result; and

wherein the locking processing comprises first locking processing and second locking

processing, and the performing locking processing on the to-be-operated data unit based on the
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detection result comprises:

performing the first locking processing on the to-be-operated data unit based on the first

locking detection result; or

performing the second locking processing on the to-be-operated data unit based on the

second locking detection result.

3. The data processing method according to claim 2, wherein the locked-state information
comprises data locks of data units in the target data group, and the data locks comprise a first

data lock and a second data lock;

wherein the performing the first locking detection on the to-be-operated data unit based on
the locked-state information to obtain the first locking detection result comprises:

determining all data locks corresponding to the to-be-operated data unit based on the

locked-state information; and

obtaining the first locking detection result in response to determining that all the data locks
comprise neither a first data lock nor a second data lock; and

wherein the performing the first locking processing on the to-be-operated data unit based on

the first locking detection result comprises:

adding, for the to-be-operated data unit, a first data lock of the operation instruction to the
locked-state information based on the first locking detection result.

4. The data processing method according to claim 2, wherein the locked-state information
comprises data locks of data units in the target data group, and the data locks comprise a first

data lock and a second data lock;

wherein the performing the second locking detection on the to-be-operated data unit based

on the locked-state information to obtain the second locking detection result comprises:

determining all data locks corresponding to the to-be-operated data unit based on the

locked-state information of the target data group; and

obtaining the second locking detection result in response to determining that the data locks
corresponding to the to-be-operated data unit comprise only a second data lock; or obtaining the
second locking detection result in response to determining that the data locks corresponding to

the to-be-operated data unit comprise neither a first data lock nor a second data lock; and

wherein the performing the second locking processing on the to-be-operated data unit based
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on the second locking detection result comprises:

adding, for the to-be-operated data unit, a second data lock of the operation instruction to

the locked-state information based on the second locking detection result.

5. The data processing method according to claim 1, further comprising: before the

obtaining an operation instruction,
obtaining a preset value range, and historical operation information of data units;

counting quantities of times of historical operations of the data units based on the historical

operation information; and

grouping the data units based on the quantities of times of historical operations and the
preset value range to obtain the data group set.

6. The data processing method according to claim 5, wherein the data group set comprises

one first data group and a plurality of second data groups; and

wherein the grouping the data units based on the quantities of times of historical operations
and the preset value range to obtain the data group set comprises:

respectively calculating historical operation probabilities of the data units based on the

quantities of times of historical operations;
generating the one first data group; and

adding a data unit to the first data group in response to determining that a historical
operation probability of the data unit does not belong to the preset value range; or generating a
second data group corresponding to a data unit in response to determining that a historical
operation probability of the data unit belongs to the preset value range, and adding the data unit
to the second data group corresponding to the data unit.

7. The data processing method according to claim 6, wherein the data unit comprises a

plurality of data subunits; and

wherein the generating a second data group corresponding to the data unit, and the adding

the data unit to the second data group corresponding to the data unit comprise:
generating the second data group corresponding to the data unit; and
adding the plurality of data subunits to the second data group corresponding to the data unit.

8. The data processing method according to claim 1, further comprising: before the
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querying a target data group in a data group set according to the to-be-operated data unit
information,
obtaining a grouping update instruction; and

regrouping, in response to determining that an instruction type of the grouping update
instruction is a user grouping type, data units in the data group set by adopting the grouping
update instruction; or automatically regrouping data units in the data group set in response to
determining that an instruction type of the grouping update instruction is an automatic grouping
type.

9. The data processing method according to claim 8, wherein the automatically regrouping
data units in the data group set comprises:

obtaining a preset value range, and historical operation information of the data units;

counting quantities of times of historical operations of the data units in the data group set

based on the historical operation information; and

grouping the data units based on the quantities of times of historical operations and the

preset value range to obtain a data group set after automatic regrouping.

10. The data processing method according to claim 8, wherein the grouping update

instruction comprises a grouping quantity; and

wherein the regrouping data units in the data group set by adopting the grouping update

instruction comprises:

equally dividing the data units in the data group set into the grouping quantity of data

groups to obtain a data group set after grouping.

11. The data processing method according to claim 1, further comprising: after the
executing the operation instruction to perform an operation corresponding to the operation type

information on the to-be-operated data unit,
obtaining historical operation information of the data unit; and

updating the historical operation information of the data unit based on the operation

instruction.

12. The data processing method according to claim 1, wherein the locked-state information

comprises data locks of data units in the target data group; and
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wherein the method further comprises: after the executing the operation instruction to
perform an operation corresponding to the operation type information on the to-be-operated data

unit,

deleting, for the to-be-operated data unit, a data lock corresponding to the operation

instruction from the locked-state information.
13. A data processing apparatus, comprising:

an obtaining unit, configured to obtain an operation instruction, the operation instruction
comprising operation type information and to-be-operated data unit information corresponding to

a to-be-operated data unit;

a query unit, configured to query a target data group in a data group set according to the to-
be-operated data unit information, the data group set comprising at least one data group, the data

group comprising at least one data unit;
a data lock unit, configured to obtain locked-state information of the target data group;

a detection unit, configured to perform locking detection on the to-be-operated data unit
based on the locked-state information and the operation type information to obtain a detection

result;

a locking unit, configured to perform locking processing on the to-be-operated data unit

based on the detection result; and

an execution unit, configured to execute the operation instruction after the locking
processing is performed, to perform an operation corresponding to the operation type

information on the to-be-operated data unit.

14. A computer-readable storage medium, storing a plurality of instructions, the instructions
being configured to be loaded by a processor, to perform the operations of the data processing

method according to any one of claims 1 to 12.

15. A server, comprising a processor and a memory, the memory storing a plurality of
instructions, and the processor loading the instructions from the memory, to perform the

operations of the data processing method according to any one of claims 1 to 12.

16. A computer program product, the computer program product, when executed, being
configured to perform the operations of the data processing method according to any one of

claims 1 to 12.
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