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CROSS-BORDER RESOURCE TRANSFER AUTHENTICITY VERIFICATION 

METHOD, DEVICE AND ELECTRONIC EQUIPMENT 

TECHNICAL FIELD 

This specification relates to the field of computer network technology, and in particular, 

to a method, device, and electronic equipment for auditing authenticity of cross-border resource 

transfers. 

BACKGROUND 

Blockchain technology, also known as distributed ledger technology, is an emerging 

technology in which several computing devices participate in "bookkeeping" and jointly 

maintain a complete distributed database. Because of the characteristics of decentralization, 

openness, transparency, each computing device participating in database recording, and rapid 

data synchronization among the computing devices, the blockchain technology has been widely 

used in many fields. 

SUMMARY 

This specification provides a method for auditing authenticity of cross-border resource 

transfers. The method is implemented on a cross-border resource transfer client. A blockchain 

accessed by the cross-border resource transfer client stores the proof information that is issued 

by a cross-border resource transfer receiver and used to prove the authenticity of the cross-border 

resource transfer information. the method comprises: obtaining the cross-border resource transfer 

information initiated by a cross-border resource transfer initiator; obtaining, in response to the 

cross-border resource transfer information, identification information corresponding to the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information; and generating a cross-border resource transfer request based on the cross-border 

resource transfer information and the identification information, and sending to a cross-border 

resource transfer auditor the cross-border resource transfer request, causing the cross-border 

resource transfer auditor to perform, based on the proof information that is stored in the 

blockchain and corresponds to the identification information, an authenticity verification on the 

cross-border resource transfer information. 
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In a shown embodiment, a smart contract for managing the proof information is deployed 

in the blockchain; and obtaining, in response to the cross-border resource transfer information, 

identification information corresponding to proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information comprises: calling a generation 

logic in the smart contract in response to the cross-border resource transfer information, to 

generate the identification information corresponding to the proof information that is stored in 

the blockchain and corresponds to the cross-border resource transfer information; and obtaining 

the identification information generated by the smart contract. 

In a shown embodiment, obtaining identification information corresponding to proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information comprises: obtaining the identification information, sent by the cross-border 

resource transfer receiver, corresponding to the proof information that is stored in the blockchain 

and corresponds to the cross-border resource transfer information.  

In a shown embodiment, the identification information is a search index for the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information; and performing, based on the proof information that is stored in the blockchain and 

corresponds to the identification information, an authenticity verification on the cross-border 

resource transfer information comprises: searching, based on the identification information, for 

the proof information corresponding to the identification information; and performing the 

authenticity verification on the cross-border resource transfer information according to the proof 

information. 

In a shown embodiment, the identification information is a credible certificate generated 

based on the proof information that is stored in the blockchain and corresponds to the cross-

border resource transfer information; and performing, based on the proof information that is 

stored in the blockchain and corresponds to the identification information, an authenticity 

verification on the cross-border resource transfer information comprises: determining whether 

the credible certificate is generated based on the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information, and obtaining a 

result of the determination; and performing, based on the result of the determination, an 

authenticity verification on the cross-border resource transfer information. 



 

 

3 

 

In a shown embodiment, the proof information comprises cross-border resource transfer 

order data issued by a cross-border resource transfer receiver. 

In a shown embodiment, the cross-border resource transfer auditor comprises: a cross-

border resource transfer acceptor; or a cross-border resource transfer supervisor communicating 

with a cross-border resource transferrer. 

This specification further provides a method for auditing authenticity of cross-border 

resource transfers, implemented on a node device in a blockchain accessed by a cross-border 

resource transfer client. Here, the blockchain stores therein proof information that is issued by a 

cross-border resource transfer receiver and used to prove authenticity of cross-border resource 

transfer information.  

The method comprises: receiving a target transaction sent by a cross-border resource 

transfer auditor, wherein the target transaction comprises the cross-border resource transfer 

information, and identification information corresponding to the proof information stored in the 

blockchain; and performing, in response to the target transaction based on the proof information 

corresponding to the identification information, an authenticity verification on the cross-border 

resource transfer information, and returning to the cross-border resource transfer auditor a result 

of the authenticity verification. 

In a shown embodiment, a smart contract for performing an authenticity verification on 

the cross-border resource transfer information is deployed in the blockchain; the identification 

information is a search index for the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information; and performing, in response to the 

target transaction based on the proof information corresponding to the identification information, 

an authenticity verification on the cross-border resource transfer information comprises: calling a 

search logic in the smart contract in response to the target transaction, and searching, based on 

the identification information, to obtain the proof information that is stored in the blockchain and 

corresponds to the identification information; and further calling a verification logic in the audit 

smart contract after the proof information that is stored in the blockchain and corresponds to the 

identification information is found, and verifying whether the cross-border resource transfer 

information included in the target transaction matches cross-border resource transfer information 

indicated by the obtained proof information; if so, determining that the authenticity verification 
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on the cross-border resource transfer information succeeds; otherwise, determining that the 

authenticity verification on the cross-border resource transfer information fails.  

In a shown embodiment, a smart contract for performing an authenticity verification on 

the cross-border resource transfer information is deployed in the blockchain; the identification 

information is a credible certificate generated based on the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and performing, in 

response to the target transaction based on the proof information corresponding to the 

identification information, an authenticity verification on the cross-border resource transfer 

information comprises: calling a certificate check logic in the smart contract, and verifying 

whether the credible certificate is generated based on the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information in response to the 

target transaction; if so, determining that the authenticity verification on the cross-border 

resource transfer information succeeds; otherwise, determining that the authenticity verification 

on the cross-border resource transfer information fails. 

In a shown embodiment, returning to the cross-border resource transfer auditor a result of 

the authenticity verification comprises: monitoring a result of the authenticity verification 

performed by the smart contract on the cross-border resource transfer information; and returning 

to the cross-border resource transfer auditor the result of the authenticity verification. 

In a shown embodiment, the cross-border resource transfer auditor comprises: a cross-

border resource transfer acceptor; or a cross-border resource transfer supervisor communicating 

with a cross-border resource transferrer. 

This specification further provides a device for auditing authenticity of cross-border 

resource transfers, implemented on a cross-border resource transfer client, wherein a blockchain 

accessed by the cross-border resource transfer client stores proof information that is issued by a 

cross-border resource transfer receiver and used to prove authenticity of cross-border resource 

transfer information.  

The device comprises: a first obtaining module, configured to obtain cross-border 

resource transfer information initiated by a cross-border resource transfer initiator; a second 

obtaining module, configured to obtain, in response to the cross-border resource transfer 

information, identification information corresponding to proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and a verification 
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module, configured to generate a cross-border resource transfer request based on the cross-

border resource transfer information and the identification information, and sending to a cross-

border resource transfer auditor the cross-border resource transfer request, causing the cross-

border resource transfer auditor to perform, based on the proof information that is stored in the 

blockchain and corresponds to the identification information, an authenticity verification on the 

cross-border resource transfer information. 

In a shown embodiment, a smart contract for managing the proof information is deployed 

in the blockchain; and the second obtaining module is configured to: call, in response to the 

cross-border resource transfer information, a generation logic in the smart contract, to generate 

the identification information corresponding to the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and obtain the 

identification information generated by the smart contract. 

In a shown embodiment, the second obtaining module comprises: an obtaining sub-

module, configured to obtain the identification information, sent by the cross-border resource 

transfer receiver, corresponding to the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information.  

In a shown embodiment, the identification information is a search index for the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information; and the verification module is configured to: searching, based on the identification 

information, for the proof information corresponding to the identification information; and 

performing the authenticity verification on the cross-border resource transfer information 

according to the proof information. 

In a shown embodiment, the identification information is a credible certificate generated 

based on the proof information that is stored in the blockchain and corresponds to the cross-

border resource transfer information; and the verification module is configured to: determine 

whether the credible certificate is one generated based on the proof information that is stored in 

the blockchain and corresponds to the cross-border resource transfer information, and obtain a 

result of the determination; and perform, based on the result of the determination, the 

authenticity verification on the cross-border resource transfer information. 

In a shown embodiment, the proof information comprises cross-border resource transfer 

order data issued by a cross-border resource transfer receiver. 
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In a shown embodiment, the cross-border resource transfer auditor comprises: a cross-

border resource transfer acceptor; or a cross-border resource transfer supervisor communicating 

with a cross-border resource transferrer. 

This specification further provides a device for auditing authenticity of cross-border 

resource transfers, implemented on a node device in a blockchain accessed by a cross-border 

resource transfer client, wherein the blockchain stores therein proof information that is issued by 

a cross-border resource transfer receiver and used to prove authenticity of cross-border resource 

transfer information.  

The device comprises: a receiving module, configured to receive a target transaction sent 

by a cross-border resource transfer auditor, wherein the target transaction comprises the cross-

border resource transfer information, and the identification information corresponding to the 

proof information stored in the blockchain; and a verification module, configured to perform, in 

response to the target transaction based on the proof information corresponding to the 

identification information, an authenticity verification on the cross-border resource transfer 

information, and returning to the cross-border resource transfer auditor a result of the 

authenticity verification. 

In a shown embodiment, a smart contract for performing an authenticity verification on 

the cross-border resource transfer information is deployed in the blockchain; the identification 

information is a search index for the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information; and the verification module is 

configured to: call, in response to the target transaction, a search logic in the smart contract, and 

search, based on the identification information, to obtain the proof information that is stored in 

the blockchain and corresponds to the identification information; and further call a verification 

logic in the audit smart contract after the proof information that is stored in the blockchain and 

corresponds to the identification information is found, and verify whether the cross-border 

resource transfer information in the target transaction matches cross-border resource transfer 

information indicated by the obtained proof information; if so, determine that the authenticity 

verification on the cross-border resource transfer information succeeds; otherwise, determine that 

the authenticity verification on the cross-border resource transfer information fails. 

In a shown embodiment, a smart contract for performing the authenticity verification on 

the cross-border resource transfer information is deployed in the blockchain; the identification 
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information is a credible certificate generated based on the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and the 

verification module is configured to: call, in response to the target transaction, a certificate check 

logic in the smart contract, and verify whether the credible certificate is one generated based on 

the proof information that is stored in the blockchain and corresponds to the cross-border 

resource transfer information; if so, determine that the authenticity verification on the cross-

border resource transfer information succeeds; otherwise, determine that the authenticity 

verification on the cross-border resource transfer information fails. 

In a shown embodiment, the verification module further comprises: a monitoring module, 

configured to monitor a result of the authenticity verification performed by the smart contract on 

the cross-border resource transfer information; and a returning module, configured to return to 

the cross-border resource transfer auditor the result of the authenticity verification. 

In a shown embodiment, the cross-border resource transfer auditor comprises: a cross-

border resource transfer acceptor; or a cross-border resource transfer supervisor communicating 

with a cross-border resource transferrer. 

This specification further provides electronic equipment, which is equipped with a cross-

border resource transfer client. a blockchain accessed by the cross-border resource transfer client 

stores proof information that is issued by a cross-border resource transfer receiver and used to 

prove authenticity of cross-border resource transfer information; and the equipment comprises: a 

processor; and a memory used to store processor-executable instructions, wherein 

the processor is configured to call the executable instructions stored in the memory and 

implement the method for auditing authenticity of cross-border resource transfers as shown in 

any one of the above-described embodiments. 

This specification further provides electronic equipment, wherein a blockchain accessed 

by the equipment stores proof information that is issued by a cross-border resource transfer 

receiver and used to prove authenticity of cross-border resource transfer information; and the 

equipment comprises: a processor; and a memory used to store processor-executable 

instructions, wherein the processor is configured to call the executable instructions stored in the 

memory and implement the method for auditing authenticity of cross-border resource transfers as 

shown in any one of the above-described embodiments. 
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Based on the above-described technical solutions, on the one hand, the cross-border 

resource transfer client may obtain, in response to the cross-border resource transfer information 

initiated by a cross-border resource transfer initiator, identification information corresponding to 

the proof information that is stored in the blockchain and corresponds to the cross-border 

resource transfer information. Then, the cross-border resource transfer client generates a cross-

border resource transfer request based on the cross-border resource transfer information and the 

identification information, and sends to a cross-border resource transfer auditor the cross-border 

resource transfer request, causing the cross-border resource transfer auditor to perform, based on 

the proof information that is stored in the blockchain and corresponds to the identification 

information, an authenticity verification on the cross-border resource transfer information, 

thereby avoiding human participation when the authenticity audit is performed on the cross-

border resource transfer information, and improving efficiency and accuracy of the authenticity 

audit. 

On the other hand, after receiving a target transaction sent by a cross-border resource 

transfer auditor, a node device in a blockchain accessed by the cross-border resource transfer 

client may perform, in response to the target transaction based on the proof information 

corresponding to the identification information, an authenticity verification on the cross-border 

resource transfer information, and return to the cross-border resource transfer auditor a result of 

the authenticity audit, thereby avoiding human participation when the authenticity audit is 

performed on a cross-border resource transfer, and improving efficiency and accuracy of the 

authenticity audit. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a process flow diagram of a cross-border remittance according to this 

specification; 

FIG. 2 is a process flow diagram of a method for auditing authenticity of cross-border 

resource transfers according to this specification； 

FIG. 3 is a process flow diagram of a method for auditing authenticity of cross-border 

resource transfers according to this specification； 

FIG. 4 is a process flow diagram of a cross-border remittance according to this 

specification; 
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FIG. 5 is a structural diagram of a device for auditing authenticity of cross-border 

resource transfers according to this specification; 

FIG. 6 is a structural diagram of a device for auditing authenticity of cross-border 

resource transfers according to this specification; 

FIG. 7 is a hardware structural diagram of a device for auditing authenticity of cross-

border resource transfers according to this specification; and 

FIG. 8 is a hardware structural diagram of a device for auditing authenticity of cross-

border resource transfers according to this specification. 

DETAILED DESCRIPTION  

Exemplary embodiments are described below in detail, and examples thereof are 

illustrated in the accompanying drawings. When the description below involves the 

accompanying drawings, unless otherwise stated, the same numbers in different accompanying 

drawings represent the same or similar elements. The implementation manners described in the 

following exemplary embodiments do not represent all implementation manners consistent with 

one or more embodiments of this specification. On the contrary, the implementation manners are 

merely examples of devices and methods consistent with some aspects of one or more 

embodiments of this specification as detailed in the appended claims. 

It should be noted that in other embodiments, the steps of corresponding method may not 

be implemented in an order shown and described in this specification. In some other 

embodiments, the method may include more or fewer steps than those described in this 

specification. In addition, a single step described in this specification may be split into more 

steps for description in other embodiments, and more steps described in this specification may 

also be combined into a single step for description in other embodiments. 

A blockchain is generally classified into three types: public blockchain, private 

blockchain, and consortium blockchain. In addition, there may also be a combination of the 

above-described types, such as private blockchain + consortium blockchain, consortium 

blockchain + public blockchain, etc. 

The public blockchain has the highest degree of decentralization. The public blockchain 

may be represented by Bitcoin and Ethereum. Participants joining the public blockchain (also 

called nodes in the blockchain) may read data records on the blockchain, participate in 
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transactions, and compete for the bookkeeping rights to new blocks, etc. Moreover, each node 

may freely join or exit the network and perform relevant operations. 

In the private blockchain, on the other hand, the write permission for the network is 

controlled by an organization or institution, and the data reading permission is regulated by an 

organization. In brief, the private chain may be seen a weakly-centralized system, which imposes 

strict restrictions on nodes and has a small number of nodes. This type of blockchain is more 

suitable for internal use by some institutions. 

The consortium blockchain is a blockchain between the public blockchain and the private 

blockchain, which may achieve "partial decentralization". Each node in the consortium 

blockchain generally has a corresponding entity or organization, and the nodes join the network 

after being authorized and form a stakeholder consortium to jointly maintain the operation of the 

blockchain. 

Based on the basic characteristics of the blockchain, the blockchain is generally 

composed of several blocks. Time stamps, which correspond to the creation times of these 

blocks, are respectively recorded therein. All blocks strictly follow the time stamps recorded 

therein to form a time series data chain. 

The real data generated from the physical world may be constituted into a standard 

transaction format supported by the blockchain, and then published to the blockchain. A node 

device in the blockchain performs consensus processing on the received transaction. After a 

consensus is reached, a node device serving as a bookkeeping node in the blockchain packages 

this transaction into the block as a permanent ledger in the blockchain. 

Here, the consensus algorithms supported in the blockchain may include: 

a first type of consensus algorithms, referring to consensus algorithms in which the node 

devices need to compete for the bookkeeping right in each bookkeeping cycle, such as POW 

(Proof of Work), POS (Proof of Stake), DPOS (Delegated Proof of Stake), etc.; and 

a second type of consensus algorithms, referring to consensus algorithms in which 

bookkeeping nodes are pre-selected for each bookkeeping cycle (without the need of competing 

for the bookkeeping right), such as PBFT (Practical Byzantine Fault Tolerance). 

In a blockchain network using the first type of consensus algorithms, after a transaction is 

received, all node devices competing for the bookkeeping right may execute this transaction. 

One of the node devices competing for the bookkeeping right may win this round of competition 
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for the bookkeeping right and becomes a bookkeeping node. The bookkeeping node may 

package the received transaction with other transactions to generate the latest block, and send to 

other node devices the generated latest block or a block header of the latest block for a 

consensus. 

In a blockchain network using the second type of consensus algorithms, the node device 

having the bookkeeping right is already agreed upon before a current round of bookkeeping. 

Therefore, after a node device receives a transaction, if said node device is not a bookkeeping 

node of this round, it may send the transaction to the bookkeeping node. The bookkeeping node 

of this round may execute this transaction when or before packaging this transaction with other 

transactions to generate the latest block. After generating the latest block, the bookkeeping node 

may send to other node devices the latest block or the block header of the latest block for a 

consensus. 

As described above, no matter which above-shown consensus algorithm is adopted by the 

blockchain, the bookkeeping node of this round may package the received transaction with other 

transactions to generate the latest block, and send to other node devices the generated latest 

block or the block header of the latest block for a consensus verification. After other node 

devices receive the latest block or the block header of the latest block, if no issues are found after 

verification, the node devices may add the latest block to the end of the original blockchain to 

complete the bookkeeping process of the blockchain. When verifying the new block or the block 

header sent by the bookkeeping node, other nodes may also execute the transaction included in 

the block. 

In exemplary applications, a public blockchain, a private blockchain, and a consortium 

blockchain may all provide a function of smart contracts. A smart contract on a blockchain is a 

contract that may be triggered by a transaction for execution on the blockchain. A smart contract 

may be defined using codes. 

Take Ethereum as an example, Ethereum supports a user to create and call some complex 

logics in the Ethereum network. Ethereum is a programmable blockchain with EVM (Ethereum 

Virtual Machine) as the core, and each Ethereum node may run the EVM. EVM is a Turing-

complete virtual machine, through which various complex logics may be implemented. A user 

publishes and calls a smart contract in Ethereum through the EVM. In practice, since EVM 



 

 

12 

 

directly runs virtual machine codes (virtual machine bytecodes, hereinafter referred to as 

"bytecodes"), the smart contract deployed on the blockchain may be bytecodes. 

After a smart contract is created, a contract account corresponding to the smart contract 

appears on the blockchain and has a particular address. A contract code (Code) and account 

storage (Storage) are stored in the account storage of the contract account. Behaviors of the 

smart contract are controlled by the contract code, and the account storage of the smart contract 

saves the state of the contract. In other words, the smart contract causes the generation of a 

virtual account having a contract code and account storage on the blockchain. 

As mentioned above, a Data field that includes a transaction for creating a smart contract 

may store the bytecodes of the smart contract. The bytecode consists of a string of bytes, and 

each byte may identify an operation. By taking many aspects such as development efficiency and 

readability into consideration, a developer may choose a high-level language to write the codes 

of the smart contract instead of directly writing bytecodes. In some embodiments, the high-level 

language may be Solidity, Serpent, LLL, etc. The codes of the smart contract written with a 

high-level language may be compiled by a compiler to generate bytecodes that may be deployed 

on the blockchain. 

Take Solidity as an example, the contract codes written with Solidity are very similar to 

the Class in the object-oriented programming language. Various members may be declared in a 

contract, including state variables, functions, function modifiers, events, etc. The state variable is 

a value permanently stored in the account storage (Storage) field of the smart contract for saving 

the state of the contract. 

The smart contract may be executed independently on each node in the blockchain 

network in a prescribed manner, and all execution records and data are stored on the blockchain. 

Thus, when such a transaction is completed, the blockchain stores a transaction certificate that 

cannot be altered and will not be lost. 

Creation of a smart contract in Ethereum needs the processes of writing a smart contract, 

turning it into bytecodes, and deploying the bytecodes to the blockchain, etc. Calling a smart 

contract in Ethereum is to initiate a transaction targeting the address of the smart contract. The 

EVM of each node may execute the transaction separately, and the codes of the smart contract 

are run in a distributed manner in the virtual machine of each node in the Ethereum network. 
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In related technologies, a cross-border resource transfer refers to a process of a resource 

transfer initiator transferring resources to an overseas resource transfer receiver. In the process 

flow of a cross-border resource transfer, all institutions involved in the cross-border resource 

transfer need to perform an authenticity audit on information such as the purpose of the cross-

border resource transfer and the flow direction of the resource transfer. 

In exemplary applications, the above-described cross-border resource transfer may 

include a cross-border virtual resource transfer and a cross-border physical resource transfer. The 

cross-border virtual resources may include virtual tokens (Bitcoin, Ethereum, etc.), points, 

stocks, etc., and the cross-border physical resource transfer may include cross-border 

remittances, etc. 

In some embodiments, when a remittance initiator initiates a cross-border remittance, all 

institutions involved in the cross-border remittance process need to perform an authenticity audit 

on information such as the purpose of the cross-border remittance and the flow direction of the 

remittance. After the authenticity audit is performed and successful, the process flow of the 

cross-border remittance is continued until the cross-border remittance is completed. 

Here, the institutions may include a domestic bank institution, a remittance supervision 

institution, and an overseas bank institution. 

FIG. 1 shows a process flow diagram of a cross-border remittance according to this 

specification. 

As shown in FIG. 1, a remittance initiator may interact with a remittance platform, and 

the remittance platform may interact with a domestic bank institution. The domestic bank 

institution may interact with a supervision institution and an overseas bank institution 

respectively. 

The remittance platform may, in response to a cross-border remittance order initiated by 

the remittance initiator, initiate a cross-border remittance request and send the request to the 

domestic bank institution. 

After receiving the cross-border remittance request initiated by the remittance platform, 

the domestic bank institution needs to perform an authenticity audit on remittance information of 

the cross-border remittance request, and sends to the supervision institution the cross-border 

remittance request after the authenticity audit is successfully completed, and processing of the 

cross-border remittance continues. 
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After receiving the cross-border remittance request, the supervision institution needs to 

perform an authenticity audit on remittance information related to the cross-border remittance 

request, and allows the domestic bank institution to send the cross-border remittance request to 

the overseas bank institution after the authenticity audit is successfully completed. 

After receiving an acknowledge receipt allowing further processing of the cross-border 

remittance from the supervision institution, the domestic bank institution may continue to send to 

the overseas bank institution the cross-border remittance request. 

After receiving the cross-border remittance request, the overseas bank institution needs to 

perform an authenticity audit on remittance information of the cross-border remittance request, 

and processes the cross-border remittance request to complete the cross-border remittance 

initiated by the remittance initiator after the authenticity audit is successfully completed. 

Here, when the cross-border remittance request circulates among the above-described 

institutions, each of the institutions needs to perform an authenticity audit on remittance 

information (for example, the purpose of remittance) of the cross-border remittance request. At 

present, when the above-described institutions perform an authenticity audit on remittance 

information (for example, the purpose of remittance) of the cross-border remittance request, this 

is usually done by the employees from the institutions contacting the remittance initiator, thereby 

obtaining the information that may prove authenticity of the above-described relevant 

information. Only after obtaining the proof information, the employees from the institutions may 

perform an authenticity audit on the proof information. 

It can be seen that the current authenticity audit of a cross-border remittance requires 

human participations as well as several interactions with the remittance initiator. Thus, the 

technical problems such as low efficiency and high error rate of authenticity audit are present. 

Based on this, this specification provides a method for auditing authenticity of cross-

border resource transfers. In the method, the proof information issued by a cross-border resource 

transfer receiver and used to prove authenticity of the cross-border resource transfer is stored in a 

blockchain, causing the cross-border resource transfer auditor to search, when performing an 

authenticity audit on the cross-border resource transfer information initiated by a cross-border 

resource transfer initiator, the blockchain for the proof information matching the cross-border 

resource transfer information through a corresponding node device, and determine a result of the 

authenticity audit of the cross-border resource transfer based on the searched proof information, 
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thereby avoiding human participations in an authenticity audit on a cross-border resource 

transfer, and improving efficiency and accuracy of the authenticity audit. 

For example, on one aspect, this specification provides a method for auditing authenticity 

of cross-border resource transfers. The method is implemented on a cross-border resource 

transfer client. 

FIG. 2 shows a process flow diagram of a method for auditing authenticity of cross-

border resource transfers according to this specification. The method is implemented on a cross-

border resource transfer client. Here, a blockchain accessed by the cross-border resource transfer 

client stores proof information issued by a cross-border resource transfer receiver and is used to 

prove authenticity of the cross-border resource transfer information. 

As shown in FIG. 2, the method comprises: 

S202: obtaining the cross-border resource transfer information initiated by a cross-border 

resource transfer initiator; 

S204: obtaining, in response to the cross-border resource transfer information, 

identification information corresponding to the proof information that is stored in the blockchain 

and corresponds to the cross-border resource transfer information; and 

S206: generating a cross-border resource transfer request based on the cross-border 

resource transfer information and the identification information, and sending to a cross-border 

resource transfer auditor the cross-border resource transfer request, causing the cross-border 

resource transfer auditor to perform, based on the proof information that is stored in the 

blockchain and corresponds to the identification information, an authenticity audit on the cross-

border resource transfer information. 

Here, the blockchain may be a public blockchain, a private blockchain, or a consortium 

blockchain established based on a server or a server cluster. The blockchain stores proof 

information issued by a cross-border resource transfer receiver and used to prove authenticity of 

the cross-border resource transfer information. In exemplary applications, in order to achieve an 

authenticity audit on the cross-border resource transfer information, the system for auditing 

authenticity of cross-border resource transfers may be established based on the blockchain, 

which is implemented on the node devices disposed on the blockchain, causing the cross-border 

resource transfer auditor to complete the authenticity audit for a cross-border resource transfer. 
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The cross-border resource transfer auditor is an auditor that needs to perform an 

authenticity audit on a cross-border resource transfer in a cross-border resource transfer 

transaction. The cross-border resource transfer auditor may include a cross-border resource 

transfer acceptor, or a cross-border resource transfer supervisor communicating with the cross-

border resource transferrer. 

In some embodiments, in a cross-border remittance scenario, the cross-border resource 

transfer acceptor may be a domestic bank institution, an overseas bank institution, etc. The cross-

border resource transfer supervisor may include a supervision institution, and the like. 

The cross-border resource transfer initiator is an entity or an individual that initiates a 

cross-border resource transfer. 

In some embodiments, in a cross-border remittance scenario, the cross-border resource 

transfer initiator may be a remittance initiator. The remittance initiator may initiate a cross-

border remittance order through a cross-border remittance client. 

The cross-border resource transfer information is information initiated by a cross-border 

resource transfer initiator and used for a cross-border resource transfer. 

In some embodiments, in a cross-border remittance scenario, the cross-border resource 

transfer information may be cross-border remittance information. The cross-border remittance 

information may be relevant remittance information written by a remittance initiator when 

initiating a cross-border remittance order. In practice, the remittance information may be 

information that needs to be provided for a cross-border remittance per relevant regulations, such 

as the amount of remittance, purpose of remittance, remittee and remittance initiator (for 

example, identification information of the remittance initiator, account information, etc.). 

The cross-border resource transfer request is a cross-border resource transfer request 

initiated by the cross-border resource transfer client. After receiving the cross-border resource 

transfer information initiated by a cross-border resource transfer initiator, the cross-border 

resource transfer client may obtain, in response to the cross-border resource transfer information, 

identification information corresponding to the proof information that is stored in the blockchain 

and corresponds to the cross-border resource transfer information, and generate a cross-border 

resource transfer request based on the cross-border resource transfer information and the 

identification information. 
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After generating the cross-border resource transfer request, the cross-border resource 

transfer client may send to a cross-border resource transfer auditor the cross-border resource 

transfer request, causing the authenticity audit on the cross-border resource transfer to be 

completed. 

The cross-border resource transfer receiver is an entity or an individual that receives the 

cross-border resource. 

In some embodiments, in a cross-border remittance scenario, the cross-border resource 

transfer receiver may be a remittee of the cross-border remittance. 

Note that the remittee may have different roles in different transaction scenarios. In some 

embodiments, in an overseas shopping scenario, the remittee may be an institution that provides 

commodities. In an overseas elderly care scenario, the remittee may be a nursing home that 

provides elderly care services. The remittee may certainly be an individual that receives the 

remittance. In some embodiments, when a remittance initiator provides living expenses to a 

relative living abroad, the remittee may be a relative of the remittance initiator. 

The proof information may be a proof document that can prove that cross-border resource 

transfer information is a real transaction. In practice, the proof information may be used to prove 

that a resource transfer relationship between a cross-border resource transfer initiator and a 

cross-border resource transfer receiver is true. 

In practice, the proof information includes cross-border resource transfer order data 

issued by a cross-border resource transfer receiver. 

In some embodiments, in an overseas shopping scenario, the proof information may be a 

cross-border order showing that the remittance initiator purchases goods from an overseas 

merchant (remittee). In this case, the cross-border order may prove that the remittance initiator 

has indeed purchased goods from the overseas merchant, and that the remittance initiator needs 

to pay a remittance (provide a payment) to the overseas merchant (remittee). 

In some other embodiments, in a scenario where a remittance initiator provides living 

expenses to a relative living abroad, the proof information may be a document for proving a 

direct relationship between the remittance initiator and the relative living abroad. In this case, the 

proof information may prove that the remittance initiator needs to pay a remittance (to provide 

living expenses) to the remittee. 
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In exemplary applications, the cross-border resource transfer receiver may issue, through 

a node device included in the blockchain and corresponding to the receiver, the proof 

information used to prove authenticity of a cross-border resource transfer to the blockchain for 

storage, causing an authenticity audit node included in the system for auditing authenticity of 

cross-border resource transfers to trace the cross-border resource transfer information. 

Here, the node device may be any type of terminal devices, such as a personal PC, a 

mobile phone terminal, a PAD terminal, and the like.  

When the cross-border resource transfer receiver issues the proof information to the 

blockchain for storage, the blockchain may also generate the identification information 

corresponding to the proof information and store the identification information. 

In exemplary applications, a smart contract for managing the proof information may be 

preset in the blockchain. A logical algorithm (such as a Hash algorithm) for generating 

identification information may be deployed in the smart contract. After receiving the proof 

information sent by the cross-border resource transfer receiver, the system for auditing 

authenticity of cross-border resource transfers may call, in response to the proof information, the 

preset smart contract for managing the proof information, and generate the identification 

information corresponding to the proof information. 

The identification information may be a search index for the proof information that is 

stored in the blockchain and corresponds to the cross-border resource transfer information, or a 

credible certificate generated based on the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information. 

When the identification information is a search index for the proof information that is 

stored in the blockchain and corresponds to the cross-border resource transfer information, 

during the authenticity audit, proof information corresponding to the identification information 

may be obtained from the blockchain through the identification information. After proof 

information is obtained, an authenticity audit may be implemented based on the proof 

information. 

When the identification information is a credible certificate generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information, the authenticity audit may be implemented through verifying whether the credible 
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certificate is generated based on the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information. 

In one embodiment, the identification information may also be used to indicate actual 

content included in proof information corresponding to the identification information. 

In some embodiments, in a cross-border remittance scenario, the logical algorithm for 

generating identification information may be an algorithm that maps related information of 

remittance information into a corresponding identity. In some embodiments, 0 may be used to 

represent a remittance for payment of goods (purpose of remittance), 1 may be used to represent 

a remittance for living expenses, Arabic numerals corresponding to an amount of remittance may 

be used as an identity indicating the amount of remittance, identification card information or 

passport information of a remittance initiator may be used to indicate identification information 

corresponding to the remittance initiator, etc. 

In this case, during generation of identification information corresponding to remittance 

information, various kinds of information included in the remittance information may be mapped 

to corresponding identities, and the identities corresponding to various kinds of information are 

combined according to a preset rule. Then, an ID that may uniquely mark remittance information 

is added and combined as identification information corresponding to the remittance 

information. 

The cross-border resource transfer client (hereinafter referred to as the "client") is a client 

(such as a bank client APP) that provides cross-border resource transfer services for the cross-

border resource transfer initiator. The cross-border resource transfer client may be carried on a 

cross-border resource transfer initiator node device in the blockchain. Here, the cross-border 

resource transfer initiator node device may be any type of terminal devices, such as a personal 

PC, a mobile phone terminal, a PAD terminal, and the like.  

After receiving the cross-border resource transfer information initiated by a cross-border 

resource transfer initiator, the client may obtain, in response to the cross-border resource transfer 

information, identification information corresponding to the proof information that is stored in 

the blockchain and corresponds to the cross-border resource transfer information, and generate a 

cross-border resource transfer request based on the cross-border resource transfer information 

and the identification information. 



 

 

20 

 

After generating the cross-border resource transfer request, the client may send to a cross-

border resource transfer auditor the cross-border resource transfer request, causing an 

authenticity audit on the cross-border resource transfer to be completed. 

In exemplary applications, a smart contract for managing the proof information is 

deployed in the blockchain. When obtaining identification information corresponding to the 

proof information that is stored in the blockchain and corresponds to the cross-border resource 

transfer information, the client may, in response to the cross-border resource transfer 

information, call a generation logic in the smart contract, and generate the identification 

information corresponding to the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information. After the identification 

information is generated, the client may obtain the identification information generated by the 

smart contract. 

A smart contract for calling and used to obtain identification information may be pre-

deployed in the blockchain. After receiving the cross-border resource transfer information 

initiated by a cross-border resource transfer initiator, the client may create, in response to the 

cross-border resource transfer information, a transaction for calling the smart contract. After a 

transaction for calling is created, the client may send the transaction for calling to the cross-

border resource transfer initiator node device. 

After receiving the transaction for calling, the cross-border resource transfer initiator 

node device may, in response to the transaction for calling, call an obtaining logic in the smart 

contract for calling to obtain the identification information that is found from the blockchain and 

corresponds to the proof information corresponding to the cross-border resource transfer 

information, and write the identification information into a state database of the blockchain. 

The client may monitor the state database, and obtain the identification information from 

the state database. 

In a subsequent process flow of a cross-border resource transfer, when a cross-border 

resource transfer auditor receives the cross-border resource transfer request, the cross-border 

resource transfer auditor may create a target transaction through a system for auditing 

authenticity of cross-border resource transfers established based on the blockchain, causing a 

node device in the blockchain to respond to the target transaction and implement an authenticity 

audit on the cross-border resource transfer. 
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In some embodiments, in a cross-border remittance scenario, when a cross-border 

remittance client sends to a domestic bank institution node device a cross-border remittance 

request initiated by a remittance initiator, the domestic bank institution may create a target 

transaction through the system for auditing authenticity of cross-border resource transfers. After 

the target transaction is created, the system for auditing authenticity of cross-border resource 

transfers may send the target transaction to a node device corresponding to the domestic bank 

institution. After receiving the target transaction, the device may perform, in response to the 

target transaction, an authenticity audit on the cross-border remittance request. After the 

authenticity audit on the cross-border remittance request succeeds, the domestic bank institution 

node device sends to a supervision institution node device the transaction for an authenticity 

audit. 

In one embodiment, when obtaining identification information corresponding to the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information, the client may obtain identification information corresponding to the proof 

information sent by a cross-border resource transfer receiver and stored in the blockchain and 

corresponds to the cross-border resource transfer information. 

In exemplary applications, the cross-border resource transfer receiver may send to a 

cross-border resource transfer initiator the identification information offline, causing the initiator 

to send to the client the cross-border resource transfer information and the identification 

information together. 

In some embodiments, the cross-border resource transfer receiver may send to a cross-

border resource transfer initiator the identification information in a trusted manner (such as 

mails, text messages, etc.). When initiating a cross-border resource transfer, the cross-border 

resource transfer initiator may send to the client the identification information together with the 

cross-border resource transfer information. 

Based on the above-described technical solutions, on the one hand, the client may obtain, 

in response to the cross-border resource transfer information initiated by a cross-border resource 

transfer initiator, identification information corresponding to the proof information that is stored 

in the blockchain and corresponds to the cross-border resource transfer information. Then, the 

client generates a cross-border resource transfer request based on the cross-border resource 

transfer information and the identification information, and sends to a cross-border resource 
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transfer auditor the cross-border resource transfer request, causing the cross-border resource 

transfer auditor to perform, based on the proof information that is stored in the blockchain and 

corresponds to the identification information, an authenticity verification on the cross-border 

resource transfer information, thereby avoiding human participations in the authenticity audit on 

the cross-border resource transfer information and improving efficiency and accuracy of the 

authenticity audit. 

On the other hand, this specification provides a method for auditing authenticity of cross-

border resource transfers. The method is implemented on a node device in a blockchain accessed 

by a cross-border resource transfer client. 

Refer to FIG. 3, which shows a process flow diagram of a method for auditing 

authenticity of cross-border resource transfers according to this specification. The method may 

be implemented on a node device in a blockchain accessed by a cross-border resource transfer 

client. Here, the blockchain stores proof information issued by a cross-border resource transfer 

receiver and used to prove authenticity of cross-border resource transfer information. 

As shown in FIG. 3, the method may comprise: 

S302: receiving a target transaction sent by a cross-border resource transfer auditor, 

wherein the target transaction comprises the cross-border resource transfer information and the 

identification information corresponding to the proof information stored in the blockchain; and 

S304: performing, based on the proof information corresponding to the identification 

information, in response to the target transaction, an authenticity verification on the cross-border 

resource transfer information, and returning to the cross-border resource transfer auditor a result 

of the authenticity verification. 

The cross-border resource transfer auditor is an auditor that needs to perform an 

authenticity audit on a cross-border resource transfer in a cross-border resource transfer 

transaction service. The cross-border resource transfer auditor may include a cross-border 

resource transfer acceptor, or a cross-border resource transfer supervisor communicating with the 

cross-border resource transferrer. 

In some embodiments, in a cross-border remittance scenario, the cross-border resource 

transfer acceptor may be a domestic bank institution, an overseas bank institution, etc. The cross-

border resource transfer supervisor may include a supervision institution, and the like. 
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The target transaction may be created by the cross-border resource transfer auditor after 

receiving a cross-border resource transfer request. The target transaction may include the to-be-

audited cross-border resource transfer information, and the identification information 

corresponding to the proof information stored in the blockchain. 

After a node device in a blockchain accessed by a cross-border resource transfer client 

receives the target transaction, the node device may perform, in response to the target transaction 

based on the proof information corresponding to the identification information, an authenticity 

verification on the cross-border resource transfer information, and return to the cross-border 

resource transfer auditor a result of the authenticity verification. 

In one scenario, a smart contract used to perform an authenticity verification on the cross-

border resource transfer information is deployed in the blockchain. The identification 

information is a search index for the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information. 

In this case, when performing, in response to the target transaction based on the proof 

information corresponding to the identification information, an authenticity verification on the 

cross-border resource transfer information, the node device may call a search logic in the smart 

contract, and search, based on the identification information, for the proof information that is 

stored in the blockchain and corresponds to the identification information. 

After obtaining the proof information, the node device may further call a verification 

logic in the smart contract for audit after the proof information that is stored in the blockchain 

and corresponds to the identification information is found, and verify whether cross-border 

resource transfer information included in the target transaction matches cross-border resource 

transfer information indicated by the obtained proof information. If so, the node device 

determines that the authenticity verification on the cross-border resource transfer information 

succeeds, otherwise, the node device determines that the authenticity verification on the cross-

border resource transfer information fails. 

In another scenario, a smart contract for performing an authenticity verification on the 

cross-border resource transfer information is deployed in the blockchain, and the identification 

information is a credible certificate generated based on the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information. 
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In this case, when performing, in response to the target transaction based on the proof 

information corresponding to the identification information, an authenticity verification on the 

cross-border resource transfer information, the node device may call a certificate check logic in 

the smart contract, and verify whether the credible certificate is generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information. If so, the node device determines that the authenticity verification on the cross-

border resource transfer information succeeds, otherwise, the node device determines that the 

authenticity verification on the cross-border resource transfer information fails. 

In another scenario, the identification information may also be used to indicate actual 

content included in proof information corresponding to the identification information. 

In this case, when performing, in response to the target transaction based on the proof 

information corresponding to the identification information, an authenticity verification on the 

cross-border resource transfer information, the node device may first analyze identification 

information included in the target transaction and obtain the related information indicated by the 

identification information. 

Then, the node device compares the obtained related information indicated by the 

identification information with the found cross-border resource transfer information. 

If the related information is consistent with the cross-border resource transfer 

information, the node device determines that the authenticity audit on the cross-border resource 

transfer succeeds. Otherwise, the node device determines that the authenticity audit on the cross-

border resource transfer fails. 

In the above-described scenarios, after any of the smart contracts obtains a result of the 

authenticity audit of the cross-border resource transfer, the node device may generate a write 

event based on an event mechanism, and write the result of the authenticity audit into a state 

database of the blockchain, causing the cross-border resource transfer auditor to monitor the state 

database and obtain the result of the authenticity audit. 

It can be known from the above-described steps that after receiving a target transaction 

sent by a cross-border resource transfer auditor, a node device in a blockchain accessed by the 

cross-border resource transfer client may perform, in response to the target transaction based on 

the proof information corresponding to the identification information, an authenticity verification 

on the cross-border resource transfer information, and return to the cross-border resource transfer 
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auditor a result of the authenticity audit, thereby avoiding human participations in the 

authenticity audit on a cross-border resource transfer and improving efficiency and accuracy of 

the authenticity audit. 

The embodiments of this specification are described below in detail in conjunction with 

an overseas shopping scenario. 

Refer to FIG. 4, which shows a process flow diagram of a cross-border remittance 

according to this specification. As shown in FIG. 4, a system for auditing authenticity of cross-

border resource transfers is established based on a blockchain. Here, the blockchain comprises a 

user node device (equipped with a cross-border remittance client), an overseas merchant node 

device, a domestic bank institution node device, an overseas bank institution node device, and a 

supervision institution node device. 

Suppose that a user (remittance initiator) places a cross-border order with an overseas 

merchant (remittee), and an overseas merchant node device corresponding to the overseas 

merchant generates corresponding order data based on the cross-border order, wherein the order 

data may include the identification information (such as ID number) of the user. 

In the above-described scenario, the overseas merchant node device may execute S402 to 

issue order data related to the cross-border order to the blockchain, causing the blockchain to 

generate identification information corresponding to the order data, and store the order data as 

well as the identification information. 

In one embodiment, the overseas merchant node device may package a ledger transaction 

based on the order data, and send to the node devices included in the blockchain the ledger 

transaction. After the node devices in the blockchain reach a consensus, the overseas merchant 

node device issues the order data to the system for auditing authenticity of cross-border resource 

transfers for storage. After the order data is stored, the overseas merchant node device may also 

call a generation logic in a pre-deployed smart contract for identification information generation, 

generate identification information corresponding to the order data based on a logical algorithm 

in the smart contract, and store the identification information in the system for auditing 

authenticity of cross-border resource transfers. 

Note that implementation manners for the blockchain generating identification 

information corresponding to the order data and storing the order data and the identification 

information are not limited by this specification. In some embodiments, a smart contract may be 
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pre-deployed in the blockchain, and the smart contract may include an order data storage logic 

and an identification information generation logic. In this case, the overseas merchant node 

device may call the smart contract, causing the blockchain to generate identification information 

corresponding to the order data, and store the order data as well as the identification information. 

After the order data and the identification information corresponding to the order data are 

stored in the blockchain, the blockchain may return to the overseas merchant node device the 

receipt information indicating a successful storage, causing the overseas merchant node device to 

feed back the generated order data to the user, who then initiates a cross-border remittance order 

based on the order data. 

After receiving the order data (such as receiving the order data through a purchasing 

website provided by the merchant), the user may initiate a cross-border remittance order through 

an overseas cross-border client loaded in the user node device. Here, the cross-border remittance 

order may carry identification information of the user (such as an ID number), and cross-border 

remittance information created based on the order data. 

After receiving the cross-border remittance order, the remittance client may execute S404 

to: create, in response to the target cross-border remittance order, a transaction for calling and 

obtaining a smart contract. 

After sending to a remittance initiator node device corresponding to the cross-border 

remittance client the transaction for calling and obtaining a smart contract, the cross-border 

remittance initiator node device calls, in response to the transaction for calling and obtaining a 

smart contract, an obtaining logic in the smart contract, obtain identification information of proof 

information that is searched from the blockchain and corresponds to the target cross-border 

remittance order, and write the identification information into a state database of the blockchain. 

The state database is monitored, and the identification information is obtained from the 

state database. 

After the remittance client obtains the identification information, it may indicate that 

order data corresponding to the identification information is already stored in the system for 

auditing authenticity of cross-border resource transfers, and that a remittance request initiated by 

the user is already associated with the order data. 

In this case, the remittance client may execute S406 to generate, based on the cross-

border remittance information and the identification information, a target cross-border remittance 
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request for the target cross-border remittance order, and send to the domestic bank institution the 

target cross-border remittance request. 

After receiving the target cross-border remittance request, the domestic bank institution 

may execute S408 through a system for auditing authenticity of cross-border resource transfers 

carried in corresponding domestic bank institution node device to create, based on the cross-

border remittance request, a target transaction for performing an authenticity audit on the cross-

border remittance information of the target cross-border remittance order, and send to the 

domestic bank institution node device the target transaction. 

When receiving the target transaction, the domestic bank institution node device may 

call, in response to the target transaction, a search logic in the smart contract for audit, and 

search, based on the identification information, for the proof information that is stored in the 

blockchain and corresponds to the identification information. When the smart contract for audit 

finds the proof information from the blockchain, the node device may further call a verification 

logic in the smart contract for audit, and perform, based on the proof information, an authenticity 

audit on the cross-border remittance information of the target cross-border remittance order. 

In one embodiment, when performing an authenticity audit on the cross-border 

remittance information of the target cross-border remittance order, the node device may compare 

the proof information with cross-border remittance information of the target cross-border 

remittance order, and obtain a result of the comparison. 

If the result of the comparison is consistent, the node device determines that the 

authenticity audit on the cross-border resource transfer succeeds. Otherwise, the node device 

determines that the authenticity audit on the cross-border resource transfer fails. 

In another embodiment, the identification information is used to indicate related 

information included in proof information corresponding to the identification information. 

When performing an authenticity audit on the cross-border remittance information of the 

cross-border remittance order, the node device may first analyze identification information 

included in the target transaction, and obtain the related information indicated by the 

identification information. 

Then, the node device compares the obtained related information indicated by the 

identification information with the related information included in the obtained proof 

information. 
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If the related information is consistent, the node device determines that the authenticity 

audit on the cross-border resource transfer succeeds. Otherwise, the node device determines that 

the authenticity audit on the cross-border resource transfer fails. 

In the above-described scenario, after the smart contract for audit determines a result of 

the authenticity audit of the cross-border remittance order, the node device may generate a write 

event based on an event mechanism, and write the result of the authenticity audit into a state 

database of the blockchain. 

The domestic bank institution node device may monitor the state database, and obtain the 

result of the authenticity audit when the write event is detected. 

If the domestic bank institution node device determines that the authenticity audit on the 

cross-border remittance information of the target cross-border remittance order succeeds, the 

domestic bank institution may execute S410 to send to the supervision institution the target 

cross-border remittance request, causing the supervision institution to perform an authenticity 

audit on the target cross-border remittance request through a supervision institution node device. 

Here, the step in which the supervision institution node device performs an authenticity audit on 

the cross-border remittance information of the target cross-border remittance request may refer 

to the above-mentioned authenticity audit process of the domestic bank institution node device, 

which is not elaborated herein. 

When the supervision institution node device determines that the authenticity audit on the 

cross-border remittance information of the target cross-border remittance order succeeds, the 

supervision institution may return to the domestic bank the receipt information allowing the 

cross-border remittance request to proceed. 

After receiving the receipt information, the domestic bank may execute S412 to send to 

the overseas bank institution the target cross-border remittance request, causing the overseas 

bank institution to process the cross-border remittance request through a node device 

corresponding to the overseas bank institution to complete the remittance. 

After receiving the cross-border remittance request, the overseas bank node device will 

also perform an authenticity audit on the cross-border remittance information of the target cross-

border remittance order. Here, the step in which the domestic bank node device performs an 

authenticity audit on the cross-border remittance information of the target cross-border 
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remittance request may refer to the above-mentioned authenticity audit process of the domestic 

bank institution node device, which is not elaborated herein. 

When the overseas bank node device determines that the authenticity audit on the cross-

border remittance information of the target cross-border remittance order succeeds, the overseas 

bank node device may continue to process the target cross-border remittance request to complete 

the cross-border remittance order initiated by the user. 

Thus, the user completes the entire process flow of a cross-border remittance order for a 

cross-border order with the overseas merchant. 

Note that when a node device included in the blockchain performs an authenticity audit 

on the target cross-border remittance request, a result of executing the target cross-border 

remittance request by the smart contract for authenticity audit stored locally in the node device 

may also be searched, without the need of initiating a target transaction to the system for auditing 

authenticity of cross-border resource transfers, thereby improving the authenticity audit 

efficiency. 

On the one hand, a cross-border remittance client may generate a cross-border remittance 

request for the target cross-border remittance order, based on cross-border remittance 

information included in a cross-border remittance order initiated by a user and identification 

information corresponding to the proof information for proofing authenticity of the cross-border 

remittance order, and send to a cross-border remittance acceptor the cross-border remittance 

request, causing the cross-border remittance acceptor to further search, based on the 

identification information, for the proof information that is stored in the blockchain and 

corresponds to the identification information, and perform, based on the proof information, an 

authenticity audit on the cross-border remittance information of the target cross-border 

remittance order, thereby avoiding human participations in an authenticity audit for cross-border 

remittance information of a target cross-border order and improving efficiency and accuracy of 

the authenticity audit. 

On the other hand, after receiving a target transaction sent by a cross-border remittance 

auditor, a node device in a blockchain accessed by a cross-border remittance client may search, 

in response to the target contraction based on the target transaction, for the proof information 

that is stored in the blockchain and corresponds to the identification information, and perform, 

based on the proof information, an authenticity audit on the cross-border remittance information 
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of the target cross-border remittance order, thereby avoiding human participations in an 

authenticity audit for cross-border remittance information of a target cross-border order and 

improving efficiency and accuracy of the authenticity audit. 

This specification further provides a device for auditing authenticity of cross-border 

resource transfers 500, which is implemented on a cross-border resource transfer client, wherein 

a blockchain accessed by the cross-border resource transfer client stores proof information issued 

by a cross-border resource transfer receiver and used to prove authenticity of cross-border 

resource transfer information. 

Refer to FIG. 5, which shows a structural diagram of a device for auditing authenticity of 

cross-border resource transfers according to this specification. 

As shown in FIG. 5, the device 500 comprises: 

a first obtaining module 510, configured to obtain the cross-border resource transfer 

information initiated by a cross-border resource transfer initiator; 

a second obtaining module 520, configured to obtain, in response to the cross-border 

resource transfer information, identification information corresponding to the proof information 

that is stored in the blockchain and corresponds to the cross-border resource transfer information; 

and 

a verification module 530, configured to generate a cross-border resource transfer request 

based on the cross-border resource transfer information and the identification information, and 

sends to a cross-border resource transfer auditor the cross-border resource transfer request, 

causing the cross-border resource transfer auditor to perform an authenticity verification on the 

cross-border resource transfer information based on the proof information that is stored in the 

blockchain and corresponds to the identification information. 

In a shown embodiment, a smart contract for managing the proof information is deployed 

in the blockchain; and 

the second obtaining module 520 is configured to: 

call, in response to the cross-border resource transfer information, a generation logic in 

the smart contract, and generate the identification information corresponding to the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information; and 

obtain the identification information generated by the smart contract. 
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In a shown embodiment, the second obtaining module 520 comprises: 

an obtaining sub-module, configured to obtain the identification information sent by a 

cross-border resource transfer receiver and corresponding to the proof information that is stored 

in the blockchain and corresponds to the cross-border resource transfer information.  

In a shown embodiment, the identification information is a search index for the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information; and 

the verification module 530 is configured to: 

search, based on the identification information, for the proof information corresponding 

to the identification information; and 

perform the authenticity verification on the cross-border resource transfer information 

according to the proof information. 

In a shown embodiment, the identification information is a credible certificate generated 

based on the proof information that is stored in the blockchain and corresponds to the cross-

border resource transfer information; and 

the verification module 530 is configured to: 

determine whether the credible certificate is generated based on the proof information 

that is stored in the blockchain and corresponds to the cross-border resource transfer information, 

and obtaining a result of the determination; and 

perform, based on the result of the determination, an authenticity verification on the 

cross-border resource transfer information. 

In a shown embodiment, the proof information comprises cross-border resource transfer 

order data issued by a cross-border resource transfer receiver. 

In a shown embodiment, the cross-border resource transfer auditor comprises: 

a cross-border resource transfer acceptor; or  

a cross-border resource transfer supervisor communicating with the cross-border resource 

transferrer. 

This specification further provides a device 600 for auditing authenticity of a cross-

border resource transfer, which is implemented on a node device in a blockchain accessed by a 

cross-border resource transfer client, wherein the blockchain stores proof information issued by a 
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cross-border resource transfer receiver and used to prove authenticity of cross-border resource 

transfer information. 

Refer to FIG. 6, which shows a structural diagram of a device for auditing authenticity of 

cross-border resource transfers according to this specification. 

As shown in FIG. 6, the device 600 comprises: 

a receiving module 610, configured to receive a target transaction sent by a cross-border 

resource transfer auditor, wherein the target transaction comprises the cross-border resource 

transfer information and the identification information corresponding to the proof information 

stored in the blockchain; and 

a verification module 620, configured to perform, in response to the target transaction 

based on the proof information corresponding to the identification information, an authenticity 

verification on the cross-border resource transfer information, and return to the cross-border 

resource transfer auditor a result of the authenticity verification. 

In a shown embodiment, a smart contract for performing an authenticity verification on 

the cross-border resource transfer information is deployed in the blockchain, and the 

identification information is a search index for the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and  

the verification module 620 is configured to:  

call a search logic in the smart contract in response to the target transaction, and search, 

based on the identification information, to obtain the proof information that is stored in the 

blockchain and corresponds to the identification information; and 

further call a verification logic in the smart contract for audit after the proof information 

that is stored in the blockchain and corresponds to the identification information is found, and 

verify whether cross-border resource transfer information included in the target transaction 

matches cross-border resource transfer information indicated by the searched proof information; 

if so, determine that the authenticity verification on the cross-border resource transfer 

information succeeds; otherwise, determine that the authenticity verification on the cross-border 

resource transfer information fails. 

In a shown embodiment, a smart contract for performing an authenticity verification on 

the cross-border resource transfer information is deployed in the blockchain; the identification 
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information is a credible certificate generated based on the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and  

the verification module 620 is configured to: 

call a certificate check logic in the smart contract, and verify whether the credible 

certificate is generated based on the proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information in response to the target 

transaction; if so, determine that the authenticity verification on the cross-border resource 

transfer information succeeds; otherwise, determine that the authenticity verification on the 

cross-border resource transfer information fails. 

In a shown embodiment, the verification module 620 further comprises: 

a monitoring module 630, configured to monitor a result of the authenticity verification 

performed by the smart contract on the cross-border resource transfer information; and 

a returning module 640, configured to return to the cross-border resource transfer auditor 

the result of the authenticity verification. 

In a shown embodiment, the cross-border resource transfer auditor comprises: 

a cross-border resource transfer acceptor; or  

a cross-border resource transfer supervisor communicating with the cross-border resource 

transferrer. 

The embodiments of a device for auditing authenticity of cross-border resource transfers 

according to this specification may be implemented on a device for auditing authenticity of 

cross-border resource transfers. The embodiments of the device may be implemented through 

software, hardware, or a combination of software and hardware. Take implementation through 

software as an example, a logical device is formed by reading, by a processor of electronic 

equipment where the device is located, corresponding computer program instructions in a non-

volatile memory into a memory. From a hardware level, as shown in FIG. 7, a hardware 

structural diagram of a device for auditing authenticity of cross-border resource transfers 

according to this specification is illustrated. In addition to a processor, a memory, a network 

interface, and a non-volatile memory shown in FIG. 7, electronic equipment where the device 

according to the embodiments is located may also include other hardware, generally depending 

on the actual functions of the electronic equipment, which is not elaborated herein.  
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Please refer to FIG. 7, which shows a device for auditing authenticity of cross-border 

resource transfers, wherein the device is equipped with a cross-border resource transfer client, 

and a blockchain accessed by the cross-border resource transfer client stores proof information 

issued by a cross-border resource transfer receiver and used to prove authenticity of cross-border 

resource transfer information. The equipment comprises: a processor; and 

a memory used to store processor-executable instructions, wherein 

the processor is configured to call the executable instructions stored in the memory and 

implement the cross-border resource transfer method as shown in any one of the above-described 

embodiments. 

The embodiments of a device for auditing authenticity of cross-border resource transfers 

according to this specification may be implemented on a device for auditing authenticity of 

cross-border resource transfers. The embodiments of the device may be implemented through 

software, hardware or a combination of software and hardware. Take implementation through 

software as an example, a logical device is formed by reading, by a processor of electronic 

equipment where the device is located, corresponding computer program instructions in a non-

volatile memory into a memory. From a hardware level, as shown in FIG. 8, a hardware 

structural diagram of a device for auditing authenticity of cross-border resource transfers 

according to this specification is illustrated. In addition to a processor, a memory, a network 

interface, and a non-volatile memory shown in FIG. 8, electronic equipment where the device 

according to the embodiments is located may also include other hardware, generally depending 

on the actual functions of the electronic equipment, which is not elaborated herein.  

Please refer to FIG. 8, which shows a device for auditing authenticity of cross-border 

resource transfers, wherein a blockchain accessed by the device stores proof information issued 

by a cross-border resource transfer receiver and used to prove authenticity of cross-border 

resource transfer information. The equipment comprises: a processor; and 

a memory used to store processor-executable instructions, wherein 

the processor is configured to call the executable instructions stored in the memory and 

implement the cross-border resource transfer method as shown in any one of the above-described 

embodiments. 

Note that this specification is not limited to the precise structure described above and 

shown in the accompanying drawings, and various modifications and changes may be made 
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without departing from the scope thereof. The scope of this specification is only limited by the 

claims thereof. 

Only some embodiments of this specification are described above, which are not intended 

to limit this specification. Any modification, equivalent replacement, improvement and the like 

made within the spirit and principles of this specification shall fall within the protection scope of 

this specification. 
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CLAIMS 

What is claimed is: 

 

1. A method for auditing authenticity of cross-border resource transfers, implemented on a 

cross-border resource transfer client, wherein  

a blockchain accessed by the cross-border resource transfer client stores proof information 

that is issued by a cross-border resource transfer receiver and used to prove authenticity of cross-

border resource transfer information, and  

the method comprises: 

obtaining cross-border resource transfer information initiated by a cross-border 

resource transfer initiator; 

obtaining, in response to the cross-border resource transfer information, identification 

information corresponding to proof information that is stored in the blockchain and 

corresponds to the cross-border resource transfer information; and 

generating a cross-border resource transfer request based on the cross-border resource 

transfer information and the identification information, and sending to a cross-border 

resource transfer auditor the cross-border resource transfer request, causing the cross-

border resource transfer auditor to perform, based on the proof information that is stored in 

the blockchain and corresponds to the identification information, an authenticity 

verification on the cross-border resource transfer information. 

 

2. The method according to claim 1, wherein  

a smart contract for managing the proof information is deployed in the blockchain, and 

obtaining, in response to the cross-border resource transfer information, identification 

information corresponding to proof information that is stored in the blockchain and corresponds 

to the cross-border resource transfer information comprises: 

calling, in response to the cross-border resource transfer information, a generation 

logic in the smart contract to generate the identification information corresponding to the 

proof information that is stored in the blockchain and corresponds to the cross-border 

resource transfer information; and 

obtaining the identification information generated by the smart contract. 
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3. The method according to claim 1, wherein obtaining identification information 

corresponding to proof information that is stored in the blockchain and corresponds to the cross-

border resource transfer information comprises: 

obtaining the identification information, sent by the cross-border resource transfer receiver, 

corresponding to the proof information that is stored in the blockchain and corresponds to the 

cross-border resource transfer information.  

 

4. The method according to any one of claims 1-3, wherein  

the identification information is a search index for the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information, and 

performing, based on the proof information that is stored in the blockchain and corresponds 

to the identification information, an authenticity verification on the cross-border resource transfer 

information comprises: 

searching, based on the identification information, for the proof information 

corresponding to the identification information; and 

performing, based on the proof information, the authenticity verification on the cross-

border resource transfer information. 

 

5. The method according to any one of claims 1-3, wherein  

the identification information is a credible certificate generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information, and 

 performing, based on the proof information that is stored in the blockchain and 

corresponds to the identification information, an authenticity verification on the cross-border 

resource transfer information comprises: 

determining whether the credible certificate is generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource 

transfer information, and obtaining a result of the determination; and 

performing, based on the result of the determination, the authenticity verification on the 

cross-border resource transfer information. 
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6. The method according to claim 1, wherein the proof information comprises cross-border 

resource transfer order data issued by the cross-border resource transfer receiver. 

 

7. The method according to claim 1, wherein the cross-border resource transfer auditor 

comprises: 

a cross-border resource transfer acceptor; or  

a cross-border resource transfer supervisor communicating with a cross-border resource 

transferrer. 

 

8. A method for auditing authenticity of cross-border resource transfers, implemented on a 

node device in a blockchain accessed by a cross-border resource transfer client, wherein  

the blockchain stores therein proof information that is issued by a cross-border resource 

transfer receiver and used to prove authenticity of cross-border resource transfer information, 

and  

the method comprises: 

receiving a target transaction sent by a cross-border resource transfer auditor, wherein 

the target transaction comprises the cross-border resource transfer information, and 

identification information corresponding to the proof information stored in the blockchain; 

and 

performing, in response to the target transaction based on the proof information 

corresponding to the identification information, an authenticity verification on the cross-

border resource transfer information, and returning to the cross-border resource transfer 

auditor a result of the authenticity verification. 

 

9. The method according to claim 8, wherein  

a smart contract for performing the authenticity verification on the cross-border resource 

transfer information is deployed in the blockchain,  

the identification information is a search index for the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information, and  
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performing, in response to the target transaction based on the proof information 

corresponding to the identification information, an authenticity verification on the cross-border 

resource transfer information comprises:  

calling, in response to the target transaction, a search logic in the smart contract, and 

searching, based on the identification information, to obtain the proof information that is 

stored in the blockchain and corresponds to the identification information; and 

further calling a verification logic in the audit smart contract after the proof 

information that is stored in the blockchain and corresponds to the identification information 

is found, and verifying whether the cross-border resource transfer information in the target 

transaction matches cross-border resource transfer information indicated by the obtained 

proof information; if so, determining that the authenticity verification on the cross-border 

resource transfer information succeeds; otherwise, determining that the authenticity 

verification on the cross-border resource transfer information fails.  

 

10. The method according to claim 8, wherein  

a smart contract for performing the authenticity verification on the cross-border resource 

transfer information is deployed in the blockchain,  

the identification information is a credible certificate generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information, and  

performing, in response to the target transaction based on the proof information 

corresponding to the identification information, an authenticity verification on the cross-border 

resource transfer information comprises: 

calling, in response to the target transaction, a certificate check logic in the smart 

contract, and verifying whether the credible certificate is generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource 

transfer information; if so, determining that the authenticity verification on the cross-border 

resource transfer information succeeds; otherwise, determining that the authenticity 

verification on the cross-border resource transfer information fails. 
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11. The method according to claim 9 or 10, wherein the returning to the cross-border 

resource transfer auditor a result of the authenticity verification comprises: 

monitoring the result of the authenticity verification performed by the smart contract on the 

cross-border resource transfer information; and 

returning to the cross-border resource transfer auditor the result of the authenticity 

verification. 

 

12. The method according to claim 8, wherein the cross-border resource transfer auditor 

comprises: 

a cross-border resource transfer acceptor; or  

a cross-border resource transfer supervisor communicating with a cross-border resource 

transferrer. 

 

13. A device for auditing authenticity of cross-border resource transfers, implemented on a 

cross-border resource transfer client, wherein  

a blockchain accessed by the cross-border resource transfer client stores proof information 

that is issued by a cross-border resource transfer receiver and used to prove authenticity of cross-

border resource transfer information, and  

the device comprises: 

a first obtaining module, configured to obtain cross-border resource transfer 

information initiated by a cross-border resource transfer initiator; 

a second obtaining module, configured to obtain, in response to the cross-border 

resource transfer information, identification information corresponding to proof information 

that is stored in the blockchain and corresponds to the cross-border resource transfer 

information; and 

a verification module, configured to generate a cross-border resource transfer request 

based on the cross-border resource transfer information and the identification information, 

and sending to a cross-border resource transfer auditor the cross-border resource transfer 

request, causing the cross-border resource transfer auditor to perform, based on the proof 

information that is stored in the blockchain and corresponds the identification information, 

an authenticity verification on the cross-border resource transfer information. 
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14. The device according to claim 13, wherein  

a smart contract for managing the proof information is deployed in the blockchain, and 

the second obtaining module is configured to: 

call, in response to the cross-border resource transfer information, a generation logic in 

the smart contract to generate the identification information corresponding to the proof 

information that is stored in the blockchain and corresponds to the cross-border resource 

transfer information; and 

obtain the identification information generated by the smart contract. 

 

15. The device according to claim 13, wherein the second obtaining module comprises: 

an obtaining sub-module, configured to obtain the identification information, sent by the 

cross-border resource transfer receiver, corresponding to the proof information that is stored in 

the blockchain and corresponds to the cross-border resource transfer information. 

  

16. The device according to any one of claims 13-15, wherein  

the identification information is a search index for the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information, and 

the verification module is configured to: 

search, based on the identification information, for the proof information corresponding 

to the identification information; and 

perform, based on the proof information, the authenticity verification on the cross-

border resource transfer information. 

 

17. The device according to any one of claims 13-15, wherein  

the identification information is a credible certificate generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information, and 

the verification module is configured to: 
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determine whether the credible certificate is one generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource 

transfer information, and obtaining a result of the determination; and 

perform, based on the result of the determination, the authenticity verification on the 

cross-border resource transfer information. 

 

18. The device according to claim 13, wherein the proof information comprises cross-border 

resource transfer order data issued by the cross-border resource transfer receiver. 

 

19. The device according to claim 13, wherein the cross-border resource transfer auditor 

comprises: 

a cross-border resource transfer acceptor; or  

a cross-border resource transfer supervisor communicating with a cross-border resource 

transferrer. 

 

20. A device for auditing authenticity of cross-border resource transfers, implemented on a 

node device in a blockchain accessed by a cross-border resource transfer client, wherein  

the blockchain stores therein proof information that is issued by a cross-border resource 

transfer receiver and used to prove authenticity of cross-border resource transfer information, 

and  

the device comprises: 

a receiving module, configured to receive a target transaction sent by a cross-border 

resource transfer auditor, wherein the target transaction comprises the cross-border 

resource transfer information, and identification information corresponding to the proof 

information stored in the blockchain; and 

a verification module, configured to perform, in response to the target transaction 

based on the proof information corresponding to the identification information, an 

authenticity verification on the cross-border resource transfer information, and returning to 

the cross-border resource transfer auditor a result of the authenticity verification. 

 

21. The device according to claim 20, wherein  
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a smart contract for performing the authenticity verification on the cross-border resource 

transfer information is deployed in the blockchain,  

the identification information is a search index for the proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information,  

the verification module is configured to:  

call, in response to the target transaction, a search logic in the smart contract, and 

search, based on the identification information, to obtain the proof information that is stored 

in the blockchain and corresponds to the identification information; and 

further call a verification logic in the audit smart contract after the proof information 

that is stored in the blockchain and corresponds to the identification information is found, 

and verify whether the cross-border resource transfer information in the target transaction 

matches cross-border resource transfer information indicated by the obtained proof 

information; if so, determine that the authenticity verification on the cross-border resource 

transfer information succeeds; otherwise, determine that the authenticity verification on the 

cross-border resource transfer information fails. 

 

22. The device according to claim 20, wherein  

a smart contract for performing the authenticity verification on the cross-border resource 

transfer information is deployed in the blockchain,  

the identification information is a credible certificate generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource transfer 

information, and  

the verification module is configured to: 

call, in response to the target transaction, a certificate check logic in the smart 

contract, and verify whether the credible certificate is one generated based on the proof 

information that is stored in the blockchain and corresponds to the cross-border resource 

transfer information; if so, determine that the authenticity verification on the cross-border 

resource transfer information succeeds; otherwise, determine that the authenticity 

verification on the cross-border resource transfer information fails. 
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23. The device according to claim 21 or 22, wherein the verification module further 

comprises: 

a monitoring module, configured to monitor the result of the authenticity verification 

performed by the smart contract on the cross-border resource transfer information; and 

a returning module, configured to return to the cross-border resource transfer auditor the 

result of the authenticity verification. 

 

24. The device according to claim 20, wherein the cross-border resource transfer auditor 

comprises: 

a cross-border resource transfer acceptor; or  

a cross-border resource transfer supervisor communicating with a cross-border resource 

transferrer. 

 

25. Electronic equipment, wherein  

the equipment is equipped with a cross-border resource transfer client,  

a blockchain accessed by the cross-border resource transfer client stores proof information 

that is issued by a cross-border resource transfer receiver and used to prove authenticity of cross-

border resource transfer information, and  

the equipment comprises: 

a processor; and 

a memory used to store processor-executable instructions, wherein 

the processor is configured to call the executable instructions stored in the memory and 

implement the following steps: 

obtaining cross-border resource transfer information initiated by a cross-border 

resource transfer initiator; 

obtaining, in response to the cross-border resource transfer information, 

identification information corresponding to proof information that is stored in the 

blockchain and corresponds to the cross-border resource transfer information; and 

generating a cross-border resource transfer request based on the cross-border 

resource transfer information and the identification information, and sending to a cross-

border resource transfer auditor the cross-border resource transfer request, causing the 
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cross-border resource transfer auditor to perform, based on the proof information that is 

stored in the blockchain and corresponds to the identification information, an 

authenticity verification on the cross-border resource transfer information. 

 

26. Electronic equipment, wherein  

a blockchain accessed by the equipment stores proof information that is issued by a cross-

border resource transfer receiver and used to prove authenticity of cross-border resource transfer 

information, and  

the equipment comprises: 

a processor; and 

a memory used to store processor-executable instructions, wherein 

the processor is configured to call the executable instructions stored in the memory and 

implement the following steps: 

receiving a target transaction sent by a cross-border resource transfer auditor, 

wherein the target transaction comprises the cross-border resource transfer information, 

and identification information corresponding to the proof information stored in the 

blockchain; and 

performing, in response to the target transaction based on the proof information 

corresponding to the identification information, an authenticity verification on the cross-

border resource transfer information, and returning to the cross-border resource transfer 

auditor a result of the authenticity verification. 

 

 


