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PUSH EBP ; EBP will be replaced with EAX
MOV EBP, ESP ; ESP will be replaced with ECX
; end of function prolog -> will be removed
PUSH EAX ; EAX will be replaced with EDX
XOR EAX, EAX ; sets EAX to 0 -> will be removed
MOV EAX, 0x4 ; MOV operation -> removed
ADD EAX, 0x7 ; replaced with ADD EDX, 0x0
SUB EAX, O0x0 ; does not modify EAX -> removed
CMP EAX, 0x10 ; CMP operation -> removed
JE 0x405600 ; replaced with JE 0x0
PUSH 0x2
POP EBX ; PUSH followed by POP -> replaced with MOV EBX,
; 0x0, and therefore removed
SUB EAX, EBX ; replaced with SUB EDX, EBX
CALL 0x401000 ; replaced with CALL 0x0
JMP 0x401200 ; replaced with JMP (0x0
PUSH EDX ; EDX will be replaced with ESP
MOV EDX, 2 ; MOV operation -> removed
XOR EDX, EAX ; replaced with XOR ESP, EDX
TEST EAX, EAX ; TEST operation -> removed
JNZ 0x402006 ; replaced with JNE 0x0
LEA ECX, [ECX + 0x0] "; replaced with MOV EBP, 0 and removed
PUSH ECX ; replaced with PUSH EBP
PUSH EAX ; replaced with PUSH EDX
CALL 0x401000 ; replaced with CALL 0x0
MOV ESP, EBP
POP EBP ; end of function epilog -> removed

pusa'm—,\ 79
ADD EDX, O
JE 0x0

SUB EDX, EBX 74
CALL 0x0
JMP 0x0

PUSH ESP FIG 7
XOR ESP, EDX
JNE 0x0

PUSH EBP
IPUSH EDX l

CALL 0x0
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Prefix Opcode  Opcode  Mod Reg R/M Displacement/Data
10000000 11110001 00010010

822 \ 82b

C82c

\ 82d

e
\ 80

FIG. 8
[Muss epx — 52
{ADD EDX, 0 4 03 D2 0 %0
|-JE 0x0 | 74
! SUB EDX, EBX 4 2B D2 D3
| CALL 0x0 | FF 50
{ JMP 0x0 % EB
| PUSH ESP | 50 D4
} XOR ESP, EDX i 33 D4 D2
| JNE 0x0 | 75
’ PUSH EBP J 50 D5
LfUSH EDX _J 52

FIG. 9
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ebp, esp

|
| push  OFFFFFFFFh | 74a
| push address
' mov eax, large fs:OI
I push eax I
| mog larqe4gzg0, esp
su esp,
I mov [ebp+4], ecx |
| lea ecx, [ebp+4) |
| call Function }
(RN . ]
ca unction
| mov [eb5+12}, eax I 90b
: movh eax, [ebp+12)] :
pus eax
J
lea _ _ecx, lebptd)
'rpush ebp - I
mov ebp, esp
| push OFFFFFFFFh |
| push address |
l mov eax, large fs:OI
I push eax
mov large fs:0, esp
| sub esp, 4B4h
| mov [ebp+4], ecx |
| lea ecx, [ebp+4] |
| call Function |
mov {ebp+4], 0
I call API Function I 74b
{ mov {ebpt12], eax |
| mov eax, [ebp+l12} |___~
| push eax |
b Jd
call Function
mov [ebp+var  4BC}, eax
jmp short loc 4011AD
mov [ebp+var 4BC], O
mov edx, [ebp+var 4BC])
mov [ebpt+var_ 498}, edx
mov byte ptr [ebpt+var 41,0
mov eax, [ebp+var_ 4B8]
mov ecx, [ebptvar 498]
mov [eax+0C4h]}, ecx
mov edx, [ebptvar_ 4B8]
mov ecx, [edx+0C4h)]
Mcall™ TAPT Function 1
| mov lebp+12], eax i
| lea ecx, [ebp+12] |
| call API_Function |
I push eax |
' lea ecx, [ebp+4] |
call API Function
| push eax |
| mov eax, [ebp+l2]
| mov ecx, [eax+16]
| call sub_404340 |
I mov [ebp+12], eax |
cmp [ebp+12], O
| jz label |
l mov ecx, [ebp+4] l 74C
| cmp dword ptr [ecx+4],0 |
| iz label L~‘///
| mov edx, [ebpt4]
L d
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