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 receiving an authentication request of the user

providing a random verification code to the user in response to 

the authentication request

obtaining a dynamic facial picture and audio data when the user 

reads out the random verification code

verifying whether the identity of the user matches the identity of 

the user account, according to the dynamic facial picture, the 

audio data, and the random verification code
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FIG. 1 

determining, via the face recognition algorithm, whether the facial 

image recorded by the dynamic facial picture and the user image of 

the user account are the same person

determining, via voice recognition, whether the sound of the audio 

data and the user voice of the user account are the same person, and 

determining whether the information recorded by the audio data is 

consistent with the random verification code

determining that the identity of the user matches the identity of the 

user account, if the facial image recorded by the dynamic facial 

picture and the user image of the user account are the same person, 

the sound of the audio data and the user voice of the user account are 

the same person, and the information recorded by the audio data is 

consistent with the random verification code
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obtaining a device identification code of the Bluetooth device of the 

user

determining whether the obtained device identification code is 

consistent with the device identification code of the Bluetooth device 

associated with the user account

 determining that the identity of the user does not match the identity 

of the user account, if the obtained device identification code is 

inconsistent with the device identification code of the Bluetooth 

device of the user terminal associated with the user account

S501
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determining that the identity of the user matches the identity of the 

user account, if the obtained device identification code is consistent 

with the device identification code of the Bluetooth device of the 

user terminal associated with the user account
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 sending a Bluetooth information acquisition request to the user 

terminal

receiving a device identification code sent by the user terminal

determining whether the device identification code of the Bluetooth 

device of the user terminal associated with the user account is 

consistent with the received device identification code

S601

S602

S603

if the device identification code of the Bluetooth device of the user 

terminal associated with the user account is inconsistent with the 

received device identification code, rejecting the authentication 

request

S604

establishing a communication connection with the Bluetooth device 

of the user terminal, if the device identification code of the Bluetooth 

device of the user terminal associated with the user identifier is 

consistent with the received device identification code.

sending a random verification code to the user terminal by the 

communication connection
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log in
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register

Basic information 
collection:

Enter username, last 
name, email address, 
and mobile number

YES
Authentication 

process
NO

Through verification, it is found that:

1. Duplicate email address (The email address 
is already in use by other users)

2. Duplicate mobile number
(The mobile number has been used by other 

users)
3. Duplicate username

(The username has been used by other users.

Biometric data (signature information) 
collection:
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The system assigns a set of 
arbitrary numbers and letters to 

the user to speak

Does the user's face and 
voice match the 

signature information?

The user is 
prompted:
verification failed

The user is 
prompted:
Successful 
verification

YES

Authentication process (1)

NO

Is the combination of 
numbers and letters read 
by the user the same as 

the combination of 
numbers and letters 

assigned by the system?

YES

Whether the 
user re-enters

NO

End
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The third-party system passes the 
verification request to FACENVOICE and 
performs the verification request of the 

Bluetooth device Bkey.

Check if the number of 
the user's Bluetooth 

device meets the 
requirements.

prompt:
verification failed

prompt:
Successful 
verification

YES

Authentication process (2)

NO

Is the authentication 
process (1) successful?

YES

Does the user 
want to re-

enter
NO

End 
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authentication request receiving module

 verification code providing module

picture and audio receiving module
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