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DATA DISTRIBUTION SYSTEM

DESCRIPTION

The present invention relates to a data distribution system, in particular for

supplying data from multiple data providers to a client device.

Often a client device requires data from multiple different data sources,
each data source providing data in various formats and qualities, which may or

may not match the requirements of the client.

A known data distribution system is described in WO 2012/073175, which
discloses a service providers-side, a host-side connected to the service providers-
side, and a customer-side connected to the host-side. A server at the host-side
gathers data from various service providers at the service providers-side, and
provides the data to clients at the customer-side. The data is provided to each
client according to a user profile that is associated with each client, the user profile

specifying what types of data the user is interested in.

There is a need for more sophisticated data distribution systems that can
take data from a variety of data sources and present it to client devices according
to client device requirements. In particular, data sources may provide updated
versions of their data, client devices may change their data requirements, audits
may be carried on previous versions of data requiring checks upon which clients
had which data at which times, etc.

Since different client devices use different communication protocols and
may enumerate data in different ways, it can be difficult for a client device to
maintain lists and request loading of specific data from the server, particular when

the client device is not aware of what new data may exist at the server.

It is therefore an object of the invention to improve upon the known art.
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According to a first aspect of the invention, there is provided a data
distribution system comprising a plurality of service providers connected to a
server, and a plurality of client devices connected to the server. The server
comprises a data repository that stores data instances from the service providers,
and a client repository that for each client device stores a respective collection of
status attributes, each collection of status attributes indicating the statuses of the

data instances with respect to the respective client device.

The use of a collection of status attributes for each client means that the
server can track the status of each data instance with respect to the client, without
the client needing to do this job, or to make requests when the client believes it

may be due a new data instance.

The use of the server to track the status of the client device’s activity with
respect to the data instances by using status attributes, means that the server
does not need to understand whichever control protocols the client device uses to
identify different data instances, but can simply send the client device whichever
data instances the status attributes show have yet to be successfully loaded into

the client device.

Furthermore, a single data repository storing only one copy of each data
instance can be maintained to cover all of the client devices, without data
instances needing to be duplicated for different clients. Each client gets its own
individual view of the data instances in the data repository, via the collection of
status attributes. For each data instance, a separate status attribute may be stored

for each client.

Advantageously, each status attribute may be associated with a specific
data instance. Then, the status attribute may be assigned various values to

indicate various states of the data instance with respect to the client device.

Each status attribute within the collection of status attributes that is

associated with a first one of the client devices, may take values comprising:
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- a value indicating that the data instance associated with the status
attribute has yet to be loaded by the first one of the client devices; and
- a value indicating that the data instance associated with the status

attribute has been loaded by the first one of the client devices.

The collection of status attributes associated with a client device may
therefore be used by the server device to inform the client device what data
instances have yet to be loaded by the client device and/or to push the unloaded
data instances to the client device when the client device indicates it is ready for
new data instances to be loaded. For example, a status attribute may have a value
of NEW when the corresponding data instance has yet to be loaded by the client,
and a value of LOADED when the corresponding data instance has been loaded

by the client.

Advantageously, the values of the status attributes may be set by both the
server and client device, for example by the server when the status attribute is set
to NEW, and by the client when the status attribute is set to LOADED. The status
attribute is therefore usable by both the server and the client device to perform
two-way communication between the server and the client device. The status
attribute therefore provides a very simple communication protocol which can be
used by the server and client device to automatically co-ordinate the loading of

new data instances to the client device without human intervention.

The values of the status attributes may define a to-do list of actions to be
automatically taken by the client device. For example, a client device may
automatically proceed to load a data instance associated with a status attribute if

the status attribute has a value of NEW.

Validation checks are typically carried out by the server upon data
instances that are received by the server from the service providers, and validation
checks are also typically carried out by client devices upon data instances that are
received from the server. The validation checks carried out by the server are often
different to the validation checks carried out by the client, and any of the validation

checks carried out by the client device may be changed without notice to the
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server device. A validation check may for example comprise checking that a data
instance is sufficiently up-to-date, or checking the data that the data instance

contains is specified to be correct within tighter than given tolerance.

Accordingly, each status attribute within the collection of status attributes
that is associated with the first one of the client devices may take values further
comprising a value indicating that the data instance associated with the status
attribute has been rejected by the first one of the client devices, for example due to
failing a validation check that is carried out by the first one of the client devices

after it has loaded the data instance.

Therefore, using the status attribute, a client device can automatically flag
back to the server device that the data instance has failed the client device’s
validation check. There is thus no need to accommodate multiple different
communication methods by which various clients may notify that a particular data
instance has failed the client’s validation checks. Instead, a central log of the
status of each data instance with respect to each client can be kept and
maintained within the server by way of the status attributes, with the status
attributes being used to identify which data instances in the data repository require

attention as a result of having failed the validation checks of one or more clients.

The value of a status attribute may for example be set to VALIDATED by a
client device if the data instance corresponding to the status attribute has passed
the client device’s validation checks. If the data instance fails the client device’s
validation checks, then the client may set the value of the status attribute to
REJECTED.

Advantageously, the server may be configured to receive the data
instances from the service providers within data feeds, each data feed providing a
stream of data instances. The data repository may be configured to store the data

instances by data feed, by date, and by version number.

The server may be configured to format the data instances received within

the data feeds before storing the data instances in the data repository, for example
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so that the data instances are all held in a common format. Advantageously, the
client devices may be configured to handle the common format, rather than being

required to handle a variety of formats that may be used by the service providers.

Each successive data instance of a data feed may be an update of
preceding data instances of the data feed, and the data repository may be
configured to store both the successive data instance and the preceding data
instances. Maintaining a history of all the data instances in this manner means that
the client devices are able for audit purposes to determine which data instances
were available on which dates, and which of these data instances were actually
loaded by the client device, by looking at the status attributes associated with the

data instances.

Advantageously, the client repository may provide a client API to each client
device, the client API comprising the collection of status attributes for the client
device. The client API (Application Programming Interface) may also comprise
other information relevant to the client device, for example which data feeds the
client device is interested in, and therefore for which data instances in the data

repository the client APl should store status attributes.

The client API may provide a LIST FEEDS function, which the client device
can initiate to receive a list of the data feeds available to the client device. For
example, the client device may make a LIST FEEDS request to the server, and the
server may return a list of data feeds to the client device which the client device

can choose from.

The client API may provide a LIST UPDATES function, which the client
device can initiate to receive a list of updated data instances for the client device,
the list based upon the values of the status attributes for the client device.

The client API may provide a FETCH DATA function, which the client
device can initiate to receive the latest data instance of a data feed specified by

the client device. For example, the client device may send a FETCH DATA
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request to the server that specifies a particular data feed, and the server may send

the most recent data instance of that data feed to the client device.

The client APl may provide a LIST HISTORY function, which the client
device can initiate to receive a list of data instances for a date specified by the
client device, the list based upon the values of the status attributes for the client

device.

Advantageously, the client APl may allow specification of a mode
parameter by the client device in connection with LIST UPDATES, FETCH DATA,
or LIST HISTORY functions, the mode parameter indicating that the client wishes
to receive data instances or a list of data instances having status attribute value(s)

corresponding to the mode parameter.

For example, the client device may make a LIST UPDATES request to the
server, the request including a mode parameter corresponding to a NEW status
attribute value, and the server may return a list of all the data instances which
have a status attribute value of NEW indicating that the data instances have yet to

be loaded by the client device.

The client device may make a FETCH DATA request to the server, the
request including a mode parameter indicating that the client device wishes to
receive data instances having status attribute value(s) corresponding to the mode

parameter.

The client device may make a LIST HISTORY request to the server that
specifies a particular date and a mode parameter, the request indicating that the
client device wishes to receive a list of data instances for that date having status

attribute value(s) corresponding to the mode parameter.

The client API may provide a PUT function, which the client device can
initiate to set the status attribute for a particular data instance. For example, a

client device may make a PUT request to set the value of a status attribute
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associated with a data instance to VALIDATED once the data instance has passed

the client device’s validation checks.

According to a second aspect of the invention, there is provided a data
distribution method for distributing data from a plurality of service providers to a
plurality of clients. The method comprises:

receiving data instances from the service providers;

storing, in a data repository, the data instances; and

storing, in a client repository, status attributes associated with the data
instances,

wherein the client repository stores for each client device a respective
collection of status attributes, each collection of status attributes indicating the

statuses of the data instances with respect to the respective client device.

The storing in the client repository of status attributes associated with a
data instance, may comprise adding status attributes into the collections of status
attributes that correspond to client devices for which the new data instance is
relevant. Accordingly, every collection of status attributes may not comprise a
status attribute for every data instance. A collection of status attributes may only
comprise status attributes for the data instances that the client device associated

with the collection of status attributes is interested in.

Alternatively, every collection of status attributes in the client repository may

comprise a status attribute for every data instance that is in the data repository.

Embodiments of the invention will now be described by way of non-limiting
example only and with reference to the accompanying drawings, in which:

Fig. 1 shows a schematic block diagram of a data distribution system
according to an embodiment of the invention;

Fig. 2 shows a flow diagram of a data distribution method which may be
implemented using the data distribution system of Fig. 1;

Fig. 3 shows an illustrative diagram of data instances being received on

different days from different client devices;
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Fig. 4 shows a state diagram of various values that a status attribute may
take; and
Fig. 5 shows a schematic diagram of an Application Programming Interface

(API) suitable for provision by a server to a client device.

An embodiment of the invention will now be described with reference to the
schematic diagram of Fig. 1, which shows a data distribution system including a

service provider side 110, a server 120, and a client side 140.

The service provider side 110 comprises a plurality of service providers 111
— 114, and the client side 140 comprises a plurality of client devices 141 — 144.
The server 120 comprises a data repository 121 that stores data instances 125,
and a client repository 122 that stores a plurality of collections of status attributes
131 - 134.

For illustratory purposes, the data instances 125 are shown to comprise
eight data instances 1251 — 1258. There is one collection of status attributes for
each respective client device, such that the collection of status attributes 131
corresponds to the client device 141, the collection of status attributes 132
corresponds to the client device 142, the collection of status attributes 133
corresponds to the client device 143, and the collection of status attributes 134

corresponds to the client device 144.

Each of the service providers 111 — 114 supplies a respective data feed F1
— F4 to the server 120, and the server 120 receives the data feeds, and stores
data instances 125 that are contained within the data feeds into the data repository
121.

The server 120 is configured to format the data instances received within
the data feeds F1 — F4 before storing the data instances in the data repository
121, such that the data instances are all held in a common format. The client

devices 141 — 144 are all configured to handle the common format.
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Each collection of status attributes comprises a status attribute for each one
of the data instances 125 that are relevant to the associated client device. For
example, if the data instances relevant to the client device 141 are the data
instances 1251, 1254, and 1256, then the collection of status attributes 131 for the
client device 141 will store three status attributes corresponding to the three data
instances 1251, 1254, and 1256. Each status attribute indicates the state of the

corresponding data instance with respect to the client device 141.

Referring to Fig. 2, a data distribution method utilising the data distribution
system of Fig. 1 comprises firstly receiving 200 a data instance from a service
provider, secondly storing 210 the data instance within the data repository, and
thirdly storing 220 status attributes associated with the data instance into
collections of status attributes, the status attributes being stored into the
collections of status attributes that correspond to client devices for which the new
data instance is relevant.

For example, the step of receiving 200 a new data instance from a service
provider may comprise receiving a data instance 1252 within a data feed F1 from
service provider 111, the step of storing 210 the new data instance within the data
repository may comprise storing the data instance 1252 into the data repository
121, and the step of storing 220 status attributes associated with the data instance
into collections of status attributes may comprise storing a status attribute into
each of the collections of status attributes 131 and 133, in a case where the client
devices 141 and 143 are interested in the data feed F1 and the client devices 142

and 144 are not interested in the data feed F1.

The server may for example determine which collections of status attributes
require a status attribute adding for the data instance 1252, based upon a list of
the data feeds that each client device is interested in. The list may be stored

together with the collection of status attributes for each client device.

An example of the storage of data instances in the data repository 121 of

Fig. 1 will now be described with reference to Fig. 3, which shows the data
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instances 1251 — 1258 being received by the server 120 from the data feeds F1 —
F4 over a period of three days D1 — D3.

Specifically, Fig. 3 shows that the data instances 1251, 1253, and 1258
were received from respective data feeds F1, F2, and F4 (corresponding to
respective service providers 111, 112, and 114) on the first day D1, that the data
instances 1254 and 1257 were received from respective data feeds F2 and F3
(corresponding to respective service providers 112 and 113) on the second day
D2, and that the data instances 1252, 1255, and 1256 were received on the third
day D3. The data instance 1252 was received from the data feed F1, and the data
instances 1255 and 1256 were both received from the data feed F2 at different

times of day to one another.

Each data instance is stored within the data repository 121 according to
which data feed it was received from, which date it was received, and the version
number. The version number is set according to how many updated data
instances have been received during the current day, therefore the data instances
1251 — 1255 and 1257 all have a version number of 1, and the data instance 1256
has a version number of 2 since it was the second data instance to be received on
day D3 for the data feed F2. Each data instance may be stored in a memory
location corresponding to a particular data feed/day/instance, and/or each data
instance may be stored with metadata indicating the particular data

feed/day/instance.

Each successive data instance of a data feed is an update of preceding
data instances of the data feed. Accordingly, the data instance 1252 supersedes
the data instance 1251 since it is the most up-to-date data from data feed F1, the
data instance 1256 supersedes the data instances 1253, 1254, and 1255, since it
Is the most up-to-date data from data feed F2, and the most up-to-date data for
data feeds F3 and F4 are data instances 1257 and 1258 respectively. All of the
data instances 1251 — 1258 are still maintained in the data repository (and status
attributes for them are still maintained in the collections of status attributes), even

although the data instances 1251, 1253, and 1255 have all been superseded, so
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that checks upon the statuses of historical data instances can be performed if

desired.

An example of the different status attribute values that a status attribute
may take will now be described with reference to Fig. 4. Fig. 4 shows a state
diagram 400 of the values that a status attribute 410 may take, following the status
attribute’s creation in a collection of status attributes, as a result of the server’s
receipt of a new data instance which a client device associated with the collection

of status attributes is interested in.

Whether the client device is interested in a data instance may be
determined according to which service provider or data feed that the data instance
was received from, the client device being known to be interested in that service
provider or data feed according to a list of service providers or data feeds.
Alternatively, the client device may simply be assumed to be interested in all data

instances.

When the status attribute is first created, it takes a value of NEW, indicating
that the data instance which corresponds to the status attribute is new to the client
device that is associated with the status attribute collection of which the status

attribute forms part.

When the client device loads the data instance, the status attribute value
may be changed to LOADED if the load was successful, or FAILED if the load was

unsuccessful.

Once the data instance is successfully loaded to the client device, the client
device performs a validation check upon the data instance and the status attribute
value may be changed to VALIDATED if the validation check was passed, or
REJECTED if the validation check was not passed.

For example, a new status attribute may be created in the status attribute
collection 133 corresponding to the client device 143 when the data instance 1252

is stored in the data repository 121, following the data instance’s receipt from the
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service provider 111 in data feed F1. Upon creation of the new status attribute, the
new status attribute is assigned a value of NEW, since the data instance is new to

the client device 143.

Subsequently, the client device 143 becomes aware that the new data
instance 1252 is available by reading the status attribute value of NEW from the
server 120, and the client 143 loads the data instance 1252 from the server 120.
The status attribute may be modified to a value of LOADED if the load was
successful, or FAILED if the load failed, for example due to a failure of the
communication link between the server and the client device. The load may then

be re-attempted at a later time.

Once the data instance 1252 is loaded, the client performs a validation
check upon the data instance 252, and changes the value of the status attribute to
VALIDATED if the validation checks are passed, or REJECTED if the validation
checks are failed, for example due to the client requiring data with a closer data
tolerance than the data tolerance of the data instance 1252. The value may move
between VALIDATED and REJECTED, for example if the client device determines
that the data instance is sufficient for its requirements after all, or if the client
device raises its data validation requirements and re-loads the data instances with

the new data validation requirements.

The communications between the server 120 and each client device 141 —
143 may be governed by an Application Programming Interface (API) that is
provided by the server 120 to each client device. The API for each client may be
considered to comprise the collection of status attributes that is relevant to the

client, since these are the status attributes with which the client API will operate.

Fig. 5 shows a schematic diagram of a client AP| 500 that is provided by the
server 120 to each of the client devices 141 — 144. Each client device uses the
client APl to communicate to the server 120 by way of various commands that
operate upon the collection of status attributes that is associated with the client

device.
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Various API functions that may be initiated by each client device will now be

described with reference to Fig. 5, and using the client device 141 as an example.

The client AP1 500 provides a LIST FEEDS function, which the client device
141 can initiate to receive a list of the data feeds F1 — F4 available to the client
device. The client device 141 initiates the LIST FEEDS function by making a LIST
FEEDS request to the server 120 together with a type parameter specifying the
type of data feeds for which the client is interested in, for example data feeds F1

and F2 that provide data instances of a certain type or category.

The list of data feeds F1 and F2 is returned to the client device 141 and is
automatically stored in the client API as a record of the feeds that the client is
interested in. Alternatively, the client device 141 may directly specify to the client
API1 which data feeds the client device is interested in once the client device has

received the list of feeds.

A status attribute is added to the collection of status attributes 131 for the
client device 141 each time a new data instance is received by the server 120 from
one of the feeds F1 or F2, since the feeds F1 and F2 are on the list of feeds that

the client is interested in.

The client API 500 also provides a LIST UPDATES function, which the
client device 141 may for example initiate to receive a list of updated data
instances for the client device, the list based upon the values of the status
attributes in the collection of status attributes 131 for the client device. The client
device 141 initiates the LIST UPDATES function by making a LIST UPDATES
request to the server 120 together with an optional mode parameter. The mode
parameter specifies that only certain types of data instances should be included in

the list, for example data instances that have a status attribute value of NEW.

The list of data instances is returned to the client device 141, for example
referring to Fig. 3 the list may designate the data instances 1252 and 1256, if the
other data instances 1251, 1253, 1254, 1255 of the data feeds F1 and F2 had

already been loaded by the client device 141 and had their status attribute values
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set to LOADED by the client device 141 at an earlier time. Accordingly, the LIST
UPDATES function allows the client device 141 to discover that the two new data

instances 1252 and 1256 have become available for download.

The client AP1 500 also provides a FETCH DATA function, which the client
device may for example initiate to receive the latest data instance of a data feed
specified by the client device. The client device 141 initiates the FETCH DATA
function by making a FETCH DATA request to the server 120 together with a

specification of the data instance that is required and an optional mode parameter.

The data instance that is required may be specified by the data feed, for
example the value “F1” may be included in the request if the latest data instance
1252 from the data feed F1 is required by the client device. Alternatively, a given
data instance may be fully specified by the data feed, the date of the data
instance, and the version of the data instance, due to the storage of the data in the

data repository 121 according to the structure shown in Fig. 2

The optional mode parameter provides substantially the same function as in
the LIST UPDATES function, for example the mode parameter may specify that
the data instance(s) of a specified data feed should only be downloaded the data

instance(s) have specified status attribute value(s).

The client AP1 500 also provides a LIST HISTORY function, which the client
device may for example initiate to receive a list of data instances for a date
specified by the client device, the list based upon the values of the status
attributes for the client device. The client device 141 initiates the LIST HISTORY
function by making a LIST HISTORY request to the server 120 together with a

specification of the date and an optional mode parameter.

For example, referring to Fig. 3, the client device 141 may make a LIST
HISTORY request to the server 120 that specifies a date of D1, and a mode
parameter that specifies a status attribute value of VALIDATED. Then the server
120 will return a list designating the data instances 1251 and 1253, since these

are the data instances that were previously loaded and validated by the client
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device 141 on day D1. Note that data instance 1258 is not included as there is no
status attribute in the collection of status attributes 131 that corresponds to data
instance 1258, because data instance 1258 was received from data feed F4 rather
than data feeds F1 or F2, data feeds F1 and F2 being the only data feeds that

client device 141 was interested in.

The client API 500 also provides a PUT function, which the client device
can initiate to set the value of the status attribute for a particular data instance.
The client device 141 initiates the PUT function by making a PUT request to the
server 120 together with a specification of the data instance and the status

attribute value that is to be set.

For example, after successfully loading the data instance 1252 the client
device 141 makes a PUT request to the server 120 that specifies data feed F1,
date D3, and version 1 to designate the data instance 1252, and the value
LOADED to indicate that the value of the status attribute that is associated with the
designated data instance 1252 should be changed to LOADED.

Once the client device has carried out a validation check upon the data
instance 1252, the PUT request may be made by the client device 141 again to
change the status attribute value to VALIDATED or REJECTED as appropriate.

The various functions of the APl above may be used by client devices to
query the data instances in the data repository 121. Further parameters may be
included with the API requests to further refine the requests. Further API functions
may also be provided as will be apparent to the skilled person, for example to
upload or remove data instances or upload or remove metadata associated with

data instances.

The data processing system and method of the invention may be applied to
a wide variety of data types which are to be obtained from different service
providers and provided to different client devices, although is particularly suited to
data types that are frequently updated over time and which are subject to

validation checks by client devices.
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The communication protocols provided by the different client API's may
vary to one another, for example if a particular client requires the ability to run

queries that are not required by other clients.

The service providers may for example be financial benchmarking data
providers, the data instances may for example be financial benchmarking data,

and the client devices may be consumers of financial benchmarking data.

Further embodiments falling within the scope of the appended claims will

also be apparent to the skilled person.
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CLAIMS

1. A data distribution system comprising a plurality of service providers
connected to a server, and a plurality of client devices connected to the server,
wherein the server comprises a data repository that stores data instances from the
service providers, and a client repository that for each client device stores a
respective collection of status attributes, each collection of status attributes
indicating the statuses of the data instances with respect to the respective client

device.

2. The data distribution system of claim 1, wherein each status attribute is

associated with a specific data instance.

3. The data distribution system of claim 2, wherein each status attribute within
the collection of status attributes that is associated with a first one of the client
devices can take values comprising:

- a value indicating that the data instance associated with the status
attribute has yet to be loaded by the first one of the client devices; and

- a value indicating that the data instance associated with the status

attribute has been loaded by the first one of the client devices.

4. The data distribution system of claim 3, wherein each status attribute within
the collection of status attributes that is associated with the first one of the client
devices can take values further comprising:

- a value indicating that the data instance associated with the status
attribute has passed a validation check carried out upon the data instance by the
first one of the client devices; and

- a value indicating that the data instance associated with the status

attribute has failed the validation check.

5. The data distribution system of any preceding claim, wherein the server is
configured to receive the data instances from the service providers within data

feeds, each data feed providing a stream of data instances.
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6. The data distribution system of claim 5, wherein the data repository is

configured to store the data instances by feed, by date, and by version number.

7. The data distribution system of claim 5 or 6, wherein the server is
configured to format the data instances received within the data feeds before

storing the data instances in the data repository.

8. The data distribution system of claim 5, 6, or 7, wherein each successive
data instance of a data feed is an update of preceding data instances of the data
feed, and wherein the data repository is configured to store both the successive

data instance and the preceding data instances.

9. The data distribution system of any preceding claim, wherein the client
repository provides a client API to each client device, the client APl comprising the

collection of status attributes for the client device.

10.  The data distribution system of claim 9 when appended to any one of
claims 5 - 8, wherein the client API specifies which data feeds are relevant to the
client device, and therefore for which data instances in the data repository the

client API should store status attributes.

11.  The data distribution system of claim 9 or 10, wherein the client API
provides a LIST FEEDS function, which the client device can initiate to receive a

list of the data feeds available to the client device.

12.  The data distribution system of claim 9, 10, or 11, wherein the client API
provides at least one of:

- a LIST UPDATES function, which the client device can initiate to receive a
list of updated data instances for the client device, the list based upon the values
of the status attributes for the client device;

- a FETCH DATA function, which the client device can initiate to receive the

latest data instance of a data feed specified by the client device; and
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- a LIST HISTORY function, which the client device can initiate to receive a
list of data instances for a date specified by the client device, the list based upon

the values of the status attributes for the client device.

13.  The data distribution system of claim 12, wherein the client API allows

specification of a mode parameter in connection with the LIST UPDATES, FETCH
DATA, or LIST HISTORY functions, the mode parameter indicating that the client
wishes to receive data instances or a list of data instances having status attribute

value(s) corresponding to the mode parameter.

14.  The data distribution system of any one of claims 9 - 13, wherein the client
API provides a PUT function, which the client device can initiate to set the value of

the status attribute for a particular data instance.

15. A data distribution method for distributing data from a plurality of service
providers to a plurality of client devices, comprising:

receiving data instances from the service providers;

storing, in a data repository, the data instances; and

storing, in a client repository, status attributes associated with the data
instances,

wherein the client repository stores for each client device a respective
collection of status attributes, each collection of status attributes indicating the

statuses of the data instances with respect to the respective client device.



