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sponding (different) number of Response signals. The false base station is
therewith able to create a TECHNICAL FIELD
mobile subscription which is not authorized to send calls over the system.
This drawback or deficiency of The present invention relates to a method of
car-   5   the known authentication check is due to the fact that rying out
an authentication check; between a base   the check is unidirectional,
namely it is only the base station and a mobile station in a mobile radio
system,  station which requires the response signal in proof of
particularly in a cellular mobile telephone system.  the authentication of
the mobile. The proposed method .can also be applied with other
According to the present method, the authentica- mobile radio systems, for
instance paging systems.   10  tion check is bidirectional, I.e. It Is not
only the base station which requires the identity of the mobile, but
BACKGROUND ART                                         that the mobile also
requires the identity of the base station. In the case cellular mobile
telephone system  The object of the present invention is thus to pro- for
instance, an authentication check is carried out  15  vide an improved
authentication check methodwhich before a cell is set up between the mobile
and the  renders impossible manipulation by a false base sta- base station.
The base station asks for information  tion with the Intention of obtaining
access to the au- concerning the mobile, with respect to its identity, by
thentication code of the mobile telephone system. ordering the mobile to
send an identification number.   The inventive method is characterized by
the The mobile is therewith forced to reveal its identity to  20  steps set
forth in the characterizing clause of Claim 1 the base station, so that the
base station will know  and independent claim 5 respectively. Further
devel- that the mobile is authorized to send a call over the  opments of
the proposed method are set forth in de- system and po that the base
station and also the ex-  pending Claims.2 to 4, 6 and 7. change will know
which mobile shall be charged for the call subsequently set up.
25   BRIEF DESCRIPTION OF THE DRAWINGS On the other hand, the. mobile
station must be certain that it communicates with the authentic base  The
invention will now be described in more detail station, i.e. with a base
station which is truly autho-  with reference to the accompanying drawings,
in rized to put connect a call when the mobile is the call-  which. ing
party(the mobile is an A-subscriber.), and that the   30  Figure 1.
illustrates schematically communication mobile station wil be charged
correctly for the call.    between two base stations and a plurality of mo-
For the purpose of performing an authentication     bile stations; check,
it is earlier known to form authentication sig-  Figure 2 is a flow sheet
which illustrates one em- nals, "Resp"-signals, In the base station and the
mo-       bodimen of the proposed method; bile station, see e.g. "EIA
Project Number 2215" De-  35    Figure 3 is a blockschematic of the input
and out- cember 1989,.Electronic Industries Associations. En-     put
magnitudes of an authenticity algorithm in- gineering Department, 2001 Eye
Street N.W.Wash-        corporated in a mobile station; and ington DC. 2006
USA pp.2, 2-73, A random nun            Figure 4 is a flow sheet which
illustrates another ber (RAND) is sent from the base to mobiles within
embodiment of the proposed method. the area.overed by the base station.The
callng mo-    40 bile answers wit a given signal (Resp 1). in a similar
BEST MODE OF CARRYING OUT THE manner, the base, station forms the same
signal Resp  INVENTION. 1 from the random number and  the identity of the
call- ing mobile. These signals normally coincide and the    Figure 1
illustrates an authentic base station BS base station orders the mobile to
a speech channel.     45   which listens by transmitting random numbers to
a plurality of mobiles MSI-MSn over a given control DISCLOSURE OF THE
INVENTION                         channel. Of these mobiles, a response is
received from a mobile MSk which indicates that It wishes to Thus,in the
aid own method of carrying       establish a call over a given speech
channel. As de- opt authentication checks,there is formed a RAND-   50
scribed above, a unidirectional authentication check Response pair for a
given mobile station,.i.e. a given  is carried out, where the base station
requires a re- Response signal is formed in. the mobile for a given  sponse
Resp 1 from the mobile MSk. This will be de- received random number RAND
and a base station         scribed below in more detail with reference to
Figure can thus receive a number of such response signals  2. Since the
connection is unidirectional during this for a number of different random
numbers. This  55  stage,. a false base station BSF.is able to obtain. a
re- means that it is possible to establish a "false" base  sponse from a
number of mobiles when transmitting station which is able to transmit a
number of mutually  the aforesaid random number RAND, in the aforesaid
different random  number and receives a corre-     manner. The base station
BSF is therewith able to 2 2   
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RAND-Response replies, which can    as a response signal from said
station.The aforede- then be utilized in an unauthorized manner by a mo-
scribed method constitutes the main difference be- bile station.
tween the proposed method and the. known method In order to make this
impossible, there. is pro-  according to blocks 2, 3 and 4. posed in
accordance with the invention- an authenti-   5  The  check carried out in
accordance with blocks cation method disclosed in the flow chart of Figure
2.  10, 11 and 12 constitutes substantially a repetition of An authentic
base station BS listens to a number  the method according to blocks 2, 3
and 4, i.e. a check of mobiles MS1-MSn within the area covered by said
from the base station that the mobile is authentic. base station; by
transmitting a random. number       An essential difference in relation to
the known RAND, block 1.                         .  .      10
authenticity.method (blocks 1-4) is that the mobile A given mobile station
MSk wishing to establish  also requires a response Resp 2 from the base
sta- acall,answers with a signal Resp1 block2This sig-    tion and verifies
this respons  in accordance with nals formed in the microprocessor of the
mobile from  blocks 7-9. A false base station must therefore know a number
of input data, PIN, ESN and DN, in addition  exactly how this response
signal shall be calculated. to the random number RAND received, see. Figure
3,  15   The check is therewith bidirectional. where PIN represents. the
personal Identification       The authentication check according to blocks
2, number of the mobile, ESN represents the electronic  3 and 4 can be
carried out on a general control chan- serial number of the mobile, and DN
represents the   nel in the mobile radio system, and the authentication
number dialled. The mobile station MSk is therewith  check according to
blocks 7-12 can be carried out on anA-subscriber. The microprocessor 13
then delivers  20  the speech channel established between the base the Resp
1 signal, which consists of an. 18-bit AUTH-  station BS and the mobile MSk
(blocks 5 and 6). signal and an 8-bit RANDC-signal, which is sentto the
Figure 4 is a block diagram illustrating the first base station.
.                      method steps in the case when solely a bidirectional
The  base station calculates Resp .1 in a corre-  authentication check is
carried out. In this case, the sponding manner  block .3, from. the
incoming signals  26  steps.according to blocks 1-3. replace the steps ac-
AUTH and RANDC and makes a comparison with the       cording to blocks 1-6
in Figure 2. In this case, no uni- value of the Resp-signal calculated and
transmitted  directional (and known) authentication check is car- by the
mobile, block 4. When these coincide, the base  ried out prior to  the
bidirectional check. A calling mo- siation orders the mobile to a given,
allocatd speech  bile, for Instance MSk, asks for a connection from the
channel block 5, and the conection is established in  30   base station
BS.When receiving this call request, the a know manner, block . The
aforedescribed method  base station BS looks for a free speech channel and
is previously known.                                 orders the mobile MSk
to this free channel. In this According to the proposed method,,the base
sta-  way,afree connection is established over the speech tion now forms a
response signal Resp 2 from a fur-     channel without  carrying out an aut
hentication check. ther random number RAND 2 and from the personal  35
The actual authentication check is then carried out in identification
number PIN of the mobile this number  the manner aforedescribed with
reference to blocks being known in the base station (locks 2,3). Bo th
7-12 of Figure 2.,i.e. only a bidirectional authentica- Resp 2 and RAND 2
are sent to the  mobile, block 7.  tion check is carried out. The mobile
station forms  a value of Resp 2 from its PIN and the received random
number RAND 2, block   40 8. A comparison is now made in the mobile, block
9,  Claims between the received Resp 2 and the formed value of Resp 2. If
thesetwo values coincide, the mobile forms  1. A method. for carrying out
an authentication a value. Rasp 3 and sends this value to the base sta-
check between. a base station (BS) and a mobile tion, block 10.Resp 3
isformed from RAND 2 and PIN   45  station (MSk) in a mobile radio system,
in which In the mobile.The base station forms Resp 3 in a sim-  prior to
establishing a connection, the base sta- ilar manner from RAND 2 and PIN,
which are known        tion sends a question concerning the authentica- in
the base station, block 11. A comparison is then     tion of the mobileand
orders the mobile to send made, block 12, between the received and formed
a first response signal (Resp 1) which is used in values of Resp.3. If the
values coincide, connection   50  the base station to establish the
authentication of of the call continues to establish a speech connection.
the mobile, characterized in that subsequent to The method steps according
to block 7,8 and 9     establishing the authentication of the mobile (2,
provide an authentication check in which the mobil         3, 4) in the
base station, there is sent from the decides whether or. not the base
station is authentic,  base station a second response signal (Resp 2) since
vefication of. the signal Resp 2 sent from the   55  to the rnobile, which
therewith forms (8) a corre- base stationtakes place in the mobile, and
against a   sponding second response signal (Resp 2) in or- value Resp 2
calculated in said mobile. The signal  der to establish (9)
the.authentication of the base Resp 2 from the base station can therefore
be taken.             station (BS) prior to the connection being estab- 3



3                  EP 0 447 380 B1                   4 create a bank of
RAND-Response replies, which can    as a response signal from said
station.The aforede- then be utilized in an unauthorized manner by a mo-
scribed method constitutes the main difference be- bile station.,
.                          tween the proposed method and the. known method
In order to make this impossible, there. Is pro-  according to blocks 2, 3
and 4. posed in accordance. with the Invention -an authenti-   5  The check
carried out in accordance with blocks cation method disclosed in the flow
chart of Figure 2.  10, 11 and 12 constitutes substantially a repetition of
An authentic base station BS listens to a number  the method according to
blocks 2,3 and 4, i.e. a check of mobiles MS1-MSn within the area covered
by said   from the base station that the mobile is authentic. base station;
by transmitting a random number        An essential difference in relation
to the known RAND,, block 1.                                     10
authenticity.method (blocks 1-4) is that the mobile A given mobile station
MSk wishing to establish  also requires a response Resp 2 from the base
sta- a call, answers wlth.a signal Resp 1, block2. This sig-.  tion. and:
verifies-this response In accordance with nal is formed in the
microprocessor of the mobile from  blocks 7-9. A false base station must
therefore know a number of input data PIN, ESN and DN, in addition  exactly
how this response signal shall be calculated. to the random number RAND
received, see Figure 3,  15   The check is therewith bidirectional. where
PIN represents  the  personal identification      The authentication check
according to blocks 2, number of the mobile, ESN represents the electronic
3 and 4 can be carried out on a general control chan- serial number of the
mobile, and DN represents the   nel in the mobile radio system, and the
authentication number dialled. The mobile station MSk is therewith  check
according to blocks 7-12 can be carried out on an A-subscriber. The
microprocessor 13 then delivers  20  the speech channel established between
the base the Resp 1 signal, which consists of an 18-bit AUTH--  station BS
and the mobile MSk (blocks 5 and 6). signal and an 8-bit RANDO-signal,
which is senttothe    Figure 4 is a block diagram illustrating the first
base.station. .                 .          -...      method steps in the
case when solely a bidirectional The  base station calculates Resp 1. in a
corre-  authentication check is carried out. In this case, the sponding
manner, block 3, from the incoming signals  25  steps according to blocks
1-3 replace the steps ac- AUTH and RANDC and makes a comparison with the
cording to blocks 1-6 in Figure 2. In this case, no uni- value of the
Resp-signal calculated and transmitted  directional (and known)
authentication check is car- by the mobile, block 4. When these coincide,
the base  ried out prior to.the bidirectional check. A calling mo- station
orders the mobile to a given, allocated speech  bile, for instance MSk,
asks for a connection from the chann, block 5, and the connection is
established in   30   base station BS. When receiving this call request,
the a known manner, block 6. The aforedescribed method  base station .BS
looks for a free. speech channel and is previously known.
orders the mobile MSk to this free channel. In this According to the propo
sed method, the base sta-  way, afree connection is established over the
speech tion now forms a.response signal Resp 2 from a fur.  channel without
carrying out an authentication check. ther random number RAND 2 and from
the personal  35   The actual authentication check is then carried out in
identification number PIN of the mobile, this number  the manner
aforedescribed with reference to blocks being known the the base station
(blocks 2, 3). Both  7-12 of Figure 2, i.e. only a bidirectional
authentica- Resp 2 and RAND 2 are sent to the. mobile, block 7.  tion check
is carried out. The mobile station forms.a value of Resp 2 from its    .
PIN and the received random number.RAND 2, block   40 8. A comparison is
now made in the mobile, block 9,  Claims between the received Resp 2 and
the formed value of Resp 2. If these two values coincide the mobile forms
1. A. method for carrying out an authentication a value Resp 3 and sends
this value to the base sta-    check between. a base station (BS) and a
mobile tion, block 10. Resp 3 is formed from RAND 2 and PIN   45  station
(MSk) in a mobile radio system, in which in the mobile. The base station
forms. Rasp 3 in a sim-  prior to establishing a connection, the base sta-
lar manner from RAND 2 and PIN, which are.known       tion sends a question
concerning the authentica- in the base station, block 11. A comparison is
then     tion of the mobile and orders the mobile to send made, .blok 12,.
between. the received and formed        a first response signal (Resp. 1)
which is used in values of Resp 3. If the values coincide, connection   50
the base station to establish the authentication of of the call continues
to establish a speech connection.  the mobile, characterized in that
subsequent to The method steps according to block 7,8 and 9
establishing the authentication of the mobile (2, provide an authentication
check in which the mobile     3, 4) in the base station, there is sent from
the decides whether or not the base station is authentic,    base station a
second response signal (Resp 2) since verification of the signal Resp 2
sent from the   55  to the mobile, which therewith forms (8) a corre- base
station takes place in the mobile,and against a   sponding second response
signal (Resp 2) in or- value Resp 2 calculated in said mobile. The signal
der toestablish (9) theauthentication of the base Resp 2 from the base
station can therefore be taken    station (BS) priorto the connection being
estab- 3   
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of the base station is established by comparing (9) said'first response
signal with a signal pro- 2. A method acccording to Claim 1, characterized
in       duced In the mobile and contingent on the re- that after said
authentication of the base station    ceived' random number (RAND 2) and
the identi- (BS) is established, the mobile sends a third re-    5
fication number (PIN) accessible in the mobile. sponse signal (Resp 3) to
the base station which again establlshes the authentication of the mo-  7.
A method according to Claim 5, characterized In bile establishes to the
connection being established. thatsaid second response signal (Resp 3) sent
to the base station is formed from said random num- 3. A method according
to Claim 1, characterized in   10    ber (RAND 2) and from the
identification number that said second response signal (Resp 2) is
(PN)ofthemobile, said signal beingsenttothe formed from a random number
RAND 2) pro-              base station, and in that the base station forms
a duced in the base station and from the identifica-
corresponding signal in a similar manner from tion nunber (PiN) of the
mobile, and in that the     said random number(RAND 2) and from the iden-
authentication of the. base station is established   15  tification number
(PIN) of the mobile available in by comparing (9) said second response
signal          the base station; and in that a comparison (12)is with a
signal produced In the mobile in depend-       carried out in the base
station between the signal ence on the received random number (RAND 2)
formed by said base station and the signal re- and the identification
number (PIN) available in      ceived by said station and a speech
connection the mobile.                                  20      is
established when these signals coincide. 4. A method according to Claim 2
or 3, character- ized in that said third response signal (Resp 3)
Patentanspruiohe sent to the base station is formed from said ran- dom.
number (RAND 2) and from the identiflca-   25   1. Verfahren zur Ausfihrung
einer tion number (PIN) of said mobile,in that said sig-
Authentifizierulngskontrolle zwlschen elner Ba- nal is sent to the base
station; and in that said     sistatlon (BS) und einer Mobilstation (MSk)
in el- base station forms a corresponding signal in a       nem
Mobilfunksystem, wobei vor Einrichtung SI- similar manner from said random
number (RAND            ner.Verbindung die Basisstatlon sine A nfrage be-
2)and the identification number(PIN)of the mo-   30  treffend: die
Authentifizierung der Mobilstation bile available in said base statlon, and
in that a  aus.sendet und die Mobtlstation anweist, sIn er- comparison
(12)is made in the base                  stbs Antwortsignal (Resp
1),auszusenden, wel- ches. in der Basisstation zur Festlegung der that then
agreement is found between said sig-    Authenitifizierung der Mobilstation
verwendet nals,a speech connection can be established          35  wird,,
dadurch gekennzelchnstir daBt nach der :Inrichtrng der Authentifizierung
der Moblistati- 5. A method of carrying out an authentication check
on(2,3,4) in.derBasisstationvon derBasisstation between a base station (BS)
and a mobile station      ein zweites Antwortsignal (Resp 2) an die Mobil-
(MSk) in a mobile radiosystem subsequent to the      station geschickt
wird, welches daher (8) ein ent- mobile station having asked for and being
as-  40    sprechendes zweites Antwortsignal (Resp 2) bil- signed a
connection over a given,channel,char-        det- um die Authentifizierung
der Basisstation actrized by forming in the base station (BS) a        (BS)
einzurichten (9), bevor .die Verbindung ein- first response signal (Resp
2), sending said first    gerichtet wird. response signal to the mobile
(MSk) which there- with forms a corresponding response signal  45   2. V.
,erfahren nach Anspruch 1, (Resp 2) for the purpose of verifying the
authen-     dadurch gekennzelchnot, daBf tication of.the base station and
subsequent to es-   nach.Einrichtung der Authentifizierung der Ba-
tablishing such authenticatin, the mobile sends    slistation (S) die
Mobilstation ein drittes Ant- a second response signal (Resp 3) to the
base       wortsignal (.Resp 3) an die Basiastation schickt, station which
for a corresponding response   50  welche erneut die Authentifizierung der
Mobil- signal and establishes the authentication                 on
vorEinrihten der.Verbindung einrichtet. mobile prior to establishing a
connection. 3. Verfahren ndch Anspruoh.1, 6. A method according to Glaim 5,
characterized in       dadurch.geakennzeichnet, daB. that said first
response signal (Resp 2)is formed   55  d s zweite Antwortsignal (Resp 2)
aus einer Zu- from a random number (RAND 2) produced in the
faiisahl (N  2) gebldet wird, welche in der base station and from the
identification number      I3astiori erzeugt wird,und ,aus der Identifi-
(PIN) of the mobile and in that the autheication      zierungnummer (PIN)
der Mobilstation, und daB 4    
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-Authentifizierung der Basisstation dadurch      verfugbarisat eineorichtet
wird, daiM das' zweit Antwortsignal mitfeinem Signal verglichen (9) Wird;
welches in  7. Verfahfien riich Anspruch 5, deoM i ilstation
in-Abhangigkeit'Vbonderempfan-      dadurchg'ekennzeichnet, daB
genen.Zufalfsrahi (RAND 2> und der Identifizie-   5  das zweite
Antwortsignal (Resp 3), welches an rurigsnumrnmer (PIN), -die inider
Moblstation' ver-  die Basisstation geschickt wird, aus der Zufalls-
fugbar-ist, erzeugt wfrd',                           zahl (RAND 2) und aus
der Identifizierungsnum- ':' - '.    . -- :-:. ''' . ' -, ' ' . . '',': .
.:   mer (PIN) der Moblistation gebildet wird, wobel 4. Verfahren nach
Anspruch 2 oder 3,                    dieses Signal an die Basisstatbon
geschickt wird, daidurch gekenineilchnet, daiB .            10       und
dasdie Basisstation ein entsprechendes Si- das drkite'Antwo~ri*'nal(Resp
3)iwich  6an di        gnal auf 'ahnliche Weise'aus der Zufallszahl
Basisstatloii! geechlct wird, aus (deRifaJlsiahl     (RAND 2) .mund aus der
Identifizierungsnummer (RAND 28-'und aus cdot 'Identlfizietruggrim mer
(PIN) der:Mobilstation bildet, die in der Basissta- (PIN) der
Mrobl~sattonhg'6bildet wird, 'da das SiS  tion voerfilgbar ist; und dai3
ein Vergloich (12) in gnal an dienBasisstation geschlckt wird, und del&  15
der Besisetation ausgeffihrt wird, zwischen dem die, Basisstation ein
ontsprechendes Signal auf      von der Basisstation gebildeten Signal und
dem entsprechende  Weise aus 'der Zusatzzahl             von der Station
empfangenen Signal, und elne (RAND 2) und der Identifizierungsnummer (PIN)
Sprachverbindung eingerichtet wird, wenn diese der Mobilstation bildet, die
in der Basisstation     Signale Obereinstimmen. verfuOgbar ist; und dal sin
Vergleich (12).in der  20 Basisstation zwischen dem gebildeten Signal und
dem gesendeten Signal. durchgefiuhrt wird,   Revendications so4dOf? d
wnn, rsm ih emsn obereinstimm.,ung z~w~isjbsen -dioesen ,Signalen.
herausstellt,eine  1. Un proc6d6 pouraccomplirun controls d'authen-
Sp.rebverbjndUng eingerichtet werden kanRn.  25      tification entre une
station.de base (BS) et une : ;rt ., - '! ''.' . '    ;-/"' '.' * '
station mobile (MSk) dans un systeme de radio- 5. Verfathren. zur
Ausfphrung einer Authentifizie-     communication mobile dans lequel, avant
d'6ta- ru,, crontrolle, zwischn .einer. Basisetatlon (IS)   blir une
connexion, la station de. base emet une undi einerMobilaetiogi(MSk)in elnem
Mobilfunk-       question concernant l'authentification du mobile system,
.nachdem die Moblistation eine Verbin-  30   et elle ordonne au mobile
d'emettre un premier duOpg .Ober einen vorbestlmmten Keral angefor-
signal :do reponse (Resp.1).qui est utilise dans Ia dert. hat und.-dies
.ugpeordnset wurde,. .           station de base pour Otablir
I'authenticiti du mo- da~ih, ge.;ehnzolch~nlt. da ,           -
bile, carcteise en ce qu'a la suite de I'Mtablisse- in er  Basisstativn
(BS).e , erstes Ant:ortsignel   ment de l'authienticitM du mobile (2, 3, 4)
dans la (Resep 2) g~hid~td.,w(rda, ies, etste.ktw s3gn 5i 35  station do
base, la station de base 6met un se- an die, M~lobilstation C (Mk)
gec-hicktwid, weiche   cond>ignal d, reponse (Resp 2) vers l mobile, hie i
ntsprechiendes AntwortsignaL(R esp        qui, avec cs esignal, forms (8)
un second signal de ho.iidet .izunn Zwe   'der. d
reponse correspondent (Resp 2) dans le but 2) bildt, . ~zm Zweca der
berprOfNg9 derp Autltentifizierung dereasls tetion,,und nach EO.
d'etablir (9).i'authenticit6 de la station de base richting einer dera
rtigen Authentiflierung die  40  (BS) -avant quo la connexion ne soit
etabile. Moblistation sin zweites Antwortsignal (Reep 3):an di$
Baslsstation sendet, welche ein ent-   2. Un procbdA selon la revendication
2, caractfris4 spreschon.des. Antwortsignal bildet und die          en ac
qu'apres quo l'authenticHt6 de la station de Authentifzierung der
Mobilstation vor der Ein-       base (BS) a.t 6teabie, le mobile 6met un
troisib- rlchtutngelner Vierbindung einrichtot..    45       me signal de
rbponse (Resp 3) vers la station de base, qul .etablit a nouveau
I'authentidcte du mo- 6. Ve'rfliren- nach Anspruch 5,
bile avant que la connexion no solt etablie. dadiurch ge'konnzeIc pnet,
dais' das erste Antwortsignal (Reep 2) aus elner Zu-  3. Un prdod6 selon la
revendication 1, caracteris6 fellsrahl (RAND 2), die in der.Basissation er-
50   en co.queole second signal dO reponse (Resp 2) zeugt wird, und aus;.d
r ldefltifizie.rungsnummnr    ast formb .  partir d'un nom'bre aIeatolre
(RAND (Pi'i. der Mobilstation gebildet wird, .und deaf die  2) qul est
produit dans la station d ebasest a par- ,Ait~h~ewtifiziorung der
Basisstation durch Verglei  tir du nim.ro d'identification (PIN) du mobile,
et ch, (9j des ersten Antw6ortsignalsimit einem Si-     en ces quo
iFuthenticith de la station de base est gn-a einge ,qhtot~widiy.ich    esi
n der Moblstati-  55  6tablie; en comparant (9) ce second-signal de rb- on
erzeugt wi irud, n'Von der emp. geinOn Zu.        ponse avec un signal qui
est produit dans le mo- fallgazhl (RANP 2)iid der rdentmfizier ngsnum.
bile sous Ia,.dbpendance du nombre al6eatoire neI.(PIN),al gtwelhe.
inder"Mobiistaion            repu (RND  2) et du nmb6ro d'identificatbon ,-
. ,!. -.I              r. ,; ::. .::< .2 et u5 *    |    .    ,   .t.  >  E
- S t \ l~~~~~~~~1111 illl 11il lii illl ill  



-..  : .   ;,.9;        :     . -.. EP 0 447 380 B1                   10 ;
.   .  . ...  .  .   .   ~ ~ ~~~~. ... . -OiNY.ubest dbiponible dans Ie
mobile..:  .*:          aleatoire (IRAND 2) et A partir du numero d'iden-
tification (PIN) du mobile, qui est disponible dans 4. Un P1d` seion a
reendication 2 u 3,. carac-            la station de base ; et en ce qu'une
comparaison torIig;e'n 'de quo le troisieme signal de rgponse     (12) est
effectu6o dans la station de base entre (Resp 3) qui est emis vers ia
station de base est   B  le signal qui est form6 par Ia station de base et
le fo~rmn6eapartir du nombre aiatoire6(iRAtAD2j)eta       signal qui est
requ par cette station, et une partir du num rodidfltifiCatlof (PIN)- du
rnobi-    connexion- de parole est etablie lorsque ces si- le,n evce que ce
signal eAt emis vers Ia station de    gnaux coTncident. base  et en ce quo
la station,  o base forme un sigdflAl:.cotrespondaint d'uno
manier*'Simiiaire, &   10 parttir:.du? nombre ieatoir&e(RiAND 2j et
dt:iiumA-     - -- ro d idontif icatiorr (PIN) . idu n~obilieuir sat dispo
- nible dans Ia station de;;base:; et an cer u une comparalson (12)
e~st~tfietuedanis~la-statiofl'dO        .-.: ba,e entre Isignal formm et le
signal Wmis, de fa-   15 con que lorsque la concordance entre ces si-
gnauxiesttrouvbe, une connexionl de parole puis- se-Atre etablie.   : 5. Un
procedb pour accomplir un contr6le d'authen-   20 tification entre une
station de base (BS) et une station mobile (MSk).dans un systeme do radio-
communication mobile, aprs,. qu, e;la. station mo- bile a demande une
connexion sur un canal don- n~,e:tapr.,es,.quo coetto conoexion hi! a
&t6Aattri-   25 bueN caract4Fl846parla formation dannlItnstation do.:Pase'
(18) id'n preemier signal de rponsp: (Resp~,2jternission d,,e, co
preMier.signal: do r-: ponQe vera le .m.b...(Mo() qu . formw grec iui u.-
sign .de reponsO Qorrspppldant.(Resp 2) dans   30 Ie , ut do ,vrifier l
auth enticit .de, la.staHiOn ,e bass.et, . sla suite de. l6
tabissqmernt.decette authenticite,,, l '6miTioipiarjlmobie d'unl sepbnd
sig:deo.;pqnso   sp ;   ): yra1s staiqn e bap ,qui .fojmun signal; de
r~pohncsQTFOspQn-   35 dant.,~liautI5teb ltlc~lt6.dU ,mokila
avant.ritd,,.t~a-.           - bliriu~n# c~onnexion ...... i,,:. . 6. Un
proc-d6 selon Ia Eevendication 5,caractfrise en.c oque e. premier signal:de
reponse (Resp 2)   40 est form6 a partir d'un nombre aleatoire (RAND 2) qui
estproduit dans la station de base.et A par- tir du.nurnero
d'identification .(PIN) du mobile,.et en   quoe l'authenticite .do a
stationdoe.base-est 6tabfl encomparant (9). premier signatl.de r6-   45
pdaseo avecun .signal qui est prodult dans le. m- bile. .ot qul, d6pend
du. nomnbre. aql6atoire recu (Ri  . l ,et du nuyniero d.li'lentilication
(PiN) qui est esse~5ible dans le mobile.  :  .. 7. Un-.prdc6deslon la
revendlcation.5, caractdri$ on c~que le second sjgnal ,d~e ipnse.(Resp 3)
qu n.st 4mis vera Ia statrion do ba. de  pt form paairdu nombre aelatoire
(R AND 2,) 0et j ,artir du numiro d'id ntifiqwtlf (PIN dans.le mobile, cq
55 signai ,etant~ 'ers .. ia'ion dse 'ase.et en ce ueasttionl de base
f~orrne uni sign~I .qrre~spor,:- dant,.d'flomanl~brO sim~ilaire;  pari+u,
-mrbn             :_____________ 6    


