Low-Cost, Realistic, Performance Test Bed for an Electronic Trading Venue

RELATED APPLICATIONS
[001] This application claims priority to U.S. Provisional Serial. No. 62/459,635, entitled

“Low-Cost, Realistic, Performance Test Bed for an Electronic Trading Venue,” filed on

February 16, 2017, the entirety of which is hereby incorporated by reference herein.

FIELD OF THE INVENTION

[002] The invention relates to a system and method of realistic performance testing of an
electronic trading venue using a master control application that generates a customizable test
scenario based on user input and executes the test scenario by transmitting computer executable
code to each of a plurality of distinct computer nodes, where each of the nodes is coupled to a
network device via its own physical connection to enable distributed execution of the test
scenario across multiple distinct physical connections, and monitoring network traffic that flows
through the network device to analyze data packets sent from the nodes to the network device via

the physical connections.

BACKGROUND OF THE INVENTION

[003] Realistic performance testing of large-scale distributed systems is a non-trivial

undertaking. In conventional approaches to performance (or load) testing of a distributed
system, a single host computer (or limited number of host computers) may be connected to the
system being tested via a single high-bandwidth network interface card to simulate requests to
and consume responses from it. If, with reference to the OSI network model, the transport
protocol used to send and/or receive these requests is TCP/IP, then each single agent may
establish over its (single) network interface card a plurality of such TCP/IP connections. These
connections may be multiplexed over a single physical connection (wire or fiber optic cable). In
these conventional approaches, multiple “logical” agents (TCP/IP connections) may be simulated
from a single “physical” agent (computer). Further in these conventional approaches, it may be

sufficient to timestamp requests and responses by inserting that data at the application level and



not at the network level.

[004] In these conventional approaches, simulating a plurality of agents from a single computer
over a single physical network connection does not realistically test the performance of a
computer network. This is because in modern computer networks, each physical connection
serializes data (i.e., imposes a total ordering on it) even if the application code to send it is
written so as to seemingly send each copy of it to multiple recipients at the same exact time.
[005] This problem is exacerbated when testing certain computer networks, such as an
electronic trading venue (also referred to herein as “ETV”) because of the requirements and
technical issues specifically that arise out of executing an ETV. For example, an ETV requires
short response times and must ensure temporal fairness with respect to access to the ETV, which
are well-known technical problems with data transmission to and from an ETV.

[006] Furthermore, in modern ETVs, most interactions with an ETV is “algorithmic”—
computers receive market data update (and other) events and send orders to an ETV responsive
to those events. While it may be acceptable for a human being to wait for a response from a
distributed application for hundreds of milliseconds, it is far less acceptable to cause such a wait
for an algorithmic agent interacting with that distributed system.

[007] Additionally, many ETVs operate with first-in-first-out (FIFO) rules for processing
messages received by market participants. The result is that minute (even microseconds)
differences in response times among market participants may cause massive differences in the
allocation of scarce resources among those participants on the ETV. Thus, ensuring temporal
fairness on an ETV requires ensuring, at increasingly high levels of precision (i.e., at the level of
microseconds or perhaps even nanoseconds), that market participants can all receive and act
upon information emanating from that ETV at substantially the same time.

[008] Largely as a result of the above, simulating a plurality of agents (market participants)
from a single computer over a single physical network connection does not accurately test the
performance of an ETV, let alone temporal fairness exhibited by that ETV.

[009] These and other drawbacks exist with network testing of computer networks and in

particular to testing temporal fairness of an ETV.

SUMMARY OF THE INVENTION

[010] The invention relates to a system and method of realistic performance testing of a
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computer network (e.g., a computer network of an ETV) based on a customizable test scenario,
designed by users, executed using a plurality of independent computer nodes each connected to
the computer network via its own physical connection to a network device (e.g., network switch)
of the computer network. Using the system, developers may design a test scenario that includes
testing parameters, which include computer executable code for transmission to and execution at
the plurality of computer nodes.

[011] The system may include a master test controller that obtains the test scenario and
transmits the computer executable code to each of the plurality of computer nodes. The
computer executable code may program the computer nodes to participate in network activity
with the computer network via the network device, and may do so in accordance with one or
more other testing parameters. In this manner, the system may perform realistic testing of a
computer network by transmitting computer executable code to computer nodes that each have
its own physical connection to the computer network being tested. During execution of the test
scenario, the participating computer nodes transmit data to and/or receive data from the computer
network via their respective physical connections to the network device, as programmed by the
computer executable code they each received. In particular, the computer executable code may
program each of the computer nodes to simulate network activity (e.g., submission of bids,
receipt of market updates, etc.) of computer devices of market participants of the electronic
trading venue.

[012] The network device may be programmed to inject network-level timestamps on data
packets transmitted through the network device. The timestamped data packets may be
duplicated for transmission to a storage device (e.g., a test scenario database) for later retrieval
and analysis, and the data packets may be forwarded to its intended destination (whether the
computer network being test or a computer node).

[013] The timestamped data packets and/or other testing information may be retrieved from the
test scenario database and analyzed to determine the performance of the computer network
during the test scenario. For example, the fairness of an electronic trading venue may be
measured based on the testing information from the test scenario database. It should be noted
that each test scenario and corresponding data may be stored in association with a test scenario
identifier. As such, multiple test scenarios may be executed simultaneously or in series using all

or a portion of computer nodes available for testing.
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[014] A test scenario may include various test parameters used to execute a network test of a
computer network based on multiple distinct computer nodes that each have physical
connections to a network device of the network. In particular, a test scenario may include test
parameters used to test the fairness of an ETV based on a set of distributed computer nodes that
are each programmed to simulate data packet transmissions to and/or from the electronic trading
venue.

[015] The computer executable code transmitted to a node may program that node to perform
various actions. These actions may be encoded into the code to simulate market participant
activity or other network activity with real-world (non-testing) conditions. Non-limiting
examples of actions may include subscribing to market data, executing a simulated trading
strategy, entering bids and/or offers on instruments trading at the electronic trading venue, and/or
performing other actions to simulate network traffic to and/or from a computer network and in
particular to an electronic trading venue.

[016] The computer executable code—which may vary on a per recipient (node) basis—may
specify which instruments on the ETV to subscribe to, the manner in which to subscribe to them
(e.g., market-by-order, market-by-price, full depth or top N-levels of depth, conflated or real-
time, etc.) depending on what market data subscription options are offered by the ETV. The
executable code may also specify when, on what instrument(s), at what size and quantity each
individual single-board computer should send orders, cancels and replace requests to the ETV.
In this manner, the network effects of different strategies employed by different market
participants may be simulated, measured and assessed.

[017] In addition to or instead of different trading strategies, the computer executable code may
program a node to alter its behavior. For instance, the computer executable code may program a
node to implement a custom TCP/IP stack that deviates from the TCP/IP specification. As such,
the computer executable code may program the node to implement a custom TCP/IP stack
instead of a built-in TCP/IP stack ordinarily implemented by the node. Doing so may simulate a
market’s participant’s attempt to “game” communications with an electronic trading venue to
reduce its latency.

[018] The foregoing examples of trading strategies and behaviors are non-limiting examples.
Other trading strategies and behaviors may be encoded by computer executable code for

transmission to and execution by a node as well.
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[019] The system may examine a test scenario for execution. For instance, when a scenario
initiation trigger is detected (e.g., when a developer indicates a test should be conducted or when
other testing conditions have occurred), the system may obtain, from the test scenario database,
test parameters associated with the test scenario. The system may identify computer nodes that
are available to participate in the network test and transmit computer executable code and/or
other parameters to each of a plurality of computer nodes, which are physically distinct from one
another. A computer node may be available for participating if, for example, it has enough
capacity to execute a test, is currently idle, is part of a larger set of nodes (such as in a server
rack), and/or is otherwise deemed to be capable of executing the computer executable code to
participate in the test scenario.

[020] In some implementations, the test scenario may specify that different nodes be provided
and programmed with different computer executable code to each implement different strategies
and/or behave in customized ways. In these implementations, the system may transmit a first set
of computer executable code to a first node and a second set of computer executable code
(different than the first set of computer executable code) to a second node. The first set of
computer executable code may program the first node to implement the first trading strategy and
the second set of computer executable code may program the second node to implement the
second trading strategy.

[021] In some implementations, the test scenario may specify particular ones of the nodes to
participate, a number of nodes that should be used (including a minimum number, a maximum
number, a specific number, etc.), and/or other specification of nodes. In some implementations,
the system may automatically select nodes to participate in the test scenario from among
available nodes. Particular nodes may be identified based on a node identifier (e.g., an IP
address, a MAC address, etc.) that uniquely identifies a node. These node identifiers may be
stored in a node ID database.

[022] In an implementation, each node may include one or more processors, one or more
storage devices, a test agent, and/or other components. The test agent may program the node to
periodically poll a master test controller to pull test parameters and/or receive a pushed set of test
parameters from the master test controller. In either instance, the test agent may obtain the test
parameters and configure the node to act in accordance with the test parameters.

[023] During execution of a test scenario, a node may send orders to and receive market data

5



and acknowledgements for orders from network device (of the ETV). The network device may
forward some or all messages (e.g., in the form of data packets) it sends and receives from the
nodes to both: (i) the test scenario database and (ii) an intended recipient (whether a node or the
ETV).

[024] For example, the network device may forward the messages via port mirroring, in which
messages received and sent on designated ports are timestamped with their sending/receiving
time at the network device itself, and forward the messages from output port(s) on the network
device to an intended recipient. The intended recipient may include one or more nodes, and the
messages may be transmitted to test scenario database for storage therein.

[025] In an implementation, the system may obtain the test data associated with a test scenario.
For instance, timestamped data packets stored in association with the scenario ID may be
obtained from the test scenario database. The content of the timestamped data packets may then
be processed and assessed by the scenario analyzer based on the timestamps and content of the
packets. In a particular example, the system may determine a temporal fairness of the ETV
based on the timestamped data packets, in a manner consistent with that described in U.S. Patent
Application Serial No. 14/930,499, entitled, “Systems and methods for quantifying temporal
fairness on electronic trading venues," filed on November 2, 2015, the contents of which are
incorporated in its entirety herein.

[025a] In view of the above, according to a first aspect of the present disclosure, there is
provided a system of performing network testing to ensure fairness in an electronic trading venue
using a plurality of physical computing nodes each physically distinct from one another and
connected to a network device, and each programmed to send corresponding requests to the
electronic trading venue via the network device to simulate activities of a market participant,
comprising: a computer system comprising one or more physical processors programmed with
computer program instructions that, when executed by the one or more physical processors,
programs the computer system to: receive an identification of a test scenario to execute, the test
scenario simulating one or more activities of a plurality of market participants on the electronic
trading venue; obtain, based on the identification of the test scenario, first computer executable
code that programs a target physical computing node to simulate a first market participant that
transmits or receives data packets to or from the electronic trading venue via the network device,

wherein the first computer executable code is stored in association with the test scenario;
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obtain, based on the identification of the test scenario, second computer executable code that
programs a target physical computing node to simulate a second market participant different
from the first market participant that transmits or receives second data packets to or from the
electronic trading venue via the network device, wherein the second computer executable code is
stored in association with the test scenario; identify at least a first set of physical computing
nodes among the plurality of physical computing nodes to receive the first computer executable
code, each of the first set of physical computing nodes being physically distinct from other ones
of the plurality of physical computing nodes, and each connected to the network device via
respective physical connections; identify at least a second set of physical computing nodes
among the plurality of physical computing nodes to receive the second computer executable
code, each of the second set of physical computing nodes being physically distinct from other
ones of the plurality of physical computing nodes, and each connected to the network device via
respective physical connections; transmit the first computer executable code to each of the
identified first set of physical computing nodes; transmit the second computer executable code to
each of the identified second set of physical computing nodes; monitor data packets transmitted
to or received from each of the first set of physical computing nodes and the second set of
physical computing nodes; and determine performance of the electronic trading venue during
execution of the test scenario based on the monitored data packets.

[025b] According to a second aspect of the present disclosure, there is provided a computer
implemented method of performing network testing to ensure fairness in an electronic trading
venue using a plurality of physical computing nodes each physically distinct from one another
and connected to a network device, and each programmed to send corresponding requests to the
electronic trading venue via the network device to simulate activities of a market participant, the
method being implemented on a computer system having one or more physical processors that
programs the computer system to perform the method. The method comprises:
receiving, by the computer system, an identification of a test scenario to execute, the test
scenario simulating one or more activities of a plurality of market participants on the electronic
trading venue; obtaining, by the computer system, based on the identification of the test scenario,
first computer executable code that programs a target physical computing node to simulate a first
market participant that transmits or receives data packets to or from the electronic trading venue

via the network device, wherein the first computer executable code is stored in association with
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the test scenario; obtaining, by the computer system, based on the identification of the test
scenario, second computer executable code that programs a target physical computing node to
simulate a second market participant different from the first market participant that transmits or
receives second data packets to or from the electronic trading venue via the network device,
wherein the second computer executable code is stored in association with the test scenario;
identifying, by the computer system, at least a first set of physical computing nodes among the
plurality of physical computing nodes to receive the first computer executable code, each of the
first set of physical computing nodes being physically distinct from other ones of the plurality of
physical computing nodes, and each connected to the network device via respective physical
connections; identifying, by the computer system, at least a second set of physical computing
nodes among the plurality of physical computing nodes to receive the second computer
executable code, each of the second set of physical computing nodes being physically distinct
from other ones of the plurality of physical computing nodes, and each connected to the network
device via respective physical connections; transmitting, by the computer system, the first
computer executable code to each of the identified first set of physical computing nodes;
transmitting, by the computer system, the second computer executable code to each of the
identified second set of physical computing nodes; monitoring, by the computer system, data
packets transmitted to or received from each of the first set of physical computing nodes and the
second set of physical computing nodes; and determining, by the computer system, performance
of the electronic trading venue during execution of the test scenario based on the monitored data
packets.

[026] These and other objects, features, and characteristics of the system and/or method
disclosed herein, as well as the methods of operation and functions of the related elements of
structure and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with reference
to the accompanying drawings, all of which form a part of this specification, wherein like
reference numerals designate corresponding parts in the various figures. It is to be expressly
understood, however, that the drawings are for the purpose of illustration and description only
and are not intended as a definition of the limits of the invention. As used in the specification
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and in the claims, the singular form of an”, and “the” include plural referents unless the

context clearly dictates otherwise.
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BRIEF DESCRIPTION OF THE DRAWINGS

[027] FIG. 1 illustrates a system for performing realistic performance testing of an electronic
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trading venue based on distributed computer nodes each physically connected to a network
device of the electronic trading venue, according to an implementation of the invention.

[028] FIG. 2 illustrates a master test controller that generates test scenarios based on user input
and executes the test scenarios by transmitting computer executable code to a plurality of
distributed computer nodes that each simulate a market participant, according to an
implementation of the invention.

[029] FIG. 3 illustrates a computer node having an agent that accepts computer executable code
form the master test controller and transmits and receives data to and from a network device to
which it is physically connected based on the computer executable code, according to an
implementation of the invention.

[030] FIG. 4 illustrates a process of performing realistic performance testing of an electronic
trading venue based on distributed computer nodes each physically connected to a network

device of the electronic trading venue, according to an implementation of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[031] The invention relates to a system and method of realistic performance testing of a

computer network based on a customizable test scenario, designed by users, executed using a
plurality of independent computer nodes each connected to the computer network via its own
physical connection. Using the system, developers may design a test scenario that includes
testing parameters, which include computer executable code for transmission to and execution at
the plurality of computer nodes (also referred to interchangeably as simply “node” or “nodes”).

[032] The system may include a master test controller that obtains the test scenario and
transmits the computer executable code to each of the plurality of computer nodes. Each
computer node is connected to the computer network (such as an electronic trading venue) via its
own connection (different from physical connections of other computer nodes) to a network
device (e.g., a switch) of the computer network. The computer executable code may program the
computer nodes to participate in network activity with the computer network via the network
device, and may do so in accordance with one or more other testing parameters. In this manner,
the system may perform realistic testing of a computer network by transmitting computer
executable code to computer nodes that each have its own physical connection to the computer

network being tested. During execution of the test scenario, the participating computer nodes
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transmit data to and/or receive from the computer network via their respective physical
connections to the network device, as programmed by the computer executable code they each
received. In particular, the computer executable code may program each of the computer nodes
to simulate network activity (e.g., submission of bids, receipt of market updates, etc.) of
computer devices of market participants of the electronic trading venue.

[033] During execution of the test scenario, the transmission of data between the computer
nodes and the computer network may be monitored. This may be accomplished in various ways.
For example, the network device may be programmed to inject network-level timestamps on data
packets transmitted through the network device. The timestamped data packets may be
duplicated for transmission to a storage device (e.g., a test scenario database) for later retrieval
and analysis, and the data packets may be forwarded to its intended destination (whether the
computer network or a computer node).

[034] The timestamped data packets and/or other testing information may be retrieved from the
test scenario database and analyzed to determine the performance of the computer network
during the test scenario. For example, the fairness of an electronic trading venue may be
measured based on the testing information from the test scenario database. It should be noted
that each test scenario and corresponding data may be stored in association with a test scenario
identifier. As such, multiple test scenarios may be executed simultaneously or in series using all
or a portion of computer nodes available for testing.

[035] Having described a high level overview of the system functions, an exemplary system
facilitating these and other features will now be described.

[036] FIG. 1 illustrates a system 100 for performing realistic performance testing of an
electronic trading venue (“ETV”) via distributed computer nodes each physically connected to a
network device of the electronic trading venue, according to an implementation of the invention.
[037] System 100 may include one or more client devices 104 (illustrated in FIG. 1 as clients
104A, 104B, 104N), a master test controller 110, a plurality of physically distinct computer
nodes 120 (illustrated in FIG. 1 as node 120A, 120B, 120C, 120N), which are each physically
connected to network device 130 via respective physical connections (illustrated as connections
122A, 122B, 122C, 122N), an electronic trading venue 140 (also referred to interchangeably as
ETV 140), and a test scenario database 112. Each of the components of system 100 may be

coupled to one another via a network. In the description that follows, reference will be made to
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FIGS. 1-3.

[038] Client devices 104 may be configured to receive test scenario parameters and provide
them to master test controller 110. For example, a developer may use a client device 104 to
design and upload a test scenario, which is received by master test controller 110. Master test
controller 110 may be configured as a server (e.g., having one or more server blades, processors,
etc.), a personal computer (e.g., a desktop computer, a laptop computer, etc.), and/or other device
that can be programmed to execute a test scenario as described herein. Master test controller 110
may include one or more physical processors 212, one or more storage devices 214, and/or other
components. Processors 212 may be programmed by one or more computer program
instructions. For example, processors 212 may be programmed by a scenario design interface
220, a master test control application 222, a scenario analyzer 224, and/or other instructions.
[039] The scenario design interface 220 may provide one or more interfaces to receive test
scenario parameters. For instance, an interface may include a graphical user interface, a file
transfer interface (e.g., FTP or other file transfer protocol), and/or other type of interface. In this
manner, the master test controller 110 may enable users (e.g., developers or other testing users)
to design, upload, and implement various test scenarios. In some instances, the scenario design
interface 220 may maintain a set of template test scenarios, including template executable code,
that may be used as-is and/or modified by developers to suit particular needs. In this manner, a
user may customize or otherwise use (without customization) an already predefined test scenario.
Once a test scenario has been designed (including any relevant test parameters), scenario design
interface 220 may transmit the test scenario to test scenario database 112 for storage.

[040] Test Scenarios

[041] A test scenario may include various test parameters used to execute a network test of a
computer network based on multiple distinct computer nodes 120 that each have physical
connections to a network device of the network. In particular, a test scenario may include test
parameters used to test the fairness of an electronic trading venue 140 based on a set of
distributed computer nodes 120 that each are programmed to simulate data packet transmissions
to and/or from the electronic trading venue.

[042] The test parameters may include, for example, test initiation information indicating when
the test scenario should be started, test termination information indicating when the test scenario

should terminate, computer executable code to be transmitted to individual nodes 120 for
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execution at individual nodes, and/or other parameters that specify the test scenario. The test
initiation information may include a starting date and/or time. Likewise, the test termination
information may include an ending date and/or time.

[043] Alternatively or additionally, the test initiation information may include some other
triggering event, such as when a cluster of N number of nodes 120 is available for testing. Again
likewise, the test termination information may include some other triggering event, such as when
a certain volume of network traffic has been tested (e.g., based on data packets transmitted to
and/or from a node 120).

[044] The computer executable code may define the behavior of a node 120 that receives the
code. For example, and without limitation, the computer executable code may include Java
.class files that can be run by each node 120. Other types of programming languages and code
may be used as well.

[045] Whichever type of programming code is used, the computer executable code transmitted
to a node 120 may program that node to perform various actions. These actions may be encoded
into the code to simulate market participant activity or other network activity with real-world
(non-testing) conditions. Non-limiting examples of actions may include subscribing to market
data, executing a simulated trading strategy, entering bids and/or offers on instruments trading at
the electronic trading venue, and/or performing other actions to simulate network traffic to
and/or from a computer network and in particular to an electronic trading venue.

[046] The computer executable code—which may vary on a per recipient (e.g., node) basis—
may specify which instruments on the ETV to subscribe to, the manner in which to subscribe to
them (e.g., market-by-order, market-by-price, full depth or top N-levels of depth, conflated or
real-time, etc.) depending on what market data subscription options are offered by the ETV. The
executable code may also specify when, on what instrument(s), at what size and quantity each
individual single-board computer should send orders, cancels and replace requests to the ETV.
[047] Examples of trading strategies coded in this way may include a first trading strategy (a
“pegging to top of book™ strategy) in which the participant seeks to join top of book on an
instrument on one or both sides, but not to be alone at the top of book. Responsive to each
market data update, and respecting any Minimum Quote Life (MQL) constraints on the
instrument, the code comprising the strategy would seek to replace or cancel orders when they

become “alone at top” and submit new orders to “join” existing top of book.
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[048] A second trading strategy in which as a function of the system clocks (which may be
synchronized using the Precision Time Protocol (PTP)), the node 120 may be programmed to
enter bids and/or offers on certain instruments. For instance, at each 100 ms interval throughout
the second such code may specify that a new bid be entered at a price level 1.xxx where xxx is
the number of milliseconds past the second that the order is entered. Additionally, on the whole
second (i.e., 000ms) all such open bids are canceled and a new single bid is entered at 1.000.
[049] In addition to or instead of the foregoing trading strategies, the computer executable code
may program a node 120 to alter its behavior. For instance, the computer executable code may
program a node 120 to implement a custom TCP/IP stack that deviates from the TCP/IP
specification. As such, the computer executable code may program the node 120 to implement a
custom TCP/IP stack instead of a built-in TCP/IP stack ordinarily implemented by the node.
[050] The custom TCP/IP stack may intentionally perform one or more of the following: omit
required fields, send packets out-of-order, send bad-checksums, send acks for packets not yet
received, force connection from a fixed port number, force sending more packets beyond the
advertised window of the receiver, and/or otherwise deviate from the TCP/IP specification. The
foregoing may simulate a market’s participant’s attempt to “game” communications with an
electronic trading venue to reduce its latency.

[051] The foregoing examples of trading strategies and behaviors are non-limiting examples.
Other trading strategies and behaviors may be encoded by computer executable code for
transmission to and execution by a node 120 as well.

[052] Executing a test scenario

[053] The master test control application 222 may examine a test scenario for execution. For
instance, when a scenario initiation trigger is detected (e.g., when a developer indicates a test
should be conducted, when a starting time has occurred, and/or when other testing conditions
have occurred), the master test control application 222 may obtain, from the test scenario
database 112, test parameters associated with the test scenario. The master test control
application 222 may identify computer nodes 120 that are available to participate in the network
test and transmit computer executable code and/or other parameters to each of a plurality of
computer nodes 120, which are physically distinct from one another. A computer node 120 may
be available for participating if, for example, it has enough capacity to execute a test, is currently

idle, is part of a larger set of nodes 120 (such as in a server rack), and/or is otherwise deemed to
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be capable of executing the computer executable code to participate in the test scenario.

[054] In some implementations, the test scenario may specify that different nodes 120 be
provided and programmed with different computer executable code to each implement different
strategies. In these implementations, master test control application 222 may transmit a first set
of computer executable code to a first node 120 and a second set of computer executable code
(different than the first set of computer executable code) to a second node 120. The first set of
computer executable code may program the first node 120 to implement the first trading strategy
and the second set of computer executable code may program the second node 120 to implement
the second trading strategy. Thus, both strategies in a single test scenario may simulate a more
realistic market that includes nodes 120 each with a “natural interest” and each performing
market marking and risk management. Other strategies and/or behaviors and other numbers of
strategies and/or behaviors may be implemented in a single test scenario as well. Furthermore,
other numbers of nodes 120 may each be provided with the same or different computer
executable code.

[055] In an implementation, master test control application 222 may transmit a file or other
information that includes the test initiation information and/or the test termination information
along with the computer executable code they are to load and run at the start time, and terminate
at the termination time. In these instances, the nodes 120 participating in a given test scenario
may be time-synchronized to one another using conventional time-syncing techniques so that
they can begin executing their respective computer executable code at the appropriate times and
terminate the test at appropriate times.

[056] In some instances, the master test control application 222 may transmit the test
parameters to each node 120 via a file transfer protocol (e.g., SFTP) and/or other data
transmission protocol or technique. In some instances, the master test control application 222
may multicast the test parameters to each node 120 so that they receive the parameters at
substantially the same time (and may accordingly start at substantially the same time instead of
or in addition to the time-syncing described above).

[057] In some implementations, the test scenario may specify particular ones of the nodes 120
to participate, a number of nodes 120 that should be used (including a minimum number, a
maximum number, a specific number, etc.), and/or other specification of nodes. In some

implementations, the master test control application 222 may automatically select nodes 120 to
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participate in the test scenario from among available nodes. Particular nodes 120 may be
identified based on a node identifier (e.g., an IP address, a MAC address, etc.) that uniquely
identifies a node. These node identifiers may be stored in the node ID database 111.

[058] Nodes 120

[059] In an implementation, each node 120 may include one or more processors 312, one or
more storage devices 314, a test agent 320, and/or other components. The one or more storage
devices 314 may store the test agent 320, which programs the node 120 to periodically poll the
master test controller 110 to pull test parameters and/or receive a pushed set of test parameters
from the master test controller. In either instance, the test agent 320 may obtain the test
parameters and configure the node 120 to act in accordance with the test parameters, including
causing the processor 312 to execute computer executable code from the master test controller
110.

[060] The test agent 320 may load and execute the computer executable code (e.g., by
launching a Java Virtual Machine at the specified time with the specified main class when JAVA
.class code is used). The test agent 320 may, after the test has completed write any errors
encountered or success criteria to a log file, and these log files may be uploaded to the test
scenario database 112 in association with a test scenario identifier that identifies the test
scenario.

[061] In an implementation, to reduce the cost of purchasing, racking in a data center,
powering, cooling, and administrating a large number of computers for a test bed, each of the
nodes 120 may include a low cost single-board computer. For example, and without limitation,
each node 120 may include a Raspberry Pi device. In these implementations, these single board
computers may be clustered in a data center for participation in a test scenario.

[062] During execution of a test scenario, a node 120 may send orders to and receive market
data and acknowledgements for orders from network device 130 (of ETV 140). Network device
130 may forward all messages (e.g., in the form of data packets) it sends and receives from the
nodes 120 to both: (i) test scenario database 112 and (ii) an intended recipient (whether a node
120 or the ETV 140). The network device 130 may do so in various ways.

[063] For example, the network device 130 may forward the messages via port mirroring, in
which all messages received and sent on designated ports are timestamped with their

sending/receiving time at the network device itself, and forward the messages from output port(s)
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on the network device to an intended recipient. The intended recipient may include one or more
nodes 120, and the messages may be transmitted to test scenario database 112 for storage therein.
In this manner, the network device 130 may generate and obtain a time of receipt of the
messages (e.g., data packets). Alternatively or additionally, the network device 130 may obtain a
time of transmission of the messages from each of the nodes 120.

[064] In a particular example, the nodes 120 may include edge node(s) of a Hadoop cluster, and
the messages (timestamped network packets) may be transmitted to and stored in a file system
such as HDFS. Other types of distributed computing and storage systems may be used as well.
[065] In some implementations, multiple mirrored output ports may be required if the
bandwidth utilized by the nodes 120 exceeds that of a single mirrored output port. In this case,
multiple edge nodes and multiple distinct files may also be written to in the Hadoop cluster or
other technology used to implement the test scenario database 112. The format of the files may
be the raw format in which data is received so that WireShark™ or other similar application or
library can read those files. The files may be named based on the number of the output port to
which they are connected, and the date and time on which they are created. Whichever
technology is used to implement the test scenario database 112, the messages/data packets
transmitted to the database may be stored in association with a scenario ID identifying the test
scenario that was executed.

[066] In another example in which the network device 130 forwards all messages it sends and
receives from the nodes 120 to both the test scenario database 112 and the intended recipient, the
network device 130 may employ a network tap device, in which all messages received and sent
on designated ports are timestamped with their sending/receiving time at the network device
itself, and transmitted through the network tap device, which is connected to both output ports to

recipients and the test scenario database 112.

[067] Assessing the test scenario

[068] In an implementation, scenario analyzer 224 may obtain the test data associated with a
test scenario. For instance, timestamped data packets stored in association with the scenario ID
may be obtained from the test scenario database 112. The content of the timestamped data
packets may then be processed and assessed by scenario analyzer 224 based on the timestamps
and content of the packets. In a particular example, the scenario analyzer 224 may determine a

temporal fairness of the ETV 140 based on the timestamped data packets, in a manner consistent
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with that described in U.S. Patent Application Serial No. 14/930,499, entitled, “Systems and
methods for quantifying temporal fairness on electronic trading venues," filed on November 2,
2015, the contents of which are incorporated in its entirety herein.

[069] For example, the scenario analyzer 224 may obtain market activity information
associated with a first node 120 and a second node 120. One such form of market activity
information may indicate messages received by the ETV 140 at network device 130 from nodes
120 relating to an instrument traded on the ETV. Such messages may relate to, without
limitation, orders (e.g., new order requests, cancel requests, replace requests, etc.). Another such
form of market activity may indicate messages sent by the ETV 140 to the nodes 120 relating to
an instrument traded on the ETV. Such messages may relate to, without limitation, market data
updates (e.g., credit screened snapshots of the instrument’s limit order book, unscreened
snapshots of it, etc.).

[070] The scenario analyzer 224 may further determine, based on the market activity
information, a first plurality of time deltas that each indicate an amount of time in which the first
market node 120 has temporally beaten the second node 120 with respect to a form of market
activity related to an instrument traded on the electronic trading venue.

[071] The scenario analyzer 224 may, based on the market activity information, a second
plurality of time deltas that each indicate an amount of time in which the second node 120 has
temporally beaten the first node 120 with respect to that same form of market activity related to
the instrument traded on the electronic trading venue.

[072] The scenario analyzer 224 may determine a quantified level of temporal fairness as a
scalar value having unit time with respect to the first node 120 and the second node 120 on the
electronic trading venue based on the first plurality of time deltas and the second plurality of
time deltas. This scalar value with unit time determined by the scenario analyzer 224 may be
such that the magnitude of the value indicates the degree of temporal unfairness, with larger
values indicating a higher degree of temporal unfairness and smaller values indicating a lower
degree of temporal unfairness. A scalar value of zero may indicate temporal unfairness has been
eliminated and thus temporal fairness has been achieved.

[073] The scenario analyzer 224 may, in analyzing a first and second plurality of time deltas for
a pair of nodes’ 120 market activity on an instrument relating to market data update messages,

determine a minimum value for “fidan’, given fokdaa = 0, such that the number of values
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strictly greater than fikiaa in the first plurality of time deltas plus “X” is approximately equal to
the number of values strictly greater than fykwaea in the second plurality of time deltas plus “X”.
Typically, the value of “X” will be determined by counting the number of values across the both
pluralities of time deltas that are less than or equal to fykdata, and halving that count.

[074] The scenario analyzer 224 may, in analyzing a first and second plurality of time deltas for
a pair of nodes’ 120 market activity on an instrument relating to order messages, determine a
minimum value for “f4”, given foqs > 0, such that the number of values strictly greater than f,qs
in the first plurality of time deltas plus “Y” is approximately equal to the number of values
strictly greater than f,4s in the second plurality of time deltas plus “Y”. Typically, the value of
“Y” will be determined by counting the number of values that are less than or equal to f,4s across
a third and fourth plurality of time deltas related to that same pair of participants and instrument,
and halving that count.

[075] The system may, on a per instrument basis, determine a quantified level of temporal
fairness with unit time for an instrument on that venue, by finding a single minimum fydata
value and separately a single minimum f,4s value such that the criteria described above is met for
each pair in a plurality of pairs of nodes 120 on that instrument (and not just a single pair as
described above), and summing those two minimum “f” values together. This sum may
subsequently be used to inform the “floor value” or “delay period” of an Ideal Latency Floor or
other such mechanism deployed on the venue for that instrument. Alternatively, for simplicity,
the maximum such sum across a plurality of instruments on the venue may be used to inform the
value of an Ideal Latency Floor, and that maximum sum may reflect the temporal fairness of the
venue as a whole. Assessing the fairness of an ETV is further described at U.S. Patent
Application Serial No. 14/930,499, which has been incorporated into this disclosure.

[076] In a particular example, Map Reduce or Spark jobs may be implemented in Hadoop to
analyze the temporal fairness based off the timestamps in the captured network data based on the
temporal fairness quantification system disclosed in U.S. Patent Application Serial No.
14/930,499.

[077] In some instances, additional metrics may also be captured such as the worst-case “delta”
between sending the same data to the first participant (i.e., a first node 120), and the last
participant (i.e., a last node 120) (an effect which may manifest even when the IP Multicast

protocol is used to send data to a plurality of participants).
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[078] FIG. 4 illustrates a process 400 of performing realistic performance testing of an
electronic trading venue 140 based on distributed computer nodes 120 each physically connected
to a network device 130, according to an implementation of the invention.

[079] In an operation 402, process 400 may include obtaining test parameters for a test
scenario.

[080] In an operation 404, process 400 may include transmitting the test parameters to,
including computer executable code for execution at, a plurality of nodes 120. At least some of
the parameters (e.g., test settings) may be transmitted for storage at a test scenario database 112.
The parameters may be stored in association with a scenario identifier that identifies the test
scenario.

[081] In an operation 406, process 400 may include executing, at a test agent 320 of a node
120, the computer executable code transmitted to the node. Each of the nodes 120 participating
in execution of the test scenario may perform this operation.

[082] In an operation 408, process 400 may include forwarding time-stamped data packets from
the network device 130 to the ETV 140 and to the test scenario database 112.

[083] In an operation 410, process 400 may include transmitting, from the test agent 320 of a
node 120, test logs to the test scenario database 112. Each of the nodes 120 participating in
execution of the test scenario may perform this operation.

[084] In an operation 412, process 400 may include determining a fairness of the ETV 140
based on the data in the test scenario database for the test scenario.

[085] As used herein, the term “computer executable code” includes software programming
code that is interpreted or compiled to program a processor. In some compiled implementations,
compiled code may be transmitted to nodes 120 while in other compiled implementations source
code may be transmitted to nodes 120 (in which case each node 120 may compile the source
code).

[086] Although illustrated in FIG. 1 as a single component, master test controller 110 (also
referred to interchangeably as computer system 110) and each node 120 may each include a
plurality of individual components (e.g., computer devices) each programmed with at least some
of the functions described herein. In this manner, some components of master test controller 110
and/or node 120 may perform some functions while other components may perform other

functions, as would be appreciated. The one or more processors 212, 312 may each include one
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or more physical processors that are programmed by computer program instructions. The
various instructions described herein are exemplary only. Other configurations and numbers of
instructions may be used, so long as the processor(s) 212, 312 are programmed to perform the
functions described herein.

[087] Furthermore, it should be appreciated that although the various instructions are illustrated
in FIGS. 1-3 as being co-located within a single processing unit, in implementations in which
processor(s) 212, 312 includes multiple processing units, one or more instructions may be
executed remotely from the other instructions.

[088] The description of the functionality provided by the different instructions described
herein is for illustrative purposes, and is not intended to be limiting, as any of the instructions
may provide more or less functionality than is described. For example, one or more of the
instructions may be eliminated, and some or all of its functionality may be provided by other
ones of the instructions. As another example, processor(s) 212, 312 may be programmed by one
or more additional instructions that may perform some or all of the functionality attributed herein
to one of the instructions.

[089] The various instructions described herein may be stored in a storage device 214, 314
which may comprise random access memory (RAM), read only memory (ROM), and/or other
memory. The storage device may store the computer program instructions (e.g., the
aforementioned instructions) to be executed by processor 212, 312 as well as data that may be
manipulated by processor 212, 312. The storage device may comprise floppy disks, hard disks,
optical disks, tapes, or other storage media for storing computer-executable instructions and/or
data.

[090] The various databases 111, 112 described herein may be, include, or interface to, for
example, an Oracle™ relational database sold commercially by Oracle Corporation. Other
databases, such as Informix™, DB2 (Database 2) or other data storage, including file system-
based (e.g., Hadoop HDFS), or query formats, platforms, or resources such as OLAP (On Line
Analytical Processing), SQL (Structured Query Language), a SAN (storage area network),
Microsoft Access™ or others may also be used, incorporated, or accessed. The database may
comprise one or more such databases that reside in one or more physical devices and in one or
more physical locations. The database may store a plurality of types of data and/or files and

associated data or file descriptions, administrative information, or any other data.
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[091] The various components illustrated in FIG. 1 may be coupled to at least one other
component via a network, which may include any one or more of, for instance, the Internet, an
intranet, a PAN (Personal Area Network), a LAN (Local Area Network), a WAN (Wide Area
Network), a SAN (Storage Area Network), a MAN (Metropolitan Area Network), a wireless
network, a cellular communications network, a Public Switched Telephone Network, and/or
other network. In FIG. 1, as well as in other drawing Figures, different numbers of entities than
those depicted may be used. Furthermore, according to various implementations, the
components described herein may be implemented in hardware and/or software that configure
hardware.

[092] The various processing operations and/or data flows depicted in FIG. 4 (and in the other
drawing figures) are described in greater detail herein. The described operations may be
accomplished using some or all of the system components described in detail above and, in some
implementations, various operations may be performed in different sequences and various
operations may be omitted. Additional operations may be performed along with some or all of
the operations shown in the depicted flow diagrams. One or more operations may be performed
simultaneously. Accordingly, the operations as illustrated (and described in greater detail below)
are exemplary by nature and, as such, should not be viewed as limiting.

[093] Other implementations, uses and advantages of the invention will be apparent to those
skilled in the art from consideration of the specification and practice of the invention disclosed
herein. The specification should be considered exemplary only, and the scope of the invention is

accordingly intended to be limited only by the following claims.
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CLAIMS

What isclamed is:

1. A system of performing network testing to ensure fairness in an electronic trading
venue using a plurality of physical computing nodes each physically distinct from one another
and connected to a network device, and each programmed to send corresponding requests to
the electronic trading venue via the network device to simulate activities of a market
participant, comprising:
acomputer system comprising one or more physica processors programmed with
computer program instructions that, when executed by the one or more physical processors,
programs the computer system to:
receive an identification of atest scenario to execute, the test scenario
simulating one or more activities of a plurality of market participants on the
electronic trading venue;
obtain, based on the identification of the test scenario, first computer
executable code that programs atarget physica computing node to simulate a first
market participant that transmits or receives data packets to or from the electronic
trading venue via the network device, wherein the first computer executable codeis
stored in association with the test scenario;
obtain, based on the identification of the test scenario, second computer
executable code that programs atarget physica computing node to simulate a
second market participant different from the first market participant that transmits
or receives second data packets to or from the electronic trading venue viathe
network device, wherein the second computer executable codeis stored in
association with the test scenario;
identify at least afirst set of physical computing nodes among the plurality
of physical computing nodes to receive the first computer executable code, each of
thefirst set of physical computing nodes being physically distinct from other ones
of the plurality of physical computing nodes, and each connected to the network

device viarespective physical connections;
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identify at least a second set of physical computing nodes among the
plurality of physical computing nodes to receive the second computer executable
code, each of the second set of physical computing nodes being physically distinct
from other ones of the plurality of physical computing nodes, and each connected
to the network device via respective physical connections,

transmit the first computer executable code to each of the identified first set
of physical computing nodes,

transmit the second computer executable code to each of the identified
second set of physical computing nodes;

monitor data packets transmitted to or received from each of the first set of
physical computing nodes and the second set of physical computing nodes; and

determine performance of the electronic trading venue during execution of

the test scenario based on the monitored data packets.

2. The system of claim 1, wherein to determine the performance of the electronic trading
venue, the computer system is programmed to:

obtain atime of receipt of each of the data packets measured at the network device;

and

determine alevel of fairness of the el ectronic trading venue based on the time of receipt of
each of the data packets.
3. The system according to any one of claims 1 to 2, wherein to determine the performance of

the electronic trading venue, the computer system is programmed to:

obtain atime of transmission of each of the data packets measured at each corresponding
node; and

determine alevel of fairness of the e ectronic trading venue based on the time of receipt of

each of the data packets.

4. The system according to any one of claims 1 to 3, wherein to determine performance of the
electronic trading venue, the computer system is programmed to:

examine the content of the data packets to quantify alevel of temporal fairness of the
21



electronic trading venue.

5. The system of claim 1, further comprising:

the network device, wherein the network device is configured to:

inject anetwork-level timestamp to each of the data packets transmitted to or received
from at least each of thefirst set of physical computing nodes;

transmit each of the data packets injected with the network-level timestamp to its intended
recipient;

transmit a copy of each of the data packets injected with the network-level timestamp to a

test scenario storage for later retrieval and analysis.

6. The system of claim 1, wherein the first computer executable code, when executed,
programs each of the first set of physical computing nodes to:
simulate afirst trading strategy with respect to afirst financial instrument trading on the

electronic trading venue.

7. The system of claim 6, wherein the second computer executable code, when executed,
programs each of the second set of physical computing nodes to:
simulate a second trading strategy with respect to the first financia instrument trading on

the electronic trading venue to simulate competitive activity.

8. The system of claim 1, wherein the first computer executable code, when executed,
programs each of the first set of physical computing nodes to:
implement a custom version of acommunication protocol that deviates from a standard

specification for the communication protocol.

9. The system of claim 8, wherein the communication protocol comprises a TCP/IP protocol,
and wherein the custom version deviates from the standard specification based on at |east one of:
omission of one or more required fields, transmission of packets out-of-order, transmission of bad-
checksums, transmission of acks for packets not yet received, forced connection from a fixed port
number, or forced transmission of packets beyond an advertised window of areceiver.
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10.  Thesystem of clam 1, wherein at least each of the first set of physical computing nodesis
programmed with atest agent that programs each of the first set of physical computing nodes to
receive the first computer executable code from the computer system, and execute the test scenario

according to the first computer executable code.

11.  Thesystem of clam 10, wherein the test agent programs each of the first set of physical
computing nodes to generate log data that ogs execution of the test scenario, and transmit the log
datato atest scenario database.

12. A computer implemented method of performing network testing to ensure fairnessin an
electronic trading venue using a plurality of physical computing nodes each physically distinct
from one another and connected to a network device, and each programmed to send corresponding
requests to the electronic trading venue via the network device to simulate activities of a market
participant, the method being implemented on a computer system having one or more physical
processors that programs the computer system to perform the method, the method comprising:

receiving, by the computer system, an identification of atest scenario to execute, the test
scenario simulating one or more activities of aplurality of market participants on the electronic
trading venue;

obtaining, by the computer system, based on the identification of the test scenario, first
computer executable code that programs a target physical computing node to simulate afirst
market participant that transmits or receives data packets to or from the electronic trading venue
viathe network device, wherein the first computer executable code is stored in association with
the test scenario;

obtaining, by the computer system, based on the identification of the test scenario, second
computer executable code that programs a target physical computing node to simulate a second
market participant different from the first market participant that transmits or receives second data
packets to or from the electronic trading venue via the network device, wherein the second
computer executable code is stored in association with the test scenario;

identifying, by the computer system, at least afirst set of physical computing nodes among
the plurality of physical computing nodes to receive the first computer executable code, each of
thefirst set of physical computing nodes being physically distinct from other ones of the plurality

of physical computing nodes, and each connected to the network device via respective physical
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connections;

identifying, by the computer system, at least a second set of physical computing nodes
among the plurality of physical computing nodes to receive the second computer executable code,
each of the second set of physical computing nodes being physically distinct from other ones of
the plurality of physical computing nodes, and each connected to the network device via
respective physical connections,

transmitting, by the computer system, the first computer executable code to each of the
identified first set of physical computing nodes;

transmitting, by the computer system, the second computer executable code to each of the
identified second set of physical computing nodes,

monitoring, by the computer system, data packets transmitted to or received from each of
thefirst set of physical computing nodes and the second set of physical computing nodes; and

determining, by the computer system, performance of the electronic trading venue during

execution of the test scenario based on the monitored data packets.

13.  Themethod of claim 12, wherein determining the performance of the electronic trading
venue comprises.
obtaining atime of receipt of each of the data packets measured at the network device; and
determining alevel of fairness of the electronic trading venue based on the time of receipt

of each of the data packets.

14.  The method according to any one of claims 12 to 13, wherein determining the performance
of the e ectronic trading venue comprises:

obtaining atime of transmission of each of the data packets measured at each
corresponding node; and

determining alevel of fairness of the electronic trading venue based on the time of receipt

of each of the data packets.

15.  The method according to any one of claims 12 to 14, wherein determining the performance
of the electronic trading venue comprises.
examining the content of the data packets to quantify alevel of temporal fairness of the

electronic trading venue.
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16.  Themethod of claim 12, the method further comprising:

injecting, by the network device, a network-level timestamp to each of the data packets
transmitted to or received from at least each of the first set of physical computing nodes;

transmitting, by the network device, each of the data packets injected with the network-
level timestamp to its intended recipient;

transmitting, by the network device, a copy of each of the data packets injected with the

network-level timestamp to atest scenario storage for later retrieval and analysis.

17.  Themethod of claim 12, the method further comprising:
simulating, by each of the first set of physica computing nodes, afirst trading strategy
with respect to afirst financial instrument trading on the e ectronic trading venue.

18.  Themethod of claim 17, the method further comprising:
simulating, each of the second set of physical computing nodes, a second trading strategy
with respect to the first financial instrument trading on the el ectronic trading venue to simulate

competitive activity.

19.  Themethod of claim 12, the method further comprising:
implementing, by each of the first set of physical computing nodes, a custom version of a
communication protocol that deviates from a standard specification for the communication

protocol.

20. The method of claim 19, wherein the communication protocol comprisesa TCP/IP
protocol, and wherein the custom version deviates from the standard specification based on at least
one of: omission of one or more required fields, transmission of packets out-of-order, transmission
of bad-checksums, transmission of acks for packets not yet received, forced connection from a

fixed port number, or forced transmission of packets beyond an advertised window of areceiver.

21.  Themethod of clam 12, wherein at least each of the first set of physical computing nodes

is programmed with atest agent, wherein the method further comprises:
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receiving, by each of thefirst set of physical computing nodes, the first computer
executable code from the computer system; and
executing, by each of thefirst set of physical computing nodes, the test scenario according

to the first computer executable code.

22.  Themethod of claim 21, wherein the method further comprising:

generating, by each of the first set of physical computing nodes, log data that logs
execution of the test scenario; and

transmitting, by each of thefirst set of physical computing nodes, the log data to a test

scenario database.
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