Abstract

METHODS FOR SPLITTING AND RECOVERING KEY, PROGRAM PRODUCT, STORAGE
MEDIUM, AND SYSTEM

Methods for splitting and recovering a key, a storage medium, a computer program product, and a key
management system (170), wherein the key management system (170) comprises a management device
(110) used for managing user equipment of users in a user group and a hardware security module (160)
connected to the management device (110). The method for splitting a key comprises: at the hardware
security module (160): obtaining the number of the users in the user group and a first predetermined value
(202); randomly generating a transaction key associated with the processing authority of the current
transaction on the basis of messages of other users except the splitting user in the user group (204); splitting
the transaction key into a plurality of sub-keys the same as the users in number, wherein each sub-key in
the plurality of sub-keys corresponds to one user in the user group (206); and encrypting the plurality of
sub-keys by using public keys of the users corresponding to the plurality of sub-keys, respectively (208).
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