Specification

TRUSTED LOGIN METHOD AND APPARATUS

Technical Field

The present application relates to network technologies, and in particular, to a trusted login

method and apparatus.

Background Art

Trusted login may aso be referred to as auto login between two applications. For example,
a user goes shopping by logging into a shopping website, and is redirected to a payment website
for making a payment; in this case, the payment can be made directly without the need to enter
login information of the payment website. This is a trusted login from the shopping website to
the payment website, that is, the payment website trusts a user who has already logged into the
shopping website, and therefore the user can directly operate on the payment website without

logging into the payment website again.

In the related technology, a manner of trusted login between two applications may be as
follows: after logging into an application A, a user makes a digital signature in the application A
and adds the signature to a website link address of an application B to serve as one of the
parameters in the link address, where the address carrying the signature may be referred to as a
trusted login website. When the user clicks the trusted login website to access the application B,
the application B learns that the user has logged into the application A after checking the
signature, and then sets that the user al'so logs into the application B. In this manner, if the trusted
login website is randomly copied, for example, copied to another terminal, the application B can

still be accessed, causing a security risk.



Summary of the Invention

Accordingly, the present application provides a trusted login method and apparatus, to

improve the security of trusted login.

Specificaly, the present application is implemented through the following technical

solutions:

In afirst aspect, atrusted login method is provided, including:

acquiring device identifier information of a user login device after a first login state of a
user in afirst application is established, and associating the device identifier information with the

first login state; and

sending the device identifier information and the first login state to a server of a second
application, the second application being a trusted login application associated with the first
application, such that the server establishes a second login state of the user in the second
application according to the first login state, and associates the device identifier information with

the second login state.

In a second aspect, a trusted login method is provided, including:

receiving a first login state and device identifier information sent by a server of a first
application, the first application being a trusted login application associated with a second
application, the first login state representing that a user logs into the first application, and the
device identifier information being used for representing a login device on which the user logs

into the first application;

establishing a second login state of the user in the second application according to the first

login state, and associating and storing the device identifier information and the second login
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state; and

upon receipt of an application access request for the second application, returning an
application access response if it is determined that identifier information of a device sending the

application access request and a corresponding second login state have been stored.

In athird aspect, atrusted login apparatus is provided, including:

alogin state generation module configured to acquire device identifier information of a user
login device after afirst login state of auser in afirst application is established, and associate the

device identifier information with the first login state; and

a login state synchronization module configured to send the device identifier information
and the first login state to a server of a second application, the second application being a trusted
login application associated with the first application, such that the server establishes a second
login state of the user in the second application according to the first login state, and associates

the device identifier information with the second login state.

In afourth aspect, atrusted login apparatus is provided, including:

alogin state receiving module configured to receive afirst login state and device identifier
information sent by a server of a first application, the first application being a trusted login
application associated with a second application, the first login state representing that a user logs
into the first application, and the device identifier information being used for representing alogin

device on which the user logs into the first application;

alogin state establishment module configured to establish a second login state of the user in
the second application according to the first login state, and associate and store the device

identifier information and the second login state; and



an access management module configured to, upon receipt of an application access request
for the second application, return an application access response if it is determined that identifier
information of a device sending the application access request and a corresponding second login

state have been stored.

The trusted login method and apparatus provided in the present application transmit alogin
state between servers of a first application and a second application that have a trusted login
association relation, such that the servers can learn that the user has logged into the associated
application according to the login state, thus establishing a trusted login between the associated
applications. This manner implements the trusted login relying on mutual notifications between
servers, and can further improve the security of trusted login compared with the conventional

manner of transmitting login information between client terminals.

Brief Description of the Drawings

FIG 1 is aflowchart of atrusted login method according to an exemplary embodiment of

the present application;

FIG 2 is a flowchart of another trusted login method according to an exemplary

embodiment of the present application;

FIG 3 is a structural diagram of a trusted login apparatus according to an exemplary

embodiment of the present application;

FIG. 4 isastructural diagram of another trusted login apparatus according to an exemplary

embodiment of the present application; and

FIG. 5isastructural diagram of another trusted login apparatus according to an exemplary

embodiment of the present application.



Detailed Description

The exemplary embodiments will be described in detail herein, and examples thereof are
represented in the accompanying drawings. When the following description involves the
accompanying drawings, identical numbers in different drawings represent identical or similar
elements, unless otherwise specified. Implementations described in the following exemplary
embodiments do not represent all implementations complying with the present application. On
the contrary, they are merely examples of apparatuses and methods consistent with some aspects

of the present application as detailed in the appended claims.

The trusted login is an auto login manner that facilitates seamless switching of a user
between different applications. For example, after a user logs into an application A, the user also
has an access right to an application B, where the application B trusts the user that already logs
into the application A. Generally, users of the application A and the application B that allow
trusted login is the same user (for example, the user registers with the application A and the
application B by using a same account), or users of the two applications have a binding relation
(for example, users register with the two applications by using different accounts, but have a
binding relation). In an actual application, for example, a manner of redirection to a payment

website during payment of a shopping website is an implementation of trusted login.

The trusted login method and apparatus in the embodiments of the present application are
used for implementing trusted login between two applications, and the method will implement
more secure trusted login. The trusted login between two applications, i.e, a shopping
application and a payment application, is taken as an example, wherein the shopping application
may be referred to as a first application and the payment application may be referred to as a
second application. By using a mode employing a Browser/Server, a user may open a web
address of a shopping website through a browser on a terminal (such as a computer or a smart

phone) to access the shopping application, the shopping website accessed on the terminal is a
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client terminal of the shopping application, and content of the application is transmitted by a

back-end shopping application server to the client terminal for parsing and displaying.

Referring to the example shown in FIG. 1, in 101, a user enters an account and a password
on a termina to log into a shopping application; in 102, a server of the shopping application
verifies login information such as the account and the password. In this embodiment, it is
assumed that the verification is successful. In this case, in 103, the server establishes afirst login
state, where the first login state represents that "the user corresponding to the account and the
password logs into the shopping application on the terminal, and the login is successful”. The
login state is the recorded login information, which, for example, may include: user information
(account), login duration, an environment of the login device (for example, browser version,
terminal model, terminal IP address, MAC address, SIM card number of a mobile phone, and so
on), and the like. In other words, after the user successfully logs into the application, a server of
the application may record some information about the login to the application, and the

information is the login state.

In the trusted login method according to the embodiment of the present application,
transmission of the login state between the server of the shopping application and the server of
the payment application shown in FIG. 1 is depicted. Taking redirection from the web link of the
shopping application to the payment application as an example, in such a trusted login process
from the shopping application to the payment application, the shopping application is associated
with the payment application (where the association alows trusted login). The shopping
application may be referred to as an associated application of the payment application, and the
payment application may also be referred to as an associated application of the shopping

application.

Continuing with FIG. 1, the login state established by the server of the shopping application

for the user in 103 may be referred to as a first login state (where the "first" is only used for
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distinguishing the login state from other login states below). In 104, the server of the shopping
application may acquire device identifier information of a user login device, and establish an
association relation between the device identifier information and the first login state. The device
identifier information may be used for uniquely identifying a terminal device on which the user
logs into the shopping application. For example, the device identifier information may be
information that is directly acquired by the server of the shopping application and can identify
the device; or the device identifier information may aso be calculated by the server of the
shopping application according to some information. For example, as shown in 104 in FIG. 1, an
ID of aterminal device may be calculated according to information such as the IP of the terminal,
MAC, and process ID (a process accessing the application), to serve as the device identifier
information. For example, digest information may be calculated according to the foregoing
information by using an MD5 agorithm. Different terminal devices generally have different 1P
information and MAC information, and therefore, the calculated device identifier information is

also different, so that the device identifier information uniquely identifies alogin device.

In 105, the server of the shopping application may send both the device identifier
information and the first login state to the server of the payment application. For example, when
the user needs to be redirected from the shopping application to the payment application, the
server of the shopping application may send the device identifier information and the first login
state to the server of the payment application. A trusted login process needs to be performed in
the embodiment of the present application, that is, once the user logs into the shopping
application, the user can directly access the payment application without login. Therefore, after
establishing the first login state of the user, the server of the shopping application may notify the
server of the payment application, such that the server of the payment application learns that the
user has logged into the shopping application, and establishes a login state of the user in the
server of the payment application accordingly, which is equivaent to determining that the user

already can log into the payment application. Even though the user actually has not yet logged
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into the payment application at this time, the payment application already determines that the

user can log into the payment application.

It should be noted that, in the login state synchronization process in 105, the shopping
application mainly notifies the payment application that the user has aready logged into the
shopping application. Specific content of information transmitted from the server of the shopping
application to the server of the payment application may be set flexibly, provided that the
foregoing objective can be achieved. For example, information of the synchronized first login
state includes: the login state is true, which is used for representing "aready logged in", and for
another example, may further include terminal information such as a mobile phone model and a
browser type. That is, the information included in the first login state transmitted from the server
of the shopping application to the server of the payment application may be not exactly the same
as the information of the first login state recorded by the server of the shopping application, and
the server of the payment application should be at least notified of the state of "already logged
in", such that the server of the payment application learns that the user has aready logged into

the shopping application.

In addition, as the payment application is redirected from the shopping application, the
shopping application can know an address of the server of the payment application having a

trusted login association thereto, and synchronize the first login state to the address.

In 106, the server of the payment application may establish a second login state of the user
in the local payment application (that is, the second application) according to the first login stete,
that is, record information indicating that the user has already logged into the server of the
payment application, e.g., information such as the user account, mobile phone model, browser
type, and so on; and establish a corresponding relation between the second login state and the

device identifier information, and store the corresponding relation.



In 107, as the user may be redirected from the shopping application to the payment
application, the server of the shopping application may return a link address of the payment
application to the terminal, for example, a URL of the payment website. In the embodiment of
the present application, the server of the shopping application may not need to add a signature to
the link address URL of the payment application. In 108, the user may click the link address to

access the payment application.

In 108, after receiving an application access request sent by the user, the server of the
payment application will calculate device identifier information, and the calculation method is
the same as the method used by the server of the shopping application. For example, the server
of the payment application calculates the device identifier information according to the IP
address and the MAC address of the terminal device, and so on, and checks whether the
calculated device identifier information is stored in the server of the payment application.
Assuming that a same user is redirected from the shopping application to the payment
application on a same terminal, the device identifier information calculated by the server of the
payment application in 108 is the same as the device identifier information calculated by the
server of the shopping application in 104, and the server of the payment application can find the

device identifier information stored in itself and the corresponding second login state.

If the server of the payment application stores the second login state corresponding to the
application access request, the server of the payment application may determine that the user has
already logged into the associated application thereof, i.e., the shopping application; the server of
the payment application can trust the user accordingly, alow the access from the user, and return
an application access response to the user in 111, for example, feeding content of the payment

application back to the user terminal.

Assuming such a situation, for example, a manner of copying atrusted login website is still

performed, a user originally logs into and accesses a shopping application on aterminal z1, and
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later copies a trusted login website (the website refers to a link address for redirection from the
website of the shopping application to the payment application) of a payment application to a
termina z2, and wants to access the payment application on the termina z2. According to a
conventional manner, after verifying a signature in the trusted login website, the server of the
payment application can allow the user to access the payment application. However, in this
embodiment, the server of the payment application employs the trusted login method in the
present application, that is, instead of verification through the signature (or there is no signature
a al in the link), device identifier information corresponding to the terminal z2 is calculated.
According to the method described above, the server of the payment application stores device
identifier information of the terminal z1 and a corresponding login state, but does not store the
device identifier information corresponding the terminal z2 and the corresponding login state; in
this case, the server of the payment application may reject an application access request initiated
by the user from the termina z2, thus preventing arbitrary transmission of the login state

between different terminals, and improving the security of the application access.

As can be seen from the foregoing description, transmission of the login state (for example,
the payment application learns a login state of the user in the shopping application) is achieved
through the front end conventionally. For example, the user may click an application redirection
link on a browser of the front-end terminal to trigger the transmission (a login state signature of
the shopping application is added to the link). Consequently, it is easy to copy the link address
arbitrarily, and the server side of the payment application is incapable of recognization and
control. However, in the embodiment of the present application, the front-end transmission of the
login state is transformed to back-end synchronization, that is, login state synchronization
between the server of the shopping application and the server of the payment application, which
is invisible to the user at the front end. The trusted login process executed between back-end
servers makes the trusted login process invisible. Through login state synchronization between

servers, the server of the payment application learns that the user logs into the shopping
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application, and builds trust on the user at the same time. Moreover, the server of the payment
application may further control and prevent arbitrary copying between different terminals
according to the obtained device identifier information of the login state synchronized between

the servers, thus improving the security of trusted login.

In another example, the trusted login generally may require a same user to access an
associated application on a same termina in a trusted auto login manner. Therefore, during
generation of device identifier information, the device identifier information may be generated
according to device information and login information. For example, the device information
includes: an IP address, a MAC address, a process ID, and the like of the device. For example,
the login information includes: an account, a password, and the like of the user. If the user logsin
by using different account information, different device identifier information is calculated.
Therefore, the device identifier information can ensure that the terminal and the user are the

same.

In another example, another possible situation in actual use may be that between two
associated applications of trusted login, it is possible that a valid time of one application expires
while the other application cannot sense the expiration and continues the access. For example,
some applications are under the control of avalid time. Assuming a valid time of the shopping
application is 30 minutes, the login state of the user in the application expires after 30 minutes,
and the user will log into the application again. In this case, during trusted login, the server of the
payment application also needs to query again whether the current login state on the shopping
application side is valid, and the payment application executes the trusted login only when the

login stateis still valid and the login state of the payment application itself isaso valid.

To achieve the foregoing objective, in the process shown in FIG. 2 (in which 101 to 104 are
omitted compared with FIG. 1), after establishing the second login state of the user locally, the

server of the payment application may further execute 201, that is, establish a corresponding
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relation between the first login state and the second login state. For example, the two login states
both correspond to the foregoing device identifier information, and the corresponding first login
state and second login state can be found according to the device identifier information. For
another example, when synchronizing the login state in 105, the server of the shopping
application may randomly generate a login state ID (where the generation method and specific
ID form are not limited). The login state ID may be used for identifying the first login state and
the second login state having an association relation, that is, the server of the payment
application may enable both the first login state and the second login state to correspond to the
login state ID, and the corresponding first login state and second login state can be found

according to the login state ID.

After receiving an application access request and acquiring the corresponding second login
state, the server of the payment application may find the first login state corresponding to the
second login state according to the record of the corresponding relation, and accordingly learn
that the first login state is sent by the server of the shopping application (an address of a source
device may be recorded when the synchronized first login state is received). The server of the
payment application may query the validity of the first login state from the server of the

shopping application in 202.

On the server side of the shopping application, there may be multiple manners of judging
the validity of the first login state. For example, the server may set identification information of
the validity of the login state. For example, if a recorded state is true, it indicates that the login
state is currently valid, and if the recorded state is false, it indicates that the login state has
become invalid. The server may query the validity of the login state according to the
identification information. For another example, the server may record avalid time threshold, for
example, 30 minutes, and when the server of the payment application queries the login state, the

server compares login duration with the valid time threshold, and determines that the login state
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isinvalid if the login duration exceeds or reaches 30 minutes.

The server of the shopping application may feed that the first login state is valid back to the
server of the payment application in 203; moreover, the server of the payment application may
return an application access response to the terminal in 204 after it is determined that the first
login state and the second login state are both valid (the validity judgment manner of the second
login state is the same as that of the first login state). It can be seen that an association is aso
established between login states of associated applications, so as to facilitate a tracking process

of atracked user, and grasp an expiration time of the login state.

FIG 3 shows a trusted login apparatus. The apparatus may be applied to a shopping
application server, such that the shopping application server can execute the foregoing trusted
login method. As shown in FIG. 3, the apparatus may include: alogin state generation module 31

and alogin state synchronization module 32, wherein

the login state generation module 31 is configured to acquire device identifier information
of a user login device after a first login state of a user in afirst application is established, and

associate the device identifier information with the first login state; and

the login state synchronization module 32 is configured to send the device identifier
information and the first login state to a server of a second application, the second application
being a trusted login application associated with the first application, such that the server
establishes a second login state of the user in the second application according to the first login

state, and associates the device identifier information with the second login state.

Further, when acquiring the device identifier information of the user login device, the login
state generation module 31 is specifically configured to: generate the device identifier

information according to device information and login information.
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Referring to the example shown in FIG. 4, the apparatus may further include: a login state
management module 33 configured to receive a validity query request for the first login state

sent by the server, and feed validity of the first login state back to the server.

FIG 5 shows a trusted login apparatus. The apparatus may be applied to, for example, a
payment application server, such that the payment application server can execute the foregoing
trusted login method. As shown in FIG 5, the apparatus may include: a login state receiving
module 51, a login state establishment module 52, and an access management module 53,

wherein

the login state receiving module 51 is configured to receive a first login state and device
identifier information sent by a server of a first application, the first application being a trusted
login application associated with a second application, the first login state representing that a
user logs into the first application, and the device identifier information being used for

representing alogin device on which the user logs into the first application;

the login state establishment module 52 is configured to establish a second login state of the
user in the second application according to the first login state, and associate and store the device

identifier information and the second login state; and

the access management module 53 is configured to, upon receipt of an application access
request for the second application, return an application access response if it is determined that
identifier information of a device sending the application access request and a corresponding

second login state have been stored.

Further, the login state establishment module 52 is further configured to: establish a
corresponding relation between the first login state and the second login state after establishing

the second login state of the user in the second application; and
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the access management module 53 is further configured to: after it is determined that the
identifier information of the device sending the application access request and the corresponding
second login state have been stored, and before returning the application access response, send a
validity query request for the first login state to the server, and determine that the first login state

and the second login state are valid.

Described above are merely preferred embodiments of the present application, which are
not intended to limit the present application. Any modification, equivalent replacement,
improvement, and so on made within the spirit and principle of the present application should be

included in the protection scope of the present application.
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CLAIMS

1. A trusted login method, comprising:

obtaining device identifier information of a user login device after a first login state of a user
in a first application is established, and associating the device identifier information with the first
login state; and

sending the device identifier information and the first login state to a server of a second
application prior to the user making a request to access the second application, the second
application being a trusted login application associated with the first application, such that the
server establishes a second login state of the user in the second application according to the first

login state, and associates the device identifier information with the second login state.

2. The method of claim 1, wherein obtaining device identifier information of a user login
device comprises: generating the device identifier information according to device information and

login information.

3. The method of claim 1, wherein, after sending the device identifier information and the first
login state to the server of the second application, the method further comprises:
receiving a validity query request for the first login state sent by the server, and feeding

validity of the first login state back to the server.

4. The method of claim 1, wherein sending the first login state to the server of the second
application comprises sending information indicating that the user has logged into the first

application.

5. A trusted login method, comprising:

receiving a first login state and device identifier information sent by a server of a first
application (105), the first application being a trusted login application associated with a second
application, the first login state representing that a user logs into the first application, and the device
identifier information being used for representing a login device on which the user logs into the first
application;

establishing a second login state of the user in the second application according to the first

login state;
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associating and storing the device identifier information and the second login state; and
upon receipt of an application access request for the second application, returning an
application access response if it is determined that identifier information of a device sending the

application access request and a corresponding second login state have been stored.

6. The method of claim 5, wherein, after establishing a second login state of the user in the
second application, the method further comprises:

establishing a corresponding relation between the first login state and the second login state;
and

after it is determined that the identifier information of the device sending the application
access request and the corresponding second login state have been stored, and before returning the
application access response, the method further comprises:

sending a validity query request for the first login state to the server, and

determining that the first login state and the second login state are valid.

7. A trusted login apparatus, comprising:

a login state generation module configured to obtain device identifier information of a user
login device after a first login state of a user in a first application is established, and associate the
device identifier information with the first login state; and

a login state synchronization module configured to send the device identifier information and
the first login state to a server of a second application prior to the user making a request to access
the second application, the second application being a trusted login application associated with the
first application, such that the server establishes a second login state of the user in the second
application according to the first login state, and associates the device identifier information with

the second login state.

8. The apparatus of claim 7, wherein,
when obtaining the device identifier information of the user login device, the login state
generation module is specifically configured to generate the device identifier information according

to device information and login information.

9. The apparatus of claim 7, further comprising:
a login state management module configured to receive a validity query request for the first

login state sent by the server, and feed validity of the first login state back to the server.
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10. The apparatus of claim 7, wherein sending the first login state to the server of the second
application comprises sending information indicating that the user has logged into the first

application.

11. A trusted login apparatus, comprising:

a login state receiving module configured to receive a first login state and device identifier
information sent by a server of a first application, the first application being a trusted login
application associated with a second application, the first login state representing that a user logs
into the first application, and the device identifier information being used for representing a login
device on which the user logs into the first application,;

a login state establishment module configured to establish a second login state of the user in
the second application according to the first login state, and associate and store the device identifier
information and the second login state; and

an access management module configured to, upon receipt of an application access request for
the second application, return an application access response if it is determined that identifier
information of a device sending the application access request and a corresponding second login

state have been stored.

12. The apparatus of claim 11, wherein,

the login state establishment module is further configured to establish a corresponding relation
between the first login state and the second login state after the second login state of the user in the
second application is established; and

the access management module is further configured to, after it is determined that the
identifier information of the device sending the application access request and the corresponding
second login state have been stored, and before returning the application access response, send a
validity query request for the first login state to the server, and determine that the first login state

and the second login state are valid.

18



