
A METHOD AND APPARATUS FOR IDENTITY AUTHENTICATION 

TECHNICAL FIELD  

[1] The present application relates to network communications, and more 

particularly, to an identity authentication method and apparatus. 

BACKGROUND  

[2] With continuous development of Internet technologies, an increasing 

number of users choose to operate on web pages and access various services provided by 

service providers. For example, for access to services provided by a service provider, a 

user may operate an account on a web page, such as account registration, account login, 

account activation, and account log out. 

[3] To avoid that an account of a legitimate user is intercepted by an 

illegitimate user in practical applications, a service provider needs to perform identity 

authentication of a user by a server before providing various services to the user. If the 

identity authentication of the user is successful, the service provider provides 

corresponding services to the user. Otherwise, the service provider refuses to provide the 

user with corresponding services. 

[4] in existing technologies, a server performs identity authentication of a user 

mainly by verifying identity information about the user, such as a personal identity card 

number. 

[5] When a user registers an account, the server may display an authentication 

page to the user via a terminal. After the server receives identity information input by the 

user on the authentication page, the service may verify whether the identity information is 

legitimate through a third party system. If yes, the server determines that the identity 
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authentication is successful. Otherwise, the server determines that the identity 

authentication is not successful. 

[6] However, the above identity authentication method in existing technologies 

can merely determine whether the identity infoimation is legitimate. It cannot determine 

whether the user who inputs the identity information is the legitimate holder 

himself/herself of the identity information. Therefore, the reliability of the identity 

authentication result obtained by the identity authentication method in existing 

technologies is low. 

SUMMARY  

[7] The present disclosure provides a method and apparatus for identity 

authentication to improve the reliability of user identity authentication. 

[8] In one aspect, the present disclosure is directed to a method for identity 

authentication. The method may include obtaining biometric information for authentication 

collected by a terminal, and identity infoiiiiation sent by the teiiiiinal. The method may 

also include obtaining prestored biometric information corresponding to the identity 

infoimation. The method may further include determining whether the biometric 

information for authentication matches the prestored biometric information. If yes, the 

method may include determining that the identity authentication is successful. Otherwise, 

the method may include determining that the identity authentication is not successful. 

[9] In another aspect, the present disclosure is directed to an apparatus for 

identity authentication. The apparatus may include a first obtaining module configured to 

obtain biometric information for authentication collected by a terminal. The apparatus may 

also include a second obtaining module configured to obtain identity information sent by 

the terminal. The apparatus may further include a third obtaining module configured to 
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obtain prestored biometric information corresponding to the identity information. In 

addition, the apparatus may include an identity authentication module configured to 

determine whether the biometric information for authentication matches the prestored 

biometric information. If yes, the apparatus may be configured to determine that the 

identity authentication is successful. Otherwise, the apparatus may be configured to 

determine that the identity authentication is not successful. 

[10] One of the methods for identity authentication in the present disclosure may 

include obtaining biometric information for authentication collected by a terminal, and 

identity information sent by the terminal. The method may also include obtaining prestored 

biometric information corresponding to the identity information. The method may further 

include determining whether the biometric information for authentication matches the 

prestored biometric information. If yes, the method may include determining that identity 

authentication is successful. Otherwise, the method may include determining that the 

identity authentication is not successful. Accordingly, the method may improve the 

reliability of user identity authentication. 

BRIEF DESCRIPTION OF THE DRAWINGS  

[11] The drawings are intended to help to understand the present disclosure. 

They are part of the present disclosure. Several embodiments and their descriptions are 

used to explain the present disclosure. The present disclosure includes but not limited to 

these embodiments. 

[12] Fig. 1 is a schematic flowchart of an exemplary method for identity 

authentication, according to an embodiment of the present application. 

[13] Fig. 2 is a schematic flowchart of another exemplary method for identity 

authentication, according to an embodiment of the present application. 
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[14] Fig. 3 is a schematic structural diagram of an exemplary apparatus for 

identity authentication, according to an embodiment of the present application. 

DETAILED DESCRIPTION  

[15] In existing technologies, a server perfoiiiis identity authentication of a user 

by verifying identity information about the user. Based on the verification result of identity 

information, it is hard to determine whether the user who inputs the identity information is 

the legitimate holder himself/herself of the identity. In real application scenarios, both 

biometric information and identity information about a user can prove the legitimate 

identity of the user. Moreover, correspondence between the biometric information and the 

identity information about the user is unique. Therefore, the method of the present 

application may include obtaining biometric information for authentication and identity 

information provided by a user. The method may also include obtaining prestored 

biometric information corresponding to the identity infoi 	iation. The method may further 

include determining whether the biometric information for authentication matches the 

prestored biometric information. If yes, it may indicate that the user who provides the 

identity information is the legitimate holder himself/herself of the identity information. 

Otherwise, it may indicate that the user who provides the identity information is an 

illegitimate holder of the identity information. Accordingly, the method may effectively 

improve the reliability of user identity authentication. 

[16] To clarify the objectives, technical solutions, and advantages of the present 

application, the technical solutions are described clearly and completely through specific 

embodiments and corresponding drawings in the following. The described embodiments 

are merely part of embodiments of the present application, rather than all embodiments. 

Based on these embodiments, all other embodiments obtained by a person having ordinary 
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skill in the art without any inventive effort shall fall within the scope of the present 

application. 

[17] The methods for identity authentication in the present application are 

described in detail as follows. 

[18] Fig. 1 is a schematic flowchart of an exemplary method for identity 

authentication, according to an embodiment of the present application. The method may 

include the following steps. 

[19] S101: Obtain biometric information for authentication collected by a 

terminal, and identity information sent by the terminal. 

[20] The biometric information for authentication in the present application may 

include physiological feature information about a user, such as facial feature information, 

fingerprint feature information, and palm print feature information. The biometric 

information for authentication may also include behavior feature information about the 

user, such as gait feature information and vocal feature information. 

[21] When obtaining biometric information for authentication collected by a 

terminal, a server may obtain a facial image, fingerprint image, palm print image, gait 

image, or audio data collected by the terminal. The server may also recognize biometric 

information for authentication in the facial image, fingerprint image, palm print image, gait 

image, or audio data. For example, the server may recognize facial feature information, 

fingerprint feature information, palm print feature information, gait feature information or 

voice feature information. 

[22] The identity information of the present application may include user 

information on an identity, such as a resident identity card, a passport, an officer identity 

card, an employee card, a student card, a degree diploma, a degree certificate, a graduation 

certificate, a bank card, and a membership card. 
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[23] As for obtaining identity info'iiiation sent by the terminal, the server may 

obtain identity information input by the user on a page displayed by the terminal. 

[24] In some embodiments, fingerprint feature information and an identity card 

number may be the biometric information for authentication and the identity information, 

respectively. 

[25] Before the user obtains a service provided by a service provider, the server 

may display an authentication page to the user through the terminal, and prompt the user to 

collect fingerprint feature information, i.e. biometric information, of the user via the 

authentication page. The user may start up a fingerprint collection apparatus of the terminal 

in accordance with the prompt of the authentication page, and collect a fingerprint image. 

The teiminal may recognize fingerprint feature information in the fingerprint image and 

send the fingerprint feature information to the server as fingerprint feature information for 

authentication. The server may then obtain the fingerprint feature information for 

authentication collected by the terminal. 

[26] The server may also prompt the user to input an identity card number, i.e. 

identity information, via the authentication page. The user may input the identity card 

number on the page in accordance with the prompt of the authentication page. The terminal 

may send the identity card number input by the user to the server. The server may then 

obtain the identity card number sent by the terminal. 

[27] S102: Obtain prestored biometric information corresponding to the identity 

information. 

[28] In some embodiments, biometric information corresponding to the identity 

information of the user may be prestored in a third party system. For example, when a user 

applies for an identity card, an identity card management system, the third party system, 

may establish for the user an identity card number uniquely corresponding to the user. For 
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example, an identity card management system of a public security agency may establish 

for an applicant an identity card number uniquely corresponding to the applicant. At the 

same tune, the identity card management system may collect at least one kind of biometric 

information, such as fingerprint feature information, uniquely corresponding to the user. 

The correspondence between the identity card number and the biometric information of the 

user may be prestored in the identity card management system. 

[29] In some embodiments, after obtaining the identity card number, or identity 

information, of the user by step S101, the server may obtain fingerprint feature information 

to be the prestored fingerprint feature information by looking up the fingerprint feature 

information, or biometric information, corresponding to the identity card number in the 

identity card management system. 

[30] In some embodiments, the correspondence between the identity card 

number and the fingerprint feature infoi 	I lation of the user may not be stored in the third 

party system. For example, the correspondence may be prestored in an information 

database of the server. The server may look up corresponding fingerprint feature 

infoi ►►►ation in accordance with the obtained identity card number. 

[31] S103: Determine whether the biometric information for authentication 

matches the prestored biometric information, and if yes, perform step S104, otherwise 

perform step S105. 

[32] In some embodiments, after obtaining the fingerprint feature information for 

authentication, or biometric information for authentication, collected by the terminal by 

step S101, and obtaining the prestored fingerprint feature information, or the prestored 

biometric information, by step S102, the server may determine whether the fingerprint 

feature information for authentication matches the prestored fingerprint feature 

information. In some embodiments, the server may determine whether a similarity degree 
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between the fingerprint feature infoll 	tation for authentication and the prestored fingerprint 

feature information is greater than a preset threshold. If yes, the server may determine that 

the fingerprint feature information for authentication matches the prestored fingerprint 

feature information, and may perform step S104. Otherwise, the server may determine that 

the obtained and prestored fingerprint feature infoimation are mismatched, and may 

perform step S105. 

[33] S104: Determine that the identity authentication is successful. 

[34] When the fingerprint feature information for authentication matches the 

prestored fingerprint feature information, it may indicate that the user who inputs the 

identity card number is a legitimate holder of the identity card number. Therefore, the 

server may determine that the identity authentication of the user is successful. 

[35] S105: Determine that the identity authentication is not successful. 

[36] When the fingerprint feature information for authentication does not match 

the prestored fingerprint feature information, it may indicate that the user who inputs the 

identity card number is an illegitimate holder of the identity card number. Therefore, the 

server may determine that the identity authentication of the user is not successful. 

[37] In the method shown in Fig. 1, the server may obtain the biometric 

information of the user for authentication sent by the terminal, and may obtain the 

prestored biometric information corresponding to the identity information provided by the 

user. Both the biometric information and identity information of the user may be able to 

verify the legitimate identity of the user. Moreover, the correspondence between the 

biometric information and the identity information is unique. Therefore, it may be feasible 

to determine whether the user who provides the identity information is the legitimate 

holder himself/herself of the identity information in accordance with the determination of 
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whether the biometric information for authentication matches the prestored biometric 

information. It may effectively improve the reliability of user identity authentication. 

[38] In some embodiments, a terminal may obtain identity information by 

collecting an identity image. The identity information on the identity image may be 

recognized to obtain the identity infoi 	illation, which may improve the convenience for the 

user to input identity information, compared to the method whereby a user inputs identity 

information on a page. Therefore, the terminal may collect an identity image. The identity 

information in the identity image may be recognized for the server to obtain the identity 

information collected by the terminal. 

[39] In some embodiments, a terminal may collect an identity card image by an 

image collection apparatus, such as a camera or a scanner. The terminal may recognize the 

identity card number, and send the recognized identity card number to the server. 

Accordingly, the server may obtain the identity card number collected by the terminal. 

[40] In some embodiments, after collecting an identity card image, the terminal 

may send the image to the server. The server may recognize the identity card number in the 

received image to obtain the identity card number. 

[41] In some embodiments, the terminal or the server may recognize the text, 

e.g., Chinese characters and numbers, in the image to obtain the identity card number in 

the image by an optical character recognition (OCR) technology. 

[42] In some embodiments, the server may obtain the palm print image or 

fingerprint image. A palm print collection instrument or a fingerprint collection instrument 

may be required on the terminal, which may increase the cost of identity authentication and 

reduce user convenience thereof. In some embodiments, the server may obtain gait feature 

information or vocal feature information collected by the terminal as biometric information 

9 



for authentication. Since the distinction between different pieces of gait feature information 

or vocal feature information is low, the reliability of user identity authentication is low. 

[43] In some embodiments, a terminal may include an image collection 

apparatus, such as a camera. The terminal may collect a facial image by the camera, and 

may recognize facial feature information. The server may then obtain facial feature 

infoiiiiation collected by the terminal. 

[44] In some embodiments, the facial feature information for authentication 

collected by the terminal may be the biometric information for authentication obtained by 

the server. As shown in Fig. 2, the method for identity authentication is described in detail 

in the following. 

[45] Fig. 2 is an exemplary method for a server to perfolm user identity 

authentication in accordance with facial feature information, according to an embodiment 

of the present application. The method may include the following steps. 

[46] 5201: Obtain facial feature infoiiiiation for authentication collected by a 

terminal and identity information sent by the tell 	Anal. 

[47] For example, the server may obtain a facial image collected by the terminal 

via a camera, and may recognize the facial feature information in the facial image. The 

server may take the recognized facial feature information as facial feature information for 

authentication. 

[48] In some embodiments, after obtaining the image collected by the terminal, 

the server may determine that a face figure exists in the image in accordance with certain 

preset facial features. The server may recognize facial feature information for 

authentication, such as the sizes, locations, and distances of the profiles of five sense 

organs of the face in the determined face figure. Moreover, if the server determines that no 
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face figure exists in the image, the server may reply prompt information to the terminal to 

prompt the terminal that the collected image does not satisfy certain requirements. 

[49] In some embodiments, the server may directly obtain the facial feature 

information sent by the terminal. The obtained facial feature information may be the facial 

feature information recognized by the terminal in accordance with the collected facial 

image. 

[50] In some embodiments, the server may obtain an identity card number sent 

by the terminal. The obtained identity card number may be an identity card number input 

by the user and obtained by the terminal. In some embodiments, the obtained identity card 

number may be an identity card number recognized by the terminal from the collected 

identity card image. 

[51] S202: Obtain prestored facial feature information corresponding to the 

identity card number. 

[52] In some embodiments, when a user applies for an identity card, an identity 

card management system may collect a facial image of the user, and store the 

correspondence between the facial image and the identity card number. In some 

embodiments, the identity card management system may store the correspondence between 

the facial feature information in the facial image and the identity card number. The identity 

card management system may be a third party system, such as an identity card 

management system of a public security agency. The facial feature information stored in 

the identity card management system may include facial feature information, such as the 

sizes, locations, and distances the profiles of the five sense organs. 

[53] In some embodiments, after obtaining the identity card number of the user 

by step 5201, the server may obtain the prestored facial feature information by looking up 

facial feature information corresponding to the identity card number in the identity card 
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management system. In some embodiments, the server may look up a facial image 

corresponding to the identity card number in the identity card management system, and 

may recognize the facial feature information in the found facial image as the prestored 

facial feature information. 

[54] 5203: Determine whether the facial feature information for authentication 

matches the prestored facial feature infoli 	iation, and if yes, perform step 5204, otherwise 

perform step 5205. 

[55] In some embodiments, after obtaining the facial feature information of the 

user for authentication and the prestored facial feature information, the server may 

compare sub-feature information, including the sizes, locations, and distances of the 

profiles of the five sense organs, in the facial feature information for authentication with 

the prestored sub-feature information, including the sizes, locations, and distances of the 

corresponding profiles of the five sense organs, in the prestored facial feature information 

to determine the similarity degree between the facial feature information for authentication 

and the prestored facial feature information. 

[56] If the similarity degree is greater than a preset threshold, the server may 

determine that the facial feature information for authentication matches the prestored facial 

feature information, and may perform step 5204. Otherwise, the server may determine that 

the facial feature information for authentication does not match the prestored facial feature 

information, and may perform step 5205. 

[57] 5204: Determine that the identity authentication is successful. 

[58] 5205: Determine that the identity authentication is not successful. 

[59] In step 5201, when obtaining the identity card number, the server may also 

obtain an identity card image collected by the terminal, and may recognize the identity 

card number thereof. 
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[60] In some embodiments, the server may obtain the image collected by the 

terminal, and may recognize the identity card number in the image. To improve the identity 

authentication efficiency, the server may obtain an image collected by the terminal which 

contains a face and an identity card at the same time. That is, the image collected by the 

terminal may contain facial feature information for authentication and an identity card 

number. After obtaining the image collected by the terminal, the server may recognize the 

facial feature infoi 	nation for authentication and the identity card number in the image. 

[61] In some embodiments, the server may require recognizing the facial feature 

infoimation and the identity card number from the whole image. To reduce the calculation 

workload, after obtaining the image containing the facial feature information for 

authentication, i.e. biometric information for authentication, and the identity card number, 

i.e. the identity information, the server may recognize the facial feature information for 

authentication in a first preset region of the image, and may recognize the identity card 

number in a second preset region of the image. 

[62] For example, when taking the image containing both a face and an identity 

card, the terminal may display the first preset region and the second preset region on an 

image collection interface. The terminal may also prompt the user that a facial image is 

collected in the first preset region and an identity card image is collected in the second 

preset region. After obtaining the image collected by the terminal, the server may 

recognize the facial feature information only from the first preset region, and may 

recognize the identity card number only from the second preset region, rather than 

recognizing the facial feature information and the identity card number in the whole image. 

Accordingly, it may effectively reduce the calculation workload of the server. 

[63] In a potential, realistic application scenario, an illegitimate user may use a 

facial image or facial model of a legitimate user as a facial image of the illegitimate user. 
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As a result, the facial image collected by the terminal may not be a real-time facial image 

of the current user. It may reduce the reliability of identity authentication. 

[64] In some embodiments, before determining whether the facial feature 

infolmation for authentication matches the prestored facial feature information, the server 

may obtain at least two facial images collected by the terminal, and may detellnine 

whether specified feature infon 	iation exists in the facial images to determine whether the 

facial images are real-time facial images of the current user. 

[65] In some embodiments, the server obtaining the image collected by the 

terminal in step S201 may include obtaining a first image and a second image collected by 

the tell 	iinal. The server recognizing the biometric information for authentication in the 

image may include recognizing first facial feature information for authentication in the first 

image, and recognizing second facial feature information for authentication in the second 

image. The server may also determine whether the first facial feature information for 

authentication includes first specified feature information, and determine whether the 

second facial feature information for authentication includes second specified feature 

information. If the first facial feature information for authentication includes the first 

specified feature information, and the second facial feature information for authentication 

includes the second specified feature information, the server may determine that the image 

collected by the terminal is a real-time facial image of the current user. The server may 

further determine whether the facial feature information for authentication matches the 

prestored facial feature information by step 5203. Otherwise the server may determine that 

the image may be a facial image provided by an illegitimate user, and may end the 

subsequent procedure accordingly. In some embodiments, after the server determines that 

the image may be a facial image provided by an illegitimate user, the server may also reply 
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prompt information to the terminal to prompt the terminal that the currently collected 

image does not satisfy certain requirements. 

[66] In some embodiments, the first specified feature information and the second 

specified feature information may include, but not limited to, expressive feature 

information. The first specified feature information and the second specified feature 

information may be different. 

[67] For example, when collecting the first image, the terminal may prompt the 

user to collect an image with a specified expression, such as a smiling facial image. When 

collecting the second image, the terminal may prompt the user to collect an image with 

another specified expression, such as a crying facial image. The terminal may obtain two 

facial images with different expressions. Accordingly, the terminal may collect two facial 

images with different expressions successfully only when the user poses a smiling facial 

expression and a crying facial expression respectively. An illegitimate user may use a 

facial image of a legitimate user, e.g., a photograph of the legitimate user, as a real-time 

facial image. Since the expression of the legitimate user in the facial image is fixed, and 

the expression of the legitimate user in the facial image may not be consistent with the 

expression specified by the tei 	urinal, the facial image provided by the illegitimate user may 

not satisfy the image requirements of the terminal. Therefore, the identity authentication 

may not be successful. Accordingly, the server may be able to determine that the user who 

provided the facial image is an illegitimate user. It may effectively improve the reliability 

of identity authentication. 

[68] In some embodiments, before determining whether the biometric 

information for authentication matches the prestored biometric information, the server may 

obtain at least two facial images collected by the terminal, and may determine whether two 

preset regions in each image includes a facial image and an identity card image 
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respectively. Accordingly, the server may determine whether the facial image is a real-time 

facial image of the current user. The relative positions of the two preset regions in at least 

two images are different. 

[69] In some embodiments, the server obtaining the image collected by the 

terminal in step 5201 may include obtaining a first image and a second image collected by 

the terminal. Recognizing the biometric information for authentication in the first preset 

region of the image may include recognizing biometric information for authentication in a 

first preset region of the first image and a first preset region of the second image 

respectively. Recognizing the identity information in the second preset region of the image 

may include recognizing identity information in a second preset region of the first image 

and a second preset region of the second image respectively. A relative position of the first 

preset region and the second preset region in the first image may be different from that in 

the second image. 

[70] For example, when collecting the first image, the teiminal may display a 

first image collection interface to the user, and prompt the user that a facial image is 

collected at the upper left corner, i.e. the first preset region, and an identity card image is 

collected at the lower right corner, i.e. the second preset region. The user may let his/her 

face and identity card appear at the relative locations of the upper left corner and lower 

right corner. Therefore, the terminal may successfully collect a facial image at the upper 

left corner of the first image collection interface and may successfully collect an identity 

card image at the lower right corner. When collecting the second image, the terminal 

displays a second image collection interface to the user and prompts the user that a facial 

image is collected at the upper right corner, i.e. the first preset region, and an identity card 

image is collected at the lower left corner, i.e. the second preset region. The user may let 

his/her face and identity card appear at the relative locations of the upper right corner and 
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lower left corner. Therefore, the terminal may successfully collect a facial image at the 

upper right corner of the second image collection interface and may successfully collect an 

identity card image at the lower left corner. 

[071] In this way, when collecting different images, e.g., the first image and the 

second image, the terminal may require the user to place his/her face and identity card at 

different relative positions to ensure that the first image and the second image satisfying 

certain requirements can be collected successfully. An illegitimate user may use a facial 

image and an identity card image of a legitimate user as a real-time facial image and 

identity card image. Since the relative positions of the facial image and identity card image 

of the legitimate user are fixed, the relative positions of the facial image and identity card 

image provided by the illegitimate user may not satisfy the relative positions of the first 

preset region and the second preset region displayed on the current image collection 

interface. Therefore, the illegitimate user may not be able to satisfy the image requirements 

of the teiininal. Such identity authentication may not be successful. It may avoid that an 

illegitimate user takes a facial image or facial model of a legitimate user as a real-time 

facial image of the current user for identity authentication. Such a method may effectively 

improve the reliability of identity authentication. 

[0721 In some embodiments, the identity information recognized in the second 

preset regions of the first image and the second image may be different. For example, 

identity information of the front side of the identity card may he recognized in the second 

preset region of the first image and identity information of the reverse side of the identity 

card may be recognized in the second preset region of the second image. When collecting 

different images, e.g., the first image and the second image, the terminal may not only 

require the user to place his/her face and identity card at different relative positions, but 

also require the user to place the front side and reverse side of the identity card respectively. 
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It may further avoid that an illegitimate user takes a facial image or facial model of a 

legitimate user as a real-time facial image of the current user. It may further improve the 

reliability of identity authentication accordingly. 

[73] In some embodiments, the method shown in Fig. 1 may prohibit the 

terminal from reading a local image thereof to avoid that a user uses a local image of the 

terminal as a real-time facial image of the current user. It may further improve the 

reliability of identity authentication. 

[74] Methods for identity authentication in the present application are presented 

through the above embodiments. In accordance with these methods, the present application 

also proposes an apparatus for identity authentication as shown in Fig. 3. The apparatus 

may include the following modules. 

[75] A first obtaining module 31 configured to obtain biometric information for 

authentication collected by a teiniinal. 

[76] A second obtaining module 32 configured to obtain identity information 

sent by the terminal. 

[77] A third obtaining module 33 configured to obtain prestored biometric 

information corresponding to the identity information. 

[78] An identity authentication module 34 configured to determine whether the 

biometric information for authentication matches the prestored biometric information, and 

if yes, determine that identity authentication is successful, otherwise determine that the 

identity authentication is not successful 

[79] In some embodiments, the biometric information for authentication may 

include facial feature information for authentication, and the prestored biometric 

information may include the prestored facial feature information. 
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[80] In some embodiments, first obtaining module 31 may be configured to 

obtain an image collected by the terminal and recognize biometric information for 

authentication in the image. 

[81] In some embodiments, first obtaining module 31 may be configured to 

obtain a first image and a second image collected by the terminal, and recognize first facial 

feature information for authentication in the first image and recognize second facial feature 

information for authentication in the second image. 

[82] In some embodiments, the apparatus may further include the following 

module. 

[83] A specified feature information detei 	nining module 35 configured to 

deteiiiline whether the first facial feature information for authentication includes first 

specified feature information, and determine whether the second facial feature information 

for authentication includes second specified feature information before identity 

authentication module 34 determines whether the biometric information for authentication 

matches the prestored biometric information. The first specified feature information and 

the second specified feature information may include expressive feature information. The 

first specified feature information and the second specified feature information may be 

different. 

[84] In some embodiments, the image may contain identity information, and 

second obtaining module 32 may be configured to recognize the identity information in the 

image collected by the terminal. 

[85] In some embodiments, first obtaining module 31 may be configured to 

recognize the biometric information for authentication in a first preset region of the image, 

and recognize the identity information in a second preset region of the image. 
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[86] In some embodiments, first obtaining module 31 may be configured to 

obtain a first image and a second image collected by the terminal. First obtaining module 

31 may also be configured to recognize the biometric information for authentication in a 

first preset region of the first image and that of the second image respectively. First 

obtaining module 31 may further be configured to recognize the identity information in a 

second preset region of the first image and that of the second image respectively. 

[87] The relative position of the first preset region and the second preset region 

in the first image may be different from that in the second image. 

[88] The present application proposes the methods and apparatuses for identity 

authentication. The server may obtain biometric information for authentication of the 

current user sent by the terminal, and may obtain prestored biometric information 

corresponding to the identity information provided by the current user. Since both the 

biometric information and identity information of the user may be used to verify the 

legitimate identity of the user, and the biometric information uniquely corresponds to the 

identity information, the server may determine whether the user who provides the identity 

infolination currently is the legitimate holder himself/herself of the identity information by 

determining whether the biometric infoi 	ination for authentication matches the prestored 

biometric information. It may effectively improve the reliability of user identity 

authentication. 

[89] For a person skilled in the art, the present application may be carried out as 

methods, systems, or computer program products. In other words, the present application 

may be implemented in full hardware, full software, or by combining software and 

hardware. Moreover, the present application may be implemented as computer program 

products that include one or more computer-readable storage media, including, but not 

20 



limited to, magnetic disk memories, CD-ROM, and optical memories, containing computer 

executable programs. 

[90] The present application is described with reference to the flow charts and/or 

block diagrams of the methods, apparatuses, and computer program products of the 

embodiments of the present application. It should be understood that each flow and/or 

block in the flowcharts and/or block diagrams and any combination thereof in the 

flowcharts and/or block diagrams may be implemented by computer program instructions. 

These computer program instructions may be provided to a processor of a general-purpose 

computer, a special-purpose computer, an embedded processor or other programmable data 

processing devices to be an apparatus that executes the instructions by the processor for 

implementing the functions specified in one or more flows of the flowcharts and/or one or 

more blocks of the block diagrams. 

[91] These computer program instructions may also be stored in a computer-

readable memory which may guide a computer or other programmable data processing 

devices to operate in a specific manner. The instructions stored in the computer-readable 

memory may make the apparatus storing the instructions become an instruction apparatus 

which can implement the functions specified in one or more flows of the flowcharts and/or 

one or more blocks of the block diagrams. 

[92] These computer program instructions may also be loaded on a computer or 

other programmable data processing devices, so that a series of operation steps are 

executed by the computer or other programmable devices to carry out computer-

implemented processing. Accordingly, the instructions executed by the computer or other 

programmable devices may provide steps for implementing the functions specified in one 

or more flows of the flowcharts and/or one or more blocks of the block diagrams. 
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[93] In a typical configuration, a computing device may include one or more 

processors (CPUs), an input/output interface, a network interface and a memory. 

[94] The memory may include a volatile memory, a random access memory 

(RAM) and/or a non-volatile memory, such as a read-only memory (ROM) or flash 

memory (flash RAM) in computer-readable media. The memory may be an example of the 

computer-readable media. 

[95] The computer-readable media may include volatile and non-volatile, 

removable and non-removable media, and may carry out information storage with any 

methods or technologies. The information may be a computer-readable instruction, data 

structure, program module or other data. The examples of computer storage media may 

include but not limited to a phase change memory (PRAM), static random access memory 

(SRAM), dynamic random access memory (DRAM), other types of random access 

memories (RAMs), read-only memory (ROM), electrically erasable programmable read-

only memory (EEPROM), flash memory or other memory technologies, compact disk 

read-only memory (CD-ROM), digital versatile disc (DVD) or other optical storage, 

magnetic cassette tape, magnetic tape and magnetic disk storage or other magnetic storage 

devices or any other non-transmission media, which may be used to store information that 

can be accessed by a computing device. According to the definition herein, the computer-

readable media do not include transitory media, such as modulated data signals and 

carriers. 

[96] The teens "including," "comprising," or any other variations thereof are 

intended to cover non-exclusive inclusion. Processes, methods, products or devices 

including a series of elements may not only include those elements but also include other 

elements which are not listed expressly or include all inherent elements of such processes, 

methods, products or devices. If there are no more limitations, elements defined by 
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"comprising a ... may not exclude the situation where other identical elements exist in 

processes, methods, products or devices including the elements. 

[97] A person skilled in the art should know that the embodiments of the present 

application may be provided as methods, systems or computer program products. The 

present application may be implemented in full hardware, full software, or by combining 

software and hardware. Moreover, the present application may be implemented as 

computer program products including one or more computer readable storage media, e.g., 

magnetic disk memories, CD-ROM, and optical memories, containing computer 

executable program codes. 

[98] The above descriptions are merely the embodiments of the present 

application and are not intended to limit the present application. Those people skilled in the 

art may make various changes and variations in accordance with the present application. 

Any modifications, equivalent replacements, improvements, etc. made within the spirit and 

principles of the present application shall all be within the scope of the claims of the 

present application. 
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WHAT IS CLAIMED IS: 

1. 	A method performed by one or more processors of an apparatus for identity 

authentication, the method comprising: 

obtaining an image collected by a terminal, wherein the image includes a first 

image and a second image; 

obtaining, from the image collected by a terminal, biometric information for 

authentication in a first preset region on the image, and identity information in a second 

preset region on the image; 

recognizing the biometric information for authentication in the first preset region 

of the first image and in the first preset region of the second image; 

recognizing the identity information in the second preset region of the first image 

and the second preset region of the second image, wherein a relative position between the 

first preset region and the second preset region of the first image is different from a 

relative position between the first preset region and the second preset region of the second 

image; 

obtaining prestored biometric information corresponding to the identity 

information; 

determining whether the biometric information for authentication matches the 

prestored biometric information; and 

responsive to the determination that the biometric information for authentication 

matches the prestored biometric information, determining that the identity authentication 

is successful, or 

responsive to the determination that the biometric infoi 	ation for authentication 

does not match the prestored biometric information, determining that the identity 

authentication is not successful. 
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2. The method of claim 1, wherein: 

the biometric information for authentication includes facial feature information for 

authentication, and 

the prestored biometric information includes prestored facial feature information. 

3. The method of claim 2, wherein: 

obtaining the image collected by the terminal includes obtaining a first image and a 

second image collected by the terminal; 

recognizing the biometric information for authentication in the first preset region 

of the first image and in the first preset region of the second image includes: 

recognizing first facial feature information for authentication in the first 

preset region of the first image, and 

recognizing second facial feature information for authentication in the 

second preset region of the second image; and 

before determining whether the biometric information for authentication matches 

the prestored biometric information, the method further comprises: 

determining that the first facial feature information for authentication 

includes first specified feature information, and 

determining that the second facial feature information for authentication 

includes second specified feature information, wherein: 

the first specified feature information and the second specified 

feature information include expressive feature information, and 

the first specified feature information and the second specified 

feature information are different. 
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4. The method of claim 1, wherein: 

obtaining the image collected by the terminal includes obtaining a third image and 

a fourth image collected by the terminal, 

recognizing the biometric information for authentication in the first preset region 

of the image includes recognizing the biometric information for authentication in a first 

preset region of the third image and a first preset region of the fourth image, and 

recognizing the identity information in the second preset region of the image 

includes: 

recognizing the identity information in a second preset region of the third 

image and a second preset region of the fourth image, 

wherein a relative position between the first preset region and the second 

preset region of the third image are different from a relative position between the 

first present region and the second present region of the fourth image. 

5. The method of claim 1, wherein obtaining the prestored biometric 

information corresponding to the identity infoiniation includes obtaining the prestored 

biometric information corresponding to the identity information from a third party system. 

6. The method of claim 5, wherein the third party system is an identity 

document management system of a government authority. 

7. An apparatus for identity authentication, the apparatus comprising: 

a memory storing a set of instructions; and 

one or more processors configured to execute the set of instructions to cause the 

apparatus to perform: 
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obtaining an image collected by a terminal, wherein the image includes a 

first image and a second image; 

obtaining, from the image collected by a terminal, biometric information 

for authentication in a first preset region on the image, and identity infoimation in 

a second preset region on the image; 

recognizing the biometric infounation for authentication in the first preset 

region of the first image and in the first preset region of the second image; 

recognizing the identity information in the second preset region of the first 

image and the second preset region of the second image, wherein a relative 

position between the first preset region and the second preset region of the first 

image is different from a relative position between the first preset region and the 

second preset region of the second image; 

obtaining prestored biometric information corresponding to the identity 

infolination; 

determining whether the biometric infoimation for authentication matches 

the prestored biometric information; and 

responsive to the determination that the biometric information for 

authentication matches the prestored biometric information, determining that the 

identity authentication is successful, or 

responsive to the determination that the biometric information for 

authentication does not match the prestored biometric infoimation, determining 

that the identity authentication is not successful. 

8. 	The apparatus of claim 7, wherein: 
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the biometric information for authentication includes facial feature information for 

authentication, and 

the prestored biometric information includes prestored facial feature information. 

9. 	The apparatus of claim 8, wherein: 

obtaining the image collected by the terminal includes obtaining a first image and a 

second image collected by the terminal; 

recognizing the biometric information for authentication in the first preset region 

of the first image and in the first preset region of the second image includes: 

recognizing first facial feature information for authentication in the first 

preset region of the first image, and 

recognizing second facial feature information for authentication in the 

second preset region of the second image; and 

before determining whether the biometric information for authentication matches 

the prestored biometric information, the method further comprises: 

determining that the first facial feature information for authentication 

includes first specified feature information, and 

determining that the second facial feature information for authentication 

includes second specified feature information, wherein: 

the first specified feature information and the second specified 

feature information include expressive feature information, and 

the first specified feature information and the second specified 

feature information are different. 

10. 	The apparatus of claim 7, wherein: 
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obtaining the image collected by the terminal includes obtaining a third image and 

a fourth image collected by the terminal, 

recognizing the biometric information for authentication in the first preset region 

of the image includes recognizing the biometric information for authentication in a first 

preset region of the third image and a first preset region of the fourth image, and 

recognizing the identity information in the second preset region of the image 

includes: 

recognizing the identity information in a second preset region of the third 

image and a second preset region of the fourth image, 

wherein a relative position between the first preset region and the second 

preset region of the third image are different from a relative position between the 

first present region and the second present region of the fourth image. 

11. The apparatus of claim 7, wherein obtaining the prestored biometric 

information corresponding to the identity information includes obtaining the prestored 

biometric information corresponding to the identity information from a third party system. 

12. The apparatus of claim 11, wherein the third party system is an identity 

document management system of a government authority. 

13. A non-transitory computer readable medium that stores a set of instructions 

that is executable by at least one processor of an apparatus to cause the apparatus to 

perform a method for identity authentication, the method comprising: 

obtaining an image collected by a terminal, wherein the image includes a first 

image and a second image; 
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obtaining, from the image collected by a terminal, biometric information for 

authentication in a first preset region on the image, and identity information in a second 

preset region on the image; 

recognizing the biometric information for authentication in the first preset region 

of the first image and in the first preset region of the second image; 

recognizing the identity information in the second preset region of the first image 

and the second preset region of the second image, wherein a relative position between the 

first preset region and the second preset region of the first image is different from a 

relative position between the first preset region and the second preset region of the second 

image; 

obtaining prestored biometric information corresponding to the identity 

information; 

determining whether the biometric information for authentication matches the 

prestored biometric information; and 

responsive to the determination that the biometric information for authentication 

matches the prestored biometric information, determining that the identity authentication 

is successful, or 

responsive to the determination that the biometric information for authentication 

does not match the prestored biometric information, determining that the identity 

authentication is not successful. 

14. 	The non-transitory computer-readable medium of claim 13, wherein: 

the biometric information for authentication includes facial feature information for 

authentication, and 

the prestored biometric information includes prestored facial feature information. 
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15. The non-transitory computer-readable medium of claim 14, wherein: 

obtaining the image collected by the terminal includes obtaining a first image and a 

second image collected by the terminal; 

recognizing the biometric information for authentication in the first preset region 

of the first image and in the first preset region of the second image includes: 

recognizing first facial feature information for authentication in the first 

preset region of the first image, and 

recognizing second facial feature information for authentication in the 

second preset region of the second image; and 

before determining whether the biometric information for authentication matches 

the prestored biometric information, the method further comprises: 

determining that the first facial feature information for authentication 

includes first specified feature information, and 

determining that the second facial feature information for authentication 

includes second specified feature information, wherein: 

the first specified feature information and the second specified 

feature information include expressive feature information, and 

the first specified feature information and the second specified 

feature information are different. 

16. The non-transitory computer-readable medium of claim 13, wherein: 

obtaining the image collected by the terminal includes obtaining a third image and 

a fourth image collected by the terminal, 
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recognizing the biometric information for authentication in the first preset region 

of the image includes recognizing the biometric information for authentication in a first 

preset region of the third image and a first preset region of the fourth image, and 

recognizing the identity information in the second preset region of the image 

includes: 

recognizing the identity information in a second preset region of the third 

image and a second preset region of the fourth image, 

wherein a relative position between the first preset region and the second 

preset region of the third image are different from a relative position between the 

first present region and the second present region of the fourth image. 

17. The non-transitory computer-readable medium of claim 13, wherein 

obtaining the prestored biometric information corresponding to the identity information 

includes obtaining the prestored biometric information corresponding to the identity 

information from a third party system. 

18. The non-transitory computer-readable medium of claim 17, wherein the 

third party system is an identity document management system of a government authority. 
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