LEADING-PARTY-INITIATED CRYPTOLOGIC
COORDINATED SYMMETRIC CONDITIONAL KEY RELEASE

Abstract

A system supports symmetric release of cryptologically-locked asset transactions. A
leading exchange party and a reciprocal exchange party establish, at least in part, a
peer challenge in a pre-exchange proposal. The reciprocal party uses the peer
challenge to lock a cryptologically-locked asset transaction. The solution to the peer
challenge corresponds to an exchange key controlled by the leading exchange party.
After establishment of the cryptologically-locked asset transaction, the leading party
may request that exchange logic initiate release of the cryptologically-locked asset
transaction. In response to the request, the exchange logic may execute a symmetric
release of the exchange key and/or signature to the reciprocal exchange party and
cryptologically-locked asset transaction (such that the asset is transferred to the

leading exchange party).

Figure 1

31



