26 July 2006 ARCH TECTURE OF SI MPLI FI ED HARDWARE REQUI REMENTS FOR BANK
CARD PAYMENT TRANSACTIONS I N A LARGE GROUP OF CLI ENTS, TRANS- ACTI ON

TERM NAL UNI' T, EXTENDED FUNCTI ON SI M CARD, AND METHODS FOR

| NDI VI DUALI SATI ON AND PERFORM NG TRANSACTI ONS The present. invention
relates to an architecture of sinplified hardware require- nments_for bank
card paynent transactions in a large group of clients, in witi el d%ent s

and service providers exist, the clients keep a bank account at one or nore
i ssuing banks which are authorized to i ssue bank cards, and have a nobile
bank card pro- vided with a customary bank card identification information,
a GSM nobi |l e phone, and a valid SIMcard for enabling access of the GSM
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installed in an archi- tecture of sinplified hardware requirenents for
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through a comrﬁunication channel, the transaction terminal is installed in an archi-
tecture of simplified hardware requirements for financial transactions in a iarge group
of clients, in which clients and service providers exist, the clients keep a bank ac-
count at one or more issuing banks which are authorized fo issue bank cards, and
. have a mobile bank card provided with a customary bank card:identification informa-
~tion (or some other mobile payment instrument to be described later), a GSM mobile
phone, and a valid SIM card for enabling access of the GSM services, the service
providers keep a bank account at one or more acquiring banks, and have a unit with
a function of a transaction terminal, and a device adapted for receiving system mes-
sages.
The invention further relates to an extended function SIM card for a GSM mo-
bile phone of a subscriber, which in addition to a memory required for functions to
make GSM services available, comprises a separate second memory for storing ad-
ditional data, and a control unit (CPU) adapted for at least performing logical opera-
tions.
The invention further relates to a method for individualization or as we further
call personalization of an extended function SIM card used in a GSM mobile phone of



2 a subscriber, wherein the SIMcard in addition to a nenory required for
functions to nake GSM services avail able, conprises a separate second
menory for storing ad- ditional data, and a control unit (CPU) adapted for
at | east performng | ogical opera- tions. The second nmenory has a
preformatted file structure. The invention further relates to met hod for
perform ng transactions by making use of the aforenentioné@iﬁﬁtﬁx?ecture.
Techni ques for perform ng paynent trangactions through nobile phone systens
are known in the prior art. Fbmever t hese proposals either provide a | ow
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channel inc|uded in the_existi ng@itc[]w Ci ng nvi ronment of bank card
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client-side; architecture according to the invention conprises a
vi rtual F‘@Sbﬁiﬂfns for acconplishment of a PCS-1ike bank card payment in a
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bank card is inconvenient or risky or is not possible at all, for example in case of
paying the bills received from a utility company or paying the charge for mobile phone
calls; buying at petrol stations, in restaurants, in other shops or through the Internet.
The essence of the invention can be summed up as follows:
-~ the architecture according to the invention provides a iransaction collecting
channel included in the existing servicing environment of bank card payments;
- the PKI based architecture according fo the invention provides safe pay-
ment, where a SIM card represents the safety element on the client-side; |
~  the architecture according to the invention comprises a virtual POS means
for accomplishment of a POS-like bank card payment in a GSM and WEB environ-
ment;
- in the system according to the invention the conventional SIM card is re-
placed by a multi-application intelligent card having SIM functions at the same time.
The architecture according to the invention supports electronic bill presentation
and subsequent payment, except when a client (the card holder) initiates a transac-
tion from the menu of his mobile phone in order to provide ballance for his prepaid
GSM card. A common advantage of these accomplishments is that the card holder



GSM card. A common advant age of these acconplishnents is that the card

hol der 26 July 2006 3 does not need to key in the data of the transaction
for initiating a paynent transac- tion, which may be a source of error,
therefore it is nore confortable for the client. Conmunication between
participants is perfornmed by neans of SMSs. As a re sult of_the applied
crypt ography each of the nessages has a size of | SNB—bIoc%5Jhﬁh%%ﬁunber of
SM5- bl ocks used during a conplete paymgnt transaction depends on the
particul ar business requirenents of the transaction type; this nunber
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paid card by initiating & transaction from the menu of his mobile phone so that his-
bank account is immediately debited with a determined sum.

- Settlement of a GSM (subscriber’s) bill. The GSM client when receiving his
bill presentation from his GSM provider settles his bill monthly by maklng use of his
mobile bank card.

- . Paying utility bills. Upon receiving an electronic bill sent from a utility com-
pany at regular times; the client is able 1o settle the bill without paying in cash.

- Web-shop. Secure buying through the Web is enabled, where control of the
logistic functions is performed at the Web interface, payment is performed through a
GSM device identified in the system, o an also identified object, that is, to a unit with
é function of a transaction terminal, and keeping a bank account at one or more ac- -
quiring banks.

- Buying from a catalogue. This may be done in like manner as buying
through the Web. A secure way of paying without cash for articles chosen and or-
dered from catalogues, giant posters, etc. .

~  Mobile paying in shops and restaurants. Similarly, it is a secure way to settle
an account in these places.

In the system according to the invention the SIM card is provided with the fol-



- Mobile paying in shops and restaurants. Simlarly, it is a secure way to
settle an account in these places. In the systemaccording to the
invention the SIMcard is provided with the fol 26 July 2006 4 |ow ng

operational elenments: - GSMapplication; - GSM service identification
data; - application according to the invention; - individual S|IMcard
identification (SIMID or CSN); - cryptographic public key26aTHH %Dpvat e

key. The participants of the nobile ba#k card service are the clients of a
bank (card holder) and the issuing bank. The client applies for a nobile
bank card at regri ﬁtr |tﬂillon. This can be done either personally at a bank,
or, if tMEPEARREIE 8‘2% QNeRiSt ant opening of an account and application for
a bank card, -t @8M dplicgtictrpl e when applying for a new SIMcard, the
client may receive the docunents necessary for opening of an ac- count and
for handling i P8N sgppre entideatipBdaishe bank card at the customer service

poi nt of the. CGMp|iR&#H 4Rbrdidd'® Bk iRRhidd;! | s in the registration formfor a
mobi | e bank car(?, then this ormi's forvarded to the bank in a secure

manner wel | kndugivighal Sy cadiidentifiationd SEMED ork&N)t he bank generates an
entirely virtu ILe . DAk P ; ich is connected with the

exi sting bankgécr%%fgﬁﬂtalpﬁ#c p’?%(‘a'é Eﬁ; aeﬁfbﬁggenk card and SIM card identification
dat a connect ke participantsodfi the nuebile reank cardiseviee taratfsd elientsiot @ bank Keanét car d

dat | ' : th t i he bank.., The bank d
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enters tpgwBINi ¢fdPREidient hay fecehkrhe dbaiments hectsanpidy dpahhg Qi dnhie-cl i ent .
Upon conpl eti on of regl stration device of the client is "adapted to

paynent . cotMeand, tar han E%im?n@pphcaﬁiﬁa o §enh PaRh CRign gl ingeaustomgieRIvice
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operation. These are the next: - SIMcard preparation
card, then this form is forwarded to the bank in a secure manner well kr]_own and ap-
plied in the art. . Then the bank generates an entirely virtual mobile “pértnerfcard”,
which is connected with the existing bank account of the client. Bank card and SIM
card identification data connected to the mobile partner-card are fransferred fo a
bank card data collecting means operated by the system in the bank. The bank card
data collecting means generates the cryptogram for the mobile partner-card and sub-
- sequently fo proper cryptographic sieps, together with the SIM identification data, -
.. preferably through a:bidirectional- cryptographic.interface transmits it to the payment-
-center. The mobile payment center enters the mobile pariner-card cryptogram onto
“the SIM card of the client. Upon completion of registration the device of the client is
adapted to payment. _ |
The system according to the_invention comprises a number of subsystems
which are separate from each other in terms of management and operation. These
are the next;
- SIM card preparation
- Issuing payment instrument and management
- Transaction and message processing
- Cryptography
- Telephone-side software



- Issuing paynent instrunment and nmanagenent - Transaction and nessage
processing - Cryptography - Tel ephone-side software 26 July 2006 5
Archiving CRM subsystem A precondition of issuing paynent instrunent is
that the user should have a SIM card containing the application according
to the invention. Therefore, the client may go for exanple to the nearest
point of sale of the GSM provider and hand in an appli - cat 4% 6t he
service, Then the client receives a (ngt yet activated, but registered in
the system) SIMcard having a preformatted file structure and cont ai ni ng
the GSM application. Transactions nmay be perfornmed by using various kinds
of paynent in- Sthiyifghts, e.g.: bank card, bank account, etc. To initiate a
transaction wt sefabeul ar paynment instrument, the paynment instrunent
shoul d be regis?gﬁkﬂﬁggP%$ghand at the issuing institution, for exanple at
t he issui ng Bgrkcoratiticn ofdsauing pdynerit distrument jsathei theluser slaguid have aSiMument
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partner-card in a customary procedure, wth the difference that Creating
an_ef f ectifyiar payireridnsiryraedpthedqaymend insiri@ephairouidbe Jegisteredsbefprehend bank

[ ni t1 at esy i @nsliply AL B kiifnBRE isdR BUAR M. b Yoot b HinidhermEPbi | e
payment center through an el enent” of theé syst®&m according to the

i nvent i oparticuiasipaginentinstrimentis §sted ondke Stdeatd ofthe snebilpgahopdery of the
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nmeans of dibet vell see tredissitingvbank. If the client does not yet have an account, then opens

one, however, if he already has an account, then ~ in case of a bank card type pay-

ment instrument - he may give an order for a mobile partner-card. When applying for

a payment instrument, besides the usual data, the client must givé information about

his SIM card identifier (CSN) and the telephone number of his mobile phone.

In case of bank card based payment instrument the information sysiem of the
bank generates data for the client's mobile partner-card in a customary procedure,
with the difference that creating an effective bank card is optiopal for the bank.:

As a next step, the bank initiates transfer of data of the payment instrument to-
wards the mobile payment center through an element of the system according to the
invention, which element in this context constitutes a periphery of the same kind as
the card-manufacturing machine.

.A functional diagram of the system according to the invention will be described
through an example by means of the attached drawing.

Figure 1 shows the operational processes and the functional lay-out of the ar-
chitecture.

In figure 1 service provider 2 enters the system as an owner of a virtual POS
terminal 5. Virtual POS terminal 5 physically forms a marked electronic part, a stor-
age domain of a mobile payment center 4. Each of the virtual POS terminals 5 in use

must have an individual identifier, which, during an exchange of messages with client



Figure 1 shows the operational processes and the functional |ay-out of the
ar- chitecture. In figure 1 service provider 2 enters the systemas an
owner of a virtual POS termnal 5. Virtual PCS termnal 5 physically forns
a marked electronic part, a stor- age domain of a nobile paynent center 4.
Each of the virtual POS termnals 5 in use nust have an individua

i dentifier, which, during an exchange of nessages with cIiéWthﬁmﬁﬁly 2006
6 1, appears as the nane of the servic@& and the service provider 2. Since
the identifier may not contain only nunerical values, it is preferable to
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he selected for the virtual POS terminal later, through the bank. When the attempt for
selecting a name is successful, then this selected name is considered by the system
as reserved for a period of time determined collectively by the bank and the trades-
man, and requests for the same name originating from other sources are rejected.
Reservation ceases to exist' when the determined period of time expires, or it be- -
comes definitive when request of the client for operating a virtual POS terminal is ap-
proved by the bank. , o

For functioning of service provider 2 the following data are needed:

=~ Virtual POS terminal identifier -

- One or more TID identifiers (virtual POS terminal identifiers) depending on
the load

- Bill number of service provider 2 for transactions of a transfer type

- Data relating to communication channels through which transaction ac-
knowledgements (E-Slip) are transmitted ,

- Restrictions relating to payment instrument selectable by the users

TID identifiers are needed for bank card based transaction authorization which



- Virtual PCS terminal identifier - One or nore TID identifiers (virtual
POS termnal identifiers) depending on the load - Bill nunber of service
provider 2 for transactions of a transfer type - Data relating to

comuni cation channel s through which transaction ac- know edgenents;
(E-Slip) are transmtted - Restrictions relating to paynment_instrunent

sel ectable by the users TID identifiers are needed for bankc#h¥iased
transaction authorization which 26 July 2006 7 nay be executed for exanple
t hrough a known prot ocol BASE24. A TO identifier is issued by a bank card
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whi ch guar- £t!ees comuni ca ‘ral unit according to
the i nvent i offor forwarding the registrations of mobile bank cards and virtual POS terminals

towards the mobile payment center, it is essential to install a work station as a part of
the system according to the invention, which is connected to the system responsible
for processing of banking demands (payment instrument, virtual POS terminal). This
computer is physically connected o the computer network of the bank, however, ac-
cess to-the network for the work station is not needed. Preferably, the work station
‘comprises a chip card reading unit,'a key card and a communication unit which guar-
antees communication of data with a central unit according to the invention.

Information system of the bank makes demands for payment instrument and
virtual POS terminals according to the invention accessible in a shared directory of
the work station. Exchange of data is executed through text files having a determined
format (a file structure comprising own control codes). Démands for mobile cards and
virtual POS terminals are placed into the same input directory. The time of generating
a file and the number of records in the directory are determined by the number of ac-
cumulated demands and the date of the earliest demand. Scheduling of data transfer
through files is a duty of the bank.

Components (presenting individual registration types, e.g.: payment instrument,
virtual POS terminal) running in mobile paymeni center 4 control the bank’s input di-



I nformati on system of the bank makes demands for paynent instrunment and
virtual POS termnals according to the invention accessible in a shared
directory of the work station. Exchange of data is executed through text
files having a determned format (a file structure conprising ow control
codes). Demands for nmobile cards and virtual POS termnals_are glaced into
the sanme input directory. The tine of generating a file ari® PRe‘Wamber  of
records in the directory are determ neg by the nunber of ac- cunul ated
demands and the date of the earliest demand. Scheduling of data transfer
through files is a duty of the bank. Conponents (presenting individual
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on the tyEe of re\gqi stration, the conmponent transmts the file to the
respect i VB FPEREERE HECRIMYPLYIARCNEBener at i on of response files to be
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for acknow edgenent of registrations |ater ending wth- out success.

t here i s Regepeyhishriaresnontible tonacknowledgementdregisbalipnsciatesiemdingr with-s
activat edy tkfjcddag system and the phone nunber obtained fromthe GSM phone
nunber issuer according to figure | is saved. In case of successfully
regi stered Slfiihergrid not legistretion fairthie $NMivard: themther given Sthvimard s adivated phone

nunber pr; egi r | '
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regi st r atgepfesmin@rregieiamsi of thetgayint indfrumbhiRr tiRPam€ defleritdd h esgiltya-make
use of these records. This registration is nmajnl .
tion message, and, addressed to the phone number %elonglng to ‘the SIM card,
transmits it to the message request server component. The component which per--
forms processing of requests for bank cards keeps a record of the individual opera-
tions, and the file, into. which the individiial registrations for payment instrument ar-
. Tive, -can be identified by make use of these records. This regisiration is- mainly -
needed for archiving and data retrieval from archives. Responses to messages ar- -
riving from the user's phone in relation to registration of payment instrument are .
evaluated by the relative component of the message processor. ‘
The process of registration means activation of a virtual POS terminal identifier
in the system according to the invention and execution of subsequent verifications
needed for managing of a bank’s POS, as well as activation of keys belonging to
TIDs, in each case. Information relating to success or failure in activation of a virtual
POS terminal is contained in a response file. After all POS terminal records of the
source file have been processed and simultaneously with this results of the record-
ings are available, the response file is placed into a directory of the mobile payment
center 4 containing bank acknowledgements.

The component which transmits acknowledgements running within mobile pay-



needed for archiving and data retrieval from archives. Responses to
nmessages arm riving fromthe user's phone in relation to registration of
paynent instrunent are evaluated by the relative conponent of the nessage
processor. The process of registration nmeans activation of a virtual POS
termnal identifier in the systemaccording to the invention and execution
of subsequent verifications needed for managing of a bank:?J?Engﬁs wel |
as activation of keys belonging to TIBs, in each case. Information
relating to success or failure in activation of a virtual POS termnal is

contained in a re(sfgonse file. After all PCS term nal records of the source
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dependence on external re- sources - consists of several separate actions.
Modul es (conpéansaction pecessing ngoglthaély anddvietios bf depénstencarn edpiniab sa-i ons
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ot her throu asy n ronous wal ueues nmay “oper at e
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may operate l_ndependent of availability of other modules. Components (modules)
operate on application servers in a cbmponent running environment, through which
new component replications may be initiated or connection to.an already running
. module replication is enabled through connectors. A system of frames co-ordinates
the modules participating in-transaction processing, keeps record of application serv-
ers and module replications running on these servers.

Through the system of frames tracing of processes running on module replica-
tions is enabled by making use of individual status tables featuring the individual
modules. Through the message register information may be obtained about events of
great importance taking place in the module replications. Module replications send
the messages fo the system of frames through a uniform message sender compo-
nent. Each of the events has an individual message code and category designation
within the whole system. Filters may be used for filtering individual message codes
and categories. By making use of the waiting queues status tables, capacity and
changes of the capacity are traceable:

The outlined operations make precise keeping track of all of the substantial



new conponent replications nmay be initiated or connection to an already
running nodule replication is enabled through connectors. A system of
frames co-ordinates the nodules participating in transaction processing,
keeps record of application serv- ers and nodul e replications running on

t hese servers. Through the system of franes tracing of processes_running on
nodul e replica- tions is enabled by naking use of i ndi vi duad® '#hatlPs t abl es
featuring the individual nodules, Thrgugh the nmessage register information
may be obtai ned about events of great inportance taking place in the

nodul e replications. Mdule replications send the nessages to the system
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direction of data-travel different conponents are used by the system
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from SO4ages e sBhltdel wiHiéh éw%gaﬁ‘érnwaéﬁba(a@a $arieise bk ghispar ded
at once. s- sagés arriving fromsources which“are tenporarily designated
for bl acld separatgresrosuegister withdbe seuice rearked; the giostent ofithenregisterypay be
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counts the €rronéous packets arriving fromthe sane sotirce, and én the
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i ndi vi dual n#hedgrklistditerdd @till eoderl) sanindssatd packet dogetijemeitis thigasspec-
tive data — e.g.: the individual message identifier — is sent to the incoming messages
buffer. On the one hand, the primary function of the message -buffer positioned be-
hind the communication layer is o make the communication subsystem independent
from being-available to other components of the system, on the other hand, it makes
.-parallel processing simpler. ‘ '

Subsequent to encryption, messages o be sent to users, together with data as-
sisting in communication and registration respectively are transmitted to the outgoing
data buffer. Components which-are responsible for ransmission of messages re-
move the packets sent to the data channel handled by them one after the other from
the outgoing data buffer, then the already prepared message is forwarded fo the
destination address by mobile payment center 4.

A task for an SMS communication module may be to make connection with the
SMS center of the mobile payment center 4 and service provider 2 and to forward
and receive transactions to and from the cerﬁer respectively. The mobile payment
center 4 substantially consists of a plurality of virtual POS terminals 5, which are lo-
cated physically separate from client 1, service provider 2, GSM service provider and
issuing/acquiring banks.



buffer. On the one hand, the primary function of the nessage buffer
positioned be- hind the comrunication layer is to make the conmuni cation
subsystem i ndependent from being available to other conponents of the
system on the other hand, it makes parallel processing sinpler.
Subsequent to encryption, nmessages to be sent to users, togetherwith data
as- sisting in conmunication and regi stration respectively rlal $998s i t t ed
to the outgoing data buffer. Conponeny$ which -are responsible for
transm ssion of nmessages re- nove the packets sent to the data channel
handl ed by them one after the other from the outgoing data buffer, then
the al ready plassagesiamuinga);aqbdedgymgniranterst @'I@edec‘@d§3 ondbe basiaefikews by
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contai ned type and the fields are assqe?g on to the processor conponents.
The message proE@¥8eH ‘?P&S’J"P"é'atﬁ%@?tr{{'ﬁ’é gewlsdeementi ng in sever al
replications.frasmridiedgerént bEhdtRitiorratd d@activhfforlBessliestghescr i bes one

operation. Types of messages arriving at the nobil e payment center and
processor conpofiEief &r paypieyciefised complaiis seqpptance s cass Pobil presedgnent

[ nstrurrerﬂon?]egi stration acknow edgenent - acknow edgenent of activation and
deactivatioh of application - order for paynent, refusal conplaint,
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resul t ofothdrdo tsomessuteni@ne handled together. Depending on the result of the transaction
preparation an answer message. is created, which is transmiited to the outgoing mes-
sage buffer, addressed to the sender source. The answer message may be an error
message (if the message failed during control of the content) or an interim acknow-
ledgement (in case of delayed transaction). _ ,
. In case:of initiation of sending a bill presentation depending on the status of the
target telephone in the system an error message is transmitted to the initiator, or a-
bill presentation is transmitted to the receiver. 'i'his bill presentation formally equals to
bill presentations otherwise initiated on server side and has the same features. ‘
The individual types of messages are different from each other as regards their
function and structure. The struciure of the types of messages is determined in the
structure description table. The messages are marked by a type identifier, on the ba-
sis of which processing on the receiver side is able to identify the structure
(sequence, length and type) of the fields of the message from the structure descrip-
tion table. .
In case of a 1024 bit key RSA asymmetric encryption algorithm the cryptogram
generated with the employed encryption method has a size of 128 bytes. The maxi-
mal size of a packet through an SMS based communication channel is 140 bytes.



preparation an answer nessage. is created, which is transmtted to the
out goi ng nes- sage buffer, addressed to the sender source. The answer
nmessage may be an error nessage (if the message failed during control of
the content) or an interimacknow |edgenent (in case of del ayed
transaction). In case of initiation of sendinga.bill presentation depending
on the status of the target tel ephone in the system an er rér ey ge is
transmtted to the initiator, or a bifd presentation is transmtted to the
receiver. This bill presentation formally equals to bill presentations
otherwise injtiated on_server side and has EW@ﬁf?ne feature
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ELﬁBZ?CE}fﬁi[‘]&hég§$§§%ﬂt{e§iﬁﬁ§gf‘=‘¥f§f‘eg‘@ nistrator automatically increases the
.. The channel administrator scheduling the initiations of transactions always re- .
guests a transaction for a disengaged channel type. The buffer administrator must
take into consideration what type of bayment instrument may be used for fransfer.
‘through the free channel type, and select a transaction request from transaction .
buffer 7 according to this consideration. |

Further, in case of bank card based payment instrument it must be determined
whether a free (momentarily not used in parallel transfers) TID exists among the
ones allocated to the virtual POS terminal 5 involved in the transaction. In case of
sucgessful fransaction selection, the_ buffer administrator must reserve the request, or
in case of a bank card the TiD in question.

Upon accomplishment of the fransfer the processor requests the removal of the
transaction from the transaction buffer 7, in this manner the reserved TID becomes
free. .

Execution of a transaction request through the authorization center(s) of the
bank constitutes the bottleneck in the whole transaction processing. A transaction
with the authorization center may be effectuated through number of communication



processing of the registration. The buffer adm nistrator inforns the
processor about the nunber of the unsuccessful attenpts as a result of

whi ch the transaction request my be declared definitely erroneous. The
channel adm nistrator scheduling the initiations of transactions always re-
guests a transaction for a disengaged channel type. The buffer
adm ni strator nust take into consideration what type of pé?ﬁ@ﬁimxﬁstrunent
may be used for transfer. .through the3zfree channel type, and select a
transacti on request fromtransaction buffer 7 according to this

consideration. Further, in case of bank card based ment instrunent it
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bill nunber, etc.). In order to performan optiml transaction proce55| ng,
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avai |l abl e data channel's chedul - e processes is performed by the
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t ype- of C@Hé‘?rla Geddgquest is transmitted to the buffer ad- ministrator for
a subsequent t 3nsa tion in conpliance with that type of channel. If no
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amination of the free channels.

A fransaction request is performed by the transaction processing component

through a communication channel personalized -by this component. The task of the

fransaction processing component is to analyze the result of the transfer, and is liable..

to instruct the buffer administrator to perform further steps depending on-the resuli of

the transfer, that is, to remove:transaction request from the waiting queue if the op-

eration was successful, to delay the request (serial number shift) in case of commu-

hication error, and to declare the fransaction request invalid in case of an unman-

ageable error. As a result of a successful transaction the processing component

generates so called E-Slips 9, 10, which are transmitted to the outgoing message

buffer addressed to the user and also to the operator of the virtual POS terminal. Af-

ter generation of the E-Slip 9, 10 the transaction processing component sends a noti-

fication fo the channel administrator indicating that the represented channels is free

again. Processing of transaction requests run parallel (on different lines), in accor-

dance with the number of communication channels in the system.



sanme frequency. After a successful transaction request the transaction
together with the data re- ceived fromthe buffer adm nistrator are
transmtted to the transaction processing conponent representing the given
channel . After transm ssion of data, the channel adm nistrator imrediately
recei ves control back, in this manner it nmay continue ex- amnation of the
free channels. A transaction request is perfornmed by the t rndhct998n
processi ng conponent through a comuni4ati on channel personalized by this
conponent. The task of the transaction processing conponent is to analyze

the result of_ the transfer, and is |iabl e, to instruct, th uf fer
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|dent|f|er This virtual POS ter- minal identifier is provided wth at

| east one pe‘anﬁi%‘FelFtﬂ@ﬂ@?rf?éfon'( theopystami %(F?Of‘iing & ithe "”tVéf"E':‘éf' i itualePOPst em of
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armunt Ofsygféwgéc%?diﬁago H%qnvention, otherwise rejects the requested transaction.

Reminders sent to telephones will take the place of conventional postal-orders,
printed money orders in the system for settlement of an electronic bill. Upon settle-
ment of the electronic bill, the sum to be deducted from the account of client 1 is
credited to the account of the reminder sender service provider 2 (for example a wa-
ter/gas/power supplier).

Service provider 2 initiates a reminder towards the telephone number of client 1
having a subscription according to the invention. The reminder briefly contains the
cause of demand, the due date of payment and the sum to be paid, and with these it
is sent to mobile payment center 4. Based on preliminary agreement between service
provider 2 and mobile payment center 4 service provider 2 may select the type of the
payment instrument to be used by the client for seitling the bill.

The crypiographic element used in the system ensures proper cryptographic
protection for data flowing in the system. .

Preferably, the selected algorithm is the known RSA algorithm with a key length
of 1024 bits. RSA algorithm uses a public key and a private key for encryption. Mes-
sages coded with a private key can be read only with a public key, and messages



TID of service provider 2 fromthe systemaccording to the invention.
Virtual POS termnal 5 exam nes card data and expiration. If one of them
precl udes purchase, then the transaction is rejected, otherw se a
transaction is formed fromthe above data which is forwarded to the

aut hori zation center 11. If the authorization center ac- cepts the
forwarded transaction, then sends a notification about acc Jhced%o t he
system according to the invention, othégw se rejects the requested
transaction. Remi nders sent to tel ephones will take the place of
conventional postal-orders, rinted noney orders in the systemfor
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key, In this case any person who knows the public key may send a nessage
to the ovfedefredimihdapreaded eldimsThe authenticity of the sender can not be
guaranteed in this case. The dual key is needed to solve this problem of
aut henti cati on. The sender party codes the nessage with his own private
key, then codes the so coded nessage with the public key of the receiv- ing
party. In this case the nmessage can be unpacked only by the receiving
party, by wusing his own private key first, then the public key of the
sender. In this manner the problemof authenticity is solved. The above
descri bed enbodi nents, particularities, progranm ng and concre-



tized conputing nmethods nerely serve as exanples. Mdifications and
alternative enbodinents can be nade w thout departing fromthe scope of
the present invention as defined in the appended clains. 26 July 2006 16
CLAIMS 1. Architecture of sinplified hardware requirenments for bank card
paynment transactions in a large group of clients, in which clients (1) and
service providers (2) exist, the clients keep a bank accoutft’uht 2B8e or
nore issuing banks which are authoriz# to i ssue bank cards, and have a
nobi | e bank card provided with a cus- tomary bank card identification

i nf or mati on, i6ﬁﬁwlnnblle phone, and a valid SIM card for enabling access
of the GSM s@ the service providers keep a bank ac- count at one or
nore acquiring banks, and have a unit with a function of a transaction
termnal, and a deV|ce adapted for receiving system nessages, characterized

in that said- arw@tept@)of. Smplitrd daware HegHirekerisdion kankceardnpamentar d
whi ch ConpLLS&RnRFY a %@tg{a&w gﬁém@nn WWchél%h&nﬁ %n@aé%iﬁw&@bﬂ)wqers @ymt

identification I nformati o sal d architecture ri ses
cent er (4a)<isﬁmﬁh@hclle$1ta:bae@<a dank @ccpntcati eng oarmortehﬁsuggr harke whishi @rer of an

actual SRS 90 IO Gl URACR NN RUAI NS By d g6 and @

conmuni cat’on’ c anne r OVI ervi ce pro-
vi der, ariutnalsj mnmmlﬁedemtrb"cbbmklmmtlautaQSManoblfe pleoriesrainel) a (vallg St an

act ual bank said tyransaction.thr h

ol bt CaHLfor endfingAbEeht BPtneCobelfods EBERR PO 148 elhanir aesr
second t \spant a?c&in@ drPifdre &cRaling banks; ahe hatd h urtiovith & muaﬁ of @&ahsadtidonvi r t ual
PCS t er m nal transactd {())n termnal unit for ea ervice OVI der

(2), sai der\m“f'?luﬁné‘ vicgrafaRigd fos yeqedvingysysiem messages. a &ftgerdn t
handl ed kyidFéfant enng B?dv?dé&l‘ With GAEKRIHdEA Tahction SINRESdWRhie c@t'h?nsé@ﬁ

transaction, termnal units for reading bank cards, and/o o0 han
aut hor i zdﬂ‘?'ﬁrﬂpﬁ’é@é'%@néﬁus@m’y PRAHGRYH | gﬁﬁﬁﬁﬁi%‘dﬂfoﬁﬁaﬂ%ﬁﬁ& afﬁh"‘?%‘éfesecond

type. Lrﬁ;'é‘sbé@%lt HioBpé 9&%9%&@ nge)awmch rgh@drﬁ%r:@a' #Cthel a;etnhaéndS%d

crypt ograp I n- e uses asymmetric cryptography working with public
and pri v@@é’l%p@w@r oAlaemqt@ttma@tmﬁhmu@@ & diditegtional pryptographigriaiet-er i zed

e bas ORISR 85 DS biata by 88g SoprRligatis Tor
char act erwdmdandqlstdmneetad do biadk cert autherization ycpnteg(s)abﬁu) of antasidah @equis
| nt egr at %jg anIE nﬁoﬁem iff % ﬂi transaction through a bidirectional cryptographic interface
and a communication channel of a second type, said mobile payment center (4)
comprises at least one virtual POS terminal (5) as a transaction terminal unit for each
service provider (2), said virtual POS‘terminaI (5) is adapted to at least control data
handled by POS terminals with conventional hardware which are used as transaction
terminal units for reading bank cards, and/or {0 handle authorization message an--
swer through communication channel of the second type.
2. Architecture according to claim 1 characterized in that said cryptographic in-
terface uses asymmetric cryptography working with public and private keys. |
3. Architecture according to claims 1-or 2 characterized in that said communica-
tion channel of the first type is applicable for SMS based message exchange.
4. Architecture according to claim 3 characterized in that said bidirectional
cryptographic interiace is integrated in the SIM card.
5. Architecture according to claim 4 characterized in that said SMS message
prior to encryption preceding said bidirectional cryptographic interface is inaccessible
at user level.



5. Architecture according to claim4 characterized in that said SVM5 nessage
prior to encryption preceding said bidirectional cryptographic interface is
i naccessible at user level. 26 July 2006 17 6. Architecture according to
any one of claims 1 to 5 characterized in that said comunication channel
of the second type is a wre channel. 7. Architecture accordln to any one
of.clains 1 to 6 characterized in that said service prOV|&?r g?%m ’s a GSM
service provider, and said transactiont¥Fs a prepaid ac- count bal ance
top-up. 8. Transaction terminal unit for data verification of a bank card

and/ or handl i n aut hotization ne e ved throu

comuni cat i ong| gﬂﬁ'?i{?@?”ret%goﬁdi@n@ a”é(c?'?%ﬂf"ﬁ% ﬁgq @ar%%f%eﬂéa%%w .

ar chi t ect ggAim@hicaliciPéhdrirefiotht @886 R1 fBEW 4 fiBhankdll  perforning financi al
transactions in a |arge group of clients, in which clients (1) and service
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acquiring ba ve a uni unc ransac
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said transgcti.on .ter.m.n unit is virtual .POS termna est bllshed
h & comptiien BENhE Fidaledhian SefiRstire R srpTes A, SRUrSERERPE 1 om
t he ac- qperfom@gamdmdl Im@nsacsiamagn baaige drbap of ickerits,(ilh)wido clidigs $Br e
provi der é%%ﬁ i nvol. # he gd%ual transaction, P virtual POS term nal
i s connectddCe & rﬁl( S "( $aid fliepigeep g fank ?F%ﬂ#@g@ PBR of MY gFrUng

bi di rect i pards WP bR haPdriged T REG&eanI2BENdS, Qﬁdlfﬁhl{?é @amobileoPafihaaagiroof a
first type provided by the GSM service pI’OVI and is connected to the

i ssui ng aYidedydhi @ |CH§[°BI%ER baRk sab Menhficatipa "i!fPtht‘Rﬂs itofFSMhmsakiR Rirone,
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in a computer being in a mobile payment center (4) whiéh is separate from the ac-

quiring bank, the issuing bank, the client (1) and the service provider (2) involved in

the actual transaction, said virtual POS ferminal is connected to the client (1) of the

“actual transaction through a bidirectional cryptographic interface and a communica-

tion channel of a first type provided by the GSM service provider, and is connected {o

the issuing and acquiring bank involved in said transaction through a communication

channel of a second type.

9. Transaction terminal unit according fo claim 8 characterized in that an arbi-
trary number of virfual POS terminals (5) are established in separate memories of
said computer being in said mobile payment center (4).

10. Transaction terminal unit according to claim 9 characterized in that each of
said service providers (2) or bank card acquiring persons has at least one virtual POS
terminal (5) in said computer being in said mobile payment center (4).

11. Transaction terminal unit according to any one of claims 8 o 10 character-
ized in that said virtual POS terminal (5) is connected through said communication
channel of the first type and through said bidirectional cryptographic interface to an
extended function SIM card in a GSM mobile telephone of said client (1) invoived in



termnal (5) in said conputer being in said nobile paynment center (4). 11.
Transaction termnal unit according to any one of clains 8 to 10 character-
ized in that said virtual POS terminal (5) is connected through said
comuni cation channel of the first type and through said bidirectional
cryptographic interface to an extended function SIMcard in a GSM nobil e

t el ephone of said client (1) involved in 26 July 2006 18 49t 041
transaction, said extended function Slfigcard al so contai ns conventi onal
bank card information in a separate nenory. 12. Extended function SIMcard
for a GSM nobi | e t el ephone of a subscri ber which in addition to, a nmenory
requi r ed fh%racmfié&aﬁa Iong Saigiext ds‘i'mfi'%?hdmm &oecontaipgsenyeiiogal

separ at e skQRed MBsHiatioh M a SEPAlaROmafén.i onal data, and a control unit
(CPU) adapted for at |east perform ng logical operations characterized in
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SIM card | Ry ' Iﬁﬂr f d ' . | e SIM
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paynent transaction m a subscribe M o tel’'ephone having an
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(4) which is separate from said GSM service provider. '

14. Method for performing transactions by making use of the architecture ac-
cording to claim 1 in which a client (1) initiates a payment transaction characterized in
that said client (1) initiates said payment transaction from a subscribed GSM mobile

‘telephone having an activated and personalized extended function SIM card, upon
initiation an asymmetric cryptography coded SMS message is transmitted to a mobile
payment center (4) where an authorization message is generated in a known ménner
on a virtual POS terminal (5), said message is transmitted to a bank card authoriza-
tion system, and a similarly coded SMS hased message about the result of authori-
zation is sent back to the subscribed GSM mobile telsphone of said client (1) and to
said service provider (2).

15. Method for performing transactions by making use of the architecture ac-
cording to claim 1 in which a service provider (2) initiates a payment transaction on
the basis of an agreement brought about between said service provider (2) and a cli-
ent (1), characterized in that an asymmetric cryptography coded SMS based mes-
sage for initiation of a payment transaction is transmitted to a subscribed GSM mo-



zation is sent back to the subscribed GSM nobil e tel ephone of said client
(1) and to said service provider (2). 15. Method for performng
transacti ons by maki ng use of the architecture ac- cording to claim1l in
which a service provider (2) initiates a payment transaction on the basis
of an agreenent brought about between said service provider_ (2) and a cli-
ent (1), characterized in that an asymetric cryptography O 48 based
mes- sage for initiation of a paynment flPansaction is transnmitted to a
subscribed GSM no 26 July 2006 19 bile tel ephone of said client (1)
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approval of the dis- 8/ nmessage and the paynent transactlon anot her
asymet r ,sgld;g?rmcggqr@ﬁw 2) brings about an agreement through a communication chan-

nel of a third type with the client (1) explicitly identified in said purchase initiating
message, on the basis of which said service provider (2) initiates a payment transac-
tion, and said transaction initiating asymmetric cryptography coded SMS basgd mes-
sage is transmitted to a subscribed GSM mobile telephone of said client (1) through
said mobile payment center (4), then, in case of said client'’s approval of the dis-
played message and the payment transaction another asymmetric cryptography
coded SMS based message is transmitied from said subscribed GSM mobile telé-'
phone of said client (1) to said mobile payment center (4), where debit and credit op-
erations are initiated with issuing banks and acquiring banks involved in said transac-
tion through a communication channel of the second type by means of a message
exchange effectuated in a manner known with hardware POS {erminals, and an
asymmetric cryptography coded SMS based electronic receipt, a so called E-slip (1 0)
relating to the completion of said transaction is sent to a subscribed GSM mobile
telephone of said service provider (2).



coded SMS based nessage is transmtted fromsaid subscri bed GSM nobil e
tel e- phone of said client (1) to said nobile paynent center (4), where
debit and credit op- erations are initiated with issuing banks and
acquiring banks involved in said transac- tion through a comunication
channel of the second type by neans of a nessage exchange effectuated in a
manner known with hardware POS teTm nals, and an asynnEtri%L@by%¥@graphy
coded SMS based el ectronic receipt, a 80 called E-slip (10) relating to
the conpletion of said transaction is sent to a subscribed GSM nobil e

t el ephone of i i rqQyi de el . 17,
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Transaction termnal unit according to claim@8 characterized in that a unit
sui t abl e $ISFLroRicaRYMeR) IBSHCHMEN i 'é?e%p%%ﬁm‘fthrﬁ’rst runent is used as virtual

PCS term nal 19 Fransaction terminal unit according to claim 8 characterized in that a unit
suitable for accepting any kind of payment instrument is used as virtual POS terminal

(5).



