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-1- APPARATUS AND NMETHOD EOR-ALLOMN NG AN (PERATI NG SYSTEM TO PERSI ST ACROSS

A PONER OFF/ ON CYCLE. FIHLD &epH Eﬁb The{ esept invention pertains
to the field of conputer [systens. re par ul aﬁ% this invention rel ates

to an appar at gso ghghess Mt Iﬁiﬂ)d)eianptml | pagédng. ’ﬁntoCﬁ&Pé@I.l_'ng syst epc@iusss@PRpUL er

systemto persist across @’@% off gébd ﬁa gdvughaut requiring the
operating systemto be re gﬂg reini'tia i BACKGROUND OF THE

| NVENTION A prior art per PE9d systi@RegSpi-cal |y i ncl udes a

m croprocessor (al so refeﬂ-'-?é\blﬂftaet as Pag@bn-t-raﬂo pagetesSsipg unit) that is
coupl ed to several types -e-f—s-t—e-r—&ge—s—ys—t—ens—_..r__.naae.l_y a read only nenory
("ROM'), a random access nenory ("RAM'), a hard (i.e., fixed) disk drive
for mass storage, and a floppy disk drive or drives for storage on
renmovabl e magnetic floppy disks. The prior personal conputer system
typically has gepARATUSSAND METHOD FORSSLOWINGYAN ORERATING S¥ESTENM BQPERSIST
~system t hat fOAﬁRossoArpowEnchmmmvm_ersonal conputer system The prior
art corrput er syste ﬁmﬁigml c i nput/output system ("Bl OS")
nodul e that is storeo=fh ed by the operating systemof the
prior art conputer syste?lfhepmsestmemmupmmp@m:maf;eldgﬁﬁqnwge(ﬂstqmvers

for certain hardwar gtork hi&iil , e invenbenrelatek 6 afi sppaekitly afd amethiode

Phat initializes thi s%i'ese' aéﬁﬁéféﬁ 8 38Rl Seampinsr ste@nipiHeaittacy | 0°
boot sector from a @ipswartaff and anlthlG without mnm@atwgrattng systemptq Be art

conput er system al serQQédu@ga rgﬁ-,,mgé@tl ng system The operating systemfor
- the personal conpute 7O4S control s program

execution, and over $¥ 2 war e resources of the conputer
system One type of pri oAmebnm@ommymWMysmlme@aM crosoft

Corporatlon of Red y&s%g hagsudes a
| oader (i.e., D@“?m sob? reT%%d%ﬁfﬁgélg%rgﬁWﬁﬁﬁ‘t @, har d

bt o afsic of tngoupab seberathRs o Sbitae it n s Aamen: atead on

memory ("ROM"), a random access memory ("RAM"), a hard (i.e., fixed)
disk drive for mass storage, and a floppy disk drive or drives for storage
on removable magnetic floppy disks. The prior personal computer
system typically has an architecture that is especially geared to the
storage system that forms a part of the prior personal computer system.
The prior art computer system also includes a basic input/output
system ("BIOS") module that is stored in the ROM and used by the
operating system of the prior art computer system. The BIOS module
typically contains (1) drivers for certain hardware, including the
keyboard, the disk drives, and the printer; (2) a power-on self-test
program {"POST"); (3) a start-up routine that initializes the system; and
(4) a BIOS loader program that reads the boot sector from a diskette or a
hard disk and executes it.
The prior art computer system also includes an operating system.
The operating system for the personal computer system processes
commands, controls program execution, and oversees the hardware
. and software resources of the computer system. One type of prior art
operating system is MS-DOS® sold by Microsoft Corporation of
Redmond, Washington. The MS-DOS operating system includes a
loader (i.e., MS-DOS loader) program stored in the boot sector of a hard
drive or disk of the prior art computer system, a MS-DOS BIOS, a
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M5- DOS kernel, a user interface, and utility prograns. Another type of
prior art operating systemis WNDOANS[err] sold also by Mcrosoft

Cor poration. The W NDOAS operating systemis a nultitasking operating

system t hat r e égadshe support of the M5-DOS operating syst gprudéifianggs
startup (i.e., initialization or booting) process of a prior art conputer

systemwi th the MS-DOS operating systemtypically includes the foll ow ng
steps. After the conputer systemis powered on, the POST program of the
Bl OS nodul e stored in the ROM of the conmputer systemis executed to test
the systemand the BIOS start-up routine storgd in the ROM perforns certain
initialization functions. In addition, the BI'&5 | oader program stored in

the ROM reads the c f the boot sector fr a disk or, froma hard
drive into the Rav MEDRSKPmslR uBsuEeHace: ond bl rogrims, Anotishthee Bh: nos
| oader program The RVior pionegting systery is WINROWSEaeid aise byrMiprsol 0S (i.e.,
Iﬁ).SYS) fi |OI e i gt 0 t lGorpéddtionha hsBWTINIBOBY Sl@péfdtmi@yetem' Bsa mibitd&king’S drivers
t hat extend and use I rLVers. .
initialization rout |@g@g&%%%‘@%§g§ ﬂh ﬁéﬁe Mﬁ%@&&&ﬂf I C
(i.e., SYSINT) I oa@é'stemogram The SYSINIT | oader programthen |oads the
rest of the operating sygheBransp filed!infigfzdtion o?rbgoﬁh@pdraaésst&ea &P
pronpt. At this tine t@ﬁ conputer, S%Stéﬁgéé reaégr t0 ‘execut eq:é i
appl i cation progr am®OGRUIGRYSIRM With 1he MS-DPS apergting yster dypi Dgludes
associ ated w t h suclthefeliowing stepsmidteethesgarnputer Systerdiis poweredas the PFQSTat ed
lbs E hat the prior argro§RrPeftae amstﬁtauuré é’t&taaliﬁﬁﬂ; ROM 610@%0 téis%taenvp or
ooti ng process ever, e, c uter sys owered on. fromits,

povered of f state. He %e%g)et %#ﬂﬁ%nf’ﬁ% BJo sterk @ﬁ?}fqﬁ\?e%’ﬁeﬁ ip the
prior art conputer Jy@Mepariasmesestain inftialization iunctions. dn addionnthetBI@%en t he
powertsuppl yt i's f" S doaderpireghai Storddia t?emmqéaéyﬁbwiéhs of USRS skbRr |
conputer systemto r rwﬁs oD . 0r gain n._pquer ply
I s connected back tg&rh%di%%u er asﬁ%gj&“’égﬁgqﬁ Mi ﬁadgwgrfbeerf%% ﬂ‘%p
reinitializes and r &oshgsctereptainsthe MSPRS do Gramsy ‘ﬂ%MS'BQﬁ)z@deﬂ
on. program then loads the MS-DOS BIOS (i.e., I0.SYS) file into the RAM. -

The MS-DOS BIOS file contains (1) MS-DOS drivers that extend and

use components of the ROM BIOS drivers; (2) an initialization routine for

the MS-DOS drivers; and (3) a MS-DOS specific (i.e., SYSINIT) loader

program. The SYSINIT loader program then loads the rest of the

operating system, initializes it, and displays the MS-DOS prompt. At this -

time, the computer system is ready to execute any application program

selected by the user.

Disadvantages are, however, associated with such prior art
computer system. One disadvantage associated is that the prior art
computer system is required to repeat the start-up or booting process
every time the computer system is powared on from its powered off
state. This is due to the fact that the RAM employed in the prior art
computer system loses all the information stored in it when the power
supply is disconnected from the computer system. This causes the
computer system to go through the start-up process again when power
supply is connected back to the computer system. The operating system
always reinitializes and reloads everything when the computer system is
powered on.
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Anot her di sadvantage of the prior art conputer systemis that whenever the
operating systemis |oaded into the RAM at the system power up, the prior
art conputer systemcan only be set up or initialized to a designed state
of execution byd hmepgerating system The operating systemtypé.ﬁ?y‘),jzﬁges
not cause the prior art conputer systemto return to the state of execution
where the prior art conputer systemwas powered of f. SUMVARY OF THE

| NVENTI ON One of the features of the present invention is to enable an

operating system and running application prograns of a conputer systemto
persi st across system power off and on cycles, Another feature of the

present invention is to enable a conputer sys?'emto be restarted fromthe
power off state without requiripg to reload the operating system of .the
conputer systemor its a&ﬂ%ﬂ'@ét“{; VBpigge hQH%rﬁkaﬁﬁF%ﬁeﬁ‘éFm% t he
conput er system was witenaverthaf dperatirigisystem i$ ivatied intotha RAMatthergystenvent i on
is to provide an i njity Ja" PRESVASS Y > b eHib L
rel oadi ng t he oper ats‘l; ng ﬁégiﬁﬁdgﬁt &nﬁpﬂuﬁgﬁéﬁo@t@yﬁmh e(r&gmggthé?r?from
a mass storage of tH® ac‘éﬁ%ﬂﬂ@rs@ﬁﬁs‘iféﬁecw%%m QHG"EWQJW%“aJ"GM%
Zysgemborj aTﬁorrpu:ﬁrsgys;am %ﬂé@yﬁiﬁssh’?tc% pﬁogpﬂeonm:ferfydteuntocm?jm is
escribed. The met Nad théelapéleeldingh Whehd tribabrite bhitbffifer &)sforfirERut o1

I? t etecte

systemis to be powered o e conputer 'system to be
povered off, the st RVRAOHe conputer systemis then preserved by storing
data representing the state of the conputer systemin a designated area of

a nonvol atile mmry&%@ww A systeminitialization code
of the operating system (1. €. ader program for, the, operating system
called a bootstrap recor "4 gf‘@"ﬁgﬂa‘f" %fctgﬁ Pizsent E'Vﬁ%\!?'{)'ﬁit?ie&?g@a%’? on code

such that when the copeating sysjemend mnagwi applicatoneprograms bba cpstpeter
(b1 e ot o T oo ST REBo R cttst st peiditind BB 11| MO
conput er system was pomer‘g'lfﬂaﬁrf eature of the present invention is to enable a computer
system to be restarted from the power off state without requiring to
reload the operating system of the computer system or its application
programs that were running before the computer system was powered
off.

A further feature of the present invention is to provide an instant
on feature to a computer system by avoiding reloading the operating
system to a main memory of the computer system from a mass storage
of the computer system.

A method of allowing an operating system of a computer system
to persist across a power off and on cycle is described. The method
includes the step of detecting when the computer system is to be
powered off. If the computer system is detected to be powered off, the
state of the computer system is then preserved by storing data
representing the state of the computer system in a designated area of a
nonvolatile memory of the computer system. A system initialization code
of the operating system (i.e., loader program for the operating system

. called a bootstrap record) is then replaced with a new initialization code
such that when the computer system is again powered on, the system
. initialization code accesses the designated area of the nonvolatile

memoty for the data to restore the computer system to the state before
the computer system was powered off.
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The systeminitialization code is replaced by (1) creating a new system
initializing code of the operating systemthat causes the systemstate to
be restored fromthe designated area of the nonvolatile nmenory and (2)
storing the nevweywteass i nitialization code in a boot sector ofpcausserRI2s
storage device of the conputer systemwhere the systeminitializing code is
designated to be stored such that when the conputer systemis again powered
on, the new systeminitialization code accesses the designated area of the
nonvol atile nmenory for the data to restore the conputer systemto the state
before the conputer systemwas powered off. Thg conputer systemis then
restored to the state before the conputer system was powered off by

accessing the designated t: | Rk b f : en
the conputer systemis agﬁgﬁéﬁrggawsgﬁﬁgé_'wgﬁ%ﬂ)M%WNGS
The present inventi ofYStedN initigizing.¢ B{}hﬁ&?efﬁt'"ﬁﬁﬁﬁ%tﬁﬁahﬁﬁs esysten on

i ndft_hetfig_ur_els of Itfﬂamcmdm)ms_}dreq f:@hﬁtﬁdmigdared\hielafbﬂthé@oh@élﬂﬁl@ﬂﬁ&?ory
indi'cate similar el egen ' er
systemthat includes a St o&ms\ﬁ%éf? %ﬁt%:ﬂgw@ﬁ%%ﬁgﬁ@ésE'ﬁ%g)%gﬁ%%ggpnérﬂ of
the, present inventi ORas§FigIage devier REtherrompiier sysiam wirere the systeem nenor y
and frame buffer of inhializinggotels dysigratedfto begtored suchikataitien the cdmmpuiern
programin accordancg.cpid fig Qaén?még%ﬁt th%fnévpﬁﬁéﬁlsiﬁﬂiﬁ{ifagﬁln'& lon 1s
stored in the system nenor L gure Shows, i n ow char |a%rama
shut down process of s%?%h?cﬁﬁ?‘%@‘i’ arqa of; the nenvolatilgmemary g thecdataito

di agram a power - on prestoes theotorhjpates sydtadmvio the siatebafoldthel doniputerSéyistdri| ON
Figure 1 shows a CO”W%@ Féwéﬁé'%t(ﬁfp?QeE g?ie?%ké{gﬁﬁsﬁﬁépﬁ\éfgr%i 'tx# fﬁenﬁ%?ry‘. as
syst em menory andasg m (not shown in Eigure 1) tor arlow ng

dtgwn %&&c‘;r a
conputer system 20 tRP'Re P Qomputersysiem s payared off by accessing the
designated area of the nonvolatile memory for the data when the

computer system is again powered on.

E THE DRAW

The present invention is illustrated by way of example and not
limitation in the figures of the accompanying drawings, in which like
references indicate similar elements and in which:

Figure 1 illustrates a computer system that includes a shutdown
program that implements one embodiment of the present invention;

Figure 2 shows the memory map of the system memory and
frame buffer of the computer system of Figure 1, wherein the shutdown
program in accordance with one embodiment of the present application
is stored in the system memory;

Figure 3 shows in flow chart diagram a shutdown process of the
shutdown program;

Figure 4 shows in flow chart diagram a power-on process of the
shutdown program.

DETAILED DESCRIPTION

Figure 1 shows a computer system 20 that includes a nonvolatile
memory as system memory and a shutdown program (not shown in
Figure 1) for allowing computer system 20 to persist across a power off
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and on cycle in accordance with one enbodi nent of the present invention.

B_ri efly, the shutdown programis executed every tine conputer system 2
t'o be powered off. During execution, the shutdown programfirst saves

Ois
t he

dat a currentlx,v b9 gﬁ in a frane buffer of the conputer systgaa,h,g;@uﬁ_,,

desi gnated area of a nonvol atile nenory of the conputer system
addition, the shutdown program al so stores the data currently heId in
vari ous registers of a m croprocessor of the conmputer systeminto the
designated area of the nonvolatile nenory. In one word, the shutdown
program does all necessary state preserving functions to preserve the
of the computer system before the conputer ﬁ%tenfis power ed off The
shut down program then, creates a ne ?@%; |n|t|a zat i on. code :

| oadet program of t3#¥ BREYELiImgogy imentQfthe pre se a

system state to be ineemtiored from t he desi gnat ed area of the nonvol atil

menory via the shutdown %‘i @ v?jjﬁfdé‘?m i8' 986&?&5 tfrﬁé’{l:@f%ﬁtetrh
systeminitialization co uiesh 00 MESS
st orage devi ce of tWét%'B jgdo b §P§Y‘kéfﬁ BgﬁéﬁF‘r’tfﬂ"tﬁR 0"2‘&9“!5’?1 code.
When t he conput er sprogeam fisst sgeesthpaata edrrently storedina frame bafferzaftthen c

is |oaded into the Pt BLeS bin ?lﬁ@déﬂgﬁéﬁa aﬁé@ﬁﬁ%é’nﬁm&&‘ﬂe’i‘ﬁdﬁm %the
d

initialization code
®he

hecesaes. the dest grCRTBANET SEstem. (1 oAy AR ShUBIGHILBPGY AT SISO ofPe:
representing the stdataoufrentlyeheldnplvaaousyeglsimshdfa)mrbpromurof'matl of f,

state

e
e

ode

dat a
t'he

new i nitial ization oy Fs?ét@rﬂQ%qhéﬁeéﬁﬁS&% 418 %R ORI HRAGY. e

nonvol atile nmenory 1 n order to restore er systemto

act

state where the conPiR Wer E?émy"rﬂmﬂm B8PS 'WP Sgfy s\Rte PF?@GE‘G%uter

systemto persist atunotiong togpresarve thepstate oithé canqbutmsq;tehebefbre thedi tio

n,

this provides the casmy ﬁt@Fs?éféﬁﬁ Yivbled 6% rﬁé%ﬁmdb% rS@faHffheF\Bbréé‘t@b@ ng

rel oadi ng the operatin

th | h
system menory of th8® ‘ﬂ F’rp'i%?m‘e‘fef{ﬁcgpll ettergg O%rtgg%?lﬁgﬁt'gw\t |§

power ed on. The shusyitem) thab gertaingicodefe causaaispetem ﬂamp@eores@red fremow,

al so in conjuncti onthei ddsidnled Bfealofdhe nonvolatile memory via the shutdown

program. The shutdown program then replaces the system initialization

code currently stored in a boot sector of a mass storage device of the
computer system with the new initialization code.

When the computer system is again powered on, the new
initialization code is loaded into the system memory and is then
executed. The new initialization code branches to the code in the

shutdown program that accesses the designated area of the nonvolatile

memory that stores the data representing the state of the computer

system before it was turned off, the new initialization code is branched to

access the designated area of the nonvolatile memory in order to
restore the computer system to the exact state where the computer
system was powered off. This allows the computer system to persist
across the system power off and on cycle. in addition, this provides the
computer system with the instant-on feature by avoiding reloading the

. operating system and other application programs into the system
memory of the computer system every time the computer system is
. powered on. The shutdown program will be described in more detail

below, also in conjunction with Figures 1-4.
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enbodi nent, conputer system 20 is a personal conputer. For another

enbodi ment, conputer system 20 can be a notebook conputer, a |aptop
gonputer, a mniconputer, a workstation conputer, a nainfrane conputer, or

any ot her conpwg,e}, ﬁ“data processi ng system Corrputer system&@uéggﬁiﬂges a

m cr opr ocessor at can be any one of the x86 famly of m croprocessors
sold by Intel Corporation of Santa Clara, California. Aternatively,

m croprocessor 22 can be other type of known m croprocessor. M croprocessor
22 includes a nunber of registers 35. Registers 35 of mcroprocessor 22
store various data representing the state of §xecut|on of m croprocessor 22
in running the operating system or executr ng an application program

M croprocessor 22 is co cted t cro ssar rves as the
central processing unitr%ﬁ E‘ﬁ f-t"é’m er gﬁe %Sd%ﬁﬁ% ki nd of
known bus system Feomputer. eﬁ@tﬁhufbenembwmt |09mpl.\tm'rsypt&m£[) capriyeaent

| nter connect (* PCl “JorBGoleddigier A rafwr, r, PHnicdm iy
(I'ndustry Standard Archltectu fa?: St ms te ISA ?gﬁlﬁksk bus
system a Mcro ChaffiEpY Sﬁ?@? '@Fﬁeﬁﬁ cﬂr?é'yoﬁl?ﬁf o' dalth " Bus 21

I s al so connect ed tproaesmg egysteawory 23 and a frane buffer 24 System

menory 23 is used in CO%Sute ?étémi@ r{cﬁzdie%‘?iﬁu récéé&
downl oaded from a rrass sto |ce n’Put er Sy éﬂg‘serme%(qe}@g‘t |fon

by mi croprocessor 230 %°f§?‘¥
appl i cation progr anSaaIadJ!araa qulmralal. r@temail\mw ahicropngressor 22 canibeldtheSy st em

memory 23 can be fOtPPE%fRMoWﬁh‘nE%réd@%@& omd?emseéﬁorb@laadﬂa@h%nk@er of
menories, but is co tivel y.nanvo e.for pur IS ipyention.
For one embodi nent, eﬁfg rﬁ‘?’rreﬁ’?ﬁgk kr'u%rge“% ??%?%%?ﬁd@ é] 21| ash
erasabl e and el ect rramesepupwgeamm exgasdidn of mjicrmpresessor %m runoingdhe
enmbodi nent, syst em gpsrafing eysteRCorsiezuing A dpphiciio prograin.v Migroptste¥esmr y

e vedbing S 1y bt 2 vt P e r
RAM) . processing unit of computer system 20.

Bus 21 can be any kind of known bus system. For one
embodiment, bus 21 is a peripheral component interconnect ("PCI") bus
system. Alternatively, bus 21 can be an ISA (Industry Standard
Architecture) bus system, an EISA (Extended ISA) bus system, a Micro
Channel bus system, or any other known bus system.

Bus 21 is also connected to a system memory 23 and a frame
buffer 24. System memory 23 is used in computer system 20 to store
data and programs downloaded from a mass storage device of
computer system 20 for execution by microprocessor 22. The programs
stored in system memory 23 include application programs and the
operating system of computer system 20.

System memory 23 can be formed by various types of nonvoiatile
and volatile memories, but is collectively nonvolatile for purposes of this
invention. For one embodiment, system memory 23 includes a flash
EPROM (i.e., flash erasable and electrically programmable read only
memory). For another embodiment, system memory 23 inciudes a flash
EPROM and a volatile memory such as RAM. In this case, the RAM in
system memory 23 serves as a cache of the flash EPROM.

Frame buffer 24 is formed by a volatile memory (e.g., RAM).
Frame buffer 24 is used in computer system 20 to store pixel data or
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bit-mapped i mage data for rendering images on a display 28 of conputer
system 20 or to be printed by a printer 30 of conputer system 20. Figure 2
shows the nenowgponeesef system nenory 23 and frame buffer 24, pcMAisobndhd | be
described in nore detail below Referring to Figure 2, system nenory 23
includes a BIOS section 45 that stores a BIOS nodul e. The BI OS nodul e used
in conputer system 20 can be any known BI OS nodul e. The BI OS nodul e
typically includes (1) drivers for certain hardware of conputer system 20,
I ncl udi ng keyboard, disk drives, printer; (2%7_a power-on sel f-test program
(i.e., POST); a start-up routine that initializes the system and (4) a

Bl OS | oader progra 0 or froma ness. sto e, of

conput er sysltoemgzorrbk%lp?gﬁ'g'aggggpqf?rligé ’5‘91'"‘%,98&&%3 tgﬁﬂzo al so

i ncl udes a mass st ofHPRUIGESYSIeMED ordadie printed by adprititerk30 afm.bmpldelskystem
CTor o6 data and pr opgae o oohg i HIGhD dap ot ﬁ’"‘*ﬁ A AR ey o
stored typicall ypl g@f'ﬁe&? ‘g} ﬁ&eegm%ﬁﬁ "%‘%’9 ﬁ‘ﬁpl i cati OIEI) g
pragrans, and utility prB@femﬂg totigure 2, systgen dmmmpzaﬁnclﬂdes aIBIIIDSISBt:Ildue
storage devi ce. HOWﬁS/tHat stdi@s BEOSARBdaRY TRIBICY Ricatie ds

device 26 are not execut ed, out ss, st orage eV|ce and
therefore need to b%‘;ﬁ? (?éacq'ﬁf%a kpawn gga ‘i‘\‘sslebefgre bei ng execut ed.
Mass storage device 26 it BIRS mo typmdiymclur&s«éhdmrsrioﬂqtmm 2). Boot
EeCEor 4? ca26be a hardware 6£ésthp@br %énﬁé(fﬁﬁ&@dnﬁ%‘kb?@oa?@ dnékhﬁ?é@“;/d y’46
oot sector can s s stora 0 sec or

is first accessed bg:{t%g)(a&aﬁ%’%iﬁg@ Ty PLe'8 Qﬁe*ﬁ% ﬁn%?f?@ PIPHINE] in

Bl OS section 45 of hatindigizesthesystentsand @) @BlODoadkeprogam thatreads asyst em
20 is power ed on. Bmﬂtseemmnﬂéngsgrsﬁ&agaope&haméﬁg Stymiayn | oader program

(i.e., initialization coggd f3la'th Fr83988mplle? ¥hetsd TRINNudss o' 020S

t he rest of an operating
mass storage device 26, such as a hard disk, and a disk controlier 25

which is coupled to system bus 21. Mass storage device 26 stores data
and programs for execution by computer system 20. The programs
stored typically include one or more operating systems, application
programs, and utility programs. Mass storage device 26 is a nonvolatile
storage device. However, the programs and data stored in mass
storage device 26 are not directly executed out of mass storage device
26 and therefore need to be loaded into system memory 23 before
being executed.

Mass storage device 26 includes a boot sector 46 (shown in
Figure 2). Boot sector 46 can be a first sector of mass storage device
26. Atternatively, boot sector 46 can be any sector of mass storage
device 26.

Boot sector 46 is first accessed by the BIOS loader program of the
BIOS module stored in BIOS section 45 of system memory 23 (see
Figure 2) whenever computer system 20 is powered on. Boot sector 46

. stores an operating system loader program (i.e., initialization code) that,
when loaded into system memory 23, loads the rest of an operating
. system of computer system 20. Boot sector 46 and the operating system

loader program stored in it will also be described in more detail below,
in conjunction with Figures 2-4.
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| oader programstored in it wll also be described in nore detail below, in
conjunction with Figures 2-4. WO 97/ 06486

PCT/ US96/ 12123 -8- Conputer system 20 further includes a display controller

27 for processyodhriegge data to be inmaged on display 28. As OgSHitidofsi2s
above, the image data is stored in frane buffer 24 before being défggp ayed

on display 28. For one enbodi ment, display 28 is a conmputer nonitor (e.g.,
CRT display or liquid crystal display). For another enbodi nent, display 28
Is a television set (e.g., NISC standard col or television set). |nput and
out put of conputer system 20 is al so provi dedy by an input/output controller
29 which nay be one unit or several different units for controlling the

i nput and out put from't i I c sabri.nter 30 . keyboards s as
keyboard 31, and cursoroggﬁfpiﬂ?siﬁéhgg?m' u %ﬁ%gppﬁ%rﬁqngpﬁ%rré%%r For
one enbodi nent, pri POSEsSSINg ivage datacio ha imaged omdisplay28. vAs desgritiagk er - 30
can.be any ot her knaiue, s imaguads Seraq g Ut be sl P o

i X pri : . S SO, | u i _
system (not shown iﬂﬁé@&ﬁ&)nﬁfsﬁ%éﬁo & ope gntdime 'ﬂ?p%y;a)é% ?W@B&éd in
mass storage devi cemM@aitonfecg, ChTdispiay oy liquichcaGtaldligplay)r Foranpthene .
operating systemi Sehﬂédiﬁfbdt!"@i§pl§y2‘8]9§‘ari&@fs}br2§et (@R, NPSCAthRdard ¥plopM i S

| oaded into the nonﬁ?l‘@éiél ge nory of system nenory 23. For one enbodi nent,
the operating syste ¥ R -DOS[err] operating systemsold by M crosoft
Cor poration. For anot herlnpiband aulput ot campiger systery 20yistalsa provided byatDOs

Eﬁemt i ng. sty_stn em Airfpﬂﬂmbir.:t/@éntrollbhQQ?ﬂﬁérﬁHa?%tédﬁé ant teaaemﬁpdgﬂe.@hher |
o P oL n0, Sy g ok Rbuf % biACaRP S8 Amay SRS LB ML, o
a UNI X[ err] operati 89 keybpardsssich askeybearchB1,Mandrcursey ¢antrohderviges sugh ass
gﬁz cré iﬁgggi ?rtétr)];/e, t ﬁ gMbﬁéomv&ke@Z@’oabﬁé imudmdg&, bhmef taotisiawafsea@ryﬁﬁfe?:me For
e T et ﬁ.@g@%ﬁ?%%‘dﬁ%é §6/ch 03y Bhndr cldif AR 838y 8pia "0
evice such as inkjet printer, dot matrix printer, etc.
Computer system 20 also includes an operating system (not
shown in Figure 1). The operating system is typically stored in mass
storage device 26. When computer system 20 is powered on, the
operating system is loaded into system memory 23. The operating
system is loaded into the nonvolatile memory of system memory 23.
For one embodiment, the operating system is the MS-DOS®
operating system sold by Microsoft Corporation. For another
embodiment, the operating system is the WINDOWS® operating system.
Alternatively, the operéﬁng system can be any other known operating
system. For example, the operating system can be an OS/2™ operating
system soid by IBM Corporation of Armonk, New York, or a UNIX™
operating system sold by AT&T of Murray Hill, New Jersey.
As described above, computer system 20 aiso includes the
shutdown program. For one embodiment, the shutdown program is
stored in the low address range (e.g., below a one megabyte address
range) of system memory 23. For another embodiment, the shutdown
program is stored anywhere in system memory 23.
The shutdown program is used in computer system 20 to allow
computer system 20 to persist across a system power off and on cycle
without requiring to change the operating system of computer system




rrange) of system menory 23. For anot her enbodi nent, the shutdown programis
stored anywhere in system nenory 23. The shutdown programis used in
conput er system 20 to all ow conputer system 20 to persist across a system
power off and on cycle without requiring to change the operating system of
conput er syst g o7peibe 97/ 06486 PCT/US96/12123
PCT/ US96/ 12123 -9- 20. The shutdown program al |l ows conputer system 20 to
return to the state of execution at which conputer system 20 was powered
off. In addition, the shutdown program provides an instant-on feature to
conmput er system 20 by avoiding rel oading the operating systeminto system
menory 23 whenever conputer system 20 is po ed on. This is also due to
the fact that system nenory 23 contains the nonvol atile nenory that

P nown. he nonvofr 118 shiishe HERrpE AR Eomiier & 88m 2 ﬁ’%ﬁﬁﬁg‘ééﬂ‘{ of
any power supply, bstateefrexesulign atwhichispmpytrrsysieny2@ wasdaowesed pifallhay s
rel oad thensel ves aaahnrdwthe%ﬁmdowp ramw\ﬁua"s anl ihstarohdehtare fegat es the

o anm | acos hor Sarmbyit sURARL 20 bl é@ﬁfﬂ%@%‘%@%ﬁ?@%ﬁt@%ﬁﬁm ﬁ?akes
the full benefit of systemgnemanr23whenever coppuien systam g0 ispewearesfib| Ehi
conputer system 20 js@ISSdiE TS Melfat thaPsysiém memety zﬁéomammymbmmue

Lhat vera runni ng amenipy HE Brigkhey @‘%pﬁtig%i L poBR SR BB My,
shut down progr am acRPwewd affii As ig iknawn. the anayaigtile meroprycanikegrdhadala | n
addi tion, because tbt@rerchmt:ﬂammrcwahwpowvusepplym:taiumatlphvmmnmbperamt em

20 to be stored in .

shut down of conput e%%g?/s ?@f’%}se'emﬁ l@%% a%g?gg?g"%@’é#?s%ﬁmﬁ :
syst em power up of ﬁﬂﬁ@'%}‘@géﬁ?\sibe vglugrp,fmawgtm&ﬁeat memty & M8put er
system 20 was | eft Oéfhﬁutﬁﬁsﬁstéﬁfl bed above, system nenory 23 stores the
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the present invention takes the full benef:t of using flash EPROM as
system memory 23 and enables computer system 20 to be restarted
from the power off state without requiring to reload the operating system
and/or its application programs that were running at the time when
computer system 20 was powered off. The shutdown program achieves
this without changing the operating system. In addition, because the
shutdown program causes the state of computer system 20 to be stored
in the nonvolatile memory of system memory 23 when the shutdown of
computer system 20 occurs, the shutdown program can, at the system
power up of computer system 20, branch to the state where computer
system 20 was left off.

As described above, system memory 23 stores the shutdown
program and the operating system. Figure 2 shows the memory map 40
of system memory 23 and frame buffer 24 of Figure 1. As can be seen
from Figure 2, memory map 40 includes a frame buffer section 44 which
represents frame buffer 24 of Figure 1. Memory map 40 also includes a
section 40b for storing application programs, a section 40a for storing
the high part of the operating system. The low part of the operating
system is stored in section 41 of memory map 40. The shutdown
program is stored in a section 42 of memory map 40. in addition,
memory map 40 also includes a shutdown state buffer section 43.



fromFigure 2, nenory map 40 includes a frane buffer section 44 which
represents franme buffer 24 of Figure 1. Menory map 40 al so includes a
section 40b for storing application prograns, a section 40a for storing the
high part of the operating system The |ow part of the operating systemis

stored in secty@bfdsef MENOry map 40. The shutdown program i sefi@efsiadn a
section 42 of nenory map 40. In addition, nmenory map 40 al so I ncludes a

shutdown state buffer section 43. WD 97/ 06486

PCT/ US96/ 12123 -10- Shutdown state buffer section 43 is designated to store
the data representing the current state of conputer system 20 right before
it was turned off. The data typically includgg.the data stored in frame
buffer 24, the data heId in registers 35 of mcroprocessor 22, etc.

Shut doun state buf | s SRR shBidi s LM AEIREY (S0 T da0e (10

bel ow t he one negaby qreag qas ernatively,
shut down state buf f Eﬁpfﬂfeﬁf@aﬂ t%"l@lﬁ?ﬂﬂﬁa@ erQOMQ!rﬁYﬁEMJQQ right baforg\jtwaspe

dﬁsgé ibed in nore dturned oﬂeﬂ'hw,daﬁélt}‘pﬁbﬂl!?n;ﬂﬁééthﬁﬂhﬁstﬁﬁedmfférﬁ?b?ﬁemt&the
shut down program €ss o e

shut down program | éthml& ?'I 'Jéglgtg{glas OCI @gfoﬁﬁ% %gwﬁfv#. n Figures 1-3,
the process starts at stswgwn,@a@twe!’)ffi i$ lncajedipdhe low marperyiaddsessout er
system 20 is requir eshged(i.ps belowthb e meﬁﬁbﬁ@wd@édsqdh genin, sytsib?nﬁhﬁrﬁ@rfyi on

o done b, eans of g8 GBS ShasOhh St Bl 0 B il n S

|nterrupt that in turn execut

anot her embodi nent , MO 28 Amwilkbe 99$Qﬂ|i’§dt'h@°!ﬁlﬁeéﬁbl/\hﬁ|WO§ﬂléﬁ9\Uéﬁﬁ*%
powering off the cotmm:e43 B\crésted nythéryhummﬁproggmao step 51 is repeated

until the answer is p03| r

performed at which it is feé?ré?#o #lgﬁvﬁg‘tstﬁg shkfdo%?grg@%{so%ﬁﬁflsﬁg{&%u) 22
has been running i nPEPG5RBISShewn i iew chartidiagrams s shawy isFigurmi-S B¢ 53 i s
performed. |f the aprovess staris@t stepes0.sALstep 51| thelprodessasdectdliftcommitervel v,

the process does no §emz°di@r§ém r%%g oot/ FoPbfbetbodhfignt>fid down
programis relocated {0 or made sure to he i n. htl_r‘esshmermr;éd(| .e.,

off causes an interrupt that in turn executes the shutdown program
automatically. For another embodiment, the user manually runs the
shutdown program before powering off the computer system. If the
answer is no, step 51 is repeated until the answer is positive. If the
answer is yes, step 52 is then performed at which it is determined
whether microprocessor (i.e., CPU) 22 has been running in a protected
mode. If the answer is yes, then step 53 is performed. If the answeris
no, then step 54 is performed. Alternatively, the process does not
contain steps 52 and 53.

At step 53, the shutdown program is relocated to or made sure to
be in the low address memory (i.e., lower than the one megabyte
address range constraint) of system memory 23. The process then goes
to step 54. At step 54, the current system state of computer system 20 is
stored in shutdown state buffer 43 (see Figure 2). As described above,
the current system state of computer system 20 typically includes data
stored in frame butter 24, data held in various registers 35 of
microprocessor 22, etc. The shutdown program also saves a copy of the
operating system loader program in the shutdown state buffer. In
addition, the shutdown program also retains shutdown state buffer 43.
The process then moves to step 55. At step 55, the loader program (i.e.,



dddress range constraint) of systemnenory 23. The process then goes to
step 54. At step 54, the current systemstate of conputer system 20 is
stored in shutdown state buffer 43 (see Figure 2). As described above, the
current system state of conputer system 20 typically includes data stored
I n frame buffewoddnesd@t a held in various registers 35 of mcrlqﬁr,l%gg, ol 22,
etc. The shutdown program al so saves a copy of the operating systéem | oader
programin the shutdown state buffer. In addition, the shutdown program

al so retains shutdown state buffer 43. The process then noves to step 55.
At step 55, the | oader program (i.e., WD 97/ 06486

PCT/ US96/ 12123 -11- initialization code) stoged in boot sector 46 of mass
storage device 26 is replaced with a new | oaa program The new | oader

programis created by. t ut rQgr am of th resent invention_ that
cont ai ns the addresgx'ﬁhzﬁ?t %%dﬁ% Lfactor46.0 ass storage deyigen?6 isThi s
means that the new leplaged thh)grrm lbadeppregrarhe Theamwaldadeeptogramdsir ess of
the shutdown progragreated by the h ptrﬁkﬁ

power up. The shutd vvn o%eae(r}h en E cut e°3 \Aﬁﬁ@gt’}p@ggémﬁ%&o l'?éﬁ'?ate
buf fer 43 (Figure 2 tojoe s WMHQF%SUR&%’Q Sty pointo Fhis epars st em
20 before power- offthatm‘@ new {ohgien progrgmasontdirsithecnektatthentpy addrass dbthe dat a

to frame buffer 24,gH t o the
state where it was so@m‘g‘?‘ﬁﬁ ﬁ’ﬁ’aﬁ’ i “#’%%@Séﬁﬁ%‘; e W"is Brogh i Bystgn 2, o 5
57, the user is not Q‘Q’%Vd‘&h eéB & Progeam, Vﬂ@aﬁﬁﬂﬁﬁed of f. If
shut down det ecti on QM@@NBQaMUﬁMQ(Fbgureﬁ)ﬁorihp@m represariting thestaté o 57

can be ski pped and t softvvare
nmeans. The process %jﬂﬁ%ﬁaﬁ%ggg?ﬁg%%aw%@;r?ﬁegﬂﬂ%%fr%%wt e restart

process of the shut ?85?‘3% GE‘F%WP rame| e g%ﬁvr'tegﬁgeéﬁﬁén?tcﬁ@ shown in
Figures 1-2 and 4, testorgcomputersysients2ato theeyiatévhekt itawagppéaeretingf. BIHeS
| oader program | oadsrobbss teAGhdNed 18 sprogram f rom boot sector 46 of nmss

ot oar am br anches to.t he At s&%&?et”%éi?;% osiieg ot complet v alBn 2B ean A
step 63, the shut dobmtqﬁﬁ%pﬁmlfaﬁi’w&mdsmaﬂ!mm;sﬁb)tmebwrieby 2Dt powest em
_ switch, then step 57 can be skipped and the shutdown program turns
the computer off via software means. The process then ends at step 58.
Reterring to Figure 4, the restart process of the shutdown program
is shown in flow chart diagram. As shown in Figures 1-2 and 4, the
process starts at step 60. At step 61, the BIOS loader program loads the
special loader program from boot sector 46 of mass storage device 26
into system memory 23. At step 62, the special loader program
branches to the "restart" entry point of the shutdown program. At step
63, the shutdown program accesses shutdown state buffer 43 in system
memory 23 to restore the system state of computer system 20. This step
can be done using any known restoring technique. At step 64, the
shutdown program also stores the original operating system loader
program back into boot sector 46 of mass storage device 26.
Alternatively, step 64 can be omitted. The process then ends at step 65.
In the foregoing specification, the invention has been described
v with reference to specific embodiments thereof. It will, however, be
evident that various modifications and changes may be made thereto
without departing from the broader spirit and scope of the invention.
The specification and drawings are, accordingly, to be regarded in an
illustrative rather than a restrictive sense.



menory 23 to restore the system state of conputer system 20. This sfep can
be done using any known restortng—techniguer At step 64, the shutdown

program al so stores the oriqgi abfagy system | oader program back into
*boot sector 46 of nmss stgirlgg&@lj 28 ez Alternatively, step 64 can be
omtted. The Ry9eBsasd hen E“ . In the foregoi ng $pefishéHasd on,
the i nvention has been desck erence to specific enbodi nents

thereof. It will, however, be evident that various nodifications and
changes may be made thereto without departing fromthe broader spirit and
scope of the invention. The specification and drawi ngs are, accordingly, to
be regarded in an illustrative rather than a4bestrictive sense. -12-
CLAI M5 What is clainmed is: 1. A nmet hod of allow ng an operating system of
a conputer system t%@@i st across a power off and on cycle, conprising
the steps of: (A cting if the conputer systemis to be powered off;
(B) preserving a sWhabisglaimes isonput er system by storing data representing
the state of the conputer, sy gigthod &f ZHowirtah opertting sySteth olA¥eMplidre

o
powor b of 11 (O) 1 ea@?‘ib%%@?&&%?&é‘??% She B B eomP R bl

systemso as to bra@feh to a state restore code that accesses the designated
area of the nonvol atil e (ABNOIdetéating ittha lcompaiferidyStefPERE R poweTé@ Bt S agai n
&

powered on, the restore de accesses tLh | ghated area of the

nonvol atile nmenory for t d ﬁsé?%'%g@sﬁ%@egﬁﬁ%%e@w&@g?%%yeﬁmﬂgFﬁ? state
before the conput errepirsestingdhe glateolthie computer system imadesignatedarea of a, 2
wherein the step (Gioriveldtieg mentotp of RScdrisutet SytefwHdn the Cofffutérdsydtdi W

systeminitializat iigrb&ﬁ%dgggégﬁwg%?@,i ng systemthat branches to the
€ss esST gnate r’

restore code to acc ea of the nonvolatile nenory; and
(ii) storing the new sy&)emrepigcing|a systeminitialization cade &b the;epergting
system to branch to a state restore code that accesses the designated
area of the nonvolatile memory such that when the computer system is
again powered on, the restore code accesses the designated area of
the nonvoiatile memory for the data to restore the computer system to
the state before the computer system was powered off.

2. The method of claim 1, wherein the step (C) further
comprises the steps of

() creating a new system initializing code of the operating
system that branches to the restore code to access the designated area
of the nonvolatile memory; :

(i)  storing the new system initialization code in a boot sector
of a mass storage device wherein the system initializing code is
designated to be stored.

3. The method of claim 2, further comprising the step of
storing the replaced system initialization code in the nonvolatile memory
such that the operating system is not changed.

4. The method of claim 3, further comprising the step of
restoring the computer system to the state before the computer system is
powered off by executing the new system initialization code to access
the designated area of the nonvolatile memory for the data when the
computer system is again powered on.

5. The method of claim 4, further comprising the step of
storing the replaced system initialization code back into the boot sector
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of a mass storage device wherein the systeminitializing code is designated

to be stored. 3. The nmethod of claim?2, further conprising the step of
storing the repl aced system initiali zatl on code in the nonvol atile nmenory
Such that the operating emﬂassBeﬂrR The net hod of claim 3,
further conprwe 9Beigpe St g the corrputer syst enpdiousobi2183 at e
before the conmputer syste ff by executing the new system
initialization code to access eS| gnated area of the nonvolatile nenory
for the data when the conputer system i s again powered on. 5. The net hod
of claim4, further conprising the step of stori ng the replaced system
initialization code back into the boot sect of the mass storage after

the new systeminitialization code has been execut ed to obtain the data

fromthe designate atlle od of
laim 1. wher o n ¢ RLHeceS: sfoifad BSIG e’ ofFER infialation Fode fE: Ba
progranmabl e. 7. execiied inpblain tlpy@ateﬁfmmq@e%gmam¢ﬂtéemmlgtdand an
operating system membéigod of allow ng the operatl ng syst emto persist

across a system power o f a o e St of
detecting if the conput ;ﬁf’%ﬁfﬂoc{g’géﬂ ﬁ%ﬁﬁ@?m& f?g a
state of the conpule&dégﬁllvmﬁgbl%aoﬂlmggmmabbpresent| ng the state of the
ggguz g: sysgm in a deg gnaheélgglh aﬁf sybtamh VY hafdnbgiaﬂ@rmémowar{‘d;%n

u sys i S S
initialization codgggéa%ﬁhggg%gf ﬁ?‘%ﬁ‘ é{,cgfdaél%wsz %P)opeé}g\g%yﬁ&natq‘éwsgst em
initialization cod@ctrssiRystan pawengff cogpaising the stepsiof: address to
a code for restoring th(ﬂ)sysaaabmf@fméé tBEsydtsrh 367 196l paweredadff; t he

porvolatie remry. (11l L rfliel s Vol 40y s i " °
systeminitializat |renre§em@9|tbemWﬁmeeqomgutsésnﬁemeu agigsignated argacaf t he
conput er system i s tihgabivalatie hfsindhy if theoRfiitensysRmM isddiédtbd IRbbon

: powered off;

(C) changing a system initialization code of the operating
system by

(i) creating a new system initializing code of the
operating system that stores an entry address to a code for restoring the
system state from the designated area of the nonvolatile memory;

(ii)  storing the new system initialization code in a boot
sector of a mass storage device of the computer system where the
system initializing code is designated to be stored such that when the
computer system is again powered on, the new system initialization
code causes access to the designated area of the nonvolatile memory
for the data to restore the computer system to the state before the
computer system was powered off;

(D) restoring the computer system to the state before the
computer system was powered off by accessing the designated area of
the nonvolatile memory for the data when the computer system is again
powered on.

8. The method of claim 7, further comprising the step of
storing the replaced system initialization code in the nonvolatile memory
such that the operating system is not changed.

9. The method of claim 8, further comprising the step of
storing the system initialization code back into the boot sector after the

T



Trode causes access to the designated area of the nonvol atile nmenory for the
data to restore the conputer systemto the state before the conputer system
was powered off; and (D) Testoring the conputer systemto the state before
‘the conputer system was pawekme: 1RE BechReslsceE€SSi Ng t he designated area of the

nonvol atil e My®éyechdsr the IWMB“M conputer systemis ggpiBogacis’ ed
on. 8. The net hod of cl ai onprising the step of storing the
repl aced systeminitializat e nonvol atile nenory such that the
operating systemis not changed. 9. The nethod of claim8, further
conprising the step of storing the systeminitialization code back into the
boot sector after the -14- new system i ni_id_al I zation code has been
executed to obtain the data fromthe designated area of t he nonvol atil e

menory. 10. The f t he nonv tile. ry.1s
electrically erasaﬂfeﬁﬁﬁerﬂr' ﬁﬁ%ﬂlcgge% s beep 9&‘983 «Qb?@ggﬁgr#vai ng a
nonvol atil e menory from thendesignated magea gptthennonvolatifeomentomg. of al | owi ng t he
(A “eans Tor det ook inaC1 { pa aida 8FURm., wrhdn B Fifvdiatié MBS0
nmeans for preservi ré Q'g?'ié(t%raﬁ?b'? ch'r?gEﬂ'é S@stem by storing data
representing the state dfl. t hin acopputer system having & nviolatite swmory @andfant he
nonvol atile menory yheatidg§/st@ansn b ,Qﬁ;se@fté“gq,&e\thgcd Siémagput er
systemis to be powered Off ég&{" rrgﬁahs or E’%H}R? p%sré/ﬁs}fbte%; °
initialization codeo%?s't?fﬁo%ﬂ) ¥MN% a restore code
such that when the conpdfer mﬁondetagmmfﬂmmmﬂtmsyst&mw@be)re code
accesses the desi gr‘ﬁﬁv%iedlbﬁa of the nonvolatile nenory for the data to

oy o of . (3P e 3B s hikeb o b aban iR < Rt B e SR S B g ng
further conprises storing data representing the state of the computer systemin a

designated area of the nonvolatile memory when the means for

detecting detects that the computer system is to be powered off;

(C) means for changing a system initialization code of the

operating system to branch to a restore code such that when the

computer system is again powered on, the restore code accesses the

designated area of the nonvolatile memory for the data to restore the

computer system to the state before the computer system was powered
off. '

12. The apparatus of claim 11, wherein the means for
changing further comprises

(i) means for creating a new system initializing code of the
operating system that branches to the restore code to access the
designated area of the nonvolatile memory;

(i)  means for storing the new system initialization code in a
boot sector of a mass storage device of the computer system where the
system initializing code is designated to be stored, and for storing the
replaced system initialization code in the nonvolatile memory such that
the operating system is not changed.

13. The apparatus of claim 12, further comprising means for
restoring the computer system to the state before the computer system is
powered off by executing the new system initialization code to branch to
the restore code that accesses the designated area of the nonvolatile
memory for the data when the computer system is again powered on.
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i) means for creating a new systeminitialization code of the operating
systemthat branches to the restore code to access the designated area of
the nonvol atile mermory; and (ii) means for storing the new system
initialization code in a boot sector of a nass storage device of the
conput er systewodmedst he systeminitializing code is desi gnap€fudoesiies
stored, and for storing the replaced systeminitialization code in the
nonvol atil e nmenory such that the operating systemis not changed. 13. The
apparatus of claim 12, further conprising nmeans for restoring the conputer
systemto the state before the conmputer systemis powered off by executing
the new systeminitialization code to branch_ {0 the restore code that
accesses the designated area of the nonvolatil'e memory for the data when

th t t Th

i nf 13, further compr | ang T4 BBBRER of it 73 htner Al AT RIS 18 o,
code back into the l§tﬂ5t"9§@§tsﬁ$teﬁ'f 'mtlﬁézﬁm%eﬂ@éhemohmmr aftthe new
systeminitializati pwassaderagesdevRe afordke new éy@témw.éhza{v&w gadehad Bééﬁ he

desi-gnated area of par at of c 11
wherein the nonvol a???%dlﬁéﬁP§{qlriﬁ@'@%‘ﬁJ%@g‘ﬂn@dﬁlggadtg?greﬁ]aﬂf;pwpg
memory.
15.  The apparatus of claim 11, wherein the nonvolatile
memory is electrically erasable and programmable.
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