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WO 2004/ 023728 PCT/ JP2003/011182 DESCRI PTI ON HOVE

TERM NAL APPARATUS AND COVMUNI CATI ON SYSTEM Techni cal
woizelauh25728he present invention relates to a homer/Jr2003/011182

term nal apparatus for sending and receiving packet

data to and froma router connected to an external

network, the hone term nal apparatus being connected

to the router via a hone network, and a communi cation

system usi ng sai d honeDpESORIPTEOMN at us. 10
Background Art Recentl access networks such a

, s ADSL

HQ M& hirdt MY A QPMRAEZ#&&N%GQMM&NI%H@&! FYDEEM
network and the |i ke which are broadband capabl e of
handl i ng a | arge anmpbunt of communication 15 data and

Tedhnical Fieddessible at all tines have been wi despread

at accel erated rate even ano ordi nary hones, At

the SBRLPIERENE (RSN RORGEIGHCR D S OABEKLeRBInal apparatus

foP" §8RIAL! Yat@NPEELI in ' OFBCkBEPIdABCD anROTRoMh LB router
one anot Rer are under ahdardi zat1on.  Under these

coninextest 4ncas externadxpetwedk; hthe ahasre tdrmheslk apparatus
honme 20 applianges will be.able.to operate themfrom

belfid. fen B e 8 iBonthy rBEtBreryBosas ARG niGHArR, and 2

cofRR U 8i daiti h N stedth Clisigr) sBed GPoVRE teéfmih@l tdifparatus.
Internet and by transmitting control information to

such honme appliances via the Internet and a hone

B%ﬁ%&%&ﬁ%n&hzépﬁa connection is nmade between external

etworks in a conventional nethod: ( i )
a pl Reddrnityyohchess netvweoniet sudch risnADS laffisymeneirio Digital
| ocal, addresses are anﬂ cted, via.a hoae net
a k

. rk, to
SUPSGIPET hinAbetQRIIES! aHDRHT SISTHO Het ABAK thE (ke pivhich are
S t i gt Kayi i ;
orESNACEPABRE! O i FLEIY ABLRI o, conupication
ddtanandawdhichi ane elceeissilbienat alBsimesvhavepbeendwidespread at

ark SEMAREH 2 SRRl BRI BB ST et time,
ey, MOCEOON BTSN 01 Igaticath, ghebeling home
appliances at home with one another are under standardization.
Under these circumstances, it is expected that a user of these home
appliances will be able to operate them from an outside location by
remotely operating his/her mobile terminal which can be connected
to the Internet and by transmitting control information to such home
appliances via the Internet and a home network.

When a connection is made between external and home
networks in a conventional method: (i ) a plurality of home internet
terminals assigned with local addresses are connected, via a home
network, to a router connected to an internet network; (ii) the
router is connected to the internet network via an internet service
provider (ISP) using a communication line; and (iii) the internet
service provider (ISP) assigns a global address to the router.

When an external server apparatus makes a control request
to an internet terminal at home by the use of a global address, the
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foll owi ng conventional nethods are used: a router is

set to perform static |IP masquerading (e.g. Japanese
woab@/oepes Patent Application No.2000-341337) pamdpPzmn3/o11182

internet termnal perfornms polling (e.g. Japanese

Lai d- Open Patent Application No.08-204704). 5 In

static | P masquerading, a router, when receiving

packet data in which a specific port nunber is

foldesdnigbesinae ndictestt nmettticds averusedntzeroutenveses tchperform
destjnati on address ,into_the | oca

StaviCAmaIatAHATALING 4540t ABR AR LA O R0 BALalF Aqpication
cf OIB‘AFiBQt tand R inteFRef t@rﬁ#’i@ialaﬁéi’ﬁ?ﬁnénﬁollmg (e.g.

oca address s being 10 registered in conver si on
Japatieseatai d x@p eadBatentAp pligatigic dlo. 0&&%6@@) it is

o S ST s PTG, 3 At GORERL 38eBlying, packet
dadbkohplwhide-a 's'betdWﬁanbhpﬁumb\drl h desdritied reed a destination

term nal perforns pol on the other hand
Poffibmlelmbeé‘e@wééel‘tﬁrfd]ﬁ Q@stm@mﬁataégrfﬁss%amto 5hea‘s9€a| address

al.
of, BEAnRAEEL 58T At oo MIGLes AT et Wata to the
mﬁ@ﬂK@ﬂi teawh{aﬁ wmﬂgalgloamh aelelr?ssczinmdelcd)oai adhdresses being
acke nt o 0 th
reBistriad 15 i QBHERIOn SaPISnasnIXEhAdUERFSas (i, advance.
I'Pé\f%ﬁ'i'e, Oisa ngl?len %tV@'IPhn%h@éra@ﬁfb g, EBenmence a

rout er one, a 20 set i nformati on
sesscbndnog otrﬂy froral theldocak side thgt aiﬁ@erfh@m ther alobal side.

the. ShUH R SRS e B AGEE 4 e BRINEL pRefSEhs poling,

o e BHHE?rhﬁﬁdt h&? roRitee! reddivies, tigost aiedniterh8e terminal,
conversion tab for a specified period of tine

lomaé@ac\h&tntq b@ese/nhgo@ EBEYBR a0 RATGHS ., Ak sendssuch packet
m#dgér\%gpn%ﬁg%%?%%ns fer? E&HVEP'E'ngntwegeﬁﬁértsheaddress

e server ar at

mtmldetl bpegid i packoe ideot that globain adth‘dsnscalf thee wookter and
by convert,ing thged,est é?{gtl on address

cojaserting; the pprrdengnBert inimbRia ! neY 'Qsﬁ?)%s%aCket into a
Q#PHB%IP@FWﬁlthEgnt be \sed!byPeHEaT Ut t\ﬁvhérﬂtﬁrsﬂﬁst done, a

erm nal and estination ‘port nunber of the
setntef nstforerationl induding ethacdocal t addeensepsi he internet

BRIl NS DB po eS8 e BuARR ML Sl s ort number
of tIew inteprekekrafhal, add the sender’s port number of the router
is to be stored in the conversion table for a specified period of time.
Then, when receiving a response global packet that includes the
details of a control intended for the internet terminal from the server
apparatus, the router specifies the destination on the local network
by converting the destination address and the destination port
number included in the response global packet into the local address
of the internet terminal and the destination port number of the
internet terminal with reference to the conversion table, and routes
the packet to the internet terminal.

Fig.13 is a sequence diagram showing the flow of packet data

-2-
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WO 2004/ 023728 PCT/ JP2003/ 011182 to be sent for
controlling a termnnal apparatus at hone in

wacowrodznge with the conventional polling nethedr/Jifives/o11182
comuni cation systemis conprised of a server
apparatus 1301 for sending a renpote control request
froma user in 5 an outside location to a term nal
apparatus at home, a router 1302 for making a

toChwesenen foet veaitrollvhgl andeknﬁablawmlﬁmganat home in

routi ng packet data between nal me
acqefdaniks waHatehecr)ﬁlﬁ/@n%@naﬁ iling 'fs%tﬂw r

cont #@lJ i d e ordi ng
to t@écoﬁgwuew %egﬁl nisgrﬁgpk grg%ﬂialoqli%o server
appamatus 1504 foaskedingCa remote CWOélfeﬂpm’taﬁr@sn a user in

rde to che k whether th
any Bgtslle 9t i BB o LA 3t AT yper 1302
fol NRaIERY & cONVEIRiGR betweed dlevateanthrocsl ‘é@lfdresses and
apparatds 1301 sends, to the internet term nal 1303,

routrmgmmlee@ckam bedwean moeraal anddpeme netwarks, and an

nf A0 8P A B bEpd MR, 4G Ree and the e

acterdingttrhientontmili eysesh as the gl obal addr ess of
the router 1302 are attached. Then, ternet

ter mimg intRrnetterydnal 3{3&: cﬁ%’%‘”& 9@&‘%35304 to the
settrt} g r{gﬁé Vl"\fﬁfs %Etﬁﬁ ﬁ?BtrFl &be%h‘éék ’wlgégh?rttﬁbgétls any control

e cont accordi ng
reguaEstnecriol edtheibRhEbeeis Bataytrah rel@ru;esiz:ﬁlrc)mu thedser of a

mopE EREMIBA cheticrethe Seival SnaATRtbs: habl "seRLRY to the
m#ﬁF’n@# ?Eﬁhlﬁﬁﬂ&%?safr@%p@n%@gPdlﬁlapﬁétRét 1506 id%a response

erefore he router 1302 recelves the response
mzwlyk:bbapnma@kenquanattmu thecteoadnahd R ot @ofterminal to be

el BifRR B o Bi4HINR) o SABRIE\ AR ERAL SRFPas the
olognaagete of e ot 0Guret et e st
tesminals1398 seceiRha reépgeseofqﬁfg'@eﬁe@g&ﬁgs t5Eincludes
tl'fllje‘;g{)ﬁf‘l‘:cﬂ t%ﬂéﬂreaw&m%' NGrged "E&rdhitAIShvAIt BR) &ontrolled

¢l osure nveéntion -
accordingly. Note that a connectionless UDP (User Datagram

Protocol) is used as a communication protocol.

In a communication using UDP, the router stores a
relationship between local and global addresses for a certain period
of time. Therefore, when the router 1302 receives the response
global packet 1306 that includes the control information at an
interval corresponding to the above period of time, it is possible to
send the response local packet 1307 that includes the control
request to the internet terminal 1303 by specifying the local address
of a terminal to be controlled, with reference to a corresponding
relationship table.

Disclosure of Invention
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WO 2004/ 023728 PCT/JP2003/ 011182 However, the use of

the static |IP nmasquerade nethod for the router
woeoimersan ordi nary user to nake a techni cal PeEUP20NS/011182

for the router such as assigning fixed port nunbers

used by the router to term nal apparatuses at hone.

Mor eover, although trust and 5 security is a

prerequisite for a deal carried out between a service

pr oviHiewemed, thesese wfethd statieniR enasquerhdef nivetheod for the
rO%Epliances i S arried out ince a spec

_ e .

B CiHiEas P BT Bar bt bR 4R Ak Pereidin el rting for the

ro&ﬁ%’i*esféﬁ é@ta’ﬁ%ﬁgﬁhné!ﬁ%édaﬁéﬂch@rﬁ%e%t fis€ECHYi e router to
e.g. pli a

' one ap nce i s msoperated) due to
teratingil o@p paatdi ses saih homo ablrsmeennalthopehs trust and

rempte.control inf.ornmati |l e. ile, .
SR i R o SRS 1oLk 4ol FARFRA e PRBNRT aypervice
providefedNEra AR Ahen thiengemotienebatidl bf Mot Bp@liances is

the imedi acy of an operation request tqQ control a

caisird A3, Sifce asspeeic pechyyamdier ghouddi beiscioged on an
- : . LT _ Co _ _

nkReRP MU e lard ol entel ARSIt et securit
(hat Wane applianue @ wlisbpaddted} du estoreechaliciols third person

outer 1302 djsappears after a cert.ai erid of, ti
whirsciasins aeth ESRhvars remicies SR B tePEARpS ot Shamle.

capag&Xnhil@e WhdEra 0¥ pACRet1 3925 fANIBIMMAKE iAternet
I oba

conver sion betfveen such local "and gl addr esses 20
teamlinaleteforservamap pacatus hissiogner simpégqupeltling mieghod, the

iriStaacyo PP e SBstlions FradsshdRngonsraf & ftim abBliance is
|odt IPPRAREE bF tTl’lf(é ffa&ggh%%itﬂfé@sisl Bepolivg €ntdBRRl.t oTo be more

wait for an acknow edgenent request fromthe internpet ,
spegifiGiaps1stowWBaiRi g -d 3or sbnem ahgorresparding relationship
Wy eLi.ad of .t f e tQar
oEEHERLT RFaRoRhPY b B esBes  ttre. o’ $HE] uter 1302
disgapiedas afteenar cortaint pariddefc direolfori né@asomsi ooncerning

s S Bhoan o Hneliemarss capaciof i Rk Fb ey “the totker 1302
ca ﬁ‘ﬁEE '?'ﬁg k"eeé”&é\%ef's"i'o'ﬁﬁ be‘i:ﬁlereﬁ‘? QUYR P ¢ASRABSEI dAPaldresses

packet depending on the type of a 30 router or an
andt dherefovanaarinot esendorihent contrelheremuest uifdethe server

BBURES TR LRI 058 g1 g B B8R Ber the above
cotdEspondih@ relationship disappeared. This necessitates the
router 1302 to wait for an acknowledgement request from the
internet terminal 1303, causing a problem that it takes a certain
period of time for a request to reach a home appliance from a mobile
terminal device. A worst-case scenario is that the control
information disappears in the middie of a polling interval. Also, the
polling method has another problem that an internet terminal fails
to receive a response global packet depending on the type of a
router or an internet connection environment.

Furthermore, under the present circumstances, an internet
service provider dynamically assigns a different global address to a

4-
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-4 WD 2004/ 023728 PCT/ JP2003/ 011182 router when an

al ways-on connection of ADSL and the like is
woenpoeznsl y broken. For this reason, even wheRC#JPXO3/011182

tries to access the internet termnal for control

information fromits nobile termnal device from

out si de hone, a communi cation cannot be 5 established

bet ween t hem because the server apparatus cannot know

roateemm@ssagnnm:lmgamain addnagctiin t b8 A@8leranthéhe like is
i nvention i ended to solve th

resent S above _
teBPBBr%HéY @Nf i riQr Jhl2ct€eORo YOV Wz‘eap Rngser tries to
écm]‘:elrc J8 Ré iARaAR AL gérﬁhﬁtal Rra S itPBFAALIBAIOP its mobile

a user sen hone term nal 1o apparatus
tesmmnaalsdevimrefr@mpl putisi exrionte, la e mMaWNieatonsicaanot be

ORI b SroRI thelf BelcRy S Phe it Blsa s, gannot

kﬁ@\ﬁ ﬁfné‘\m)ﬁ@ﬁl?ﬁ@dfglﬁlﬁél atith esecondhebiester.s to
provide a erm nal apparatus that enables th

user Tife peaseskynventian isinkerded e &%IV%blbgrad%QJ\ée prgblems

EBSE BHLEISGL00TTS ) WAV e B i ptratus ena

evabhaita eeediol requestewhichpai uséedsesmﬂsmtga tmmecberminal
honme term nal apsaéat us and,a router

aRBRERIUS § BraS HaRRlIBEGE ARd SBEaNkeTAMapn outside
Io%%’t‘fﬂ Std 'Bféjﬁgmztg”% t%‘i’h\‘l‘i'iﬂ%ﬁﬁﬁl;éﬂls LU rEE‘%;trlt‘i’Eilltte without

ansmtt eén a server apparatus,
requitreng smy veaittong hlmem byl theapiser af B avdating trnuter

case ere an ddress

casi gt sesatt S8l Is HePREVIS @ HOIRE EBbiing) pparatus
tHRACendbNes ‘tﬁet@§e|pf@?réﬁﬁotéméﬁhtm a froameorarmiall apparatus

apparatus for sending/receiving packet 25 data to and

fromanoudtsisia dvomﬁatumgcdﬁﬁem%wleot%ﬂﬂé&@br%\/l%t @epr after

o Eeilisiilb Bn3chdfile TeRRHACapRALRllS; WitholEReelng to make
campligatert vetkngsot@sushnbonae tmmnetalwppaaatm aumd a router.
oper abl erate packet a to be sent

servekh éﬁbéﬁg eCS'FJ@gPr’é‘PIYP&@t BB%?JGIr@WIJ%@%r%tUS that
cARFEShHHBEShCRIAMY EboamoOlmikiatint e e eaamitted
betwken dat servesncapparatus, a router, and a home terminal
apparatus even in the case where a new global address is
dynamically assigned to the router.

The home terminal apparatus according to the present
invention is a home terminal apparatus for sending/receiving packet
data to and from a router that is connected to an external network to
which a server apparatus is connected, the home terminal apparatus
being connected to the router via a home network, comprising: a
packet generation unit operable to generate packet data to be sent
to the server apparatus; a judgment unit operable to judge a
sending interval at which said packet data is sent; and a
communication unit operable to send/receive the packet data to and

from the server apparatus via the router, wherein the

-5
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fromthe server apparatus via the router, wherein the

-5 WO 2004/ 023728 PCT/ JP2003/ 011182 conmuni cation unit
weemdd2sne packet data periodically, and repeaCedP3003/011182

the router according to the sending interval. Al so, in

the hone term nal apparatus according to the present

i nvention, the router includes: an assignnment unit

operable to 5 assign a unique |ocal address to the

coherruhRIationl @pitar eénds attte a padkieng datat peeiadically and
to hold a correspondi

| ati ipb
reReABdlY 10 PRGBS ALCOGUNG TS RENIBD InfRiveds
of t msohﬂﬁhéq{%k?ﬁ@?ﬁéﬁ%@&%ué K itigtdeHe present

period”of tine, erm nal appar atus
intentien, dhvricdsera idetwdesobnaoniassignopentbuait coperable to

asSGh TS IT ol PEEss h EbS: hSing deFRTAl Folakstls; and
a Fdﬁid“gﬁ'\b*i‘ﬁopﬁh‘gﬁ!‘@% Helid al dreespbirtinghelBerd wship between

et ect’e e detection unit or a period shorter
a gimhalsaidcﬂr@sm@ssugmdwéoiémjiragtemwcsahe lecadrad deggss of the

even.,in_an V] e S 1. .
nqifineeraingd Enp AR, P s hisitfelethfiied Thered of time, and
thROSfdPlee tePmital capparhtugdfierthdro coonpridesira idetatéon unit

term nal such as a appl iance and the_lj ke pl aced

onexatle ko HiRERCt sald IS SdGLEIMyneD nesiod Of Shner ARG which
er r : h, SHAE) . [ .

ertE eSO RN R OR) i uiciongrein the

juldyg rheatuseit julgébtbatahe plericddetecipdabyttie detection unit

! h t i nal '
or, RebBrEEE AP Or ke ADRansALE wRiTod: R MR e RaE TR AR °
'”forﬁ@édl‘%ﬁnglf,r%lqnm SReeM}ifohmehPrwhdie the router is

foll ow ng i nformation included in the packet data
caretected toy arhéntewrehaataverlniatasilbiimes: idsisapossible for a

term,nal _infornmation:; the 2 ]
cqiinEpalifst BT ASRtral Gl ik EhRE Ret Ay SEEHEF a home
a Iiéhc@aﬁd%ﬁkfes[%iat@cﬁﬁ%i@é ogsel{@n tleetlogairsede) to be
of the router which is a sender's port nurrbr;_ﬁqd an
sesxk fEeM ¢h SEAVET BpRR4BLES (PR Pbtar'o?h e This allows a

B R

t er niMakrebRerwhdre aseover ol ppanatsts teomoacted the the home
tehr?nnFnélerarT5Bgll‘atus according to the present invention further
includes: a terminal information storage unit operable to store the
following information included in the packet data received by the
second communication unit as a set of terminal information: the
terminal ID of the home terminal apparatus; a global address of the
router which is a sender’s address; and a global port number of the
router which is a sender’s port number; and an extraction unit
operable to extract, from the terminal information storage unit, the
global address and the global port number which correspond to the
terminal ID, when a control request to control the home terminal
apparatus with said terminal ID occurs, wherein the second packet

generation unit generates control packet data that includes a control

-6-



10

15

20

25

30

apparatus with said termnal ID occurs, wherein the

second packet generation unit generates control
woaok@e3dat a that i ncludes a control -6 WD 2004T0RR62611182

PCT/ JP2003/ 011182 command in accordance with the

control request as well as the gl obal address and the

gl obal port nunber extracted by the .extraction unit

as a destination address and a destination port

comid Iresasridemioe \ﬁlmmbfeilatgmrolemuwmaa well as the

different gl obal address is, 6 dynam ca assi
glehal r sddeesSguand bh ?erﬂ:’é’rb%ly%?%dﬂh'&t{@ foneX %facgﬁd by the

.eﬁ?&@yﬁpamr‘tﬁgn%c%' Qfést'nﬁat%rpoéédpé%fé’llﬁdt Beose?“ Y§ation port

appar a obtain a new'y assigned gl obal ress
nurfibiere respeetivalgt e t hat not onI y is it possible for

tor a0 dipaRhc (Ve (BUIEN beti SDBRTeTy 3 dhd Bddgess s
dﬁ?éWHEéH?té Highe mﬁéﬁm&%ﬁl d’ue?c@Czﬁ1 tBApo tayHi¥donnection

apparatu router and the server_ apparatus, and as
ofzan adways-oat connﬁethw, itristpossiblader the seever apparatus to

h
ottipid e AsiiopPlcBIdtH (bR e SRR Bhe rauter . pabi
of bejdte BIPPALED Y i® itrPassiblé for thausessent bovpntien to be
and the |ike to execute the above communi.cati

emboddgd ast asheme rrmiral @rﬁ’d@@té'édatshgﬁsﬂﬂg}?d above, but

oS SR 0L S co 865,08 9 Rnererina
appeiats,a temroutetri andetbite k se20eAs ajpzaratis) and as a
o iR SRy, ISR, Y stapsCERSERTEL of the
hoME e N éﬁlg’érétﬁg’nt rFQthh%@lH‘i‘éFet Qh@obﬁ‘égén@nwventlon is

INnternet ter such hone app i ance and
alsokecapalked ohisbdng ﬁmb@d ed taske aoPapgsade)thap gauses a

@%%g:ems?'g@ 5155915 @%gﬁﬁiﬁ%‘lpeaﬁﬂlgnﬁg {,‘épﬁﬂgrﬁ?ﬁtlon method.

Itlﬂglggttaﬁu rb;ét Balsbtu?é?ala@lfcﬁcb@&?atz ﬁﬂch peegram sanobesdidtributed
atl on O renonte Qperat e ein

Vingraerding noRda wucth a3 (DS Ang GERPHE fs el as via
tr?%%'nﬁfssnyﬂrﬁ%@ » sGEACEs I8 oPH i LIRS R QtktwoHeed for

hé route
As described above, in an environment where a router is

connected to an internet network at all times, the present invention
allows a control request to control an internet terminal such as a
home appliance and the like placed inside a house (on the local side)
to be sent immediately from a server apparatus (on the global side)
even when the polling method is used. Accordingly, it is possible
for a user in an outside location to remotely operate the internet
terminal inside the house in real time, using a mobile terminal
device.

Moreover, since the polling method is used for the router, the
user is not required to have any technical knowledge to set the
router. Accordingly, by just getting connected to the router, the
user who purchased a home terminal apparatus such as “Kurashi (a

-7-
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30 user is not required to have any technical

know edge to set the router. Accordingly, by just
wqebdioagr2sonnected to the router, the user wheCT/JP2003/011182

pur chased a hone term nal apparatus such as Kurashi (a

-7 WD 2004/ 023728 PCT/JP2003/ 011182 Japanese word for

“hone life") Station" can renmptely operate home

appl i ances from an outside |ocation using a nobile
Japanesalwdedifoe. “hoTnhleslléé’r)o&aaodT’huamrtemnsmeb)mmmmte home

in.the cot?rvenl en

ce of SLi
amREANSed; HOER ARt tside Gt L\%ngsadvﬁmecmmma' device.
Tﬁ‘ﬁ»sbﬂﬁﬁ% é%ﬂa‘?ﬁa?:@irﬁgréi\i%nﬁénﬁ|ﬁ%ﬁ@€é‘h§0enlence of such user.

di sconnecti on vvays on connectli on, since .
gl obaNhgdclist mereer evencavhensemt diffesent hglobak address is

o S SRR 855 PLEe B BIS5Bbsa B RRection

oft BRIV YS-&n cBRIdiohSsM @k ¢ RfbHINga st id belrﬁodlcally sent
possi bl e for the server 10 apparatus to obtain a new

frasai ghed @oaw tgamiead @FppA@YUSIt RECOEAING oteedden present

insEHES bfoe %%Fvé’lmfaybeaﬂ’cﬁ'é ﬁﬁrﬂ{ﬁ@%é}l%ﬁggﬁ arh86s then

user-. t1on out echni
sﬂlﬂ@sglimmmetomhnﬂnadtplwﬁmamtmn Japimquesdiblenfor the server

|ication . 2002- 261590 filed , 15 Sept 6,
apbBsatys tPnebrath & SEwRA %lgﬁeﬂegg%ﬁﬁéﬁ%eﬁr%f of the router
aﬁ’gsﬁf 5@hHA Bt P%&Q%sﬁ?é %H.@ Pidifile 2B %g)éiceovnirge of the

vantages and teatures of t I nvention w
uabparent fromthe foll ow ng descri ption 20 thereof

e T GNPt Bhlibh A SRS FRIRA Y SRS to this
apﬁV%a'tid:m JapaAesEr P tRGH: APpglchtlcﬁnal\E@m4Z61590 filed
|arams OWIng an entire con urati on f

Seeﬁamb@aﬁ of0 ;stlémlm@maﬁgdt Beran biyr seference.
enmbodinent. Fig.2 is a functional block diagram
showi ng a server 25 apparatus, an internet termnal,
Bamfaescmmlommﬁmtawmgkthe li ke such as a hone
appl iance connected to the internet, termnal

a_hom
P (asse ANt athar ARINGtEh A VRBEAGES: Bl fgaturesof the
lrﬁPér%Sh”'%NHP b?goghés%v@m%mbnﬁe‘ﬁﬁb”%ﬂdv@ﬁfﬂ description

pack hart show ng an operatin
ttpemfdhakenolrbe:onjunctlon with the accompanying dgrawmgs that
illustrate a specific embodiment of the invention. In the Drawings:
Fig.1 is a schematic diagram showing an entire configuration
of a communication system according to the first embodiment.
Fig.2 is a functional block diagram showing a server
apparatus, an internet terminal, and a terminal apparatus and the
like such as a home appliance connected to the internet terminal.
Fig.3 is a sequence diagram showing the internet terminal
according to the first embodiment sending a local packet.
Fig.4 is a flowchart showing an operating procedure to be
followed by the internet terminal according to the first embodiment
when sending a local packet to the router periodically.

Fig.5 is a diagram showing an example data structure of a
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30 followed by the internet termnal according to the

first enbodi nent when sending a |ocal packet to the
woami@e3neri odically. Fig.5 is a di agram show RQTAP2003/011182

exanpl e data structure of a -8 WD 2004/023728

PCT/ JP2003/ 011182 | ocal packet generated by the

internet termnal according to the first enbodi nent.

Fig.6 is a reference diagram showi ng a correspondi ng
locel paickeshyenérdliead byl tiw@yntdsmetot&mnimlcacdbr@i rtopto be first

rst 5 enmbodinent. Fig.7 is a flowhart show ng a

eerQé'émﬁ'é Lfollowed by the server apparatus according

to theqfdrss "a‘"’bPé‘féF%rHcé’mﬁ'i‘a%Péﬁi VEHBWlH@F 8l adbg¥responding

packet fromthe router and di ng a‘response
reddtibalshipckableo hakd r byt ethe10oritgrs accardinggr kon the first

exanpl e data structure of the response
e'BBQVSfAP% I3€‘ket generated by the server apparatus
accolFy g jst & tiewichatt sHbodn ?rﬂ ﬁjdbc?uré followed by the
0

fl omchart showi ng a procedure | I oned by the
servesr mep aratus MaCod agdtmghﬁoflfwéemb@dl@ﬁmdwmﬂ receiving

th@"‘?_ﬂlobgjebé%gﬁo : hgh%a?{?ﬁ?é? Qha?gégmﬁﬁebac@ % 18sponse

ructu e local
glp@@iqjadlaeatmm roﬂteent by the internet terminal in

d b hol dd
out %ﬂéﬁ%ﬁatﬁ @5?@8@%}@5 ARiexABRLE (RiR SkbeRture of the
rés:f])‘beﬁsé‘gqj{) ke @éﬁ@ﬁ‘été}ijg’yeﬁ?e s‘é’?@@rtéﬁ??é\:us according

naI I's activate 11 1s owchart
tostimwﬁngstaemlmdd‘ulemtf ol | owed by the i nternet terninal

according to t first enmpodi.nent_ when ajl nj t

ol | §360d: 1@ dPelat: SHOPHEY e R0 bieriee af owkt by the
m‘%@FHéE epPmind| #ecorNn@sté @heefipst eanbodinTeEnt Wiedy deceiving

at the tinme of activation. 25 Fig.12 is a functional

tha serpansgraloabmiaskel. portal server, the server

2ggg ;_8 !;bdréh@d@%gﬁ P@Q'BS?L%%%E %EQUF«Q 6f&he local
patiost data whoeh df qeekbly e ant@rnet termlnal |n order to obtain
a holding period during which the router holds a corresponding
relationship between a local address and a global address, when the
internet terminal is activated.

Fig.11 is a flowchart showing a procedure followed by the
internet terminal according to the first embodiment when obtaining
the holing period during which the router holds a conversion table,
so as to detect a polling interval at the time of activation.

Fig.12 is a functional block diagram showing a portal server,
the server apparatus and the internet terminal according to the
second embodiment..

Fig.13 is a sequence diagram showing a flow of packet data to
be sent for controlling a terminal apparatus at home in accordance

with the conventional polling method.

Best Mode for Carrying Out the Invention
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be sent for controlling a term nal apparatus at hone

in accordance 30 with the conventional polling
woredohoeB728est Mode for Carrying Qut the | nventPORJIP2088/011182

WD 2004/ 023728 PCT/ JP2003/ 011182 An explanation is

gi ven of a communi cation systemthat incorporates an

internet termnal that is a hone term nal apparatus

according to the present invention, with reference to

t he fArgueEplaMtlert Hat givieni mfeanatormnenunicatien hmﬂem that

accordip esent bg tlon utilizes t

. t he
e o batermal 1enoia WAL Ub@ NORE dRTTiNAl apparatus
g %"tﬁ?{)ﬁé@éﬁﬁ%ve‘rﬁlé‘ﬁe%@ﬁ e fePETER E@tt'h%nflgures
prot ocol, an

erefore there I1s no need to add a new
functNQir&thh&;t ttbe antecnet tarseirfal et hotoenaccosding to the

|
Pl favan g RN the chBIabEHTaeS 4 4y By Biadn uDP,
whi¢€h 8jsglzp ke n reetiomte o4 lﬂréwcoﬁl CH tipded p&s i @dcofmmriumication
at the tinme of sending/receiving packet data, _since

priatoco | yartotinergforedinetants Bopeedge @ddeesﬁméunﬁslmnahty to

t t t
o R 8P, 15, 8 PSR 45, uSERTS Ctpeeeplsss UoP
pmmm\lﬁaafcgjtdrabbhﬁlaa:d:eeabmdmfgereladhdmslam between a local
orres I n ati ons tabl e
adfieass oPshacaltial FUESERIVEEAT Suarial Aot e at the
ti H@ol?oé@ngﬂ@ dilfn Pﬁ%‘tﬁ”snﬁ@@ |% is uraknown whether

correspon atIO Ip etmeeh a |l ocal address and
thae@ abidd bacwrmarsejeﬂrenaaothmqsalstmImncdihﬁe@tth@m end of the

T al
CHERBRRIFAHS! ohdG cotine ToTURBFELAS s RENR:P, Hl the other
h&har aaﬂc‘%)rn\ﬁé|+s,<i§n0faIs’;llef ot Be idisbheafezpedofo wy MeokE¥sponding
(Flrst Enmbodi ment) Fig. 1l is a schematic diagr

I‘Qiﬁiéwflﬁj“ﬂ]téhiﬁ )els;cgﬂngtaiad d\ﬁheﬁfaaC%BﬁﬁﬁgiQ!htlﬁcﬁ}Stab“Shed
oSHTEER SR n ! Eye Bolh T orTRpication, and o
co/rep oridimay trevl aiech dhipt hastween r al 10adloadelress Bndmaa global
FRshit daterad whhsweh conteof & hroketm TAUSthe home
i@%ﬁg}sﬁépwﬁﬂwabﬁr%ﬂss%%%%hﬁgc%p@ﬁéd [ﬂfes’ént invention
utilizes the characteristics of a router in the case of using UDP.

(First Embodiment)

Fig.1 is a schematic diagram showing an entire configuration
of a communication system according to the first embodiment. The
communication system according to the first embodiment is
characterized by that control information from a mobile terminal
device 130 in an outside location is transmitted in real time to an
internet terminal at home.

Such communication system is composed of a server
apparatus 200 dedicated to connecting a mobile terminal and a
terminal apparatus on a home network, an internet network 120, a
mobile terminal device 130 used by a user for sending and receiving
remote control information to and from a terminal apparatus at
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apparatus 200 dedicated to connecting a nobile

termnal and a 30 term nal apparatus on a hone
woebmnki2gan i nternet network 120, a nobil e t eparap003/011182

devi ce 130 used by a user for sending and receiving

renmote control information to and froma term nal

apparatus at -10 WO 2004/ 023728 PCT/ JP2003/ 011182

honme, a router 101 for routing packet data in between
heiier aalowted 10ockr rattingkpacked data m drateteerraxteminal and

110, each of which are A connected to,one another via,a
locabi e ORkpel ad @BmmkAITHG &RFMiRG! 119y eCaRBr of HWhich are
cERILELEE O HE MR, o B LHfe 07 il sty dtiniigotion line.
Note thadttdre abdveonebw oirksaniengnamial al wayiatyshpalbkeising ADSL,

data,tgo and f t house in an integrated manner,
oaﬁ&a{ Ifgj‘?'bﬂtnéi %[Tnﬁlﬁgﬁd a PC 102 and others inside hone
are GPRNESES neRvRAK 1@Id1ethei U 20d vbatéskidcoming and

Also, the router 101 10 is connected to hone
oubgoing peskaichata tamnd fravnthe hevse man integrased manner,

afiflv 66, FafeePniof, ARica PS: 2 S Fhatahsfug hgme are
it e i e
isyePRNECREnte theme i%@%S?%fbﬂseaﬁaﬁ'%ﬁgn%@ﬁi@ner 103, a

riﬁggz‘é}gélkér 1‘51{“’%"1@ Q%\ggd\'/ﬁ@@?é@é??gggﬁgbﬁﬁqd&oa\ﬂa Bs from

romd obal ress to a ress, an
thet emternrat | terdasnaloyl hf modet adat"Kunashim@tetéens using a

det er mi ned ditjon.  Co th t |
cHRRATRCTEDT b OF86p] Blickt APrEE HOESevi ce- 130 such as
a nobrhe ik Doy %Bp_tagblﬁeluéie?oﬁﬁi@lgsﬂgtkétoﬂht@transmitted

information froman outside |ocation and the server
bepygea tbexotternnlanddheme aesmanks, cenyerting an IP address

ApSERH ' ArHRL Aol R BB AU 1 B8 adaress,
apdnt iateatioersdappdesnes/iagd tpmcketke.dad@a Datied Imaeshes a

shown in Fi %.1 indicate the flow of renote control
Preadeteemingd e8RAIEPN: nf or mati on sent by the user of

:jggi (?gteiglgl%scet%?;:ﬂbgﬂ%e d@%ﬁéﬁ%zage’ﬁeitﬁ/o?rﬁnbréotﬁ@%obile terminal
ppar at us 0,

device 130 such as a mobile phone by which the user can send

control information from an outside location and the server

apparatus 200 dedicated to receiving control information sent by the

user and sending it to the internet terminal 110 at home, so as to

remotely control a home appliance and the like.

Dotted lines shown in Fig.1 indicate the flow of remote control
information. Control information sent by the user of the mobile
terminal device 130 is sent to the dedicated server apparatus 200,
which then specifies the global address of the router 101 on the
home network, using a user ID, a telephone number, a password and
the like. Next, the server apparatus 200 sends, to the terminal
apparatus 103 and the like to be controlled, a global packet added

with the global address, the terminal ID and others.
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whi ch then specifies the global address of the router

101 on the honme network, using a user ID, a tel ephone
wauanda@e372a password and 30 the |ike. Next, thePeeapmn3/011182

apparatus 200 sends, to the term nal apparatus 103

and the like to be controlled, a global packet added

with the gl obal address, the termnal |ID and others.

-11 WD 2004/ 023728 PCT/ JP2003/ 011182 More inportantly,

si ncpidiee irppalrtaneket siaceerthedi teddly pamleeBmStpérlodlcally
fromthe internet termnal 110, at i]é[aa the pre
tramgseHEtRmM, frpm ithepbakannel termingl Eemdnaf%y%resent

ngBhich, P pdabe TR eGP IS By bR g gble that

sHogrcala a:ntrhrespesld]hgt eeldatiahshipdretwees the dglohali address of
t he d

e GESY 1L ad The o SE SR RPN ) pppasppuses at

hcfrh‘é”]ﬁ *tﬁeghﬁgé' w‘h'e% U@F‘i h§ uéé’&%s c d@mrﬁhdrﬁ@attdrﬁfﬁprotocol

I'n communi cat1 on which handl es a UDP packet.
TI‘NIStaaIIQWa;tCQIhUdidmﬁoamtllQnd@ hesemdfemeihe arhot)abSIde to the

b el 241 IPREEEF 4L EShARRI SRR M orfenes = vop

patdetd.imted to this, and therefore it is also
possi bl e that control information _can be tra nsmtte

wi t h Nofe th@ﬁet%%phpﬁ?@eali@baﬂﬁ@ dihtrangeptpers on O{he local
n&RPEAL Y Q?Ot éaﬁré&%@% ock Ete&%dtﬁ@%'térnﬁt Gefriihal 110,

an exanpl e tunct Iragram show n
bu;leltherpaesanatmvemi)ontllsenohtlemmd ther hhrsal apdotharefore it is

alsBrRoss A Hoat Aol datemHtneh: con, BE CrARISMTLRd with the
hdrH aé?l@iﬁ:é?b‘@énﬂp@ﬂ{é\@ﬁeﬁr@@ doth riedd] Ethe local network

receiving control informatio romthe nobil
dlrecbliynal device 130, as well as constructing packet

data . It d, by

ot okt fols (U ko tuE, SRCRRARE B A amm shawing the
sér@éﬂ“@,{a‘iﬁnﬂ@hs 200¢rttd ihtermeitetdlinah 110, Iandilthe termmal

net wor Such server apparatus 25,200 is Cﬂl’rprl se

appabatHmila i Ghie likeisugh an& PemeaPRHE Fﬂanected to
tH‘ép'ntlt@l%t E\elcﬁﬁngpaqo_nt erval adjustnent unit 203, a

The server apparatus 200 is capable of receiving control
information from the mobile terminal device 130, as well as
constructing packet data resulted by adding destination address
information to the control information and sending it to the target
internet terminal 110 on the local network. Such server apparatus
200 is comprised of a communication unit 201, an encryption
processing unit 202, a response interval adjustment unit 203, a
control request processing unit 204, a terminal information storage
unit 205, and a packet generation unit 206.

The communication unit 201 obtains, from the response
interval adjustment unit 203, a response interval at which packet
data is sent, and sends, to the target internet terminal 110, a
response global packet generated by the packet generation unit 206
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control request processing unit 204, a term nal

informati on storage unit 205, and a packet generation
wanoa4/02088 The comuni cation unit 201 obtai ns, PETaMODSIE11182

response 30 interval adjustnment unit 203, a response

interval at which packet data is sent, and sends, to

the target internet termnal 110, a response gl obal

packet generated by the packet generation unit 206
vialeh&h2ePréD 2t RCT/217280386 fd @ 2ovsachheespese@dnterval.

network 120, accordln to,.such r nse in
encr)TﬂW @.ﬁ\crm@&%.pﬁs ﬁﬁtn@w'éi’é%ﬁ'@scwﬁ sg“@oglobaq packet

ggl thé& $3lutRY i@f d941 .(139)1% adreesqfdryg%?legggww@t to be

packet to sen e router
semEBo theSroutehd 01 ke DES uSEIES p ARSI tite dilce ystusad for this
and decry t| o&ﬁgroces& n The. response interval

CRENR 'ﬂEn ngn E&t'P@aBEOSEFS‘(% pol ling interval
' nC' ates FaspHRsE! APErRACKkE uSEMeyY UMt OB ell‘ezild)s1 out the

SO as to determne an interval at which a response
p@llmunb@waitmcgudmddlrbéhe@kobainnap&@ses@rtmhy the router 101

S DEACFSTRE 3, IR oL Sl A SRS b pocicet

stheli b be tahke a?eb asSésV\thetldeit@ﬁﬁlrtéd irebpomate mterval to the
including the following information is stored as

corvAHmdcatignotmdt iZ8ht- the terninal 1D, the sender's
addr egs t%filgﬁfbg m?aﬂfﬁ %%rﬁg@ﬁﬁltﬁ‘ﬁyﬂ%‘idb%wﬁle 205a

recei ve% bal sent
it erhvichab 440 omeﬁopmonthdudumgrthmlfollmﬂrggamnfcam*eatlon is

Suetoras vEraTapeL: PR Rotiofie TS cReim b U3 offgnsender's
a3@§e§§e%ﬁde§héh§eﬁ8§?’s”%id&nn@ﬁﬁb%$slﬁé‘ltﬂjdétﬁ in the received

desfinati on port nunber with reference to the tab

gzl packed s8nbyt thetistarmat tenronadel b9. st or age

appar GREsITERDS LT B alt, 0l BerleTallea resnaneg otobal

pé@ketzend%smds@eﬂtﬁrt&t@Sgl@Uaﬂsp@m@tgl otvajreoascp@nﬂkmlly, the
addi ng destinati on i nfor I’Tath ?L%I sender_ i nf orHa
paskehd anai@tiopaiit 26 spefifigsthaAessinatigpeaddress Sand the

dgglﬁgﬁgg?l{]qﬁl)ll‘tdhu%sgﬁ WAH F&feredred 86 AHEtABIe DD 5&%tored by

the terminal information storage unit 205 using the terminal ID of a

terminal apparatus to be controlled sent by the mobile terminal
device 130, and generates a response global packet by adding
destination information and sender information to the header part
and adding a control request command including the control
information to the data part.

The router 101 is a routing device for routing packet data on
the external and local networks, and the internet terminal 110 and
others inside the house are connected to the external network via
the router 101 in an integrated manner.

The router 101 is assigned with a unique global address by
the internet service provider (ISP) 140, and a global packet sent by
the router 101 is delivered to a router of such internet service
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The router 101 is a routing device for routing packet

data on the external and |ocal networks, and the
wonv@rmetst ermi nal 110 and others inside the ROUSR20a5/€11182

connected to the external network via the router 101

in an integrated manner. 30 The router 101 is assigned

Wi th a uni que gl obal address by the internet service

provider (1SP) 140, and a gl obal packet sent by the

prrovider. 10he $odal pueked isdhren sen¢rtoothewdrviert@ppatatus 200
servi CE 13 WO 20 4/ 023728 PCT/JP2003/011182
ag)@odes ‘rnatTﬂB P¥ehI &B@&qug t hen sent to the server

apparﬁé’%%@ﬁl F2rmitet 489fdPLN Y95 &G PRIGPBK seh@ing and
AR n

nobi |l e term nal device I's a device for sending an
receivinvg g deot infoimatiomuised bydmeajasemanuanrouhsnda location

otS|d | ocat i rermtel . 0 t he ;ho

to el Berah theddmi & 33 8Rdr8es gt home.
Ekﬁﬁ%l@tbpﬁoﬁtﬁol infoafiatibn él’fé?est-‘a](t@fe filcest¥okapat six” and

record a TV programstarting at seven". The nobj|e

“resiofidn@ TViepreeragn stariing abpsevenss rEkei m%@lle terminal

OHJIE% TSI, S5, B ' Feehbg RGmit SiEy the

inteeneentefrndmah 1her suchersororadradicathry tHeats@ mmbrder is
the like. The ser of the mobile term nal device 1

pry@ramnaedy nand ong #ENfpaMtAsthY e sensoL| @n % human
sé’ﬁ?{)ﬁta‘?ﬂj A& FRRUs control request information by

I ng connected to the server apparatus 15 200
ded| CEhedusert bé theomohbiper berrannal devidenal 30 specifies the

4R Sl SRRt L G PN E e af ] eheridnaehdd control

és*@‘ﬁﬁﬁoﬂf%t%"ﬁ &ify BOARectedNto itHEL@ered apparatus
ré’rg;lgner is conlggz?ééd tg the router 101 via LAN aﬂp

200 dﬁélcat@d ta thenteimede epesabiodt @f teuninal appar@ibses at
hgﬁ_ﬁrk is a secure protocol, an exanple of which is
ET. A uni que | ocal address is assi gned to the

i nt ernige interhealtetidinel 100 |rsoatteerrrﬂma| dppairates egpable of

termnal 110 is conprised of conmmu [ n|t
mM@nagHy eﬁaeymraﬁ FRRIEECRG 163 1 andy a*iﬂepﬁc home in an

irfatkd%hanner, and is connected to the router 101 via LAN and
the like. A communication protocol used on the home network is a
secure protocol, an example of which is ECHONET. A unique local
address is assigned to the internet terminal 110 by the router 101.

The internet terminal 110 is comprised of a communication
unit 111, an encryption processing unit 112, a packet generation
unit 113, a polling information storage unit 114, a polling interval
adjustment unit 115, and a control unit 116.

The communication unit 111 sends a local packet generated
by the packet generation unit 113 and receives a response local
packet from server apparatus 200. In the present invention, the
communication unit 111 is characterized by that it sends a local
packet to the router 101 periodically according to a constant.polling
interval detected by the polling interval adjustment unit 115.
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25 unit 113, a polling information storage unit 114, a

polling interval adjustnent unit 115, and a control
wanoa4/02388 The comuni cation unit 111 sends a PoOTAP2003/011182

packet generated by the packet generation unit 113

and receives a response |ocal packet from server

apparatus 200. In the present invention, the 30

comuni cation unit 111 is characterized by that it

send¥ha eAEAYptivac bedbcesesire umibtier2 Hicnyptsalilcadl packet to
accor di ng to a constant pollin i nt erval det ?ct ed b¥
be seN§oPHE RN N BEVEPLSE HEECRE uqﬁquri%e logal\jgacket. Note

th%@otﬁé)%?l‘\@%%@m id;%)(t%i/s%él%lg Afsy éé’sf‘ DES and the like

rocessi ng- uni encr ts a oca pac
fosem’ccnnytptlanﬂ adeim yhescase afetlve @naypdicn pm@ssmg unit 202

ehs% Not e that tgeq ncryption processing unit 112
of he Sever R aratys for encryption, as in the
caseTofe té‘@cl@@ﬂd@hb?ﬁtn@rﬁ’ﬁ?ﬁﬁ:' A9 3IngendP3ted af l6d@l packet

server apparat us” 200. packet generation unit 113
cogmstmge@fathacfma@atmrt sdeadswitg addresshsd@smation and

R B S AP R, B Ene o

pahté’ddééfmwﬂdaﬁa Wiidh d8taarssydnge mteeeabasevhml’ea\ralsponse
at which a response 10 is made by the server

ISdE\@éi%thYsthécﬁeW pEPEIAEUS 4 @Prat i on storage unit
114 h‘?‘]léjﬁrcl)'ﬂh |‘F\rf HPAtI{)P st%'?gﬁ’e%"ﬁnggﬂg%gldﬁhe terminal ID

i den er net term
ammttﬂe\/plasawm ﬁentldenrttfymﬁ e enterraebbernmgal 110

Sent e thitng sBrup! RaflHERent: fgit o LELARRE Ypolting

k&880 a%uwm%hwy ‘FBcéhebéék’éi?rsl'ﬂéll el ﬁér*d&ﬁcally sent to the

corresponding relationship t e, and sends the
roddiesct @d, refeiring umadwlalungopenedc@uﬁm wahichnthgreuter 101

h I [ . i ,
s TR YnAe o 5P Baoib ARd U e detectea
pSINETd iheenky tdeheses nusiurt cabion Zmltmloue term nal
device 130 from an outside | ocation,

cont erneM@élurgtbyléerrﬂﬁweﬁhéreamtﬁa ‘PH%%'? ﬂ&%oﬂ’e local
pﬁglﬁ @Eﬁﬁ{nlgg ot I GHhenaHens @édfh@ rbyﬁ%h%‘)%éf using the

|ng to the cont ro comman

mdmlelctedmlmalmaeﬂ/meatmmhéknm an outside location, and performs
control processing by sending the control information to a target
home appliance such as the rice cooker 104 and others according to
the control command included in the local packet.

In Fig.2, home appliances connected to the internet terminal
110 include the air conditioner 103, the rice cooker 104, and the
DVD-video recorder 105, which shall be connected to the internet
terminal 110 in the first embodiment. However, these home
appliances may also be connected directly to a wireless network, an
electric wire, LAN and other networks.

The home appliance 103 and others has a communication unit
103a and an appliance control unit 103b. The communication unit

103a is a processing unit for sending and receiving control
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In Fig.2, hone appliances connected to the internet
t er m nal 25 110 include the air conditioner 103, the

woizel/esnker 104, and the DVD-video recorder 2OT/JP2003/011182

whi ch shall be connected to the internet termnal 110
in the first enbodi nent. However, these hone
appl i ances may al so be connected directly to a

w reless network, an electric wire, LAN and ot her

inf&tatien t6%ﬁ’@¢r@ﬁﬂthéﬂﬂimm¢®rﬂma Pﬁld)fdﬂ'i”emtétaﬁetatermlnal

conmuni cation unit 103a and (2 Sp Ilance control unit d
113b T henapadianee cantsal wit 143Barqceiyes, aLithpd comman

r9 iy 6oL 190, YpBReasinging Roriappliance 103.

An lee<ampﬂeaiomlmoﬂ cdré no&ndhiss ?‘ataartntiuetrmmmkellam ten.”

comRKL, b SXAIBNAR LR T BRA e PIBCaRMTa i Ry by the

us‘.é?ewh%'FP éHH'lhger%th?ol ré@uéé@'ﬂ%m 8AN Giedi deawraitioh S/ia the

tart t eric cooker at ten. Next, an expl anati on
mobll@ termonat Hevice dsir e Fntﬂu,amtdwwerw@r apRaraen 200, the

di tral I
cqtRBU At 8 it 20 et ViR Thel [ ghrD) FREUER thRd the
cARROI akE§uel?. proress? Mﬁntlmurgdné@tetseczel ¥emme 2 by
the control request, and the contraol

ingospesating @hicomoaagdnang: data Hpaefor &PFMO"'”Q the home
aé;ﬂ@ghgﬁe% ngntao ‘;]age@%gof’"}gq%ﬁ U8 Rtifaiid w09 riel H%ga part

ppl | nto a con roI request comman
8@29 armdapdasespuﬂto g8h2 ematypdssesprocessirtg: unit 202. The

LR B S S i 08 PRS2 ape vocer
g@ﬁ@ﬁéeﬁbhoﬁrﬂf”ioéoéeﬁ@ﬁﬁfé&eé @éﬁﬁ@@é‘g_goﬂialbpbcket and the

and 57conmmuni cati on unit 1 sends th
ccgmnuaueaitlglrbumt 2R kesendstihe genemtedoglohakipagket to the

B gé rnet termnal 110, the comunication unit 111
re *a response | ocal packet, and the encryption

processkfginUié ihtérdeertargirmldat®, ptié¢ édmunrtibation unit
response Tocal packet, and 20 sends the result

11 herassivesi a (asponse loga! Rafkebl AR tthQ@@Cr)ﬁBS%ﬂthrocessmg
bgtf}‘i% @éﬁl‘ybf%'éeahtgﬁigcngocaﬁf tRe %h@etlﬁﬁaﬁﬁta%ket and

€ resp packet, and send
sepdsriie cesmtant do the control unlt 116. The control unit 116

obtains the control request command 809 included in the data part
802 of the response local packet, and sends a control command to
the home appliance 103 via the home network, when such control
request command 809 is intended for the home appliance 103.

The appliance control unit 103b of the home appliance 103
receives the control command, and controls the home appliance 103
according to the contents of the control command.

Fig.3 is a sequence diagram showing packet data being sent
and received by the internet terminal 110 according to the first
embodiment. Note that in the first embodiment, packet data is
referred to differently as a local packet 301, a global packet 302, a
response global packet 303 and a response local packet 304,
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the hone appliance 103 via the hone network, when such

control request conmand 809 is intended for the hone
wappi4ioasee 103. 25 The appliance control unit 2OBUPIN3/011182

the hone appliance 103 receives the control command,

and controls the honme appliance 103 according to the

contents of the control command. Fig.3 is a sequence

di agram showi ng packet data being sent and received

degyem@mg irefvteick semidiag pidcess sudimgatokeatheata ristin.
o enbodj nent. te that inthe firs

enmbqdi nent .
packdhestacali Racket 3% whighrisesrenk [’l&prgst(?‘he |||a€ec‘||‘net terminal
[opa t : I i
1585 nhurt; lobals RSElua G e fREAerEheRRly includes
a destimisya s dirdsR20 aestinatip dppehoumgbern, atsestder’s address,

di h ket, d i s.n. _The.l. I
o AR G Ao REC KR, AR e e LR By s date.
FulrkP &lr0 theskpidears Htd réss TRdRIdes athd hechpareadeess of the
whi ch includes a destination address, a destination

inpernehurareninal deklerand atlie edestimatienaadetsgss npides the

oIB I iE, a8Rfts%s hREEasanbet aptHiEtystgbBie®) ool | o
addr g9fe aflob¥ patketnsin2 dsnseat frbdn thd tdeter 101 to the

desti nation address includes the | obal 1P, address of,
seersapparabippad@P us Tgm.senfbegﬁ dress ead 339 sgnder’s port
I; r out 1 0 V.
et HLIAET Y' G, Glob ) PARkSR 07 Yire AMANEIEG by the
routaret Oiindhboed glohdle agldress padkete 302theerewtrierk@ly. The

sqngens aBdreshonaudas tBedyfial BEAARRLS o Bpbordiiter 101
an‘ég ardresstiphtidie dPdiess 1AEludad e glephl e ixidress of the

dress 1 ncludes the global | P address of the 15
seprarcnpa@ratusud0000. The response gl obal packet 303

is's fr S I rat 0oQ t t
101" e EERRONS e YiBay BARRER. 3H2 U (At b fhe server
a%ﬁd?@_ﬁﬁs dézwbtttoﬁ thgr t?awfgaropfad%dmdﬂngtgm degéspomse interval.
escri pe as e esti n | ON a res an t he
Thesolehal Addoess @@dnﬁﬁﬁelp.or’?hguﬂésﬁlingfe ‘H‘b%a'l’mb‘éﬁ:rkét()l are

d38ribadoener ahed dusti RSt #4drds and the destination port
number.

The response local packet 304 is generated by the router 101,
which has received the response global packet, by converting the
destination address from the global address and the port number of
the router 101 into the local address and the port number of the
internet terminal 110 with reference to the corresponding
relationship table.

The internet terminal 110 is characterized by that it
periodically sends a local packet to the router 101 at every polling
interval when detecting an interval during which the router 101
holds the table that lists a relationship between local and global
addresses.

Under UDP, the router 101 stores a communication status
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whi ch has received the response gl obal packet, by

converting the destination address fromthe gl oba
wadai@zs2and the port nunmber of the router 10BCTAPZNO3/011182

the | ocal address and the port nunber of the 25

internet termnal 110 wth reference to the

corresponding relationship table. The internet

termnal 110 is characterized by that it periodically
betovetsn ahleog Bl b plaa ket | doa |t desdut Eie totraspeveling relationship

1 t | wh |
cFOPha (SR 1DE TSRS O ase 1| AbPeSlNat a [ egponding

re[ﬁﬁh‘sﬁ@%@%ﬁ@@f@?ﬁe'I%%%'I AGrH OB} d tALdGeS58F address in a

router 101 stores a conmnuni Cati on
losa hpasket]s‘enmmbbe/r@mezsl@Ed’lS@QD@SIﬂ’SlaLfIQZ abolgisrg period.

t&s?m‘?ﬁé‘én%'“ﬁv's‘é BrohOFerfeahoorh SRt terminal 110

Irolaxckeﬁt FStd %%w@wﬂpolrﬁbahtewbl Wlﬁehﬂﬁeghbh&r than the
Ioca address and the obal address in a

hqldéirgtpedind,ta qqrgesa@mlngouetﬁts@agam sb%ﬁvv@enathe local and

ol APELLRE o 51 o518 8 A AP BprhAH Beionshin

tadlerof pleélriowtdrnt elyvalNebe chatstisddralding haerlbluled uring which

nré?'egﬁg%g@ﬁe”ﬁg'lgg@ggbrre a04bda eI atipR b e B eRR the local
dj h 0

adf}g'ee% ﬁ@ﬁ@ bméﬁg@ r%%%pts?laogéréﬂdaﬁpnge&hnftlcrd?iflﬂﬁe starting

frocmtwhel‘mthmll‘d)sutercdﬂlesrm&ivag keeatooals mackas wdbh or the

he | |
resBanss Hobarbaeket BNg FsoiRc S theS Hhibbreshy ' "
r eCGA&@ér(‘Ji’?@WO‘F@is B@%%ﬂile’ﬂﬂﬂr e ﬁ'bateFQ@PmS%lwmlconvert

packet 303 tinme (e.g. 3 mnutes). Accardingly,
frosn pogdpbaé adﬂra%elmmtaeloqajladdrasaaybecéﬁwrrtatloasaddl‘ess

SH 38 A A I 3y e con

@@t pakigtcB08ethat ih bl destar obntrdqmuepacﬂrem 1b® server

i ncludes a I t h
aaagaamsz@@o SNl Bisag0 Bonbe: BV S WEaNfafR the internet

BRI FLOlo JEAIIE Lo b cont o2 20, e
wher dMeanwhile, under the present circumstances, in a case where
an always-on connection of ADSL, optical fiber and the like is
temporarily broken by the user who has turned off the power of the
router 101, for example, the internet service provider dynamically
assigns a different global address to the router 101 again.
Accordingly, there arises a problem that it is impossible to obtain
such newly assigned global address of the router 101 even when the
user tries to access the internet terminal 110 from the mobile
terminal device 130 for control information.
In the present invention, however, since the internet terminal
110 periodically sends, to the server apparatus 200, packet data
including the terminal ID, the sender’s address, and the sender’s

port number and the like, it is possible for the terminal information
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an al ways-on connection of ADSL, optical fiber and the

like is tenporarily broken by the user who has turned
wofbostopg72power of the router 101, for exanpl ePCTiR2003/011182

i nternet service provider dynam cally assigns a

different global address to the router 101 again. 25

Accordingly, there arises a problemthat it is

i npossi ble to obtain such newy assigned gl oba
st easnitf 20B8e othtllrtearsel'Okreappawbams t2@0 whdéchtreesivies such

packeh Gatacb0; S Esbhecta bign20ba listidedie iatest tagminal 1D,
de?'tﬁ?‘éatnbp' Qéﬁpé‘[ﬁ%”&m’i‘ tﬁﬂ‘@%&ﬁ:h@uhﬁ@f Beld the like.

erm na peri o |ca to the server
appal hevef@os, |m|ascpessd:aeafon tot seirngraepa eat$ 200 b know

thg JateRe aipka) 3AdrER ol Uhe BRYESERY By, OfcEKMYTRAE terminal
1D HfOERBL iRferndS tAkh7it/ 923739 %F/dcﬁiﬂ%léﬂll%ls enables

storage unit 205 of the server apparatus 200 whi
conécel veforsuakiomavkichdaas, beenssent from the: m@bda terminal

odyGELRE S L Yo, 5 2 e ERBIRE AISEES0 to b

cointrbHedogt v at frequibn g ¢heeuseppa walusyzmt taoslolemal Setting

the | atest gl obal address f th t 10
tasKe vty AN R AHTRIEN Ghodial 30d 31 55T aRBChE therouter

1dV£iJg.ﬁe ¢8n4 rt%%%raﬁ'éis%ﬁﬂéac‘%l%ﬁcﬁﬁ ) alWé?éﬂghi &Mhnection.

has been sent” fromthe ile termna evi ce
of t Fegubds, atflobechsrit showing itheeoperatingr procediore to be

0 be ontroll ed th
foligwed s S0t Eie s dhtPHICE o tebEiaL, 8 dnBrERFding F8 the first
erﬁb%*&ﬁhé‘ﬁ’ﬁ“@xﬁ’ﬁehss@?ﬁdlﬁ@e‘jat%I:BF-‘ paeket tbOJtHhJeert@r 101
enmporary di sconnection of an always-on connectl on.

ngdmaléy a Fiovchse digamehowingeanexympecdata structure

& dhea; PR B0 gk HeRREEY S M S nRe Bl 110
adc‘brfdhﬁgrt-’dﬂtﬁé ﬂl@slt ethbpdinmhcal |ly. Fig.5 is a diagram
showi_ng an exanp yng data, structure of .a

200" Tt mRIBd tynfarnantan or et 1ith Mol fafmnal IDs
aﬁc?onEsw'orﬂIs ﬁaﬁﬁgﬁg backi® g%'r\'ér%ldﬁf@ﬁffatl'1®qgenerates a

rage termn asswor

frami t(te peckeferyedetatasn frmime 113hgeréna teg)dncorporating a
terminal ID and a password obtained from the polling information
storage unit 114.

Fig.5 shows an example of the frame 1 included in the local
packet 500. The frame 1, which is information included in the data
part 502, includes the following data: a terminal ID 507 for
identifying the internet terminal 110; a random value 508 which is a
random number; a digest value 509 outputted by inputting the
terminal ID 507, a local port number 510, the password, and the
random value 508 into a specified function; the local port number
510 which the internet terminal 110 can use; and a polling interval
511 at which the internet terminal 110 sends a local packet

periodically. As the above specified function, MD5 which is a hush
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20 frame (to be referred to as "frame 1" hereinafter)

incorporating a termnal ID and a password obt ai ned
wonewokms pol | i ng informati on storage unit 112CTEPEOH011182

shows an exanple of the frame 1 included in the |ocal

packet 500. The frame 1, which is information included

in the data 25 part 502, includes the foll ow ng data:

atermnal 1D 507 for identifying the internet

fuh@ﬁgim@anlg@ usedf;lrfldmexahnﬂeSOS which is a random
For nieinto1 Eh€ooncay pHon Rracesaingonnitd 1 Zhabtaths e local
pARESD T HiR, peaRdunbs AP ko 1358 Enepts the

fraMermeantdepmssels tLhé ozsuliaat tndhe gomhimgnicatéenaunit 111
h th rnet termnal ,110 send
(simd YES mid dnd YR 3T SAfp I EnR Bt o, igfhad here.

THER oMAhtlini éat%ﬁ%ﬁlt 119 H@d%o%/ 823 28me 1 which is the data

PCT/ JP2003/ 011182 functi on cah be used, for exanp
panx5 021 lacheadeymadns Bl dhwisingudsista ﬂ@tmaauomadﬁléess 503,

o 0EBlneRIEH horlhHEARY SORCHCLGRAR AR AL (3052 and

seri®e £FeMMGHC ahiiaTh&ni 5061 énﬂ%hdsDEﬁeantbdme |j>adxleet 500
is an_exanpl e encryption netho

cariatning fheheadar part adk an Fl Sﬁt%r@&t wAZcHe ithe router
16fe data part 502, a header part 501 that includes a
destinati on address 503, a destination port nunber

SOfrb Ia sleedecab pacdxkreisSOBO&headeshmaie«nueaddrw 503 includes
nu

|
thEorRafFeRy PhothEadervEh, APRSTaLHE SHD adhe (destipgsion port
ad&’réé‘SeSrGMﬁélg tla partt ﬁ@nﬁBéﬁ'wlﬁM@ﬁewvém@p?ﬁratus 200

destination a ss 503 includes the address of e
caser use, atipar sender,addresie stV hainchidrs tthegaddsgss of the

in3gign ek Yetfied P9 BTbP LGHr5oBoBORUFRERRERE E udes 2

peadnesaber whech iistequntalesitricizhelldtalaport hember 510, and
sender's port nunber 506 incl udes ort nunber which

the dajai parterﬁoa onehedes the saﬁfvaaﬁﬁﬁam land the
dat a pRs oot ARAHGER (AR €147 ¥Bt&HhS ERESDH dling interval from

the polling interval adjustment unit 115, and judges whether the
local packet 500 is actually sent at such polling interval or not
(S402). When the result of the judgment shows that it is such
polling interval (Y in S402), the communication unit 111 sends the
local packet 500 to the router 101 (S403), whereas it obtains a
polling interval when the result of the judgment shows that it is
shorter than such polling interval (N in S402). Note that the
internet te‘rminal 110 performs processing for receiving the
response global packet after sending the local packet 500. A
detailed explanation of this receiving process is given later.

Fig.6 is a reference diagram showing a corresponding
relationship table 600 held by the router 101 according to the first
embodiment. The corresponding relationship table 600 lists, in a
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The conmuni cation unit 111 obtains the polling

interval from 20 the polling interval adjustnent unit
wa2604/025md8 ] udges whet her the |ocal packet 500PC$/JP2003/011182

actually sent at such polling interval or not (S402).

When the result of the judgnment shows that it is such

polling interval (Y in S402), the communication unit

111 sends the |ocal packet 500 to the router 101

pe(nSé@@maMﬂﬁn?aﬁ)datl @l@tdme’ssea %n@obldrhgnlumbeval ofhéhe local

the result of th tht horte
nQ'}Y&Wléugﬁj%o?PFlng hen gﬁé H%V'\%SM%ZB IP\IB?te '%‘H&irb?rﬁe of the

e*fétrﬁrarfeﬁef\ﬁﬁpkrﬁh ell0 perfor”B processing for

receiving t résponse gl obal packet after sending
t he IAataexmlmiednoﬁcx@ given eoficos engid anpro ces sin g ipiesformed

bY g dael A0a M RRBaTFECl1Bar e dn g acket 500 from the
m“c@lrﬁét %?mll?natl albi(? £ dorhvieing he inBeteyldPal packet so as to

according to the first enbodinént. The correspondin
serd &hedmulpanarsoetr@servgt 8p piataius- 200w Woen peegpsng the

1okl BRGRALr 0B tnE- rBERer REE. s e TRba agiet b

cﬂWéﬂﬁﬁgaﬁWb pehiderwrhdidrest 506 inektdeddh tﬂmmal packet 500
de. An exp|anation is gl ven of conversi 8n||? rocess

quds@r fhenglobal mddness ot Ehetautpent O1can m&vert%g the
seget sp;?&}‘teﬁ%lﬁ%# 598 fl"n‘ﬁudéﬂ fh RRE |b‘%%mﬁé%kéét190@rlﬁto a port

convert ket so as'to
nopshet armhlcth) dare Imrree:lempdabyt tise 200utemd® Ir acidhving aim of

mkong SaceERait diss epl; HhS: aiouah afalessrdad sepds the
agg'ratﬂ@ai |6bta‘l%é@|@é\t taaﬂ@tse?%rlﬁppawmg@cm obal

ress of the router 101 and by convertin he .
senddfosepuer, ntheerrosderi nkd Ldextoirgss hén| gacregponding

SRR, oG FolOFRTR e BT ATAPUAIE g e
séh@ed!sobadrtagdneiser ofmeheaeitternke taenémal dd @lawdlthe global

packet to the server appar 200, 15 re .
adeue§$ arnsl thegp et nHMbRE O?J#\%EBHF@T @éf)t\ét lsngﬁf’ﬁmatlon-

5 R ISl DR b
séheegl apphratus 200 according to the first embodlment when
receiving the global packet from the router 101 and sending back a
response global packet to the router 101.

First, the communication unit 201 of the server apparatus 200
receives the global packet from the router 101, and passes it to the
encryption processing unit 202.

Next, the encryption processing unit 202 decrypts the data
part 502 included in the global packet, and sends the resultant to
the terminal information storage unit 205 (S701). Then, the
terminal information storage unit 205 performs authentication on
the received global packet. In this authentication processing, the
terminal information storage unit 205: (i) obtains the terminal ID

507, the random value 508, the digest value 509, and the local port
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address and the port nunber of the router 101 as table
information. Fig.7 is a flowhart show ng the
wonrowwdsme foll owed by the 20 server apparat usC2082003/011182
according to the first enbodi nent when receiving the
gl obal packet fromthe router 101 and sendi ng back a
response gl obal packet to the router 101. First, the
communi cation unit 201 of the server apparatus 200
nurabairv&sl @ heajuded ipathet diatanpaire 562t ef iilpisearches for a

paARBH 014 O REPARIIBE B SR SRR BN 1D e il bidetaranines a
va‘iﬂ%abyﬁﬂgh Fi@fﬁ i‘?Pc'o“Qefﬁri |6H%<ﬁ:‘5|‘&%¢én9%kﬁie o#tdused by the
sends’ t res

tant fo eter i nf or mat i on
pasak&tag;enﬂﬂatlanSu(rL‘BVO]lJS Tthee, tarmmainaledR 07, the local port

5T B DR85S RAE P DT csberana v

co@ﬁb%%@bl @7 it hoRRSE vl u et Reth tReNtNpé st vbmevsa)gr(smm
storage unit 205: ( i ) obtains the termnal ID

t he Mihesmthe wudumtication dadted a(Nieins09702nd Hh@ termmal

G A S HESRELN Bobat pace

whepeabewhen ahepasathedticati@spsodcegdea t (¢ irr G§76G2), t

ID507 (111) determnes a val i hput t t .
ter Tl QI a BN Stesagse WHE d0Sd aBEdiHe ond ;f“nf"or%atnon

m%ﬁ'ﬂ?frﬁd t‘Pi:%‘EBhg‘ullé%?l’ %[5 h@o?erﬂﬁéﬁedd%ﬁ?adﬂpésé 03?@‘5 and the

aséword,” and the random val Ue
sei%er anqbo(ntv)add:mqmrﬁ%t Hachededniinedheal globalt padiet, and

agafFates Andhsrps thenanie, sprar 1 ior Ay S Ltayeed set of

lnlfal'ha?t@én%ttwwﬁ nta‘]GInﬂ“Gﬁmaﬁéng(SﬂD@B) packet, whereas
he aut hentication succeeded (Y in S702£ the 10

termﬁtmthlemm)@f@,t|Hiﬁstﬁfﬁ'géaunllﬂfma§tﬁ%l 0Eag@t unit 205

ob BT bR PRSI 53§ T8 P HE B8 gagker, and

p@§bes Nt koddik iraspbesy nhmrvedddjustanent gartierz0@s &rom such

storesthet bLe 205 with the abov bt t. of
POWS rRtENhas Ly nERGI TERPOISE: 1 BRE G0 iugsment Sinit 203

OEREINRIER SrptPers e i gRrne i BreERetc) domich -
resmiese global packet, which is a response to the global packet,
should be sent back (S704).

Subsequently, the control request processing unit 204 detects
whether or not a control request to control the internet terminal 110
has been received from the mobile terminal device 130 during the
above determined response send interval after the global packet
was received (5705).

When judging that there is a control request (Y in S705), the
control request processing unit 204 stores the contents of the
control request in a control request command to be incorporated
into the response global packet (S706). Meanwhile, when no
control request occurs during the response send interval (N in S705),

the control request processing unit 204 stores, in the control
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passes it to the response interval adjustnment unit

203. Fromsuch polling interval 511, the response
wonow@roezd2s adj ust nent unit 203 deterni nes a r eBOOAB®O3/011182

send interval which is an interval at which a 20

response gl obal packet, which is a response to the

gl obal packet, should be sent back (S704).

Subsequently, the control request processing unit 204

redefesstt sonwineiriey dertaniidizatimg riflatr Huyeestist vocoontrl request
t he internet ermnal 110 as been r.ecei

f ”
(S 1e 98PRIALES d&i t@raso &ar iR trﬁ’geﬁ'ée‘ib%eraosm igme 2

nEPSRENES BTG e g gppacket, anc
ntn

passes tobo thie eaquyptiarypracessB)g umié 2@2nt Mbote shakssince it

it 204 t th
SO BRE: DEQRRSHEY: PR NEoRETSP! r ARABLETHSna0 (0, §end, to the
m't@Pﬁé@Qé?ﬁﬁﬁﬁq 1ot meéﬁ%Wﬁﬁﬁcﬂtn@thE@Qh@e is no control
(S706). Meanwhil e, when no control request occurs

ramuestgi/\th@ thepuses alhaeimodiletermingl slewice 1t3|Qemakes no

R G P B, GHRTELSS TR SRR ST b kv

amwegpodg%glmwhck@ttmalyf beesent bagik oahy rvohgn a control
reques erates a rane to er rre to
regiIest !aﬁrée?t Fron STHRB D} 16 BRHBINAL SRYBESL B30T nto  he

resp gy aeAtIpacHss . c%?ﬂ£8£a§%%§1é§tha?r65655|ng unlt 204

encryp |on proces'3| ng unit since Tt
piepaices theefraang 2 ovhidle ueetu/daes abpacantugolzmnueséemnmand

i ermiert IPLARY iR BT S BGRTR tehEn g dBreghef fgrminal
1100t ebéeééThﬂﬂillé’@Vw?Oﬂ;?O AVl echeé P a cledt 1 néﬁzmi@ﬁtumt 206
to control home appliance, S707 may be s

ganesrmse r@wmmsq)aqip@talnﬁycls@ts@ﬂsmwg cﬁﬂp ;!ih@hbﬁaélel’ part
ofRERIygR EFRLSRESYRAT RO P R and. port
nenvsess, agdusf théQﬂataJpamarthatuhellﬂdemthé fidmolke 2. Note that
Ful,q?%' HeSisboes i By et o R Sl B ob e pfsbal Backet.
Afd trfo%gbﬂlgt)ggf]cgrtﬂ;t%gls&fégj?shp oag,ggtﬁme tH%ClSBbrﬁﬁﬁﬂj 3thed of the
an'ooendihlogeofl&)Betch&NI?érlsgiaﬁescrlbed in the control command.

The encryption processing unit 202 obtains the response
global packet generated by the packet generation unit 206 and
encrypts its data part, and the communication unit 201 sends the
encrypted response global packet to the router 101 and terminates
a series of processing (5709).

Fig.8 is a diagram showing an example data structure of a
response global packet 800 generated by the server apparatus 200
according to the first embodiment.

The frame 2, which is prepared by the control request
processing unit 204, is contained in a data part 802, and includes: a
terminal ID 807 of the internet terminal 110 to be controlled; a port

number 808 which includes the local port number 510 included in
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that includes the destination and sender's addresses

and port nunbers, and of the data part that includes
woOheosizzare 2. Note that Fig.8 illustrates thepdatp2003/011182

structure of such response gl obal packet. Also note

that information such as "turn the operating state of

the 20 air conditioner 103 to ON' is described in the

control comrand. The encryption processing unit 202

th@btd?éttas pdvt GPoosethal globalpadakegeradit adcoytrolke request
packe

copamand RO BrhatomldSs RO RN T8 Rds eadested from the
el . ks d
mBBFeY feHHinERRIAESH 30%q RAE Hitel Aok giiar 100% ang
a di Areafranevkrg passadrpl thelpackat generation anit 206 after

o ERESRE PSRy, PRSI ST, B8NS AGLRY AR 285 ten the
refgpmezgl%'a%éék@f G0 SHCVdie thenhead ereguests0BGnd the

ocessing unit 204, is contained in a data part 802,
datadpant |83R2ds genesatedal 1D 807 of the internet

t er m_nal tQ b ol | ed:. t

o A, BARSR, R FEANBY, e AT o o0 qenerated
refg?ﬁ%ﬁhé@ @F@E’aﬁ’%ﬁé@lﬁef@ﬂdﬁ&@ﬁé%@iﬂﬁt | utreatiatra urEt t2602 which

e oba ackKet;, and a contraQ { S .
thegy ?m%qtﬁmr@»ég Gheotabee S0mena 1tBaudsBY TAloRarNation
e iy b . )

stPRguTuhfy PRE yRF Eerfibal 1T7 of the Mg farinal 110 to be
camlirol 225 akt ethe Sebmingl &i vyipicid nbgtcines die §priminal ID 807

IrGLEHEA° 800 thaifrarsg ene atacebtaind BIR "EraRie" 1R, 807, e
d EXiha®ith byl dreeradsdands d@é’c‘iﬁbt&ﬁﬂ?bgt iPUIMbE8646 Then,

passes such generated response gl obal packet 800 to
thenheosomunicationruniti 2010addanseeh abtaingd exfargpagion to the

n€a 3L B, ' So8BEHA SRS ARYy S oaEmsbohgnerate such
rdspondelgldbditpadleet.controlled, i.e. the termnal 1D

?{‘Qﬁ&ﬁ%éﬂﬁ%é?ﬁ;&%&%l @lq%k?ggq?&dgﬂg ufejetgelsﬂntaq?on address
SQSZHEFQEIL?%”aaE’Q’rﬁﬁ?aIS%’dr%%g WhieRtisNed & QY1 oPN LadYPESS of the
router 101, the destination port number 804 includes a terminal port
number, a sender’s address 805 includes the address of the server
apparatus 200, and a sender’s port number 806 includes a port
number which the server apparatus 200 can use.

Next, an explanation is g.iven of the procedure followed by the
router 101 when receiving the response global packet form the
server apparatus 200, converting it into a response local packet, and
sending such response local packet to the internet terminal 110.

First, on the receipt of the response global packet from the
server apparatus 200, the router 101 converts the destination
address 803 included in the response global packet into the address
of the internet terminal 110, and converts the destination port
number 804 included in the response global packet into the port
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15 the conmunication unit 201 adds such obt ai ned

information to the header of the response gl oba
woacka3®e® as to generate such response gl obabPcpaeioes/on11182

In the response gl obal packet 800, the destination

address 803 includes a term nal address which is the

gl obal address of the 20 router 101, the destination

port nunber 804 includes a term nal port nunber, a

nwaabear ' of addeesint8phet ndewdendlhel BOdreith ofefdrence to the
server aratus, 200, and a sender's por

-oap 8
ConKarsies ta sv@ndqgﬁmra&ﬁﬁaqr@ﬁeogéﬁv'&ﬁaiw%&eﬂs bBen. the
use. a I j ' ' f

roftBr 301, R sy ey FReraRd Tpse 1908 packet to the
inteceetvitegmihal riekPonse gl obal packet formthe server

appar at us, 200, . converti it Jnt I

pack otethat ;Bﬁd?@%hﬂ_ﬁ%‘i% ﬁgeglpbggfoq’ﬁﬁq(@;a%ﬁjgstsh%nd the
pdrt GuATHef FtRE! ink&Pneli terimiril 110 BaectRe #fdréss and the

response gl obal packet fromthe server apparatus 200,
patienuoiber ofdthe savéer sl Q hstasedi imathercomersignetable, when

thits, WaS 80 Bral Atk eoP s Rotls GlaPaE katiet R aelfed during
a ¢estaitapepid PfttintelTbMe 80w Hile) whath ithet Abovespairsdoes not

gl obal packet into the port -24 2004/0237
alpeafyrexist/inlthe zonyaysioprtable qf\r?ﬁé‘? ﬁ@ﬂltﬁérﬁﬁthﬁf@SPOf‘se

gl‘gbﬁaﬂs%gé'gé?%%'f %gtagggttfggﬁg_rsi on table, and generates

onsé [oca n, the router 101 sends
such Rigreriat edfloesghast shovaingpdhietproceadise fatlowed by the

|nE§H1negﬂ@;l1%\?gagr t@bee@trﬁrjl:ac{rﬁiﬂspgstjttﬁ[ﬂrgﬁ;lstgfelrﬂpg)sdiﬁ"nent when
rédzetierﬁ@ttptefEgbpehsélrb@ndpaeﬁe@.ddress and the port

nunber” o outer 101 stored in the conversion
t abl dhevzommbaieatias bhifochl wakliefoprrac@iybngea response

LB acRBE Rl SHAE oIt SRR the loca
p%ﬁéﬁ?ﬁeﬁ?éezbgﬁggtmlg len;i Enttaﬁl IeI OL the router
o, dhiherh reEGneng thenpurhaneRel qralceagket i (i agypolling
intej:%,g\égll %\ﬁ{ ﬂ‘?\/\}qé?@rﬁ,ni‘hé%%n‘%‘ﬁﬁ?ﬁi‘@a‘i%ﬁ%ﬁﬂ? {#AStpasses such
response local packet to the encryption processing unit 112. The
encryption processing unit 112 decrypts the data part 802 of the
response local packet, and passes the resultant to the control unit
116. The control unit 116 then performs authentication by making
a judgment on whether the terminal ID 807 included in the data part
802 matches the terminal ID possessed by the internet terminal 110
and on whether the port number 808 matches the local port number
510 used when the frame 1 was generated (S903). When the
authentication failed (N in S903), the communication unit 111
returns to the wait state for receiving the response local packet.
When the authentication succeeded (Y in S903), the control
unit 116 obtains and reads out the control request command 809
included in the data part 802. And, when the contents of the
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recei ving the response |ocal packet. 15 The

communi cation unit 111 waits for receiving a response
woOaowlo2pasket during the polling interval, aftecT/Jr2003/011182

sendi ng the |l ocal packet to the router 101 (S901).

When receiving the response | ocal packet during the

polling interval (Y in S902), the conmunication unit

111 passes such 20 response |ocal packet to the

coﬁ'ﬁ%b’%q%ﬂf@?ﬁ??zaﬁgj 809 |h1;|2ﬁafrdé® “gvac Cppttiroh refquest” (N in
rocessi ng uni ecrypts the da art. 802 of the
SGQR4hokRe ¢arl0l paritel 10k TPHARERS Ehs RRIMIBA PERCESR:

cont bcﬂ tH| Bthé&%aJ{emﬂ?@ﬁrtWe ¢Bintehts dMER F@dﬁiﬁﬁﬁequest

aut henticatron a ] udgnent on whet
coermandl 809 8G7dnoactlesdéﬁheneth$s aammaot psq@est” and it is

infanABga ol 6onsra 101 vl et Retobrridabol 65T the home
ﬁpﬁ&ﬁ@é 08 laﬁglak Eolﬁke%’ﬁbf%nnéé@idrﬁ%ﬁ? esobhag, fhdmeontrol

was generate the authentication
urfisi 128 ¢ontnlsdde mteitnettoﬁamnlaai ilok0 @i theigonnected home

oG4S 03L DR Y8 S SERREISA T KBS B ESRATPR contro

relgi 08y mnk ¢ BT ¢590H) M—‘ﬁe&bﬁ‘ﬁf)h@ ofnthiseedstrmltrequest
the control request conmand 809 included in the data

ispatargdhe AHICORNREH OIS BbSEMAN of the -25 WO
20044\%& %&EEQTW@IQQF\/ Of'!&ﬂ‘ﬁ%u‘?ﬁ%fﬂin h‘?ﬁk'gslbl ‘H‘?H"@é‘@recewe

809 no con request
theorés pbnsailbcal packet daries tie podhmugvm@rma&c(ébm S@02), the

ol S i s HAE" 58 oL Bagessin for
chﬁ‘t‘é‘?ﬁhtq auen ?glﬁffomﬂéﬁme@sb%)conl:beléxaaume when the

Internet term or the honme appliance 103 an
palting iikéeovak danset iton 20r mingbes)as tite defawt, sush polling

'niégﬁé ﬁt@g%%qéhggﬁﬁlfgq EﬁQ\Q%rﬂ%% ﬁéQF?K%tégccor mutes, 18

mﬁﬁuté@ goningnt ehef rédpporoatioeal paqhestlscmn@hﬁécB%Assummg
(S9 An exanmpl e of this_ control

thadt tdae QoA piGaant kel 1t r%@éfﬁs ﬁkééﬁmolrée l@e packet

wE5, SHETHRAAD PRRe 93, JeBmehoipenteoLto, mipgtes, the
loica | I Ket lsmaent to the router 101 every 10 minutes from then on.
Note that the polling interval may be shortened to 10 minutes or
shorter, e.g. 9.5 minutes, in such a case

Also note that, in the internet terminal 110 according to the
first embodiment, the polling interval adjustment unit 115 may
check the table holding period of the router 101 which is connected
at the time of activation, instead of shortening the polling interval as
described above.

Fig.10 is a diagram showing the data structure of the local
packet data which is sent by the internet terminal 110 in order to
obtain the holding period during which the router 101 holds a
corresponding relationship between a local address and the global

address, when the internet terminal 110 is activated.
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polling interval adjustnent unit 115 perforns

processing for shortening such polling interval
wO030RAp37280r exanpl e, when the 15 pol ling i nterPealiP2083/011182

set to 20 mnutes as the default, such polling

interval is made shorter mnute by mnute (e.g. 19

mnutes, 18 mnutes...) until the response |ocal

packet is received. Assunmng that the communi cation

un: It F@&Jexmm?sthﬁéﬂ@ga@o%eaérat?n npatiket 1 3wbErthehinternet

pol ling interval has _been shortened to 10, nm nutes, t

terminghd 1) AKRETAES EAHT (9 CANP ISR, 2ENIEVING P different
' f t t to iing d

IBHASBL TGRS, (! 5006t 3083p0ht 109 desefgion por

nurhberdscludesuichasheader pan, rodéffenent sendees port number,

o R o178 e vt win
1-%5{1%\%5 GhResKintaviarbbetidd &t ngarer iipdepfalhhead ottt eresponse

_ ich is connected at the tine of activation, .
intertaldnche dedoin andatp PagtpolMher, thegammygication unit 111

seFERCEBR TR tRel ks AU RER AR SO EPOCL D fftus 200
Néteethat ehegle teng imterddls amdpdet nomiBdrobtrei justhexamples
i ng_period during which the router 1

hol d
an&ﬁth@ggfﬁfﬁ sgatdhg PErsenS ipMeRidANLIS Begﬂ“rgg@jistg them.

ncti CARE8 e EOEERoET Tt tipbRIE AR gE A opHl drfd local
RE o et e iy
casieRPRRAIRG Elatonram TahEe il petersed fubat futer 101,
thgoggrﬁé)%&mamgtﬁelé@ﬁdﬁwp P ered fowiseicH eelrtgied petiod of

_ eader part, a different sender's port nunber, 5 and
timayi babitis tpobeidelatedenttar the gertain maréed_ofstime.  Thus,

T4 At TR L, BRI paANEERRERYL e sent
baekt. Then, the communication unit 111 sends such

200, AdGsrgiDal, (e ccommUMicalPa cuat bott OfuLber nternet
gL 50/ MEEEGARTTS! prcebel pitarvacentt where it
hasreeepoadiregposisa gbolsal pabkete@orgespanding tobxtal packets
1001, 1002, and 1003, but it has not received a response global
packet corresponding to a local packet 1004, the polling interval
adjustment unit 115 judges that a corresponding relationship is
cached for “3 minutes” in the router 101, and sets a polling interval
of local packets to 3 minutes.

Fig.11 is a flowchart showing the procedure followed by the
internet terminal 110 according to the first embodiment when
obtaining the holing period during which the router 101 holds the
conversion table, so as to detect a polling interval at the time of
activation.

First, the packet generation unit 113 of the internet terminal

110 generates a plurality of local packets whose polling interval is

-27 -



10

15

20

25

30

addresses is usually cached for a certain period of

time in the corresponding relationship table 600
woaseE@eses by the router 101, the correspondi RQT/JP2003/011182

relationship is stored for such certain period of 15

time, but it is to be deleted after the certain period

of tinme. Thus, response packet data beyond the

hol di ng period shall not be sent back. Accordingly,
differesemfitovncatacin othér'slltieé eheryptiomeprodeggingalunit 112

eryIES, SUCh 4RI | eal PRSKBRSC AMhbAF GARIBLGICation unit
1EPIARRORAENG toth8GRuRACKBlS( é@% 11002, and 1003,

as not receive resp nse obal packet
cor r &pandting tonanlwnaatmkﬁmtlmcl/l, afhtheointerget terminal

140 FelSofer FESPerss It parkett Jrtu0ed; dhy jpdgegwhether
réngC dife W@éé?ba&%tsaﬁﬁvéebéeﬁ potéivid ioH ﬁb‘!aqq51 2630f When

al packets to 3 mnutes. Fig.11 is a flowc
tftﬂ]d‘@ﬁﬁgr‘lslﬁe|@€@beﬁﬁﬁ|@ﬁsohlaome@€t§ﬂtl’rQCGIVﬁﬂel(?ﬁetn 51103), the

o ThghTR, Tt AP35 PO 458 hbsponcing

s Do penads Sh outer 01 i, an ongest
Qlﬁ@QJé'gR%'qujeW@ﬁhlI@ﬁ {N regelye hgiﬁbgr ne? e
B i g eyt o peen

re?féTVéEZQISﬁ@lSl&DZh) f thee eimtefrnem tachinahdrl @ tameinates this

encr é){tl on processing unit 112 encrypts such
prgﬂe?ﬂe% P'8d | ocal packets, and the comunication unit

111 %@i‘%é&@ﬁé&loabtﬁé Otvﬁérln%@lné&tjé}lﬁ\lné\le)ﬂlo ta‘t‘tordlng to

communi cation unit 111 of the internet term nal 110
th@ftrstfemnbp@lsmmels cempsedeo§ themabing aw@rvlad@ébustment

o1 D81 BRERE: 05 BRGE e O/, PHRTIFER, M52 Bl 101

h&RE thec eovrersion ntadilE03nd tjhegemold ipujlmlgt iamtseﬂval at which
adj ustment unit 115 obt ai S a corres ﬂ .
oGl RAGREES BrRCIENEo e s off the L aTBIT UP Goon wait 111 that

séﬁag.é‘qg %gﬁ%%et beriRdiddls, idHE repledtddty fRthkepSuter 101

Feceive
according to such polling interval.

Accordingly, in an environment where the router 101 is
connected to an internet network at all times, since the router 101
can always possess a corresponding relationship table that lists a
relationship between global and local addresses and port numbers
even in the polling method, the server apparatus 200 generates a
global packet which includes the global address of the router 101
corresponding to its terminal ID and sends it to the router 101, and
consequently the router 101 can convert the global address into a
local address on the local network with reference to the conversion
table which it stores, even when the user in an outside location
sends a control request via the mobile terminal device 130.
Accordingly, it is possible to remotely control the home appliance
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Meanwhi | e, when the response | ocal packets have not

been received (N in S1103), the internet termnal 110
woenwmates this processing. As described abover/Jpives/o11182

internet termnal 110 according to 15 the first

enbodi nent is conprised of the polling interval

adjustnent wunit 115 that detects the hol ding period

during which the router 101 holds the conversion
10k ed attee jlikdgest shawld iingai manmel whichi satisfiesathe user’s

re%iﬁ#@el%%natr gg%%i%&gaapﬁgﬁg{g ,Sgg ﬁ%ﬂgb&gi‘,ﬁ%g rqistent by the
usePipaifblicbfid rl‘SciE’i‘étrPgLsmé tHO A6 B At é¥imiRaPdeVice 130 to
pol 1'I ccordi ng

ng I nterval. y, In an environment where
thehtargeit entelret terrabnakdidy atohame.nt er net network at

LTt i Sl th t 101
cor r WBERiS TOFEr atcondihg tebie il | BLe SR, Sinte there
is TR} AdeRNfdY mmwg%éﬂtﬂﬁ’%ﬂfo@ft%é esaterBYresisrptifadolling for
port nunbers 25 even in the polling nethod, the server
theppatdens itde pessilieedos agusehl thaametahy gperate a home

o AHEES 0, L8RP Rl i taflpeking  toe, nterner

teraniresl 1D acebrdingsequéhel presentoieentidoh dan the existing
convert the_global address into a .l ocal addreI

roter| 404 n&fwsy kthift Aree?BE JRMENHOPHES é?@_rRPe'?SéS& "mpking a
dr’gﬁfﬁén&gﬂ?ﬁ?g‘d\}erﬁbﬂ&eﬁ tﬁé%ﬁ‘@éﬁiéﬁ‘@e WFeftsi s @p

ation sends a contro request via t he
nobi IRed &rdinathdesameeridpparatasr2lBgisyncetitineeds to send a

i bl t el tral_th l,i -
& OibR, Bibalh TS tat0 s dern AT R AE Hy Jidpe to be
cOWRIdd dAHNAe elseraskessa dontwdereyuest from outside

requirement "by sending, in real tinme, control
homteusngothe gno bile taeminaédevicgnl 3@y ditds netsigcassary for

usi ' L pal. j 3 t t
erf e, Bt ot 13 B BRNHE Enfde i aBpaatag 200 about
thae cprebariicé tabdenpeedént icovendl orequeesice ashdserequired in a
need for king a,setting for the router by using the
coRYenfYrrmetiodouter, it is possible for a user to

{gggil\iﬁgﬁeg{?%hats?né‘ehﬂf@ %&ﬁ’ﬁ‘l | apeervaPHRRN st d@init 115 of
y connecting the internet termnal 110

thee dortdirngt t errhinal dsditdéteehs,i ah the thhimexefs@adtyvation, the
holding period during which the router 101 holds the conversion
table, it is possible to avoid a situation in which a user cannot make
a control request from an outside location because of the reason
that the corresponding relationship stored by the router 101
disappeared, as seen in a conventional case.

Furthermore, since even an existing router can hold a
relationship between destination and sender’s addresses in a UDP
packet for a certain period of time, there is no need for adding a new
functionality to a router, meaning that the present invention can be
embodied utilizing an existing router.

Also, it is possible for the server apparatus 200 to know the

latest global address of the router 101 by checking the terminal ID
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io router 101. Thus, the present invention is capable

of, making a dramatic inprovement in the convenience
wofhodse3uger. Regarding the server apparatus 2607T/JB200&/e11182

it needs to send a response global packet to a

term nal apparatus at hone to be controlled only when

a user nmakes a control request from outside 15 hone

using the nobile term nal device 130, it is not

of[tﬁfg.eg‘gtﬁéﬂgétotermh?ai ﬂtélaﬁom@tt)béaroﬁug@ll|etﬂ.0 Aacondingly, even in
\' a r
a gase wheare g d pfi‘gﬁ‘%éj-?g|ggai"‘g%%&@g,%réoa”ﬁaﬁ%féoa%e fouter 101

CORVE,
B30 SRy i SQYBRoF f 1}/28 10 KBinection, the
usfﬁe{daanaéeﬂdOccgi&’ijtmfoamahen;fnmnothednlo\bate diﬁrmlhl@I device

ol ding perio urin t

1o k0drd Bterniay termingCLidty e ephtaled Mt fRgding to

carP "8\11?5 g Hegdl §§ /Ay e a control request from an
ec

SI de atlon atise of the reason that the
cor r mmuhag it dsaalisonshingeivablel tlblyatttﬂbe resudk ofogontrolling

i sap e red en i

e PR B R BEE R s FOOHE BN 42303, fgording to

thieefi st @ﬁ%b@nﬁ%ﬁﬁ%@@lﬁ@té lﬁhélws’eﬂﬁdnebm@téﬁnmal device 130.
addresses in a Eacket for a certain peri

Examgplesh@fe SLHthoCﬂ@ ol diesadbi A ﬁea "Hener §|¢$€'|'19na?ft§he air
cofﬂ(;d@hc[)rg%{ Zl([]o é\'?éﬂ%&rﬂ@e@@”% %Peﬁ‘BtJv{?éf‘é‘é‘F bGBp‘P?'%o*Pﬁpletes

I ZI'ng an existing route
atpeent’bl €r|ﬁerpt‘dsleedareeofawadmgjsa200ntmlknesulmes explained
| at est gl obal address of the router 101 by checking
beleavternminal 1D -29 WO 2004/ 023728 PCT/ JP2003/ 011182

of tﬁglé '2{0‘?&?6‘ utrﬁi:rﬂi‘@' flﬂ’fﬁ)etlﬁt@?né@'ﬁél‘ﬁ’hh%‘ﬂ 110 obtalns the
rdi ngly

Acco even in case where a ferent gl oba
caichod s Lsesis SogERN G 8@@ imaiuded1il th@udatta Rart 802 of the

rasTaR elofin TRkt ornd) PREPIEY T "WtatPRE, teiminal 110
ac&srinally de\‘Wﬁén5a3t%Qnﬁmélle) betesmeiolleat s the ditcdmditioner

e control ed w thout needin carr t I
1@3t fohgamplenshe epatents pl theseSabialaeet Egimand 809

%%n ﬁé%%&gg%ﬂéﬁ:e'rﬁggl QE‘E%FE% 'i?:?tthtee!éll'i1 88hditiBner 103.

The appliance control unit 103b of the home appliance 103
controls the home appliance 103 according to the control request,
and sends data indicating the result of such control to the control
unit 116 of the internet terminal 110.

The control unit 116 of the internet terminal 110 passes, to
the encryption processing unit 112, a frame (to be referred to as
“frame 3” hereinafter) to be sent to the server apparatus 200 by
incorporating, into the frame 3, the data sent by the home appliance
103 indicating its control result or the control result of the internet
terminal 110.

The encryption processing unit 112 encrypts the frame 3, and
passes the resultant to the communication unit 111. The
communication unit 111 generates a local packet to be sent to the
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the first enbodinent is sent to the user's nobile

term nal device 130. 1o Exanples of such control
woesuloe3@ase "tinmer setting of the air conditi eaegPinsmi1182

seven conpl eted" and "hot-water supply conpletes at

ten". The procedure of sending a control result is

expl ained below. The control unit 116 of the internet

term nal 110 obtains the 15 control request command

seB08ridsp deeel s ROoMandat mapranér 8Riivhlent tor Hspomse explained
| ocal packet, and controls the intern termnal 110

abgutor @l ISEN GRS 0 1 i 1o tero 10d o 1 suchs 19kl packet

ingfoLLqég'EI‘Qtta' H{‘&fcagglﬁ'trlfdé)gf;gﬁé%ﬁp@suitt‘e contents of the

Fol” request I's sent to the zyopl i ance
cont Thle woutet0Bdlotonherts thehdcal @ddreass dexrriped in the

reghhyed) aale Rasketaapte ano0'qhal HABFERs sRtpHERCEheRY in the
cogféggghdggg%%tiom pSEdBie deba drisealdsitné igobas packet to

trol to the control "unit 116 of the
thienserver appaiatals 200. vilmdheomtesnainnetwoskot 20ne

i nt t ' I . i .

roc BBk 5Bk A8BaPARIE 20D 4P, LOBARRTERHAN unit 201
recein8® the gﬂbbiamqfa@l{ét eritebypetite troutke S@Lvand passes it to

apparatus Z200 by incorpqgrating, intq the frane

th@eachéntiowylpm@eﬁ%m U foewhien thedy d8Cry t ke frame 3
inf@f%ﬁ-ﬁég[ﬁ%@_dlg@%{.ﬁ%l@éhﬂ! pA§SES khef rddifith Hitﬁt?;‘gie control

e encryption proceSS|nﬁ uni _
reguestppsotessinaumis,2@hd Tiessethewntyolinesniestopraeessing

ué&%%{%@gﬁag ié ﬁ%é}nﬁﬁ%agﬁ%ﬁﬁg %@Bhﬁcﬂ Pé‘%;ﬁ)lt\ll#the home
a%&ﬁéh%%@g e @%Q%Wrﬁl%é%%gﬁ?lﬁé%blﬂﬁgﬂ?ébu& 8PBhiennternet

manner equi val ent to the one expl ai ne above, and
tevenirsali t110,t 8o r @st eto 1@btainustheueentsehl rgabiklet and the

cOBEhUFTERBLE {1, 584 e SO e sy i g mobil
A deyidecEo pash el srles ofharmsand e berto g

SendNot thRSHNE paIRB MFervAL asghstmiepbarit dd psfortens a
pSlithd RtLAVET BEtwWARINY fod#Opacket is sent by the minute in the
explanation of the present invention, but a polling interval does not
necessarily have to be shortened by the minute, and therefore that
it may vary depending on the implementation of the internet
terminal 110.

(Second Embodiment)

Referring to Fig.12, an explanation is given of a second
embodiment of the communication system according to the present
invention.

Fig.12 is a functional block diagram showing a portal server
1201, the server apparatus 200 and the internet terminal 110
according to the second embodiment. In the communication
system according to the second embodiment, the portal server 1201
is newly added to the configuration of the communication system
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In the server apparatus 200, the conmmunication unit

201 receives the gl obal packet sent by the router 101
wanw4pasres it to 10 the encryption processi ngCuaP1003/011182

202, which then decrypts the frane 3 in the received

gl obal packet and passes the resultant to the contro

request processing unit 204. Then, the control request

processing unit 204 reads in the data indicating the

aceondiny testhé aboveedesteibediirsihe@mbodimmentdlldsteaated in
indicating the control result of the inter

Figed m 416 SE5ON SBBASIGRERF s, HaaErke 3 oy hat, gycontrol
re’tqg.leﬁ%t ﬁ‘UPQ I’?ét Q@r’gnhfol?dl@é P AVGBVFEAtT D l"se§é'ht to this

ter evice 130 and a series of
pgitateseiver i $20ér mamet ethe Nboenehapplian gl IlDr3g and the like

comtiertal th g dieinebctarpinabl 1€ P d by Hhe, portal
sér@etrhfzoiokll%xﬂﬁé%@r'v@? B ph PeLus Q@Qﬁt NotentH . inbkiig.a2, the

l'ing 1 nterval does not necessarily have to be
samerq:@msﬂtugmtrﬁlemaut% asathoseélesbiatedhtn Figi2 ggg assigned

o8 SRS RS OB L TR A1 Bl ghe Bbreot are

orhitekl, an explanation is given of a second
enbodi nent of the cormunl cation s

stem [
the prUSItal seaNeronOFi g2 5ereds \Aﬁu  hBRaIcE: Exexample,
i | : .
arﬁJI 3% 7 B@“%@ngat{?ﬂjéﬁzlénqeéﬁﬁ‘g?[%g ﬁqea ﬁ%rrﬁérappllance at
h@me)fltbmgam abuﬂsededoaauuommmdnsmompmlseté of a communlcatlon

d
uRodd ke tor TraUEATandetrceingopacRetnils taiand from the
oR§deonEng WAl lé’ﬁ ngGcé@ﬁTﬂ@'@ﬁIU apE3sfeMmenddyp¥dng and

2 04/ 023728 P JP2003/ 011182 according to the
deboyptingspacket data: amdbadreadest piptessiag unit 1202, The

reéng%%li PL Bgeggﬁf@&ﬁ%?ﬁ@ai@ﬁ?%@@w& f@gug)étts'@{t from a

mdDil e eetdtinal ¢evicd.o this portal server 1201, and
the hone appliance 103 and the I|E 5 connected to
|t erMBKte BRnERAIaRaBArs ¢ GHVEBI PEGNG PLAESEBING procadure of

tt?@r%ﬁﬁnﬁm?%h@nt RGSEERY A cARANGL ¥S BYE-sdfdt BAibodiment.
First, the user sends, to the portal server 1201, a control request for
controlling the internet terminal 110 such as a home appliance
having a terminal ID unique to the home network, via the internet
network 120 by the use of the mobile terminal device 130. An
example of the control request is “program the DVD-video recorder
to record the news program at ten”, as described above.

Then, the communication unit 1204 of the portal server 1201
receives the control request from the mobile terminal device 130,
and sends such control request to the server apparatus 200 via the
internet network 120.

Subsequently, the control request processing unit 204 of the
server apparatus 200 generates the control request command 809
to be incorporated into the frame 2 according to the received control
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same constituent elenents as those illustrated in

Fig.2 are assigned wth the sane nunbers, and
wdeb@ikgds expl anati ons thereof are omtted. 18CTHPH03/011182

portal server 1201 is a server which handles, for

exanple, an application dedicated to renotely

operating a hone appliance at hone from an outside

| ocation, and is conprised of a comrunication unit
reg@&bt, anddiulithe ramtorpoeatesotipacad reks @ft thamloftadnserver

f he . tside, a ti i it 1203 f
120 1301 ORI ONd AT RUBARd A0S and &
requ
q mo%ﬁ%@;‘eﬁué‘ﬂt dce%%@ﬁ idRq dl%%ﬁfiﬂ@ﬁﬁ%ﬁhnghe first

unit contro request sent from a
embividisnert nthel caretriod dequeat, procesgingnenibr 04 gginesates the

fraigt SirBIBETR0 nB% BORRE Koot AR OS5 phe address

ofttiie poptabsafver lelhea@@fﬁa?ése@rtVth tﬁé%cl@etcgehe%tlon unit
request for controlling the internet ternminal 110 such

20, ankote apskedrgeneratipAgl it 20RigrNeraampdespogise global

o0 LA BRI e e B g L4 R ehByption

pﬁdt%ss@ngrah:jtr QﬁlZestTh@ éncogp tiort Ipeobd@smglaamrteZOQdencrypts
o record the pews program at ten", as descri
th@oo%/"@m?—he%r prdc Bon‘ﬁurﬁ i SRNGnite 1B EPULRE gm aPy the
cosrﬁﬁﬁﬁhl%g’m)n 0 q:plz\oels the control request fromthe

nmob

rm na device 130, and sends such control )
requddienp thieecsdmmnmtmatualtzdalncﬁ the intaraeieterminal

A ST Yol B 01 v
ﬁbﬁSPP8€e§§md Qinlteﬂllzsdeélﬁwﬂ@@héo@até q:éiﬂ 802 of such

|ncor orated into the frane 2 according to t
refsexmws/@docahmaﬂket N d\D IEFEH @bsm%slp:@ammd@ﬁomm@ol unit

L851Fhe PO/ LB S BB BB FBales Egmiman

8(899inchdeslumehee@ata)rmstzgoﬁ Shecnespairmﬂ looal paicket, and
rst enbodi nent ntr ol

coitalssEhE dREEH0n GamBinled TReorathEatbBe ARRpRGE 103
al&SrdioY 0 thed'¢eHterReMBRA RO %Rtk dinpegdeseSEommand 809.

Subsequently, the appliance control unit 103b of the home appliance
103 sends data indicating its control result to the internet terminal
110.

Next, the control unit 116 of the internet terminal 110 passes,
to the packet generation unit 113, the data indicating the control
result sent by the home appliance 103 or the data indicating the
control result of the internet terminal 110, and then the packet
generation unit 113 generates a response local packet consisting of
the data part and the header part, and sends it to the encryption
processing unit 112.

The encryption processing unit 112 encrypts the data part of
such response local packet, and the communication unit 111 sends,
to the router 101, a local packet to be sent to the portal server 1201.
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of the portal server 1201, and passes it to the packet

generation unit 206, and the packet generation unit
waQe4gesmes at es a response gl obal packet that pachpzes011182

t he header part, and passes it to the encryption

processing unit 202. The encryption processing unit

202 encrypts 10 the franme 2, which is then sent to the

router 101 by the comunication unit 201. Then, the

commThiec abuterundtl tdhvadrts hsucht eeceivadrivicadl patket into a

olabal RAtkengo BROSSRE iton tar dhactl setvat 10l qaind sends the
gleSlg)%@ﬁ1 dd tﬁ??yoqftaﬁgé'ﬂ é? 1VZQ§PW§QHe0ﬁ19&1elrﬁ@<tK€étv@6ﬂ< 120.

ass e resu control unit
cont Thle oM uGioatiaimsunite 120 r off tbqu@ﬂrtabnﬁamer 1201

he dat
P90 A o bl ol FaPAdin FneLehBErqI PRS0 nfpsmation
rlerteHhI?yWH@ rédeer aTe aHB pageesr i ttgthe éﬂ?@ryq@mt)ﬁnpsocessmg
control request conmand 809. 20 Subseq |_Léentl

u nlhei &@m ivthich shen gecivpts thepdatat parh s la\é@é packet

oD kB Vel B8 Uphepebe. | 5 eequentr,

thtemi‘eqﬁltte@tngi’ottesgir@lud@lﬁme:s%tams tlhe dat&eindicating the
enerati on uni t t ol

catBTobaRsuenf sithere thanboims PamEnag 3% i ihe, internet
té{ﬁg'ncaqt' “i‘ﬁ I‘i&ﬂéd OL n'efE! A (h&rt ”éﬁﬂ”?astsfésm italto the

generation unit
ccgameuai«aatlanr aﬂpbﬁé’éM,oaald hlael«mmmuﬂlleatlﬁ@ ghit 4794 sends

R EGRNGh CAMGBLIERalL ot thes i HEREE AbplArichs 103 or the

m@é?ﬁéﬁ?cleﬁ*anwalt1i@&cﬁaﬁéyﬁkﬂanme@lﬁﬁma@adévme 18@:h
response | ocal packet, and the cormunl cation ynit, 111

sendd\s taxpleénedutabover, sincscathpackemmymigation system

s B, LU R BB BEEE e porat srver

1t269.t¢lhwa®|ch :m@és rm@lleemigne@ aap%btablaain wﬁr:l«éte iotéexxneeberminal
0 e ortal server an sends t
1 8 diSiraTBoLRLY BRI BFING AR SR gNEesndt 5 PEsalkle to employ

tH@ﬁ)‘B‘?Eg %%We?ﬁ?@f%@'d@ﬂltﬁﬁed@ér\ﬂeﬁo& ehetiRgePREt erminal
110.

Moreover, even in a case where an internet terminal for
providing a different kind of services is to be provided, it is possible
to use the same server apparatus 200 by appropriately using either
the portal server 1201 or the server apparatus 200 that periodically
receives a packet, depending on need.

Note that a mobile phone is used as the mobile terminal
device 130 in explaining the preferred embodiments, but the
present invention is not limited to this, and therefore that an
equivalent functionality can be achieved by using another terminal
device/apparatus including a PC and a PDA which can be connected
to the internet network 120.
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5 receives the gl obal packet including the contro

result information routed by the router 101 and
woaes@a3i28 to the encryption processing unit 2e03P2003/011182

whi ch then decrypts the data part in such gl oba

packet and passes it to the request processing unit

1202. Subsequently, the request processing unit 1202

obtains the data indicating the 1o control result of

Irrd UBtridhAplieatypityance 103 or the internet :

t | 110 | ud t he dat t

L et TN Vo
mk}%'ntthd'r?% §|? 83 tb hf%sL% eﬁsdaC?@Fl*'rﬁhal%ﬁéréﬁuse'féﬁ%rendmg

one app I ance internet termna
ana ntdteemnbgl patkem data deviaoed 30 13 reutstplcoinected to an

b { t
R BR B Gbod ene Th ot Brated. Che Raf Fotlt2d s a home
néﬁ@&rk"‘héﬁﬂ %%?ea ﬂ@ﬁ:‘lé@kﬁq apghé Cplorpe ft@rrnﬁhfal apparatus
i nt ernet term nal 10 for renDter operatlng

acqpidingcds, tihe ||3I‘q:ﬁj%l3t binv etiefplisy anméczpt@,,q apo a terminal
aBRAFAHS %gédghgtg%bg%gg r?’iveﬁﬂegg Eigasr{ecfgvmffﬁ‘eén integrated

migHi®sngs wgnrasnabph@eblert@vmm@ appdidheesandtind lidde such as
services is to be provided, it is possible to use the

ar i ctdidion@par at us 200 by appropriately using
either the portal server 1201 or the server apparatus
200 that periodically 25 receives a packet, depending
on need. Note that a nobile phone is used as the
nobil e term nal device 130 in explaining the
preferred enbodi nents, but the present invention is
not limted to this, and therefore that an equival ent
functionality can be achi eved by using anot her
term nal 3o device/apparatus including a PC and a PDA
whi ch can be connected to the internet network 120.
-34 WD 2004/ 023728 PCT/JP2003/011182 Industria
Applicability The hone term nal apparatus according to
the present invention is suited to be used as a
term nal apparatus for sending and receiving packet
data to and froma router connected to an
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5 external network, by being connected to such router
via a hone network, and nore particularly, the hone
woOeomnzi28 appar at us according to the present PAOYEPL008011182

is applicable to a termnal apparatus for renotely
operating hone appliances in an integrated manner as

wel | as applicable to hone appliances and the |ike

such as 10 an air conditioner. - 35 WD 2004/023728

PCT/ JP2003/ 011182 CLAI MSCLARMM®nNE terninal apparatus

L1 out & NORAE s dde Bara BisAok seading feeBripd Backet data
toMhg fg?ﬁ,erav%u@gpatr@%% | P8R g%' arh@xtefRal network to

term-nal appar at us el ng connected to the router
which a semvemap paratus éseoinsianteds theehomedeemitiajrapparatus

o SRR, BP0 SERCE ol i
j udgg ﬁgﬁ%g'j‘@né%ﬁb}‘\ahnﬁ opldirghle 1 fepetlieé ptiet 8ata to

sent ; a communi cation unit operable to
be sentr tedheeseneepapiraratgg;a to and fromthe server

orPr et DRk P Hapl LRl dgp AL SEHAIHE ter081 at which
sdigppatretita ideemytandaccording to the sending

interval. 15 2, The hone termn appar at accordin
to Cl&iGAMMURHAEPR Lmdt r%@@ﬁ%é%é@@:cﬁzﬁcewe the packet

L.gn t Pt ' ' al

A5 9T, frofh RO SEFPEF ddpdrdanes via I BUEE",

ho: diwgeuﬁin biper alomnmonicdtidon amitesgnds nthe packet data

rel ati opshi bet ween | ohal address _assigned t he. . ..
péBoturale Rdersbeared Budpoie st AcharddiEtnahe Yending
inﬁ@?@éﬂt us for a predeterm ned period of tine, and the

one term nal apparatus further conprises a detection

25 unit operable to detect said predeterm ned period

Z.Of ti'lmﬁechucgliﬂnegterminal apparatus according to Claim 1,

wherein the router includes:

an assignment unit operable to assign a unique local address
to the home terminal apparatus; and

a holding unit operable to hold a corresponding relationship
between a global address assigned to the router and the local
address of the home terminal apparatus for a predetermined period
of time, and

the home terminal apparatus further comprises a detection
unit operable to detect said predetermined period of time during
which the corresponding relationship is held in the router,

wherein the judgment unit judges that the period detected by
the detection unit or a period shorter than said period is the sending
interval.

3. The home terminal apparatus according to Claim 1,
wherein the packet generation unit generates the packet data
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whi ch the corresponding relationship is held in the
router, wherein the judgnent unit judges that the
woenidmd3det ected by the detection unit or a pecrap2003/011182
shorter than said period is the sending interval. 30
3. The honme term nal apparatus according to Caim1,
wherei n the packet generation unit generates the
packet data -36 WO 2004/023728 PCT/JP2003/011182 to
to be Sent to ehichseppsvappappbustthattinaludeslaideasathestdiowing

infosBantiaaaiesd Beades RERY (io) mHHaNospbadA (Resof e home
teﬁﬁﬂﬁ[ é?ﬁ%{tﬁ%s'as(é sk rRide§ 3ld PREds:NEbeR |otalt Bért number

apparatus as a sender’'s port nunber;
of (thiei hoane X exduiresisapparatus &, arsepger & poragnimber; (iii) an

estinatj,on address; an ivy) a h :

adgERss 0 imsBrHeT AR feule #hd dediietiinadqPeshngnd (v) a
porfHu M UgeLhd skeast dpiFafatiusLwisng dedynaeidwibdnt rumber,

data part: (1 ) a unique termnal |D of the home
andetihahdnchppes atuteashihei following dafenvationdn, g data part:

which re k [ . i ..
Cirf BrlplETBIR B ARASED F el ogRl e fiRpL MhSRARS and (i)
a %@QPbﬁts'éS ineepvdl it Whidhriresponderpackethalatalgsesent as a

unit judges that the sending interval should be

respensenti®Mvie W&Qfo@rﬁﬁﬁirgﬁlﬁon unit has not
received 15 the response packet data fromthe router
within the sending interval. 5. The hone term nal

4 .appaTateuh omedreliiminaloagpairat3ds adeareingt te Gadwes,

generation upnit generates a.pl.urality, of .
dat aWﬁ?ﬁWF‘th?hﬂ“ﬂ%mﬁrﬁaHrﬁ Jb’éfqe%ﬁnﬁér’?ﬁ%ée%gﬁ{g interval
shgﬁpgelf)'e%Wtbnéﬂi'mﬁrerﬁﬂﬁietd&nh@éﬁpd‘léﬁohﬂllfi‘ift\wés ot received
ITTerent from ﬁ;’é&ket data to Eacket data, the L
theomaspianse opackiet skatas,fram sheoresitesamitpinr Ehet pending
. gf é)lacket data generated by the packet generation
INERIYA!-and 25 the detection unit detects the
predeterm ned period of tinme during which the
corresponding relationship is held in, the, router
5. Thpe hom% terminal app%ratus according to éjlalm 3,
wherein the packet generation unit generates a plurality of
packet data in which the destination port number, the sender’s port
number and the response interval are different from packet data to
packet data,
the communication unit sends, all at once, said plurality of
packet data generated by the packet generation unit, and
the detection unit detects the predetermined period of time
during which the corresponding relationship is held in the router,
from the response interval at which the response packet data is

sent.

6. The home terminal apparatus according to Claim 5,
wherein the detection unit detects a longest response interval
as the predetermined period of time in the router, out of a plurality

-37-



10

15

20

25

30

fromthe response interval at which the response
packet data is sent. 30 6. The hone term nal
wapperoatas according to Claimb5, wherein the deCeagP1005011182
unit detects a | ongest response interval as the
predeterm ned period of tinme in the router, out of a
plurality -37 WD 2004/023728 PCT/JP2003/011182 of
response packet data sent by the server apparatus in
ofrrmmmsae tpacl‘tdftedatalmdmi by dhepsekeer ampﬁamus oy rédpeonse to
[mn a tys. 7, . The, ho term na
thep MY BERACkah datacsantby TheuRams ey final aeparatus.
appar at us i ncI udes: a second communi cation unit
operable to send/receive the packet data; a response
7. nt eMng hadpesterminahiapparatus| accordimgte Chim 3,
response _interval included in the t data at which
e’ VOLSEe L E¥ 3 ot AR 2t S "BhBAES! e home
t er Mgnale coRRRI@ rien uANca i ohe UNit d@efaﬁﬁl@'t@eséﬁfd/@éceive the
duri n% whi ch the response packet ta should be sent;
Pagketadadaond packet generation unit operable to
gener, t
nome 3 SeaP AN AEPERE, BT USRI ity P &6, To' BBtain the

re@yUnHé ¢tateoralumdudeddm the paekebdata, at ehicksploasesponse
cket data enerat %ﬁ{ theFéecond packet '

2t dadaris SNt §0s Gniaal SEPaatihe Afe ctermine
at&ggp})ﬂ%' @%Pﬁ%qa*dggﬁggﬁmtmh@r&@bﬂbé 88||<é’@%ra€t'anshau|d be

ete or sending a contro request
sant;cantdrol the specific honme term nal apparatus is
further_connect egﬁgo the e ternal net wo

sccors ekl “GaF Cotfratior 1M 8hERbLs 5 Aferate the

$d e et Hakapar bet séﬁtﬁto' ﬂﬁétl%lﬁ*ﬁ‘a teenfipal rfPparatus,
request which is 25 sent by the nobile term nal

devi s¢hanrgin ébei seeond ¢ rsuadEatiodoHihseadSetukhe router,
eurtTﬁngWE%t Ly &BPaafgn‘b eﬁa&fe Q diy f:ﬁec'ééf'aﬁd packet

conp I'sing a cont It operable”to contro
genedatiomeundt amicaalrding to said response period.

8. The home terminal apparatus according to Claim 7,

wherein a mobile terminal device for sending a control
request to control the specific home terminal apparatus is further
connected to the external network, and

the second packet generation unit in 'the server apparatus
generates control packet data including the control request which is
sent by the mobile terminal device and received by the second
communication unit.

0. The home terminal apparatus according to Claim 8, further
comprising a control unit operable to control said home terminal
apparatus according to the control request.

10. The home terminal apparatus according to Claim 9,
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30 apparatus according to the control request. 10. The

honme term nal apparatus according to CCaim9, -38 WO
waQo/0233828 PCT/ JP2003/ 011182 wherein a pl ur aPCTyPmn3/011182

term nal apparatuses are connected to the hone

term nal apparatus via the hone network, each of the

term nal apparatuses includes an apparatus control

unit operable to control said each of the termnal 5

appajhleyrees a tpgatality f tmmmlcappwaMOSESmsomfected to
control request included in hhe control et dat a
the hemetermipal @Rpa RiuSayat €u§emedh%

ppaégg: S oFOhieC et indOH drlfﬁ’élsat?@ eﬁfd?uefes”bﬁ"n apparatus

terntnal appar at uses accor ng to the received control

conerpiestnit 1@ perablae toomeondéroi nabidppeach uofactive ditegminal
to Caiml g wherein the control unit receives a
aP@@rﬁ‘?FBﬁeFé &€l from the apparatus control unit, the

Qﬂmﬁﬁ‘uHHétléﬁﬂ@ﬁltP%ﬂfﬁ’s et éoh'ﬂﬁéluﬂé@aegﬂllﬁcluded in

15 control resu to the server apparatus, and the
th e sommit ot panclket shatantaisiach of thhe §@rwnaémm@faryses and

d th trol t
ot fae AR AL oRarel P EQ1EEI4 S RE o the'erminal
appRiraitisksapees Adiny a6 atdliragetvedcinirbdl requestei n a
portal server is connected to the external network,

t he portal server sends, to the server apparatus, a

11597 L #he RBKAE | 95@?@@%&&%@% diaihgo,

ermna appaaus he speci fic term nal

| D, ffhérenséhendopaokeu nikmacaiven ancontlrolt nesglr feom the

appar at us (t;%fgerat es the response packet data that
apRAAtYSsCARTERIGHBYS of the portal server according to

sai dtﬁ@”c%'mﬁ?uﬁﬁfat%’ﬁ”ﬁ%t ofeh@gupalicketh@ata including said

commuinication unit in the home term nal appar at us
cordcel vesuithkortdepsaseepaixparafatsa ®Rdm the router, and

ggcigﬁepsaecé(c%d%enrﬁm h?&ﬁghtuﬁﬁq?{ﬁﬁg%e?@'éﬁ'ré)ﬁpé?ac*ﬁué sends
the control result included in the packet data to the mobile terminal
device.

12. The home terminal apparatus according to Claim 11,
wherein a portal server is connected to the external network,
the portal server sends, to the server apparatus, a portal

server connection request to be sent to the home terminal apparatus

with the specific terminal ID,
the second packet generation unit in the server apparatus

generates the response packet data that includes an address of the

portal server according to said portal server connection request,
the communication unit in the home terminal apparatus
receives the response packet data from the router, and
the packet generation unit generates control result packet
data that includes at least the control result and the address of the
portal server included in the response packet data as a destination
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data that includes at |east the control result and the

address of the portal server included in the response
woackak3dat a as a destination -39 WO 2004/ 023P28/JP2003/011182

PCT/ JP2003/ 011182 address. 13. The hone term na

apparatus according to Caim12, wherein the nobile

term nal device sends, to the portal server, 5 the

control request to be sent to the hone term na
adapegsatus wth the specific termnal 1D, and the

portal server sends the portal server connection

request to the server apparatus, when receiving the

cont : r-A I t
13500 of B HEMHE Termifizl ‘ap dAfa ¥ BBFEIRG P EhAN ¥2,
sengghetaint tree moblile tennnimall d@eidecsendshd&oddre polrtal server,

o PG 1 SLSRFRE el ML RER e i

thé@é@!ﬁ@ferrﬁ%ﬁﬁ{ﬂ@naom terninal apparatus

ing to aim7, wherein the server apparatus
furt tiee portRldzarver sendsnthe ingréphaaryerseonagetion request

bl h foll ow [ j [
to ¥4 Aeryak autb Sk celLaehb g tEETEN DN A bEsE
communi cation unit as a set of termnal information:

the 20 term nal 1D of the hope term nal aggﬁgat us: .a
149l obaheabaneetesminal apparatusAcaPrdng gimg12,

?ddyﬁéh%@fﬂgéﬂg@r@g?%e’?%[' se! éLtoofhé tP'ﬁob'iI‘é“Eéﬁ‘frPYl"ﬂziaI‘R‘ﬂ‘evice,

is nanber; extraction uni
thepesabtd Fesehtt rmeadtided om thee doevbro hadesuilbhfperakeat data, when

storage unit, th | ohal address.,and th | obal, port
regS'WMEhemW@Wojd%’%agd?ﬂFd]f%t 3@@%%%‘3%% FBUt&Hen a
control request to control the home term nal apparatus

W th said termnal |ID occurs, wherein the second
1Jack@heybioanat tenmimak appaenbusaeemding tededm dat a

Lot WAL ELR SN hoBPIRS JRSREFJRERRgES " o
gl obgl tRepiind) TWBrenaEin astoedgey urlie eperable oto wsiidre the
fo?ismvgié%esi;\i@é,]g‘tgi@&?@lgﬂg{cﬁagdam t%ed(?Jsz:ltciknea’ct id%r%ap%éeived by the
second communication unit as a set of terminal information: the
terminal ID of the home terminal apparatus; a global address of the
router which is a sender’s address; and a global port number of the
router which is a sender’s port humber; and
an extraction unit operable to extract, from the terminal
information storage unit, the global address and the global port
number which correspond to the terminal ID, when a control request
to control the home terminal apparatus with said terminal ID occurs,
wherein the second packet generation unit generates control
packet data that includes é control command in accordance with the
control request as well as the global address and the global port
number extracted by the extraction unit as a destination address

and a destination port number, respectively.
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WO 2004/ 023728 PCT/ JP2003/ 011182 16. The hone term nal
apparatus according to Caim15, wherein the second
woanmmsati on unit sends the control packet #arar1003/011182
the hone term nal apparatus via the router, only when
the control request occurs. 5 17. The hone term nal
apparatus according to Caim15, wherein the second
conmuni cation unit sends, to the router, the control

160ackEehednbin sttietmidnrfsa pphrangs Wi dridkngotd IGlkim 15,
conmand, when there is no control request fr

! L rol . om t he
mobi Wher&ini KBe 8e¢ped COMMMNHPTAB UedpotRR Ee%%dgontrol
paﬁfﬁe{tgggtgggg i R e ARRAHHS a ?%%%Egyiéj tHe H@S‘L&eg, only

[
nprising a storage un operable to store
wipes s donged| Ffequesérdaruwisng aut henti cati on on the
termnal ID 15 wherein the packet generation unit
obtains a digest value by inputting, into a

17" edehes W\?Eﬁg farpsindna EB?aE@é'ﬁé@rdiﬁgaf@ ciaém 15,
password Ich are obtalned fromthe storage unit and
a ramdvareinubiesecont gemenayBicaiherenifasends, to the router,

i ncor por.at i the,termnal, 1D
el SR HA08, D5k SRR R gl S ¥ VAol hmand,
w R BRI ftis O o URG At EsiNBeq tibet e en afresl mabkles tdatrntad device
the router, and the server apparatus further includes:

duripgctirel respodiie BEiriodperable to store an
authentication termnal ID and an authentication
password, the authentication 25 termnal ID
1gont give el oermtinah aypataiis taeearalingato Claim 3, further

information of the termnal | D ipcluded in the packet
CBPAIERg tahétﬁ[ﬁ%%n%'F‘&‘étql:lﬁ\ralﬁgsg%ﬂpr&ﬁ Raqsygord used for

pith Hﬁ?\y alit in‘t‘:rtéﬁoghgn t8prliferIRL i on of the
password, an a secon aut henti cation unit oper able to
obt aiwhaneirBtheup decket ganerativgasnitvabtring a digest value by

RGO e RS T BBrfAS1 1D ana the
p%ﬁgwgg\ghﬁ?ﬁlﬂ@ sl aadnerder thackusierye nunitteapdcietandom
number, and generates packet data by incorporating the terminal ID,
the random number, and the digest value into the data part, and

the communication unit sends the generated packet data to
the router, and

the server apparatus further includes:

a second storage unit operable to store an authentication
terminal ID and an authentication password, the authentication
terminal ID containing information which is the same as information
of the terminal ID included in the packet data and the authentication
password containing information which is the same as information of
the password; and

a second authentication unit operable to obtain an
authentication digest value by inputting, into the predetermined
function, the authentication terminal ID, the authentication

password, and the random number included in the packet data, and
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WD 2004/ 023728 PCT/JP2003/ 011182 perform

aut hentication on the recei ved packet data by
woanparsng the authentication di gest val ue w PaTUPm®03/011182

di gest value included in the packet data. 5 19. The

home term nal apparatus according to C aim 18,

wherei n the packet generation unit obtains the digest
~value by inputting, into the predeterm ned function,
pdfe rivean thad nti Batilore orpabewee deividtk padadt gdata bynbemparing

and the random nuynber, and ner at es cket data,t .
thenaHEREStigREioB digest Yalue WATH EREoH AL it InE &4 in the
péj(j:lggtsga‘fﬁl ue, and the local port nunber, and the

second au

_ fh_enti cation unit in the server apparatus
recei ves said packet data, obtains an authentication

[ I b i r [ [ h Y i
1§ uneiing Ntk SerhiRel antrar UserbroedibiarGain 18,
aut heplefafr ARePpaTREdgeptdation Leialom@ihslEhaudigerst value
and the random nunber included in the packet data, a

d
byoénp@rthimmutthheapr@d]ebermH@edefémq}téanpameeteaakiaagwl the

s BTy gl defl R Kb et teg nbiffber, and
g&naeate P acketaphaaathatagmdudesgthe teanimab,ID, the random
wherei n the packet generati ne ggi t rmkﬁs t he | ocal

nugRer, il i 98SE MR e calrRErh SHHETYRG i1
appartﬁtéJSséESﬁHd'é‘&’tlﬁ?nﬁ'c%‘tﬁmsun?? WetRen ddv& secopparatus
packet generation unit 1n the server apparatus

regEivestssid backetphatse phtdieas aatauthenticatianiedgest value by

itef&lﬁggailﬁoac\ﬂpéﬂ%d{egc | Bﬁﬁe&ﬂuﬁﬁ{:ﬂb?\g&%}gt%Qﬁﬁgﬁtication
t%“(ﬂ”“a'a'm td15d e 4 gEeRBlcaginipa sswbedl hend the local port

nprises an 30 authentication unit operable to
nubrhen amé the rangdompnamaberdnadded parthepasdeet data, and

palfaris fauth AARTRHR ML LB K VA pftRerPlBta™EY comparing
s&iiTaathee tiatio n-dig 40 4104 WY EBe RTGeERAMIB/INIAAAed in the

obtained termnal ID and the |ocal port nunber with
paRket dabhal 1D

20. The home terminal apparatus according to Claim 19,
wherein the packet generation unit makes the local port
number a random number.

21. The home terminal apparatus according to Claim 18,

wherein the second packet generation unit in the server
apparatus generates the response packet data that includes the
terminal ID and the local port number included in the packet data
which are extracted by the extraction unit, and

the home terminal apparatus further comprises an
authentication unit operable to obtain the terminal ID and the local
port number included in the response packet data, and perform
authentication on the response packet data by comparing said
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and the local port nunmber included in the packet data.

22. The hone term nal apparatus according to Claiml1l,
wobuond4ves7285 conpri sing an encryption processi ngCuaP1003/011182

operable to encrypt and decrypt the packet data. 23.

A conmuni cati on system conprising: a server apparatus

connected to an external network; 10 a hone term nal

apparatus connected to a hone network; and a router
obtdiclkedbanainal {Deardtidrenbdcalepoot kuanberheittobiee terminal ID

t [n the h t j nal t i pcl udes:
ad g SocaLReFk M mBRT M bEetblg e Barkek dofioker
data to 15 be sent to the server apparatus; a

j udgnment unit operable to judge a sending interval at
23hi crhedhanadiesminal aappasetits aeeprdieemtanCtaikmod, further

4N RE A Sl BESAGNRE R S er I3 e AR ot ana
dé et st th@cbgdgét dtaassi gnnment unit operable to assign
a unique local address to the hone term nal

apparatus; a holding unit operable to hold a

orre Q%nﬂ O j ﬁ’?’}?ﬁ +a- gl obal address
zgési g’%e nggﬂge@értgébe%’]\?%n tgg ocgr?gQS addr ess of

t he hwmervernapphrappscairedted dopardetermaledebeot kg

of ti a conversion unit oglr%‘rgibl e to,make a

conve? i;o.(gﬁre] r\'f\%’é}?lt%par%%%ﬁ can edfqyaciemg BeLwork; and
addr 683 oitelr UNBHch "cd M PES kRE éf&érné?ﬁtetb\)’oﬁlé"%d%ggﬁe home

term nal apparatus or the server apparatus, wt
netiverknce to the corresponding rel ationship, and the .

oper SBNETRI RS o e it S JhohBb 0 "
PCT/ PN &l &P reidich /Nt dpertdid ehng dresmiteapacket data to
apparatus via t he router; a response I nt er val

begeRrt tenthe servesciRPREEWS obt ai n a
a judgment unit operable to judge a sending interval at which

said packet data is sent; and

a communication unit operable to send/receive the packet
data to and from the server apparatus via the router,

the router includes:

an assignment unit operable to assign a unique local address
to the home terminal apparatus;

a holding unit operable to hold a corresponding relationship
between a global address assigned to the router and the local
address of the home terminal apparatus for a predetermined period
of time; and

a conversion unit operable to make a conversion between the
local address and the global address included in the packet data
sent by the home terminal apparatus or the server apparatus, with
reference to the correéponding relationship, and

the server apparatus includes:

a second communication unit operable to receive the packet
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response interval included in the packet data at which

response packet data is sent to the hone term nal
weapperoatns, and determne 5 a response peri od BATAUPH03/011182

whi ch the response packet data is sent; and a second

packet generation unit operable to generate the

response packet data to be sent to the hone term nal

apparatus. 10 24. The conmuni cati on system accordi ng

ddta séatmy3henhonee rteu'heimajnappacatmswlanlthe iroutke;
hone termnal a et data

par at _enct?)_nt h
per i 8dirf€8PPYSEnd rtgﬁ\é%tj |n6 taperghls do,pbtain a
regggﬁge F%N‘QI iAERIY&d : irl gﬂﬁeﬁ%éﬁw LELS) 'eﬂ: Wiich response

s the correspon 15 relationship
pat:dmnzedata tie sgermmb tdrnmh@sneatermheal apparafuseandbdetermine

e hone term appar.at and th c
2 EBRRAAREaPESIDGE T PO DR FeBpaPaE.a5kstsdata s sent;
arff@sponse packet data according to the response period.
20 25. The communi cati on system according to Caim23
wher @ 15edo chaneckek rg eRErappar At PDEFABIC | TR IGRRETAe the

ST U OSBEAOLE A0SEEe  SHEKAER Bibaratus.

relationship is held in the router, mhereln the
udgnent unit judges that the erlo

25
24 e Tee COMO R 2 49 N ST OB CFORDIG EhiniET 223,
peri Qgnkpef trlﬁetﬁénddd%mhﬂ'ig%ﬂi@\% ghit The Eﬁ@‘%l‘h@'@é‘rmmal

system accordin ereln a nob
apparanes séaﬁscéhéopasleer@aapemmdnalaIl)eenrdeqe@gatedly to the

cntrol th cific ho term nal_,apparatus is
Thafco @ﬁﬁ“ﬁ‘g?eﬁ"? 3%“&{%§q{éﬂalhetmrk and t he
Seco"c%eoaﬁliﬁi nghat i @ tWet rotkhe rﬁﬂdtertmp@oﬁ@@ondmg

-44 \WO 2004/02 28 PCT/JP2003/ 011182 receives
redaht(mﬂhhpelqa‘é\yteeibhhekgﬂob@é afbiess a@drﬁh@ﬂocabaﬂéléess of the

nd ket data including said
hQiglg F%f”ﬁb%&g%%ﬁg%ﬁﬂ't ﬁ@asecond comuni cation unit
Sendftﬁéﬂgecantir@dmﬂﬂ@lfﬁtadmrautmt ihe¢heoserver apparatus sends

apparatus via the.route
theprl)‘esponse packet data accordmg to the response period.

25. The communication system according to Claim 23,
wherein the home terminal apparatus further includes a
detection unit operable to detect the predetermined period of time
during which the corresponding relationship is held in the router,
wherein the judgment unit judges that the period detected by
the detection unit or a period shorter than said period is the sending
interval.

26. The communication system according to Claim 23,

wherein a mobile terminal device for sending a control
request to control the specific home terminal apparatus is further
connected to the external network, and

the second packet generation unit in the server apparatus
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5 27. A comuni cation nmethod used for a conmunication

systemin which an external network to which a server
wapperasns i s connected and a home network toPGRIN0Z011182

home term nal apparatus is connected are connected

via the router; the comrunication nmethod 1o conprising

steps A executed by the hone term nal apparatus, steps

B executed by the router, and steps C executed by the
reeeives thappantitalsrepiestesant ey shepmobilentemenad device, and

packet generatjon step,of generatin cket data t

oo s S oL hk e S TR AN oA e g Bt ane
j udgicRE &6 S6RE! CWMinbiRTYatiodt uMY §8na8i the RBRIEPH| Palcket data
is sent; and a conmuni cation st eﬂ of sendi ng/receiving

tot tiee feainet tdamrdnad appardusviddhserowtemppar at us via

the router, 20 the steps B include: an assignnent step
of assigning a unique |ocal address to the hone

27 er MaAah R idatfo n anBehddnes&d €6r &f chaimiurdcation system in
corresponding relationship between a gl obal address
which gmeexternakneswosk tmavhich pirenvernappadptds isfconnected

t he _h term r i [ ;
ard® ar i e RarRoRY Shtichoe, heEf tERmAEE BBpatdtus is
cdmﬁé@lfétll ; dta_h% Jt:ﬁnnlectsd?waessmn@utbg, glheﬁadmaddnésation method

included in e packe ata sen t t 1 hal
o SIS SBRPS b S CABYANR Do gt M LA 2 BRERKLS: Steps
Btgxkegtéﬂ”bsﬁﬁq’iéj'%tre?' ?éh@ﬂ%i?é@s @”‘ﬁ)iélﬁl&tcﬁpﬁycthe server

i icludeT a decond commuhication Step of receiving the
appakstusiata -45 WO 2004/ 023728 PCT/ JP2003/ 011182 sent

P L oRPaFa SRAREbs ALPRERIAE, 1ot ot
\r/ﬁisE?nggﬁg%éggtig?ﬁdgﬁﬂidsf@éﬁér@ﬂﬁbepadaéﬁ chita to be sent
to the server apparatus;

a judgment step of judging a sending interval at which said
packet data is sent; and

a communication step of sending/receiving the packet data to
and from the server apparatus via the router,

the steps B include:

an assignment step of assigning a unique local address to the
home terminal apparatus;

a holding step of holding a corresponding relationship
between a global address assigned to the router and the local
address of the home terminal apparatus for a predetermined period
of time; and

a conversion step of making a conversion between the local
address and the global address included in the packet data sent by
the home terminal apparatus or the server apparatus, with
reference to the corresponding relationship, and

the steps C include:

a second communication step of receiving the packet data
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sent to the hone term nal apparatus, and determ ning a
response 5 period during which the response packet
wdab@/ms28ent ; and a second packet generation BCEFPWN3/011182
generating the response packet data to be sent to the
honme term nal apparatus. 28. A programfor a
communi cation nethod in which an external 1o network
to which a server apparatus is connected and a hone
sdret byrthé hovinec bepitnat dppavatals eppaha osuter;
connected are connected,via the r uter t,he ram
conprd §PABOSSEEtEIYR: QRIS tIBGNE 9F Qkiainiay & response
t
InBeEeaRtAy ST tReTeK rveréﬁﬁsﬁ?é‘-ﬂ@”@“ (Rpase pricket data is
seqitepe the r’rncbrmmatealmaekap@armmﬂ i andsdeﬁebimmmg a response

pelingr bt 75 (15, 5BR: PaayrtSe el §ArCiS SRKE: and

' nt efa}/@bc@h aﬂke‘ta?éne?aﬁkﬁi s‘ﬂébaofsgéﬁ@fatlﬁgdtﬂ@ response
communi cation ste sendlng/rece|V|n t he packet

pakat dataate bre (Sﬁﬂtth@ tbevepmp faratinalva Epaﬁ@tlﬂ%ut er,

the steps B include: an assignnent step of assigning a
uni que | ocal address to the hone term nal apparatus;

285 a Agrdigramtfep @fcdlﬂlrdungc@tloanHngNhlch an external
relatjonship Retvveen a gl obal address as?lﬁgﬁgg c}

NeBUPEK  BAAWMIHEN! Gc BETVETdAERR AR UshdS heRB a home

néRRBLRLYS Wlich %qq@&?énnié}‘?ﬁlﬁﬁf #Ppafatids & écted are

conversion step g a conver si on et ween
ccbrmnettedwuaddnemwted the [y’ro:gjaamadolrrqslssmmlate@@ Anexecuted

blﬁrt?‘ﬁwﬁggié\‘}g?'t“jﬂgim ratySy 5t8P% & AReleg BRI Futer, and

s espxedined BlatHOsEver #pfardfuy0 2004/ 023728
P /JP2003/ 01118 the ste i ncl ude: a second

commmiheseidrihs speps Aéﬁéﬁiﬁ@lg the packet data sent
by the oM §EALPALiIoFPRA Rty ¥harafifd BYLREL data to be sent

to the server apparatus;

a judgment step of judging a sending interval at which said
packet data is sent; and

a communication step of sending/receiving the packet data to
and from the server apparatus via the router,

the steps B include: .

an assignment step of assigning a unique local address to the
home terminal apparatus;

a holding step of holding a corresponding relationship
between a global address assigned to the router and the local
address of the home terminal apparatus for a predetermined period
of time; and .

a conversion step of making a conversion between the local
address and the global address included in the packet data sent by
the home terminal apparatus or the server apparatus, with
reference to the corresponding relationship, and
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a response interval adjustnment step of obtaining a
response 5 interval included in the packet data at
woho@2sesponse packet data is sent to the homreT/Jr2003/011182
term nal apparatus, and determ ning a response period
during which the response packet data is sent; and a
second packet generation step of generating the
response packet data to be sent to the hone termn nal
apparthteustepd C4nclude:

a second communication step of receiving the packet data
sent by the home terminal apparatus via the router;

a response interval adjustment step of obtaining a response
interval included in the packet data at which response packet data is
sent to the home terminal apparatus, and determining a response
period during which the response packet data is sent; and

a second packet generation step of generating the response
packet data to be sent to the home terminal apparatus.
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