INFORMATION PROCESSING APPARATUS AND METHOD, SETTING
APPARATUS AND METHOD, AND PROGRAM CROSS REFERENCES
TO RELATED APPLICATIONS The present invention contains subject
matter related to Japanese Patent Application JP 2005-310675 filed in
the Japanese Patent Office on October 26, 2005, the entire contents of
which are incorporated herein by reference. BACKGROUND OF THE
INVENTION 1. Field of the Invention The present invention relates to an
information processing apparatus and method, a setting apparatus and

methioeREAd Brograrh EMerél parictfdrfy the prekeHE Tilkdntionrélatéssto
an information rocessing1 apparatus and method, a setting apparatus

and method, a g‘“p%&r i %a%FéTngpfecWi%gPaR%%% for

calculating key information corresponding to a service from the outside. 2.
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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to an information
processing apparatus and method, a setting apparatus and
method, and a program. More particularly, the present
invention relates to an information processing apparatus and
method, a setting apparatus and method, and a program
capable of specifying a module for calculating key
information corresponding to a service from the outside.
2. Description of the Related Art

In recent years, various services using an IC card, in
which an IC chip is embedded, such as FeliCa (registered
trademark), etc., have become widespread. Such services
include, for example an electronic money service which
enables a user to pay for goods at purchase time using an IC

card, a service which enables a user to use an IC card as a



issued by stores, and the like. These services are implemented, for
example by the configuration as shown in Fig. 1. In the example shown in
Fig. 1, an application server 2 and a client terminal 4 are connected
through the Internet 3. A SAM (Secure Application Module) 1 is
connected to the application server 2, and a reader/writer 5 is connected
to the client terminal 4. The reader/writer 5 may be provided as being
contained in the client terminal 4. The SAM 1, the application server 2,
the client terminal 4, and the reader/writer 5 are provided by a service
t i chrvider rfof rexarmsle LAlkBOh theddxbhiple sn Fipdh aadCcdid ®tin etc.,
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2 RGPS AT L e fC LaRT6 Can Frori ShofuiGaREd" Points

iss%@gnwicggigpé/gi'gh the yeader/yriter 5 using electromagnetic induction.

The IC card 6 is carried around by a user of the services. The SAM 1 is a
tanmpergesistant apparatus, dncbperfeims encryptioa:pragessing ande
management of a key used in the encryption processing. The SAM 1
conghrypista eomatanth upplied frfém-thé application server 2, and outputs
the engﬁ%ted command to the application_ server 2. The SAM 1 - 2 and
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3. A SAM (Secure Application Module) 1 is connected to the
application server 2, and a reader/writer 5 is connected to
the client terminal 4. The reader/writer 5 may be provided
as being contained in the client terminal 4. The SAM 1, the
application server 2, the client terminal 4, and the
reader/writer 5 are provided by a service provider, for
example.

Also, in the example in Fig. 1, an IC card 6, in which
a contactless IC chip 7 is embedded, is in close vicinity of
the reader/writer 5, and thus the IC card 6 can perform
short-distance communication with the reader/writer 5 using
electromagnetic induction. The IC card 6 is carried around
by a user of the services.

The SAM 1 is a tamper-resistant apparatus, and performs
encryption processing and management of a key used in the
encryption processing. The SAM 1 encrypts a command
supplied from the application server 2, and outputs the

encrypted command to the application server 2. The SAM 1



the IC chip 7 by the transmission and receiving of the information
encrypted by that key through each of the apparatuses. The application
server 2 outputs the command (command to be executed by the IC chip
7) created in response to a request from the client terminal 4 to the SAM
1. Also, when the encrypted command is supplied from the SAM 1, the
application server 2 transmits it to the client terminal 4. An HTTP (Hyper
Text Transfer Protocol) server and an HTTP client are implemented in the
application server 2 and the client terminal 4, respectively. Such data
andtrghsmisSiophdritl feéeldihy ctte peHormed Hysthe MR cbAmuFigation.
Also, the application server 2 transmits scregrge information to the cIieqt
and
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server 2. At the same time, when a command is transmitted from the
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chip 7 through the reader/writer 5 to execute it. The IC chip 7 decrypts the
appgfcryptedscommand that has been transmitted from the SAM 1 through

the reader/writer 5, .etc., and executes the command. When the content of
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request from the client terminal 4 to the SAM 1. Also, when
the encrypted command is supplied from the SAM 1, the
application server 2 transmits it to the client terminal 4.
An HTTP (Hyper Text Transfer Protocol) server and an HTTP
client are implemented in the application server 2 and the
client terminal 4, respectively. Such data transmission and
receiving are performed by the HTTP communication.

Also, the application server 2 transmits screen
information to the client terminal 4, and displays it on the
display of the client terminal 4.

The client terminal 4 transmits a predetermined request
to the application server 2. At the same time, when a
command is transmitted from the application server 2, the
client terminal 4 supplies the command to the IC chip 7
through the reader/writer 5 to execute it.

The IC chip 7 decrypts the encrypted command that has
been transmitted from the SAM 1 through the reader/writer 5,

etc., and executes the command. When the content of the



to rewrite, etc. In a system having such a configuration, for example when
a user of the IC card 6, who is a user of an electronic money service,
pays for goods using electronic money stored in the IC chip 7, a payment
request of the goods is transmitted from the client terminal 4 to the
application server 2 in response to the user holding the IC card 6 above
the reader/writer 5. The application server 2, which has received the
request, creates the command (Read command) for requesting the IC
chip 7 to read the balance of the electronic money. The Read command
comgreatediby tHeoapslication Sehver Pigtenectypled ByetelSANVEL st thehc

ist itted to the IC chip 7 th h th licati 2,th )
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to mg@@glis decrypted in the IC chip 7, the Read command is executed.
The balance which has been read by the execution of the Read
cormmandds enetypted by dhe S chip Eanttthends iteansniitted dadhe1e
SAM 1 through the reader/writer 5, the client terminal 4, the Internet 3,
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The SAM 1 de%% ts the encrypted balance transmitted from the IC - 4
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in %he IC chip 7, a payment request of the goods is
transmitted from the client terminal 4 to the application
server 2 in response to the user holding the IC card 6 above
the reader/writer 5. The application server 2, which has
received the request, creates the command (Read command) for
requesting the IC chip 7 to read the balance of the
electronic money.

The Read command created by the application server 2 is
encrypted by the SAM 1, and then is transmitted to the IC
chip 7 through the application server 2, the Internet 3, the
client terminal 4, and the reader/writer 5. After the Read
command is decrypted in the IC chip 7, the Read command is
executed.

The balance which has been read by the execution of the
Read command is encrypted by the IC chip 7, and then is
transmitted to the SAM 1 through the reader/writer 5, the
client terminal 4, the Internet 3, and the application
server 2 as a response to the application server 2. The SAM

1 decrypts the encrypted balance transmitted from the IC



Thus, it is possible for the application server 2 to check the current
balance of the electronic money stored in the IC chip 7. When the
application server 2 checked the balance, the application server 2 creates
the command (Write command) for requesting the IC chip 7 to rewrite the
balance (replace the previous balance with the difference when the price
of the goods is subtracted from the previous balance) of the electronic
money. In the same manner as the Read command transmitted before,
the Write command created by the application server 2 is encrypted by
chigpe 'SAMNE dritFthends rahsmitelnpe IS chiperiretdietheo the
pplication server 2, the Internet 3, the client terminal 4, and the
SPPrehdaHriter™s After the Write command is decrypted in the IC chip 7, the
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price of the goods is subtracted from the previous balance. For example,
theaftér the Wpodessing is performed, such as a message notifying the
completion of the subtraction from the pr%vious balance is transmitted
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requesting the IC chip 7 to rewrite the balance (replace the
previous balance with the difference when the price of the
goods is subtracted from the previous balance) of the
electronic money.

In the same manner as the Read command transmitted
before, the Write command created by the application server
2 is encrypted by the SAM 1, and then is transmitted to the
IC chip 7 through the application server 2, the Internet 3,
the client terminal 4, and the reader/writer 5. After the
Write command is decrypted in the IC chip 7, the Write
command is executed. The Write command also includes
information indicating the new balance. Thus, the balance
of the electronic money stored in the IC chip 7 becomes the
difference when the price of the goods is subtracted from
the previous balance.

For example, after the processing is performed, such as
a message notifying the completion of the subtraction from

the previous balance is transmitted from the IC chip 7 to



carried out by such processing. In this regard, at the time of starting a
series of processing, the identification information of the IC chip 7, the
information stored in the area allocated to an electronic money service
out of the memory disposed in the IC chip 7, etc., are transmitted from the
IC chip 7 to the SAM 1. Mutual authentication using the key calculated by
the SAM 1 is performed between the SAM 1 and the IC chip 7 on the
basis of the transmitted information, etc. When the mutual authentication
has been successful, the encryption of the above-described data

the(copmand): Hrndecypaen of thie eRthpled datal efe sareserfcimed
using the key _information calculated at the time oé th%mutual

terDimahfichtion” JaparedE Ohexamined PateRtAplidationdBibiication No.

lica

careQQ4;274211 has disclosed a system in which mutual authentication is

performed, and the processing is pérformed between the SAM and IC
chipthathayversuggeaded in the mutnal athemticationgFig. 24s acdiagram
illustrating an example of the software configuration of the SAM 1. As
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IC chip 7, etc., are transmitted from the IC chip 7 to the
SAM 1. Mutual authentication using the key calculated by
the SAM 1 is performed between the SAM 1 and the IC chip 7
on the basis of the transmitted information, etc. When the
mutual authentication has been successful, the encryption of
the above-described data (command), the decryption of the
encrypted data, etc., are performed using the key
information calculated at the time of the mutual
authentication. Japanese Unexamined Patent Application
Publication No. 2004-274211 has disclosed a system in which
mutual authentication is performed, and the processing is
performed between the SAM and IC chip that have succeeded in
the mutual authentication.

Fig. 2 is a diagram illustrating an example of the
software configuration of the SAM 1.

As shown in Fig. 2, the SAM 1 is provided with software
including a common portion 11 and logic 12.

The common portion 11 is a software module provided in



performing, for example the mutual authentication with the IC chip, which
is performed using the key information calculated by the logic 12, the
encryption of the command created by the application server 2, the
decryption of the encrypted data by the IC chip, etc. The logic 12 is a
software module provided differently for each service (for each memory
area (area for reading and writing data) of the IC chip to be an access
destination). The logic 12 includes, for example the description of the
algorithm for calculating the key information used for the mutual
comgqthehfi¢ation thex athcehickgptiohy tedEérgption dffthe epERpledaatal on
asis of the information obtained from the IC,ctﬂ to he the
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processing (the mutual authentication, the data encryption, the decryption
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appropriately. In this regard, the software configuration shown in Fig. 2
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and different key information is

The logic 12 is a software module provided differently
for each service (for each memory area (area for reading and
writing data) of the IC chip to be an access destination).
The logic 12 includes, for example the description of the
algorithm for calculating the key information used for the
mutual authentication, the data encryption, the decryption
of the encrypted data on the basis of the information
obtained from the IC chip to be the communication party on
the other end at the start time of the communication.

The common portion 11 performs the encryption
processing (the mutual authentication, the data encryption,
the decryption of the encrypted data) using the key
information calculated by the logic 12 appropriately.

In this regard, the software configuration shown in
Fig. 2 may be not included in the SAM 1, and may be included

in the application server 2. 1In this case, the encryption

processing is performed by the application server 2 itself.



necessary for reading and writing data stored in each area. That is to say,
it is necessary that logic for calculating different key information is
provided for an SAM or an application server (application server having a
configuration of performing encryption processing by itself). When a new
service different from the services provided previously is provided, it is
necessary for a service provider to newly provide logic for calculating the
key information used for the new service to the SAM or the application
server. Accordingly, in this case, it is necessary for the service provider to

SUMpEMRiEsPE mdahiufaétuirerIWhb is a supplier of the SAM or the application
server, to pre ?‘cr)% for the logic for calcudiatinf? thlg key information . ,
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application server (application server having a
configuration of performing encryption processing by
itself). When a new service different from the services
provided previously is provided, it is necessary for a
service provider to newly provide logic for calculating the
key information used for the new service to the SAM or the
application server.

Accordingly, in this case, it is necessary for the
service provider to request a manufacturer, who is a
supplier of the SAM or the application server, to prepare
for the logic for calculating the key information
corresponding to the new service, and thus it takes time and
effort.

Also, in particular, when a logic included in an
application server is renewed, it is difficult to keep a
logic (algorithm) for calculating the key information
corresponding to a new service secret and to provide that
logic, because an application server is not a tamper-

resistant apparatus, and it is easier to know the content of



that only one piece of logic is provided for one SAM or application server,
and the fact that the type of the algorithm (key-information calculation
algorithm) used in one SAM or application server is limited, and the like.
Furthermore, some service providers desire to determine the parameters
necessary for the calculation of key information, and desire a programmer
of a manufacturer to set them in the SAM, etc. That is to say, they desire
to separate a person who determines the parameters from a person who
sets the parameters. However, as described above, it has been difficult,
thepeadiseas manufactdr? prepardscthelsgicaTHE preserm itentiohhas

. been made in vietw of these_situations. It is desirable, for example to
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Furthermore, some service providers desire to determine
the parameters necessary for the calculation of key
information, and desire a programmer of a manufacturer to
set them in the SAM, etc. That is to say, they desire to
separate a person who determines the parameters from a
person who sets the parameters. However, as described
above, it has been difficult, because a manufacturer
prepares the logic.

The present invention has been made in view of these
situations. It is desirable, for example to make it
possible to specify a module for calculating the key
information corresponding to a service from the outside.

According to an embodiment of the present invention,
there is provided an information processing apparatus for
using key information calculated on the basis of
predetermined information including information obtained
from an IC chip as a communication party on the other end in

order to perform encryption processing with the IC chip, the



predetermined algorithms, control means for causing the calculation
module identified by identification information input from the outside to
calculate the key information; and encryption means for encrypting data
by the key information calculated. The control means may cause the
calculation module to calculate the key information on the basis of a
parameter input by an administration unit in addition to the information
obtained from the IC chip as a communication party on the other end.
According to another embodiment of the present invention, there is
infergvifetca nittReE B e nTation: protessitglofhminiforATtiv processing
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processing with the IC chip, the method including the steps of: among a
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information input from the - 10 outside to calculate the key information;
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calculated.

The control means may cause the calculation module to
calculate the key information on the basis of a parameter
input by an administration unit in addition to the
information obtained from the IC chip as a communication
party on the other end.

According to another embodiment of the present
invention, there is provided a method of information
processing of an information processing apparatus for using
key information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, the method
including the steps of: among a plurality of calculation
modules for calculating the key information being
individually different in accordance with predetermined
algorithms, controlling for causing the calculation module

identified by identification information input from the
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invention, there is provided a program for causing a computer to perform
information processing in an information processing apparatus for using
key information calculated on the basis of predetermined information
including information obtained from an IC chip as a communication party
on the other end in order to perform encryption processing with the I1C
chip, the program including the steps of: among a plurality of calculation
modules for calculating the key information being individually different in
accordance with predetermined algorithms, controlling for causing the

outedleglation arddiile ffentified bySdentificaton informatiort isputfion e for

outside to calculate the key information; and. encrypting for encrypting
NG 1 e Ry Anfotmalion “CalcUIBAE AEEAding T SRAREF Srbodiment

of the presantinvention,there isprowded.for ap informatian pracessing

apparatus for using key information calculated on the basis of
inveredetarmined informatioroinclidingainfarotation obtained ufsamears|C chip

as a communication party on the other end in order to perform encryption
compreeessing virgrtheC cHip o rseitim) apparatssion Settingagartoff ormation

information among the predetermined information, the setting apparatus

P ORI - 11 fifst ehtryptibn Hiddlds o7 entR/pting Partor informatishd ©0
tneiNBYLRY an administration upit ameng, ine predetermined; informatiodi 5 on
second encryption means for encrypting an
obtained from an IC chip as a communication party on the
other end in order to perform encryption processing with the
IC chip, the program including the steps of: among a
plurality of calculation modules for calculating the key
information being individually different in accordance with
predetermined algorithms, controlling for causing the
calculation module identified by identification information
input from the outside to calculate the key information; and
encrypting for encrypting data by the key information
calculated.

According to another embodiment of the present
invention, there is provided, for an information processing
apparatus for using key information calculated on the basis
of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, a
setting apparatus for setting part of information among the

predetermined information, the setting apparatus including:
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entire file describing information encrypted by the first encryption means;
generation means for generating a predetermined format file enabling the
information processing apparatus to capture information on the basis of a
file obtained by being subjected to encryption by the second encryption
means; and setting means for outputting the predetermined format file
generated by the generation means to the information processing
apparatus and setting part of information among the predetermined
information. According to another embodiment of the present invention,
firgere opronideen foteainforAiatioR Proeéssieg pparaths ol esing kegn
information calculated on the basis of predetermined information .
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chip, a method of setting part of information among the predetermined
entinferm@ation, thesmethothigclugdig-thetsteps «ofcereryptingpamiof first
information input by an administration unit among the predetermined
encipfariationTehepyptingraT entirefil@ deseriding e ereypicty a
information; generating a_predetermined format file enabling , the
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generated predetermined format file to the information processing
a fapparatssanttd by being subjected to encryption by the
second encryption means; and setting means for outputting
the predetermined format file generated by the generation
means to the information processing apparatus and setting
part of information among the predetermined information.
According to another embodiment of the present
invention, there is provided, for an information processing
apparatus for using key information calculated on the basis
of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, a
method of setting part of information among the
predetermined information, the method including the steps
of: encrypting part of information input by an
administration unit among the predetermined information;
encrypting an entire file describing the encrypted
information; generating a predetermined format file enabling

the information processing apparatus to capture information
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setting part of information among the predetermined information.
According to another embodiment of the present invention, there is
provided, for an information processing apparatus for using key
information calculated on the basis of predetermined information
including information obtained from an IC chip as a communication party
on the other end in order to perform encryption processing with the IC
chip, a program for causing a computer to perform setting part of
information among the predetermined information, the method including

on frasstees b entryptihg Farestinforathtibl iMsut By ankitimihRtration Uit
amon% the predetermined informaj{t}ion; encr%gtin an entire file describing

rat
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the basis of a file obtained by being subjected to the encryption; and
s e tautpyttingrtbe generatedmpredetermined;farmat filestodtbeinformation
processing apparatus and setting part of information among the
infgredeterfiined information. In an embodiment of the present invention,
control is g%rerformed such that the key information is calculated by the -
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key information being
apparatus for using key information calculated on the basis

of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, a
program for causing a computer to perform setting part of
information among the predetermined information, the method
including the steps of: encrypting part of information input
by an administration unit among the predetermined
information; encrypting an entire file describing the
encrypted information; generating a predetermined format
file enabling the information processing apparatus to
capture information on the basis of a file obtained by being
subjected to the encryption; and outputting the generated
predetermined format file to the information processing
apparatus and setting part of information among the
predetermined information.

In an embodiment of the present invention, control is

performed such that the key information is calculated by the
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individually different in accordance with predetermined algorithms. In
another embodiment of the present invention, encryption processing is
performed on part of information input by an administration unit among
the predetermined information, and then encryption processing is
performed on the entire file describing the encrypted information. On the
basis of the file obtained by being subjected to the encryption, a
predetermined format file enabling the information processing apparatus
to capture information is generated. Also, the generated

calgretieterfiing®forhtat FikeRt bhtped tdthelidformationProesssiag ormation

. __apparatus, and part of . information among the predetermined information
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mod@MRodiment of fhe, prasent invention. it i$ passible;toSpeCiy, the module

for calculating the key information corresponding to a service from the
indoutsigies 1Accardingde @nothet embediaent ef thetpreseptisyertiom dds

possible to set information necessary for calculating key information while
alokadgihg the information secret. - 14 BRIEF DESCRIPTION OF THE

DRAWINGS Fig. 1 is a block diagram of illustrating an example of the
confiyuPRYSH for achiReitig'g S&nvide (i&iRganectard: Iﬁf&.r’;?soél tiagram

enc@9§%§%ﬁ3@}gé@@9%hgﬂyg performed on part of information

input by an administration unit among the predetermined
information, and then encryption processing is performed on
the entire file describing the encrypted information. On
the basis of the file obtained by being subjected to the
encryption, a predetermined format file enabling the
information processing apparatus to capture information is
generated. Also, the generated predetermined-format file is
output to the information processing apparatus, and part of
information among the predetermined information is set in
the information processing apparatus.

According to an embodiment of the present invention, it
is possible to specify the module for calculating the key
information corresponding to a service from the outside.

According to another embodiment of the present
invention, it is possible to set information necessary for
calculating key information while keeping the information

secret.
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software configuration of an SAM; Fig. 3 is a diagram illustrating an
example of the configuration of an information processing system
according to an embodiment of the present invention; Fig. 4 is a diagram
illustrating an example of the hardware configuration of the SAM; Fig. 5 is
a diagram illustrating an example of the software configuration of the
SAM; Fig. 6 is a diagram illustrating a specific example of the software
configuration of the SAM; Fig. 7 is a diagram illustrating an example of

logic- identification information; Fig. 8 is a flowchart illustrating the
BRIEfHcBESIRG Lperféihéd by tHe infdrthaifon processing system of Fig. 3;

Fig. 9 is a_ diagram jllustrating a specific example of the processing; Fig.
10158 tiaigram fudtiating & EXAMBIe of Kay THORAATOR! g FERW e of
enediagram dlustiating apexample of sspecificinformationskig, 12,48 &c carq;
diagram illustrating an example of - I5 additional information; Fig. 13 is a
diagtam ilkustratiag @h=exasmple Of logie-aproaessing seeatiar spedific he

information; Fig. 14 is a diagram illustrating an example of a key-
software configuration of an SAM;

Fig. 3 is a diagram illustrating an example of the
configuration of an information processing system according
to an embodiment of the present invention;

Fig. 4 is a diagram illustrating an example of the
hardware configuration of the SAM;

Fig. 5 is a diagram illustrating an example of the
software configuration of the SAM;

Fig. 6 is a diagram illustrating a specific example of
the software configuration of the SAM;

Fig. 7 is a diagram illustrating an example of logic-—
identification information;

Fig. 8 is a flowchart illustrating the processing
performed by the information processing system of Fig. 3;

Fig. 9 is a diagram illustrating a specific example of
the processing;

Fig. 10 is a diagram illustrating an example of key
information;

Fig. 11 is a diagram illustrating an example of
specific information;

Fig. 12 is a diagram illustrating an example of

- 15 -



information calculation algorithm; Fig. 15 is a diagram illustrating a specific
example of key-information calculation; Fig. 16 is a diagram illustrating
another example of a key-information calculation algorithm; Fig. 17 is a
diagram illustrating another specific example of key-information
calculation; Fig. 18 is a diagram illustrating a flow of information centering
around a logic processing section; Fig. 19 is a diagram illustrating an
example of the configuration of a setting apparatus and the data
processed by each component of the apparatus; Fig. 20 is a diagram
addijigsteatin am examplelefthe detailed configuration of a setting support

tool; and Fig. 21 is a block dlagr illustrating an example of the
cor]iz%ljg%ratlogh ofa Be?z onat compu SBE@EI—%I?’T%N of logic-

procg%ﬁ@?'é@&'%r@%%‘ﬁ%” ihe- inllowing, 2, deSC“pt'O” will be given

of an embodiment of the present invention. The relatlonsh|p between the
constituent 4edtures afithgpuesantlinventionintd anddhengmbodiment key—
described in the specification or the drawings is exemplified as follows.

infprisateseription isfor tcopfirmikgthat am embodiment supporting the
present invention is included in theélrgemflcatlon or the drawings.

Acéardingly’ ifthefe RPEMBodmemiAALAEd iftiePecitic example of

key-information calculation;

Fig. 16 is a diagram illustrating another example of a
key-information calculation algorithm;

Fig. 17 is a diagram illustrating another specific
example of key-information calculation;

Fig. 18 is a diagram illustrating a flow of information
centering around a logic processing section;

Fig. 19 is a diagram illustrating an example of the
configuration of a setting apparatus and the data processed
by each component of the apparatus;

Fig. 20 is a diagram illustrating an example of the
detailed configuration of a setting support tool; and

Fig. 21 is a block diagram illustrating an example of

the configuration of a personal computer.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
In the following, a description will be given of an
embodiment of the present invention. The relationship

between the constituent features of the present invention



specification or the drawings, but not included here as an embodiment
corresponding to the constituent features, the fact does not mean that the
embodiment does not corresponds to the constituent features. On the
contrary, if an embodiment is included here as constituent features
corresponding to the present invention, the fact does not mean the
embodiment does not correspond to the features other than the
constituent features. According to an embodiment of the present
invention, there is provided an information processing apparatus (for

andesdrfiplerthe Sa tind=ig C3)ifor dsiy Keyeinforatatibh cealéqatedtor five
basis of redetermine%i;?lgrmation iqcluding informatjon obtained from an

i

AL E BAIP a5°a CoMMUAicATon party i th other € ir Griiet t&péitdrm > =O*
conIHHRIN PicesSROMMIN WEGehiB, s uiormation PIOFESINg

apparatus including: among a plurality of calculation modules (for
invexample, logic h2-htosk2-ahfor healewatng theskeyinfermation keiagings .

individually different in accordance with predetermined algorithms, control
Acciedns gdor examplecaconfropse@iBRALIAGFI. I for edasingn 17h¢he

calculation module identified by identification information (for example,

SPepyictidhtifidatioh infSTmatioH): e fromk tHESutsitfe 1 CatcdlStetha kef™
emplDformAtoN:. 804 el%;%ceéo}l@tl%m@énéﬁ%r enGlyRting data yethe keys | che

information calcu
fact does not mean that the embodiment does not corresponds
to the constituent features. On the contrary, if an
embodiment is included here as constituent features
corresponding to the present invention, the fact does not
mean the embodiment does not correspond to the features
other than the constituent features.

According to an embodiment of the present invention,
there is provided an information processing apparatus (for
example the SAM 1 in Fig. 3) for using key information
calculated on the basis of predetermined information
including information obtained from an IC chip as a
communication party on the other end in order to perform
encryption processing with the IC chip, the information
processing apparatus including: among a plurality of
calculation modules (for example, logic 12-1 to 12-n) for
calculating the key information being individually different

in accordance with predetermined algorithms, control means

(for example, a control section 41 in Fig. 9) for causing

- 17 -



The control means may cause the calculation module to calculate the key
information on the basis of a parameter (for example, logic-processing
section specific information) input by an administration unit in addition to
the information obtained from the IC chip as a communication party on
the other end. According to another embodiment of the present invention,
there is provided, for an information processing apparatus (for example
the SAM 1 in Fig. 3) for using key information calculated on the basis of
predetermined information including information obtained from an IC chip
theasakewimunieatisw patty ohdhe otidrashdiin drdentol peeEhThcryption
. __processing wijth the IC chip, a setting apparatus (J;or example, the settin%
It RspatatEin Figr16y* ilSeting gt O nforiation @drskantpie g~
1 npRfocessing section, specific information) among,the, predstermineds on; ang

information, the setting apparatus including: first encryption means (for

encexamplen anencry/ption tealkhl v Hgy 19 for encryptingpart oiformation
information input by an administration unit among the predetermined
calipforaiaidn; - 18 second encryption means (for example, an encryption
tool 53 in Fig. 19) for encrypting an entire file (for example, the setting o

inpbt file A Fig. o) Hedbfibifig inforhatorr BRclyptsd oy the firsf o4

ca1ENGYRION Mmeans; genaralion means, (for gxample; a $eting supRQL tea!
54 in Fig. 19) for

(for example, logic-processing section specific information)
input by an administration unit in addition to the
information obtained from the IC chip as a communication
party on the other end.

According to another embodiment of the present
invention, there is provided, for an information processing
apparatus (for example the SAM 1 in Fig. 3) for using key
information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a setting
apparatus (for example, the setting apparatus in Fig. 19)
for setting part of information (for example, logic-
processing section specific information) among the
predetermined information, the setting apparatus including:
first encryption means (for example, an encryption tool 51
in Fig. 19) for encrypting part of information input by an

administration unit among the predetermined information;
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generating a predetermined format file (for example, the setting package
file in Fig. 19) enabling the information processing apparatus to capture
information on the basis of a file obtained by being subjected to
encryption by the second encryption means; and setting means (for
example, a management tool 56 in Fig. 19) for outputting the
predetermined format file generated by the generation means to the
information processing apparatus and setting part of information among
the predetermined information. In the following, a description will be given
secehgh EMBotHINERE oh BRI Sre$ERTINPERIN With *efep@sceytptthen tool 53
3 is a diagram illustrating the configuration of an

: dra n
in iSimatioh p6beSig SAbAPabriy 1 Grem Bodifn SJrE L, the
stk nt inyention. ;the; companents cogrespending 4o sthe somponents in

Fig. 1 are marked with the same numerals and symbols. In the example
encityiiged, avapplcation serverctand aoalierd dermingks arescanectedns
through the Internet 3. A SAM 1 is connected to the application server 2
(fothreughitalan SCSIYSHH Compatdr SyztdmIdterfacE) tertdoe éror
Ethernet (registered trademark). A reader/writer 5 (dumb type)_is

ISNEGHECHSH fo i Clishtteiiival 4 RTSigh GSES(Uivérsar SBrbPBuS)©
se t%%?aﬂlaoc‘%%@@ Uf‘icﬁé'oﬁnc%r{?pol@i”%@a% Aysical level, ithyan 16y

chip (a chip contained in an IC
processing apparatus to capture information on the basis of

a file obtained by being subjected to encryption by the
second encryption means; and setting means (for example, a
management tool 56 in Fig. 19) for outputting the
predetermined format file generated by the generation means
to the information processing apparatus and setting part of
information among the predetermined information.

In the following, a description will be given of an
embodiment of the present invention with reference to the
drawings.

Fig. 3 is a diagram illustrating the configuration of
an information processing system according to an embodiment
of the present invention. The components corresponding to
the components in Fig. 1 are marked with the same numerals
and symbols.

In the example in Fig. 3, an application server 2 and a
client terminal 4 are connected through the Internet 3. A

SAM 1 is connected to the application server 2 through a
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card) in close vicinity is achieved by the reader/writer 5. The SAM 1, the
application server 2, the client terminal 4, and the reader/writer 5 are
provided by a service provider, for example. In this regard, only one client
terminal 4 is shown in Fig. 3. However, a plurality of client terminals are
connected to the application server 2 through the Internet 3. Also, the
function of the reader/writer 5 may be contained in the client terminal 4.
The function of the SAM 1 may be contained in the application server 2.
Also, in the example of Fig. 3, an IC card 6 including an IC chip 7 is in

SCSdlod&Nieirityterthe Feaderifiten 5 Sot fdtads bossibi fosérferm Ethernet

hort-dist jcation_with the reader/writer5 usi .
(< egibshbAgnBCINAUEHON.  The IE G & canfad srolnTBy & U881 of =

contheSance As fdeserined,abeys, the SAM %ﬁ%@gw%ﬁ SISt yersal

apparatus, and performs encryption processing and management of a
serkeyltoshe used trthe enctyptiaroprocessing i bhe SAM deeperypisig to a

command supplied from the application server 2, and outputs the
pPhyercryptetctimmarid td theapplicdtion seavernizd O TheiS’M 1 andthd C

IC chip 7 individuallg have a comman, key, and encryption communication

cardlpetforfed et e YSAN £ 8Rd THE TC BRip™7 by thé fHtdrmiation = ° -

TheSRGMPIEd Ry the key being;transmited and received {hrougheach; 4, 4,
apparatus. The application server 2 outputs the command created in

and the reader/writer 5 are provided by a service provider,

for example.

In this regard, only one client terminal 4 is shown in
Fig. 3. However, a plurality of client terminals are
connected to the application server 2 through the Internet
3. Also, the function of the reader/writer 5 may be
contained in the client terminal 4. The function of the SAM
1 may be contained in the application server 2.

Also, in the example of Fig. 3, an IC card 6 including
an IC chip 7 is in close vicinity to the reader/writer 5 so
that it is possible to perform short-distance communication
with the reader/writer 5 using electromagnetic induction.
The IC card 6 1is carried around by a user of the service.

As described above, the SAM 1 is a tamper-resistant
apparatus, and performs encryption processing and management
of a key to be used in the encryption processing. The SAM 1
encrypts a command supplied from the application server 2,

and outputs the encrypted command to the application server
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response to a request from the client terminal 4 to the SAM 1. Also, when
the encrypted command is supplied from the SAM 1, the application
server 2 transmits it to the client terminal 4. An HTTP (Hyper Text
Transfer Protocol) server and an HTTP client are implemented in the
application server 2 and the client terminal 4, respectively. Such data
transmission and receiving are performed by the HTTP communication.
Also, the application server 2 transmits screen information to the client
terminal 4, and displays it on the display of the client terminal 4. The

2. clight tértiindl £frdnsifts Apredéterminetreqldse id the apglicatisammon
server_ 2. At the same time, when a command is tr nsmitlls:ﬁd from the

KeYapplikation seker 2 the AIBR{terina 4 stipphes i Bsmntad 6 The 1€
sanChIP i NIOHGN e praderivriior 910 exegiedh T0g Flnt JoKRal IS e

provided with a Web browser 4A. Operations using the client termina

k e yalesdpproptiatebrpertermechan rtbescteen displayed bydba \ieb browser.
4A on the display of the client terminal 4 when accessing to the
applicatioRr Dicsérven 2sFRESC chip v ideehmpts five ensiypred cormmiand 1n
that has  been transmitted from the SAM 1 through the reader/writer 5,

L e SERA Hnd ket utéstie tontmahd “When'the tontert bt tie” coniand fs 5™
1. reﬂrgg ,el%ré)rmcc@gng}{t:%pc@é«@mégﬂrﬂ% is supplied from the

SAM 1, the application server 2 transmits it to the client
terminal 4. An HTTP (Hyper Text Transfer Protocol) server
and an HTTP client are implemented in the application server
2 and the client terminal 4, respectively. Such data
transmission and receiving are performed by the HTTP
communication.

Also, the application server 2 transmits screen
information to the client terminal 4, and displays it on the
display of the client terminal 4.

The client terminal 4 transmits a predetermined request
to the application server 2. At the same time, when a
command is transmitted from the application server 2, the
client terminal 4 supplies the command to the IC chip 7
through the reader/writer 5 to execute it. The client
terminal 4 is provided with a Web browser 4A. Operations
using the client terminal 4 are appropriately performed on
the screen displayed by the Web browser 4A on the display of

the client terminal 4 when accessing to the application
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includes amount-of-money information to rewrite, etc. In this manner, the
application server 2, the client terminal 4, and the reader/writer 5 that lie
between the SAM 1 and the IC chip 7 play only a role of storing a
command and a response content in a data payload portion and relaying
them, and are not involved with data encryption and decryption, mutual
authentication, etc. Accordingly, in the following, a description will be
appropriately given on the assumption that information transmitted from
the apparatuses of the service provider side, that is to say, the
serggplication server 2, the client terminal 4, and the reader/writer 5 to the IC

chi% 7 is information transmitted from the SAM 1. Also, a desg}rirétl%rl Wﬂ| s
h

be giten’dh s Rs<ufplion that informafish HRhSMmited e Tehi

peeh PG apparalyses oftheserdes providelsids is Jformation /yriter s,

transmitted to the SAM 1. Fig. 4 is a diagram illustrating an example of the
et cConfigutiatioreefithe SAMeL. Asrghown in Figed, hieeSAMhL &aS, asathe
portion, the hardware configuration in which a CPU (Central Processing -
compndnif)s atperipheral irfcleding ancencry prioreprocesing oproeessar] .,
and a memory are connected through an  internal bus. The CPU is

LNChP e dAWIE AR e T REM" (REAA Ty Merffory ¥ 4hd Bvinterfial RAM
(Random Acciss, Memop).AQRTQE{Rea), Tune Qperating system) o

code, a

terminal 4, and the reader/writer 5 that lie between the SAM
1 and the IC chip 7 play only a role of storing a command
and a response content in a data payload portion and
relaying them, and are not involved with data encryption and
decryption, mutual authentication, etc. Accordingly, in the
following, a description will be appropriately given on the
assumption that information transmitted from the apparatuses
of the service provider side, that is to say, the
application server 2, the client terminal 4, and the
reader/writer 5 to the IC chip 7 is information transmitted
from the SAM 1. Also, a description will be given on the
assumption that information transmitted from the IC chip 7
to the apparatuses of the service provider side is
information transmitted to the SAM 1.

Fig. 4 is a diagram illustrating an example of the
configuration of the SAM 1.

As shown in Fig. 4, the SAM 1 has, as a portion, the

hardware configuration in which a CPU (Central Processing
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system stack, a key for managing a safe area formed in an external RAM,
etc., which should be kept secret at a maximum are allocated to the
internal ROM and the internal RAM. The SAM 1 has a bus-scramble
function capable of encrypting data and code, and decrypting them when
communication is performed between the CPU and the external RAM.
Also, the SAM 1 has a firewall function capable of setting application
programs accessible to individual areas in the external RAM. Next, a
description will be given of the software configuration of the SAM 1. Fig. 5
Unijg)a didgkat Libstrating & eXample enthersoftikiré @dnig@ratien dithe

SAM 1. As shown in Fig. 5, drivers including the RTOS kernel (RTOS)
b O&)er?gsoprdnd?ntgctb’p?ﬁp‘ﬁe?aﬁheé?aﬁérgFeesi SN Ra" o eeJi”Fa%}é th@ayer

intWhichis one layenabovethe hargware devel);Handlers; which performy

processing logically integrated as a unit, reside in the upper layer of the
(RedriverdayenAndipper haadler (RevilegeaVodale), (rdncivhasintegrated

application-specific libraries, etc., - 23 reside in the upper layer of the
Memiandler |lafer. REQEhemeore, deneraPapplicatiofs sesidem thecdisperdayer

of the upper handler layer with a firewall therebetween. In_the example of

SYSERM5SGSET AP toUset Rp-HHte $hidWnas® Yenerdl apphieatitis. 17 21

external RAM, etc., which should be kept secret at a maximum
are allocated to the internal ROM and the internal RAM.

The SAM 1 has a bus-scramble function capable of
encrypting data and code, and decrypting them when
communication is performed between the CPU and the external
RAM. Also, the SAM 1 has a firewall function capable of
setting application programs accessible to individual areas
in the external RAM.

Next, a description will be given of the software
configuration of the SAM 1. Fig. 5 is a diagram
illustrating an example of the software configuration of the
SAM 1.

As shown in Fig. 5, drivers including the RTOS kernel
(RTOS) corresponding to peripheral hardware reside in the
lowest layer (the layer which is one layer above the
hardware level). Handlers, which perform processing
logically integrated as a unit, reside in the upper layer of
the driver layer. An upper handler (Privilege Module),

which has integrated application-specific libraries, etc.,
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Fig. 6 is a diagram illustrating a specific example of the software
configuration of the SAM 1. As described above, the SAM 1 has a
software module provided in common for SAMs achieving any services.
The common portion 11 in Fig. 6 is a software module provided in
common. The common portion 11 in Fig. 6 corresponds to, for example
the RTOS kernel, the drivers, the handlers, the upper handler, and the
firewall in Fig. 5. Also, referring to Fig. 6, the logic 12-1, 12-2, and 12-n
are shown as software modules corresponding to the user AP-1, the user

resAPeR ighdthe usePAP-Ady Fig. & reBpebtiedyl Thelldgrrl2-1 is a piece
of logic identified by a _logi 1. The logi¢ processing

t
PR At e GE brCCRELS of 8 TRt A (8 5o iR RRH ihaYer
of @%(‘é)@%?)(‘ee.ij{Qﬁlaqgpqig%p%ggge% b¥£@%mq 1%%?%‘@3997@&% 2 1p

and the logic 12-n are also pieces of logic identified by a logic category 1.
theThe{ogia progessing oba captant Bris pettormedhyrtherdogied 2s?own as

among them, and the logic processing of a content C is - 24 performed by
gengeddgieIRl A CRive futfic for performing processing of a predetermined

content id§ntjfied by the Iogic category 2 is also provided in the SAM 1

as, foPexdmpie Bgit F438tc? THAFIS 6 'sh) e mMBmoty bf af ¢ BRS ©F

thec@y§gwggéaconfiguration of the SAM 1.

As described above, the SAM 1 has a software module
provided in common for SAMs achieving any services. The
common portion 11 in Fig. 6 is a software module provided in
common. The common portion 11 in Fig. 6 corresponds to, for
example the RTOS kernel, the drivers, the handlers, the
upper handler, and the firewall in Fig. 5.

Also, referring to Fig. 6, the logic 12-1, 12-2, and
12-n are shown as software modules corresponding to the user
AP-1, the user AP-2, and the user AP-n in Fig. 5,
respectively.

The logic 12-1 is a piece of logic identified by a
logic category 1. The logic processing (key—-information
calculation processing) of a content A is performed in
accordance with the algorithm described by the logic 12-1.

The logic 12-2 and the logic 12-n are also pieces of
logic identified by a logic category 1. The logic
processing of a content B is performed by the logic 12-2

among them, and the logic processing of a content C is
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user, who is a service user, includes an area (service area) formed in
order to manage necessary data for achieving each service. The SAM 1
is provided, in advance, with a plurality of pieces of logic for calculating
key information used for accessing (reading data stored in a service area
and writing data to the service area) different service areas of different IC
chips. Specifically, the logic 12-1, 12-2, and 12-n in Fig. 6, which are
identified by the logical category 1, are pieces of logic for calculating key
information to be used, for example, for accessing a first service area in
penyRicheth Rirddit of asorfeylthabis necessary data for achieving a first
elec roniri maQney _service, rgtc. are mana%ed out of thg service areas

formaa in f%e Menidryot the TEchp. AISS; TRE dlic 12-3 (Mot SHowRj,
cod@gﬁb'i&%ﬂ%@erQYﬂva@H@als@?goeé%éaék e969£k%W%g”provided
calculating key informatfion to be used, for example, for accessing a
in seconsrservice ared of thexknghip, Mowhich an- amaunt of money that is
necessary data for achieving a second electronic money service, etc., are
mahBgéd bait 6P- 25 theSepviteareas fofmed i thememeyofike I@ith a
chip. In this manner, a,Io%ic category is set in the SAM 1 for each service

USC4rea"Bithd FCThiiFlo B¢ Bctiesset. Al SERACE priVider flelf B5h Sefeer 272
formggf?ﬁC@?Hg@ng&%Magg§guﬁg%kgkgﬂ%ﬂgﬂ¥%aB%¥Cg@%@@@ﬁng each

corresponding to
service. The SAM 1 is provided, in advance, with a

plurality of pieces of logic for calculating key information
used for accessing (reading data stored in a service area
and writing data to the service area) different service
areas of different IC chips.

Specifically, the logic 12-1, 12-2, and 12-n in Fig. 6,
which are identified by the logical category 1, are pieces
of logic for calculating key information to be used, for
example, for accessing a first service area in which an
amount of money that is necessary data for achieving a first
electronic money service, etc., are managed out of the
service areas formed in the memory of the IC chip.

Also, the logic 12-3 (not shown), which is identified
by the logical category 2, is a piece of logic for
calculating key information to be used, for example, for
accessing a second service area of the IC chip, in which an
amount of money that is necessary data for achieving a

second electronic money service, etc., are managed out of
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a service area to be accessed, that is to say, a provided service. In this
regard, the logic 12-1, 12-2, and 12-n in Fig. 6 are pieces of logic (pieces
of logic for calculating different key information by different content
processing) for performing the logic processing of the contents A, B, and
C, respectively. Even if the access destination is the same, for example if
it is the first service area in which necessary data for achieving the first
electronic money service is managed, when an IC card to be processed
is different, different key information becomes necessary for accessing.
theThes, Gl plaralify efpieessof oic afee previded forpdrformirtg Midivdually

different contents and calc Iatin% key information corresponding to one

accebst deSilktidhHreaonife Fight §iddn Fig. B, T6dic-plodessing ™ *
£orSeEtion spegific informationeang, logic-identification jnfarmation.are shown
as information to be provided to the software including the common
serpardenddcaridithe logiccliZ1 dad 2sr TEhe:logiesprocessing section specifig ey
information is a - 26 parameter to be used for calculating key information,
infamehahe dogieyderrificaton irormmationlis isforadten forospedyiitfa fagic o
category and a logic pattern. The lagic, pattern is information indicatin

2 Sfhe'Setiuents of information SinSiiich B hratity 6fpiseds of ofiginr =

service.

In this regard, the logic 12-1, 12-2, and 12-n in Fig.
6 are pieces of logic (pieces of logic for calculating
different key information by different content processing)
for performing the logic processing of the contents A, B,
and C, respectively. Even if the access destination is the
same, for example if it is the first service area in which
necessary data for achieving the first electronic money
service is managed, when an IC card to be processed is
different, different key information becomes necessary for
accessing. Thus, a plurality of pieces of logic are
provided for performing individually different contents and
calculating key information corresponding to one access-
destination area.

On the right side in Fig. 6, logic-processing section
specific information and logic-identification information
are shown as information to be provided to the software
including the common portion 11 and the logic 12-1 to 12-n.

The logic-processing section specific information is a



information for calculation of the key information are arranged, to be used
for operation. This information is set, for example by a service provider
before starting the supply of a service. Fig. 7 is a diagram illustrating an
example of logic- identification information. The logic-identification
information including the sequence "00010001" shown in Fig. 7 is the
information specifying the logic category "1" and the logic pattern "1", and
is given to the common portion 11, etc., in accordance with the operation
by a service provider A. Also, the logic-identification information including
pargiesderitehee POOCETOD2E 9% tHedihforhatibRspeeifyihg the Megictategors

"1 and the logic pattern "2", and is given .to the common portion 11, etc.,
the Lt Laath ey A BNt providB s iate on £F

spelogic;identitication; information ipcluding.the sequepce 109020004, s the;
information specitying the logic category "2" and the logic pattern "1", and

patisgiven o thefommonorteniltaetcnin taccosdancenwyith de operation
by a service provider C. - 27 In this manner, it is possible to constitute the

inflogiea idertificatioryinferimation as 4-bite indérvatiprifcluifliryr tes pper 2

. _bytes which represent a logic categary, and the lower 2 bytes which

0 ERRLelit Ibgfc ST T 1oyid o B0 Scliibly bRFABA Wit thee

arr@%&XBﬁoQo be used for operation. This information is
set, for example by a service provider before starting the
supply of a service.

Fig. 7 is a diagram illustrating an example of logic-—
identification information.

The logic-identification information including the
sequence "00010001" shown in Fig. 7 is the information
specifying the logic category "1" and the logic pattern "1",
and i1is given to the common portion 11, etc., in accordance
with the operation by a service provider A.

Also, the logic-identification information including
the sequence "00010002" is the information specifying the
logic category "1" and the logic pattern "2", and is given
to the common portion 11, etc., in accordance with the
operation by a service provider B. The logic-identification
information including the sequence "00020001" is the
information specifying the logic category "2" and the logic
pattern "1", and is given to the common portion 11, etc., in

accordance with the operation by a service provider C.
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processing is performed is selected from a plurality of pieces of logic
provided for the SAM 1 by the logic identification information having such

a structure. Here, a description will be given of the processing for setting
information to the SAM 1 with reference to the flowchart in Fig. 8. In step
S31, the service provider (system administration unit) operates the

controller to set the service area of the IC chip used for the service to be
provided in the SAM 1. The controller may be implemented, for example

in the SAM 1, or may be implemented in the outside apparatus of the

SAM1 Fuch & thHecapplichtiés eriR Fhesetfing of e servidecareagic-

. . by the controller is accepted by the SAM 1 in step S11. In the SAM 1, the
e B R A TR S WHER 9 (e GO Sibytdie 1R
enelnformation qutof the logigsideptification. information inaccordance with .y,
the accepted Service area, is selected. In step S32, the service provider
loweperataes thes - k8 icontialler & setthe logig pattest ingicating the content
of the processing for calculating the key information in the SAM 1. The

setfifg ot fellpgicopattera byheé tonfbieris caccepted b ehe SAMREAON

step S12. In the SAM 1, the lower ,
processing 1s performed 1s selected from a plurality of

pieces of logic provided for the SAM 1 by the logic-
identification information having such a structure.

Here, a description will be given of the processing for
setting information to the SAM 1 with reference to the
flowchart in Fig. 8.

In step S31, the service provider (system
administration unit) operates the controller to set the
service area of the IC chip used for the service to be
provided in the SAM 1. The controller may be implemented,
for example in the SAM 1, or may be implemented in the
outside apparatus of the SAM 1, such as the application
server 2.

The setting of the service area by the controller is
accepted by the SAM 1 in step S11. 1In the SAM 1, the
information indicating a logic category, which is the upper
2-byte information out of the logic-identification
information in accordance with the accepted service area, 1is
selected.

In step S32, the service provider operates the
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2-byte information of the logic-identification information is selected in
accordance with the accepted logic pattern. In step S13, the SAM 1
selects logic to be used for providing the service out of a plurality of
pieces of the logic provided in advance on the basis of the logic
identification information. In step S33, the service provider operates the
controller to set the logic-processing section specific information (the logic
selected in step S13) in the SAM 1. Thus, it becomes possible for the
SAM 1 to calculate the key information in accordance with the service
congrealdfakie IC ENip t6be prodéssaet e 1o perfdifidhé efichfptioaontent
of grocessin%; For.example, the ab%rve processing is 9er,formed before

(VidiiG e Serlite: The f6dic proceddihd Secton spadific Htsmratior =2©

sap@nd the logic pattern set before are set in the same manner as, for
example storing the key information, etc., in the SAM 1. The way of the
setting of 4be 1egjc-proaessing-sgctiopspestic infprmationcetes owillde 1is
described later. In step S15, the SAM 1 (the SAM 1 and the reader/writer

accepg Slchnddied Bdugh vach apipardtds) perforiepdifity for s&grchiriger

an IC chip being held above the reader/writer 5. The IC chip, which has,
2 ‘bﬁé%%ivbragﬁé% En@ frah&fmittsef by the Pt o thE rédtetiititer 87

is 0SteR Slprogeeds. Jo siep.82,and respond sodhe command. e tern
response from

In step S13, the SAM 1 selects logic to be used for
providing the service out of a plurality of pieces of the
logic provided in advance on the basis of the logic-
identification information.

In step S33, the service provider operates the
controller to set the logic-processing section specific
information (the logic selected in step S13) in the SAM 1.
Thus, 1t becomes possible for the SAM 1 to calculate the key
information in accordance with the service area of the IC
chip to be processed, and to perform the encryption
processing. For example, the above processing is performed
before providing the service. The logic-processing section
specific information and the logic pattern set before are
set in the same manner as, for example storing the key
information, etc., in the SAM 1. The way of the setting of
the logic-processing section specific information, etc.,

will be described later.

In step S15, the SAM 1 (the SAM 1 and the reader/writer
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the IC chip to the polling includes specific information set in the IC chip.
Specific identification information is allocated to each of the IC chips
embedded in the IC card that has been issued to a service user. The
SAM 1, which has received the response from the IC chip in step S16,
proceeds to step S17, and transmits a Request Service command
requesting the notification of a list of service areas formed in the memory
to the IC chip. The IC chip, which has received the Request Service
command transmitted from the SAM 1 in step S3, proceeds to step S4,

5 ca?ﬁ]dl@éstp%déftéquqhew 12 RARET RES te eV iieSre8poRsa fofPthe

n ste Sl8 oceeds to st p.S19, and fransmits a Read Without
=2 Yo Botmant FoqUtitg W0 faEHebion 6 BOGRBAANTLEor

infospation Sé%‘?% '”&‘R‘i Servicesareato;ne.an 3eeess AesHaaton ol + o g
IC chip. The IC chip, which has received the Read Without Encryption

by eeramantitiansniitted frome theeSAM: L steprS5, proceeds to sterSbeeds
and responds to it. The response from the IC chip to the Read Without

to Ehempfien commambipelutiese 30 infornatdid othef tisarr fhdkeyse from
information, which is stored . in the service area, as additional information.

therds sAME, Which fad Receivéd theTebpGise s mithe fc BhipiRsey™ So*
in PAY RIOCERS L0 Steps2ls P@dl%?é%%tﬁég% iKgy Infarmatiop Ny the

logic selected’in advance on the
allocated to each of the IC chips embedded in the IC card

that has been issued to a service user.

The SAM 1, which has received the response from the IC
chip in step S16, proceeds to step S17, and transmits a
Request Service command requesting the notification of a
list of service areas formed in the memory to the IC chip.

The IC chip, which has received the Request Service
command transmitted from the SAM 1 in step S3, proceeds to
step S4, and responds to it.

The SAM 1, which has received the response from the IC
chip in step S18, proceeds to step S19, and transmits a Read
Without Encryption command requesting the transmission of
additional information stored in the service area to be an
access destination to the IC chip.

The IC chip, which has received the Read Without
Encryption command transmitted from the SAM 1 in step S5,
proceeds to step S6, and responds to it. The response from

the IC chip to the Read Without Encryption command includes
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basis of the specific information of the IC chip obtained in step S16 and
the additional information obtained in step S20. In step S22, the SAM 1
performs mutual authentication with the IC chip using the calculated key
information. For example, the SAM 1 encrypts predetermined information
using the calculated key information, and transmits the obtained data to
the IC chip. In step S7, the IC chip decrypts the data transmitted from the
SAM 1, encrypts the data obtained by the decryption and the other data
using the key information allocated to the service area to be accessed

infrewaproeteds e stepS8 ARG tramgmitstRebtdinad dutaitothe SANCE ed
The key information correspogedin fo th;ke){hinformati,on calculated in

of

1 eSS AN 15 RlIGTATEY tothe SNice APéa of the 1" ehip, And thus it is
posifle dagihe I ghip o decrvpLihe: data enervplad iy the ey the 1c

information calculated in the SAM 1. On the contrary, the SAM 1 can
chidecrypisthedata oenasypieddrysthed Csahip using, the ifosaatien atlecatede

to the service area to be accessed. - 31 The data transmitted from the IC
keychip i9 réteivieehbp thé ISAM Adih stes 523t add e sdserienen the

encryption processing is continued. In this manner, it becomes gjoss,ible

bastrobide™ plivality of typas Bf BQicRaving différent proedsing -2 -ned in

step S16 and the additional information obtained in step
S20.

In step S22, the SAM 1 performs mutual authentication
with the IC chip using the calculated key information. For
example, the SAM 1 encrypts predetermined information using
the calculated key information, and transmits the obtained
data to the IC chip.

In step S7, the IC chip decrypts the data transmitted
from the SAM 1, encrypts the data obtained by the decryption
and the other data using the key information allocated to
the service area to be accessed now, proceeds to step S8,
and transmits the obtained data to the SAM 1. The key
information corresponding to the key information calculated
in the SAM 1 is allocated to the service area of the IC
chip, and thus it is possible for the IC chip to decrypt the
data encrypted by the key information calculated in the SAM
1. On the contrary, the SAM 1 can decrypt the data
encrypted by the IC chip using the information allocated to

the service area to be accessed.
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contents by one SAM by introducing the configuration enabling the
selection of logic by the logic-identification information (logic category and
logic pattern). Also, the service provider can save time and effort for
requesting a manufacturer to implement new logic every time a new
service is provided. Furthermore, it has become possible to set the logic
specific information, etc., in a data format capable of being set externally
by the service provider. Thus, it becomes possible to increase the
freedom of the setting, and to manage information at the same level of
saféfirasitherkdyr afermatiGistored in-the SAMCFig oiis argiagiarad by
illustrating, a sgecific example of the pro eg%gg performed as described

thespave. tn the Sxample of Figls, IE Cards Aé SRBWhAL 16 ards
proggggm@ to be prgeessed, The IC cards Ato C are individually

connected to the SAM 1 through an IC card communication path (for
examplenh apaila inciuding the>applieatiaroserven 2, the Iptesneid3, the
client terminal 4, and the reader/writer 5 in Fig. 3). - 32 Data | is stored in

plughelservice aréa fsrmedfinthe 1C bardiMdarti 4 keyais alloearestorttis
area. Information a is allocated to the IC card A as card specific

conjfdthiatioh. A1k, dath P storedIf e Senick ared” forfisdinthe IC card
ena%i%W%aéﬁyE%@i@k%%ﬁﬁﬂ@%”@%gic by the logic-identification

information (logic category and logic pattern).

Also, the service provider can save time and effort for
requesting a manufacturer to implement new logic every time
a new service 1s provided.

Furthermore, it has become possible to set the logic
specific information, etc., in a data format capable of
being set externally by the service provider. Thus, it
becomes possible to increase the freedom of the setting, and
to manage information at the same level of safety as the key
information stored in the SAM.

Fig. 9 is a diagram illustrating a specific example of
the processing performed as described above.

In the example of Fig. 9, IC cards A to C are shown as
IC cards (IC chips) to be processed. The IC cards A to C
are individually connected to the SAM 1 through an IC card
communication path (for example, a path including the
application server 2, the Internet 3, the client terminal 4,

and the reader/writer 5 in Fig. 3).
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area. Information b is allocated to the IC card B as card specific
information. Similarly, data | is stored in the service area formed in the IC
card C, and a key C is allocated to this area. Information c is allocated to
the IC card C as card specific information. Individual service areas of the
IC card Ato C are all the areas for storing the same service information,
such as the first electronic money service as described above. Also, in
the example of Fig. 9, the common processing section 31 and the logic
processing section 32 are implemented in the SAM 1. The common
proéessing seeticrit 318 catriéd BubBy tHeC€PRF eéxecitingtre tBmmen 1C
portion 11 (Fig 6%out of the software 5onfigur tion of the SAM 1. The _ .
cardomimoi StoteSS¥g Redffor 31 SRS ofié pletbof?logit by tie ormation

a i09icridgntficatiopnformatien indicating;the . logic category;and the logic
pattern corresponding to the service area specified by the control section

infélim aceardance with theteperatien by thesenicecprovigdervice area
(administration unit). The common processing section 31 supplies the

forpgit-procebsing Sectign specifie thfernigtiorP- 33 sethvaecsrdance Withs
the operation % the service provider similarly to the selected logic (to the

AT eRyic Jrobesding *$attign 32 Earliggd Bt By e fdyic)l The I8¢ic Précessiy’
speSBAtipD 37,8 performed by the, GRY, execyiing.one pigce of logic sglected

by the logic
service area formed in the IC card C, and a key C is
allocated to this area. Information c is allocated to the
IC card C as card specific information.

Individual service areas of the IC card A to C are all
the areas for storing the same service information, such as
the first electronic money service as described above.

Also, in the example of Fig. 9, the common processing
section 31 and the logic processing section 32 are
implemented in the SAM 1. The common processing section 31
is carried out by the CPU executing the common portion 11
(Fig. 6) out of the software configuration of the SAM 1.

The common processing section 31 selects one piece of
logic by the logic-identification information indicating the
logic category and the logic pattern corresponding to the
service area specified by the control section 41 in
accordance with the operation by the service provider
(administration unit). The common processing section 31

supplies the logic-processing section specific information
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identification information supplied from the control section 41 in

accordance with the operation by the service provider. As described with

reference to Fig. 8, the logic processing section 32 calculates the keys A,

B, and C necessary for accessing the data | in the IC cards A, B, and C,

respectively, and performs the encryption processing with the IC cards A,

B, and C, respectively using the calculated keys A, B, and C. That is to

say, the control section 41 is performed in the controller (Fig. 8)

implemented in the SAM 1 or in the application server 2. The specification
setofithexeprceadreq, thetbgichratra rarid te IBYicthrocessiig sectisipvider

. _Specific information in accordance with the operation of the service
SimILSTEY 1€ PGt RoRT e corhof Sdeton D o e SN RASUGH #bn

sec‘E‘erEPl §9nggg@g@@p%g@thb§igaqéolt8él§cgrg diagrams illustrating

specific examples of individual information in Fig. 9. Fig. 10 is a diagram
ilustrating-an exampte-efsthekeye infarmmation. i thecexarpplednbyg.ti cpuU
the key (the key allocated - 34 to the service area in which the data | is
exegtored)Df e duta i thie 1IBeard A slrepreskrited bye12345678h" in
hexadecimal, and the key of the data | in the IC card B is represented b

1AeEbEA8E TR M HeXadelintal RIS e k& of Td datad i the 16 tarfE Lon
41ifﬁeggéngg%%%HZ§A%§4§QQ"gberation by the service provider.

As described with reference to Fig. 8, the logic processing
section 32 calculates the keys A, B, and C necessary for
accessing the data I in the IC cards A, B, and C,
respectively, and performs the encryption processing with
the IC cards A, B, and C, respectively using the calculated
keys A, B, and C.

That is to say, the control section 41 is performed in
the controller (Fig. 8) implemented in the SAM 1 or in the
application server 2. The specification of the service
area, the logic pattern, and the logic-processing section
specific information in accordance with the operation of the
service provider is input from the control section 41 to the
SAM 1 through the control communication path.

Figs. 10 to 13 are diagrams illustrating specific
examples of individual information in Fig. 9.

Fig. 10 is a diagram illustrating an example of the key
information.

In the example in Fig. 10, the key (the key allocated
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hexadecimal. Fig. 11 is a diagram illustrating an example of the specific
information. In the example in Fig. 11, the specific information a of the IC
card A is represented by "1h" in hexadecimal, and the specific information
b of the IC card B is represented by "2h" in hexadecimal. Also, the
specific information c of the IC card C is represented by "3h" in
hexadecimal. Fig. 12 is a diagram illustrating an example of additional
information. In the example in Fig. 12, all the pieces of the additional
information of the data | stored in the service area of the IC cards Ato C
to afereprasehted By " im HexhdBcits. Hefed tHe additibpakaformatibh s

the_information ather than the key information for identifyi e data, l.
Aot DRV o i s bf b AAALARA HRSim Ao ieLi e o 1h

nex98ErafiaN of thekey infarmatiop is ot fimitedito,one. \flg. A3 1584 5 is
diagram illustrating an example of the logic-processing section specific

repinforaration. b3s "Iithe £xample imFige 134theilegic-proaessing seetiorey of
specific information to be given to the logic processing section 32 is

thereprésented by U'B456 812" dn hexadecivak StHe IBgicprotéssing seetion 1n
specific information is the information directly referenced by the logic

hexgrbeesding -

Fig. 11 is a diagram illustrating an example of the
specific information.

In the example in Fig. 11, the specific information a
of the IC card A is represented by "1h" in hexadecimal, and
the specific information b of the IC card B is represented
by "2h" in hexadecimal. Also, the specific information c¢ of
the IC card C is represented by "3h" in hexadecimal.

Fig. 12 is a diagram illustrating an example of
additional information.

In the example in Fig. 12, all the pieces of the
additional information of the data I stored in the service
area of the IC cards A to C are represented by "1h" in
hexadecimal. Here, the additional information is the
information other than the key information for identifying
the data I. The number of the pieces of the additional
information used for generation of the key information is
not limited to one.

Fig. 13 is a diagram illustrating an example of the

logic—-processing section specific information.
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section 32 as an input parameter at the time of the calculation of the key
information. The number of the pieces of the information is not limited to
one. The logic processing section 32 inputs the specific information of the
IC card, the additional information I1 of the data I, and the
logic-processing section specific information to generate the key for
accessing the data I. For example, when the IC card A is to be
processed, the logic processing section 32 assumes the specific
information a to be the specific information of the IC card A, and
asstimédithesRE'R 16 bethE kay féraccdssingttié Hata PR 86Akce section
provider usgég)l%defines the logic processing section 32, determines the
y

SPeAIné of e REy' the KBy “ffdfmation Allocatet 16 the Servics afea) bt tte
secdalad of thedCoards At G based onfhatdafinition, andissues.an. I

card having the key, represented by the value, allocated to the service
Theareag Thusrtbekeyintpraation ceorsponding torthe keytinformator he

managed by the SAM 1 becomes allocated to the service area of the IC
infenipalnl this fegardithe caddatoT agopthr ot tHeRey - BB oipfstAiation

receives the specifi¢ information of the IC card, the additional information

SECI5Fthe Hatd |, Hhd B o gk prike5Sihg Bechibit shelific Hiormigtion as
ca1BRYL @nd, uses arfthmelic Qperalors . anaryption, aperaigrs, etg-Herg, itis

assumed that there area'two types of key-
pieces of the information is not limited to one.

The logic processing section 32 inputs the specific
information of the IC card, the additional information Il of
the data I, and the logic-processing section specific
information to generate the key for accessing the data I.
For example, when the IC card A is to be processed, the
logic processing section 32 assumes the specific information
a to be the specific information of the IC card A, and
assumes the key A to be the key for accessing the data I.

A service provider usually defines the logic processing
section 32, determines the value of the key (the key
information allocated to the service area) of the data I of
the IC cards A to C based on that definition, and issues an
IC card having the key, represented by the value, allocated
to the service area. Thus, the key information
corresponding to the key information managed by the SAM 1
becomes allocated to the service area of the IC chip. In

this regard, the calculation algorithm of the key
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information calculation algorithm: one is a key-information calculation
algorithm when the service area to be processed is identified by the logic
category 1, and the other is a key-information calculation algorithm when
the service area is identified by the logic category 2. Fig. 14 is a diagram
illustrating an example of a key- information calculation algorithm. The
key-information calculation algorithm shown in Fig. 14 is for the service
area identified by the logic category 1. The key information is calculated
by individually inserting the specific information of the IC card to be
infprgeassed) the addifdpalnforiitionl afd e Pgie hredessing 5&ctioh
specific information into the fields A, B, and C of Fig. 14 in a
car gl e TRE beioes WHERDF 1RE rbraténTs Hebed InGWhich=
1059fdhg fields A, By and G isidentified, for.exarpple by the-Jogic pattsmn., Inang
the example of Fig. 14, one sequence out of six types of sequence is
useidentifiethhy the-logie-patterns Foeexamplei as shpwnandig., 1% when the
specific information a of the IC card A is inserted into the field A, - 37 the
addieigifal inforrmatiers s 1gTindertdad int6 e field B2 ahd thé ypes of key-
Iogic-processing section specific information is inserted into the field C

IR R 153 i Cafthiited by bperAfors A ahd8 %s'thekey2 = ton
ca1\0iprmation fax performing the-engivption Rrocessing ondBe G G d Av s seq

is identified by the logic category 1, and the other is a
key-information calculation algorithm when the service area
is identified by the logic category 2.

Fig. 14 is a diagram illustrating an example of a key-
information calculation algorithm.

The key-information calculation algorithm shown in Fig.
14 is for the service area identified by the logic category
1. The key information is calculated by individually
inserting the specific information of the IC card to be
processed, the additional information, and the logic-
processing section specific information into the fields A,
B, and C of Fig. 14 in a predetermined sequence. Which of
the information is inserted into which of the fields A, B,
and C is identified, for example by the logic pattern. 1In
the example of Fig. 14, one sequence out of six types of
sequence is identified by the logic pattern.

For example, as shown in Fig. 15, when the specific

information a of the IC card A is inserted into the field A,
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Fig. 16 is a diagram illustrating another example of a key-information
calculation algorithm. The key-information calculation algorithm shown in
Fig. 16 is for the service area identified by the logic category 2. The key
information is calculated by individually inserting the specific information
of the IC card to be processed, the additional information, and the logic-
processing section specific information into the fields A, B, and C of Fig.
16 in a predetermined sequence. In the example of Fig. 17, the specific
information of the IC card A is inserted into the field A, the logic-
theprRessingsettidn Spadifi¢ iffornatioh islesartefintia e fierl Bladdithe
ad%itio al information is inserted into the field C, and a %redetermined key

and, 4§ is' CSIL TR by Trie Bperaiors A andhS Fig. T8 194 oidgtant”

1 nsilustzating,a flowof information gantering, aroupg the dagje progessing
section 32. First, a logic category and a logic pattern are set by the

callegicaideatifigationdntormaton, andithe legicHlegie processingnseation) fsr
determined. This determination is - 38 made before the execution of the

pergeassifg orethencredard 1 Theiarametdrs pazsed font theceadnfon
processing section 31 to the Iogicgrocessing section 32 when £erformin

procedsing dn'the dCTatd P8 dividétPby the RBIS {Rbpficatioh™P1e of &
keyPiogFAMMING lnterfaces)ineluded in the gammon

The key-information calculation algorithm shown in Fig.
16 is for the service area identified by the logic category
2. The key information is calculated by individually
inserting the specific information of the IC card to be
processed, the additional information, and the logic-
processing section specific information into the fields A,
B, and C of Fig. 16 in a predetermined sequence.

In the example of Fig. 17, the specific information of
the IC card A is inserted into the field A, the logic-
processing section specific information is inserted into the
field B, and the additional information is inserted into the
field C, and a predetermined key value is calculated by the
operators A and B.

Fig. 18 is a diagram illustrating a flow of information
centering around the logic processing section 32.

First, a logic category and a logic pattern are set by
the logic-identification information, and the logic (logic

processing section) is determined. This determination is
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processing section 31 into the following three types. (1) IC card additional
information 11 passed from API- 1 The API-1 of the common processing
section 31 passes the additional information Il to the logic processing
section 32. The key information calculated by the logic processing section
32 is returned (supplied) to the common processing section 31 by the
return value of the API-1 or by a value written into the buffer address
passed as an input parameter. The encryption processing is performed
between the common processing section 31 and the IC card using the
madsypgystiedieytifforeratien tTive additibhal inforaratish Mts Supphied fremctved -

IC card to the SAM 1 in a state of being not encrypted. Thus, it js easy
for TS pBAGRR6 T Rot fSloeTod e QT 0 KRGA TS 2B fonal

secipiormation,lLexgeptiongliy-compateds with the dnformation provided with
being encrypted. However, only the additional information can be known,
perand it isgifficult & identfycthetatbemimpertant ifernationidtheby the APIs
logic-processing section specific information, etc.) - 39 provided by the
(ApgdriieetprovidBr, &g ammd v edforthea prstessing de@ |bgictirecessinpn
section 32. (2) IC card_specific information passed from API-2 The API-2
PTOGFRE Jommoh prolessing Section $1 passed” thespetifiCinfotion of

thed?ﬁxﬂgéoégﬁi9qgﬁditional information Il passed from API-

The API-1 of the common processing section 31 passes
the additional information Il to the logic processing
section 32. The key information calculated by the logic
processing section 32 is returned (supplied) to the common
processing section 31 by the return value of the API-1 or by
a value written into the buffer address passed as an input
parameter. The encryption processing is performed between
the common processing section 31 and the IC card using the
supplied key information.

The additional information Il is supplied from the IC
card to the SAM 1 in a state of being not encrypted. Thus,
it is easy for the person who has not implemented the logic
to know the additional information Il exceptionally compared
with the information provided with being encrypted.

However, only the additional information can be known, and
it is difficult to identify the other important information

(the logic-processing section specific information, etc.)
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processing section 32 in response to the request from the logic
processing section 32. The specific information of the IC card is returned
to the logic processing section 32 by the return value of the API-2. (3)
The API-3 of the common processing section 31 passes the
logic-processing section specific information to the logic processing
section 32 The logic-processing section specific information is returned to
the logic processing section 32 by the return value of the API-3 or by a
value written into the buffer address passed as an input parameter.
Profipafiy fdesérivtivfwill e Givary 6f& mechanism Seepabieef Setting five
lo ic-proce%(%in sectjon specific information, etc., while ensuring secrecy.

P OES 1918 a adram MOt atiny 25 exSrpre 5Fthe’ 2Bnfiguration (tool) of a
setlipg apparalls forsetingeie logkcpraressing eecion specificar: -2
information in the SAM 1, and the data processed by each component of
thempparatus? |n thisisettingrapparatus: heslogic-processing Sectienses
specific information to be set is subjected to the - 40 encryption

theprpesdihg twicel antafe foyieprocessikg seetibrtspedific infsrirtation is
set usjng the encrypted_information. The settir%gb%pparatus having the

pro&@rﬁﬁgﬁ?&tiﬁ?&%%ﬁ&mg %inFlg 8 ROMlem@ntetfinthe €2 1° br'the e

lo@%ﬁ“ﬁ%@&ggsing section 32. The specific information of
the IC card is returned to the logic processing section 32
by the return value of the API-2.

(3) The API-3 of the common processing section 31
passes the logic-processing section specific information to
the logic processing section 32

The logic-processing section specific information is
returned to the logic processing section 32 by the return
value of the API-3 or by a value written into the buffer
address passed as an input parameter.

Finally, a description will be given of a mechanism
capable of setting the logic-processing section specific
information, etc., while ensuring secrecy.

Fig. 19 is a diagram illustrating an example of the
configuration (tool) of a setting apparatus for setting the
logic—-processing section specific information in the SAM 1,
and the data processed by each component of the apparatus.
In this setting apparatus, the logic-processing section

specific information to be set is subjected to the
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Fig. 8, which includes a personal computer, etc., connected to the SAM 1.
As shown at the upper left in Fig. 19, the logic- processing section specific
information entered by the service provider is input into the encryption
tool 51. In the encryption tool 51, encryption is performed on the input
logic-processing section specific information. Thus, the encryption is
performed on the logic-processing section specific information once. The
logic-processing section specific information encrypted by the encryption
tool 51 is described as a statement of an input file provided for the service
encraide? DB 52 Cand o) settig put fiRJisSupphed &5 the
encryption too] 53. A file including a description of the jnformation for
SeChaHipting fie éeryption B@ﬁ&r?%edl 8n Sthie I8§iE pFosESsinng s&&tion
1 nfSRegific ipformation is supp[ied from the encryption tool 51 to the sef(ting
support tool 54 as a seed file. In the encryption tool 53, the encryption
usimg ¢he seedfie fop input file) igeneratediby theseedgenetator agtlshown
55 as a key is performed on the entire setting input file, and thus the
in gdepndliimé eneiptionds pedoimed on tA&Mogic-processing settion ler in
specific information. The setting input file encrypted by the encryption tool

FigSS%#o%BbFR)ﬁ%f%&ﬁﬁaS%p88ﬁ§8&%%Lcomputer’ etc., CTonnected

to the SAM 1.

As shown at the upper left in Fig. 19, the logic-
processing section specific information entered by the
service provider is input into the encryption tool 51. 1In
the encryption tool 51, encryption is performed on the input
logic—processing section specific information. Thus, the
encryption is performed on the logic-processing section
specific information once.

The logic-processing section specific information
encrypted by the encryption tool 51 is described as a
statement of an input file provided for the service provider
DB 52, and the obtained setting input file is supplied to
the encryption tool 53. A file including a description of
the information for decrypting the encryption performed on
the logic-processing section specific information is
supplied from the encryption tool 51 to the setting support
tool 54 as a seed file.

In the encryption tool 53, the encryption using the

seed file (for input file) generated by the seed generator
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In the setting support tool 54, the encryption performed on the setting
input file, that is to say, the second-time encryption on the
logic-processing section specific information, is decrypted on the basis of
the seed file generated by the seed generator 55. Also, in the setting
support tool 54, the first-time encryption performed on the
logic-processing section specific information described as a statement of
the setting input file is decrypted on the basis of the seed file supplied
from the encryption tool 51. In the setting support tool 54, a setting

55 paclkadesile 1is gepefacdon the bakis 6Mthé 16yiePrddessing sedtiohl 1e,

specific information (plain text data) obtained by the decryption. The
an e ] bR S b Hethe

10o36MIRg supRart fopl sad. The, sefting package, e obtained by theseting, ; g

support tool 54 is output to the management tool 56, and is output to the
inp@AME1 by the sranagement tealkbe iheysetting package Jile basatdpimat: o

enabling the SAM 1 to capture - 42 various information described in that
thefilgekigl 20 isarkagrant Mlastrating an example of the detailed

configuration of the setting support tooI154Liln Fi%. 19. The settin%input
file hicAh &t hderm derfelaRs by fiRp . o4, the encryptio

performed on the setting input file, that is to say, the
second-time encryption on the logic-processing section
specific information, is decrypted on the basis of the seed
file generated by the seed generator 55. Also, in the
setting support tool 54, the first-time encryption performed
on the logic-processing section specific information
described as a statement of the setting input file is
decrypted on the basis of the seed file supplied from the
encryption tool 51.

In the setting support tool 54, a setting package file
is generated on the basis of the logic-processing section
specific information (plain text data) obtained by the
decryption. The setting package file is appropriately
encrypted using a package key in the setting support tool
54.

The setting package file obtained by the setting
support tool 54 is output to the management tool 56, and is
output to the SAM 1 by the management tool 56. The setting

package file has a format enabling the SAM 1 to capture
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encrypted logic-processing section specific information being described
as a statement, is input into a decryption processing section 61. In the
decryption processing section 61, the encryption performed on the setting
input file using the seed file generated by the seed generator 55 is
decrypted as described above. Also, the encryption performed on the
logic-processing section specific information is decrypted using the seed
file supplied from the encryption tool 51. The setting input file, which has
been subjected to the decryption and has entirely become plain-text data,

varigoggtput fapatkaging seetidrred. inthelpHekadihg section 62, a

kage file having a format enabling the SAM 1 t ture th
oglc rocRLsing SBoHoH SEEAA MG or g Rerafil e paEKA

fcroroc

detil€ 1S apRIpHALEly enctyptedusing a package key,and thegthe package

file is output to the management tool 56. For example, the first-time
Figendryption on the logic- processing section specific information using the
encryption tool 51 is performed by the service provider itself, and the - 43
subSeguent protessinguis péifémed by dprograraarr vitnsatgted by the
information in the SAM 1. Thus, it is possible for the  service provider to

SNCEAHThE fogieProce¥sigSection SFEdifiCihioimtion’ fetfthingd®y R
be 1 SR VIEERIPYIHER ISElTIn the SANL 1 without the prooramgner kaowing the,

processing section 61. In the decryption processing section
61, the encryption performed on the setting input file using
the seed file generated by the seed generator 55 is
decrypted as described above. Also, the encryption
performed on the logic-processing section specific
information is decrypted using the seed file supplied from
the encryption tool 51.

The setting input file, which has been subjected to the
decryption and has entirely become plain-text data, is
output to a packaging section 62. In the packaging section
62, a package file having a format enabling the SAM 1 to
capture the logic-processing section specific information is
generated, the package file is appropriately encrypted using
a package key, and then the package file is output to the
management tool 56.

For example, the first-time encryption on the logic-
processing section specific information using the encryption

tool 51 is performed by the service provider itself, and the
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information. That is to say, it becomes possible to separate the person

who determines the logic-processing section specific information, which

becomes a parameter necessary for calculating the key information, and

the person who sets information in the SAM 1. In this regard, the setting

may be carried out by such a mechanism not only when setting the

logic-processing section specific information, but also when setting the

other information, such as key information, etc., which becomes

necessary for the SAM 1 to perform processing. The above-described
subsEBEHrBEESsiG 8 bes eRecited Byhardwaresrear baexeritedInt S

software. When the series of processing js executed b%/ software, the

1 GrilirdmS RonBtithitlig tha software &ré built in'§ dedicated hardware 'sf a
serGABRUtSL- Alierpatively Jhe various programs, are installed i, for example

a general-purpose personal computer capable of executing various
speltnetions fioranaecotding mediimeligo211i% a heckdiagrasm dustrating

an example of the configuration of a personal computer for executing the
itsedd dpovebdeschied series of rocessivige ArePURI0 kegetutes tagious

kinds of processin% in accordance with the programs stored.in a ROM

InfP553F 4 %orage settidf 108, ARAM T0P appioiTiately Stores programs
sepP8 gx%%e%gy dhe GRY 191 dafa. i The CRY, 101, the RQM 102,

and the RAM 103 are

section specific information, which becomes a parameter
necessary for calculating the key information, and the
person who sets information in the SAM 1.

In this regard, the setting may be carried out by such
a mechanism not only when setting the logic-processing
section specific information, but also when setting the
other information, such as key information, etc., which
becomes necessary for the SAM 1 to perform processing.

The above-described series of processing can be
executed by hardware or can be executed by software. When
the series of processing is executed by software, the
programs constituting the software are built in a dedicated
hardware of a computer. Alternatively, the various programs
are installed in, for example a general-purpose personal
computer capable of executing various functions from a
recording medium.

Fig. 21 is a block diagram illustrating an example of

the configuration of a personal computer for executing the
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mutually connected with a bus 104. An input/output interface 105 is
connected to the CPU 101 through the bus 104. An input section 106
including a keyboard, a mouse, a microphone, etc., and an output section
107 including a display, a speaker, etc., are connected to the input/output
interface 105. The CPU 101 executes various kinds of processing in
accordance with instructions input from the input section 106. The CPU
101 outputs the result of the processing to the output section 107. The
storage section 108 connected to the input/output interface 105 includes,

abofap etafple Btrard diske and 5téres ctheprogramS ekEtltéd byare g s
101 an%,var'ous kinds of data. A c,ommunicagon section 109

VardGmfuhtcitss KithPERERial Hypardtuses tiroagita network-dich 4 e ™S
stollernet, a loggharepnefwark (1g, Also, the prpgrams dnay ke ebiained

through the communication section 109, and may be stored in the storage
appsesionesl When ademevablesmeditm dd 1 csuchias a magnetic diski 101,

an optical disc, a magneto-optical disc, or a semiconductor - 45 memory,
datetc.,9% attacHew d-diivel 210 cohredted té the imput/cusutintérfaeéd 1052

drives the medium, and obtains_the prorgram and the data recorded there.

MUtRd bBtaited Progiant ahd datdBre trinisferred to the storage section 108
asREC%%%%%/%Ekﬁdﬁo@ﬂéQ§%ace 105 is connected to the CPU

101 through the bus 104. An input section 106 including a
keyboard, a mouse, a microphone, etc., and an output section
107 including a display, a speaker, etc., are connected to
the input/output interface 105. The CPU 101 executes
various kinds of processing in accordance with instructions
input from the input section 106. The CPU 101 outputs the
result of the processing to the output section 107.

The storage section 108 connected to the input/output
interface 105 includes, for example a hard disk, and stores
the programs executed by the CPU 101 and various kinds of
data. A communication section 109 communicates with
external apparatuses through a network such as the Internet,
a local area network, etc.

Also, the programs may be obtained through the
communication section 109, and may be stored in the storage
section 108.

When a removable medium 111, such as a magnetic disk,

an optical disc, a magneto-optical disc, or a semiconductor
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The program recording medium for storing the programs, which are
installed in a computer and is executable by the computer, includes, as
shown in Fig. 21, a removable medium 111 which is a package medium
including, such as a magnetic disk (including a flexible disk), an optical
disc (including a CD-ROM (Compact Disc-Read Only Memory) and a
DVD (Digital Versatile Disc)), a magneto-optical disc, or a semiconductor
memory, etc. Alternatively, the program recording medium includes a
ROM 102 for storing the programs temporarily or permanently, a hard
memgisk cofstituting thet storadeSectibrd108cettl The storage vt the the

, rograms into the program recording medium is carried out through the
SRR RANioh CAAA L0 ScH IR SoLhGF 4 Sl R agBEaLns
£neNBGESSAN, QhuSing 2 wited oL wirsless coppmyinication medium, such as
a local area network, the Internet, a digital satellite broadcasting, etc. In
protfisregarnd, indhis spesification; the steps: deserbing the geogramsitorbel 08
stored in the program recording medium include the processing to be
as pederaTearin, timedserfesshdeedrdaneesvith the described sequence as a
- 46 _matter of course. Also, the steps include the processin%bwhich IS not

necesSahily Sketlitddinthiie $&riBS butTs "exechitedtinardiis opr ©9=ams.
whilBgvigually ,Also, inthis specification, a,Sysiemn fepresents g 1entite e

apparatus including a plurality of apparatuses.

computer, includes, as shown in Fig. 21, a removable medium
111 which is a package medium including, such as a magnetic
disk (including a flexible disk), an optical disc (including
a CD-ROM (Compact Disc—-Read Only Memory) and a DVD (Digital
Versatile Disc)), a magneto-optical disc, or a semiconductor
memory, etc. Alternatively, the program recording medium
includes a ROM 102 for storing the programs temporarily or
permanently, a hard disk constituting the storage section
108, etc. The storage of the programs into the program
recording medium is carried out through the communication
section 109, which is a router, a modem, etc., as necessary,
or using a wired or wireless communication medium, such as a
local area network, the Internet, a digital satellite
broadcasting, etc.

In this regard, in this specification, the steps
describing the programs to be stored in the program
recording medium include the processing to be performed in

time series in accordance with the described sequence as a



It should be understood by those skilled in the art that various
modifications, combinations, sub-combinations and alterations may occur
depending on design requirements and other factors insofar as they are
within the scope of the appended claims or the equivalents thereof. - 47
WHAT IS CLAIMED IS: 1. An information processing apparatus for using
key information calculated on the basis of predetermined information
including information obtained from an IC chip as a communication party
on the other end in order to perform encryption processing with the IC
matEkip, the Rforsation proeessifigapparitds EBmpridngt Afarigrs pRIFalY
.of calculation modules for calculatir\l%thg kegl information being
ith prede

"RLERiidualy diffSieRt T akddrdahce tetMinetaly5ithn?s: control
excMEARY fqrncmwlc%gulgg% mogule li(}e.ntified by identification

information input from the outside to calculate the key information; and

engryptign means fer eperypting datachy, the keys tnfarmationcealaulatathe

2. The information processing apparatus according to Claim 1, wherein
entiheccoribion Arddns causes die galkulationamddule ob cattarthedkey

information on the basis of a parameter input by an administration unit in
ad&ﬁoﬁﬁ?ﬂﬁg be understood by those skilled i1n the art

that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.

- 47 -



information obtained from the IC chip as a communication party on the
other end. - 48 3. A method of information processing of an information
processing apparatus for using key information calculated on the basis of
predetermined information including information obtained from an IC chip
as a communication party on the other end in order to perform encryption
processing with the IC chip, the method comprising the steps of: among a
plurality of calculation modules for calculating the key information being
individually different in accordance with predetermined algorithms,
WHAGontfollidg o eausing the calculation module identified by identification
information input from the outside to calculate the key information; and
encrypting for encrypting data by the key information calculated. 4. A

programfQr Gausing, a.compyierto-periorm Information processing g afk.,

information processing apparatus for using key information calculated on
infihentkasisaf predetermired syormmatiapeinclsiding ipfarmeationrohtained
from an IC chip as a communication party on the other end in order to
infgearfern encriyplion processingowite tHeolC ekip2 thee prégraim eompfisiagipr
the steps of: amang a plurality of calculation modules for
as a communication party on the other end in order to
perform encryption processing with the IC chip, the
information processing apparatus comprising:
among a plurality of calculation modules for
calculating the key information being individually different
in accordance with predetermined algorithms,
control means for causing the calculation module
identified by identification information input from the
outside to calculate the key information; and

encryption means for encrypting data by the key

information calculated.

2. The information processing apparatus according to
Claim 1,

wherein the control means causes the calculation module
to calculate the key information on the basis of a parameter
input by an administration unit in addition to the
information obtained from the IC chip as a communication

party on the other end.
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calculating the key information being individually different - 49 in
accordance with predetermined algorithms, controlling for causing the
calculation module identified by identification information input from the
outside to calculate the key information; and encrypting for encrypting
data by the key information calculated. 5. For an information processing
apparatus for using key information calculated on the basis of
predetermined information including information obtained from an IC chip
as a communication party on the other end in order to perform encryption
proeessifigatHp@ |Cfchip fo segihg capparat S Batting part of
information amon%the, redetermined in%ormation, the setting apparatus
r

I ESMBrdiRG: frst eREyptich RiEAHsTor Endrypting paft of Siforation ImpGt”
ca1B, 29 admipistration ynit among the. predetermingd jpfegpation; second
encryption means for encrypting an entire file describing information
incenerypiedibyrihenfirst encryplion mrearts; generation rraps for generating
a predetermined format file enabling the information processing
comgppdratisiton crptare indorntdtioredm thie Basls bhadifelebtaime By beiriy
ubjected to encryption by the second enclr%t?tion means; and so?tting

S
CNChgiahs & SUBGHinG thE predetermined fofma: e metho

comprising the steps of:

among a plurality of calculation modules for
calculating the key information being individually different
in accordance with predetermined algorithms,

controlling for causing the calculation module
identified by identification information input from the
outside to calculate the key information; and

encrypting for encrypting data by the key information

calculated.

4. A program for causing a computer to perform
information processing in an information processing
apparatus for using key information calculated on the basis
of predetermined information including information obtained
from an IC chip as a communication party on the other end in
order to perform encryption processing with the IC chip, the
program comprising the steps of:

among a plurality of calculation modules for

calculating the key information being individually different
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- 50 file generated by the generation means to the information
processing apparatus and setting part of information among the
predetermined information. 6. For an information processing apparatus for
using key information calculated on the basis of predetermined
information including information obtained from an IC chip as a
communication party on the other end in order to perform encryption
processing with the IC chip, a method of setting part of information
among the predetermined information, the method comprising the steps
in gfceneRpliAg parter irforhaticn THowt Byard adhtiBfation unit among

the predetermined information; encrypting an entire file describing the
enGTSBeR THMTaoH: GERBTAARG & Hredetarrhingd fohdt b bAabling

1 aelhes infarmation: progessing apparatys o.capture informationson, the basis
of a file obtained by being subjected to the encryption; and outputting the

outgenerates predeteratired formes fileitor theninfareiationrarocessing
apparatus and setting part of information among the predetermined
inferrationt Z7NBof & irformationiprdceéssiag Rpphbatus for uging eyt ion
information calculated on the basis of predetermined - 51 information

ca L@y information obtained from an IC chip

5. For an information processing apparatus for using
key information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a setting
apparatus for setting part of information among the
predetermined information, the setting apparatus comprising:

first encryption means for encrypting part of
information input by an administration unit among the
predetermined information;

second encryption means for encrypting an entire file
describing information encrypted by the first encryption
means;

generation means for generating a predetermined format
file enabling the information processing apparatus to
capture information on the basis of a file obtained by being
subjected to encryption by the second encryption means; and

setting means for outputting the predetermined format
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as a communication party on the other end in order to perform encryption
processing with the IC chip, a program for causing a computer to perform
setting part of information among the predetermined information, the
method comprising the steps of: encrypting part of information input by an
administration unit among the predetermined information; encrypting an
entire file describing the encrypted information; generating a
predetermined format file enabling the information processing apparatus
to capture information on the basis of a file obtained by being subjected

filp therencryptoriarfd utpaningaihé Yeneraed predétbmihet foraatiffe
to the information processi%go Srggar,atus and settipgi%afrt of information

O OgiHong te BrdREined Iormafion.t 527 - ©F +hOrmatIon arong

the predetermined information.

6. For an information processing apparatus for using
key information calculated on the basis of predetermined
information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a method of
setting part of information among the predetermined
information, the method comprising the steps of:

encrypting part of information input by an
administration unit among the predetermined information;

encrypting an entire file describing the encrypted
information;

generating a predetermined format file enabling the
information processing apparatus to capture information on
the basis of a file obtained by being subjected to the
encryption; and

outputting the generated predetermined format file to
the information processing apparatus and setting part of

information among the predetermined information.

7. For an information processing apparatus for using

key information calculated on the basis of predetermined
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information including information obtained from an IC chip
as a communication party on the other end in order to
perform encryption processing with the IC chip, a program
for causing a computer to perform setting part of
information among the predetermined information, the method
comprising the steps of:

encrypting part of information input by an
administration unit among the predetermined information;

encrypting an entire file describing the encrypted
information;

generating a predetermined format file enabling the
information processing apparatus to capture information on
the basis of a file obtained by being subjected to the
encryption; and

outputting the generated predetermined format file to
the information processing apparatus and setting part of

information among the predetermined information.



