WO 2020/120427 PCT/EP2019/084310

1/15

10e 10f
R e =
system

103\

Client

Client
System System o
10c Client
- system
Client /EEE
Client
system
10g system

Client

system 10d

10h
Client
system
Extended network
16~
Security —n 17 J=z= Content
server — \ S— server
18 L1 1]
Event corpus Profile database

FIG. 1



WO 2020/120427 PCT/EP2019/084310

2/15

20b —
J'l /(Event indicator )
=“ — 000
15 = - Secutity
Router server
7716

22a

20a —
10/\g /(Event indicator )\A —
E=e

Client
system
13
Security alert
Administration -
device

FIG. 2



WO 2020/120427 PCT/EP2019/084310

3/15

/ 40
10
30 Processor — Memory \
34
36
38
Input devices Controller -
A - — hub —1 Output devices
42 orage devices

[ | Network

adapter(s)

44 ‘
Client system
FIG. 3-A
140
16
Server processor(s) li |
132 Server Memory
L
’ 134
Controller
A hub £
142 Server storage | Sever network
adapter(s)
144
Security server

FIG. 3-B



WO 2020/120427 PCT/EP2019/084310

4/15

10 Client system 48 50 w
/ | OS Application Security Application
46
Event Network
52 harvester filter
N
-
53
FIG. 4
24
Event corpus Profile database
1 \ / N
60 Profiling engine Anomaly detector
62
64 Alert manager

Security server

Y

( Security alert ’ 22

FIG. 5



WO 2020/120427

Event corpus

18

Event record(s)

26

PCT/EP2019/084310

5/15

28a

Event encoder

N

70

Profiling engine

Event clustering
engine

72

\

( Event cluster parameters ) 54

Client clustering
engine 74

K60

FIG. 6

/( Client cluster parameters )

56

\

i

Profile database




WO 2020/120427

202

204

208

210

212

214

6/15

Recetve event indicator
from client

PCT/EP2019/084310

Y

Save event record
to event corpus

206
Accumulation
condition
satisfied?

A

Train event encoder
on event corpus

v

Run event clustering
algorithm(s) on event corpus

i

Run client clustering
algorithm(s) on event corpus

/

Save client profile parameters
to profile database

FIG. 7



WO 2020/120427 PCT/EP2019/084310

7/15

25
event context ﬁt sequence

central event

T e
- [ 8] & ] -] 5] [(1?
0] ~F
0
0
] = of [0
E‘O 0 0.18 8 ~EP
1 E 0.84
o[ ] enzggzr Z1035 [ dlf?:jgzr (1)
’ 0.12
@ 70a .
a
28¢
FIG. 8-A U
o) e,
(1) ZSdﬁ
0
0
0
70b
B ~

Event Event
encoder decoder

~EO

\

oo~ oo O]

=
—_o oo o O]
)
oa)
o

76b

(=

28f

FIG. 8-B



WO 2020/120427 PCT/EP2019/084310

8/15

222

Retrieve event record(s) from
event corpus

A

224 Y

Execute event encoder to
produce event vector(s)

y
226 Execute event decoder to
produce predicted context event(s)

y

228 Determine prediction error

Y

230 Adjust parameters of encoder
and/or decoder according
to prediction error, with the
aim of reducing
the prediction error

232
Termination
condition
satisfied?

FIG. 9



WO 2020/120427 PCT/EP2019/084310

9/15

Embedding dimension 2
A

Event

. -~ 28h
cluster C -

v TN \va

/ 80a
\

\ Event
\\ O // cluster C,
/
\
/ ——
\\\__.// /// \<80b
/ O \
[ 28k \
'
Event vectors N O /
N //

o
>

Embedding dimension 1

Event embedding space

FIG. 10



WO 2020/120427 PCT/EP2019/084310

10/15

Allegiance to event cluster C, '// Client profile space

A

4 7

1
]
1
: o > .
I’ O /,/ ’,/ %* ,‘ Chent
1 -~
’ :" cluster/profile

Client P

cluster/ , . i

proﬁle /\‘V . . \ Chent
82 \ ® ‘,’ systems
AN 1Y

Seeo- -7 Client cluster/profile

\/

1

Allegrance to event cluster C,

FIG. 11



WO 2020/120427 PCT/EP2019/084310

11/15

Cluster A
allegiance I
measure " Event profile

of a client system

C, C, ..

C,; —*+— Event clusters
FIG. 12

Profile database

24
Event stream 19

/ / N\

( Event indicator )—V Profile manager 84

\_ 50 |
( Model param. valuesl/gg

\ r\

86

Behavior model

Anomaly detector

Y

62 .
/7~ {  Security label )
88

FIG. 13



WO 2020/120427

PCT/EP2019/084310

12/15

242
O

oy
L

Select client profile

244

!

\

Select subset of training events
according to selected client profile

Y

246

Train behavior model on

Save profile-specific

selected training events

Y

model parameters

Y

248
Termination
condition
satisfied?

coo o~ o)

(=

FIG. 14
E,
7OC3 _I f 01263 |
m 0.1324
8 | Event Event ! o 0.0012
O/l/' encoder decoder [ 0.7543
0 | |
1 0.0239
1 [ o e |\




WO 2020/120427 PCT/EP2019/084310

13/15

-
252 Recetve event indicator -
255— Assemble event sequence

according to event indicator

Y

256 Select client profile according to
event indicator

258 Instantiate behavior model
with profile-specific
parameter values

Y

260 Execute behavior model

262

Event deemed YES
representative of selected

profile?

Mark event for further
264 investigation
\
266 Call alert manager

FIG. 16



WO 2020/120427 PCT/EP2019/084310

14/15

1.01

0.99

scare

098

0.97

0 1 2 3 4 5 6 7 8 9 1ip
cluster number

FG. 17-A



WO 2020/120427

T

V72777272727

W77

B

A

7z

Cluster 9  Cluster 10

Clusterl Cluster2 Cluster3 Cluster4 Cluster5 Cluster6 Cluster7  Cluster8
& Attack 3 (OLE RCE)

Cluster 0

H Attack 6 (psexec)

& Attack 1 (Java Rhino)

PCT/EP2019/084310

FIG. 17-B



