In a pay broadcasting system data of a broadcast programis

scranbled with a scranble key updated in a short period. The scranble key
i's encrypted with a first key assigned to the subscriber termnal.
The first key is 5 encrypted with a first master key set in the
subscriber termnal. The security of a broadcast program stored for
subsequent ABSTRACThEFsSTHE RIiISBePSUBEN nal is enhanced as follows. A
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key-encrypted scranbl e iey and encrypted second key together with
the scrambl gd-agdlad With a%cpmsrealfey tdatelrifta short pekiey- Ehe sypinsbledayaisbl e
key and the encrypted first key in a nultiplexed 15 manner. Wen a
broadcast pgR&aRdtRd wiftoa iestker sshighdibtstiesaubisosibet tarminal. The firststayries t he
scranbl ed data of the broadcast program and the second key- encrypt ed
scranbl e keyncrypesd/ piitH A firenanyiet &dyset dmdchk eybsoriber térenisad.dhide securityridst er
key into the second key, which is added to a stored program second_ key
list. If thewbadedtprogruansised formbsregquentuse inthessbsadbketeranioay pt ed
scranble 20 key is decrypted with a correspondi ng one of the second keys
in the storenhanced apfolipramiseatra skaion gehetateda sechurst key-encryptetivl e key;
and the scranbl ed data of the broadcast programis_unscranbled wth

t he decr ypt ectasshlakelydykencrypting thé genagnbile key with a second key different from

the first key and changeable in an interval shorter than a update interval of the

10 first key; generates an encrypted second key by encrypting the second key with
a second master key which has been commonly issued to subscriber terminals
of the system; and broadcast the second key-encrypted scramble key and the
encrypted second key together with the scrambled data of the program, the first
key-encrypted scramble key and the encrypted first key in a multiplexed

15 manner. When a broadcast program is to be stored, the subscriber terminal
stores the scrambled data of the broadcast program and the second key-
encrypted scramble key; decrypt the encrypted second key with the second
master key into the second key, which is added to a stored program second key
list. If the stored program is to be executed, the second key-encrypted scramble

20 - key is decrypted with a corresponding one of the second keys in the stored
program second ke& list into a decrypted scramble key; and the scrambled data
of the broadcast program is unscrambled with the decrypted scramble key.
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