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SESSI ON SEQUENCI NG ' PROXY SYSTEM AND METHOD THEREFOR . ;,.,.

...y, ..,,,., BACKGROUND CF THE | NVENTI ON The present invention relates to
network..data .:, 5 communications, and more particularly flé ¥8Y 2888 shing a
., Secure data conmuni cation session between a public use# 'F‘/Ugoo?lg Nt er nal

host in wMaes08¥ host and internal network are secured From UnAUt Rori zed

access. The proliferation of users and services on global 10 conputer

networ ks such as the Internet raises security.: concerns for both user d

service providers., Users want the data they subnmit to provi dw‘mmm“m““ﬂﬂ\m

data they.,.. receive fromproviders to be free from unauthori

interception and use. Simlarly, servicejproviders wane 15 their hosts and

systens secured from unauthorized access and intrusion by "hackefgs

Service providers, especially those involved wth financial ser vﬂlﬁl%l’wﬂwumulml‘

their conputing hardware andsﬁ% BT SESEST N isEDUBNCANSet .. These

providers rely on the trupkopt &perEy 20e veirgoer SHEREFOBSUNe t hat no 1

will be able to access custonmer records or otherw se negatively inpact the

service. Pri.or .on-line services used- dedicated dial-up: " 1.2 NOV ‘2003 WO

001 70839 PCTN500/ 13585 - 2 facilities, and custonized security. software on

the user's taiffwoumnd oFhenRosivENStEm t 0 prevent unaut horized ac¢ess. In

other words, ‘users were forced to access the service provider's: system by
dialing a 5 speci athd ¢hrepleane inveheion Trahstad ted rdetwonkagiaecur ed by "
encryption, and incomng dial-up calls were only accepted from authorized
users. Seddridommaf{iosarionsss anlds acrappereitedhdly ttwe gatabHeshEnhost, © .-

system This becane very inefficient- and cunbersone as users began to 10

subscri be to gadhidldenddmandeatioes sesSsidalbeurgrn ¢ pide Wb? K35&Tich as

the Internet allow users to access nany different hosts and services-from
thei r conmput essdVvam imtsrglle hestein wbanbcthorhosthiand tinterasdl enhanced
users' abilities to access information 15 and conduct business, gl obal

net wor ki ng hasetwork ozt esbcsmredi deropy oradbherized 1r¢ESSFrechani sns, “For

exanpl e, a service provider nust allow inbound (fromthe network to the

service) access t ortdginolsifieraftdonewdr pseds. amthi Se¥EsCRE OR 1 gHPPRE service
provi ders' inability to be sure 20 -of the originating computer address,
such as alTCPtbRpGTeanstivesikon sOot 86l theolbeetreht E2h3es PPREBELFY addr ess
from whi ch actual or prospective users will communicate. It js too...

i neffici ent andntepractaxotto usdnsvancc 6S5VHAS A ANHRRES - byYS8HPess . basi s,

especi ally since conputer 25 addresses can change every. i me_a, uggr:.i" o

connects to twenrt the data they submit to prov1ders and_the ata T exﬂ E

~receive from providérs to be free from_unqﬁﬁhorized
inteféeption and use. Similarly, service providers wag;.
15 their hosts and systems secured from unauthorized accéss_'
and intrusion by "hackers". Service providers,
especially those involved with financial services view;.
their computing hardware and software as critical asseﬁé;
These service providers rely on the trust of their
20 customers who assume that no one will be able to access
customer records or otherwise negatively impact the

service.

Prior on-line services used dedicated dial-up



~

WD 00170839 - 3 1 2 NOV 2003 PCTIUSOO 13585 network access provider. As a
result, service providers nust allow access for the entire network
community, and service providers are forced to use other ndthd@¥ 208 secure
access to their hosts, and to secure the data 5 contained on their hosts.
Security swséenwseand met hods have been devel oped which enfCEUSPEHBEse of
speci al security software on both the user's termnal and the host system

These types of security systens use a public and private key 10 pair
chal | enge nechani sm usi ng data encryption and digital signatures for
aut hentication. This provides a secure session, but every user nust have a
copy of this software in order to access the host. Service providers

offering Lhis kype of s accesss SOlLuGh Lz oSl By Iy oip uress drst al [ ation
support and problem determ nation services, and nust al so update the

speci al sof t waf,g. 255 NEEARINaThASA | L CRSEE 8 &RNEY idverdd the system and
drives up the cost of providing the service. O her encryption software,

such as Secure 30GKELS: 203 Lay&Es§ SSLn hatshaker@s Pt @sdts | werts efbdad cl i ent
and host authentication. SSL is application independent and negoti ates

encryption keyg,apdcakkovget H8rvisge ﬁ?bﬁi@@f'éoswﬁéterﬁyc&iﬂir@ dost prior
to all ow ng data communi cations. SSL is typically inplenented in Internet

25 web_browser ?QEMW e1dPHSnel hukBeL| | t 2k@SsReEtE® data was ded@/ 2003
WO 001l 70839 PC’? US00113585 - 4 transm ssion between a user and a host.

This allows a ygernteyBeisH! eahhal neemiHgi 24l otpbeseenwehei snler i nal and
the host is freé from unauthorized interception, but still does not protect
the service prydgtes hest hh10Hbrized users. Security software was
also implemented on the provider's host system. This
became very inefficient and cumbersome as users began to
10 subscribe to multiple on-line services.
Global'chputer networks such as the Interne; allow
users to.access many different hbsts énd services from
their computers via a single'acceSS connection. While
this has enhanced users' abilities to access information
15 and conduct business, global networking has complicated
service providers' security mechanisms. For example, a
service provider must allow inbound (from the network to
the service) access to their site for everybody. This
results from the service providers' inability to be sure
20 of the origiﬂating computer address, such as a TCP/IP
(Transmission Control Protocol/Internet Protocol) address
from which actual or prospective users will communicate.
It is too inefficient and impractical to allow access on

an address by address basis, especially since computer

25 addresses can change every time a user connects to their



5 security attacks. Service providers have attenpted to secure their hosts
by interposing firewalls and proxy servers between their hosts and the user
comunity. Firewalls are typically programed to restrict inﬁ ﬁgaccess to
a 10 particular set of users, or to restrict access to a bgr'ﬁgg qr set of

hosts or RS b7osds- €+ Se€rvices. In a systemusing a proxy manysetassehie user
term nal conmunicates with the proxy server which in turn comrunicates with

the host. In this configuration, a 15 uUser-establishes a session with a
proxy server and the proxy server establishes a session with the host. As
di scussed above, restricting user access is not practical, and restricting
services still leaves a security hole through which crafty hackers can

i owal | Lo eSPAEMPER CRESFAOGERY EoneckPoft, “PEULE" s PRFF hoat Bl oty
p09%i bl € bocaudbeh ARREN ECEin: ARy B BR-AF ol LHBLE) SRPRGMCH AT ons 25
001 70630 PCTNSGOFY 885 brog 1 ittt CORATR B4t FOF PEFEFSTEEa%80EY tor i nal
"l cat 60 as | REALBAMPHTE ot M nEOSTAY s SPoi ISECIAE. SE&r OB Th the

actual host dngﬁgu I%.is desire%tto protect the host address. in

. ined on theil o] . . :
confidence s clif dsers do no now ‘'what the host address is and can not

attenpt to send “”a‘éte*&%%ﬁrdi taengé' reGt (lrax%tth%dtsh%abz%sbeieﬂ apvatbpapt to

access it in a manner not desir by the service provider. 10 The

secur ity exposypa & tdyahl O drss NAle IR UL A1OYON shlewkse 8h. a proxy

server, because a 0 conprom ses the proxy sefver can use the

broxy. Server as,4Pase e, AGL A ANGR QULToc HoSken | no8ebypi cal

proxy server environnment, e networ ny firewalI's 15 nmust "trust" the

proxy and al | vaﬁfédﬁ oqﬁrggeﬂxclaé b AR e g%;@atatetﬁm&é Q%dp?qwatanqeyhe

host. In other osts must dccept ransmtted froma proxy, and

firewalls i (}?AAi'Szog&arﬂféﬂgce tffe Hard FQRMUNG PRV SRS cANEnROSES tO

flow freely. scussed above, in a typical comrunication session
bet ween a user @ 3 NQSlg AtV O FoPTRBhSRI M bidde BIHEY psekaesaacept s

the user's. inbound (fromuser to server) session connection request, and
invokes a new sessian daHiest, heivesredhaduonusensie antddie ofoshis
| goftware in order to access the host. Service providers
offering this type of access software must offer
15 customers installation support and problem determination
services, and must also update the special software as
needed. This increases the complexity of the system and
drives up the cost of providing the service.
Other encryption software, such as Secure Sockets
20 Layer (SSL) handshake protocol is used for client and
host authentication. SSL is application independent and
negotiates encryption keys and allows the user terminal
to authenticate the host prior to allowing data

communications. SSL is typically implemented in Internet

25 web browser software. Thus, it facilitates secure data



25 Al though this arrangenment and net hod hi des the host 1 2 NOV 2003 WO
00l 70839 PCT/USOO 13585 - 6 address f ramthe user) a connection is stil
established .. by the. proxy server to the host. Thus, any i &frﬁpzhﬁg el
~ firewalls nust allow the proxy to establish a connection, i ost.
As a resulyo@@absdbng access to the proxy 5 authorized. or URCIU$00MNBSLEd,

all ows access to a.provider's host. ' .E%gure 1 shows. an exanple, of a
typical security hardware.arrangenent. |'h a typical environment, such as .
the Internet, users.2 need to access a service available 10 on host 4

t hrough public network 6., In addition, a person responsible for managi ng
host~4.wi | | . access that !. host using.~managenent.term nal 8 through
private network ~, 10. Publi.c network S glLo co r rk such
as the Inter ne&r%ser?le%ssl%?i?/% wee.erlfletav\blrgﬁklﬁgflsgag%gf , %%o{’r‘gﬁ%\%%

i ntra-network. rd t v, deyi [ I,nt d Se 681 j rk
6 and private Hggﬂnr(3'b%oggﬁgHﬂ%ﬁéfxﬁgggggégggﬁ E%ﬁ%%%?categ§?%%£$éiéyg,~

but are. not peéxﬁ%t%g%i%%sﬁg%%gt%ow Egagﬂlgg%?eﬁeiﬂ@éﬁéﬂtP&n?‘nﬂu@os'[5

, thereon. Securi i rewa or a proxy.server.

Security devi Ceséﬁlfacib@g %8@‘;1& it &4 el Qt@ v%@rgreoi@éfvetﬁoa@_t pesk 10

can access public networ 0 st 4 e arrangenent shown in Figure

1, the plac t net wor k segnent accessi ble by both public
net work 6 uggfg&gﬁ%:pr Vgéggggghetmork 10 users is called a demlitarized

zone (DVP). U VO QOLIDB3Y oo N 203 BETDRIOLA3PEOs Lot senased above,

the arrangement of gure eaves open a er of potenti al
security,..probssss . 3R0i neetbdiiny NG aateMall BoRpSkerterkhesewbbi

segnents. ', Using the prior ‘art arrangenment, a ~, user 2 ~i s ~.

establishing;:;thdir RoftEeshaSassS e Mm@t y4, ©hrawalleXhed~session
with host 4 through security device 12. An unauthorized user~~ who gains

access to securi{yi&eyvi geprddrified R® r3Rke1ick0 inbound accébentacaess
private network 10, managenment terminal 8 and . any other devices on the

private netyorkpa Ak &l 4pagehost zesb s elorC@EPLeFLeing aeedskt yodavi ce 12
may ,.. also be able to access data on host 4 to..which he is no.t~:;:

entitled becausgapostubalSstiyPbeadat £ ¥ @] tQelruskriheesnt eghi &y of
dat a, received fromsecurity device |1'2. Thus, this arrangenent is

problematic frogya:SRCUELHY. a' prdfy Sdaav@dRQi ithe userl Regaldhtllon, because
host 4~and ot hers~like it nust be placed on DVZ segnents, corporate

personnel W shi sgmionBesees WOSk ¥hénisioxsi tdeatredo whidchhinughrsecurity
devi ce
communicates with the host. In this configuration, a
15 user establishes a session with a proxy server and the
proxy server establishes a session with the host.
' As discussed above, restricting user access is not
practical, and restricting services still leaves a
security hole through which crafty hackers can enter. In
20 other words, since a small opening must be maintained in
the firewall to establish the inbound connection, is it
still possible for unauthorized users to access the host.
Further security breaches are possible because

firewalls typically allow direct session communications

25 between the user's terminal and the host system. Direct



12 or must physically go to the location of host 4 to 20 access that host
by a directly connected termnal or a termnal on the DVZ segnent. It is
desirable to be able to configure security device 12 such tHatNogvoal8cti ons
originating fromprivate network 10 to host 4 or to public network 6 are
not 25 pegy d-Rdse Whil e sinmul taneously all owi ng cor por at ePCTAUSW/BS8OV 2003
WO 00/ 70839 PCT/ US00113585 g _ personnel to easily access host 4 for

mai nt enance and support. O course, eacl’ conponent in the system adds
processi ng delay, a point of failure,.requires 5 maintenance and upgradi ng
and adds to the general conplexity of the overall system This situation is
especially undesirable to financial institutions who seek to allow users to

|y thei t _inf t] i i . t i nt ai
Par dvar o and 16°SSRARaPETUE PELH o | T S SUNVARY ‘e TR TROBRT O 1€ 1 5 an-
bj ect of th t.i i on_t i t sl | owi
ob) ect © © p%]%?‘%ggébgyggygggﬁ?lge sl':o%/ﬁc% a1 $iremeaad 1 malhed f4r5 i | owi ng

standard proxi & e application session requests between a

15 client and a ¢ §ﬁeffs: ﬁsm%@EC%E%d gggrt ge@emdjd;q;bgltl ReGiH . saffware to

ensure security, rovider need not 1 ntroduce potentia

security holes_in e nf Laurat it b edgentLe ligis a
further object pgfotvtqhdtae@i rtl:\glgn %g% ‘?%h%gtlg IE;e éj?g{é{)éﬁ:y)séi cal Ié;wgndltl olgsi cally

| ocate hosts Wdllgddie PLLYBLE: NEAUORKS S 0adrddh ald QUEAIRMA Gupat sonnel
easy accessto e ‘Nosts for mal nt enance and support, while sinultaneously

al | owi ng secur %h}%ﬁ%sssellso d@oﬁgtsﬁﬁg&c\gﬁaﬁytﬂé]%é& UsRiress ig aadNQ4arZDai

g _Tn.order to i eve these objects, the present invention provides a

system for comppi faaéee'dé?@td%asgﬁ&wﬁﬁguehgaﬁféeaemanaii@wtl@ hastsheai d user

term nal being cou 0 a first network and said host being coupled to a

second network, 54l diééa%t QIPLCRBR! £Si Bdcedsf L £ Sin S&MnO UM h t Ds SEbH
first network; a second server coupled to said second network; a main proxy

control connectyan hej weenngaisd i k&t paBdigeeond servers, said main proxy
control connection belng established Betmeen said first and second servers

by said secgnd servefhsediidtd eRpbsQkeCONBUAL Cah | D 158S Simpreseédbiusiment
request to said first server, wherein said first server is
through the use of a proxy server, because a hacker who
compromises the proxy éerver cén use the proxy server as
a base for accessing the provider's hosts. In a typical
proxy server envirbnmént, the network and any firewalls

15 must "trust" the proxy and allow data communications to
flow between the proxy and the host. In other words,
hosts must accept data transmitted from a proxy, and
firewalls must allow traffic to or from the proxy to
users and hosts to flow freely.

20 As discussed above, in a typical communication
session between a user and a host through a proxy server,
the proxy server accepts the user's inbound (from user to
server) session connection request, and invokes a new

session request between the proxy server and the host.

25 Although this arrangement and method hides the host



unable to initiate communications between said first and second servers;
said first server receiving a data conmuni cati on session establishnent
request fromsaid user termnal, said data comuni cation i?éﬁhpgp%e
establ i shment request requestrng a data communi cati on ses b en said
user terniwelooz8® sai d host; a data communication connect i %t EEPAHBF shed
between said first and second servers ingresponse to said data

comuni cati on session establishment request only if said control

comuni cati on session has al ready been established between said first and
second servers, wherein said data conmuni cati on connection is different
fromsaid main proxy control connection. The present invention also

provi des a net hofirdes GomRaheatiseg, dat achréwetonuserst £ i eatsbhishet

| east one host via first and second servers, 1 2 NOV 2003 - io said user
terminals and ss @Hd x@eeéeﬁeBEtogtheunbed tOThuérrsmynenMBrkoswmgsard
second server -and :sai I'east one host being coupled to a second network,

sai d ;method’ ccwmmﬁéwdulglmesttem&ontheepobkyrng satabkisbnd senuectien.
establiiish-‘a main pr:oxy control connéction with said first server while.
preventing ‘sai deffiH o astver, Akr anresiabl, i ghingngaadcems ntpr bky - OAKY O} .
connecti on; “establishi'ng said min proxy control -connection between sald
first and Sesonﬂnﬁﬁﬁnﬁﬁéﬁldr nespahoritzeda eombwelacoﬁﬁantoaarpnoseéeroﬁ
establrshnent féquest. recei ved by, said first server fromsaid second
server; 'saj.d:filadt server receiving a data comunication session -
establlshnent\request fromone of said user terminals, sai'd data

communi’'cat i on se55|mmgnMeﬂﬂ|$mmmmwureqaawﬂer@duéstypgcaldaﬁauééﬁﬁunlcatlon
connecti.on ‘between said one of said user termnals and one of said at .|east
one host; Said hardiarmncsecgatesdr.yerls @o@y@ﬁ@@ﬂngnvereemﬁﬁFhsﬁu§§|asdata
conmmuni cati on connection in response to said data conmuni cation session

est abl i shnment. repichttemst i fussaisd 2raiaedhtex RCESSSr 81 SESNAGS éyaildable
connection has al ready been established between said first and second when
sai d data cbémuen dmstort seusiugh astitld siererk Squedr pddiéderved from said
user terminal. Qher features and advantages of the present i nvention will
becone .appar ent pé¥sen t#@ﬁ@ﬂ%%g‘-%é’tﬁﬂaﬂlﬂ"@n hemtt Hewﬂﬁrg‘eﬁlqc@r?s\/\/lrrpéﬁ

refers to the acconpanyrng drawi.ngs.. N
host u91ng management termlnal 8-through prlvate network

tﬁlrze,lo;i Pub}lc network~6 is a globai computef network such.

|  3;as,the Internet,.wnereas p;ivateenetwork 10 is a

];ji5nroofporationrs.intra?netwofk. Security deVice 12 is .

B ”_1nterposed between publlc network 6 and’ prlvate network

'10 such that users 2 can communlcate w1th host 4, but are'

" not permltted to communlcate with prlvate network 10 or

- any hosts[tnereon.” Securlty dev1ce 12 . can be a firewall

:2o,_or.a-pfoky.setver. Securlty dev1ce 12 can be conflgured
'so that users on private network 10 can access public
network 6 or host 4. In the arrangement shown in Figure
1, the placement of host 4 on a network segment

accessible by both public network 6 users and private

25 network 10 users is called a demilitarized zone (DMZ).



12 NOV 2~ 10a BRI EF DESCRI PTION OF THE DRAWNGS Fig. |.is a diagramof a
prior art security hardware arrangenent; Fig. 2 is a diagramof the
security hardware arrangenent of the present invention; Fig. 3 is a

fl owchart showing a secure session establishment process of 4thgo\pr288enit

i nvent i on.wéasmokdve purpose of illustrating the invention, RATASS0/IIS8Shown in
the drawings a formwhich is presently preferred, it being understood,
however, that the ‘1 2 NOvV 2003 WO 00170839 PCT/US00113585 - 11

invention is not limted to the precise arrangenent shown. DETAI LED

DESCRI PTI ON OF THE | NVENTI ON The foll owi ng detail ed description uses the
ternms 5 "inbound” and "out bound” when referring to the flow of data

comuni cation traff]j u v d ggﬂ and reguestlegponse
data. As used her ei%,g (?h‘gég %%?ng"%%%{')%h @?gpﬁ%s 0 comﬁi cati on dat a
originating at | ] ser Lnak, . sugh féﬁﬂbf% andnd0
termnating atlgagggvégggpgo%%§%$¥sgﬁé%ﬁr|tyﬁ§§g%§%¥%§$?}e-or ﬁgst:n_{ 
conversely, - 2uhbeunthe! LRLLLGLET SE Sddkd rad i fedd ARG ddiidshe host -or
security systemto a user termnal In-~public network 6. Also; the.term.-
"port'.as used £i e to. -4 QQhR&h £ CONTRMLU- £33 | 00 188 habki shed
via software sggﬁﬁsaghé #%L?fﬁgﬁgr%?réﬁ ter%ﬁ"sgcketf aslused'herehh%H;
refers to itS GORNPHCEOLRUL LS, P POhaHTLNYs USGHE, I I &) fesiReKGlEH S 2

| ogi cal end point in a connection, inc udi ng Iog;gaj qgnnegtpons;bexmepn
progcesses runniBge2Q PhiBgn! BecaATE COBPLLET 12 Thons GBRAGEhON sdEest . can
be "connectionless” in the context of global networking such as the .. -
Internet in whigh 8a3RLVEESERPEL! SeBBEYC G| dOPLCE epiaghy, Bultapioes ot -
mai ntain the actual connection and longer  than.is necessary to service the
WO 00/ 70839 - 1Reni HPRdLat BrioqteShetdozk N, 2mdn£5dneiS00t dBhBkaiTiee drey m
"thread" as used herein : : S

any other devices on the private network. 'An

-10 unauthorized user compromising.security'device 12 mayil,_;
ialso be able to access data on hdst.4thnwhich ﬁg.ig n?FH}:
entitled because_host.4 is typiéally configuredlﬁolétuéti'
the'intégrity.of data received from security dé?icé“lé.
Thus, this arfangemenﬁ is problemaﬁic froh.é'sédﬁriﬁjid i
15 standpoint. |
.In addition, because host 4 and athéfsgliké it.must
be placed'on DMZ segments, corporate.pérSOﬁnel wishing to
access host 4 must either do so through security devicé"
12 or must physically go to the location of‘host 4 to:'
20 access that host by a directly connected tefminal or a
terminal on the DMZ segment.
It is desirable to be able to configure security
device 12 such that connections originating from private
network 10 to host 4.or to public network 6 are not

25 permitted, while simultaneously allowing corporate



refers,to its conmon. conputer programm ng usage in. which a ""threa' d" is

a placehol der used to support nultiple . concurrent users of a .sirigle
executing instance of a 5 conputer program ,,Wth referenqé @ﬁ@ Fi gures
in which,like , ,, 10 15 reference nunerals .refer to |ike'él , Fig:,2

shows t he Q[ayesbysw~arrangenent of the present invention.. PCHYUSHHSFHE i n
Figure 2, security system 14 of the present 'invention is conprised of
external ,firewall 1,6,, public proxy server (PPS) 18, internal firewall

20, and , gateway, proxy~server (GPS),22. Ln the depicted arrangenent,
external ,firewall 16 is connected to public ,. .'.network 6.and~to PPS 18.
PPS 18 in'vturn is.connected ' between external firewall [6.and interrial
firewal .l 20., PPRS | a i Y Lsel e Sucdhddrd ddeere are
no ot her devic sergtotnglgﬁlegcOgre%ﬁgp\%%gggégeﬁév\ign§P%cg?i;%a and external firewall
| 6 on the outbgg&%m&EQe, and PPS 18 and internal,firewall 20 on the inbound
side.. GPS 22 onnect s internal firewall 20 to private network 10.

Thus, physical connggtingdned " QRS flonbehEhPaln2the et d&sas fol l ows:
User Terminal 2 p Public Network 6 a External Firewall 16 a PPS 18 a

Internal Fire ;.loc?e%sargﬁ cﬁi%gzz abg%riin»aabg Metwork, 1fequitess 4. 1 2 NOV
2003 WO 00/ 70839 PCTNS00/ 13585 - 1 Al t hough a physical path is provided

bet ween userg t i@ nzh @ hifpsipdbadingsBadl dabe Bet ele tdatetdle | ogi cal

fl ow of data.and session establishment.usirig the,:' . present invention
does not al | ow ys&l1ed {10, dff ald Yoveraa3t apktem.a sRiyi sttsesséonisv th host
4. External firewall 16 1s a typical packet, or session. firewall which is
configured to aldouiopnthaseBsb 1o tosEeahhttalloghsaitpoidss whe. sdeist
services via TCP/TP.. ports, by allow ng those connections to be nade
between 10 useryd efNMARl uge Nk PREIEs oaler Bakiti benabéc@inean be a
router.or other ,. , typical device capable of packet filtering or session
filtering, and isr&ean{d oo egsiny anlyimilegwegateway maiptaky. hasdwaee 2adto
initiate an outbound service connection to 25 PPS 18 using a predeterm ned
group of | ogdcagopoidse .contihgwmsatiiddl P port 8080. Internal firewall~20 is
configured to deny and filter out any inbound connection requests, for
exanpl e, connection requests originating at PPS 18, external firewall 16,
public network 6 or user terminals 20 2 which attenpt to establish a

servi ce connect SOMMARY GPS PRE IMVENTEOMiet work 10 or host 4. As is described
below in detail, internal firewall 20 is configured to allow data fl ow

bet ween PPS 18 and GBS 22, abubbiextterofltte pewsdnt2@nvensdnhi §ar BHOYEUER t hat
only data o _
a system and method for allowing standard proxies to
securely route application session regquests between a
15 client and a host in which ﬁhe user need not install
special software to ensure security, and in which the
provider need not introduce potential security holes into
the configuration of the security equipment.
It is a further object of the invention to be able
20 to physically and logically locate hosts within the
private network so as to allow corporate personnel easy
access to the hosts for maintenance and support, while

simultaneously allowing secure access to host services by

public users.



25 conmmuni cati ons between PPS 18 and GPS 22 are permtted 1 2 NOV 2003 WO
001 70839 PCTI U500113585 - 14 once GPS 22 establishes a connection to PPS
.18. Hosts 4 and users termnals 2 are typical devices suitable for
perform ng the functions required of host and user term nals, resp ively..
For exanple, user 5 termnal 2 can be a personal conputer Ir2 r@ﬁd el d
conput er devi ce capabl e of accessing a_gkobal conputer network such as the
Internet. Host 4 can range in size and capability from a personal conputer
to a mai nframe conputer, and is sized according to the service 10
provider's particular requirenents. Al so, host 4 can be logically and
physically | ocated anywhere wthin private network 10. The conputing

hardware pl atforms fgr gf&llgtggggﬁ?eﬁ,ezzcr@s% %Bie%gg PEr&OpaksenapPUL er

servers or UNI X servers 715 sized such that they can handl e t he expect ed

user and data tj (S r : ervers
runni ng M mﬁé@t&%;ﬁ%@%&s @S&%ﬁ?ﬂﬁﬁ“@ﬁ%@?ﬁ%ﬁ’ﬁ%@%@g gﬂgl%bs 22
need not contain an pecj al eratjng system enhancenents .in .qrder to
function as 20 %(‘5053’&3@(9‘?59 %ﬁ“ﬂ?ﬁei’ﬁg%géﬁeﬁ?\?eﬁﬁ%e .O’%oa&ﬁg\f@rd%oﬁgs 18 and
GPS 22 do contain special software which enables these devices to function

as an integral PRIRE CHPlehie aesarshretvAtke fAif SYSIETTS@MPHRRL Dl prograns runni ng
on PPS 18 and GPS 22 can_be witten in any |anguage suitable for 25
programmi ng, such as CHirsbsergengpupled Wyagbfisosgwork;15 1 2 NOV 20( 13
PCTNS00/ 13585 The establishnment of a communi cation sessi on between a user
termnal 2 and a host 4 stsombsesetenuplyd sysicsocddd nétivbrkpjow be described with
reference to Figures 2 and 3. Upon systeminitialization, GPS 22 initiates

5 communi cations with RRRakGrbff il bR bétwesvald fidDadBdedbndL4) - I n

ot her words, GPS 22 establishes the connection outbound fromitself to PPS
- 18, thereby requ ] Q{HEM‘ Sxy Ot QEE &R LPab BRI bdrRediapPENEd
bet ween GPS 22 %grﬁ{éérg%g 1 .m%%e >Lestalg)?ll""'gﬁlnent oeggél%) the conne?:%hl on by GPS 22
to PPS 18 is hepeinafter ieferrg}d t].gi as t.he rgai n B’@?axo grortrol connecti on.
The main proxy BBhERHFeCOBhRETer Y Pl ssemd Fo'°F &g BUQL SHPREPLRTIE hment
and not f or the actual_ transfer of data. Al so, the pain gr oxy caontrol
connection is s#SEPY egigblishaeahrgayest 1o said first s MhesE) sAd HEh sRI¥EI 15N r equest
and connection reply packets to establish the connection between user
terminal 2 and tmeble ® initiatcommunsicationg betwesh said fastand sa®nid serversf i gured to
all ow many | ogi cal ports to be opened to all ow comuni cati on between user
20 terminal s 2 and PPSaiBfirst server receiving a data communication session
establishment request frém said user terminal, said data communication session
establishment request requesting a data communication session between said
user terminal and said host;
a data communication connection established between said first and
second servers in response to said data communication session establishment
request only if said control communication session has already been
established between said first and second servers, wherein said data
communication connection is different from said main proxy control
connection.

The present invention also provides a method for communicating

data between user terminals and at least one host via first and second servers,




As part of the initialization sequence, once the main proxy control
connection has been established, GPS 22 uses the nmain proxy control
.connection to transmt a table to PPS 18. This table contains a mappi ng of
valid 25 host ports to their respective services. WO 00/ 70889 NO\ﬁ%]Sl 2
NOV 2003 PCT/ US00/ 13585 Once GPS 22 establishes communi cations wth PPS 18,
security system 14 is ready to accaomugdate incomning requests from user
termnals 2 (step 26). Wien a user termnal 2 seeks to establish a session
5 with host 4, user termnal 2 sends a connection request, typically via

t he hyper-t t.ocol (HTTP). to a,l.ogical rt on PPS 18. PPS
18 accepts %ﬂgu%%ﬁﬁzr@%%ﬁﬂ cﬁ g%gglg‘? S%WSW%%WW&%F&%%S'Q&E@?W@ new socket
S| (step 28%id Babad severeapanil NdedsPord isIBMhE BPR&E foQebsndSt or ed 10 in a
mermory vector array on PPS 18. Data stored in the menory vector array

i ncl udes t hestadel, 853 mdthtb&Im ﬁsﬁﬁ%ﬁélsteﬁs oﬁUCh as TCP/| P address, the
i ncom ng port identifier on S 18, and the service with which user

termnal 2 seeks t e . cept.ance, of the. connection 15 request by
PPS 18 does not eng)gﬁg a éag%%%é)flé\geﬂgrt8gﬁtﬁléﬁsth,alin?‘é‘.w%6%ﬁ’i°1i nf or mat i on,
HTML screen etc,. , . flowto or fromuser termnal 2. PPS 18's :
accept ance %)gﬁ %‘ﬁ%"“c%ﬁ%f’d{’?%ﬁ SF%(&{,@QI&C RSV e tingesatdafinst sermess fiome first session
connection betbi\l.ee.n user termnal 2 and 20 PPS 18. Next, using the nmain
proxy cont rof2oUsHAg stid sraia prm costelosneation; pr edet er mi ned port by GPS 22 to

PPS 18 in step 24, PPS 18, acting as a client to GPS 22, sends a connection

notification requesstablshZRSa2Pmart pxBeYntrol benrdbtisObaRebh §43d fedti fi cation
request contains the port nunber WO 00/70839 - 17 1 2 NOV 2003

PCT/ US00/ 13fm@5Setodasermid @tesnbe/@th donf) tdBmBRihtidPseSELYi Ce map as the
destination of the connection request. The port nun%er I nformation used by

PPS 18 is hasedsifferdthsqdesSlcd E”UR s sent by GPS 22 to PPS 18 in
step 24. Thus, 5 t he f:\qor?nec%ifl)en o%a?(??l%:sa |one¢°en(:1]&%1§tse‘f°%‘fi(§faﬂ’§r’@s 22 of the

host to whi ch user  {;er4m wi.shes communi cate with. GPS 22 nmi ntains
alist inits rne*rrofg%ll,8 ﬂrgat%g}lvﬁéretcﬁ%l%as‘ﬁa?%forB@Pf”'ga%@hieSian PPS 18 during step

24 to their - .
establishment request from one of said user terminals, said data communication

session establishment request requesting a data communication connection
between said one of said user terminals and one of said at least one host;
said first and second servers cooperating to establish said data
communication connection in response to said data communication session
establishment request only if said main proxy control communication
connection has already been established between said first and second when

said data communication session establishment request is received from said

user terminal.

Other features and advantages of the present
invention will become apparent from the following
description of the invention which refers to the -

accompanying drawings.



correspondi ng actual host addresses for hosts 4. In the 10 case of TCP/IP,
the.GPS 22 map contains ports and the corresponding TCP/I P address of hosts
.4. Upon receiving the connection notification request fron1PPi 16 v
verifies that the port connection requested by PPS 18 has an gt @ |ts
port map pointing to the final 15 destination host address (step 32) | f
GPS 22 does not have a mapping entry 82t he final destination, it denies
the notification request causing PPS 18 to ternminate its session with user
termnal 2 (step 34). 20 If GPS 22 has a nmapping entry, GPS 22 initiates a
connection to the approprlate destination host 4 using a new socket S3 on
GPS 22 (step BBIEFRE APION @ He DRAWINGD? establishes a connection to
host 4 through prlvate netmork 10 using socket S3. 25 At this point in the
sessi on establishnBag.piotess, diagramNol/ 2093140 J0F 79839 PLY/ ISgONa3E85 -
18 three separate connections have been established, user 2

. PPS~18, . . wiraapgéihedtnet work 6 and external.firemall.lG, GPS. 22.t 0 host
4 via prlvate network 10~; and GPS 22 to ., PPS 18 via internal, firewall
20 . (connection FegtablusheddSaguamouﬁdDhaheeeuri§Y Baridwape conplete
| ogi cal connect i on ,for user data traffic.between user term nal 2,and host
4 This is. theacasegbeeauseé tdheapresenni tavenhipath between GPS 22 and PPS
18 has not yet been established, only the-main proxy control connection has
been 10 establ|shengAfﬁenS|a|Ciawchgrth@h@whnecﬁléﬁcuéeh§§554095|ng socket
3, ./ GPS: 22nmakes anot her connection to PPS 18 out bound through internal
firewal | 20 u5$ngbheﬁhmsckeprSQeSS(QfethSQrESﬁétnémVéahhé@t|on bet ween GPS
22 and PPS 1S 15 ;is, a,connection different than. the main.proxy.control
connection whi ch rEBoui bseapurbabkeof oi 11 het takhnai Ehei bAVERtion, there
ot her.connection requests fromuser termnals 2. GPS 22 uses this new
~ connection andssehdwnaivobhhecfirawingpl § forppghighcdat araEagtlvhe
~end-points for connection S3 to 20 the destination host 4 (step 40). The
connecti on remtyfsenedduatngesngpun@erstgp@tahdHEMepvoiyaéoﬁhéct|on reply,
known to those of ordinary skill in the art. Once this client request is
accepted by PPS 18, GPS 22 spins off a new processing thread which reads 25
conmmruni cation data from socket S2 and forwards to socket




1 2 NOV 2003 WD 00l 70839 PCTNS00/ 13585 ' - 19 S3, and vice versa (step
42) . In other words, GPS 22 socket S3 is used to communicate with the
.desired host 4,. and GPS 22 socket S2 is used to comruni cate through
firewall 20 to PPS 18.' The processing thread:in~GPS: 22~." 51f2a39YiQMtes
dat a transpond7obst ween sockets, S2 and S3.:, Once GPS 22 SRImESNM3SSSs
connection reply . to PPS 18 in ‘step_,fim4~ 40, PPS 18 accepts the
connection.reply sent by, socket S2 :, on GPS 22 using socket S4 (step 44).
It is inportant to note that step 44 need not follow step 42, since the two
10 steps are nutually exclusive, i.e. the commnication. thread established
between S2 and S3 on GPS 22 occurs independent of PPS 18 accepting the
connecti on repl Yyent 1HON; & GGS Vi 110 e CONMIRE QUL IR ) BddRe 22, PPS 18
searches through the vector array stored in its nenory:: 15 to map the

| ogi cal port ighgyyation received fromsocket S2 to the address of user
termnal 2 which initiated the service session request. PPS 18 then
initiates a new thread establishing a data path between socket S4 and
socket S1 (step 46). 20 This new .processing thread on PPS 18 reads data
from socket Slppdgrfes WatsSridTidh Bkl HAraigrdce versa. At this point,
user term nal as a logical clren ost connectron with desired host 4
via the follow ng thieags: peh ip Ceita 110 6 QkeRly GRTBMIERId e p23mdser
termnal 2 to socket S1 on PPS 18; WD 00170839 1 2 NOV 2~i PCT/ US00/ 13585
- 20 thread SiliS4ous@Ckehd SloibiiRi'l8iteh Sacketrivd &b @ 22 o yfead
S2-S3; and S3 on GPS 22 to destination host 4. 5 Thus, the connection from
user termnal dat® éefhhmddaOiomastaff Of igidiatas ddhieunddtopdR2ad2 to
host 4 and originates out fromGPS 22 to PPS 18. The initial request from
user term nal 2ndSr&Miedn) PESbss alde!. Slad RS Hdraiti | echdeceamssi on
set-up sequence between GPS 10 22 and destination host 4, and GPS 22 and
PPS 18 conpl et esnbbaid Wré fetdac s asqp@tin ea i edsd dirpittst iy GRSa22 and
PPS 18. Once the |l ogical connection path is established between the
originating clpebliangséhetappinLhl i arclseiyaisert reansiiresl an, andd reception
bet ween 15 user termnal 2 and host 4 occurs via PPS 18 and GPS 22.°
Connect i onlpequestsndtimy nat td pdeerwissy pwswnideEt Ss Zecurity system

device or hqst. .Converéely)'"éutbound" traffic referé to
traffic flowing from the ﬁost or security system to a
uéer terminal in public network 6.

Also, the term "port" as used herein refers Qo a.

15 logical communication port established via software such’
as a TCP/IP port. The term "socket" as used herein
refers to its common computer programming usage in which
a "socket" is a logical end point in a connection,
including logical connections between processes running

20 within the same computer. The connection, however, can
be "connectionless" in the context of global networking
such as the Internet in which a server supports many
client requests but does not maintain the actual

connection and longer than is necessary to service the



are supported such that a user need not wait for the sequence to conplete
for -anot her user before starting his own connection request. This is the

. case because the 20 connection request in step 28 is accepted q¥ P@@ 18 and
stored, thereby allowing PPS 18 to wait for another connect i bA @k] gt.

Al so, becsuseoriog® cal connection protocols, such as HITP &HCI/¢R08ABBEss, the
connection between user termnal 2 and PPS 18 |asts for only such 25 tine
as it takes to obtain and store the connéction WO 00170839 - 21 1 2 NOV
2003 PCT/ US00/ 13585 request and respond back to the user that the request
for connection is accepted (step 28). GPS 22 acts as a two sided client
since it initiates connection requests to ' PPS 18 (steps 24 and 38) and

destination NoghydafSteP,aqdble . PREnd8: afh SvdfrdhdarsShiled siueh Since i

waits for and accep ron requests fromuser termnals 2 (step 28)

and GPS 22 (st .24 and.38) I j , Ng$18h
connection.reqﬁgg??§o§épé§g293§§§§h53ﬁ$g%%§q%é%iﬁhﬁﬂigggﬁégﬁﬁ %?of?lgﬁnrro|
connecti-oni-n 10, whi-chsthat, cont L ALy, o clion. Jgirnal 1y sey@at ed.
ut bound rom G 3RS  ppl fofl B0enOeaperhoa] AR It S8 essi on
bet ween user -t sg%aé'ke'ataggé’ﬁgs&f 4acQnhibnuesditd ind N RRRIRE igg auser;
conpl et.es conmuni cation.” O course, the application |ayer of 15°. - '
comuni-cat i gn ' PeLWEEB USEhglghNinal- 2 and host 4 can enpl oy. the use of 'data
payl oad.-encrypti on .and autﬁenticatrpn using typical software such as"SSk.
Thus, . security systgmh4,aRdrbheeac60FRANYE §Urds OGediie arikest-abl i-shing
securg;cbnnun{cétidns*is 20 -provi-ded. by .the present invention. In R
particular, a $eF¥kERCR QUhdeL1S Pasts foalexbrolasdik f rEmg atd aowisr om
users-iin public network 6 because firewall 20 does not allow initial =
servi ce. connecth@nga@ava@irdabir-PanbeRBhtt §£PHRE T Sré@dmOrinvdrtitionthe initial
mai n proxy control .. 25 connection is initiated fromthe private network
side of "1 2 NOV.2QQ3 VG004 Z0838uPETA|ISARABEES sySiem iTd esMalhd i Tewal |
20 by GPS 22, connecting outward to public proxy 18. This allows internal
firewall 280t opbeseanf igweadiba denromblisalogndeconneLl i firewdlll atd,on
requests. Thus, even i'f ‘a hacker were able to conpromise 5 external
firewall 16, opubter BRPSx}B8setrkerhacipe) weyl fnbermanbt erdwallirgn farmmin PPS 18
to intéinal firewall 20, GPS'22 or.any device. attached to'private network
136_?¢cause th&t&&hy{%ﬁ£MQﬁgenggn(G@thgntedxﬁxmhbﬁdEpimnﬁdrequests.;In
addi tion, .even once ‘a forwarded connection ' o _ o

- . arrangement, external firewall 16 is connected to public

 ?netQ6rk éiand<to'§PS i8._ PPS 18 in*turﬁ“is_éoﬂnected;'R_L
 iS'_._..betQ:e.en-e:.c;ernal firewall 16.&'1.nd'li‘ﬁltér'na1 firewall 20.

' P?éiis'één'siﬁ"onsaﬂ isolated'ségmént subh that theré‘éré
no'oéher deviées attgéhed'or nétWorked'betweén PPS-iBlahd-
extérnal firewall is'on the ouﬁbpund side, and PPS 18 and
internal. firewall 20 on the ianund side.. GPS 22

.26 cénnécts'intefnal firewall 20 té private netw6rk 10.
Thus, physical connectivity from user terminal 2 to host
4 is as.follows:
Usexr Terminal 2 < Public Network 6 = External
Firewall 16 = PPS 18 = Internal Firewall 20 =

25 GPS 22 <= Private Network 10 < Host 4.



10 request has been accepted by a host 4, step 38 requires that another

out bound connection from GPS 22 to PPS 18 be established to create the
_actual data.payload connection which will eventually be used to tpansport
data to and fromuser ternminal 2 to host 4. 15 Also, secur MyN&IMEm 14 and
t he sessi @ip g | shnment procedure of the present inventPomusbd/s8sservice
providers to position hosts 4 anywhere ¥%tpin private network 10 such that
host 4 need not be installed and supported on a DVZ network segment. The
present 20 invention provides this facility because actual data fl ow

bet ween user termnal 2 and host 4 is segnented into smaller connections,
i.e. via the previously described socket and thread comuni cati on

connect ons. ThipnalLgve LAy.ellpclive and.elfielentyaaagggent of hosts 4

by the 25 serviCé pr eases the costs assoclated with 1 2

NOV 2003 WO 00LZ0838.1 23,81 guLel 19 1918881 §25 noPEW LSAO/ 18585 The

present invention. may be enbodred I n other specific is fornms wthout .
departing fromLie.apl ibyObeeaRentadd AlddidhiIatHiekrREntNdssaGCOREI nalY,
reference 5 shou e made fo the appended clains, rather than to the .
foregoi ng speci.ficahi os LHi §aL4 ! 6PRE A ot he . gyeBtign. k- 2 N
OV 2Q03 24 vwa%b%%h%l%?v t?gﬁ ﬁséiﬂgvgpgh1for_cohnunhcating dgfacbéthen

a user termgnal @ﬁgli‘sﬂoétse?@igeué@és{&{ il Heidia coupled to ‘a first
net wor k and sala' ost belng coupled to a second . network, said. system: .

conprising: a firstggeeygslceupbgshioisaid f ivygi Al pakketacseeendisarver
coupl ed to sai'd second network; a main proxy control connection between

said first ands3eeQnd1SQhYEhSisSabAE IGhFed X a10MW ebotadnaetees kei ng
est abl i shed between said first and second servers by sai.d second server

sending a contg bcegmmbgakagnpgee§i op. &stradid dumiilcelsequestrcpy 1o sai-d

first server, erein said first server is unable to initiate

conmuni cat i ons pbetweeBysal ol hgt t BBge SESAMMLISRINEItS bedimddel betwaenver
receiving a data comuni cati on session establishnen
.10 user terminal 2 and PPS 18. = . .. =
‘Internal firewall 20 can be a route;hprjpther e
.tyﬁical device capable of ﬁaékét.filtériﬁé or séééiéﬁﬂfr.
filtering, and is configured'to'only allqw gatgway pf§xy_l
“server 22 to initiate an outbouﬁdusérﬁiée;éoahectidﬁ!té. H
15 PPS 18 using a predetermiﬁed groué'of iog}éa} ﬁorts{ sugh
'as TCP/IP port 8080. Internal firewali'?bfis configured
to deny and filter out any inbound cénnection'requests,'
for example, connection requests originating at PPS 18,
external firewall 16, public network 6 or user terminals-
20 2 which attempt to establish a service connection to GPS.
22, private network 10 or host 4. As is described below
in detail, internal firewall 20 is configured to allow
data flow between PPS 18 and GPS 22, but internal

firewall 20 is configured such that only data

25 communications between PPS 18 and GPS 22 are permitted



request fromsaid user termnal, said data communication session

est abl i shnent request requesting a data comruni cati on session between said
.user termnal and said host; 15 a data communication connectlibN0¥s208b| i shed
between said first and second servers in response to said dat

communi catWeM03®3%i on est abl i shnent request only if said cPoCrﬁlﬁ /13585
communi cation session has al ready been established between said first and
second servers, wherein said data comruni cati on connection is different
fromsaid main proxy control connection. 20 2. The system for conmunicating
data between a user termnal and a host according to claim1l1, further
conprising: a first socket established in said first server, said first
socket providi rghcdatascopneptahnl i shebed veremesaiicrf itstPREERrMer and sai d user
term nal ; 1 2 NOV 2003 25 a second socket established in said second
server, said secondHsecket pndvideny temmel reolembnizoa itarp et hwedevsegsl second
server and said host; a third socket established in said second server,

sai d third sockatitpbdei domgpdatarvongurhe afuroet immsweeagwiared foF sroster ver
and sai d second socket; and a fourth socket established in said first .
server, said fand hssecketrmpnelsdiragpeat avelpnrurieatexambes weesesai d first
socket and said third socket, wherein said data comruni cati on connection
bet ween sai ¢ userrntiesdi Bakaantdesai dehasnal scpmmviete Pt hraowghhebd d first
socket, said fourth socket; said third socket, and said second socket. 10
3. The syst em fampagemwudieratengagabae bef veeressinera tarehbahl camputehost
according to Caim1, further conprising a first firewall coupled between
said first servestwond saicth sscthd Inrernet 4, HORL ¥ staim FaRIe ormudt €@t i ng
data between a user term nal and a host according to Caima1, further
conprising a sevshdappbdddltly Esapl adrpEsoReh SRAMRMESF st 1% ReinbF&™and said
first server. 5. The system for comuni cating data between a user term na
and a host accoralipvgero @ngi mS3sigRer aFRCERIRP 1§59 sthe i seWat Fedeni es all
control communi cation session establishnent requests other than those which
origi nate f}ommpeivddesdsnPagsiculagnteariremanrtifhied Ab70 sahasti f sF2RePFer .
20 G The system for comruni cati ng data_ between a user term nal and a host

logically and phys1cally located anywhere within prlvate '
network 10. .
The computing hardware platforms for PPS 18 and GPS

22 are typical personal computer servers or UNIX servers

15 sized such that they can handle the expected user and
data traffic load. For example, PPS 18 and GPS 22 can be
servers running MICROSOFT's WINDOWS NT operating system.
Thus, PPS 18 and GPS 22 need not contain any special
operating system enhancements in order to function as

20 proxy servers in the present invention. However, PPS 18
and GPS 22 do contain special software which enables
these devices to function as an integral part of the
present invention. The control programs running on PPS
18 and GPS 22 can be written in any language suitable for

25 programming, such as C++, or JAVA.



according to Claim1l, wherein said data comuni cati on session establ i shnent
request is transmtted fromsaid first server to said second server using
.said nmain proxy control connection. 1 2 NOV 2003 26 7. The system for
communi cating data between a user terminal and a host accordizn§0Y 208 ai m 1,
wherein salgloddcknt server supports nultiple data communi catirasoeessgect i ons
between one or nore user termnals and one or nore hosts. 8. The system for
comuni cati ng data between a user termi¥Al~ and a host 5 accordi ng to Caim
1, wherein said second server supports nultiple data conmunication
connecti ons between one or nore user terminals and one or nore hosts. 9.
The system for communi cating data between a user term nal and a host
according to Caim vvherelf %?.I d first. server e| ves ROLL L w%%lw ce
map from said secont'SefFEFPLPIE asfﬁ”gfﬁqlbcra Or%’lﬁﬁlsgé'toi hg data
bet ween a user _termn ost . ac to C i,d first
server recei ve§1 SE\RS €8FE“1% gr?ﬁ%ea %gsfil&%en@u%loy]%ﬁt%"?%‘l
connecti on. em or atl da er r,m nal
3;1'[' ag??ﬁ:ﬁl n%u tCh re%rer&@e bceé g:'utr%[ ntde

and a host accw et Comprisi ng a p SE addr ess

map in said second 15 erver net ho r,£0 ng data between
user term nal 38838 3¥s Sgsfn ij1 wlg %lgrsgt éz;n secon servers, said
fi
i

user, Lerm val s aagustld (hest 26l sts b g caupl bt somptior and

sai d second ing coup to a second

network, said neLigd,GoNDY igi 00,LDS, Sl EDs @Js 20 Permbiidna, sald second

server to esta N proxy contro connecti on Mﬁt sal I rst server

while preventing sajd; %hr g@gg%@rflﬁé&q&% lishbpg SR & HBidbPr OXy

control connection; z~ ‘establ i shing sai'd main proxy control

connect]on bet yeen; sah oflULSELONT SEHMEScALiSELPAERd & control
comruni cati on se S|on sta nent request
opened between GPS 22 and PPS 18. The establishment of
10 the connection by GPS 22 to PPS 18 is hereinafter
referred to as the main proxy cdntrol connection.

Thé main proxy control connection is used to request
session establishment and not for the actual transfer of
data. Also, the main proxy control connection is solely

15 responsible for the send/receive connection request and
connection reply packets to establish the connection
between user terminal 2 and host 4. In contrast,
external firewall 16 is configured to allow many logical
ports to be opened to allow communication between user

20 terminals 2 and PPS 18.

| As part of the initialization sequence, once the
main proxy control connection has been established, GPS
22 uses the main proxy control connection to transmit a

table to PPS 18. This table contains a mapping of wvalid

25 host ports to their respective services.



received by said first server fromsaid second server; said first server
recei ving a data comruni cati on session establishnent request from one of
.said user termnals, said data communi cati on sessi on est abl ? Nowe?)3 r equest
requesting a data conmuni cati on connecti on between said one_of Sﬁgg user

t er mi nal SWONw7088 of said at |east one host; said first ahiT S8R servers
cooperating to establish said data coomnygi cati on connection in response to
sai d data conmuni cati on session to establishnment request only if said main
proxy control conmunication connection has already been established between
said first and second when said data conmuni cati on session establishnent
request is received fromsaid user termnal. 13. The nethod for

conmruni cati ng dat a egeer dppg2t oe &t &b dRe s Whenmmu i cse icbroka twel tho@R$niléat | on
session is established via a first data connecti on between said one 15 of
sai d user ternggalgiapdsgatdnf lasissesady, ta secombdiaten iomomdaid on bet ween
said first server and said second server and a third data connection

bet ween sai d seegnédsser ¢ebmandesatdrainabase kss¢p 26d where sai d net hod
further conprises the steps of: invoking a first conputing thread in said
first server, said fiheat acasput tagmihatad seaksfer restphldtsh Fetagsmionai d
first data connection and said second data 20 connection; and invoking a
second conpsti fgthhhead kR saked sermhdaeRveendsair dogwrattdl oMARAYSHS t hr ead
transferring data between said second data connection and said third data
connecti on. 2gpicalNVv2a08hédhybhe- rexhotranspeotrernd teading(HEER  to
according to Caim13, wherein data transfer in each of said first session,
sai d second sessilogicsdi ol pd PESSLBR, PRBI1BI peteRbIPIRG PRI EEP AN
said second conputing thread is bidirectional. 15. The nethod for

communi cati ng detmeatcrdimgses Ceaminal, 2f ustheracoeprsesrt Tst 88 hi ng
a first socket in said first server after receiving said data comuni cation
sessi on est abl 28hnenPateqeestrebponddapdtasshet BEW AANNeGHI QR 1§ sTtysket
provi di ng data communi cati on between said first server and said user
termnal ; &9t abhi shimegoxys~echorssskey pn $ESd18ecoPatacsvRredfiethe

recei ving said data 1o comruni cati on session establishnent request Irqp1
said first serwemoryaivgécsezordraycikaclpdew dhggaddnasa ebnmifr cetyome

connecti on between said second server and said host. , .
2, such as TCP/IP address, the incoming port identifier

on PPS 18, and the service with which user terminal 2
seeks to communicate. Acceptance of the connection
15 regquest by PPS 18 does_not enable any actual data
content, i.e. account information, HTML screen data,
etc., to flow to or from user terminal 2. PPS 18's
acceptance of the connection request merely establishes
the first session connection between user terminal 2 and
20 PPS 18.
Next, using the main proxy control connection
established on the predetermined port by GPS 22 to PPS 18
in step 24, PPS 18, acting as a client to GPS 22, sends a
connection notification request to GPS 22 (step 30). The

25 connection notification request contains the port number



establishing a third socket in said second server after establishnent of
sai d second socket , said third socket providing a data comuni cati on

. connection between said first server and said second socke]i' ﬂﬂng@é
S et

establishing a fourth socket in said first server, said fou?t

provi di ngveo oEt0839conmuni cati on connecti on between sai d fi PETEEVISES and
said third socket 16. The nmethod for cogruni cating data according to Claim
13, further conprising the step of sending a connection notification
request fromsaid first server to said second server over said main proxy
control connection, wherein said second data 20 connection and said third
data connection are established in accordance with said connection
notification regesshatildn ddva vt bl Ahe PPRENIeALERY it hagC@er dhag to
Claim 12, wherein a firewall blocks said control conmunication session
establ i shment geguesitivh e §ad konnkect NGV r2fi2s29 Catiel @ortomutbeeat i on
session establishnent request originates fromsaid second server and is

destined for sahfofhdsionsaised byl &psThes ned hetedoone attauniicat iafg maat a
according to Claim16, further conprising the step of sending a port to
sessi on map - frparsahd@nbérsStseres Wgf GRS sHl dtb PRscAied iserswep 2l .ng Thaisd mai n
proxy control connection. 19. The nethod for comunicating data accordi ng
to O ai m 185 WhREetdnset thi e nect f oretioin frepidsan irdfgpuest GrE|ades the
identity of a port derived fromsaid port to session map. 20. The net hod
for comuni cat hagtded avhtclorsery terntadIn 2 9yi shteer eion csminthiriiccao@Ennedhi.on
notification request is denied by said second server if said port
identified by sai d gpaneztmamtrmind i xalisn Ireqguss maiwey Notapming dh@ host
in accordance with a host map in said second server. 21. The method for
communi cati ng data ofeportslatentconmMPREals ciusiassisherhédween thalser
termnal and a host according to Caim112, wherein said first server 15
supports mul ti pberdspandnguaitteal drosoddrssses Fandwetohet or Hortdeuser
termnals and one or nore hosts. 22. The nethod for conmunicating data over
a data comidni caseonf SBERY bR, behewe@PS a2 21seap tenHiaidls anrtes d ordi ng
to Caim12, wherein said second server supports nmultiple data
comuni cati on commespPDASNYTIRENP oxdduesanPle herhS tder niyRAR recelving

~the connection notificétion réquest from PPS 18, GPS 22
verifies that the port connection requested by PPS 18_has
an entry in its port-mép pointiﬁg to the final

15 destination host address (step 32).

If GPS 22 does not have a mapping entry to the final
destination, it.denies the notification request causing
PPS 18 to terminate its session with user terminal 2
(step 34).

20 If GPS 22 has a mapping entry, GPS 22 initiates a
connection to the appropriate destination host 4 using a
new socket S3 on GPS 22 (step 36). Referring to Figure
2, GPS 22 establishes a connection to host 4 through
private network 10 using socket S3.

25 At this point in the session establishment process,
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sent ‘during step 40 is a standard proxy connection reply,
known to those of ordinary skill in the art.

Once this client request is accepted by PPS 18, GPS
22 spins off a new processing thread which reads

25 communication data from socket S2 and forwards to socket
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S3, and vice versa (step 42). In other words, GPS 22
socket S3 is used to communicate with the desired host 4
and GPS 22 socket’ sz is used to communlcate through
B flrewall 20 to PPS 18-f The proce531ng thread: in'GpPs: 22
5 -fac111tates data transport between sockets SZ and 53.
' Once GPS 22 sends its connection reply to PPS 18 1n'step i;
"PPS 18 accepts the connection. reply sent by socket sz;;
on GPS 22 using socket S4 (step:44).h'It is important to
note that step 44 need not follow step 42, since the two
10 steps are mutually exclusive, i.e. the - communication.
_-thread establlshed between SZ and S3 on GPS 22 occurs.
independent of PPS 18 acceptlng the connection reply.
Upon receiving the connectlon reply from GPS 22,_PPSf'
18.searches throuéh the vector arra?”stored in.its nemorfe
15 to map the logical port information recelved from socket
S2 to the address of user terminal 2 whlch 1n1t1ated the
service session request.
PPS 18 then initiates a new threadlestablishing a
data path between socket S4 and socket S1 (step 46).
20 This new processing thread on PPS 18 reads data trom
socket S1 and forwards it to socket Sé and vice versa.
At this point, user terminal 2 has a logical client
host connection with desired host 4 via the following
threads and socket to socket communications:

25 user terminal 2 to socket S1 on PPS 18;
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thread 51-84;

socket S1 on PPS 18 to socket S2 on GPS 22;
thread S2-83;

and S3 on GPS 22 to destinaﬁion host 4.

5 Thus, the connection from user terminal 2 to destination
host 4 origiﬁates inbound from GPS 22 to host 4 and
originates out from GPS 22 to PPS 18. The initial
request from user terminal 2 is maintained on socket Sl
in PPS 18 while the session set-up sequence between GPS

10 22 and destination host 4, and GPS 22 and PPS 18
completes along with the respective processor threads in
GPS 22 and PPS 18. Once the logical connection path is
established between the originating client and the
appliéation server, transmission and reception between

15 user terminal 2 and host 4 occurs via PPS 18 and GPS 22.

Connection requests from multiple user terminals 2

are supported such that a user need not wait for the
sequence to complete for another user before starting his
own connection request. This is the case because the

20 connection request in step 28 is accepted by PPS 18 and
stored, thereby allowing PPS 18 to wait for another
connection request. Also, because typical connection
protocols, such as HTTP are stateless, the connection
between user terminal 2 and PPS 18 lasts for only such

25 time as it takes to obtain and store the connection
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request and respond back to the user that the request for
__connection is accepted (step 28) .. GPS 22 acts as a two-

sided client since it initiates connection requests to
PPS 18 (steps 24 and 38) and destination host 4 (step

5 36). PPS 18 acts as a two-sided server since it waits
for and accepts connection requests from user terminals 2
(step 28) and GPS 22 (steps 24 and 38). Recall that in
step 30, PPS 18 sends a connection request to GPS 22 via
an already established main proxy control connection in

10 which that control connection was originally created
outbound from GPS 22 to PPS 18. Once established, a
communication session between user terminal 2 and host 4
continues until the operating user completes
communication. Of course, the application layer of

15 communication between user terminal 2 and host 4 can
employ the use of data payload encryption and
authentication using typical software such as SSL.

Thus, security system 14 and its accompanying

procedure for establishing secure communications is

20 provided by the present invention. In particular, a
service provider's hosts 4 are protected from attack from
users in public network 6 because firewall 20 does not
allow initial service connéctions originating from its
public network side. The initial main proxy control

25 connection is initiated from the private network side of
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public proxy 18. This allows internal firewall 20 to be
configured to deny all inbound connection initiation
requests. Thus, even if a hacker were able to compromise

5 external firewall 16, or even PPS 18, the hacker would be
unable to jump from PPS 18 to internal firewall 20, GPS
22 or any device attached to private network 10, because
internal firewall 20 in configured to deny those
requests. In addition, even once a forwarded connection

10 request has been accepted by a host 4, step 38 requires
that another outbound cpnnection from GPS 22 to PPS 18 be
established to create the actual data payload cbnnection
which will eventually bé used to transport data to and
from user terminal 2 to host 4.

15 Also, security system 14 and the session
establishment procedure of the present invention allow
service providers to position hosts 4 anywhere within
private network 10 such that host 4 need not be installed
and supported on a DMZ network segment. The present

20 invention provides this facility because actual data flow
between user terminal 2 and host 4 is segmented into
smaller connections, i.e. via the previously described
socket and thread communication connections. This allows
for effective and efficient management of hosts 4 by the

25 service provider and decreases the costs associated with
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: essentlal attrlbutes thereof and accordlngly, reference
5 should be made to the appended clalms, rather than to the
fore901ng spec1f1catlon, as 1nd1cat1ng the scope of the

invent 101’1 .
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a second server coupled to said second network;

a main proxy control connection between said first and second servers, said
main proxy control connection being established between said first and second servers
by said second server sending a control communication session establishment request to

10 said first server, wherein said first server is unable to initiate communications between
said first and second servers;

said first server receiving a data communication session establishment
request from said user terminal, said data communication session establishment request
requesting a data communication session between said user terminal and said host;

15 a data communication connection established between said first and second
servers in response to said data communication session establishment request only if
said control communication session has already been established between said first and
second servers, wherein said data communication connection is different from said main
proxy control connection.

20 2. The system for communicating data between a user terminal and a host
according to claim 1, further comprising:

a first socket established in said first server, said first socket providing data

communication between said first server and said user terminal;
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a third socket established in said second server, said third socket providing

data communication between said first server and said second socket; and
5 a fourth socket established in said first server, said fourth socket providing
data communication between said first socket and said third socket,

wherein said data communication connection between said user terminal and
said host is provided through said first socket, said fourth socket; said third socket, and
said second socket.

10 3. The system for communicating data between a user terminal and a host
according to Claim 1, further comprising a first firewall coupled between said first
server and said second server.

4. The system for communicating data between a user terminal and a host
according to Claim 1, further comprising a second firewall coupled between said first

15  network and said first server.

5. The system for communicating data between a user terminal and a host
according to Claim 3, wherein said first firewall denies all control communication
session establishment requests other than those which originate from said second server
and are destined for said first server.

20 6. The system for communicating data between a user terminal and a host
according to Claim 1, wherein said data communication session establishment request is
transmitted from said first server to said second server using said main proxy control

connection.



109M 109& ()- 810%& ()-&6Z109%& ()- 34  10%& ()-ddde\fffz[<mb@ 10 10%& () -

109& ()-3'K | G'10%b& ()- !l G 10965& () -

1109 () -2 " 10%& () - zf gt ggZhshhz[ <nb@ 10 , 10%&' () -*3 12 NOV 2089
1090& () -! N&s! 109hmbhb& ()-1" 109%& ()-'qyl\/l 10% ()-"10%& ()-hhi li}iii dEmb@
10

8. 100b& () - 96910%& () - FAFLO%E () - f 210%& () - S0310%& ()-| 10%9&' O)-ijj

5] <jJj~_ @10 f10% O(V -1 Y" 9109& QY& 10b
JljoijJ 110%0 & ()-Jj Vj ﬁ j&l{&%gs ‘f(a(c)j?g}?&m(lsa 1&&68}&1‘.’8 nausgx) termmal and a host
109%& () - @B10%& () - Llo%&' ) Y 109%& ()-klm rmrrmmlE~ | . gl0%& () -
y, 10% () - * 3%998ding tq Glaog, (yv @em%{ 15t SSTYRyAUPD Bp@(désad@mwmn
3&10% 0& ()-yml0% o& ()- 10 10 10 : 109%& ()- S210%& ()-
109&' () - <oxm©tfirquvsty®en@n¥p©%ows(e) tefrmir@ds and' o -os IRI6 b&ts(.) -
10% 0& ()- 10% 0& ()-!110% o' 0& ()-qgpSqqq% XrraBbC 10 Y&

10% o0& () - s$YL0% o&. ( Ths systéiff@&ommimicaliaftdasd bejwdel a user terminal and a host
10%D @& ()-sL10% o& ()-rrrSsshtttaB7C 10

10° ol 3: M 10%0@&1&@ tdf @hAN01O%héreird $f4 second server su}gports multl%e data commumcatlon
10% 0& ()-!, Z10% " & ()-*10% 0& () - (10% o0& ()-tttttuuvdBC 10 ~ 10" ol F

connections between one or more user terminals and one or more hosts.

9. The system for communicating data between a user terminal and a host
according to Claim 1, wherein said first server receives a port to service map from said
second server.

10 10. The system for communicating data between a user terminal and a host
according to Claim 9, wherein said first server receives said port to service map on said
main proxy control connection.

11. The system for communicating data between a user terminal and a host
according to Claim 1, further comprising a port to host address map in said second

15  server.

12. A method for communicating data between user terminals and at least
one host via first and second servers, said user terminals and said first server being
coupled to a first network and said second server and said at least one host being
coupled to a second network, said method comprising the steps of:

20 permitting said second server to establish a main proxy control connection
with said first server while preventing said first server from establishing said main

proxy control connection;



1 109& ()-!F 1109 ()-!pY,' 109%W& ()- !xaY,' 109& ()- y#10% ()- 10'o0

10" ovwwxyy} *<BC 10

10!, S21 109& ()- (1 109& ()-!(!109%& ()-!10%& ()-!!109%& ()-F

P109&' ()-y+z,z-z.z; z&NzfzbC 10 10!, 10% & ()-'10% & () - 12 NOV 2003

10% & ()-"s10% & ()- 10 10 10S2! 109%& () -jzuzzz{{{{{dE/ 10(

10(yz10% & ()- & 10% & ()- &0, 10% & ()-Z310% & ()- s

Y10% & ()-3"10% & () {{{L{lYLLExY:/ . .

T0( 510 & () - 31006 &P iatis s i prpuyennirad pampseion betweqrysig s and ()

10 + 5~dE:/ 10("10% & ()-& 10% & ()- 10%. & ()-9fm0% & ()-9L10% & ()-9
10% & ()] bAecOnEREvgrs (eSS 1 § FOntuR] coMgmEnEplip cktion g LshmcR IRy ) - L
T10% & ()- 10% & ()-=#udE:/ 10(L4410% & ((f -y2°10% & ()-L0"10% & () -

.10% & () -, recaiged By ¢3id firstGosver érpmu?abi@econ server;

10(°10% & ()-910% & ()-910% & ()-f#10% & ()- 10: 10: 10:610% & () - U; %IEbC
10( 10% & () - 910% &ai{d) frstrediér 8de)vitF4 08 8onuhDoMi& §dssidn 28%BIE&hient® @ EDLC
10(#- 10% & ()-9°! 10% & ()-F@0% & ()-, 10% & ()-"10% & () - F10% & () - SdEbC
10(s0" 1096 &rdghedt frohP3hefof(shid dsbPPérdinals; dal® ¥t codmmbunichBA &sbibn %Rtablishment

request requesting a data communication connection between said one of said user
terminals and one of said at least one host;
said first and second servers cooperating to establish said data
communication connection in response to said data communication session
10  establishment request only if said main proxy control communication connection has
already been established between said first and second when said data communication
session establishment request is received from said user terminal.
13. The method for communicating data according to Claim 12, wherein said
data communication session is established via a first data connection between said one
15 of said user terminals and said first server, a second data connection between said first
server and said second server and a third data connection between said second server
and said at least host, and where said method further comprises the steps of:
invoking a first computing thread in said first server, said first computing
thread transferring data between said first data connection and said second data
20  connection; and
invoking a second computing thread in said second server, said second
computing thread transferring data between said second data connection and said third

data connection.
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communication session establishment request from said user terminal, said first socket

*

providing data communication between said first server and said user terminal;
establishing a second socket in said second server after receiving said data
10  communication session establishment request from said first server, said second socket
providing a data communication connection between said second server and said host.
establishing a third socket in said second server after establishment of said
second socket , said third socket providing a data communication connection between
said first server and said second socket; and
15 establishing a fourth socket in said first server, said fourth socket providing a
data communication connection between said first socket and said third socket
16. The method for communicating data according to Claim 13, further
comprising the step of sending a connection notification request from said first server to
said second server over said main proxy control connection, wherein said second data
20  connection and said third data connection are established in accordance with said
connection notification request.
17. The method for communicating data according to Claim 12, wherein a

firewall blocks said control communication session establishment request unless said
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18. The method for communicating data according to Claim 16, further

comprising the step of sending a port to session map from said first server to said
5  second server using said main proxy control connection.

19. The method for communicating data according to Claim 18, wherein
said connection notification request includes the identity of a port derived from said port
to session map.

20. The method for communicating data according to Claim 19, wherein said

10  connection notification request is denied by said second server if said port identified by
said connection notification request does not map to a host in accordance with a host
map in said second server.

21. The method for communicating data over a data communication session
between a user terminal and a host according to Claim 12, wherein said first server

15 supports multiple data communication connections between one or more user terminals
and one or more hosts.

22. The method for communicating data over a data communication session
between a user terminal and a host according to Claim 12, wherein said second server
supports multiple data communication connections between one or more user terminals

20  and one or more hosts.



