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INDEPENDENT EXTERNAL SECURITY MODULE FOR . . . . 

A DIGITALLY UPGRADEABLE TELEVISION SIGNAL 

DECODER 

'. 

BACKGROlJND Ol 'tBE JNVENTIOJ! 
1. Eeld fl[ the JnnntlQll 

The present invention relates generally to the field of scrambling 

and transmission systems and more specifically, to an external security 

module for a television signal decoder of a broadcast, satellite, or cable 

television transmission system. Additionally,· the present invention is • 
more specifically directed to a method of transmitting subscriber 

information to subscription television signal distributors and methods for 

converting a tel~vision signal decoder to accept digital televisi~n signals. 

The pre.sent invention has particular application for B-typc Multiplexed 

Analog Component (B-MAC) satellite transmission, but may also be used . ' 

Cor NTSC (National Television Standards Conimill~), PAL, SE.CAM, or . 
proposed high defmition television formats. In addition, the scrambling . 

system or" the present invention can be used in applications in related 
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fields such as electronic banking network:S. telephone switching systems, 

cellular telephone networks, comp\Jter networb, etc. The system has 

particular application to SO<alled "condi1ional-access• multichannel . 

television systems, where the viewer may have access to several •basic11 

channels, one or more "premium" or extra-cost channels u well as 
•pay-per-view" or ''impulse pay-per-view" proarams. 

2. Description of lbe Mrant Art 

In a pay television system, a pay television service provider 

typically protects the signal from unau~orized subscribers and pirates 

thm111h scrambling. 

For tho purposes of the following discussion and this invention, 

the term •subscriber• means one who ls paying for the television service. 

The "subscriber' could thus be an individual consumer with a decoder in 

his own home, or could be a system operator such as a local cable TV 

opemtor, or a small network operator such as a HoteVMotel operator with 

a central decoder for all televisions in the Hotel ot Motel. In addition, 

the 11subscrlbor9 could be an industrial user, as described in U.S. Patent 

4,866, 770 assigned to the same mianee u the present application and 

incoiporated herein by reference. 

For the purposes of this invention, a. network is defined u a 

proaram source, (such u a pay television provider), an encoder, 

(sometimes called a •headend"), a transmission moans (satellit.e,. cable, 

radio wave. etc.} and a series of decoders used by the subscribers u 
described llbcwe •• A ayatem. is defined as a program soun:c. an encoder, 

a transmission means, and a single ~vine decoder. Tb8 syst= model 

is ·used to describe how an individual decoder in a netwOtk interacts with 

·tho encoder. 

The scrambling pioceas is accomplished.via a key which may itself 

be encrypted. Each subscriber wishia& to receive tho signal ta provided 

with a decoder having an identification number which is unique to the 

decoder. The decoder may be individually authori1.ed with a key to 
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descnmble the scwnbled signal, provided appropriate payments a.re made 

for service. Authorization is accomplished by distributing descrambling 

algorithms which work in combination with the key (and other 

information) to paying subscribers, and by denyin1 that information to 

non-subscribers and to all would-be pirates. 

The key may be transmitted as a data signal embedded in the 

normal television transmia.sion associated with die ldentlticatlon number 

of the decoder. In a typical television signal. thare are so-called •vertical 

blankin1 int.crvals" (VBI) occurring in each field and •horizontal blanking 

JnterVals" (HBI) occurring in each line between the · chrominance and 

luminance si1nals. Various other sianals can be sent •in-band• in the 

vertlcll and horizontal blanking intervals including additional audio 

channels, data, and teletext messages. The key can be embedded in these 

"blanking intervals" as is well known in the art. Attention is drawn to 

U.S. Patent No. 4,829,S69 assigned to the same assignee as the present 

application and incoiporated herein by reference, showing how such data 

can be embedded in a B·MAC ai&nal. Alternatively, the key may be sent 

"oul-of-baad" over a separate data channel or even over a telephone line. 

Maintainin1 security in a conditional-access television network 

depends on the following requirements: 

DREW & NAPIER:# 8 

(i) The sipal scramblin& techniques m11st be sufficiently 

complex to insure that direct encryptogmphic attack is not 

practiaal. 

(ii) bys distributed to an authorized decoder cannot be read out 
• 

and tm.nsferred to other decoders. 

The first condition can ho. satisfied by practical scrambling alao· 

~snow available such as the DES (Data~ Standud) or 

related algorithms. 

The second COddition requirc.s the. physical security of certain 

devices within the television slanal decoder and is much mote difftcult to 

satisfy. Such a device must prevent observation of both the key decryption 
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process and lbe' partially decrypted key signals. 

Figure 1 shows a prior art conditional-access system for satellite 

transmission. In encoder 101, the source program information 102 which 

comprises video signals, audio sig~s, and data is scrambled in program 

scrambler 103 using a key· from key memory 104. The saambling 

techniques used may be any such t.echniques which are well known in the 

art. 'lbe key ~ be a signal or code number used in the scrambling 

process which is also required to •unlock• or descramble the program in 

program descrambler 108 in decoder 106. In pmctice, one key can be used 

(single layer encryption) or more than one key (not shown). The key is 

usually changed with time (i.e. - monthly) to discourage piracy. The 

scrambled programs and the key are transmitted through satellite link 105, 

and received bY: conditional-access decoder 106. Decoder 106 recovers 

the key from the received signal, stores it in key memory 10'7 and applies 

it to program descrambler 108 which descrambles the scmmbled program 

received over satellite link 105, and outputs unscrambled program U,,. 

The system is not totally secure, as tho key is transmitted in the clear 

throu&h the channel and is available for iecovery by pirates. 

To overcome this difficulty and mfening to prior art Figme 2, a 

method of prot.ecti.ng the key during dislri~ti.on is introduced into the 

system of Pi&ure 1. Prior to transmission, the key used to scramble source 

program 202 in piogmm scrambler 203 is recoverecl from key memory 204 
; 

and itself. encrypt.ed in key encryp~ 210 using a secret serial number 

(SSN).froin se11et serial number database 211 which contains a list of the 

secret serial numbers of all legttlmate subscriben. These seciet serial 

numben may relate to the unictue ideJ_ltification numbers mentioned above 

for ~ deoodet of a network of such decoders. The source progmm hu 

n0w been scrambled using the key. and the key itself has been encrypted 

using a secret serial number. Thus, the key is not subject to compromise 

or recovery during. transmission in c:omparison with the system or Figure 

1. In order· to descramble the program, the pirate must .first obtain the 
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secret serial number of a legitimate decoder, match it with the 

appropriately encrypted key, decrypt the key, and then descramble the 

program. The secret serial number is installed in decoder 20G, fm 

example, during manufacture in SSN memory 212 resident in decoder 

2N. The secret serial number is therefote unavailable to pirates provided 

that decoder 206 remains physically secure. 

Bach secret serial number is unique to an individual decoder or, at 

least, unique to a group of decoders in order to be reasonably secure. The 

encrypted key may therefore be transmitted to each decoder individually by 

cycling through a database 2111 containi~g all the secret serial numbers of 

the network in en<:Oder 201 and forming a sepmate key distribution 

message in an addressed data packet individually addressed to each 

authorized decoder in the network. An individual decoder recognizes when 

its encrypted key bas been received by reading· the key distribution message 

attached to the encrypted key. · A typical address data packet is depicted 

in Plcure 9 and described more fully below. 

In known B-MAC systems, the key is distributed in an addressed 
data packet individually addressed to a ~Jar subscriber's decoder by 

means or its unique idendflcation number. The addressed data paeket is 

typically inserted in lines 4 thiough 8 of the vertical blanking interval. 

Each addressed data packet is typic:ally addressed to one individual 

decoder. As there are sixty field& ~ted per second (30 frames or 2 

interlaced fields each) in a B-MAC or NTSC television sianal. at the me 

of one addicssod data packet per field 1 a possible sixty different dccodets 

(or groups of decoders) can be addressed each second, or 3600 per minute, 
21~,000 per hour. and over S million per day. Si.nee each decoder need 

only be addressed when the aervtce level or encryption level changes, there . 

are sufficient frames availabl~ to individually address each decoder even in . . 
Jarae systems. 1be address rate or the decoders may be increased by 

llansmittiq more • one addressecl data packet per field. Additional dab! 
packets may be inserted in the vertical blanking interval or in the horizontal 

·- ... :' 
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blanldn1 intervals of each frame. The total number of possible addressable 

decoders is a function of the number on data bits available for decoder 

addmsses. The B-MAC formal typically uses 28 bits for decoder 

addresses, allowing for over 268 million possible decoder addresses. 
Attention is drawn to the United States Advanced Television Systems 
Committee Report T2/62, •MULTIPLEXED ANALOG COMPONENT 

TELEVISION· BROADCAST SYSTEM PARAMETER 

SPBClFICATIONS," incorporated herein by reference, which describes the 

data format in a B-MAC signal. 

After receiving the addressed data packet, key decryptor 213 then 

decrypts the key using the secret serial number stored in SSN memory 212. 
· If set\'ice to any decoder 2(Hi in the network is to be terminated, the secret 

serial number for that decoder is simply deleted from SSN database 211, 
and decoder 206 is deauthorized at the begmnins of tho next by period. 

In a decoder such as the one shown in Figure 2, the pay television· 

provider has to rely on the physical security of the decoder box itself to 

prevent a prate from reading or modifying the seem .-ial. number and 

key memories in the decoder or obsenin& the key declypdon proc=i. In 
order to provide the ttecessary physical security, decoder boxes QR be 

equipped with tamper-proof seals, specially beaded screws and fasteners, 
or other tamper resistant l*kqin& to make physical compromise of the 

decoder difficult. 'I'he subaicribef is aware that tampodn1 with the decoder 

could alter the tamper-proof sealJ or damage the decoder and subsequent 

examination coyld lead to discovery. 

There are several disadvantaaes of relyina on the physical security 
of the decoder to maintain system security. First, the pay television 
provider has to maintain ownership and control over all of the decoders of 
tho network and then rent or lease the ·decoders to subscribers. The pay 
t.eleviaion provider is thus responsible for maintenance of all decoders and 
must maintain an expensive parts inventory and maiJltenance sra:tf. In 

addition, in order to initiate semce, a scrviceperson must mab a personal 

1· 
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visit to the subscriber's location to install the decoder. In a pay television 

satellit.e system, such installadon and senlce calls could be quite costly for 

remote installations which could be located anywhere in the ·world. 

P~rther, the physical security of a decoder could be breached without fear 

of discovery if a pirate could obtain a decoder thal bad been stolen either 

during the distribution process or from an individual subscriber's home. 

Hence, the system of Figure 2 can be secure only under the fol. 

lowing conditions: 

(i) . It must be impossible to read or modify the SSN and by 

memories in the decoder. 

·(ii) It must~ impouible to observe lhe key decryption process, 

or the links between the four elements (207, 208, .212, and 

213) of the decoder. 

One way to achieve both of these goals is by the use of a so-called 

•secure microprocessor•, 

DeccmtiOJI M1erggngwors 

. Figure 3 shows a block diagram of a typical' prior art micropro­

cessor 320 with proceuor 321, program memory 3221 memory address 

bus 328, memoiy da11. 326 and memory data bus 327. Jn such a device, 

input data 323 is processed according to a program stored in propam 

memory 322, pmducin1 output data 324. Program memory 322 can be 

•read out• through memory. data bus 327. That is, the memoey can be 

stepped through by sequentially ~linl memory address 325 through 

memory address bus 321 into pro1ram memory 322. Output memory data • 

DREW & NAPIF.R:# 4 

32' ftom memory daca bus 327 will reveal the entire program contents of 

mic.ropmcmor 320, including any stored descrambling algorithm and 

Seciet serial nu_mber. With such data1 a pirate can eisily decrypt a by 

lransmilted through satellite link 205 of Figure 2. 

Figure 4 show1 a block diagram of an ideal secure microprocessor 

420 adapted for aecurins an al1or1thm and 1CC1et serial number accordin1 

to one aspect of the present inwmtion. The major dltference between 
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secure microprocessor 420 of Figure 4 and microprocessor 320 of Figure 

3 is that both memory address bus 328 and memory data bus 327 are 

absent, so there is no way to step through program memory 421 tor the 

purpose of mading or writing. Memory references ate executed only by 

processor 421 ~ing to its :mask-programmed QOde which cannot be 

cbanpd. All input data 423 is treated as data for processina;, and all 

output data 424 is the resuk of processing input data 423. There is no 

mechanism for reading or modifying the contents of program memory 422 

via the data inputs. 

Modem devices are a close approximation IO this ideal secure 

microprocessor. There is, however, one requirement which causes a 

variati.Qn from the ideal. Following manufacture, theie must be a 

mechanism available to write into memoiy 422 the decoder specific secret 
. . 

serial nu~ber 430, as well • decrypdon algorithm _434. If this facility 

were available to a pirate, he could modify the secret serial number for the 

purpose of cloning. Theref'cn, this facility must be permanently disabled 

after the secret serial number has been entered. 

A variety of techniques may be med to disablo the facllity for 

writing into the memory. Secure ~ 420 could be provided 

with on-chip fusible data links 4311. a- software_ lock, or similar means for 

enablinl the secret serial number 430 and descrambling algorithm 434 to 

be loaded into memory 422 at manufacture. Then, for example, the fusl'ble 

links showll in dashed lines are destroyed so 1hat a ph'ate has no access to 

descrambliq lll1orithm 434 or ..- serial number 430 stored in program 

memory 422. 

In an alternative embodiment, the microprocessor of Figure 4 can 

be secured with an •B2 bit.• The •E1 bit~, a form of software lock, will 

cause the entire memory (typically BBPROM) to be erased if an attempt is 

made to rad out the contents of the memory. The 11E1 bit .. provides two 

advantaaea; fint, the memory is secured from would-be pizates, and 

second, the memory ensure will indicate that tampering hu occurred. 
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A pirate would have to have access to extensive micro~chip facilities 

and a significant budpt to compromise such a secure microprocessor. The 

physical security of the processor would have to be breached. destroying 

the p~r and conlel\ts. However. int.ecratecl circuit technology 

continUOW1ly improves, and unexpected developments could occur which 

might enable" attacks to be made at the microscopic level wbieh are more 

economic than tho~ available today. Further,· the worldwide market for 

pinto decoders for satellite transmissions would provide the economic 

incentive to the increasingly sophisticated pirate eie(:tronics industty to 

compromise such a unit. 

Copyina a single decoder comprisin& a microprocessor accordi.ig 

·to Figure 4 could lead to decoder clones based on the single ·secret serial. 

number in that siJipe decoder. Discovery would .result in the termination 

of that secret serial num~r 1 and thus termination of all of the clones. 

However, a pimtt would ·also havt the option of using the single 

compromiaed unit to recover the key. The pirate could then develop a 

decoder desiin which.would accept the key as a direct input. 'lbese pirate 

units could then be illeplly distn'buted to subscri.berst who would pay the 

pirate for a monthly update ~f the key. The comequence of a security 

breach could become extremely damaiinl to the pay television provider. 

ltmlareehJc Spdt,y Mollule 

Pay tll1eYision providers are therefore at rlJk if security depends 

exclu.ively on the ~ysical defenses of the secure microprocessor. figure 

S shows a ~ which attempts to overcome the clisadvantqes of the 

devices of F"igun:s 1 and 2 by pl'Oviding a security device in a replaceable 

securtty module 514. Replaceable security module 514 comprises key 

decrypt.ot 5U1 secret serial number metnory 512 and key m~ry "7. . . 

Al In Figure 2, encoder 501 scramblea SOW'Q4S program !OJ comprising 

video signals, audio signals and data in program scrambler .503 usin1 a key 

from key memory !04. The by is encrypted in my encryptor !10 using 

a leCret serial number (SSN) from secret sedal number database 511 which 

DREW & NAPIER:# 6 
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contains a. Jist of the secret serial numbers of all legitimate subscribers. 

The same SSN is installed in secret aial number memory 512 In 
replaceable security module 514 which is removably attachable to decoder 
IN. Key decryptor 513 of replaceablo security module 514 declypts the 

by using the secret scrla1 nvmber stored in secret serial number memory 
.512. The decrypt.ed Jmy is then stored in by memory !07. Unlib Figure 

2, the cntim replaceable acc1.1rity module is mmovably attached to decoder 

506. Program descrambler 508 reads the decrypted .key from key memory 
WT in replaceable security module 514 and uses the key to descramble and 

output descrambled program SOf. Removable security module !14 is 

designed to be replaced by the subscriber. preferably without any special 

tools and, thus, most convenlionally ·may comprise a plug·in module. 
The use of a pl\ig·in external module gives the pay television 

provider the ability to upgrade the technology in the security device by 

swapping it out at very low cost. In the event of a security bnach, a new · 
replaceable security module containing the procram scrambling algorithm 
and SSN could be mailed out to autho"ril.ed subscribers. The authorized 
subscribers could then remove the old replaceable security module from 

their deeoder · and inaert the new replaceable security module themselves. 

System security is thus mcoverecl without the apme of replacina the 

entire decoder or the expense of sending a .vice penon to· replace the 

replaceable security modules in each decoder. In addition, it is not 

necessary for the pay television provider to own the decoder itself. The 

decoder can be.a generic comme.teially available unit pmdlued by the 

subaiber, or even intqrated into the television itself. To initiate servlee. 
the pay television provider need only mail the replaceable security module 
to the subscriber and no service call is necessary. 

Although me replaceable security module bas the advantages of 

providing a ·guarantee that network security is recoverable foltowin& a 

breach, it also has some disadvantages. All the security resides- in 

repJaceable security module 514, and decoder 506 itself is a generic unit. 
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The key signal which is generated by replaceable security module 514 is 

observable at its transfer point to decoder !06. The key can, however. be 
changed sufficiently often to ensure that it bas no value to a potential 

pirate. 

The problem with this approach is that a given removable security 
module 514 will operate with any decoder !861 and that tampering with 

replaceable security module 514 does not involve damqe to decoder 506. 
Consequently 1 if replaceable security module 514 were to be compromised, 

piracy would become widespread very rapidly. 

Mullgle EnemJtion yyen 
Althou1h the devices as described above show a single key to 

scramble the prognam si.pal (so-callal 11 single layer encryption") any of the 

prior art devices could also be ~ using a multiple key ("two layer", 
•t1ttee layer•, etc.) scrambling syatmit. A multiple key encryption system 

with particular applications to a cable television environment ts described 

in U.S. Patent No. 4,890,319, to Seth·Smidl, issued December 26t 1989. 
incozporale4 herein by reference. FiJure · 6 shows an example of a prior 

art two layer enctypd.on encoder 601. Encoder 601 contains secret aerial. 

·number 4'atabase '11.which conaains a list of secRt serial numbers for all 
authorized subscriben, these serial numben preferably bein1 56 bits in 
length. Key memory d04 stores the "Key or the Month• (KOM) which in 

this embodiment can be either an •even• key for even montha (February, 

April, June, etc.) or an •odd" key for odd months (1anuaty, March, May, 
etc.). 1be key could also be different for "each month of the year, or could 

be made even more unique, depending on the available data bits for such 
a key. In addition, the key could be changed .more frequently. or less 
frequently than the monthly basis shown here. These KOM's ire 
preferably 56 bits in length. 

· Key enciyptor 611 on~ the key selO;tcd from key memory 404 

and o\ltpUts a series of encrypUKI keys Ei.(KOM] cech enciypted with a 
secret serial number ftom secret serial number database 611, to data. 

~ .. ·' 
:··? ··. 
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multiplexor 635. Seed memory '36 contains a •sem" which is used for 

scrambling the audio . and video signals. The •seed" can also bo a data 

code or a si1nal similar to the key described above. Preferably t the seed 

changes every 114 second. Seed encryptor 07 encrypts the seed with the 

J.cey of the month and outputs the encrypted scecl 8-.d:SBED] to data 
multiplexor 63!. 'Ibus the key has been encrypt.ed with the secret serial 

number, and the ac:ecl encrypted with the key. Neither the key nor the seed 

can be eaily recovered during transmWion. 

In this embodiment, source program 602 comprises a Multiplexed 

Analog Video (MAC) signal 639 with the typical chrominance and lmni­

nance signals described previously, along with multiplexed audio data 638 

whic:h may comprise several different audio and non-audio (data) signals. 

For example, there may be at least two channels of. audio (stereO) and 

additional channels of teletext fOI' the hearing im~. In addition, there 

may be additional channels of audio related to .the video signal such u 

foreign language trantlations. unrelated audio sipals such u radio 
programs or data signals such u subscriber messages, computer data, etc. 
All of these signals are di&itized and multiplexed together, as is well known 

in the art, and lhe resulting multiple.xed ana101 components, data 638 is 
then ready to be scrambled. 

The seed puaea through pseudo-mdom bit sequencer (PRBS) 643 
and then is added to multiplexed audio dara · 631 in adder 644. Together, 

pseudo-mndom bit sequencer (PRBS) C543 and adder 6M comprise a 
bit-by-bit encrJPt'Ol' 6t5 u is well known in the art. The resulting 

. scrambled multiplexed audio data is then pasaed to data multiplexor 635 
and is multipleud with the encrypted seed and key. 

MAC video sipal 'J? is scrambled in line translation smunbler 

603 which scnunblel the lines of the MAC signal 11sin1 the ·seec1· !rom 

seed memory 63f for tho aambling algorithm. The :resu1tin& scrambled 

MAC signal is then sent to multiplexor '32 which muldpleus the 

li1ii1iUf 

' ' 

I . 
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scrambled MAC signal with the output from data multiplexor 635. The 

multiplexed dara. output of data multiplexer 63' is modulated· into pulse 

amplitude modulation (PAM.) format by P~A.M. modulator 645. The 

output B·MAC signal '46 contains MAC video signal 639 and multiplexed 

PAM audio data 638, both scrambled with the seed, along with the seed 

encrypted with tbe key of the month, and a series of keys of the month 

which have been -encrypted With the secret serial __ numbers of the 

subscriber's ~ecoders, all multiplexed to1ether. 

In order to descramble the B-MAC signal 646, a pirate must be able 

·to decrypt one of the encrypted keys, and use that key to decrypt the seed. 

However, as in the sin&le layer awryption device described in Figure ·2, 

tho pirate only needs to compromise one or the decoders in order to obtain 

a secret sorial number, and thus decrypt the by. With the key, a pirate 

can then decrypt die seed, and with the seed, descramble lb program 

si&nal. Additional "layers• of encryption (i.e. • more seeds and keys) 

make pilatin& more cumbersome. as the pirate must· decrypt more seeds 

and keys. however, once the first key bu been decrypted, the subsequent 

keys and seeds can be decrypted as well. In the -embodiment shown in 

rlple 6, keys need be decrypted every month for the pimte to be able to 

descramble the propam sigl)8l all year. The secret slrial numbers, seed, 

and. key, as used m Figure 6, can be u.tod effectively by the pay television 

provider to terminate a particular decoder by aecret sedal number and 

genmally discourap pimcy by amateurs. However, wbile dlis. system has 

not yet been campromiaed, a determined pirate may compmmise such a 

multi·layered eitcryptioa system with the aid of a compromised decoder, 

the heart of such piracy beina the gaining of access to a seciet aerial 

number. 
A particular problem involves the transmission of tbe encrypted 

seeds andJor encrypted XOM'a with the en~ program signal to 

individual subscribers who may have their own antenna, commonly a 

backyard reception dish. .Referring to Figure 11, prior systems uaed ·a 
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central control 1111 to insert addres.1ed data packets or other subscriber 
related information into the propam signals to authorize those individual 
ncelvers who receive en.crypted signals directly. not through a loc.al 
distributor. Central control 1181 would transmit addressed data packets~ 

via dedicated lines· 111$, to uplink broadcaster 1183 (e.g., Home Box 
Office, Cinemax, etc.) who would in turn multiplex the addressed data 

packets with their.program sipals, usuaJly encrypted. The signals would 
be transmitted to satellite llOS and then back to an individual receiver 1189 
typically through backyard reception antenna 1187. If a individual desired 
to receive ~n programs, they would place a call through phone line 
1188 to central control 1181. Central control in tum would relay the 
individual's auUlomation request throu1h dedicated lines 1185 to uplink 

broadcasters 1113. Uplink bro.aclcuters then. would multiplex the 
individual's new authorization code with their particular encrypted program 
signals. The signals would then relay through satellite transponder 1105 
to the individual's ant.enna 1187 and into their decoder box where tho new 
.aulhorization request would permit them to decrypt the new program 
signals. Such a system is currently used by General Instrument's Video 
Cyphea: 11- TM system. Importantly, doe to the tnnsmission limitations 

of dedicated lines 1115, typically telephone lines, a broadcaster could not 

rapidly address all sub~bers. 
An additional problem wilh the prior an involve the upgrading of 

cum:nt television decoders to accept digital television qnals. Previously, 
local cable telcwision distributors would have to replace all existing 
converting boxes in subscn'ber homes with new converter boxes which 
could accommodate digital television sipals. nis was costly becauae new 

· decoder boxes would ha.veto be distributed and the old boxes collected and 

often times destroyed. Alternatively. a local cable television distn'butor 
could distribute new decoder boxes which would only accept digital 
television signals. Thus, subscribcn would haYe their original decoder box 
which would accept analog signals while the new box would accept digital 

. . This She.et Ha,s Been I{epla,ced. 

· ··· ., 111\11r111111 1t111111111 
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sicnals. This too was costly as many circuits within the two boxes would 

. be redundant, additional spliters would have to be added at a aubscribcr•s 

home to provide for two coaxial inputs to lhe boxes, in addition to other 

annoyances previously mentioned. 

In view of the deficlencles of tile above prior att devices, it still 

remains a iequirement in the art to provide a scrambling system for pay 

television systems which does not rely solely on the physical security of the 

dec:oder components to maintain system integrity. 

SUMMARY or TJll IND.NTJON 

Therefore, it is an object of the present invention to provide a 

decoder with a data interface for a =movable security module. 

It is a . further object of the present invention to ·provide a 

replaceable security module capable of performing all the functions 

performed by the internal security module. 

DREW & NAPIER:# 1 

It is a tUrthet object or the present invention to provide a system of 

doublHnCrypting the key using two different secret serial numbers 

respectively assigned to a subscriber's decoder and removable security 

module. 

It is a further object of the present in-vention tO provide a 

·replaceable security module· for a television sianal decoder where the 

replaceable llC\lrlty module will work with only one decoder and cannot 

be used with another decoder. 

It is still a further object of the present invention to provide a 

decoder whet9. external security modules may be replaced without any 

disnlptlon. in a sublCl'iber's receptiori of authorizadon sipals. 

It is yet a further object of the present invention to provide a 

method of transmitting the same au1horizatlon aignils on multiple channels, 

to individual subaiption televiaion receivers. 

It is yet a further object of the present invention to provide a low 

coat method of easily convenina a. decoder box to accept both analo1 and 

digital television signals without redundant circuitry. 

1-
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Many gf the above-staled problems and related problems of the 

prior art enciyption d~ have been solved by the principles of the 

present invention which is able tO twice--encrypt the key prior to trans­

mission, first with a first seem serial number (SSNo) of tho subscriber's 

replaceable extemal security module, and apin with a seCond secret serial 

number (SSN1) of the subscriber's decoder. The double-encryption 

technique discourages copylRg tho replaceable exlerllal security module, as 

each replaceable security module will work only with its mating decoder. 

The system also allows the teplaceable security module to be replaced 

following a system breach, thus allowin1 for recovery of system security. 

Furthermore, the pment invention allows for unintermpte.d transmission 

of decrypted sipals upon ieplaccment of the external security module by 

providing three steps of decryption. First, incoming signals are decrypted 

using the second secret serial numbers of the subscriber•s decoder, before 

a new replaceable external security module ls inserted into the de.coder. 

Second, a valid key of the month (KOM) is delivered to the internal 

security module where it is decrypted using an alternate secret serial 

number (SSN). Tho packet is then fOl'WUded to the new external security 

module wlieie·it is further decrypted and the valid ICOM is stored. Finally 1 

decryption of incoming signals are then routed to the external security 

module which becomes the active security element. 

1bo system comprises an encoder for encocling a sipal. the encoder 

further compdsin1 a slpal !CllJDbler and a first . and. second key 

encryptcn. 'Ibo signal serambler scrambles the· signal and outputs a 

sorambled sipal and a key for deaamblina the scrambled signal. 1be 

tint key encryptor is coupled to the signal scrambler and perfonns a fint 

encyrption on the by using a first seem serial number and outputs ~ 

once-encrypt.ed by. The second key encryptOr is coupled to the first key 

.mcryptor and performs a further encryption on the once-encrypted key 

usin1 a second secret serial number and outputs a twice-enciypted key. 

The system further comprises a transmitter coupled to the signal 
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scrambler and. the second key encryptor for transmitting the scrambled 

sipal and twice-cncryptec by. 

The system further comprises a routing manager/decoder coupled 

to the transmitter for receivina and descnmbling the scram.bled sipal. 

The decoder comprises first and second key decryptors and a descrambler. 

In the twice eocryptCd mode, the fint key decryptor is coupled to the 

transmitter and perfonns a first key decryption on the twice-encrypted by 

using the second secret aerial number and outpUts a partially decrypted key. 

The second key decryptor is coupled to ·the first key decrypte>r and perform 

a second key decryption on the pattially decrypted key using the fint 

seaet serial number and outputs the deceypted key. The descrambler is 

coupled to the second key decryptor and the uansmitter and descrambles 

the setambled signal using the decrypted Irey and outputs the desctambled 

signal. The decoder may function without the use of a replaceable secmity 

module. In the event of a system breach or a service level change, a 

replaceable security module may then be inserted into .the decoder to 

"upgrade" the decoder. 

In another embodiment of the prant invention, authorb.ation 

sianals u:e transmitted from a.master uplink thmuJb a satellite transpond'?' 

into a loopwback upllnt. At the loop-back uplink. program audio and video 

signals are combined with the authorization signals and sent back to the 

satellite transponder then to an individual sublCliption television signal 

n:gc,iver. 

In a fmlhet embodiment of the praellt inveation, an easily con­

nectable module or "side-car" is described which peimitl a standard 

deeoder box to accept. both 1ft81oC and digital television signals. Thia 

· digital side-car is capable of upgrading uisdns converter boxes witboUt the 

duplic&tion of non-video components. 

These and other objects and advantages of Che invention, as well as 

the details of an illustrative embodiment, will be more fully understood 

from the following specification and drawings in which similar eleimcnts in 

I 
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different figures are assigned the same lut two digits to their refezence 

numeral (i.e., decoder 70§ of Fipre 7 and decoder SQ§ of Figure 8). 

BRIEF DJWCllPTION 01 TRI DRAWINGS 

FIG. 1 shows an example of a prior art c::onmtional-access system 

for sat.ellite transmission with a key si&nal sent in the clear to the decoder. 

PI<;i. 2 shows an example of a prior art conditional-access system 

for satellite ttansmission Wling a single key encryption ~hniquc. 

FIG. 3 shows an example of a prior art microprocessor without a 

secure memory. 

FIG. 4 shows a secure microprocesaor with a secure memory and 

fusible data links adapted for storina an algorithm and secret serial number 

aocmdinc to dlO prelellt invention. 

FIG. 5 shows an example of a conditional-access system for sa1ellite 

transmission with a replaceable security module containing a first secret 

serial number. 

FJO. 6 shows IJlOther prior art conditional~access system for 

.satellite trallsmission using an additional layer of encryption, 

FIO. 7 lhows ono exemplary embodiment of the conditional-access 
system of the present invend.on with an Cl_lCOcler · encrypting the key with 

both a first and second ~ serial number, a aatelli.te ttansmission 

system. and a decoder containin1 a first secnt serial number and a 

replaceable security module containin& a second secret serial number. 

FIG. 8 shows an expanded view of the decoder of FIG. 7. 

PIO. 9 powa· a frame format for an addreued data packet. 

FIG. 9A shows a time format for a system data packet. 

FIG. LO shows communications between a secure microprocessor, 

either internal. or external, and tha rootiiig manager. 

PIO. 11 shows a prior art sys1em of transmittin1 authoriZation 

signals and addressed data packets. between a centml contiol and all 

individual television subacriber. 

PIG. 12 shows another embodiment of the p~t invention for 

>liiiliil . 
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transmitting the same authoriution signals on multiple channels from a 

cenrral control to an individual television subscriber. . 

PIO. 13 shows another embodiment of the present invention where 

tho decoder depicted in FIGS. 7 and 8 may be easily upgraded to accept 

both analog and digital television signals. 

DETAILED DrSCRJnlQN OF THE PBEf'EBBBP EMBODIMENT 
Pi&ure 7 shows the encryption system of the pre.it inVention 

comprisin& an encoder 701 for enc:odin& a .source progrun 102 for 

transmission over a satellite link 105 to at 1cut one decoder '706. 

According to Figure 7, the key is encrypted and addressed to individual 

decoders, similar to the device in Figure S. However, in this case, the key 

may be encrypted twice. 

Encoder 701 has an active security selection memory 721 containing 

the active security selection. The active aecurity selection selects the fixed 

security element 719 or die replaceable security element 714 as the active 

security element. Only the active security element will received B·MAC 

signals and supply lhe seed to the progmm scrambler 703. 

A by memory 704 contains the active secur4y selection 721 and .the seed 

used to scramble propam 102 1n propn acramblet 703. Alternatively, 

as in PIG. 611 by menioty _. could con~ bys of the montb (KOMs) 

which BR) used to· encrypt a seed. This seed is used to encrypt the source 

pqram 702. In this ·double enccyption techni.qllet the KOM is first 

encrypted in first tey encryptor 710 with a first secret serial number 

(SSNa) stored in SSN0 database 711. The KOM is further encrypted in . 

second key encryptor '7U with a second leCJ'et serial number (SSNi) from 

SSN1 database 716. This process continues fot each SSN so as to produce 

a series of encrypre4 keys which are then multiplexed with the scram.bled 

program via multiplexer 732 and transmitted via satellite link 70$. 

Decoder 706 receives and demultiplexes the encrypted program and 

encryptAMI keys via demultiplexer 133 and performs a first key decryption 

. This Sheet Has :Seen Replaced 

. 11111111' 11111111111111111 
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in internal security module 71' which is an integml part of the decoder 

706. A second decryption takes place in a replaceable extemal security 

element 714 which is mounted on the exterior of the decoder. 706, for 

example, as a plug-in module. Alternatively, the-encrypted key could be 

sent separale from me encrypted progrun over two separate channels as 

described in copcndin& application serial number 473.442, incorporated 

henin by reference. 

Internal fixed security module 719 is the default security element 

when the replaceable ex.temal security module 714 is riot installed. Internal 

security module 719 will receive system data routed from routing manqer 

708. The authorization and ~nttol data will preferably oomprise or include 

addressed data packets u depicted in FIG. 9 and system data packets 

depicted in 9A. Addressed data packets 9e. include preferably a 28 bit user 

identification number or address 9a which is sent anencrypted. This user 

address corresponds to a user address contained in both internal and 

external security modules 11t and 714. The routing manager 708 senses 

' the unique user address of only int.emal security module 71P and 

correspondingly mutes the entire addressed data packet 9c to the specified 

security module.. Following the user addreSs am two unencrypted bits 9b 

and 9c •. The first bil: 9b determines whether the addressed data packet is 

to be ultimately routed to the Internal security module 719 or to the 

external security module 714. The aecond bit 9c determines whether Che 

Information which tonows, encrypted information 9cl, is enceypt.ed either 

once or twic:e. If bit 9c indicates double encryption. then both the internal 

security module 719 and the extcmal security module 714 are required to 

decrypt it. Tho bits of encrypted data 9cl would include authorization and 

<:0ntrol data. e.a.~ the key of the month, subscriber authorizatiDn data such 

u _user tior information, pay-per-view infonnadon, or other subsCriber 

specific or decoder apeciftc data. Generally, authoriz.ation data. dete.rmines 

whether a particular subscriber or decoder is· autho~ to receive and 

decrypt a particular progrun or view pay-per-view proarams. etc. Control 
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data may include signals to determine where data packets are routed~ 

eneray management datat buqlar alarm data, or other c1ecoder component 

enabling signals. 

Table 1 shows how addressed data packets 9c are routed depending 

upon the value of bits 9b and 9c. 

Destination Encryption Routina of Addres Data Packet (ADP) 
B1t9b Bit Jc Ke.suit 

intemal single ·ADP to internal security module only 

internal double ADP to external module first, then to 
internal 

external sinalc ADP to· external security module only 

extemal double ADP to intcmal module first. then to 
external 

TABLE l 

~e. system data packet shown in Figure 9A contains program 

specific informatlon and is sent and processed by all decoders. The 

system data pacbt 9h includes an i11.tema1/extemal destination bit 9f .similar 

to bit 9b in addressed data packet 9e. Bit 9f detenniiles wheze the. system 
. . 

data pacbt ia· routed by routing manaaer 708, specifically, whether pacbt 

9h is .routed to the internal or the external security module. The 

information following, 91, ls encrypted data including the enc!JPtiOD seed, 

proaram. tier iaformation which determines in which tier the particular 

propm ii located,. the cost ol the program tor pay-per-view purposes, 

checbwn bits, and any additional information which i~ specific to the 

proamin or channel in which system .. data pacbt 9h is transmitted. 

·Restating. system datii. packets 9h are specific to ~ particular proaram or 
channel, and are prefembly inserted by pqram broadcasters (shown as 

1113 in F11um 11 8Ad 1216 in Figure 12). Bach prosnm is pteferably 



RCV BY:DREW & NAPIER :21- 2-96 7:19 : (202) 508-929~ DREW & NAPIER:# 8 

- 22 -

encrypted with its unique seed. 

As diacussed earlier with reference to Piaure 6, the internal and 

ex1emal security modules must tint receive and decrypt their unique 

addre.tsed data packets to recover the key of the month. Usina this key of 
the month then, the intemal and extaml security modules would use this 

lmy of the month to decrypt the seed from system data packets 9h. Finally, 

the seed is sent from the security module through routina manager to video 

descrambler 173 or audio/data decryptor 874 so ·as to decrypt a program. 

video or audio. 

All data contained in addressed data packet 9e and system data 

packet 9h may be processed by the internal security module 719. Simi­

larly, the extetnal security module 714 may replace the functionality of the 

internal HC\ltity modnle 71J when it is installed. External security module 

714 will be used as the active security element when directed by 

unencrypted data bit 9f of system data packet 9h. This allows external 

security module 714 to be deployed, inserted and authorized with addressed 

data packet information (particWarly, IC.OM' a) before the system switC:hes 

the active security element from the lntemal security module 71f to the 

external security module. 714. This pzocess will be described more fully· 

bolow. As prO\liously mentioned, ~scd data packets 9e· contain user 

addres• 91 which is unencrypted and unique to_ each intemal security 

module 719. The external security module '714 also bu a unique uset 

address which ls used to track locadon of extomal modules. Once the 

extemal secmitJ module 714 is inserted, it may customize itself to the user 

address of the internal security module '719 by havina the ulBI' address of 

internal security module ~19 route its addreas to external security module 

714 which ~Y store thia adckess in secure memory '720. 

1bc addreued. ~ packets 9e are uaed to deliver decoder specific 
information to a sinpe decoder, preferably using the loop-back method 

described below with respect to Figure 12. In a B-MAC television aipal, 

the addressed data packets are preferably transmitted during the vertical 
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blanking interval of each frame as discusaed in die background of the 

invention. Each subscriber W01l1d have· a unique addim data packet 

corresponding to their decoder 706. Each decoder is assigned a single 

unique user address and a COlDSponding secret serial number (SSN). The 

user address and corraponding secret serial number are not identical. nor 

or they related. Preferably, the sectet serial numbers are genemted using 

a random number 1enentm. When an address data packet with a 

conesponcling user address is received, the packet can be deccypted thus 

revealing the KOM and data. All decrypted data (e.g., KOM's. tiet data. 

PPV, etc~) is held within a secure memory within the module (707 or 720). 

The packets .preferably contain a checksum which is used to verify both 

correct reception and .decryption of the data. All addressed data packets 

are received by the routing manager 708, andt depending upon the value 

of bit 9b. sent to the indicated seclll'ity module for deciyption. The 

decryptllcl and stored data is 1ised. by the conditional access software or 

progmm authorization software contained within the aecurity modules to 

detetmine whether a particular progmm is to be decrypted dependin& upon 

a subscriber'• tier, pay-per·\liew account, etc. Security modules 714 and 

719 also determine whether a particular piece of encrypted data la ~ be 

placed wilhill its secure memory module. Por example, the call back 

telephone number used by modem 875 need not be stoJed in the secure 
memory,, and thus, is passed to the modem. 

Both replaceable security module 714 and an internal security 

element 71t 0( ~ 706 may be constructed acx:ordin1 to lhe principles 

of Piaure 4. For example, the second secret serial number SSN, may be 

loaded into SSN1 memory 717 of module 714 via fusible links, and then 

. thole links destroyed dudng manufacture. Similarly, SSN~ memory 712 of 

internal security clement '71' may be loaded. during manufacture over a 

fusible link and then Che link destroyed. Also over a fusible link, 

algorithms may be loaded into by decryptors 718, 713 durina manufactuM· 

and the fusible links subsequently destroyed 

ii1ilii1n1nr 
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The replaceable security module provides the pay television provider 

with the option of replacing system security b1 mailinl out new replaceable 
.security modulea to all authorir.ed subscribers. Returned replaceable 
security modules 714 could be m-used fur a different decoder if the links 
were not destroyed by reprogramming the SSN0 and SSN1 databases 711 

and 71tt to correspond to the combination of the first s=et serial number 
of decoder 706 with the *Ond secret serial number of security module 

714. Preferably, the returned replaceable security modules 714 are 
destroyed, and a new·replaCeable security module 714 sent to a subscriber, 
inc:orporatin& changes and improvements in the security technology to 

thwart potential pirates. In the event of a security breach, it is only 
necessary to replace the replaceable security module and not the complete 

decoder in order to restore system security. Most advantageously, the 
subscriber replaces the external security module without special assistance. 

~ . 

and returm the old module to the service provider •. 

Referring to Fi1um 8, an enlar&ed picture of encoder 706 is shown, 
particularly. pro9ram descrambler/routing manapr 708 ia more fully 
depleted. 

sipals, are input into demultiplexer 833. ne demUlliplexer separates 
video, diaital audio, teletext, and authomation and control data. The 

authorization and control data, particularly addressed data packets 9e and 
system elm pach.ts 911,. are input into display and communication processor 
870. Dcmultiplaer 833 also provides ermr comcdng and data recovery 
for the incomU, signal. FurthermotO, ~e incomina si1nal ia formatted 
into a form which is more easily usable by the display and communications 
processor 810. 

The authorization and ~ntrol data, particularly add!essed data. 
packets 9c an input into the user in~ lop 871 and ·the security 
routing manager 812 of the display and communication processor 870. 
Specifically, the ine01ni111 data rate is usually too fut for processor 8'70 to 

handle, therefore demultiplexer 833 stores and formats the data, and inputs 
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it as a parallel stream into user interface logic 871 and security routing 

mana1er 172. If the addressed data packet 9e contains the unique user 

address 9a of this particular decoder 80Ci and the decryption bit 9c is set to 

single encryption, user intetfacc lo&ic 871 commands security routing 

manqer 872 to pus the addressed data packet into internal security module 

(inboard security element or ISB) 819, if destination bit 9b is so set. 

Alternatively, if destination bit 9b is set for the external security module 

814, security routing manager · 812 forwards the address data packet 

1hrough coupler 879 to the ex1emal security module (outboard security 

element or OSB) 114. ,Sm Table 1. 

If encryption bit 9c- is set for single enciyption, then depending 

upon destination bit 9b, either the internal or external security module 

decrypts the encrypted address data packet information 9d. Once the KOM 

is dectypted, it is stored in sec~re memory 120 and 107, then used to 

decrypt the seed. This seed, preferably changing very frequently compared 

with the KOM, for example, every 1/4 second, is then routed from either 

the internal or external secur1ty module through routing manager 172 to 

video descrambler 173 or audio/data deceyptor 174. ne seeds are used in 

video delcn.mblflr 8'73 and audio/data decryptor 8'74 to decrypt the video 

and audio/data respectively. Since the seed changes ao frequently, every 

1/4 secondt it is not critical that the seed is sent unencrypted to video 

descrambler 8'73 and audio/data dcclyptor 874. 

If encryption bit 9c is set for doubling encryption and destinadon bit 

9b is set to extanal, then an incoming addressed data packet 9e is partially · 

decrypted first in the internal security module using a first 

secret/confidential serial number, and then finally decrypted in the external. 
. . 

~rity ~ule usiq a second sectet/confidential 9:ial number. The 

KOM is once apln stored in secure memory 720 and is used to decrnt the 

seed. 

Coupler 119 1s also connected to audio/data decryptoi 8'74 to allow 
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for the audio/data docryptor to bo upgraded by an external aecurity module 

814 which could contain additional dcci]lpting alaoritbms directed to 

audio/data only. This would pmvide for increasing security of enctypted 

awUo if currellt encryption of the audio had been compromised. 

Telephone modem 875 may include a microproce&u' to allow either 

the internal or external security modules llt and 814 to communicate to 

encoder 701 or other facilities via telephone lines. This feature will be 

discussed moie fully below. 
Also shown in Figure 8 are front panel display 178 which includes 

.input buttona for a .subscriber and a display preferably on the front of 

decoder box 804i. Qn·screen displays/teletext STI provides for on-screen 

messaaes or ~t to be either overlayed or displayed on a subscriber's 

television screen. 
Tnmfmlgp Set;urib bnetioM &tween Modalil 

The process of tnnsfmin& the security functions from the internal 

security module to the extcmal security module will be described now. 

Initially, all security functions. are perfonned by internal security module 

?19. If a security breach occurs, it may be defended against by 

manufacturing and dlstrlbuciq external security modules with instructions 

for installation into decoder '7N. At ~s point, the external security 

element does not have a valid key of the month in its secure memory 720 

nor any appropriate tier and event numbers for the particular sublCl'iber. 

'lhelefcn, the external aecurity element 714 cannot yet perform any 

independent sequrity functions. 

The ICOM is delivered to the internal and external security modules 

usin& encrypted addressed data packets 9e. Because the external security 

element is installed to upgrade secUJ:ity. the~ data packets for the 

internal securltf modulo· and the external security ·module ~--encrypted 

differently uiirt1 KOM's unique to each intemal and each utemal security 

module. Theicfore, the non-encrypted bit 9b determines the destination of 

the addleSS dam packet 9e, as shown in Table 1 above. 
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Duriq this transition stage, addressed data packets carrying the next 

ICOM are transmitted with destination bit 9b set to the external security 

module, with encryption bit 9c set to double encryption. The routing 

manager 708 atill delivers the address data packet 9e to the internal security 

module first, but now the internal security module decrypts the address data 

pacbt 9d usi~I an alternate .at serial number contained within its aecret 

serial number memory 712. 'Ibis altemate secret serial number is not the 

one which is normally used by the internal security inodulc for decrypting 

addressed data packets 9d. The. result of this decryption using the alternate 

secret serial number ls passed back to the routing manager 8'72 and 

fOIWUded to the external security module 814 for final decryption usina 

tho secret serial number of the •ternal. security module. Thus, the key of. 

the month is ·twice encrypted, fint with the alternate secl'et serial number 
and second with the ext.emal security module's seciet serial number. This 

twice cn.crypUon piev•ts cuua1 mi&tadon of external securit.y modules 

between decoders 706 since both decoder-specific decryptions must be 

soccessful. Restating, the ICOM is twice encrypted. during the transition 

stage with a secret serlaJ. number stored in the secure memory of the 

intemal secutity module, and a secret ser1al number stored in the secure 

memory of the external security module for each .internal and extemal 

security module in existence. 

If the lCOM WU not twice enciypted with an alternate SSN, then a 

pb:ate c:ou1d at• cleldnatlon and encryption bits 9b and 9c to transmit a 

decrypted ICOlt between security modules, and thus intm:ept is during 

transmission. By usina the alternate- SSN, ii tampering of clestinatloa and 

encryption bits occur, the internal :security module would believe the 

·encrypted XOM were encrypted usiq the regular SSN, and thus could not 

decrypt the KOM. Only partially decrypted ICOM's am pwed between 

modula and only in the double encryption state. The pre.seal system 

prohibits the use of acbaqina extemal security modules between decoders 

sine.; both SSNs must cmrespond with a twice encrypted KOM. 
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When the next KOM has been transmitted to and stored in all 

decoders '706, then the encoder 701 preferably changes the system data 

packet destination bit 9f to the external security module and encryption bit 

9c to double encryption. The external security modulo 714 now becomes 

the actl.ve security elemenr and assumes all aecurity fUnctions. Thus, the 
dectypting seeds are now decrypted with the KOM: and released from the 

external security module 714 through security routin.a manager 1'72 to the 

video descrambler 873 and audio/data decryptor 174. Sinco the ex.tema.1 

. security mcdule now also contains the subscriber's au~tion data such 

as program and service tiers, and pay-per·view event authorization in its 

secure non-volatile memory, it may conditionally release seeds to decrypt 
specific programs indep_endent from the internal .security module. 

Similarly, being an independent security module, the extemal security 
module may record impulse pay·per-view event purchases from the u• 

intmface J.oaic an and upload this information to a phone manqer via 

telephone modem 875 using encrypted communications u described below. 

Encryption. blt 9c may be cban&ed to single encryption if so desired. 'l1le 

:reason for adding an external security module is to iecover security after 

the internal security Module had been comprised.. Thus, in the preferred 

embodiment, double encryption is used and the external security module 

becomes . the active security element upon compromise ol the internal 

security module. 

Once ext.emal security modules have been .deployed, new security 

f'uncti.ons (incbfling new seciet serial numbers, encrypting algorithms. 
software or physical security) may be incorpomted into the internal security . 
module so that an external security module is not required in new decoder 

boxes which are distributed after external security modules have been 

dist:rhtcd. Still, an empty coupler 879 is provided for future extcmal 

security modules. To provide for compatible trmsmission to future 

external security modules, the internal secudty module in these new 

decoder boxes must functionally emulate the previous-generation inaemal 
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security module, as well as perfonn the same function as the 

internal-extemal security module combination. and it must respond to both 

address data packet destination bit 9b aad encryption bit 9c. 
If a previously diatributed external security module is compromised, 

a new external security module ia deployed, with the subscriber removing 

she old and inserting the new. The new external security module will not 

have the key of the month, or the mbscrlber's authorlzation and control 

data such as tiers or event numbers. lberefore, to maintain continuity of 

service, all security and a.uthoriutlon functions are temporarily ietumed to 

the internal security module. Prior to distribution/mailing of the new 

extmnal security modules, addreaed data packets are transmitted with the 

destination bit 9b set to the internal security module and enciyption bit 9c 

set to single encryption. Thereder, the previously described steps are 

performed with encryption bit 9c changina to double encryption to allow 

the new KOM to be twiC6 decrypted and stored in the new external. security 

module. Finally, security, authorization and control functions are switched 

to the external security module wlth enC?)'ption bits set for either or 

double. 

Summarizing, if a system breach occurs. the pay television provider 

then. mails out replaceable external lllCUl'ity modules to subscribers, 

switches deeryption ao the internal security modulo watil all decoders have 

the new XOM, then uses decryption through the extenal security module 

only ot usm the double encryption t=hnique, and thus recovers system 

security. The qpdonal usqe of the replaceable ex.temal security module 

has other &Urlctlvo benefib as well. Subscribers who do not pay for any 

~um chlnnels may not be sent a replaceable security module, as the 

"baste• chinnels may oply use a once-encrypted by or may even be ~t 

in tho clear. If the subsedber wishes to uppacle to a premium chin.net or 
channels, the pay television provider may then .mail that .subscriber ~ 

appt0priate replaceable security module. 

In addition, the replaceable security module may be used to Add 
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other additional featurea. Many cable television systems offer opciona1. 

services such as IPPV (Impulse-Pay-Per-View) which require two-way 

oommunialtion between the decoder "106 and the hcadend. In the past, if 

a subacribet wished to uplf'lde to IPPV service, a subscriber's decoder 

would have to be alteted by insertin1 a IPPV module internally or by 

adding an IPPV •side car" externally. Alternatively, the entire decoder 

would have to be replaced. All thtee options would necessitate a service 

call, causing inconvenience to the subscriber 1 and expense to the pay 

television provider. Similarly, when a pay television provider wishes to 

upgrade its entire encoder/decoder uuem, it must provide a new decoder 

to each subscriber which will work in the interim with both the old and 

new encoding tecbnjquea, u it is nearly impossible to nsplace all subscriber 

decoders simultaneously. Thus a decoder manufacturer is faced with the 

added expense of providing his state-of-die-art decoder with extra circuitry 

in Older to function with the pay television provider's old encoder for the 

few months during the change over period. 

In all of the above instances of uppading existing service,· the 

replaceable security ~ule 714 may be used to upgrade the decoder 706 

without the expense and. inconvenience of a service call. The replaceable 

security module '714 may be mailed to the ~bacriber and ~e subscribar can 

then insert the replaceable security module 114 md instantly upgrade the 

decoder or add additional. features (such u IPPV), alter the decodiq 

technique, or p%OVidc an additional level of security. Pte£enbly, IPPV is 

incorporalecl 'lithin die decoder 706. Notably, the replaceable security 

module 714 may add additional software features to the decoder. 

The nplaceablc security module 714 may take one of several f~s. 

In the prefmed embodiznent, the module may comprise a •smart can1•, a 

plastic •cmc1it catd" with a built-in microprocessor (such as a 68HC11 

mi«oprocessor), su'ch as described by the International . Standards 

Organiution in standard ISO 7816/l and IS07816/2. Attention is drawn 

to U.S. Patent No. 4,841, 133 issued June 20, 1989 and incorporated herein 

··· 1i1inirn11nr 
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by reference, deacribin1 such a •smart card." The "smart card" may be 
equipped with a series of e1ectrical contacts which connect to contacts in 
coupler 87'. Preferably 16 contacts are provided so as to allow for plenty 
of mpansion room if additional features are included in the future, since 
only 6 IO 8 of the contacts would be used by the picsent invention. The 

contacts may provide power to the card, a.long with clock si1nals and data 
transmission. Additional con~ may be pl'OV:ided to allow connection 

between coupler 879 to. audio/data decryptor 874. These additional 
co~tacts would allow for additional declyptiq algorithms to be applied in 
conjunction with or independent from those decrypting algorithms 

contairJed in decryptor 874 or for some other purpose. 
Ue of Tehahppe Cgptroller/Modem. 

Pay-per-view pmgramming is defmed hem as any propamming 
where the subscriber can request authorization to watch a particular 
Pl'O&fllD· In many pay tdev:iJion systems, pay·pe.r-view pro1mmmin1 is 
used for sporting events (boxing, wrestling, etc.) which are not transmitted 
on a regular basis. A subscriber wishing to view the event must receive 

authorization Jn the form of a special descnmbler mechanism, or in the 
form of a special code transmitted or inpit to the subscriber's decoder •. 
Some pay-per--view te1eviai.cm sy_. allow the subscriber to zequest a 
pay·per .. view proaram (i.e. - movies) to watch. The pay television 
provider then transmits the requested propam and authorizes that 
subscriber's clecoder to naive the signal. 

Impuls\ pay-per-view (IPPV) progmmmiil1 is defined ha as any 
pro1rammin1 .where the subscriber has a pre-authorized number of 
"credits" saved in his individual. decoder. If a subscriber wishes to View 
a pardcolar pr~t the subScri.ber merely actuates tho decoder, the . 
appiopriate ilUm~ of credits are subtracted ftoni the subacriber's 
remaining credits, and the subscriber is immedialmy able to view the 

program. Pay television systems are disclosed, for example, in U.S. Patent 
No. 4,484,217 and 4.163,2'4 to Block, incorporated herein by reterc.ncC. 
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In a pay-per-view embodiment of the pnsent inventk>n, the decoder 

may send a si&nal to the~ via the •bone controller/modem 17! 

with a ·request for authorization to decode a pay-per-view progmm. 

Prefenbly however, secure memories 720 and 7(f'J store autborimti.on 

infonnation (i.e.-credits) for pay .. per-view pi'ogramming. and the •urity 

modules forward actual pay-per-vie.w data via the telephone 

controllcr/modcm 875 at a later time .. 

'lbe telephone controller 940 could be a computer modem type 

device, or could work using touch-tone si&nals to communicate with the 

headencl. Preferably, the telephone controller is a modem type device, 

communicatinJ with the headend using a frequency shift keying or FSK 

protocol. AUmti.cm. is drawn to U.S. Patent No. 4,926,444, issued 

May 1s. 1990, describing FSK operation and incotporated herein by 

reference. · 'lbe pay television provider can thus send appropriate 

authorization information (TBL) to the subscriber, encrypted with a 

subscriber's secret telephone number (STN). The secret telephone number 

is not a telephone number in the ordinary sense, but rather another type of 

secret serial number, which QOuld be assigned to a &ivcn tdephone 
controller/modem 175 or series of telephone Controllers. Qnee received by 

processor l70 of decoder 906, the authorludon infonnadon may tie routed 

and used to enable dacrambllna of a partl.cuJar pay-per-view program or 

pqrama. 

In anotherembocllmmt, which could be used in conjunction with the 

pay-per-view embodiment described above, the telephonecontrvller/modem 

can be used to receive the XOM encrypted with the secret telephone 

number. The encrypted proaram signal is input to decoder IN through 

in.Odem 175 into processor 810. Modem 815 must be capable of providing . . . . 

the functions of demultipiexer 133 so as to' separate the addressed da• 

packets 9e, input them into processor 870 which will then route them to the 

prescribed security module. 

The telephone controller 875 can be propammed to call the 

' r 
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headend at a predetermined lime or at a predetermined time interval, or 

upon receivin& a signal frOm the headend preferably when phone usage is 

at a minimum (i.e. ·early morning hours). The (elephone controller can 

call the headend via a toll free 1-800 number, a so-called "watts" line, or 

via a local call to a commercial data link such as TYMNET or TELENBT. 

Preferably, the present invention would use the data return system 

described in application entitle"cl DATA RETURN FOR. A TELEVISION 

TRANS~SSION SYSTBM, havin& serial number _, incorporated 

herein by reference. Once the call is connected and communications 

established, the decoder 806 uploads to the headend a record of 

pay-per-view- usage encrypted with the secret telephone STN1• The 

beadend may then download data similarly encrypted to the decoder 806 

including new keys, secret serial numbers, or decryption algorithms. The 

encrypt.eel key or other encrypted data may be sent to either internal 

security element 119, or the replaceable security module 814. The 

information transmitted from the headend may come via the telephone line 

through modem 875 into processor 870 or preferably throup the satellite 

TV input into box 133 and on into processor 810. 

As dilcussed- abO!C• a new l4'Cl'et serial number or decryption 

aJ1orithm, encrypted with lbe· secret telephone number, may be sent from 

the hadend to a decoder throu1h telephone conttoller 87!. The encrypted 

secret serial number or decryption algorithm is then decrypted and stoltd 

in -the selected security modules. This · downloading of decryption 

algorithms and.secret serial numbers via the t&lephone controller 87! is 

somedmes called an ·~ patch•, md allows tbc pay television provider to 

maintain or secover system security by loading new information into a 

decoder' a BSP.ROM. An P} patch does not iiecessarily entail changing the 

entire decryption alaorithm· in the decoder ICNi. The secret ser1a1 number 

or ~y a po~ of the decryption algorithm, such as a particular byte 

or data tablo need only be changed in order to sufficiently alter tb 

decryption algorithm. '111e E2 patch allows the pay television provider or 

DREW & NAPIER:#l9 
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uppade the encryption system to fix "bugs• and recover aystem seeuriay. 

After receivin1 a &ignal through the t.elephone controller 87!, the 

headend will send an aclmow~gment signal to the decoder, indicating ~t 

information has ~ rtlCCived. Similarly, after data has been downloaded 
from the headend t.o the decoder through the telephone controller/modem, 

the decoder will ~tum an acknowledgment sigoal through. modem 875 to 

tbC hcadend that data baa boen received. Hereto. the pn::scnt invention 
. . 

would preferably use tho data return system de.scribed in application 
entitled DATA RETUllN FOR A TELEVISION TRANSMISSION 

SYSTBM, having aerial number __;_, incorpomted herein by reference. 

In addition to pay-per~viow requests or recordsf telephone controller 

875 can also be uStd to upload other signals from the decoder. For 
example, tamper protection information such as described in connection 
with Figure 4 can be sent indica~ whether or not the decoder has been 

tampered with. Further, proaram vicwin1 information ean be uploaded to 

the pay television ptOvider for television rating pmposes (i.e., - ~lelson 

ratings) •. 

In pneral, any data that ~ be delivered via the B-MAC input of 

Figure 9 (or NTSC, PAL, SECAM, etc.) can also be clownloaded throuah 

the telephone contmller 875. Such information includes, but is not limited 

to, blad:out codes, tierlna information, personal messages, number of 

available credits, group ·identification numbers, and other system data. 

Generally. tho telephone controller 175 is used for infrequent 

communf.cadons, auch u periodic: security level changes and IPPV 

.requests, due to the limited bandwidth of telephone lines and the increased 
cost of sendiq information. via telephone versus the B-MAC input. 

1bc telephone infonnatlon (TBL) encrypted with the secret telo­

phone number (S'I'N) remains enctypted throughout the decoder 8°' and 

may only be decrypted in the security modules. 'nle decrypted telephone 

information does not pass out of the security modules, in order to prevent 
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observation by a pirate. For decoder 806 to desciamble a scrambled 

program. both the telephone information and the addressed data packet 

received throuch the B-MAC input. must be present. By .relying on both 

information soura:s, pimcy is virtually impossible, as the potential pirate 

must break into the pay television provider's telephone. system as well u 

decrypt a twiaMncrypted key. 

Figure 10 shows communications between a· 5eCute microprocessor, 

either internal or external, and the routing manager. Decoder load 

·comprises ~ microproceuor 1051 with secure memory 1052. Secure 

memory 1052 contains a set of seciet serial numben SSN0, a secret 

telepho~e number STN0 unique to that decoder or a series of decoders 

loaded durin1 manufacture and secured with an "B2 bit" as discuued in 

connection with Figure 4 or other security, the encryption algorithm E, and 

other authomation information. Encrypted program signal Eicowo(SYS) 

1053 and once-el1Cl')'Ptecl key-of·the-month Eao(XOMO) 1054 are input to 

decoder lGOfi along with optional encqpted telephone data :Em.o('l'BL) 

10!!. 

Secure microprocessor 1050 deein>ts encrypted telephone data 

Esn.o(TBL) 1055 usina the. secret t.elephono ·number STN0 stored in seeure 

~rnory 1052. The decryptecl telephone data (TBL) ii allo stored in secure 

memory 1052 to pi9vent observation by pirates. The telephone data 

(l'BL) may provide authori7.ation information .to decoder 1006 u to 

whether decoder 108' b presently authom.ed to deciypt some or all of the 

received encryfled prosrams. In addldon, other information may be 

transfemd ·between tho decoder aD.d tho headend as diacussed in cmanection 

with Figure 9. 

Trammigiqp ot Addreped Data Packets 

Regarding the transmission of the encrypted sipal with the 

addressed data packets 9e, previous systems inco!p01'lted a central control 
at the broadcasting uplink. As previously discussed and ieferring to Figure 

11, prior systems used a central control 1181 to insert· addR:SSed data 

I 
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packets or other subscriber rdat.cd information into the program si1nals to 

authorize those individual Neeivers who receive encrypted signals ·directly, 

not through a local dlstributor. <:mtral oontrol 1181 would transmit 

addressed data packets, vla dedlcated lines 118!, to uplink broadcaster 

1113 (e.g., Home Box Office, Cinemu, etc.) who wOllld in tum multiplex 

the addrmed data pacbts with their program signals, usually encrypted. 

Under the new system and referrin&. to Figure 12, a subscn'ber 

a.uthori7.ation ~mputer 1282 and supeMsory control computer lllO are 

provided which input the same subscribt.r and system data via addressed 

ancl system data packets 9e and 9h to master uplink 1214. The ·subscriber 

authorization computer 1212 artd the supervisory control computer 1280 

are both current products manufactured and sold by Scientific-Atlanta. 

Subscriber authortr.ation compufet 1282 contains all subscriber or decoder 
. . ' 

specific data in a large database. 'Ibis subscriber specific data is then 

DREW & ~APIF..R:#22 

formatted in.to addressed data packets 9e for multiplexing with audio and 

video in master uplink 1214. Similarly. subscriber authorization computer 

1282 contains system wide information specific to particular proarams in 

a large database and ia formatted into system . data pacbts · 9h for 

transmiasion. Master uplink 1284 mullipleus the system and addresaed 

data packets with audio and video to produce a typical B-MAC signal. 

This signal may be received by any subscriber who may use the data 

pactm to declypt the progmm.. The addressed and system data packets 9e 

and 9h are thea trammittecl on a chamiel with the audio a1lCI video tO 
aat.eliite transponder 1205 via satellite uplink 1283. 

The sipa1 ia reflected from satellite transponder 1205 to satc1li1e 

receiver and uplink 1213, The addressed and system data. pac"- are 

received by loop-back uplink 1286 where they are stripped away from .the 

audi.O and video program signals inserted at master uplink 1214. 1be 

packets are then multiplexed widl diffarentaudlo and vlcleo program signals 

• I 

i 
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and retransmitted to satellite transponder 1205. The combined signals arc 

then transmitted to the individual receiver 128 via receiver 1283 where 

they are decrypted. With this system, addressed data packets may be 

received by seve.ral loop-back uplink broadcutcrs who may multiplex these 

packets with their scrambled pro1ram signals. They may also take selected 

portions from the system data packet 9h, for example, tier information, 

pay-pcr~vicw cost data, etc. In thia way, all loop-back uplink broadcasters 

preferably send broadcasted B-MAC proaiam signals with data packets to 

all subscribers. A subscriber may·~ to any channel to :receive both the 

scrambled program and data packets to decrypt the progmm. The system 

wide data which may be combined at loop-back uplink 1286 preferably 

includes the call-back data described in application having serial number 

___ entitled DATA RBTURN FOR TELEVISION TRANSMISSION 

. SYSTEM, incorpmat.ecl hemin by reference. 

In this system, the need for dedicated lines 1185 to c;ach broadcaster 

is obviated since the addressed data packets may be transmitted from 

master Uplink 1284 to a variety of loop-back uplinks 1286 for the various 

program distributors (e.g., HBO, Cinemax, etc.). The addiessed and 

system data packets are ~n the form depicted in Fl~S. 9 an~ 9A 

~vely, and· prefenbly placed in a 8--MAC format. Thus, loop-back . 

uplink 128' must decode the B-MAC si&nala to remove the laop-back 

formattina so u to extract eaclt individual ~ address data packet 

9e to be multiplexed with their particular encrypted pqnm signal. 

Additionally, the present invention may operate in a full field KOM 

mode whic:h would be able to rapidly addms all decoc:lets 706 in the 

network. In a B-MAC television siSnal, the addressl!d data packets are 

Preferably transmitted dmm1 the vertical blankina interval of each frame 

as di~ssed in Ille background of the invention. Typically, ICOMs and 

addreased data pacbts. are sent during five lines of the vertical blanlcing 

interval for eaoh field. This produces rou1hly 6,000 bytes per second of 

data. This amount of data may be transmitted over dedicated lines 111! 
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of the prior art. However, if a broadcaster wanted to tapidly address all 

subscribers 1hey were limited by the transmission capabilities of the 

dedk:ated lines 1185 typically telephone lines by a telephone company. 

Under the present invention, roughly SOO kilobytes per second of data may 

be sent in the full field mode. 204 video lines plus the ~ vert.ica1 blanking 

interval lines are avaflable in this mode, per field, for transmitting 

addressed data packets. Consequently, if a broadcaster wanted to rapidly 

authorize PPV ot IPPV viewing fOr a recenUy upcoming prograin (e.g., a 

boxina match), the broadcaster may do so with the present system. A taxt 

screen may appear on all subscriber's television sets which may indicate 

what was occurring. 

With this system, an individual subscrlber with a satellite receiving 

dish may receiver program signals and data pac1cetS from all satellites, 
regardless of which channel he is tuned. If·he is authorized to decrypt a 

particular proaram si&nal, the stanaL will contain his unique.addtess data 

packet which i"s routed by processor 870 and decrypted by the particular 

security module. 

Dld!Hx Dl&D'dlg 1hc Dwplcr 

Referring t.o Figure 13, a met:hor:l of coavertina the analog~ 

box depicted in Figure 7 a.s 78' and Figure 8 as 806 from an analog 

confipration to also accept di1ital television signals is shown. The 

original analog decoder box is depicted as 1306 where incoming signals are 

down converted. in down converter UQ. Preferably incoming signals ~ 

in the L band.-, bavin& frequencies between 0.9S ipld 1.45 gigahertz, 

however, any other lteqUencies may bo used. These tiequenciea are down 

converted to a fixed frequency more manageable by the decoder, preferably 

to a 612 megahertz int.ermediate ·frequency. The signals ue then 

demodulated in FM demodulator 13M and transmitted to decoder 1368 

throuah switch 136'1. Preferably, the aignals are in·a B-MAC form and 

therefore decoder 13'8 decodca and decrypts the B-MAC signal to it.s 

audio, NTSC video and channel 3 signals to be input into· a standard 
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telovbion .receiver. 

To upgrade the system to accept digital signals, a "digital side-car• 

1390 may be added by using a simple four lead connection. Tap 1397 
allows the down con.verted signals to be input into the quadrature phase 

shift key demodulator 1391 of side-car 13'0. Preferably a 40 megabytes 

per second demodulator is used. The demodulated signals are then input 

into error· correcting and demultiplexez 1392. moclc: 13'2 also provides 

correct timina for the signals in side-car 1390. 

Switch 1367 would be placed in a second position _to receive disital 

signals whereby ualo1 qnals from digital to analog (D/ A) eonverter 13'6 

are input into decoder card 138. Tuning microprocenor 1367, coupled 
to decoder 1361 is used to conttol the physical transponder tuning function. 

Additionally, tuning microprooeasor 1376 could also control volume, and 
display data on the front panel of decoder box 1390. Importantly, tuning 

microprocessor 1376 provides tuning Information to box 1392 via decoder 

1361 to allow demultiplexer 13'2 to select a particular digital subchannel 
from all incomln1 sianals contained within a particular channel. 
·specifieally, the display and communication's processor 870 receives 

unencrypted channel location bits which allow it to locate and select a 
particular transponder number (or channel nuinber) and sub-transponder (or 

subchannel number). This · dlannel. map is more fully described in 

appllcatlon entitled VIRTUAL CHANNELS FOR A MULTIPLBXHD 

ANALOG COMPONENT (MAC) TELEVISION SYSTEM, having serial 

number _. Jncorporated herein by reference. Additionally t dlo video 
decryption seed fl'Om the security modules is also transmittal to box 13'2 · 

to allow the seleeted subchannel to be dee~. 
Box 1392 ~ormcts error in the signal using a forward error CQr­

recd.on method (FBC) ·with checksum or parity bits. The stpa1 is 

demultiplexed wilh the selected subchannel input to video decompressor 
13'3. Typical digital video decompression would be discrete cosine 
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transform (OCT) or other digital hi&h compression t.echnique known by 

those skilled in the art. 
The decompnssed/expandecl digital video siana]s are then dec:ypted 

in decryptor 139t. If video signals arc to be transmitted diaitally, digital 

encryption usina a key number nther than the previously described 
scrambllna of analog signals using a seed is preferred. Consequendy, 
cxtomal and internal security niodulcs 131~ and 1319 respectively, or 
decoder 1361 provide decryption keys to ~or 13'9. Functioning of 
security modules 1314 and Ult uw identical to that previously described 

above. 
The deciypte4 decompressed/expanded digital video signals are then 

processed for reformation to a B-MAC signal using techniques known by 

those skilled in the art. The expanded diaital video signals are input into 
YUV store 1395 where the luminance si.gaal Y is stored for each line or 

frame. Similarly 1 chrominance signals U and V are also stored on a frame 
basis. ~x 1392 also inputs B-MAC cilia 10 store control 1394 which 
outputs the stored luminance· and chrominance stores at conectly timed· 

intervals through DIA converter 139' to decoder 1368. Si.pals coming out 
ot converter 13f:6 are typical B-MAC sianals having video, ~o and otlw. 
data. .Prom ~er 13A, the standard analog signals are then input into 
·a television receiver. 

'llii.1 embodiment allows the dqi1al side-car to decompress and 
expand the low bit rate signal into a full B-MAC video signal. The system 
data, system and addressed data packets 9e and 9h, telet.ext and digital 

audio are uncompressed and are passed out to decoder 1361 without 
demmpmsaion in side-car 1390. 

Switch· 1374 could be microprocessor controlled so that a 

•compression-enable" bit in the system data or addrea data packet is read 
and causes switch ~7 to enable the decompression diaital side-car 1390 
to be enabled. Thus, the decoder 1306 with digital side-car 13f0 may be 

able to receive and ~le both analog and . digi~ video signals. 
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Furthermore, tap 1397 is provided in Figure 13 as a loop. 1bis loop could 

be a single lead, however, the loop provides for additional flexibility of 

expansion. 

While the present invention hu been disclosed with respect to a 

prefmed embodiment and modifu:ations thereto, further modifications will 

be apparent to those of ordinary skill in the art within the scope of the 

claims that follow. It is ·not intended that tho hivention be limited by die 

disclosure, but instead that its ~ be determined entirely by reference to 

the claims which follow . 

• 

DRE~Y & NAI-' I ER; #27 
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.What Is claimed Is: 

1. A security system for ttansmission of a signal comprising: 

enCoder means (701) for encoding said si1nal, said encoder 

means (701) comprising: 

si~ scrambling means (703) for scrambling said signal and 

outputting a scrambled signal and key for descrambling said scrambled 

signal, 

first key encryptor means (710) coupled to said signal scram· 

bling means (703). for selectively perfcmnin1 a first encryption on said key 

using a first confl.dentiil serial number and outputting an encrypted key, 

second key encryptor means (711) coupled to said 

scrambling means for selectively pedorming a second encryption on said 

key using a second confidential serial number and outputting an encrypted 

key. and 

decoder mew (706) for receiving and descrambling said 

scrambled signal, said decoder means (706) comprising: 

firSt key decryptor means (719) for performing a first 

key deeryplion ·on said enceyptecl key using said first confidential serial 

number if said by was eocrypted·.with said first confidential serial number, 

a l'f9laccablc security module (714), removably 

attached to said decoder means (706) and containing a second key 

decryptor means {718) for parformin1 a ~nd key decryption on said 

enciypted key usinl a second confidential serial number if said e~i:ypted 

key was enceypted with said second confidential serial number, and 

signal descrambling means (708) coupled to said first 

and :seeoncl key decryptor means for desc?amblln& said scrambled signal 

using slid decrypted key. 

2. The security system of claim I, wherein said e.ncodcr means 

(701) further comprises: 

key memory means (704) coupled to said sipal scrambling 

111111111111111111111111111111 
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means (703) for atoring said key. 

3. The aecurity system of claim 1, wherein. said encoder means 

(701) further comprises: 

a first contidmtiat. serial number database (71 l) coupled to 

said first key encryptor means (710), containing a list of rust confidential 

serial numbers, and 
a second confidential serial number database (716) coupled 

to said second key encryptor means (711), containing a list of second 

· confidential serial numbers. 

4, A decoder for receiving and descrambling a signal which ·has 

been scrambled ustni a key which has been selectively encrypted, said 

decoder comprising: 

first key decrypt.or means (718) coupled to said decoder, for 

performing a flnt 1cey decryption on said encrypted key using a first 

confidential. aerial number and outputting a decrypb!d key if said key was 

encrypted usina said fint confl.dential serlal number, 

a .replaceable security module (714), removably attached to 

said decoder and conlaining a second ·~ deczyptor means (719), for 

pedonnin1 a second key dectypdon on said by using a second confidential 

serial number and outputting a decrypted key if said key was encrypted 

u.utg said second confidential serial number, 
signal descnmbling means (708) coupled to said second key 

decrypor means for desmmbling said scrambled signal using said 
• decrypted by. 

S. The decoder of claim 1or4, further comprising: 

first and scc:ond key memory means (Tf11, 72.0) coupled to 

said first and second by clecryptor means (713, 718). for storing said 

deCrypted key. 

6. The decoc:ter of claim l or 4, further comprising: 

first and second confidential serial number memory means 

(712, 717) coupled to said first and second key decryptor means (713, 

111111111111111111111111111111 
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718), for storing first and seoond confidential serial numbers. 

7. The system or decoder of claim 1or4, wherein said signal 

is a television signal. 

8. The decoder of claim 7, whcnin said television signal is a 

B-MAC type t.elevision signal. 

9. The decoder of claim 1 or. 4 further compnsing: 

telephone interface means (875) for transmitting and 

receiving data to and from a television provider. 

10. The security system of claim 9, wherein subJCriber input 
data is transmitted by the .replaceable security module (714) via said tele­

phone interface means (875). 

11. ·The replaceable security module (714) of claim 1 or 4, 

wherein said first and second memory means further comprise: 

security means for allowing the contents of said .first and 
second confidential serial number memory means (712, 717) to be read 

only by sai.cl firsl and second key ~eceyptoI means (713, 718). 

12. The decoder of claim 1 or 4, further comprising: 

means for receiving (1306) a plurality of compressed diaital signals 

with a plorality_ of addresses, each addiess corresporidi~· to a· particular 

digital sipal; 

means for selecting (13~2) a pardcular digital signal by identifying 

the puticuJar addless; 

means, coupled to the means for selecling, for decompressing 

(1393) the digi&l sipal; and 

means for removably coupling (1397) connected between the means 
for receiving and the means for selectiq. 

13. A method of decoding a sipal comprising the steps of: 

. receivin1 a scrambled si1nal and an encrypted key in a 

decoder (7o6), 

performing a first decryption of said encrypted key using a 

first confidential serial number to produce a decrypted my signal, if said 

11111111111111111111111111 1111 
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key was encrypted with said first confidential serial number, 

performing a second decryption on said encrypted key in a 

replaceable security module (714) iemovably attached lo said decoder using 

a second confidential serial n~mber to produce a de.cryptm ·key, if said key 

wu encrypted with said $eCOJld confideAtial serial number, and 

descrambling said scrambled signal u~g said decrypted key 

to produce a do9crambled sianal. 

14. The decoder or method of claim 1, 4 or 13, wherein said 

first confidential serial number is assigned to said decoder (706). 

l~. The decoder or method af claim 11 4 or 13, wherein said 

second confidential serial number is a~igned to said replaceable security· 

module (714). 

16. The method of claini 13. further comprising the steps of: 

providing subscriber information includin1 said encrypted by and 

said first and second confidential serial numbers at a fint source; 

providing a plurality of program signals· at a plurality of second 

source&; 

transmitting the subscriber information to the second sources; 

combinin& the subscriber information with the program iignals to 

produce a combined sipal; and, 

transmitting the combined gignal to said decoder. 

17. An apparatus for converting an analog reception system to 

accepe both analog and digital signals comprising: 

means lor zeceiving (1306) a plmality of compressed digital signals 

with a plurality of addresses, each address corresponding to a particular 

di&ital sipal; 

means for selectiq (1392) a particular di&f.tal signal by identifying 

the particular address; 

means, coupled to the means for selecting, for decompreSsing 

(1393) the digital signal; and. 

means for iemovably coupling (1397) connected between the means 

11111111111111 11111 11111111111 
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a second data packet (9c) containing unencrypted data for 

determining whether at least one of fll'St and second key decryptor means 

(114, 719) in the decoder are to be enabled; and, 

a third data packet (9d) containing encrypt.ed da~ for use by the 

decoder. 

23. The composite data packet of claim 22 further comprising a 

fourth data packet (9b) containing unencrypted data for determining the 

order of decryp~ the third data packet by the first and second key 

decryptor means (714, 719) if the third data ~ket had been twice 

encrypted. 

24. The .composite data packet of claim 22 funher comprising: 

a decoder (706) for receiving the composite data packet, the 

decoder comprising the first and second key decryptor means (714. 719). 

2S. A method replacing a replaceable security module (714) into 
the system of claim l without compromising the security of the system, 

wherein the system is eurrently operating with the key encrypted by the 

tint confid8ntial serial number, the method comprising the steps of: 

encrypting a new by with a new first confidential sedal number; 

. enCIJPling the new by with the aecond confidential serial number. 
thus producing a twice encrypted key; 

transmitting the twice encrypted teY to the first key decryptor 

means (719); 

deciypting the twice encrypted Im)'. by the firat by decryptor meana 
• (719), thus pmi1ucin1 a once decrypted key; 

d~ryptlna the once decrypted key by the replaceable security 

module (714); and, 

encrypting the key with only tile second confidential serial.number 

thereafter. 


