Met hods and Systens for Marking, Tracking and

Aut hentication of Products Field of the invention This
wonveyssam rel ates to the marking, tracking an@&CT/1B2005/003103

aut henti cati on of goods, intparticular, but not

excl usi vely, of packaged goods, for exanple packs or

cartons of cigarettes and other tobacco products. The

invention also relates to production control.
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counterfeited goods of inferior quality is detrimental to

the customer and to the manufacturer.
Legally produced goods may also be illegally
imported or traded, for example in order to evade taxes

15 or national regulations. It is therefore a major concern
in several trade areas to detect and avoid unauthorized
parallel import channels.

The problems of contraband and counterfeiting are
particularly acute for goods subject to special taxation,

20 like tobacco products. They also exist for many other
kinds of traded products carrying a strong brand value,
in particular for internationally traded products, such
as perfumes, alcohols, watches and luxury goods in
general.

25 It is a major concern of the manufacturers of
such products to develop methods for reliably marking
genuine products such as to enable the unequivocal
identification of non-genuine products and the detection

of illegal imports.



of illegal inports.It is conmon practice to identify
traded goods by a production code, or serial nunber,
wonweassad or printed on the package, for exanmpC®1B2005/003103

cigarette pack or carton. Stuch a code, under certain
conditions, enables identification of the production
site, and the tracking of the trade chain for a
particular item Such know edge is useful in

identifying snmuggled itenms. Alimtation of this
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Another limitation of this practice is that the
production codes can easily be imitated or cloned. To
partially obviate this limitation, it is known to add a
20 covert taggant to the ink used to print the production
code on the package. Counterfeit items carrying clones of
valid codes can be thus detected by the absence of the
covert taggant. The security provided by this method
depends entirely on the ability to control the sources
25 and the availability of the taggant.
The present invention aims to address the
deficiencies in the prior art approaches described above.
According to the invention, there is provided a
method of marking manufactured items, comprising:
30 providing a plurality of secret codes to a checking
centre and to a production line for the manufactured

items; generating an ID code for each manufactured item;



centre and to a production line for the manufactured

itens; generating an I D code for each manufact ured
wobRersyodsiget al | y si gni ng each | D code by nmeans ®8€TaB2005/003103

secret derived fromthe plusality of secret codes and

known to the checking centre; and marking each

manufactured itemw th said signed | D code. The

present invention also provides a nethod of

aut henticating an item marked according to the nethod
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significance to a user over the public
igital signor for 31gn1ng the ID codes with a secret
derived from the secret codes; a data transmitter for
transmitting the secret to a checking centre; and
a marker for marking each manufactured item with the
20 signed ID code.

The invention also provides a method of
authenticating a manufactured item, comprising:
generating a code and signing said code with a digital
signature within a code generator; marking the item with

25 the signed code; transmitting the signed code to a
checking centre over a public network; authenticating the
digital signature by the checking centre; retrieving the
significance of the code at the checking centre; and
transmitting the significance to a user over the public

30 network.



networ k. A further aspect of the invention resides in a
nmet hod of controlling the volunme of manufactured itens
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manuf acturi ng volune information at the checking
centre; and providing the manufacturing vol une
information to a user. . The invention also provides a
nmet hod of tracking an item marked by to the nmarking
met hod above, conprising: transmtting the signed ID

code to thg f@?@ﬁé?gagﬁg&fe@fauﬁﬁgniﬁ9§ﬁtﬂgntP@si&és in a
code by the checklng centre; and retransmtting t
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authentication can be accessed and interrogated remotely
by an ordinary network, such as a land or mobile
telephone. The marking and authentication has the further
advantage that it may not be violated by counterfeiters.
Moreover, the genuineness of a manufactured item on sale
can be checked easily, for example within a few seconds
at the point of sale.

Embodiments of aspects of the invention have the
further advantage that cloned codes and unauthorized code
duplications may be identified, and that the production
volume, for example of a given manufacturer,
manufacturing site or manufacturing line, may be
controlled.

Embodiments of aspects of the invention have the
further advantage that they may be used to replace the
system of fiscal stickers that is used in many countries

to collect taxes, for example on tobacco products.



to collect taxes, for exanple on tobacco
products. Brief Description of the Drawi ngs Enbodi nents

wohodehvssitmventi on will now be described, by wapcwofiB2005/003103
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exanple only, and with refefence to the acconpanying
draw ngs in which: Figure 1 is a schematic view of a
mar ki ng and aut henti cati on system enbodyi ng t he

i nvention; Figure 2 shows schematically a marking code
format enbodying the invention; Figure 3 is a flow
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gefePs B Paneg HaveaRerat e and encrypt

an 'dent'fRéﬁékQQng to flgure 1, the items to be marked are

produced on one or more production lines 101, 102. Each

production line represents a production facility for one
or more manufactured items. For example, a production
line may be a cigarette making and packaging line, with
the manufactured items being, for example, cigarette
packs and cartons of at least one brand. The production
may be organized in batches, each batch being dedicated
to the production of a certain amount of identical
manufactured items, for example cigarette packs and
cartons of a particular brand and type.

If there are two or more production lines, these
lines may be physically located at one manufacturing site
10, or at different production centres 10 having various
geographical locations.

Each production line comprises a code generator
106 arranged to generate and encrypt an identification
code for each item manufactured on the production line

101. The production line 101 also comprises a marker 107.



code for each item manufactured on the production |ine

101. The production line 101 al so conprises a marker
woQicAsgiisui t abl e mar ki ng means may be used suedTAB2085/003103

continuous inkjet printer, @ drop-on-demand inkj et

printer, a laser printer, or any other printer or

mar ker that allows the marking of variable

information, to inpress or print the identification

code on each manufactured item Depending on the
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2 %%1% %%2%%% EEQO%%S%%gI%%%eWQBC%eg?%%&%%%%d through a
transparent wrapping layer.

Other possible supports for the identification
code include holographic printing, for example using the

20 HoloSpot® format.

Embodiments of the invention may also include
radio, electronic or magnetic recording of the
identification code, for example using an RFID
transponder, EMID® tags or any other tagging means.

25 Preferably the system has means to count and
report the number of codes generated and printed codes in
each production batch or in a given production period, as
will now be described in detail. The production lines 101
include a code generation system 106 which generates a

30 unique encrypted identification code SUPI for each item
produced. Preferably, the code generation system 106 is a
fully autonomous computer or microcontroller dedicated to

a particular production line 101. Preferably the code



uni que encrypted identification code SUPI for each
i tem produced. Preferably, the code generation system
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dedi cated to a particular production line 101.
Preferably the codegeneration system 106 can

communi cate with a checking centre 30 via a secure

i nternet connection 34, a local central server 15, or
any ot her suitable data communication neans. The
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f uRET OB ©ak®GREEFFBed bel ow, including the generation
of ID codesanmetamb®d5m3nanuh$heogéggéngr@ti©h0325t€m 106
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example in the checking centre, and communicate the
generated codes to the production lines, as required, by
appropriate network means. The code generation system
performs a number of funtions, as described below,
including the generation of ID codes for the items and
the signing of those ID codes.

In the embodiment of figure 2, the unique
identification code SUPI is obtained by processing data
in a Production Information Code PIC. The PIC combines
various data related to the manufacture of the item, such
as a code MC identifying a manufacturing centre 10, a
code PL identifying a particular production line 101
within a manufacturing centre 10, and codes YR, DY, HR
identifying the year, day and hour, respectively, when a
particular item was manufactured. In one alternative

embodiment, the PIC may include a code generator ID



code PL identifying a particular production line 101
within a manufacturing centre 10, and codes YR, DY, HR
wodeostazépieng t he year, day and hour, respecti veCyiBwogm3103
a particular itemwas nmanufé&ctured. In one alternative

enbodi nent, the PIC may include a code generator

| Di nstead of the manufacturing centre and production
line codes MC, PL. To obtain the PIC, the individua
data el ements can be conbi ned by decimal or binary
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applying a predefined shift value each data el enent
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function is nvert
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to the chronological production sequence. Other manners
of generating or assigning individual numbers are
possible.

20 The production information code PIC and the
individual number TI are combined to provide an item
identifier UPI. In the following description, each UPI is
unique to an item, for example to a single cigarette pack
or cigarette carton. However the invention is not limited

25 to this case, and includes variants with non-unique UPI
numbers, distinguishable from each other by their
different digital signatures.

The structure of the UPI code and the
significance of the various fields composing the UPI code

30 are exemplary and are not limiting. Any code suitable as
item identifier code, having any arbitrary structure and
significance, may be employed in the frame of the present

invention.



different digital signatures. The structure of the UP
code and the significance of the various fields

woanpassng the UPI code are exenplary and are RQT/1B2005/003103
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limting. Any code suitablevas itemidentifier code,
havi ng any arbitrary structure and significance, may
be enployed in the frane of the present invention. A
pseudor andom noi se val ue code is conbined with the UP
to authenticate the code generator 106 that produces
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In one embodiment of figure 1, a centralized salt
generator centre 20 generates alarge collection of secret
codes, hereinafter designated as a 'salt matrix'
containing a large number of precalculated random or
pseudorandom data. Each salt matrix is preferably unique
and is transmitted, in duplicate, to the intended
manufacturing line 101 and to the checking centre 30.
Each manufacturing line 101 receives a unique salt
matrix. The salt matrices transmitted to the checking
centre are stored in a database 31 accessible to the
checking centre 30 and preferably included in the
checking centre 30, with identification of the production
lines 101, 102 to which they belong.

In the production lines, 101, 102, the salt

matrices are used to generate secret keys used to encrypt



Each manufacturing |ine 101 receives a unique salt
matrix. The salt matrices transmtted to the checking
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checking centre 30 and prefi®rably included in the
checking centre 30, with identification of the
production lines 101, 102 to which they belong. In the
production lines, 101, 102, the salt matrices are used
to generate secret keys used to encryptthe UPI and to

gepgEaypr alng! €6t EOALC8EJRAt HI BctASnit WibhabBre, as it
expl ained later, TqQ ensure authenticity,

coﬂ#ﬂ@eﬁ?|§¥P%?l%ﬁa LAE8Erity of the salt matrix, the
matrix is péeéﬁﬁﬁbéya@@heﬁta@styyr@dnﬁy@éna1991mprknd

COTREELLODy Byt phal LT aEeroed on"RIKRLALL! il famay
N@nntyyraﬁhfbﬁ&kﬁ @EEglaahevwoshtcbener3¢0ﬁ@abuthtyther
Nbgeéx}dedeHstﬁlsogg£§19'agﬁ atlg@%&QSosblgakh as CD-ROMs

devicés or an e non-vo e nenor evi ce.
ThéCdapacéaDnsérBeadeopﬁysM@apry trBHErBPMéd (Péoikal

Ch@@%bﬁg1§§nbE§c3ﬁe§BdOthtﬁ@m@k?ﬁyckbﬁﬁvbbméshéQ@ disks,
102. Preferably further |ncrease S the.s I&
PaRelioRy voRaTL1e

namages§0apetéﬁéﬂy8€¥aCSﬁdOa.anaFP§ g @ °By VP
Sahﬁmgepeﬁab@beZOThésdagaacauﬁﬁabbeaeacphpsnoalagd

aut henti_catiqgn, te such as S.(D_qi,t

oL enbraneinrboERY AR gBR PESa R B the
Adelrnencaligor iitthep 10and10Be | i ke. 'The salt natrlces

are not SeEEeEQrE Ch@SKEﬂgtﬁ@EtFﬁc?éa@érgaggt&hethe salt

checki ng process Pf tens as w | di scussed
Prep&irabey, agesancrypitedcondarAgitné lvoBPRaRicAgby the salt

COG@Q@%@E%r £o) Asyhigaue ssakhphiel encdgptibneand(ii)
authentlcatlon technique, such as DES (Digital Encryption
Standard), RSA (Rivest, Shamir, and Adelman algorithm),
and the like. The salt matrices are not sent to the
checking centre as part of the checking process for items
as will be discussed.

Preferably, a salt file contains the following

components:

(i) A unique salt file identifier. (ii) The
salt matrix encrypted using a strong cipher,
such as triple-DES, or AES (Advanced
Encryption Standard), according to a key
generated in the salt generator 20. A salt
matrix may be, for example, a long string of
random or pseudorandom digits or characters.
(iidi) The encrypted key needed to decode
the salt matrix, encrypted with a public-key
cipher, for example RSA, using a public key of

the checking centre 30. This component is



salt matrix encrypted using a strong cipher, such as
triple-DES, or AES (Advanced Encryption Standard) ,
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A salt matrix may be, for emanple, a long string of
random or pseudorandomdigits or characters. (i ) The
encrypted key needed to decode the salt matrix,
encrypted with a public-key cipher, for exanple RSA
using a public key of the checking centre 30. This

conmponent 'SV§QH§§E€Qd'@ntBﬁesébltffh§e3§@htt€otEﬁe
checking centre 30 and be_gmtted in the

destined to tﬁ@eﬁkéHQCFFB r?lﬁg 8¢, mFVV?eAPHFétFQIln the
si gnature of EmeesabbtgﬁearabOtheobtaunedlbnr1enanpbe

by encodi he, f

ggneratoLngr?6éV keyq£m§b§%t%tbf$§§% ﬁ?e?pa}ﬁ Sgait
known to the gheekiehgre¢enbteinkd fbmseeampdenbytenphdlng a
code_gener at of,. gf eVeEy (ALOYSY| AR LLRE J9EnMUSLalt

regi ster with tHe checking centre
regi strati on geversten prifekev&eya Wé@ﬁ§apﬁbﬁﬁpr|x is

used, or at pE%ﬁﬁ%bQﬁgrknE%r%ﬁb%n {Betﬁﬁsbﬁgb@QQ§ Behtre.
reqw re COﬂSt ant conmmunj catl on bet We% t he cod

gener at or st} hHeCRPREKIFRE cehtF e eg?%%¥§Y?5t?gnevery

prp@@dﬂ&@1§ﬁnpihée$olhﬁuéﬁlké@iﬁgestepSh thy Theckobrde
tor_.106_of t|on [ine 101, con

tﬁgg%ﬁﬁﬁk? g E%ﬁ?rﬁeggrg éogeguFursn?%%ﬁewﬂgﬁééeE a new

conaéttmanrlmrlslasadlooalatepreabrsbedenntenﬁeésedThe
the, LpLErnsts ABE LO4LL BLeS8ohBeaheoLshiahi 08tPYn between
the code generators and the checking centre.
The registration procedure comprises the
following steps:

(i) The code generator 106 of the production
line 101 connects to the checking centre 30
via a secure internet connection, or via a
local central server connected to the
internet, and initiates the registration by
identifying itself.
(ii) A CD-ROM 50, containing a salt file,
is loaded into the code generator, its
integrity is verified by its electronic
signature, and its unique identifier is
transmitted to the checking centre 30.
(1ii) The checking centre retrieves its own
copy of the salt file, locally or remotely
stored, by means of the unique identifier.
(iv) If the salt file has been already
used, the checking centre stops the

registration and requests another salt file,



identifying itself. (ii) A CD-ROM 50, containing a
salt file, is |loaded into the code generator, its

wonvegestly is verified by its el ectronic si gnaParap20a5ah3103
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its unique identifier is triansmtted to the checking
centre 30. (iii) The checking centre retrieves its own
copy of the salt file, locally or renotely stored, by
means of the unique identifier. (iv) If the salt file
has been already used, the checking centre stops the

regi stration gpd;neqgugets apptbBprigadkt abthBnfr for example
initiates appropriate action, for exanple issu ng a L
warning to théSt8éPdoR 1'8ghiRY F FhealsgguPrt yod9ing 1t in
Jogrnﬁl._gv) b;sbbarsaytjbhkﬁamas not yet been used,

and the identification of_ the.code generat [
satisfactory,(yhe?%hg%?iﬁﬁi%eﬁ%ﬁ% %%%r@%?sQ%Eeg%%%r%?ed’
key of the sabhdfithe wiehtifécptivat efképe ande generator
transmts i1t tQ EgﬁiggggF%§?er@BQrcﬁg %ikB?ﬁ%ﬁ@%F?decrypts

i nternet connéction he case m%ere, e salt
file is not ubhhguecsches se¥pofakes grate fidgardltessdtsf

whet her or nop tikgtsakbyfi badhasaakanady ibees ysedcode
(vi) The code generator decr¥gts the salt matri x.

The .
registration PFBEERLPE PYSEr FRRgEGCEGEN TPhEE "Elte CORPECTIOD
matrix i s neved.transtaer edsevehetrke thet eaiet £i0el ysanot

O e e VB kB LRSI MR o o
whether or not the salt file has alerady been
used.

(vi) The code generator decrypts the salt
matrix.

The registration procedure is arranged such that
the salt matrix is never transferred over the internet.
Only a one-use decryption key is transmitted from the
checking centre 30 to the code generator 106. The salt
matrix is made available to the code generator only after
a valid registration with the checking centre. This
prevents unauthorized use of the code generator as no
valid code can be generated.

Preferably the decrypted salt matrix is deleted
when the code generator is put out of service to prevent
a malicious user from gaining access to the salt matrix
without proper registration. Additional means for
disabling the code generator and preventing unauthorized
use of the code generator and the production line may be
provided. The operation of the code generator 106 will
now be described with reference to figure 3.

At each production line 101, 102 at the beginning

of each production batch, the code generator 106



matrix is made available to the code generator only

after a valid registration wwth the checking centre.
wohi®/psavent s unaut hori zed use of the code geRreTABINS/003103

as no valid code can be gengrated. Preferably the

decrypted salt matrix is deleted when the code

generator is put out of service to prevent a nalicious

user fromgaining access to the salt matrix w t hout

proper registration. Additional nmeans for disabling
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0
br aRlnoVkedaaedsHaFrRas Lot aég?ﬁagtPénthsaéﬂgsﬁnngpha to the

ne@b&é'@eh@@@to@'pmﬁelingéﬁeéapﬁd Abyewer yeghaoge af a

praductLon batcg referably the checking centre

acR¥BALdg85CEGECESSFul receipt of the index al pha to
10 t he code geneaat embodheenhdexeallphacody b€ tbhgafiledtastem
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31 related to various infornmation t he |éin1to be
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and knowing the salt matrix used by the code generator
106 to sign that SUPI code, validate the signature.
The salt index alpha does not need to be
20 communicated in real time to the checking centre 30, at
the beginning of each production batch. Once a value of
alpha has been chosen, the code generator can immediately
start to generate valid codes and the value of alpha can
be communicated after a delay of some hours, or more
25 depending on the availability of the network connection.
Backup procedures such as telephone or fax may be
used to communicate the alpha to the checking centre, in
case the network connection is unavailable. The random
salt index alpha, the salt matrix and the UPI code are
30 used by the code generator for generating a noise code
(step 301) which is safe from cryptographic attacks.It
does not allow the reconstruction of the original values

of alpha, salts matrix and UPI. A variety of known



106 to sign that SUPI code, validate the signature.
The salt index al pha does not need to be communi cat ed
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begi nni ng of each productiaa batch. Once a val ue of
al pha has been chosen, the code generator can

i mredi ately start to generate valid codes and the
val ue of al pha can be communi cated after a del ay of
some hours, or nore depending on the availability of

th€e8ﬁ$%@ﬁés099@e§&a99abﬁ@cf&p PERELIL £ §H§hn@§se code
tel ephone or fax may be used to conmmunicate the al pha
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and A variety of knowntechniques are
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t
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fogyeéﬁg geagfggag£sg It efy b?nQBQeEhEQkEHgdSEnEEQ

digrt signatuares robust aga ecrxptl n attenpts.
ThéogatherntheX anostheubPphaseedetapélRidng SRPycChye

thgerodgrgenepatehe@Rbchyibheqchegksngneent EBe checking
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geRePhEer ceB geRergHENSYnE8T¢odes which the checki ng

The UPI number and the calculated noise code are
combined at step 302 and, preferably, the resulting code
is obfuscated step 303, destroying correlations between
successive codes. The obfuscation operation is
reversible, allowing the checking centre to retrieve the
original UPI and noise value. Several known obfuscation
techniques are possible. The particular obfuscation
algorithm chosen is preferably not published.

The result of the obfuscation, is the unique SUPI
code, which is printed on the manufactured items by the
printer 107. Each of the items 43 is marked with a unique
digitally signed SUPI code, allowing identification of
the production batch in which it has been manufactured.

Preferably, data relating to the production
batch, e.g. product type, brand, intended market of
destination, packaging is stored in the database 31 with
the index alpha at the start of the batch. This data is



centre can subsequently verify. The UPI nunber and the
cal cul at ed noi se code are conbined at step 302 and,

wonedoasalihy, the resulting code is obfuscated sCepBR03003103
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destroying correl ati ons betmMeen successi ve codes. The
obfuscation operation is reversible, allow ng the
checking centre to retrieve the original UPlI and noise
val ue. Several known obfuscation techni ques are
possi bl e. The particular obfuscation algorithm chosen

i s; pref ergbl Yté‘otgh@u&lléél’aelq% dberresutite 0duthecode can be

obfuscation, Is the uniqu UP] code, which,is
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t hehgractens smt@bl@hforrh@@Rdé@@tw@%c@%@rwﬁero t he

ch§g¥b&glg§gﬁye The SUPI code can be prlnted on the

manuf actured 1temby a variety of pri ng and markin ng

t echni quesPT#ERT @xhfiptes coMfT ntods +%k?%% pre nef npecorded
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be r|nteg punan readabl e, f or v v t
Aec? ﬁdﬁﬁF% Porithr e GRS HET1- orcﬁgﬁ bafcShgsexac
ornﬁmheacbérmashedabteméoreitﬁbtcpurtag €hpradtetion batch
Reggg htéoglvenp£§£8r§9£¥r99§ SHE& QQQSt'ﬁuﬂﬁéEtgg ﬂérked
recor b rnting recordi ng means conpri sing
de¥rewssueli be atesdd é@uﬁb@rdéFaﬁa?@gﬁétéPceﬁéﬂble €6 the
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during a production batch glventﬁéngub?t

The exact PEnBR? BFeharked Pembddim

printed with an ink containing a covert taggant, to allow

ge is

a quick validity check without querying the checking
centre.

The production line 101 may have a sensor to
detect the presence of the SUPI (either using a vision
system and/or by detecting the covert taggant, if
applicable). The sensor can be connected to the
controller of the production line, thus enabling the
rejection of items not properly marked. The controller
can be set to prevent the production line from operating
if the sensor unit is disconnected, faulty or on
rejection of a defined number of items. A history of
rejections may be logged in the Code Generator and
communicated to the Checker for monitoring purposes by
authorized users. The production information code (PIC
code) may be repeated on the manufactured item, in plain

format without encryption or obfuscation, allowing the



itens may be stored in the database 31 accessible to
the checking centre and used for production vol une
woanieroagii4l n one preferred enbodi ment, the SUPPCTOBZ05/603103

printed with an ink containiéng a covert taggant, to
allow a quick validity check wi thout querying the
checking centre . The production line 101 may have a
sensor to detect the presence of the SUPI (either

using a vision system and/ or by detecting the covert
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encryption or obfuscation t heu s r Blfy

hEoUReRer chrobRALaTRy ConEnEnERRP R o REREr S0 SHG
10 usetul i eatiBAAgEREDE aaquﬁenedofbmgeaﬁmpme by generic
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for exanpl gigapkoyeeroet the processing of a request to

validate a SUPI code in the checking centre. The received
SUPI code is first de-obfuscated at step 402, by applying

20 the inverse of the obfuscation function described above.
At step 402 the original UPI and noise component are
extracted. The checking centre performs a first level
authentication at step 404 on the manufacturing centre MC
and the production line PL. If PL is found to correspond

25 to an existing production line of manufacturing centre
MC, the authentication proceeds to the next level,
otherwise a response is generated at 420 that the SUPI
code is invalid, and the item is counterfeit. In the
second level of authentication, the checking centre 30

30 uses the secret salt matrix received by the salt
generator 20 and the alpha code transmitted at the
beginning of a production batch. At 410 the checking

centre retrieves the information related to the



manuf acturers, or organizations having a privil eged

agreenent with the manufacturer. The SUPI codes may
wabhew/bBei1enpl oyed for tracking the manufact uri RGTAB®NE003103

al ong the distribution and 1Gommerci al i zati on chai n.

Figure 4 shows the processing of a request to validate

a SUPI code in the checking centre. The recei ved SUP

code is first de-obfuscated at step 402, by applying

the inverse of the obfuscation function described
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he rtemis counterfeit. In the second | evel of
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ode transnmitted at the

pr%ﬁﬁﬁk?ﬁﬁ BSEERS AESRIDBIThaCC ?nggﬂagcgﬁ?rét?@tFFeves
10 t heouinterat ton related to theproduction batch

GO eSPongingat Gyl e [egelved MELnCRAPLLOMMIE step 412,

dat abase 31. rieval 1S suUcCCessS
retheevhdckahy mantig aﬁdlfhésathéhéédéuaréeaséQrathe same
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code and to verify e vali t he signature.
| f nufbereeéi GéBCAoi $B EhastﬁéS?eCB%§F?uéFe8 hgdi gesggpicion
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present ;he d t se, th SUPI ge is_.identi % N
asl?ﬁQEFFa ﬁdpFHQ e8Qlﬁg §ﬂ?r8up §6oﬁgsC8PnE§6 eits.

t hahet baeckéngi seaaubt éhtei issues a reply at step 430
specifying, that the submitted code is valid, but the
item is likely to be counterfeit.

20 The discovery of cloned codes can be refined by
making use of other information, for example the origin
of the query, which can be determined if the query
originated from a phone, or the elapsed time between
queries.

25 Here, 'cloning' means multiple copying of a valid
production code, for example for tagging counterfeited
articles. If the code has been found valid (step 440),
the checking centre retrieves the significance of the
code and transmits it to the user, preferably in natural

30 language, for example: "your code corresponds to a pack
of brand XYZ%, intended market of retail Switzerland", or

another appropriate formulation.



In a third | evel of authentication at step 412, the

checking centre verifies whether queries for the sane
weLRls/oceide have been submitted nore than a pre#eriBm®ds/003103

nunber of times. In this case, there is then a

suspi cion that the SUPI code nmay be a clone of a valid

code, identically printed on a | arge nunber of

counterfeits. The checking centre then issues a reply

at step 430 specifying, that the submtted code is
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ar%b %ecirlintﬁgt&ggf @Qﬁ gg found valid (step 440),

Ing centre retr! e t he S|gn|f|cance of the
code and tPRpspRaslytthe @h%cb%%g corkrerapryfppmulate the

nagy@@ifhéﬁﬂ@éQ@f Eaé @6§€B|§nt ygéﬁe@@ﬂelﬁﬁgﬁﬁgﬁgndénd
to a pack brand XY. |ntend§d mar

SuFRoBEf SRRe, POE P aABEREPEABER oreAREo FoF REl RPoRCRhE:
10 i nheesBaliAg tetuhaedrbglhherchenguageceﬁtthenqyeaylomn a

t he t acking o the od

CBRF PO O aBPE AR5 MO OB AboGt ERS  pREdUSE: B
uncheckhagpced0ce|@nCRHdes ah8M8at 8hand MEﬁéa@ﬁ Service) or
gggggﬁtl?Hst§H8€uk@ﬁoéﬂﬁbﬂgﬂeﬁégrpeSégbﬂﬁagdDbﬁa ortal 60

orm or 1n natural |anguage. Optionally the
cheékpngubbhtr 628aRA F@WWHPéFétﬂﬁé §?§HPFFcaﬁ8é 8Famﬁée a

15 codesepnAbResa¥elal kI angpagesngandxeheesaumbe ifbakssages
apggggrbg&? %%ﬁgua% orPBE? ggprTS standard networks,

through which the users 80 can send queries to the
checking centre 30 in form of text messages, or SMS, from
their own cell phone 82, and receive the reply from the

20 checking centre in the same way or by another channel,
for example by a voice call. In this way the user 80 can
verify an item 43 directly at the point of sale 77.

The communication may alternatively or
additionally be over the internet 32 by a web server at

25 the checking centre 30, by an email server or a WAP
(Wireless Application Protocol) server.

Alternatively or additionally, the communication
may be to a telephone voice server, able to interpret
voice commands or DTMF (Dual-Tone Multi-Frequency)

30 signals generated by a telephone keyboard.

Embodiments of the present invention allow a

generic unidentified user to authenticate a manufactured

item over a public network, such as the internet 32, a



according to the origin or |anguage of the query. In a
preferred enbodi nent, the public interface to the
wohewkizsig4centre i ncl udes a SM5 (Short MessagePSEMB2008)03103

or USSD (Unstructured Suppl@nentary Services Data)

portal 60 of a public radio comunication network, for
exanpl e a tel ephone network supporting text or nuneric
nessages |i ke GSM TDWVA, CDMVA, PDC, or UMIS standard
networ ks, through which the users 80 can send queries

totéh@pﬁ@ﬁékhégwéﬁﬁtbg §0mb81i@rﬁé9éph§ﬁé HE@%@QQS TRE user
MS, fromtheir own ce and

e recejv
reﬁﬁ?df98ﬁ1%ﬁ%nEHEXKPHBSEEEtr@anh?ﬁehgaﬁﬁ hﬁ oPCB§SS to
anahpeée@béﬂnebdefek EéﬁﬁmtEVBY1ﬁfUDmGElOﬁ||HOWBVéhLSeaCh

th , f
volrefopdEabe 196 ATA SRt Annf ke PBRCRS AR ER T PaSEy ey
Sor addi t i ofal & yohefeveedt BBbodimentt 82pbyvalﬂabd user 70,

Seryer ggr@g@geghegh;\p gyeenbre.3Q, mgxuegcemk SRLYChave a

|cat|on Pr ot oco server
Alpéeﬁarr9@|ycgesadapttbﬁaphﬁckﬁﬁe @@ﬁﬁﬁﬁ.éataaﬁ FRyrieve

beaH@1€15§5§DB9ﬂ61Y@ 66 $8F¥ehatdbh¢ LAakAtEEBNEt to generic
voi ce commuands o

r al - Iti-Fre
si §A&ars- géﬁgrﬁﬁéﬂpﬁﬁ Br%EESEHBHeVRZ$HSaFBfO Wﬁg&¥%EnP§
100fstbe1§t§3ﬁmt1hﬁwemht®ﬁnabPo%ha geneskctunidenthiicedng
user to _au cate a manufactur ' [
o EhotRe s b ehe ST RE R B ReRLYEa e hETONEY Bulub ' €
oriafnwmateonebephopermecw@ak STR& wééhonéemaméﬂng it as
denthEby gbgsghéceB%EanauE$1E9 Rave 698§§§r&°c%@¥omers 80.

secret code or sensitive 1 nformti on. mever eacC
i tem can bBhedBRiVEiedeinuacEr JpYogPEBAREaRES WaFR the

15“aﬁhebﬁlﬁgpﬁéﬁﬁkée@Oeﬁgoﬁl@ﬁﬁ&icanétW%kkegéﬁ ugeint@anet
for exa npl oyee of the manufacturer, may have

a prPePrer é8n géess to the checking centre 30 and
retrieve In a further embodiment the checking centre may

provide, to generic or privileged users, additional
information to which it has access, which are not

20 contained in the UPI code, for example expiry date,
warranty information, address of local support, or
previous trade steps, importation routes and so forth.

Additionally the checking centre may gather and

store information on production volumes, for example the

25 number of items produced in each production batch by each
production line, as well as statistical production data
per brand and per intended market. Such production volume
information may be used for production management, or for
official purpose, and may be available to selected users.

30 Identification steps may be provided to
identifying known privileged users, for example by
passwords, cookies, voice or biometric data, or by any

suitable identification means. The checker may include,



addi tional privileged information, unavailable to
generic users, for exanple production vol une

wonb@vrosstiton, or statistical infornmati on on t heCaaR®95003103
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to the checking centre. In2his case, a privileged

user may query information on a particular SUP

w thout marking it as cloned for successive queries
fromordinary custoners 80. The privil eged user nay

conmuni cate with the checking centre 30 by a public
nﬁ%@gﬁgveoéc@@sénﬁéan§tu§@9n§£§h@§ §§ta$£8@ foFrt8esring the

nt the checklng centre nq& provide, to generlc
orPprfileegel YREFQUS JE¥RTF ondtd ?E@ﬁ%&nb%gtBomﬂbﬁﬂ
'tlﬂ@ér@@ﬁﬁéﬁ,e&@hC@s@feh@@ta©©@§§lned in the UP

code, for xp|r dat e rranty .in I on

addr ess of Lt %Eﬂ e?ﬁaEﬁ%F%Qﬁl ¢ ad%”%? 3, 0f the

inpﬁétamtonnVthfsna@d sotfneqnlr@ddipénmaméytthennectlon
e cepLr a 0L e, i r n

S HBa ey BB BEADEL0E 54 oy L BLLED o

prnducbuatnabhchhﬁr@ﬂaéﬁlbﬁ b@@tﬁlﬁyabhzhsb©§§@ciﬂoﬁ

l' §ta§§s@e|tna§a§£ath§ti&@htPEQQHEibﬁncgééalQeétBEéﬁd The
per | ntended mar ket . Such. producti pn vo

|n@bghﬁﬁloﬁlﬁﬁ?tﬁéeu§%ﬂuF%? EF%HU%@?%nlhaﬁaa%ﬁeh? vgrified
fowlaﬁfacm@hlﬁalpaﬁgnsﬁéa aaycbﬁfaaantabledaaasepeovedlng a

users denti f cat S .
|déhﬂﬁf¥?ﬁaikﬂ% 9%§é8¥daﬂ <r8g; OﬁﬁpVer production
passmumds;anobklexacvbycecooubtedeforc daka, nor by any
SuiLapt e-Ldgpibh! 6BLEORSTBROSeqTHE ENBCKRECNTAg ceptre, the
de; or “have ‘access a user right dse
stdatagasherpquirﬁésbmftharpbaglageﬁgntﬁﬁdléeF@ﬂﬁFhVﬁéY

15 toswhi eh hpforaat tgntgaehyHseh Rag1aceesfeclbdwikl the codes
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25

appreci ated that enbodi nents of the present invention
do%REE PERLPFe a per manent connection
In some situations, particularly if the

manufactured goods are subject to special tax
regulations, official government bodies may submit
requests to the checking centre to obtain the appropriate
production data, for example production volumes. In such
cases, the checking centre 30 may be maintained by a
trusted third party independent from the producer of the
manufactured items 43. The embodiments described may be
used to replace the system of fiscal stickers that is
used in many countries to collect taxes, for example on

tobacco products.



bet ween the manufacturing Iines and the checking
centre, nor that all the SUPIs be individually stored

wonom/dstiabase. I n fact, no identificati on codeCrTaB2005/003103
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stored. The digital signatwe ensures that each item
can be verified with a mninmal transfer of
confidential data, providing a high Ievel of
reliability and safety. Moreover production volunme can
be exactly accounted for. As no identification code is
stored at the checking cent r@laihf dat abase required
by the cheking centre is relatively small conpared to
t hat which woul d be needed if the codes were stored.
In sone situations, ;particularly e, manyf act ur ed
goods are subjBethed %%e%?ﬁ!‘l?%xm?%‘dtf‘gwléﬁg lg??‘?(:i al

goyempaesingodi es may submt requests to the checking
centre to ob h i ate CL.j data ;
exanplepﬁ?oaég#go § ﬁ98599§ 8£sﬁ§%9gg EB8Q? ahay Eﬂécklng
checki ngcernte ea3d haya ber pdi @t hdnellihy §OF rtﬂ% ed

third palﬁggf%fgg@@ieggleﬂer{lgomthe producer of the

manuf actured 1 tens . The embodi nents descri bed )é/
be useddeBerapiagealhEDsGREBNEBE PRSRaMABELBRERECEhAFEM

i s usedghgitBNYyCOUGhi hgSehenhCObl ectiet Byemeahor of a secret
exanpl e on tob cco r od cts Cains. 1 . A nmethod of

mar ki TRt § P 2 g A 5siSES eﬁcroci? Shgg knovn
pl ur aldd yehef cszmaIngcmmﬁtﬁeo archecking centre and to

a prOdu%glggn cﬁoﬁaﬁﬁ%aggﬂ GCEE%ﬁdw&Eﬁ”Ealdnflgned 1D

generating ano| D"cod or eac manut act ur ed
di gi t alddge .si gnl ng each |1 D code by nmeans of a secret
derived fromthe plurality of secret codes and known

2. A method of claim 1, comprising using a covert

taggant or a laser device in the marking step.

3. A method according to claim 1 or 2, wherein
said plurality of secret codes are precalculated random
codes.

4. A method according to of any of claims 1 to 3,

providing the plurality of secret codes includes physical
transfer of a non-volatile data support, on which the

secret codes are recorded.

5. A method according to any of claims 1 to 4,
wherein said secret derived from said plurality of secret
codes is derived at each of a plurality of production

lines.

6. A method according to any preceding claim,

wherein part of said secret is transmitted by a code



to the checking centre; and marki ng each manufact ured
itemwith said signed ID code . 2 . A nethod of claim

wORo@mosprisi ng using a covert taggant or a | aseCTAB20EE03103
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in the marking step. 3 . A2rethod according to claim1l
or 2, wherein said plurality of secret codes are
precal cul ated random codes . 4 . A nmethod according to
of any of clains 1 to 3, providing the plurality of
secret codes includes physical transfer of a

Nofs Yol atd ) e datife SURROLing Wb £hy { ey secE@te Coslesork

are recorded. 5 . nethod according to any of clains

1 GECtiprer ei n sald secret derived fromsaid

plurality of secret codes is derlved at each of a
pluraljty of uction met hod accor

to anya preced |Iﬁ%dré?% ‘?ﬁzc%cgjrréﬁ" nt?)az?rtly oSG crg

t netnsng 11 echdyp ucalliegenef atarreio ¢deeshbeka nQObbm’trJeon of
vig dﬁﬁ égégetygék g@§pf§£ gn 7 . A nethod

accor 0 ahy preceding ¢ wherein the
plurali q{@n@fa‘g@@g edn chiefdex | %eha’%hmg ee? i e orapahrehnre of

codes ynand CoRRLI SiRgs generating an |ndex relating to
the manufacture of one or nore itens,; sn1tt|n the

i ndex toreREnEREERY nHRe ehRfeX H%r?@?nﬁh?ﬂ l%%c?%?
code geqeratofg trhemsébescoby esttode ofenangdonr codesm the

and from and digitall nkLng e de

for eacﬂoLgﬁﬁ%ég?u?gdr??gﬁgmf?% a no&sg %%dgﬁg lEﬁ&% and

by encrgpyinglhycepyndhgteech Dlodedei fhrt dackeparufactured
item with a noise code derived by encrypting a copy of

the ID code with the secret.

8. A method according to <c¢laim 7, wherein the

secret is further derived from the ID code.

9. A method according to any of claims 1 to 8,
comprising transmitting additional information concerning

the manufactured items to the checking centre.

10. A method according to any preceding claim,
wherein said checking centre is managed by a trusted
third party, independent from the manufacturer of the

manufactured item.

11. A method according to any preceding claim,
wherein said marking is performed on packaging of said

manufacturing article.

12. A method according to any preceding claim,

wherein the ID code comprises at least one of:



wecewrodsng to any of clains 1 to 8 ,
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8 . A nethod according to claim7 , wherein the secret
is further derived fromthe ID code. 9 . A nethod

transm tting additional infrmation concerning the
manufactured itens to the checking centre. 10. A

nmet hod according to any preceding claim wherein said
checking centre is managed by a trusted third party,

i ndependent fromthe manufacturer of the manufactured

item 11, A setbefdoRcsPrdi Nget©i ANYr preceding claim
wherein said marking i s perforned, on packagi ng of said

manuf actarPrgdartieltel 112 1denikthoti according to any
precedi ng ebaé yembesebn thentDrtede conprises at

| east one of:% g{odact#og.site identifier; a
product i drPTYARCT denti et a ¢0%e generator

i dentifieimeaipfodmetiodentifier; and tine
information. 13. A nmethod according to any precedi ng

claim conprising encrypting the ID code. 14. A nethod
of anyl®f thd peebedi aAgceraing, tanarei Areardindefi#sma

Ci g3hstigiRgckneryBLEhgatrbt epcasgen. 15. A
manufactured item marked by the nethod according to
any preceding claim 16. A nethod of authenticating an

i tem nmag ked acgetHbdgotoahheofrethodpoécaayngf cthamap 1
RSO hathagi el 2050 L1400 LPE BLORCE! D e0ge:Lece

carton.

15. A manufactured item marked by the method

according to any preceding claim.

16. A method of authenticating an item marked
according to the method of any of claims 1 to 14
comprising:

transmitting the signed ID code to the checking

centre; and

authenticating the signed ID code at the checking

centre.

17. A method according to claim 16, comprising:

marking on each manufactured item part of the

information contained in the ID codefor that item;

verifying the consistency of information with

processed information retransmitted by the checking

centre.

conpri si NgCT/IB2005/003103

and
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aut henticating the signed I D code at the checking
centre. 17. A nethod according to claim 16,

the informati on contained i the ID codefor that item
and verifying the consistency of information wth
processed information retransmtted by the checking
centre .18. A nethod according to claim 16, conprising
retransmtting additional information related to the
transgléted.AQHggﬁgdbgc&8§d£ﬁ§Cgén@l&ﬁﬂtig d8mpAising
met hod according to any of clains 16:18 risi g
def@Er 3£l bhed q@)db%a%%a%atl%%ﬂ&%%%l n@e%%h%ﬁi eto Bhe
A gheekhiocsentnecb@e Byt bieat bsatkigg ateht £81 by t he
met hod of clains 16, 17 or 18. 21. A systemfor
mar ki ng manuf actured itens conprising : a generator
for gebner ati Agnevhbécttonsdbhgsecratycoflesiaams 16-18

roductlon I|n f n riRg [ 0 .
e R e e S R I R R
genenarer for generating an I D code for each
manufactured item a digital signor, for signing the
ID codes with a secret derived fromthe secret codes

a data?@ransﬁ1FF@?klﬁarCFP5ﬁ§nf?Flﬁ@tFﬁEt§€éFéPgt6n item by

chegkihgreeat b€, candma may key ber 18arking each
manufactured itemwith the signed ID code. 22. A

system according to claim21, wherein said
21. A system for marking manufactured items

comprising
a generator for generating collections of secret

codes;

a production line for manufacturing the items to be

marked, the production line comprising:
a code generator for generating an ID code
for each manufactured item;
a digital signor, for signing the ID codes

with a secret derived from the secret codes;

a data transmitter, for transmitting the

secret to a checking centre; and

a marker for marking each manufactured item with the

signed ID code.

22. A system according to claim 21, wherein said

marker comprises a printer or a laser device.

23. A system according to claim 21 or 22, wherein

the production line is arranged for the production of

tobacco products.



mar ker conprises a printer or a |aser device. 23. A
system according to claim?21 or 22, wherein the

wonrowssilon |ine is arranged for the producti oRCDB2005/003103
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tobacco products.24. A systa@m according to claim 21

22 or 23, wherein the generator conprises a data
recorder, for recording the collection of secret codes
on a non volatile data support. 25. A system according
to any of clainms 21-24, wherein the checking centre

conprisges am ifyardace ofgacsent i it Hexd1 Oro NUEri e,

queries froma network and for transmtting answers
vidhe TRl methRrden eI t ot s§ANRM $RE ot didg tF ofr for

cl @ dr 2ind 00125, coEs €t 7ot hef generet otodes genermdnng
collectjons of secret codes is a salt generator. 27. A

syQ@ e WS HPANY of clains 21 to 26, wherein

the production |ine 101 conprises a sensor to detect

the §?d §A9”§§s4£5°£9 or %n Atgeéﬁgdonclaims 21-24,
aut henti cating manuf act ure ?ten].c npri si ng:
gewlee ot i mgt lze coec hhrel stgnt vy cemprtvee it hnbeafareafor

S!gﬁéé#{fnyvi EHiD @ CodRe BERELRL Ples MBF & NG hbEwbtRMiINd for
wth t'he sig

. ned code; transn1tt|n€ the signed code to
a ehelRKnhEt ERAt2RSHIEF BIPUBME CRREYIOFK for
aut hentication; authenticating the digital signature

by the.checkj tre; i evj the signifi f
the cois at v EhTeirage EaneT er Comt s PEreRt tiFng L g 25
si ghéfétanceet genenseorover gbeepabing petheckiggs af

meg hod, AcGoRding,to glalmy2Re hgrein codes

27. A system according to any of claims 21 to 26,
wherein the production line 101 comprises a sensor to

detect the marked signed ID code.

28. A method of authenticating a manufactured item,
comprising:

generating a code and signing said code with a digital

signature within a code generator;

marking the item with the signed code;

transmitting the signed code to a checking centre over

a public network for authentication;

authenticating the digital signature by the checking

centre;

retrieving the significance of the code at the

checking centre; and

transmitting the significance to a user over the

public network.



generated by the code generator are not stored. 30. A
nmet hod according to claim28 or 29, wherein the code

woO0miogsied Wi th a secret shared by the code gereTaBmns/003103
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and the checking centre. 326 A nethod according to

clainms 30, wherein the secret is extracted froma

coll ection of secret codes shared by the code

generator and the checking centre and is nodified

during operation of the code generator. 32. A nethod
accordjdqg t o ¢} iR B0 Koddindhes ek 1a SR 2 sefti@tei’ codes
different for each manufactured item 33. ﬁknethod of
CORRROFIFY RRLRR| GRS FERRFRF ATt TR d?Pt ePE°HaT ked
according to the nethod of any of clainms 1-14,

conprising: gathering manufacturing. volu [ nf j .
at théiihec |rﬁfﬁhﬁﬁr%gc%ﬁ%l%?oé?d?%%l?hgg S0 25 Bih8Pein
metiué achdks | hy vodneed witloramséonet oshansérby 3ghe Acode

nme r di ' , in the

rra%%?a]é u§?n%ﬁ@g‘f%€re8$% %%ﬁgt?%\ﬁng%g' obt ai ned fromID
codes transmtted to the checking centre. 35. A nethod

of tragking Anpiteey NBEKEEI8660L81 BUalRst Be, Mehbodiaf the
any of clainms 1-14 conpri sing: i;ansnitti g the ﬁi ngd
IEﬁ%@ﬁ%ttbstﬁétEﬁ%Eﬁﬂggrﬁgn?r%? BERLALi 2ht FRGEEhetC9es

si grgded D>gobRe byotibegehecktog srdt tke checking centre and

g R tog asatree
hes TP abiiet o 47 i PSR AL bR AP Eok b HEPPEEEPE m

34, wherein the tracking information is obtained from

the | Dggodeszf\glfgeﬁﬁgaf aeLyLadnLt eFB iLaASAbt 58310 (herein

checki hg’ cen ,
said secret is different for each manufactured item.

33. A method of controlling the volume of
manufactured items marked according to the method of any
of claims 1-14, comprising:

gathering manufacturing volume information at the

checking centre; and

providing the manufacturing volume information to a

user.

34. A method according to claim 33, wherein the
manufacturing volume information is obtained from ID

codes transmitted to the checking centre.

35. A method of tracking an item marked according
to the method of any of claims 1-14 comprising:
transmitting the signed ID code to the checking

centre;
authenticating the signed ID code by the checking

centre; and



37. A nethod according to any of clains 32-35,
conprising identifying the user. 38. A nethod

weaecewrodsng to any of clains 33 to 37, conprisi RgTABED®M3103
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of denying information to wers not belonging to a
predefined group of privileged users. 39. A nethod of
aut henti cating manufactured itens, conprising marking
the items by: providing a plurality of secret codes to
a checking centre and to a production line for the

manuf agtuhadmi t@ABy g8RekabicREngn ihPoenedeibar reaelted to the
manuf actured item "digitally signing each I D code by

nmeans 18f Ce%§eEPef HEFFved fromthe plurality of secret
codes and known to the checking centre; and marKking

each ufacfured itemw th, said signe C : d

autheﬁ? tat i dn%gﬂ% u?%%?ﬁ?%%gi?%n?o%lﬁe%%%s?g%§efﬁ the
vatiaeking theosestionalstbletaheedi hgomehbeelD4godas of
VR &'Pféé?{u?é'&hfﬁ%ﬂng £0ds U act yrefei BBk ing centre.

nprising: a system mar ki ng manufactured itens
conprising: a generator for generating collections of

secretygodesi anPrREYCLESPrling £6r anpnufagl dinpg3Lhes,
items to be marked roduction l1ne conprising: a

0 I . , the p
coBeNgERerBY of AEBF L §B¥REP at PRGUSATI D code for each
manuf actured item a digital signor, for signing the

I D cod with a cret derived fro he.s codes;
a dataggransgi??gﬁ?df%FCPF%ﬁgﬁi%?i%%§t§£ gg%?@? ?g go 37
cheokpngstegt eestapdof denying information to users not

belonging to a predefined group of privileged users.

39. A method of authenticating manufactured items,
comprising marking the items by:
providing a plurality of secret codes to a checking
centre and to a production line for the
manufactured items;
generating an ID code for each manufactured item;
digitally signing each ID code by means of a secret
derived from the plurality of secret codes and known
to the checking centre; and
marking each manufactured item with said signed ID
code; and authenticating a manufactured item on
request by validating the secret at the checking

centre.

40. A system for authenticating manufactured items,
comprising: a system for marking manufactured items
comprising:

a generator for generating collections of secret

codes;



a marker for marking each manufactured itemwth the
signed I D code; the authentication system further
woaoprissiimg a checking centre for authenticati RgTAB2005/003103

manuf actured item on reques® by validating the secret.
41.

a production line for manufacturing the items to be
marked, the production line comprising:
a code generator for generating an ID code
for each manufactured item;
5 a digital signor, for signing the ID codes
with a secret derived from the secret codes;
a data transmitter, for transmitting the
secret to a checking centre; and
a marker for marking each manufactured item with the
10 signed ID code; the authentication system further
comprising a checking centre for authenticating a
manufactured item on request by validating the
secret.

15

41.



