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according to the present invention - relates to a key nmanagenent systen1'“

whi ch manages eys ' for use in encryption or decryption. Back
10I'n general, keys.thay be needed, for exanple, for encryptio ’ II ﬂmu

and signature in the use of services of varnious_ systens_ ngyL§§§g<

'Heretofore, the keys for use in various systens have been ind i
managed in the respective systens. 15In contrast, a nethod tham“mu,wmmwml
recently been drawi ng attention putsstgget iep and mwamages the

in various systens by one key nanagenent server .-device (keY, mansgeaent

device) and. :acquires the keys fromthe key nanagenent server device as
requi red, 20Product devel opnment or.specification-formulation for such an

arrangenent has been iTiplegeesinventionAcKsYdMAYAGEMENTs SYREEMmnagenent
server device, the keys managed in the, key managenent server device. are
distributed to, fOr.exanple, clients (devices), and 25the Cients can Use

Services O the system by using the keys.' lKﬁg ggnagenent in the
arrangenment that uses the encryh??ﬁ%néFF Se®keys :with a key

 (master -key) of An embodiment according to the present invention

relates to ‘a key management system which manages keys
for use in encryption or decryption.
Background Art

10 In general, keys may be needed, for example, for
encryption, decryption, and'signature in the use of
services of various systems (devices). Heretofore, the
keys for use iﬁ various systems have been independently
managed in the respective systems.

15 In contrast, a method that has recently been
drawing attention puts together and manages the keys
for use in various systems by one key'management server
device (key management device) and acquires the keys
from the key management server device as required.

20 Product development or specification formulation for
such an arrangement has been in progress.

According to this key management server device,
the keys managed in the key management server device
are distributed to, for example, clients (devices), and

25 the clients can use services of the system by using the
keys.

Key management in the arrangement that uses the



-. t he key 'managenent server devi cet he mast er key i for exanpl e, key
( comon key)...incOmon' key...; encryption, .;Thus, eyen.if.the
systenlsecretlceys _ Managed in the key.Nhnagenent'setver devi ce have out,
t he system secret keys can be protected because these system secret keys
areencrYpted:' case,.if,a key is-requeSted by a client,: - the.k vy
managenent server device tenporarily decrypts .

:-10t he' sySt em secr et keyunder the encryption nanagenent

. ..1 with the-maSter.key of the -key managenent server ,

devi ceencrypt stkeg decyjeivedtsysieMsetretckeyd adistribute etlln:eykeys to

t he-deScri bed above, ancireturns the key to 15secret' | ceyreturned from
t he key Managemiet cdeewndrs devidees asildebdrétted abovesespdide ablaws securer
distribution of the systemsecret key to Ctation List. .. , Patent
Literature , request for a key (for example, a secret key) for use
in the system from the client, the key management
5 server device‘encrypts, for éxample, the requested
secret key (hereinafter referred to as a system secret
key) for use in the system for the client, and returns,
to the client, the encrypted system secret key included
in a response to the request. A possible way of
10 encryption for the client is, for example, encryption
based on public key encryption or encryption based on
common key encryption that uses a key generated by a
key sharing protocol.
When the encrypted system secret key is returned
15 from the key management server device, the encrypted
system secret key is decrypted at the client. As a
result, the client can use the service of the system by
using the decrypted system secret key.
In the meantime, according to the above recent
20 . specification that puts together all the keys in the
key management server device, the key management server
device manages all the system secret keys. Leakage of
the system secret keys may have an considerable
influence. Therefore, stricter key management is
25 needed in the key management server device than ever.

One possible way is to manage, in the key

management server device, the system secret keys by



1,20Y,-[Patent-Literatutej: j pn. Publication No 200. 3-87235-,
NonmPat entLiterature Non Patent Literature 1. Diffe-.Hell man Key
Agreement Method, [Online], RFC2-631, 'search on 25: February,: 10, 2011],
Internet Khttp://ww.ietf.org/rfc/rfc26.3Ltxt> 1'_ Sumrmary of I|nvention
Technical --PrCbleth As described above, the | eakage- of data (for
exanpl e, the*systensedret keys and the masBer key) in , the process of
distributing the ,systemsecret : key:. to, - ._the client. thereinafter
"rreferred to as a key . .cliStributiOn process y is a problem: so that
the : processengrapdidat aliln thieise kegressitthave key (aotectieely) oherefore,
the -above key distribution 10.process needs to be -perforned under a
strictly the key management server device. The master key is,
for example, a key (common key) in common key
encryption. Thus, even if the system secret keys
5 managed in the key management server device have leaked
out, the system secret keys can be protected because
these system secret keys are encrypted.
In this case, if a key is requested by a client,
the key management server device temporarily decrypts
10 the system secret key under the encryption management
with the master key of the key management server
device, encrypts the decrypted system secret key for
the client as described above, and returns the key to
the client. The client decrypts the encrypted system
15 secret key returned from the key management server
device as described above. This allows securer
distribution of the system secret key to the client.
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-- protected environmentln other words, _.-the key. r-ddstributioh- prCcesS
‘Canndét b yperformecLunder an environnment that is not secure - \Wen all the

keys (for exanple, systemsecret , ' 1.5 --keys-) - are put together in the
, key managenent server: , -.. 'device there are Mre processing and
regions (regions , ,"., - --- - to manage the keys) t be protected
than | before, and ,, - key nanagenent cost4 increase proportionately.

Particularly when ,-the- master key of the key 20managenent server device
has | eaked out, all the keys (for -exanple, system-secret keys) managed in
t he key nmanagenent Server devi ceSvamaby ddcldypeadion . Therefore, ..the

mast er key needs: . be strictly protected - by the-. use of, for _exanple, a
secret 'sharingetbohnadu€roblampasswor d- based encryPtiCh nethod :

However, the strict protection of the master . deV|ce . is thus

obvi ous that the pr@@e@@ﬁ&ﬁ#@?ﬁo&qgﬁﬁf|E@?ﬁﬁ%§%ﬂﬁﬁﬂ?@ﬁﬁ%&?hégoﬁ gr eat er

i nfl uenceon the .
example, ‘the system secret keys and the master key) 1in

5 the process of distributing the system secret key to
the client (hereinafter referred to as a key
distribﬁtion process) is a problem, so that the
processing and data in this process have to be strictly
protected. Therefore, the above key distribution

10 process needs to be performed under a strictly
protected environment. In other words, the key
distribution process cannot be performed under an
environment that is not secure.

When all the keys (for example, system secret

15 keys) are put together in the key management server
device, there are more processing and regions (regions
to manage the keys) to be protected than before, and
key management costs increase proportionately.

Particularly when the master key of the key

20 manégement server device has leaked out, all the keys
(for example, system secret keys) managed in the key
management server device can be decrypted. Therefore,
the master key needs to be strictly protected by the
use of, for example, a secret sharing technique or a

25 _password—based encryption method.

However, the strict protection of the master key

has to be performed on the key management server



. running cost of the key nmanagenment server deVice. It is therefore an

‘obj e¢t of the preSent invention provi de a. key manageMent system capabl e
of securely nmanagi ng keys even Under an ,environnment that is not

According to an enbodinment, there is provided a - 10key managenent system
VWhi ch conprises a-naster. key managenent device having first storage neans
for storing a first.secret-k y, and a, key ranagenent server - devi ce having
Second- st orage. neans' for stbring.a second ' Secret key which is encrypted
with a first public key 15which is paired Wth the first secret key: :The

. Master key nadagément deviieethmsl obed aus tévdr itd dir K igeriematiind means
for generating, by using. the first secret key stored in the first
storage' illeahbatahd morhi caMpdbIcR ereya sy & SHERTSHtin U FustY B8

ta re-encryPt-the second secret ke¥ which is stored i ..({he second Storage
meanSTand whi cRUPBiBgcF9pte@inwitR; key management senjed (GSGCSyyplic key to

a second secret. )key encrypted with the third lic kfey., . The key
nanagenent-Server-dé%i&é Fﬁ@Fﬁ &&e f§ré%@ﬁﬁ§n?#§£hﬁ;3?)5%%§xﬁQﬂ?ﬁf%?%
generated ,r epcrypti key,fr,0 er, Jrenagenent, devd 66 ) | e.

t he Master keypﬁaégaggéﬁtgdés&cghgggfg%%% fgéﬁ% nagenéht servé%ﬁ%evice
are ponneCted'mggégﬁﬁg'Q%ggrevéﬂduheb&da%t%&%ﬁ%dﬁ%@ﬁ%fﬂﬂéﬁﬂﬂg'ﬂﬁtthe
received re-'encryption y. The master key managenent device and the
key management gsgfvefy0g¥hggeare disconnected after the reencryption. key.is
stored in the third s?orage means.

Solution to Problem
According to an embodiment, there is provided a
10 key management system which comprises a master key
management device having first storage means for
storing a first secret key, and a key management server
device having second storage means for storing a second
secret key which is encrypted with a first public key
15 which is paired with the first secret key.

The master key management device includes re-
encryption key generation means for generating, by
using the first secret key stored in the first storage
means and a third public key, a re-encryption key used

20 to re-encrypt the second secret key which is stored in
the second storage means and which is encrypted with
the first public key to a second secret key encrypted
with the third public key.

The key management server device includes

25 reception means for receiving the generated re-
encryption key from the master key management device

while the master key management device and the key



Brief Description of Draw ngs. FIG 1 is a block diagram show ng
‘the ¢conficjurati On of a key managenent system according to 10an enbodi nent;
FIG2 is -a block diagram Mai nly showi ng -functional configuration of a

public' key/ secret key generation device 10 shown in FIG 1; . FIG 3 is a
bl ock di agram mainly show ng -a 15functional configuration of a naster key
managenent - device 20 shown in FIG 1, 6 FIG 4 is a black diagram

mai nly showi ng a functional configuration of. a systemdevice 30 shown in
FIG 1; 20 .FIG 5 is a block diagram mainly showi ng a functi onal
confi guration gknagkeynraragerenidesdoeera meviamelit eshovm éachrl G hdr,
FIG 6 is a block diagram nainly show ng functional configuration of a
client device 58dshoimd sto2BlleGmebns for stRIMGng the areemicedd uzg - di agram
illustrating a re-encryption technique for use in the key managenent
syst em acdodi ngntoyphéoneeadi nent;, FIG 8 is a flowchart show ng
"''""a-pzroces,sing , procedure in the :key :nmanagenent Sé'y?t em according to
the enbodinent is aTS€qU@stEohEt WHRAFRENE L9 s hgtRe pfStedure in a
key setup process; FIG 10 is a sequence chart scgo i.n [ocessi ng
procedure- am MeRAGGREEM SEEVEC K&V *&& (" |54:llosccé3 giecte Ia\é’\ét%%}?es Ige
sequence, charf showing a,proGessing.q RLeGedUns iy ad&fNeryntion key
-setup process,engﬁéfgtll%n ,k%i}Zg?’s%g%seequer?ce char tl-IQjShovm nagkpa processi ng
Brief Description of Drawings
FIG. 1 is a block diagram showing the
configuration of a key management system according to
10 an embodiment;
FIG. 2 is a block diagram mainly showing a
functional configuration of a public key/secret key
geheration device 10 shown in FIG. 1;
FIG. 3 is a block diagram mainly showing a
15 functional configuration of a master key management
device 20 shown in FIG. 1;
FIG. 4 is a block diagram mainly showing a
functional configuration of a system device 30 shown in
FIG. 1;
20 FIG. 5 is a block diagram mainly showing a
functional configuration of a key management server
device 40 shown in FIG. 1;
FIG. 6 is a block diagram mainly showing a
functional configuration of a client device 50 shown in
25 FIG. 1;

FIG. 7 is a conceptual diagram illustrating a re-

encryption technique for use in the key management



l p(ocedure i nkey distribution process -.. Description of Enbodi nent -
Hereinafter, an enbodinent will be described Wth 15--reference to the
drawings. _FIG 1 is a block diagramshowing the . configuration of a key
managenent : system accept-ding to the presentetbodi nent : The key nmanagenent
-rsystem ., conprises a public key/secret key _generation. device 10, a-;
mast er;: key ritanagenent device 20, a:-Plurtality of , systeTrLdeides 30, a
k y, managenent server crevice 40, and a. plurality of client devices=50ln
FIG: 1, one , System device -30 and one client device 50 areOnly shown

for conveni enceystha 'acdeyindhanagere emsysimem@acdordirig to the present
enbodi nent = has a function to manage a key-2, (key used in the system

de- Vi ce 30) necessamyd.org ﬂéuatﬁﬂewnhart show1ngserqume$ﬁtwwded by the
SysteM deVfce. 30 when: this k 'is distributed to the client device 50. As
shown i nFI G 1prbhedpus iin kéy Seyr srnegempatersts tam daterd iy thethRst er
key managenent device 20, the system devices 30, the key nanageneht, server
., , device 4@mb@ddmﬁﬁé?client devices 50 are.connected to one another

via, for -exanple, a-network 60. As will he
5 FIG. 9 is a sequence Thart showing a processing

procedure in a key setup process;

FIG. 10 is a sequence chart showing a processing
procedure in a system secret key setup process;

FIG. 11 is a sequence chart showing a processing

- 10 procedure in a re-encryption key setup process; and
FIG. 12 is a sequence chart showing a processing
procedure in a key distribution process.
Description of Embodiment
Hereinafter, an embodiment will be described with
15 reference to the drawings.

FIG. 1 is a block diagram showing the
configuration of a key management system according to
the present embodiment. The key management system
comprises a public key/secret key generation device 10,

20 a master key management device 20, a plurality of
system devices 30, a key management server deviee 40,
and a plurality of client devices 50. In FIG. 1, one
system device 30 and one client device 50 are only
shown for convenience.

25 The key management system according to the present
embodiment has a function to manage a key (key used in

the system device 30) necessary for the use of a



_descgibed | ater, the key managenent system accordi ngto
"t he' presentenbQdi nent is tonfigured.-sotht the master . key Managenent

device 20 is disconnectable' -frdmthe- _ network 60.. These devices ard
described below.- ' The public .key/secret key generation device 10, the
master key Managenent device 20, the system devices - the key nmanagenent
server. device. AOi.-.and the client devi8es .56 are -obtained as hardware

configurations to enable the functions' of-.the:respedti Ve.. devices or as.'
- conbi national configurations of hardware and softwareThe software is

i nstal l'ed fromsaSticreage ovediddmiry ahe ' swed vem kdéwni@evadcehenabdisckapri ses
a programthat-:caUse8- each -device. to enable- its function. -. FIG
2-1S a bl ock diisgrHmtEibitedSHewitige dldent odeivieon$? gurati on of the
public-key/secret 'key generation device.'10 shown in FIG 1 . The
public- key/secret Key dt @5 I nctReBual E6nhehi SaEFSh tRYt 11, a
parathete.rTs.toracje -unit-12, a public key/secret kexa(generati on.larift

“temporary. daggnefetdge® Gevirce 14, ditP 4" oHEY ofeyinranadement dayics 50

The mastei _public key-andthe st.er s et,.key, generated by, t lic
key/ aecret: k y<Jen iS&F Lo {‘Ti%vfscefr gfds’en‘ih? ok‘%%emarr%as?%r?egt be- b

keyJnanagement deyige 20 by COIUNI AL OUR de 11 ¢ 2AL cspansecty the key .

generation req om’t he-- ey; managenent devic ew aetlie

client public key and.the ¢liient Secretykay, ?&@%tﬂ&&f’k byo theapupli€ pe
key/ secret; key generation unit 13 are-8 ent'to the client device 50 ,.,
-10by coMmni calls@igRid 1ottty ,a%Hd neRapastaddnde k@¥tem according to
the present embodiment is configured so that the master
10 key management device 20 is discénnectable from the
network 60. These devices are described below.
The public key/secret key generation device 10,
the master key management device 20, the system devices
30, the key management server device 40, and the client
15 devices 50 are obtained as hardware configurations to
enable the functions of the respective devices, or as
combinational configurations of hardware and software.
The software is installed from a storage medium or a
network in advance, and comprises a program that causes
20 each device to enable its function.
FIG. 2 is a block diagram mainly showing a
functional configuration of the public key/secret key
generation device 10 shown in FIG. 1.
The public key/secret key generation device 10
25 includes a communication unit 11, a parameter storage
unit 12, a public key/secret key generation unit 13, a

temporary data storage unit 14, and a control unit 15.



e generation request fromthe client: device 50 The tenporary
datatoragetunit:.14.ds a' functional. ... .. unitfor tenporarilystoting,

‘for exanple,.. data ,received fromother 'devices aa.needed: The control
unit 15is a funCtional-unit'for controlling processing inthepublic

key/ secret key .generation device 10 including proCessing conmunication
unit 11. And the public key/secret 'key. géneration unit. 13, 203

i s..abiock diagranf mainly showi ng a functional configuration of the

- mast er key managenent device 20 shown in FIG - The master key managenent
device 20 includes &omamigutciain omiinil1l2ls a funobstealsesiet fkey storage
Unit , 25 *223.-a tenporary data storage unit 23, a .re-encryption key
generation uni cotthundmdtdeontwicl tirg tnepByqrk 60. Communication unit

11 receives key generation requests from the master key
ménagement device 20 and the client devices 50. The

5 key generation request requests the generation of a
public key for encrypﬁing various kinds of data and a
secret key (secret key paired with the public key) for
decrypting the data encrypted with the public key.

A parameter (key generation parameter) for

10 generating the public key and the secret key are stored
in the parameter storage unit 12 in advance.

The p%?lic key/secret key generation unit 13
generates (pair of) a public key and a secret key in
responsevto the key generation request received by

15 communication unit 11. Here, the public key/secret key
generation unit 13 uses the parameter stored in the
parameter storage unit 12 to generate the public key
and the secret key.

In the following explanation, the public key and

20 the secret key generated in response to the key
generation request from the master key management
device 20 are referred to as a master public key and a
master secret key of the master key management device
20. Likewise, the public key and the secret key

25 generated in response to the key generation request
from each of the client devices 50 are referred to as a

client public key and a client secret key of the client



. Communi cation unit-21 is afunctional. unit for :conmuni cating via the
‘network 60. Conmunication unit 21, receives the maSter public key and the
master secret key of the master key managenent device 20 .public key and
secret key) sent by; for exanple, the .public key/secret key generation
device' 10 ,(communication Unit 11 included therein). COmunication unit
21 sends a public key request to the cliélt device 50, and receives the
public key of the client device 50 as a response to the public key

. 10r equest . - A. master secret key (first secret key) which-iS the
secret key of theinastér. key managenent device 20. received by

communi cation unit 2.1 is-stored in the Master secret key storage unit 22-
A Master public keyThs mafsitregt muliicc Kesy)anhitdie iRl pietfet kikgy of t he
mast er key, managenent device 20 received by comunication unit 21 is open
to the public, 9anerpEeAaRAgERS PO 16x X/ G4 Tt He YT K\ Thelfagement
device 20. 20:.The tenporary data storage unit 23 is functio -unit for
tenporariIystoﬂ?n@?eféﬁnéxéﬁngﬁ §aciSre 3@@@9ﬁ%ﬁﬂei% e A

needed. For exagﬁhﬁpég%ggﬁghhsg éggbggcakee<a5&g%§é%i§gg]gsyice 50

recei ved® by cb i STstore N the 1enporary 25data

storage unit 23....,{08," eoENELYPELQR Key g%%%gyi%gyjﬁﬁ{geﬁghgenerates

re-encrypti On Kéy by using the nmaster secret key o e master key

menagenent, deyige-£0,8t or ediknikhe tRRSAN SRCHRI 1KY Kelyorage d t -22 and
the client.-.publi. ,key (the public key of the client . device .50

storeel :in thecleaperaeyrdat aeyt geageatieidt by 23e) pafbltike kdyi/rdcret devi ce
50 received by 'comunication unit 21. ,Thi Sre,-- encryption key is a key
used to re-enckyptgérensetbh; uhhe dat arencieypt ed tha tdi-iertheleptild G0 key .
of the master- key .nmanagenent device Hi nto data encrypted 'Wth- ithe
public kdy of bhecohmenicdevboeunis0lll asoeherespongs, tb0 tihee key
re-encryption key is a key for re-encrypting the data ciecryptable with the
mast er secret deyep&tipe Fequest from the client device 50 '

The temporary data storage unit 14 is a functional
unit for temporar?ly storing, for example, data
received from other devices as needed.

15 The control unit 15 is a functional unit for
controlling processing in the public key/secret key
generation device 10 including processing in
communication unit 11 and the public key/secret key
generation unit 13.

20 FIG. 3 is a block diagram mainly showing a
functional configuration of the master key management
device 20 shown in FIG. 1.

The master key management device 20 includes a
communication unit 21, a master secret key storage unit

25 22, a temporary data storage unit 23, a re-encryption
key generation unit 24, and a control unit 25.

Communication unit 21 is a functional unit for



- master- key managenent- device 20 into datadeCryptable: - with the Cient

‘secret key : of the dient. device.:50.- The .re-encryption
'~ .key generated by the re-.. 15:,-ericryPtion, key; generation unit' 24
is sent to the xoy- ;.Managenent server device z10. by conmuni cation unit
21. ,y , The -.control unit 25 isfunctional unit for , -- _ controlling-
"processing in the nmaster key managenent 11 ... -device 20: including
processing in communication unit. 21 - _- 20-and the ,re-encryption :key
generation unit, 24. - FIG.is a block.diagrammainly_i showing .,.....
functional - coabimgunalda@ing vifa tthe systwrpk dEvi cecodturshoainiom uFH G . -
].-: . Each of'the 'System -devices 30. that ,.,-7,- .--

.consti.tute, therecekvesmahe mgjseérenpuhiSterkeyC.arthSshe fuagté bnse¢ret - -

B key of the master key management device 20 (i.e., its
public key and secret key) sent by, for example, the

5 public key/secret key generation device 10
(communicatibn unit 11 included therein).
Communication unit 21 sends a public key request to the
client device 50, and receives the public key of the

client device 50 as a response to the public key

10 request.

A master secret key (first secret key) which is
the secret‘key of the master key management device 20
received by communication unit 21 is stored in the
master secret key storage unit 22. A master public key

15 (fifét public key) which is the public key of the
master key management device 20 received by
communication unit 21 is open to the public, and is
managed, for example, in the mastér key management
device 20.

20 The temporary data storage unit 23 is a functional
unit for temporarily storing, for example, data
received from other devices as needed. For example,
the client public key of the client device 50 received
by communication unit 21 is stored in the temporary

25 data storage unit 23.

The re-encryption key generation unit 24 generates

a re-encryption key by using the master secret key of



configuration ....Sim.lar tothat . in:,:FIG....-7:":f -4-..
- X X The system device 30 - includes

a commnlcatlon unit .., : . -. ' 31, a systemsecret ke5.7.2.-S

torage unit 32, a- tel\/porS|y data storage unit 33a'system searet key
-encryption unit 34, and a control unit Conmmunication unit 31 is a.
functional. unit for - .... comunicatingiathe network '60.

‘Communi cation unit 31 sends, for exanple, a master public key request to _
t he -master key managenent device 20. The naster public key request requests

the master publdhe kewtefr tdes masimMécey . danagenent s deded ei 20tBemuni cat i on
unit 31 32 ds'a key. necessary. for the use of a service provided by

t he. sySt eM devimaeted sBuerelyHdegmstorajd herita 32cared ey cbjeanti pgbpiublic
key encryption or .a secret key regarding comon key encr&/ption, or may
otherwi se be cdwrfi dems @ubligatkey, OF drhexahpgrt device 50 stored in

the temporary data storage unit 23) of the client
5 device 50 received by communication unit 21. This re-

encryption key is a key used to re-encrypt (convert)
the data encrypted with the public key of the master
key management device 20 into data encrypted with the
public key of the client device 50. In other words,

10 the re-encryption key is a key for re-encrypting the
data decryptable with the master secret key of the
master key management device 20 into data decryptable
with the client secret key of the client device 50.

The re-encryption key generated by the re-

15 encryption key generation unit 24 is sent to the key
management server device 40 by communication unit 21.

The control unit 25'is a functional unit for
controlling processing in the master key management
device 20 including processing in communication unit 21

20 and the re-encryption key generation unit 24.

FIG. 4 is a block diagram mainly showing a
functional configuration of the system device 30 shown
in FIG. 1. Each of the system devices 30 that
constitute the key management system has a functional

25 configuration similar to that in FIG. 4.
The system device 30 includes a communication unit

31, a system secret key storage unit 32, a temporary



password) necessary.for..the uSe of a...serVice. ,
'The. t enporarydata storage unit 33 is a functlonal un|t for tenporarily
storing, for exanple,. data - received fromotherdeVices as 1-1leecied. For,
exanPl the naster publ i c key.of the "Master 'key nmanagenent device 20
recei vedJoy- cOmuhication unit 31 is stored inthe teptitaty data storage
unit. 3 The:'systemsedret'key encryption-thitH34 uses the c-.1(ey of
t he master key nanagenent device 20 stored in : . the tenporary data
storage unit 33) .:to.-.-en'crypt the , systemsecret key of the
systeri C, dei cOdatter sdoimagehainit St entact etk eSS SISk AgRY LAREL 82F10Thesy st em
secret -key O the system devi ce-3Vencrypt edbyt he' system - the key _
Jri anagenent s@P#ér3dev@@€-@060q£FQﬁnﬁﬁﬁﬁ(§§1on - The
obritrol unit 35 |s a functi-onal unit {or 15c trollin ptoc fl ng, t he

n

“syst em devi ce 30, : COMTURAGHH I pHbdess Wﬁ%ﬁ?r&% ?T31. and

the SySten]SeC%%hu%?%a%n%rthlO%hé“Héé%%rk 60. Communication unit

5 31 sends, for example, a master public key request to
the master key management device 20. The master public
key request requests the master public key of the
master key management device 20. Communication unit 31
receives the master public key of the master key

10 management device 20 from the master key management
device 20 as a response to the master public key
request sent to the master key management device 20.

A system secret key which is a secret key of the
system device 30 (i.e., its secret key) is stored in

15 the system secret key storage unit 32. The system
secret key stored in the system secret key storage unit
32 is a key necessary for the use of a service provided
by the system device 30. The system secret key may be
either a secret key regarding public key encryption or

20 a secret key regarding common key encryption, or may
otherwise be confidential data (for example, a
password) necessary for the use of a service.

The temporary data storage unit 33 is a functional
unit for temporarily storing, for example, data

25 received from other devices as needed. For example,
the master public key of the master.key management

device 20 received by communication unit 31 is stored



FIG5 .a block diagrammainly 1-1:o0-wing., a, functional configuration of
‘the key managenent evr.Ver.' - _deviCe...40-Show in FIG, her key
Man' agenent : server device, 40_i ncl udes comruni cation unit 41, a: MaStei
encryption systenr secret key storage unit 42, 'a re-encryption key
:Storage: :, .Unit A ,:a.,-reTencryption unit 44, and :a control dnit. .25
- Communication unit yll is a functional ddit for .- conmmunicatingVia-the_
net wor k 60 41 receives a nmaster encryption system'secret key which..

_.. Is the systemsecret key O'the-systemdevice. 30. , encrypted with the
public key of maat ehekeympo ramyagatents teeVigee 20, tsedt. by t he syst em devi ce
30. (comunication wunit 31 inclUded therein). Conmunication unit 41

recei ves the re-enciygt isystegy ssente thykevheenmstadyl &eywehadfengsts de ce 2
(communi cation unit 21 included therein) A system secret key
(second secr et mgeypropubhé c1iEysPEémtdey s 130 &fet VIRTERPSHIH t3 Il i ¢ key

of the master, key managenent device 20 .s Staqred.in the master encryPtion
system secret RByTSEELHEE, BAi COATFFRE CALIOM U itdn K&F ™ Yr éJdﬂ?%rgq he

e . i . ]
© encrygtlon §§¥ o%tgkgggagggE ﬁ%y management device 20 stored in

the temporary data storage unit 33) to encrypt the
system secret key of the system device 30 stored in the
system secret key storage unit 32. The system secret
key of the system device 30 encrypted by the system
10 ‘secret key encryption unit 34 with the master public
key of the master key management device 20 is sent to
the key management server device 40 by communication
unit 31.
The control unit 35 is a functional unit for
15 controlling processing in the system device 30
including processing in communication unit 31 and the
system secret key encryption unit 34.

FIG. 5 is a block diagram mainly showiﬂg a

functional configurétion of the key management server
20 device 40 shown in FIG. 1.

The key management server device 40 includes a
communication unit 41, a master encryption system
secret key storage unit 42, a re-encryption key storage
unit 43, a re-encryption unit 44, and-a control unit

25 45.
Communication unit 41 is a functional unit for

communicating via the network 60. Communication unit



15. The re-encryption unit 44 Uses the re-encryption .:4 -k y stored in
‘there-encryption key storage unit 43 to .re-encrypt the master encryption
system secret key - - .stored in the master encryption system secret keY.
storage unit 42 (1,0:i' the secret key of the system -

devi ce-' 30-enorypted, Wth:the public key of the master' key nmanagenent
device 20) to the system secret key of . tibe system device 30 encrypted
with a-client,-"public key (third public key)the client device 50, thereby
generating a client encryption systeml secret key- That is,' the system
secret key of yhe rsystiemsdevineetd3d reeencpmpied: bystdre sedescrieyionichi t 44
can be decrypted by the use O the client Secret.k y,of the client's - .
16 device 50. is the BHysteystsemrsacrety eyl systeysiemdeviCe 30
re-encrypted by the re-encryption unit 44 is .sent .to the client device 50
by communi cati encrypited3¥ith the ppidicortewlofurie M5t &kexinctional wunit
for controlling processing in the key managenent server device 40 including
processing i n FeMRGRIEAL Gi¢Vdser 241 Seitd Rhe -t htion emii044. FIG

.6-is a block diagram Minly shONng.a 1Q0f upctiqnal configuration of the
client ,®device (CSTFUSAGRT Y %GP”%F ! lné%ﬂé%éiéhﬁFe%ékﬁce 50 includes a
comuni cation unit' 51, .a dient .se - > Yni ]ﬁ%, orary -
data storage u Pf“m%‘é‘,lcgﬁsl%lt élﬁ}ll;teéflet%r e%teeyl escrs“ilhg%?r% élig!ugrﬁ[ t %? %ﬁ%rpa
control unit 53, hcatd ni %éﬁ%g%ﬁéH¥ndéV¥g A t
for.connunicat?ﬁageggu?h% h@%%fgr%%gg.- _nnunlcationeinit 51 receives, for
exanpl e, the Cléb%fﬁhuﬂ_‘iléla'tciolﬁe)éné'ﬂdZtIhQ‘erl'u%fétd seEtiiey of the system

device 30its .20.public key and secret' key)sent by the public
A system secret key (second secret key) of the

10 system device 30 encrypted with the public key of the
master key management device 20 is stored in the master
encryption system secret key storage unit 42. The re-
encryption key is stored in the re-encryption key
storage unit 43.

15 The re—encryption'unit 44 uses the re—encryptiqn
key stored in the re—-encryption key storage unit 43 to
re-encrypt tﬁe master encryption system secret key
stored in the master encryption system secret key
storage unit 42 (i.e., the secret‘key of the system

20 device 30 encrypted with the public key of the master
key management device 20) to the system secret key of
the system device 30 encrypted with a client public key
(third public key) of the client device 50, thereby
generating a client encryption system secret key. That

25 is, the system secret key of the system device 30 re-

encrypted by the re-encryption unit 44 can be decrypted

by the use of the client secret key of the client



key/ secret key generati On device-JO .(comMunicati On unit. 11 included
“t heréin). Comruni cation unit 51 sends a cli'ent encryption system
secret key request to the key managenent server 25device 40. The Cient
encryption system secret key request requests the System secret key of the
system devi ce 30 which 'providesthe service to2be used 'by (a .User of)
the client device 50 (a :;key. netesSaryfaréthe% uSe----O the
service).munication -unit 51. receives.; - _ fromthe k y.-Managenent
server device 40, e Client - encryption -syStem.secret.ley i4hich.is.the
-re--encrypt edgseacret skey of the sySterflLdevice 30, as a.reSponSe to _ -
the client encryption system seCret_ keyrecfuest -sent to ._the key
managenent server daHeeyiem Beret: doey ypf edhe system device 30 re-
seCret.key.ofrthe:Systetdevice.,30 is,,the--systemsecret ,--

. key, O . t hesysheMygheid be=-thellreeresropppteti an tynithed €l iwnsent pudl tle
keyof theidlient device 50- (i:e. its public. key) as described above,: The
client secret kdyeoftHeviels oft lyewiaRmuBeqtien unik Iberet key). recelved
by. Unit. 51 is stored in thecllent-"secretke¥ stprage unit 52.

15The clPent publ i c ey oMt qﬂ%(ﬂﬂ%§n4%e%?c% %@n%Bhﬂﬁﬁ c&fibn Bﬁlt 51

is.open.td the publi anthna dn the cli dev
t enpor ary dataC§P6F83élGH|Pr§§ 55186 &'k ?1 %yfqﬁn?%ﬁﬂﬁﬁ%u?? %forlng,

for example, d%eV1ce 40 including processing in communication unit 41
and the re-encryption unit 44. |
FIG. 6 is a block diagram mainly showing a
10 functional configuration of the client device 50 shown
in FIG. 1.
The client device 50 includes a communication unit
51, a client secret key storage unit 52, a temporary
data storage unit 53, a system secret key decryption
15 unit 54, and a control unit 55.
Communication unit 51 is a functional unit for
communicating via the network 60. Communication unit
51 receives, for example, the client public key and the
client secret key of thé system device 30 (i.e., 1its
20 public key and secret key) sent by the public
key/secret key generation device 10 (communicétion unit
11 included therein).
Communication unit 51 sends a client encryption
system secret key request to the key management server
25 device 40. The client encryptioh system secret key
request requests the system secret key of the system

device 30 which provides the service to be used by (a



- .received fromother devices as needed: For:..eXanple, .- _-

‘the. reencrypted, systeMsecret key of the system device , 30_réceived by
comuni cation unit 51 is stored in the , tenporary data storage unit.53.
The system :-...secretkey decryption unit 54 usesa

25Hcl i ent secret key -(third secret -key)' O the client device 50 stored
in the client secret key storage ..-52,t6 ldecrypt :the client encryption
system secret key 18 (the reencrypted setret:.k y of the SYstem device
30 :'"-stored in the tenporary data storage unit 53) which is the
re-encrypted systemoSectate; lodyi eoft, tderiSye SE@nia deey crecel3fargcovethby
comuni cation unit_ 51:. The system b5.secret 'key of the system device 30
decrypted by tlsespst dmes serotidedy: déamypinoratidn W41t sSEtoeedivast he
.tenporary data storage unit 53."' devide,-50 can use the service provided
by the system d&gidé&hgo kisy FW@%&%@Qﬂtt%ﬁi%ﬁ%ﬁ@#ﬁ%ﬁ%r%ﬁh.tm%ycb%eﬁge Syst em

deVi ce 30-decrYpted.. by the system ) ,
encryption system secret key which is the re-encrypted

5 secret key of the system device 30, as a response to
the client encryption system secret key request sent to
" the key management.sérver deviée 40. The re-encrypted
secret key of the system device 30 is the system secret
key of the system device 30 encrypted with the client
10 public key of the client device 50 (i.e., its public
key) as described above.
The client secret key of the client device 50
(i.e., its secret key) received by communication unit
51 is stored in the client secret key stofage unit 52.
15 The client public key of the client device 50 received
by communication unit 51 is open to the public, and is
managed in the client device 50.
The temporary data storage unit 53 is a storage
unit for temporarily storing, for example, data
20 received from other devices as needed. For example,
the re-encrypted system secret key of the system device
30 received by communication unit 51 is stored in the
temporary data storage unit 53.
The system secret key decryption unit 54 uses a
25 client secret key (third secret key) of the client
device 50 stored in the client secret key storage unit

52 to decrypt the client encryption system secret key



secret key decryption unit 54 (the sySterrLsecre-t key of , the system
‘devi ¢ce 30 stored in the tenpotatydata storage unit 53). , Thd control unit
55[is a ..fundtional.Unitfor controlling processing in the client device 50
i ncludi ng processing in communication unit 51 and the , system secret key

decryption unit 54. Here, the technique Used - -. t o-'the" 'present
concept of a proxy teTenQyption the keymaBagenent system according
enbodi nent .s-described Wth reference In the case desbrib, ed

here,: for convenience, confidential data:.10.0is protected by encryption,
users A- and - ptdecrypenthgptedf iséemeitalkeydatfa thEOGysthm stevice 30
the.cOnfiaential- data 100'iseribrypted bl the:useof a-public key 201 O
user A (step Sslorad aentbeypesporesyf idddmt isdlo rdaea WOF (hr eitniadh eks
public key. 201 of user i A attached to user A and is a .key to -de-crypt
t he confidentiBhedacacnogyehedysysdemi sieCrath&pusli ¢heeys YAIEDIA]IEETE A

(i.e:encrypted_confidential data 101)secret--:: k%y of g\‘ser Ais 15::secret
i nformati on, aRBpEfSBAVRA0RYhEREMERECasdONetPLit dy 26 eofs—yiﬂfseé{t' A al one

can decrgyp,t,sgggégpkgg g%nghgegggggm %%%c%ogo decrypted by the
system secret key decryption unit 54 is stored in the
temporary data storage unit 53.
The client device 50 can use the service provided
by the system device 30 by the use of the system secret
10 key of tbe system device 30 decrypted by the system
secret key decryption unit 54 (the system secret key of
the system device 30 stored in the temporary data
storage unit 53).
The control unit 55 is a functional unit for
15 controlling processing in the client device 50
including processing in communication unit 51 and the
system secret key decryption unit 54.
Here, the concept of a proxy re-encryption
technique used in fhe key management system according
20 to the present embodiment is described with reference
to FIG. 7.
In the case described here, for convenience,
confidential data 100 is protected by encryption, and
users A and B decrypt the confidential data 100.
25 First, the confidential data 100 is encrypted by
the use of a pﬁblic key 201 of user A (step Sl1l). As a

result, encrypted confidential data 100 (hereinafter



_, the re-encryption technique; re-encryption '"key 401 is generated by the
‘use of the secret key, 202 of User -:A and a public key 301'. of:.u-ser’
stepThe re-encryption key 4-0,1 is a key: to te- - encrYpt (-convert)
encrypted confidential data 101' to :encrypted confidential data 102.
Encrypted: Confidential,:-data 102,,the Confidential data 1.00 _ encrypted
with a public key 3.01 (public key attacheld to user B) of: user B: The
generation df,:the re-encryption key 4-01 'requires the perm ssion of .user
A to use the 20 secret key of-useti A Wiile .the re-entryption key 4.01

i s generated byeferredis® efs tdrersgoreet &eyf 2@2ntofaliseéatd 20d) t he public
key 301 of'userthe re7encryption: key. 401 may be 5generated by the use of
:thej odbl i ¢ kepbt2Gheof. uSdre Avimd adery erf keseB0R b$ auseplBci kerddition
to the keys 202 and. 301, Now,. encrypted:,cohfidential data 101 is ..
encrypt ed by th&tas&st e N@ﬁéh@hyﬁﬁﬁgﬁ“ke? 9 ftpC Byt th8 a result,
encrypted confidential data .101 is re.,encrypted to encrypted confidenti al

data 102.: ' EREPYpOSHtdGAF idddmt k00 datlhe P LEnNetY bed Heet ypeed Bved by

the use gf theobg%_?%pé%%E%%%nKe%ﬁgxgé§d§%’cggméﬁcrypt data by the

use of the public key 201 of user A.
Encrypted confidential data 101 can be decrypted

by the use of a secret key 202 of user A (step S2). As
a result, user A can obtain the confidential data 100.

10 The secret key 202 of user A is a key paired with the
public key 201 of user A attached to user A, and is a
key to decrypt the confidential data 100 encrypted with
the public key 201 of user A (i.e., encrypted
confidential data 101). The secret key of user A is

15 secfet information, and a person who knows the secret
key 202 of user A alone can decrypt encrypted
confidential data 101.

Here, according to the re-encryption technigue, a

re-encryption key 401 is generated by the use of the

20 secret key 202 of user A and a public key 301 of user B
(step S3). The re-encryption key 401 is a key to re-
encrypt {(convert) encrypted confidential data 101 to
encrypted confidential data 102. Encrypted
confidential data 102 is the confidential data 100

25 encryptéd with a public key 301 (public key attached to
user B) of user B. The generation of the re-encryption

key 401 requires the permission of user A to use the



confidential.data 100::cannQi be obtained), 15" The re-encrypted encrypted
confidential data 102.. (encrypted confidential data 102 obtained by the
re- encryption of of encrypted confidential data 101) can be , decrypted by
the use of the secret key .302 of user B (step S5)As a result, user B can
“obtain .20-confidential data.100. As deacri bed above,
accordingto.-the_re-encryption -techni que20f or exanple, encrypted
confidential data 101 isnot decrypted,, and :encrypted confidentialLdata 101
.. '"(the confidential data 100 encrypted with the public- 1(ey 201 of
user A) can begeéerer kelyedft asencypted - :Confidential data
1.02.:(the-Cohfidential data 100 encrypted with the public key 301 of user
B). 21 ' Her e, Wyiteoltheused-dnr et jvroxkey ed @hcrypyénarateddesct i bed,
The proxy re-encryption is a concept, regarding a public key cryptosystem
A basi ¢ nodel ftbenpsieses th@eS@Cﬁ@ﬁc&ﬁdﬂéﬂﬁkeyggéﬁéﬁaﬁi%ﬂg e rgpel bR,
decryption, re-encryption key generation, and re..-encryption. The key
.generation, tkeveAllypfi o8cTaRd the TR EYPIRIN Mt &e%i i} 42X P hose in

.general _public key. enCryption. A key generation algorithmKeyGen in the
proxy re2 10 VQEHEF?ﬁFFoH§iﬁBﬁt§S§ Seéc %3P{hﬂ%ﬁﬁ§%§]%¢§ égmﬁg%ﬁg%uts a
pair. (pk, sk) _of a public ke and a secret, key, sk.. T i

KeyGen( 1k) - 4( pR9sR) geﬁﬁegn§F§'p§:6gn O%I gorit k??nlélncyﬂkﬁlkt}togga%)r ot>s<f§/e (geys
encryption inp9P§ gﬁdp ghic key pkA of a target A .(for 15 exanple, user A
and confidential data ?p ain-text) m and outputs confidential data

(enCrYpt ed- confi denkinal @%E@»p@édeQﬁﬁﬁﬂgdgkﬁngldggh[nﬁﬂi£%IQQ%.pkA..Of user
A. That is, Enc(pkA,

encrypted by the use of the re-encryption key 401 (step

10 S4). As a result, encrypted confidential data 101 is
re-encrypted to encrypted confidential data 102.
Encrypted confidential data 101 cannot be decrypted
even by the use of the re-encryption key 401 (i.e., the
confidential data 100 cannot be obtained).

15 The re-encrypted encrypted confidential data 102
(encrypted confidential data 102 obtained by the re-
encryption of encrypted confidential data 101) can be
decrypted by the use of the secret key 302 of user B
(step S5). As a result, user B can obtain the

20 confidential data 100.

As described above, according to the re-encryption
technique, for example, encrypted confidential data 101
is not decrypted, and encrypted confidential data 10i
(the confidential data 100 encrypted with the public
25 key 201 of user A) can be re-encrypted to encrypted

confidential data 102 (the confidential data 100

encrypted with the public key 301 of user B).



A decryption algorithmDec in the proxy .re7 4 20encryption inputs a secret
‘key !skA of user A and -encrypted confidential data CA, and outputs the
confidential data m' That is, Dec(skA, CA-m A re-encryption _key
generation al gorithm ReKeyGen. in the proxy re-encryption inputs, for
exanpl e, the '25public key..pkA ofthe secret ikey skA O user A a public
key pkB. of user B, and a secret key skB &fl user B, and outputs a
re-encryption key.rkA4B. That 2 as, ReKeyen(pkA, s kA, pk, sk8)B
-.Are-encryption-al gorithm ReEnc-int heprOxy re-encryption inputs inputs a
re-encryption key rKAYB,amsymbolsencredtion Tomfpdeny i aé-endaypt GAR . asad
outputs ,.-..... confidential data (encryptedr confidential data) CB _
encrypted .w tHesheipebl-i c keyApkB of 'userB.: That is, .. ReEnc(rkA, B,
CA) - CB. The basi c nodel conprises the above-nentioned key- - enerati On
encrypti On, decrypt T88, PEEXh&Y NG Relen 1s a concept’regarding a

public key cryptosystem. A basic model comprises five

5 functions: key generation, encryption, decryption, re-
encryption key generation, and re-encryption. The key
generation, the eﬁcryption, and the decryption are
similar to those in general public key encryption.

A key generation algorithm KeyGen in the proxy re-

16 encryptioh inputs a security parameter 1X, and outputs
a pair (pk, sk) of a public key pk and a secret key sk.
That is, KeyGen(1X)-(pk, sk).

An encryption algorithm Enc in the proxy re-
encryption inputs a public key pkp of a target A (for

15 example, user A) and confidential data (plaintext) m,
and outputs confidential data (encrypted confidential
data) Cp encrypted with the public key pkp of user A.
That is, Enc(pka, m)-Cp. '

A decryption algorithm Dec in the proxy re-

20 encryption inputs a secret key skp of user A and
encrypted confidential data Cp, and outputs the
confidential data m. That is/ Dec(skA, Cp)-m.

A re-—-encryption key generation algorithm ReKeyGen
in the proxy re-encryption inputs, for example, the

25 public key pka of user A, the secret key skp of user A,
a public key pkp of user B, and a secret key skp of

user B, and outputs a re-encryption key rkp,g. That



_ , 10Lgeneration and re-enOrypti On. EoweVer, :depending on nethods to be

i npl émented, the input to th::functoia- : .,.rtiay be differehtor functions
or keys. other than those _ -nentioned abbve nmay be included . A
specific exanple is a nodel called non-interactive that does ..not' Theed
skB for the input of re-encryption key 'generation_al-gorithm, Another
-Model called unidirectional is capable of22 re-encryption from
encryptecf.cOnfidential- data CA. to encrpt6'd 6brifiden-Eial data_ CB by
the use:of :the re- 20. encryption key'rkA"B,.but'i Sre-encryption -- from
encrypt ecLconf iidgntReMe yGadal@k (B dlqy ety pt=kiy) eokhiigenti al data CAThere-

is al soa: ModeL-cailed _ bidirectional: which is Capable:.0.f..Mtual.
I re-encryption - of A emcrepteypteiont ialawiathraReE@A andteacpypredre-- 25
-confidential data C 3-by the use of the re-:encryption ')(eY rkABIn the
bi di recti onal mpdelyptitdie inputs "a gicryyprivetionk key vekabe #mdi cated as rk
encrypted confidential data Cp, and outputs
5 confidential data (encrypted confidential data) Cp
encrypted with the public key pkg of user B. That is,
ReEnc(rka ,g, Cap)-Cpg.

The basic model comprises the above-mentioned key
generation, encryption, decryption, re-encryption key

10 generation, and re-encryption. However, depending on
methods to be implemented, the input to the function
may be different, or functions or keys other than those
mentioned above may be included.

A specific example is a model called non-

15 - interactive that does not need skg for the ihput of'ré—
'encryption key generation algorithm.

Another model called unidirectional is capable of
re-encryption from encrypted confidential data Cp to
encrypted confidential data Cg by the use of the re-

20 encryption key rka ,g, but is incapable of re-encryption
from encrypted confidential data Cp to encrypted
confidential data Cp. There is also a model called
bidirectional which is capable of mutual re-encryption
of encrypted cbnfidential data Ca and encrypted

25 confidential data Cg by the use of the re-encryption

key rka,g. In the bidirectional model, the re-

encryption key rkp ,g may be indicated as rkp¢eB.



-Moreover, there is a nmethod based on encryption anong public key

‘enoryptionS:- |IDbased. In' this dase,- .. funCtions.Setup'for

mast erkey-; generation _. ..increased, and a naster ke-Y.:and an ID are
added to the . input. of thekey generation KeyGenln the |ID based
encryption, the public key plc:is:an ID. ".Now, the operation

of , t he- key. manageMent systenl according t&3he present enbddi nent

i sdeScri bed- In :thekeY. Managenent system the system secret keys of 10t he
system devi ces 30 are nmanaged in a key managenent server, andsystem secr et
key of the system deMbssover3. Gliesrali B¢ ra bueedot obabedcbnefib-desiede 50-
Which is to -use:the:service proVided by.this.system deVi Cel30, ..

A processing procedyrts @f anmek@udragenemnnciBsyserm ackor Bhhg €oSehe
present enbodi nment is described.. with ref erence to a, flowhart in FIG 8.
The ' processi néqwttwskﬁﬁtwm St Y\/%%%?%I?h%nt%r?he present
enbodi nent is broadly cl]assified-i nt of our . L%ﬂ(gcesses showni n

20*I n' t he. key rAFEGERET st @mmas bedy rde ekl ‘?’éef?cflg?dpE?fB?ﬁed
(step:SID) .. LN &K Dhe SRR un S, SES! e RUBld C1pkEY 800 the
encryption, the public key pk is an ID.

Now, the operation of the key management system
according to the present embodiment is described. In
the key management system, the system secret keys of

10 the system devices 30 are managed in a key management
server, and the system secret key of the system device
30 is distributed to the client device 50 which is to
use the service provided by this system device 30.

A processing procedure of the key management

15 system according to the present embodiment is described
with reference to a flowchart in FIG. 8. The
processing in the key management system according to
the present embodiment is broadly classified into four
processes shown in FIG. 8.

20 In the key management system, a key setup process
is first performed (step S11). In this key setup
‘process, the master public key and the master secret
key of the master key management device 20 used in the
key management system, and the client public key and

25 the client secret key of each client device 50 are set
up.

A system secret key setup process is then



| cey-of.the, master key managenent device' 20, uSed ' key managenent system
and the client public key ,the:client secret key- each client. device. 50
Aret .. , -. performed in the key managenent SystermAstep-S12).1n the
system secret key -setup.prQOcesS the system secret. key: of : ' eaCh system
device 30 is set up f r:nkhageMent, : in they nmanagenent server device 40;
Furthernore, a re-encryption key setup.--pfocess is -

, theh'i performedi n: thekey manageMent.systeM.-(8-tep.'S.13),, - In the
re-encryption. key setup -process, the re- ncryption key USedin the key
managenent SyspeNfpsmedt igpthelfreyamagraganepy coessds (ftaR eps<esi| B pl.-3

described , -, above are perforned, -a. key distribution' TrCcGs is
.performed inthReSYREPINEREFEEKEY SPHHMAOESS T . SihP . SYSteR feyret

di stribution process, in response to.a reqyest .- froqgthe client device-
50 which is tokﬁgeofh§a§5r§yé§em device 30 1s set up for management

in the key management server device 40.

5 Furthermore, a re-encryption key setup process 1is
then performed in the key management system (step S13).
In the re-encryption key setup process, the re-
encryption key used in the key management system is set
up .

10 After the processes in steps S11 to S13 described
above are performed, a key distribution process is
performed in the key management system (step S14). In
the key distribution process, in response to a request
from the client device 50 which is to use the service

15 provided by this system device 30, the encrypted system
secret key of the system device 30 is distributed to
the client device 50 so that this system secret key can
be decrypted with the client secret key of the client
device 50. By using the system secret key of the

20 system device 30 distributed by the key distribution
process, the client device 50 can use the service
provided by the system device 30.

Now, details of each of the processes (the key
setup process, the system secret key setup process, the

25 re-encryption key setup proCess, and the key
distribution process) shown in FIG. 8 are described

with reference to FIG. 9 to FIG. 12. Although not



S ey ey 7 yee==y .. _ - .. ,- - provided by this

aystém device. 30, the encrypted system ...-%-. .- secret key of the
system device 30 distributed t the client device 60:so-that this
systensecret key can be decrypted with.tpg: dienysecret. key

ofthe.-client.-. device 50; By usingthe systemsecret. .-key O _the: -,"-.

system device 30 distributed by the ,key distribution _ process, the

client device 50 can use the service , rovided-by'tha Sya- EEM@eVi ce' - 30-:

Now, details of eachthe processes (the key _ _ setup process, the System
secret key setdpspr@besiSpetibe., 2he- eroogedem key(tSet e pts ocesledehd t he
key 'ciistribution pr-ocesSY.,sh(*rifih FIG:8 are -deSari bed
in) the public key/secret key generation device 10, the
master key management device 20, each of the system
devices 30, the key management server device 40, and
5 each of the client devices 50 are performed under the
control of the control units included in the respective
devices.
A processing procedure of the key setup process
(process in step S11 shown in FIG. 8) is described with

10 reference to a sequence chart in FIG. 9. The key setup
process is performed by the public key/secret key
generation device 10, the master key management device
20, and each of the client devices 50. In FIG. 9, one
client device 50 is only described for convenience.

15 Communication unit 21 included in the master key
management device 20 sends a master key generation
request to the public key/secret key generation device
10 (step S21). Accordingly, the public key/secret key
generation device 10 is requested to generate the

20 master public key and the master secret key
(hereinafter referred to as a master public key Mpk and
a master secret key Msk) of the master key ﬁanagement
device 20.

Communication unit 11 included in the public

25 key/seéret key generation device 10 receives the master

key generation request sent from the master key

management device 20 (communication unit 21 included



with reference to FIG9 to FIG.-12.' Although not 25 described bel ow,
‘the processes in (the parts included: 'in) the public key/secret key
generation device 10, the naster key nanagenent device 20, each of the
system devi ces 30, the key managenent server device 40,- and each of the
.client' devices '50 are perfornmed under the :control of thecontrol units
included in the respettiye devices. A prQ@=sSing. procedure of key setup
process -.(process in step S11 ShOM in FIG-8) is described wth:
reference to asequence chart in FIG 9, The key:setup process is perforned
by the public kewiseenet key - generation device 10, the master:k

y- managenent device. 20,. and each of the Cdient devices '50. In FIG 9, one
-client device 50 i s dlesarided sorugdoveni eaceitds. thanuastati gry
unit'21 included in the master key -.managenent. devite: 20 se' ndS .a naster
key gener ati ongeneraedquestreqmetste-fpudn itth&k eyd stear . lety keyngeemenati on devi ce
:Jo (step S21.) Accordingly, the public key/secret key .generation device
10' . i s. request déviicegéfer &the tohvd 12V ors iRt ckkeydaprir @ hkoragh ek Latret

key (hereinafter referred to as a master public key..Mk and ..
5 generates a pair of the master public key Mpk and the

master secret key‘Msk of the master key management
device 20 (step S22). The public key/secret key
generation unit 13 uses the parameter stored in the
parameter storage ﬁnit 12 to generate the pair of the

10 master public key Mpk and the master secret key Msk of
the master key management device 20.

Communication unit 11 sends, to the master key
management device 20,'a response (master key generation
response) to.the received key generation request from

15 the master key management device 20 (step S23). The
master key generation response includes the master
public key Mpk and thé master secret key Msk of the

" master key management device 20 generated by the public
key/secret key generation unit 13.

20 If the master key generation response is sent to
the master key management device 20 by the public
key/secret key generation device 10 (communication unit
11 included therein), communication unit 21 included in
the master key management device 20 receives the master

25 key generation response. Thus, the master key
management device 20 acquires the master public key Mpk

and the master secret key Msk of the master key



a master secret key MSk) of the master key nmanagenment - - :device 20.. 7 :
‘Conmuni cationi unit 11 included in the public 25- key/Secret 'coy
.9.erlerat.ion'.devA-de_10 r.ecei Ves:the.naster. .. _key generation request
sent fromthe nmaster key nmanagenent. device 20 (comrunication Unit 21
included 26 therein). Wen Conmunication -unit 11 receiveS.the naster key
generation :request fromthe master key m@xvagenent device 20, the public
key/ secret key generation unit 13 generates- a pair of the master public
key Mok and the mater secret key Msk of the naster key Managenent.

devi ce. 20" (st @pnS¥Rmentheignild e keyiskhoded keythe meseeatkep unit 13
usest he paraneter stored in the paraneter storage unit 12 to generate the
pair of the 1QmastrartipublidsdoeyseMpk and the nmaster secret key Msk of .the
master, key managenent devi ce 20. Communi cation unit 11 sends, to the
mast er key - managendite dedtes SEEref rkeapdisle of nble eragke§r gkf¥rati on
response) to the received key generation request from 15the master key
managenent deving@agenesitegsyire Fie areitigiekeln gt rdd $ o r 82%onse i ncl udes

the ma's-ter public key Mk and the .nmaster secret key Msk of the - ster
key managenent "@8FEEEEIG &@ﬂéF&t@g &ft%ﬁ?ﬁﬁéi%%k%@?%%%?%ﬁrk%?cﬁ%ﬁeg§¥ion

unit 13. 20-Ifsg§$?ggh%é§% E%y %%%e%%%%gg%égﬁgﬁgiitl{%§§n§2§p.the mast er

key management . by “t'he pu ¢ generation device

1.0 (comuni cation -ynit 1é§a%%g degﬁgiﬁggger N C V%gn?ﬁn5% 2ie

included in , the master manageénment devi ce . recei e master
25key generatlagsn:%pqz% _ ma?kigﬁ%mm?ﬁllﬁed@%ﬁ HEYa IRNRGEATBIY €y | L5 20r
ey

acquires the master pubflic and the master secret key Msk of the
master. key key management device 20 is opened to the public in a
10 proper manner (step S25).

Communication unit 51 included in the client
device 50 sends a client key generation request to the
public key/secret key generation device 10 (step S526).
Accordingly, the public key/secret key generation

15 device 10 is requested to gene:ate the client public
key and the client secret key (hereinafter referred to
as a client public key Cpk and a client secret key Csk)
of the client device 50.

Communication unit 11 included in the public

20 key/secret key generation device 10 reéeives the client
key generation request sent from the client device 50
(communication unit 51 included therein).

When communication unit 11 receives the key
generation request from the client device 50, the

25 public key/secret key generation unit 13 generates a

pair of the client public key Cpk and the client secret

key Csk of the client device 50 (step S527). The public



7 nmanagenent device 20 included .- generation response themaster- The
Master - secret key Msk of the master key, , - managemendevice2.0
accidireG n:themaser, key , _, management device 20 is stored in the master
.secret key 'storage unit 22, and properly 'saved (step S24) the neantine,
the :master public key -, Mk of the _ master key nmanagenent device 2.0
acquired in the masterlceY nmanagenent devidfe 20 isopened topublic ina _
10: :proper. nmanner' (step S25) Comuni cation- unit 51: included in.
the client - device 50 sends S Cient key generation request to the ---
Publ i c key/ Secikely /sikeyregeneiatgesre eiicxe Jrfh st Ep 5263 ' the Acgpamlengky, the
public key/secret key generation 15- |, .bevice 12,0 is requested to
generat e the clsitentedpllnl ithe parameter storage unit 12 to generate the

pair of the client public key Cpk and the client secret

key Csk of the client device 50.

5 Communication unit 11 sends, to the client device
50, a response (client key generation response) to the
received client key generation request from the client
~device 50 (step $28). The master key generation
response includes the client public key Cpk and the
10 client secret key Csk of the client device 50 generated

by the public key/secret key generation unit 13.

‘When the client key generation response is sent to
the client device 50 by the public key/secret key
generation device 10 (communication unit 11 included

15 therein), communication unit 51 included in the client
device 50 receives the client key generation response.
Thus, the client device 50 acquires the client public
" key Cpk and the client secret key Csk of the client
device 50 included in the client key generation

20 response.

The client secret key Csk of the client device 50
acquired in the client device 50 is stored in the
client secret key storage unit 52, and properly saved
(step S29).

25 In the meantime, the client public key Cpk of the

client device 50 acquired in the client device 50 is

opened to the public in a proper manner (step S30).



key and the client .'S eeret key :(hereinafter referred to,. .- as a

‘client public key: Cpl;.and a client .secret-.:lcey:c.sx) f the client

devi ce - Communi cation Unit 11. included in the public

keY/ secret:ltey generation device 107.receives-.the client key generation

request sent fromthe client device 50 R (connunlcatlon un|t : 51

i ncluded therein)-. ,,..f-. Lo mmlm 28 - - N T

- -. \Wen connunlcatlon ) un|t T11:-: receives the "'-key Sy,
.C.- --- -....- ,1:i :generaton request fr.om -the,-

‘client device 04, Aﬁh%r the d«ﬂcqxﬂmseﬁmcstepstSZB USeSBQherparaneter
-stored in the paraneter storage unit 12.t .generate the pair of the
clientpublic'. beyfomhe@ndstm@adnnhudsahnvﬂﬁ -tthee-ldy esgt wle\peecess 1is
Conmmuni cation unit 11 Sends., to._the,Cient-deVice a response (client key
generati on respansehedo the received Client key generation request fromthe

client device 50 (step S28) The nmaster_ key generation. n the client
key generation respdivse SxRmgdf, tﬁp%PQPEAWQ#H%E%Yc%%%nﬁﬁth%ngB?lC
key-/ Secret key generation devi cesl b: (communi cat,i o unlt éé%lnclu ed

therein)? comfvé&aesod i fast S, (ﬁQXﬁﬂfqﬁ9§Wﬁ?t Eht® ¥4 59°F ecei ves

the O fent ey 9enerali.on JeesRy siven M WMo S8 46 ROz acauhr oS

request and the client key generation request may be
included in the master key generation request and the
client key generation request sent in steps S21 and

10 S26. Alternatively, the public key/seeret key
generation device 10 may allocate unique IDs to the
master key generation request and the client key
generation request.

The master key generation request and the client

15 key generation reduest in steps S21 and S26 and the
master key generation response and the client key
generation response in steps S23 and S28 may be
configured so that the keys are generated not only by
one path but also by the exchange of messages as in,

20 for example, TLS protocol which shares keys. The same
applies to the requests and responses between the
devices described below.

When the master key generation response including
the master public key Mpk and the master secret key Msk

25 and the client key generation response including the
client public key Cpk and the client secret key Csk are

sent in steps S23 and S28, the master secret key Msk



‘cl ient secret key storage unit 52, and properly saved. (step S29):
I'n themeantime', the client public key Cpk of the .client.device..5.0
acquired in the client device 50 opened.t the-publiCin 4 proper manner

-(step cpartidular.; E or the .protection of -these secret keys,.
.comon key may be shared by, for exanple, two devices -- (here., the
public key/secret- key generation device 30 the client setretkey. Csk

in steps S24 and S29 is not. specifically shown., the master Secret-keyMsk
and the client secret key Csk may, be_encrypted with,a prepared

-, key-and. t hugsaavetde taheaxaspkeet kBYHOWX e eavhsteerimulphiaredkesd Mok.

andt he-client- public keyCpk are.dpenedtO.the public in steps S25 and S30
depends On eachadeéviceoéarFor Fexatpeeprofiectpgsl iaf tepe m@eist kit et ed in
a server whi chmanages public keys, or may be nanaged _: by the: manager of.
the 20key- managemsan. ¥9st 8ayabeoFarAgot &Yrhd P &eple,” two devices

cenbodi nent. That-iS.,. the public keys have 'only. to be ayvailable to the
devi ces t hat céh@??tuﬁéetﬁé%Qéy KaNAGERERL §ﬁ%(§%¥%ﬁﬁﬁ%ﬂquﬁ%Y%?ﬁalo

present : eMbodi nent  f ogdwi n r conveni

public key. A2l ﬁR?oFhFhE‘aﬁ-&gFﬁ‘%’?’Q‘%g@grﬁlﬁ‘ﬁf&%e N Govt e Fo %hgee,%rﬁﬁi%ii% in
the master _key fanagenent deylbaerifi oAnel12eChicetn P Wld Gl Pk of
device 50), and the secret key may be encrypted with
this common key and then sent. The common key is a key
~used in the common key encryption.

10 Although how to save the master secret key Msk and
the client secret key Csk in steps S24 and S29 is not
specifically shown, the master secret key Msk and the
client secret key Csk may be encrypted with a prepared
key and thus saved, for example.

15 How the master public key Mpk and the client
public key Cpk are opened to the public in steps S25
and S30 depends on each device. For example, the
public keys may be registered in a server which manages
public keys, or may be managed by the manager of the

20 key management system according to the present
embodiment. That is, the public keys have only to be
available to the devices that constitute the key
management system according to the present embodiment
when necessary. In the following explanation, for

25 convenience, the master public key Mpk of the master

key management device 20 is managed in the master key

management device 20, and the client public key Cpk of



31 .the client device. 50 is managed in the client device. 50. Al though the
‘processes in steps S21 to S30are perforned in this order as described with
reference.to0" FIG 9,..the processes in steps S21 to.S25 and the. -
processes in steps. S26. to. S30 May be changed in order. The processes in
steps. S21 to S25 and the processes in steps S26.to S30 do not need to be a
series of processes. For exanple, after tB&. processes in steps 10S21 to
S25 are perforned, the processes in steps S26 tb S30. may be perforned...

Al t hough one client device 50 is only described: .here for convenience, the
processes.in stppsci1Hehtt Bevd3B. 50SheWmanagdd Gn S rar e lpenftordedi dor each
of the client 15devices 50. That is, in the key Setup pracess, steps S26 to
S30 may be repgated for each of the client - devices 50. Now, a
processi ng procedure of the system secret key setup process (process in
step S12 shown in FAGﬁhBygﬁothdeg@ﬁE§@¢aMﬁﬂ1aﬁﬁﬂﬂwﬁﬁke&Q)%@geaﬂ%nce chart
in -FIG, 10.. The system secret key setup process. is ,performed by the
nmaster key nanpgefernedeyncehe, csdeR 66 RS CrdPecemideyin&dLIIcand t he

: key managenent server device 40. In FIG 10,. ..one tem ice 30 is
Onl'y 25descri bBEGT 0%+ cbATeRFRREESCFhNsPIEEN S&cr &° %é; fﬁ%fgieafter
referred to as_a system secret key,=Ssk) t he Syst Vil C -1 S
stored in the 18%?%%/?%%&& sﬁ%E}S. ¥2§. gostsgoaaﬂeay g)nel %@Qeglgllundgod??oenf t he
syst em devi ce . jtatib Lt . vl-nGbica iR L - q

device 30 sendgga,pggggggé%u%bigtEE§ Fgéuggtggg gﬁgtﬁgelﬂ%OCégggéﬂmn

Mast er key: : managepenk s gevl, c§30280( SbePnedd. ko belBUserike master key
managenent device 20- Is requested to provide t.he.,,master pUblic key Mk

of the master sko¥es8BEAJENBAt cEMpLE, 28 £t eEOMARNDERIdRBe UM SHeps uded
dh: t He nmaster %ey..
10 S21 to S25 are performed, the processes in steps S26 to
S30 may be performed.

Although one client device SO.isroﬁly desdribed
here for convenience; the processes in steps S26 to S30
shown in FIG. 9 are performed for each of the client

15 devices 50. That is, in the key setup process, steps
S26 to S30 may be repeated for each of the client
devices 50. |

Now, a processing procedure of the system secret
key setup process (process in step S12 shown in FIG. 8)

20 is described with reference to a sequence chart in
FIG. 10. The system secret key setup process is
performed by the master key management device 20, each
of the system devices 30, and the key management server
device 40. 1In FIG. 10, one system device 30 is only

25 described for convenience. The system secret key

(hereinafter referred to as a system secret key Ssk) of

the system device 30 is stored in the system secret key



managenent device 20 receives the MaSter public key: 10-request Sent from

‘the system: device '30 . (communication - -unit 31 included ther'ein,)
When the master .- public- key request” fromthe system device 30 is
-received by communication Uhit .21; he.-. .master: public . key
Mpk: cf the master .key managenment...::- 15device 20::-nmanaged in the
tastery nmanagenent .cieviCe _ 20 1S.-acqui32red.. .- Comrmunication Unit 21
sends, . to the systemdevice- _ 30, " a. response (naster public key

.response) to the received nmaster public key request fromthe.:systerrf-
Managenent ' devieeridd: univhen thelmeeterirmpubild eyeden esponse 3G. sent -, ;
td,:the systemdevice 30 by the naster .:key managenent device 20 .,

. 2(comuni cati on uniFtir2t,i commded celigrel nitcaimimcatdeh in theit 31

i ncluded in sthe-System devi Ce'.30 receives the:  , master public key
responSe.. Thusystéhedevigst 8f dendsea J@ster public key request to

the master key management device 20 (step S41). Thus,

5. the master key management device 20 is requested to
provide the master public key Mpk of the master key
management device 20. |

Communicaﬁion unit 21 included in the master key
management device 20 receives the master public key

10 request sent from the system device 30 (communication
unit 31 included therein).

When the master public key request from the system
device 30 is received by cbmmunication unit 21, the
master public key Mpk of the master key management

15 device 20 managed in the master key management device
20 is acquired. |

Communication unit 21 sends, to the system device
30, a response (master public key response) to the
received master public key request from the system

20 device 30 (step S42). The master public key response
includes the master public key Mpk of the master key
management device 20.

When the master public key respohse is sent to the

system devicé 30 by the master key management device 20
25 (communication unit 21 included therein), communication
unit 31 included in the system device 30 receives the

master public key response. Thus, the system device 30



cyeevieeu.,. - - acquires the master public key Mk of the master. key

... , managenent device 20 included in the naster public key response.
The system secret key ,encryption unit 34 then . acquires the system secret
key Ssk othe system device 30 stored in the system secret key
storage. Unit.32 (step.S43):"' Here, _ when the systemsecret. key Ssk O
the systemdevice -30 is, -for, exanple,.38ncrypted and -.thus saved in the
syS:teM secret-key storage unit 10the system Secret key Sslyof the System
device 30 is properly decrypted and thetebyaCquireth.. The system sectet

key. encrypti oacyniitred34 thgematsher. pubddud rked; st esf piibd intakieyr Mpky of : t he.
mast er key managenent device 20 to encrypt:-the.system secret

15, SSk of the sgatgemdeti deviGealduiined udedstiep tS43.mystteap plimd i¢ undylat | i on
unit 31 sends,: to the key managenent server device 40, a nmaster encryption
systensecr et - kegspawsag request including the master encryption system
.secret key which is the system secret key Ssk:of the system device 30
encrypted in step SAhe( sysyersgpcret kesc@raivfiion Yhet key Hdagenent

servefdevice 40 is requested tosave (nmanage') the st.er encryption, System
secret key.  acquiregniiifi GASITER Er‘?lg"treilqﬁeﬁ%:lsﬁg%d’?ﬁht%&%? ! %‘Hac;%rrent
server device -receives the master .encryption system secr.et y .saving
request sent fégiﬁgor?ﬁelgygﬁgnF§3$F@eSfﬁr%%oke m%éﬁﬁ%%$lﬁﬁ£% = Ant | uded-

"therein). ngtggsggg en-g%% t-&gggsx%%egkgﬁg e%ég?gf ke'}?%ﬁ} gded

saving - reque telvé&b,: uni Cation ui 177s - store

savedAn.the magfer ﬁ/zgfe&mpa'wﬂcgygbe%%%%t QU ag Mgt AR driH
Tesponse- 2t o. -t he sterenCrypti on- System secret Key Savi ng

request:' .. (stepuSABIved in tHBeBybRempLecess- ikeysisep A hiteyS,or ned,
comuni cation unit 41 sends, to tKe syst em devi ce, - 30, , .
-10r espanse. . . tfavsyetemnseypetoRePySsknosechet sys2em device 30 is
properly decrypted and thereby acquired.
| The system secret key encryption unit 34 uses the
acquired master public key Mpk of the master key
management device 20 to encrypt the system secret key
15 Ssk of the system device 30 acquired in step S43 (step
S44) . |
Communication unit 31 sends, to the key management
server device 40, a master encryption system secret key
saving request including the master encryption system
20 secret key which is the system secret key Ssk of the
system device 30 encrypted in step S44 (step S45).
Accordihgly, the key management server device 40 is
requested to save (manage) the master encryption system
secret key.
25 Communication unit 41 included in the key

management server device 40 receives the master

encryption system secret key saving request sent from



key saving, --

"response) to the received nmaster encryption system sec

ret

‘key saving- requeSt:tb.-report,the conpletion of the process of saving the

master encryption system: seCtet key::(step.,SA- 7). - - After the
processes in steps S41 to S4.7 are perforned as descri bed above, the
process of setting the systemsecret-1..key Ssk is finiShed. - In step
S4-2r the master public key response , inSkuding the master public key

Mpi c-of the master key 20..managenent: devi ce-20 isSeht:,,-HoWver, as the
master : _  public keycMk:is infOffiation:that.is opened to the _public’

it is notnecesspeysyeexmhargecbesBadeSmasirsitaaitdtdry wsi i Bh hgrTlaske df

various secret keyS. The -
i n which-- 25.

zhareans . p4lThe- kegsareesemyption sysAlamagfiraonekay st em

devi ce: 30As-only described in FIG"' 10 for convenience-,, the process
setting up theineyutem dacthe Reytssk essEWNR HLPFISEStem G HerkF med for

each O the systenfdevicesThus, the master' .encryption system -secret
which is the s§3VeRPsEEABESE KEPeSYeR &Y Fﬁ@mﬁﬂﬁgéﬁ%ﬂﬁﬂqﬁét.%i)%ﬁmryp

Wth the. . nmaster gublic key.

20 is stored,
system Secr et
server -devi ce

10

15

20

25

R L L e
ey storage it 4423hneluded ol i e Kk dmnagenent
encryption system secfet key saving request (step S46).

When the process in step S46 is performed,
communication unit 41 sends, to the system device 30, a
response (master encryption system secret key saving
response) to the received master encryption system
secret key saving request to report the completion of
the process of saving the master encryption system
secret key (step S47).

After the processes in steps S41 to S47 are
performed as described above, the process of setting up
the system secret key Ssk is finished.

In step S42, the master public key response
including the master public key Mpk of the master key
management device 20 is sent. However, as the master
public key Mpk is information that is opened to the
public, it is not necessary to exchange messages as
strictly as in the case of various secret keys. The
same applies to the processing described below in which
various public keys are sent.

Although one system device 30 is only described in

FIG. 10 for convenience, the process of setting up the

of

key
t ed
vice
ion

sane. applies-to-theiprCcessing described bel ow



That is, in the key nmanagenent server device 40-,- the - ,.. 10system
secrét keys Ssk,of all the systemdevices 30 are 'put together and nanaged
in an encrypted state -Now, -a processing: procedure of the
re-encryption key setup process.(proceSs:.in.step. S11 shown in FIG 8) is
described with 'refeTence:to..a 'sequence chart in 15The re-encryption key
setup ptCcess,is perforned. by the. nastersskey managenent device 20, the

' key managenent .serverdevice, eachof-the client - devices 501. In:FTG -11
one. client device 50 is only described for Conveniente. - Ocommrunication
unit 21 includedsiclnr Re refaKesr @y JRRAGYEITERIG deM Cos 20 sEhtlsed £btent
publickey requeSt to the client device 50 (step S51).: Thus, the client
device 50 is reguestedthe peviete ddvadd e30. prbls c dey pktef -t he client
devi ce 25Comuni cation unit, 51.included in the client. device 50 receives
t he. - d i ent: pUshie yiey ohegyesiens eric rfetorkeheviniadt ers -theys Mirergesentet
device: 20: .(cOmunication. 36 unit 21-included-therein). When
comuni cat i on kriyt S5k DéceheesysheHCMaMﬁCQMﬂﬂ|QnQQﬂpﬁQﬁunﬁﬁhs@m@ fromthe
mast er key managenent device_ 20, the Cient public key Cpk of the client.
devi ce 59 managedten pheliki &y Mok of 5@3|m?%ﬁﬂﬁu¥%¥1management

Communi cation unit 51 sends, to the nma8ter, ement devij ce
response (clieAEVpGBI RO Réy SEeEEEnsdP Tt £adhe Or%ctg]a %tieinéncf EHLbTT ¢ Q(’ey

request fromthe. ster _key managenent device 20 t S5
client public KBy Bgsﬁéﬁ§§rlﬁ&FﬁH§ l?ﬁe%¥5t%ﬂ Hu é% e %%ﬁfa et%é}t

client. deVIce’42 included in the key management server device 40.

t

That is, in the key management server device 40, the

10 system secret keys Ssk of all the system devices 30 are
put together and managed in an encrypted state.

Now, a procéssing procedure of the re-encryption
key setup process (process in step S13 shown in FIG. 8)
is described with reference to a sequence chart in

15 FIG. 11. The re-encryption key setup process is
performed by the master key management device 20, the
key management server device 40, each of the client
devices 50. In FIG. 11, one client device 50 is only
described for convenience.

20 First, communication unit 21 included in the
master key management device 20 sends a client public
key request to the client device 50 (step S51). Thus,
the client device 50 is requested to provide the client
public key.Cpk of the client device 50.

25 Communication unit 51 included in the client
device 50 receives the client public key request sent

from the master key management device 20 (communication



- When the client public key response is sent to the master key
‘Managenent device 20 by the client device 50 (comrunication unit 51

i ncluded therein, communication 15unit 21 included in the master key
managenent device 20 receives the-client public key respOnse. Thus, -the .
master key managenent device 20 acquires the Cient public key Cpk of the
client device 50 included in the client pdic key response. 20The
re.-encryption key generation unit 24 then acquires the Master secret key
Msk of the master key. 'nmanagenent-device 20 stored.in the naster Secret

key ' Storage unpjt; 22stiep 19RR)a then trhe, master secret key Msk of the
mast er key managenent device 20 is, for 254xanp|e encrypted and thus Saved

in the' nmaster Secrﬁméﬁﬂbdﬁmﬁﬁiﬁhﬂﬂbﬂ 2Ritthe revsieesseneetlikry Msk of
the master key managenent device 20 is properly decrypted. and thereby
acquired; publld ¢ keveneguEstors ey Gemerate omsutndut-liay osesagémetti ent
publi c, key Cpk: ofthe; Cient device 50 and the :master .secret
key-. Msk, : OF . tldervasteerZOkethWrtIdg@m:ntpldelAQ&% Gatohaviee bekhent
acqulred to' encrypt. aTre- encryption k Y:(hereinafter ;referred to as a
re-encrypt i on @@ylWPCﬁ@eWaPS@@ﬁrSSMFhe'Hﬂéﬁ%Feﬁﬁﬁﬁﬁﬁl% 'is agauiredt or ee
generated here is -a,icey for re-encr onvert -data ncrypt ed
"1Adth the master pHOMRINGAtION ﬂ?le{pﬁ l\%?gg% s?(‘;e§/ ﬁﬁ%aégl\/eu

deV|ce 20dat a - encry ted th the client f the
client' * ..' Managgmenteds \% at™ “§EOWC k é%%ent p encryp Yng data

(encrypted dat %Es%%%rsget %%l %h\é' %'C}eq.%é@%le_[erﬁ_e%l%ll@ykey request

from the master key management device 20 (step S52).

10 The client public key response includes the client
public key Cpk of the client device 50.

When the client public key response is sent to the
master key management device 20 by the client device 50
(communication unit 51 included therein), communication

15 unit 21 included in the master key management device 20
receives the client public key response. Thus, the
master key management device 20 acquires the client
public key Cpk of the client device 50 included in the
client public key response.

20 The re-—-encryption key geﬁeration unit‘24 then
acquires the master secret key Msk of the master key
management device 20 stored in the master secret key
storage unit 22 (step S53). When the master secret key
Msk of the master key management device 20 is, for

25 example, encrypted and thus saved in the master secret
key storage unit 22, the master secret key Msk of the

master key management device 20 is properly decrypted



.. -Msk-of the master key managenent device 20to data ' (encrypted data)
decryptable with the client secret key .. Csk of the Cient device 50%
Communi cation unit 21 ..sends., 'thei-k y managenent' 'server device 4.-6,-a
re-encryption key Saving request _"... including the re-encryption key M
-Cree generated in -,,.. _,, 20.step S54,r(step'_.S5..6):..AccordinglYithe
key managenent . server device 40 is reqaésted to save (Manage) the re=. -

: .-, ComMunication unit'- 41 inolbded. int e key

-- Nhnagenent server device 40 receives the re-encryption --, -25-:-'key"
Savi ng requestas@nthetebW acttherbdst er key nmanagenent . _--. ..
device 20 (communication unit 21 included therein) There- encryptlon
keyAd- +Ct eei ncl . u- d@dei me-enkeyption key generatlon unit 2 e
devi ce 20, a-reeponse (re-encryption key saving respbhse). to.the received
re-encrypti On. kkyesavPrplieqkest CPE Ofepdet CHé &86 eHLCEh 3 sl Bodess

10of saving the re-encryption ke Cree (step Sh57 A i
steps S51 ?0 IBFSHEE segget key %s%lof th% ma%ter &ey'akgﬁxﬁgsrﬂgocesseSIn

5 device 20 that have been acquired to encrypt a re-

encryption key (hereinafter referred to as a re-
encryption key M-Cree) (step S54). The re-encryption
key M—Cree generated here is a key for re-encrypting
(converting) data encrypted with the master public key

10 Mpk of the master key management device 20 to data
encrypted with the client publie key Cpk of the client
device 50, that is, a key for re-encrypting data
(encrypted data) decryptable with the master secret key
Msk of the master key management device 20 to data

15 (encrypted data) decryptable with the client secret key
Csk of the client device 50.

Communication unit 21 sends, to the key management
server device 40, a re-encryption key saving request
including the re-encryption key M-Cree generated in

20 step S54 (step S56). Accordingly, the key management
server device 40 is requested to save (manage) the re-
encryption key M-Cree.

Communication unit 41 included in the key
management server device 40 receives the re-encryption

25 key saving request sent from the master key management
device 20 (communication unit 21 included therein).

The re-encryption key MsCree included in the



.perfor Med aS descri bed above the process of .setting up: . the

re-encryption lkey is finished. Instep S55, the re-encryption key .saving
request including the re-encryption key 1?1Cree. is sent .. However, for
exanpl e, the systemsecret key S k of the - ...System device 30 Cannot be

obtained by the re-encryption key M Cree al one: Therefore;,as in.the case.
of Various-public key described above, At 38sn t 20-necessary to exchange
nmessages as strictly as in the :case-of yard:Ols secret keys.

Al t hough. oneclient-device 50 is only -described in ,FIG 11 for

conVeni ence, the-pheeee3Iesn ket epyi8yl reaEhi stwwnived FBYG 1-1 are

performed for each of the 25 - -client devices 50. :IThat is in the
re-encryption keymunsettpopr acgss 4flhe sprocessksrich stwpb i36Ithe 855 may be
-7 f , this , repeated for each O, Ahe dlieht devi des50. 39 way, the

re-encryption kegriyptéachdeyt s¢ockigenurddeidg) S SHans T s nre-
kecOrresponding,to each the client devices 502 M Cree is stored. in the
re-encrypti on RBgrypEiage kel s2K3INOnERPGHESE nlstathe3&y - managenent Server

device 40. Now, a processing procedure of the key, , distribution process
(process®in step S1¥NSRoWRS RIECESS) s %ﬁ%ﬁﬁ&%&%fﬁ%‘? nce to a

Sequence Char fy F1G 1 531 2unT0e HOU Rl MU QN IQesSSdyp performed.

management deviceIZO, a response (re-encryption key
saving response) to the received re-encryption key
saving request to report the completion of the process
10 of saving the re-encryption key M-Cree (step S57).
After the processes in steps S51 to S57 are
performed as described above, the process of setting up
the re-encryption key is finished.
In step S55, the re-encryption key saving request
15 including the re-encryption key M-Cree is sent.
However, for example, the system secret key Ssk of the
system device 30 cannot be obtained by the re-
encryption key M-Cree alone. Therefore, as in the case
of various public keys described above, it is not
20 necessary to exchange messages as strictly as in the
case of various secret keys.
Although one client device 50 is only described in
FIG. 11 for convenience, the processes in steps S51 to
S55 shown in FIG. 11 are performed for each of the
25 client devices 50. That is, in the re-encryption key
setup process, the processes in steps S51 to S55 may be

repeated for each of the client devices 50. 1In this



by the client device 50 whichis.tc; use the services ..- .provided by the
‘key rmmhagenent server-deVice 40 and the .system device 30';
_Here'inafter.the: Cientdevice 50 .2 which perforns

t he- keydi stri bUt i on-procesS . anoncythe client devices 50Jsreferreo as a
tatgetclient' device 50, and the system device-30: Wi ch provides the --
service to be:uSed..by:the-,target client'3®vice-50 anong , - _- -the
system devices 30 is referred to,aS a target system -device

First, comMvunicati On.unit:-f51 ineluded,in the .20target client.device 50
sends ,'a 'cli enly,entfey pid-hcgiteinorSacs et tkeyesaequest the theekey

managenent server , -device 40 (step S61)... ThUsi the key managenent
server ,- devi cevitdss Fequesteadt typ@icnui key t bectesponaéncgypdi each, of
:syStem secret key which. isencrypted:so:that the .-,-- 25System secret
key _Ssk of théhsystldmrdedesd B33 ,XCan:MeCree d%c$9®¥%@ Wt Aheheecl i ent
secr et key Csk of the client device 50: Mruni cation unjt 41
i ncluded in th@nméwptﬁéﬁad@ﬁbﬁﬁx§€¥ﬁéﬂ“HEQ|%% M@Flu?%%e%%eg BhES¥l i ent
5 management server device 40.

Now, a processihg procedure of the key
diétribution process (process in step S14 shown in
FIG. 8) is described with reference to a sequence chart
in FIG. 12. The key distribution process 1is performed
10 by the client device 50 which is to use the services
provided by the key management server device 40 and the
system device 30. Hereinafter, the client device 50
which performs the key distribution process among the
client devices 50 is referred to as a target client
15 device 50, and the system device 30 which provides the
service to be used by the target client device 50 among
the system devices 30 is referred to as a target system
device 30.
First, communication unit 51 included in the
20 target client device 50 sends a client encryption
system secret key request to the key ménagement server
device 40 (step S61). Thus, the key management server
device 40 is requested to acquire the client encryption
system secret key which is data encrypted so that the
25 system secret key Ssk of the system device 30 can be

decrypted with the client secret key Csk of the client

device 50.



encryption .system 8ecret. key:requeSt sent fromthe target client device
‘50 (communi cation Unit 51-included. therein). ,Wen the client encryption
system secret key :-request fromthetarget-olient device 50 is received by
comuni cation unit 41.i: the re-encryptionunit 44 acquires the encrypted
system secret key Ssk of the 10target system device 30 Stored in the nmaster
encryption system secret keystorage uni t 442:in responsetb the client
encryption system secret. key request (step S62) . The master encryption
system secret key acquired fromthe Master encryption system secret key

st orage: Uni t A2 15by Ceraupd cakdopptindit i tlkoZIlq%eq he? s8R 9 secret key,
-Ssic of the target System device 3Q encrypted Wth the Naster public key
nmsfl the: nastBRNREGVRRAaGERNRE HEVICE FEFES Hgﬁ’éggfﬁﬁ: : The
re-encryptiOn unit 44.acquires the re-, .'encryptiqn, keY M*Cr stored in

t he re-encrypt?Bﬁr¥8§?°§tByﬁggmuﬁffrﬁ§ &§?bﬁé§§5 r%fn%[£§?%ﬁgﬁ%ryptiont
key M Cree acquired, by.the. re-encrypti L i.S.1 - :
.re7encryptionE%§9ﬁﬁC¥%éeggrgggﬁ%ﬁdg?gq?x%%h%ﬁg%¥géﬁbﬁﬁiﬁﬁnﬁl(ﬁgﬁ%ﬁg
mhich_isSthe SPHLEES g’the client encryption system secret key request
described above,. and is a key for re-encrypting (converting) data
encrypted with the gashethepelkiet tkendviiafi dheymsnersec 4l -k&key
managenent device 20 to data encrypted with the -:client, public key Cpk of
the client' deviggué8t from th&heakgeenenyphitodieiiicde 44 usesdddved by
re-enCryption key M Cree acquired in step S63 to re-encrypt the 5master
encrypti on systemmsetceti&eyufiheddectee keyeofcryptthen tarigetd4syst em devi ce
30 encrypted with the master public key Mk-of the nmaster key nanagenent
devi ce 20) acqacqeillrés shepenSegrbstepySt4n. seqrefi keyassk fe thpst em
secret key-Ssk.of'the.target system device 30 10encrypted with the Mster
publ i c Key Mkt@fgetheyahenedevikeg Anagemedt idekhcem2Gties LEEYRHSed to
the '"client encryption system secret-key which_is the syatem secret .key
Ssk of the taryettefsterfabviey 3HCEAEPYPREd WPt ATt RESBIONSHt THutiicc key Cpk

of the client gfyégg ggciyption system secret key request (step S62).

The master encryption system secret key acquired from
the master encryption system secret key storage unit 42

15 by the re-encryption unit 44 is the system secret key
Ssk of the target system device 30 encrypted with the
master public key Msk of the master key.management
device 20 as described above.

The re-encryption unit 44 acquires the re-

20 encryption key M-Cree stored in the re-encryption key
storage unit 43 (step S63). Here, the re-encryption
key M-Cree acquired by the re-encryption unit 44 is the
re—encryption key M-Cree corresponding to the target
client device 50 which is the source of the client

25 encryptionisystem secret key request described above,
and is a key for re-encrypting (converting) data

encrypted with the master public key Mpk of the master



15dat a decryptable with theclient secret key Csk of the Cient device.
‘50):. The.system secret key Sak of 'the target system device 30 is not

- decrypted when the system secret keY Ssk of the target system device 30
encrypted with the master public. key Mk of the nmaster’ 20 .key nanagenent

device 20 is re-encrypted. " Communi cation unit 41 sends, to the
target client. .device 50 which is the soddce of the client encryption
system secret key request, a response (client encryption system

secret key response) to, the received 25client.encryPtion system secret key
request _ (st epk&65Shanafhreali értvierC2Pptticomsyat emermtatd "Wdyh rideponse.

i ncludes the client encryption system secret key 4

' re- encrypt ed2byibetepshdigpkieonCoki pfa4he oMiemtt evdldemO encrypti on
system secret .key - .response is sent to the target client device 50 by
the , 4. key .managenBhe ISeeVsEy®éOse UAYe driMPfiTattivh 1ATNCI YR P ded
therein), communication unit 51 in¢luded in the target client_ .d6i.o4 50

-..receives t hke¥| MeRECBnBFGRLFEA 1PsBEMPsEo et RE) SESHs& Thus, . the -

"t t [ t devi 5.0 i th ] t. ti . , t
sec?;?Ee FnLFBﬁ%ﬁg%£f%ECEVPg%E%L%§§§S?$3%C&%%,&%@fgﬁ$§%g¥%]x#ké§%$é§ggnse.

'-:The-SYSten]éggrggiéé%egyg%gﬁYggbgeéu@btéh%%yg%ga with the master
| public key Mpk of the master key management device 20)
acquired in step S62 (step S64). In this case, the
system secret key Ssk of the target system device 30
10 encrypted with the master public key Mpk of the master
key management device 20 is re-encrypted to the client
encryption system secret key which is the system secret
key Ssk of the target system device 30 encrypted with
the client public key Cpk of the client device 50
15 (i.e., data decryptable with the client secret key Csk
of the client device 50). The system secret key Ssk of
the target system device 30 is not decrypted when the
system secret key Ssk of the target system device 30
encrybted with the master public key Mpk of the master
20 key management device 20 is re-encrypted.

Communication unit 41 sends, to the target client
device 50 which is the source of the client encryption
system secret key request, a response (client
encryption system secret key response) to the received

25 client encryption system secret key request (step S65).
The client encryption system secret key response

includes the client encryption system secret key



aCquiresthe..client Secret key:Csk of the target client , - devi ce 50
'storéd in the client searet, keystorage unit' ..- 52 (step S.66),
1-lere,:::whenthe client sectetkey..Csk...of -15..the target Cient device
50 is, for exanple, encrypted and thus saved in the client secret key
storage unit - _ 52, the client secret_key".csk of the target client-- -
evice 50 is properly decrypted and thereby2 acquired::- ' The

systeni sediet'k y...decrYpticinunit 54 uses the20 secretkey. Cskof the
target client device 50 to ,, -- decrypt the acquired client encryption
system secret keyentthetsecbat they ref entver wirariget wyist edd devi ce 30 7
-,.encrypted with the public key Cpk O the target client device 50) .(step
.. 25:. As aresulti #henclthentcldevitc ensy yrdni &t (i gteem hgecret kg%t em secr et
key Ssk of the target system device the:'system devi Ce. Wi ch:iprovfdes the
service to response pé g68d) to3the HReadt rtiadvid BEE cdh Wsehhe

service i ded bl vthe'tatget.sYst devi b i) th i

Syt em secret ey BOROGETERE CREYSE SpSndn Mavicaagicht 1o WhiE

step. S65, -the-¢lient.en ti.on tem secret key ..r onse .. includi ng the
re-gncr ted S§§F$H9§§c%é¥gek8§’g EW@Fnﬁﬁ@tﬁé?bé¥”§§§ﬁgﬁf§§V¥%ﬁfdg?g gent.
towever, as, Tph-exaiplel 0o 348! QIVIBE b TkeiVes (i JAGRL System

device 30 is encryp
encryption system secret key response. Thus, the

target client device 50 acquires the client encryption
system secret key included ih the client encryption
10 system secret key response.

The system secret key decryption unit 54 then
acquires the client secret key Csk of the target client
device 50 stored in the client secret key storage unit
52 (step S66). Here, when the client secret key Csk of

15 the target client device 50 is, for example, encrypted
and thus saved in the client secret key storage unit
52, the client secret key Csk of the target client
device 50 is properly decrypted and thereby acquired.

The system secret key decryption unit 54 uses the

20 client secret key Csk of the target client device 50 to
decrypt the acquired client encryption system secret
key (the secret key of the target system device 30
* encrypted with the public key Cpk of the target client
device 50) (step S67).
25 As a result, the client device 50 can acquire the
system secret key Ssk of the target system device

(i.e., the system device which provides the service to



necessary to exChange' nessagesso, sttictly.: Here, as described

‘abovei .the.ey distribution prCcess.:is performed by*the clieht device
50-.whi ch requests-the..system sebret key SSk of the system device. 30 and
t he key managenent server device 40 a.e:,.the ., .. 15client device 50 to
whi ch the systensecret key oflthe.- .systemdevice 30 is distributed.. That
is, the master: Jcey, nmanagenent device 203 s not needed in the key

di stribution procesS. Therefore, according to the present

enbodi ment,. 20the master key managenent device 20 is di sconnected and
the e-encrypti g keydsetBup- mheceds drs fdawisded;0 sean udd thetbdatvide
mast er _ key nmanagenent device 20 is . disconnected fromthe other devices.
Thus', the nmaspepvikey byndagentat: gedyisgss 20n widchce ndthdgesus hed nelse er
secret key., Ms.k-.: of the nmaster key.. managenent de-vide 2- --- can be

conpl et el y i sokaged redheysteme sporsedi May ok T draldehenggecsfhe mast er
-secret -key MsJCof-, the nmaster -key managenent device 20 which can
decrypt . device 30.

5 In step S65, the client encryption system secret
key response including the re-encrypted system secret
key Ssk of the target system device 30 is sent.
However, as, for example, the system secret key Ssk of
the target system device 30 is encrypted, it is not

10 necessary to exchange messages so strictly.

Here, as described above, the key distribution
process is performed by the client device 50 which
requests the system secret key Ssk of the system device
30 and the key management server device 40 (i.e., the

15 client device 50 to which the system secret key of the
system device 30 is distributed). That is, the master
key management device 20 is not needed in the key
distribution process.

Therefore, according to the present embodiment,

20 the master key management device 20 is disconnected
from the network 60 during the key distribution process
(i.e., during times other than the processes in steps
S11 to S13 shown in FIG. 8). More specifically, the
re-encryption key M-Cree generated in the master key

25 management device 20 is stored in the re-encryption key
storage unit 43 of the key management server device 40,

and the re-encryption key setup process is finished, so



. the system secret keys .Ssk of the system devices 30 put -
together and managed ' by the key, managenent server 10.device 40: As
descri bed above, according to the present enbodi nent, thenaSter keydevice

.er - the master secret key Msls of the master key managenent - *device

20 ancithe2.,dient public key CpkOfthe.Cien, , ._...,.. 3:..5device -
50: to generate the re-encryption key MCrdde . '---- --., X The ] key
managenent server device 40 Manages the re: - encryptioh-- key M/7, Cree
generated in the master :key .- managenent : device 20.- The . Mster key

managenent devicga t0 taedmhhke deekayanagenpnientsetarercale¥d ces' 40 are .then
210di sconnected. This Configuration enabl es secure nmanagenent of
di stri-but ed keysseveneanger farom éing radrhreentdehiates s rbrust rikee | yash@haged.
Specifically, the nmaster secret key Msk of the ..0- ,
key management device 20 which manages the master
secret key Msk of the master key management device 20
5 can be completely isolated. It is therefore possible
to more securely manage the master secret key Msk of
the master key management device 20 which can decrypt
the system secret keys Ssk of the system devices 30 put
together and managed by the key management server
10 device 40.

As described above, according to the present
embodiment, the master key management device 20 uses
the master secret key Msk of the master key maﬁagement
device 20 and the client public key Cpk of the client

15 device 50 to .generate the re—encryptioh key M-Cree.
The key management server device 40 manages the re-
encryption key M-Cree generated in the master key
management device 20. The master key.management device
20 and the key management server device 40 are then

20 disconnected. This configuration enables secure
management of distributed keys even under an
environment that is not strictly managed.

Specifically, the master secret key Msk of the
master key management device 20 which can decrypt the

25 system secret keys Ssk of the system devices 30 put

together and managed by the key management server

device 40 can be completely isolated and thus managed



- Master key managenent' device 20' mhich-cah decrypt. the ,._ system secret
‘keys ': Sal < of the -system devicespu.t tbgether and managed - by the key.
managenment server -.device 40 can he :conpletely isolated and thus. _
managed. as deScri bed above. It is thus posSible to prevent the ,I|eakage
of the master:secret-key Msk of the master key .managenent devi ce 20.
According to the present enbodi nent, -the, K&y managenent server device 40
re-encrypts the system secret key Sskof the System device 30; and the
client, ,device 50 decrypts the re7encrypted. system secret key :ssk of the
syst em devi ce 36. desthiibke ebowrt. sétrédts Kéys pGsIcidfle Hexlpraeevilie . 50.
In this configuration, 10the system secret key S.sk of the system device
30. never- -enelgekage ofawheafasitrrt e q¥edcesy Medy ofi St BASIAT X9¥ ocess)
of distributing the system secretkySkof- each:of the systemdevices 30 to
eachclient --degnegsmspt deNAFEf 6Pe; the key: management server 15.device

-40 does not need to:strigtl rotected, and . ., the k i.stributi
proCess-can be .SecéF&P%dﬂ€ﬂ¥5%n§h? §§§ﬁeﬁﬁﬂ§wigﬁﬂ€ﬁVﬁ¥bﬁﬁ%%[ﬁ%ﬁa;O?s not
so secure According to th rese odi (I - i
ke:hﬂ-,cﬁee do@gnﬁg?mﬁgédggovgg g%xgggtggwg%_fﬁfgsgﬁﬁggﬂ%%xéei#ﬁprequest

from each of Ht be gLi gL~ sdgvi¢es 805 aidrhagaleY 30 baiansys el or e
- y managenent server devi ce 40-do: not Theed to -be al ways
connected onliggy; fhugy aecelficBdthe tReendbypted system secret key

Ssk of the system device 30 with the client secret key

Csk of the client device 50. In this configuration,

10 the system secret-key'Ssk of the system device 30 never
emerges as raw data in the process (key distribution
process) of distributing the system secret key Ssk of
each of the system devices 30 to each of the client
devices 50. Therefore, the key management server

15 device 40 does not need to be strictly protected, and
the key distribution process can be securely performed
even under an environment that is not so secure.

According to the present embodiment, the re-
encryption key M-Cree does not need to be generated in

20 response to every request from each of the client
devices 50, and has only to be generated before the
request (i.e., in the re-encryption key setup process
before the key distribution process). Therefore, as
described above, the master key management device 20

25 and the key management server device 40 do not need to

be always connected online. Thus, according to the

present embodiment, the master key management device 20



whi ch mana' geS data to be protected in .particular (here, the nmaster secret
‘key Msk of. the naster key managenent device 20) .can only.be configured to
be put under a highly secure environnent that is not accessible to the
public "According to the present enbodi nent; as described' above; the
key Managenent server device 40 Which perforns the key distribution process
does not need to be strictly protected. 146is therefore possible to . 10
"reduce the managenent costs of the key nanagenment server device 40 and
.reduce the cGOsts resulting froth. the reexam nation of the configuration
of the key mandgerremanages vdatalevd dee proFectadr inrparaécoitdirndhesey he
present enbodi nent, 15as descri bed above, the system secret key Ssk of the
syst em devi ce-t3( immgtotr dexengit dtey iMk, ohotheemadred keyompgragment
key.data), for exanple, in the key managenent server device' 40 in the key
di stribution plodes. 30 (4 Iohe RRPB £I1BCal 9 PRebBRt UBBST Pnf or mati on
| eakage:to, for, exanple, the manager of the ke% nanagenent,ggrv r ggvice 40
in the key di SthaMut i ProEEE TONREN k2 T b BBbVECCEEED anot fhe
presentsenbodiqg)t, di Vi Sion of the processing in the k 25managenent system
per mi t s>hi ghl ¥ e and flexi ble key managenent with a high degree of

freedom ' Althouglydfie: 3354 8 oy G- 30, A0CekhEAEhERR! ad7acdeviedS0 are

provided in the present diment -7 deScribed aboVei " One client device
50) irlay. be gl proyd dedspesiddadidy, servd Oraexanm! 8o Hhekgy Csk of the

client dice ao maymanaged:i the:” key-: mnageMent server--

performs the key distribution process does not need to
be strictly protected. It is therefore possible to

10 reduce the management costs of the key manégement
server device 40 and .reduce the costs resulting from
the reexamination of the configuration of the key
management server device.

Furthermoré, according to the present embodiment,

15 as described above, the system secret key Ssk of the
system device 30 is not decrypted (i.e., not restored
to original key data), for example, in the key
management server device 40 in the key distribution
process. It is therefore possible to also prevent

20 information leakage to, for example, the manager of the
key management server device 40 in the key distribution
process.

As described above, according to the present

embodiment, division of the processing in the key

25 'management system permits highly secure and flexible
key management with a high degree of freedom;

Although the system device 30 and the client



_device 40; and-:the-manag' ed= Cient secret key Ck of the s_ dient
‘devi ce 50 may be distributed in response t8 reqUest.froM, each of the
:client devices 50 , Thersysteni device 30 may be separated fromthe , -
10netwOrk .60 except when the sYstem setup proceSS-in step. 512 is
perfornmed.- .-,-- --TheaySteM device 30-_May. be configured tohave System
secret key 'generation unit far generating7the -system Secret key Ss1(

i nstead of the system Secret key: 7 '-.storage unit _32-,

and- -t hesYstem -secret keY-Ssk'ticay be - -..generated by this.systervseCret

key generationdgfite B0Sheadpebvtibedpriecess @freaegit rdnigpdigent
systeffi-secret _ keyin step 'S/1 kproxy -re-encryption-Method Wiich is not
20. i nteracti vedpsewhbeh- ebovbi, dbnecbifondle arewitiesh (fon Rxadpglmougihe . based
r- may be used. - the..pUbliy/secteticey generation device 10 is provided
in the presentcthboti demice 50) maydéscroirbed patsoviglecho @finsdicf Ldahdsecr et
key generation 25-device 10 may be provi dedFor exanple, the master , public
key Mpk and t heormskempseer ehekeyMERE, epctigg key Csk of the client

5 device 50 may be managed in the key management server
device 40, and the managed client Secret key Csk of the
client device 50 may be distributed in response to é
request from each of the client devices 50.
The éystem device 30 may be separated from the
10 network 60 except when the system setup process in step
S12 is performed. |

The system device 30 may be configured to have a
system secret key generation unit for generating the
system secret key Ssk instead of the system secret key

15 storage unit 32, and the system secret key Ssk may be
generated by this system secret key generation unit
instead of the process of acquiring the system secret
key in step S43.

A proxy re-~encryption method which is not non-

20 interactive or which is bidirectional or which is ID-
based may be used.

Although the public key/secret key generation
device 10 is provided in the present embodiment
described above, no public key/secret key generation

25 device 10 may be provided. For example, the master
public key Mpk and the master secret key Msk of the

master key management device 20 may be generated within



t he master key. managenent device' 20,-and-the client public 'key cp.k.and
‘the client secret.-:key csk of each the client devices 50, may be generated
within the dient 'device 50: Wile certain enbodinents. have been
described, . these enbodi nents have been presented by Way of. exanpfe:
only, and are not intended to Iimt the-scopeof the inventions:, |hdeed,

t he noel enbodi nents deStribed herein may4Be enbodied in a Variety of other
forms; . ..-: Ibfurthernore, various om ssions, substitution's and changes
in the formof the enbodi nents described herein nay be made w t hout
dePartingjroritheh@asperikeyfmaheqémeeﬁtﬁ@ﬂéceTﬁ@,a@@mhﬁéwymdgaﬂunh&
and-theif ,equivalents are intended to_cover such forns

comuni cat i on RAp}ic 1kepaFalkesns §her adé eafi £SCISt, k?UpG§Wi@fkéV%§béﬁétkey

generation_unitenporarY- data storage unjt, 715: trol  Unit, mast er
key .managementh %e%}%%ntZ@eV1E%ﬁnﬁﬁ Bavi 8 gﬁp@raﬁgg w&ﬁgﬂérth§écret key
storage unit é rst tora geans) .. tenporary data storage unit, 24
re-encryption 6%% fon unit; 25.: control unit, 30 systen1device

- 31 CQF““”'Cat'O”wHPié c§§t§¥ﬁ §H5§8§&%%tsk%$v%t% %%egé%bntr grary data

storage unit, 34 system Secre ey encryption unit ‘unit, : key
managenent Sergﬁgsgqgmg ifbnt SOREVEI 8LHOR#senteABE Chay of example

encr Ypti On-syst easecret key storage unit (Second storage neans)
43reencrypti Opkey, s agee st tiftbhadd. %omﬁ@trrea@%éopteeb@n%)éptI on

unit, 4 , Control unit-, 50: client device, 51 conmunication _
inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;

10 furthe%ﬁore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or

15 modifications as would fall within the scope and spirit

of the inventions.

Reference Signs List

10: public key/secret key generation device, 11:

communication unit, 12: parameter storage unit, 13:

20 public key/secret key generation unit, 14: temporary
data storage unit, 15: control unit, 20: master key
management device, 21: communication unit, 22: master
secret key storage unit (first storage means), 23:
temporary data storage unit, 24: re-encryption key

25 generation unit, 25: control unit, 30: system device,

31: communication unit, 32: system secret key storage

unit, 33: temporary data storage unit, 34: system



unit, 52: client seCrQ.-key storage unit (fourth::' - storage neans), 53:
‘tenpdrary data storage unit, 54: _ ..H system secret key'decryption=. uni55
cc;ntraltinit. 50 CLAIMS. -1V key: managenent' system whi ch conpri'sesa
mast er key managenment device having first Storage nmeans for storing a
_first Secret key; and a.key manageMent server device- having

second- storage neans for storing Second -4&®cret -key which i8 encrypted
with a first public key which is paired with the first secretkey, the
mast er key managenent device including re-encryption key generation neans
-for generati rmperd: Koy usnogypheod iwsit sedbet ckniyrefonedti n4Ohe kkiyr st
storage' Means and a third public key; "a re-endryption

key- used: t o- r encaTecyamHnt t$wreec otel seer ed 1 kegomhiichcasiost onéd, i A2the

second storage .neanand which is encrypted with the first public
key to a secoﬁ@@§@ﬁwﬁnQEYH&%PQHEX%&Q@KP%V%?Ft%%YtﬁFPH?QﬁuHPFEkey, . the
key managenent server device dncl Aiding, reception neans for receiving the
“generatod redf@ARARG GiFARARC MG e FaStEr- RayTKRRAGRNERY GEOFEES . Wil

t he master. key .managenent devide and the | ey 20managenent server vice
are connect ed“%’&r{ga(c Jdcﬂesrt,orage st oArlgger%n%?flpyggﬁgﬂeﬁ?l 98

characterized ;. Meang- fdre Sty NG i dhd hadvide, M5! eLakifi¥nication
unit, 52: client secret key storage unit (fourth
storage means), 53: temporary data storage unit, 54:

system secret key decryption unit, 55: control unit.



device and the key-jtianagenent' server device are disConnected after the
‘re-enicryption key is -stored in 51 2. The key managenent system accordi ng
t claim1, charatterized by. further conprising a client device having
fourth storage neans for storing a thirdL secret key paired with the third
public key, wherein the key nmanagenent server' device further includes
re-encryption nmeans for-re-encrypting, bySOsing the re-encryption key
stored in the third storage means, the second secret. key which is
stored in the 10second storage nmean and which is encrypted with the 'first
public. key to a 'second' secret keyCefcypgt@dSm th the third public key,
and the client device includes decryption neans fot decrypting
the re-encrypted 155ecoAdksgcreragenpehy syistgrhe hilgh ¢oswaridteskéy st or ed
-in, the fourth storage Means.. 3. The key managenent system according to
:Claim2, charsetes¥ zeely bjanagenert cdapirei RgvaiRey 1rst’ storage means

generation. device which.generates the, first secret ge . 20"and .the first
Public .key asselFEORE"IH thifd SRCEFeF KR&y and én e&hF‘F‘BaB&B‘FF% key,

wherein the first storage ans. stores the_fir . ret y- t edi py
the keYgener aﬁ?%‘ﬁeﬁe%‘g e ?\‘élr.l%e%%%%nst8?86%2"%\9%%%11% gr%%s sgﬁgﬁrn% L

second- - Sect el £oKey SNCLYPLed Wi oy L1 éh&?ggtgabwﬂﬁhk y (geqerated by the
y generation device., ere-‘encryption key neration ans gener at es.
public key which is paired with the first secret key,
the master key management device including
re~-encryption key generation means for generating,
10 by using the first secret key stored in the first
storage means and a third public key, a re-encryption
key used to re-encrypt the second secret key which is
stored in the second storage means and which is |
encrypted with the first public key to a second secret
15 key encrypted with the third public key, |
the key management server device ihcluding
reception means for receiving the generated re-
encryption key from the master key management device
while the master key management device and the key
20 management server device are connected to each other,
and
third storage means for storing the received re-
encryption key,
characterized in that the master key management
25 device and the key management server device are

disconnected after the re-encryption key is stored in

the third storage means.
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2. The key management system according to
claim 1, characterized by further comprising a client
device ha&ing fourth storage means for storing a third
secret key paired with the third public key;

wherein the key management server device further
includes |

re-encryption means for re-encrypting, by using
the re-encryption key stored in the third storage
means, the second secret key which is stored in the
second storage means and which is encrypted with the
first public key to a second secret key encrypted with
the third public key, and

the client device includes

decryption means for decrypting the re-encrypted
second secret key by using the third secret key stored
in the fourth storage means.

3. The key management system according to
claim 2, characterized by further comprising a key
generation device which generates the first secret key
and the first public key as well as the third secret
key and the third public key,

wherein the first storage means stores the first
secret key generated by the key generation device,

the second storage means stores the second secret
key encrypted with the first public key generated by
the key generation device,

the re-encryption key generation means generates



52

the re-encryption key by using the third public key
generated by the key generation devicé, and
the fourth storage means stores the third secret

key generated by the key generation device.



