
D'ESCRIPT'ION1111111111111111111111111111111111111111 *G00002* Title of
Invention:-KEY MANAGEMENT SYSTEM Technical Field.       An embodiment
according to the present invention - relates to a key management system
which manages eys ' for use in encryption or decryption. Background Art
10In general, keys.thay be needed, for example, for encryption, decryption,
and signature in the use of services of various_ systems (devices).
'Heretofore, the keys for use in various systems have been independently
managed in the respective systems. 15In contrast, a method that has
recently been drawing attention puts together and manages the keys for use
in various systems by one key management server  .-device (keY,management
device) and. :acquires the keys  from the key management server device as
required, 20Product development or.specification-formulation for such an
arrangement has been in progress.       According to this' key management
server device, the keys managed in the, key management server device. are
distributed to, fOr.example, clients (devices), and 25the Clients can Use
Services Of the system by using the keys.' 'Key management in the
arrangement that uses the    encrypting:all these keys :with a key
.,(master -key) of 



.-.   the key 'management server devicethe master key i for example,key
(-common key)...incOmmon'key...; encryption, .;Thus, eyen.if.the
:system,secreticeys _ Managed in the key.Management'setver device have out,
the system secret keys can be protected'because these system secret keys
areencrYpted:' case,.if,a key is-requeSted by a client,: - the.k y
management server device temporarily decrypts . ,
:-10the'syStem:secretkeyunder the encryption management
. ..1 with the-maSter.key of the -key management server ,  ,
deviceencryptsthe decrypted systeM secret keyfor _ . .. .encry --
the-deScribed above, ancireturns the key to    15secret'Iceyreturned from
the key Management server device as described above.: This allows securer
distribution of the system secret key to Citation List. .. , Patent
Literature , 



20Y,-Patent-Literatutej: jpn. Publication No 200.3-87235-,
NomPatentLiterature        Non Patent Literature 1: Diffe-.Hellman Key
Agreement Method, [Online], RFC2-631, 'search on 25:February,: 10, 2011],
Internet  Khttp://www.ietf.org/rfc/rfc26.3Ltxt>  1'_ Summary of Invention
Technical --PrObleth  As described above, the leakage- of data (for
example, the*systemsedret keys and the master key) in , the process of
distributing the ,system secret : key:. to , - ._ the client. thereinafter
'rreferred to as a key . .cliStributiOn process y is a problem;: so that
the :  processing and data in this process have - . 'protected : therefore,
the -above key distribution  10.process needs to be -performed under a
strictly 



-- protected environmentIn other words,_.-the key. r-ddstributioh- prOcesS
Cannot b yperformecLunder an environment that is not secure - When all the
keys (for example, system secret , ' 1.5 --keys-) - are put together in the
, key management server: , -.. 'device there are More processing and
regions (regions , ,".,_- ._.. _--- - to manage the keys) t be protected
than lbefore, and ,, - key management costs increase proportionately.
Particularly when ,-the- master key of the key 20management server device
has leaked out, all the keys (for -example, system -secret keys) managed in
the key management Server device can be decrypted. '..Therefore, ..the
master key needs:.be strictly protected - by the-. use of, for _example, a
secret 'sharing technique or a password-based encryPtiOn.,method. .,
However, the strict protection of the master k y-  . device . It is thus
obvious that the protectionmethod that is more complicated has a greater
influenceon the 



. running cost of the key management server deVice. It is therefore an
object of the preSent invention    provide a. key manageMent system capable
of securely managing keys even Under an ,environment that is not
According to an embodiment, there is provided a - 10key management system
Which comprises a-master.key management device having first storage means
for storing a first.secret-k y, and a,key management server - device having
Second-storage.means'for stbring.a second ' Secret key which is encrypted
with a first public key 15which is paired With the first secret key: :The
.Master key management device includes re- encryption key generation means
for  generating, by   using. the first secret key stored in the first
storage' illeans. and a third public key, a re-encryption key used 20,
ta_re-encryPt-the second secret key which is stored i .. the second Storage
meanSTand which is encrypted with:.                 the first public key to
a second secret. )key encrypted with the third public kfey.       The key
management-Server-device includes' 25reCeption means for receiving the
generated ,r encryption key from the master key management device while.
the Master key management device'and.-the key:    management server device
are connected- tO'each.other, and third storage means for storing the
received re-'encryption key.       The master key management device and the
key management server device are disconnected after the reencryption.key.is
stored in the third storage means. 



Brief Description of Drawings.            FIG. 1 is a block diagram showing
the conficjuratiOn of a key management system according to 10an embodiment;
FIG 2 is -a block diagram Mainly showing -functional configuration of a
public'key/secret key generation device 10 shown in FIG. 1; . FIG. 3 is a
block diagram mainly showing -a 15functional configuration of a master key
management - device 20 shown in FIG. 1;       FIG. 4 is a black diagram
mainly showing a functional configuration of. a system device 30 shown in
FIG. 1; 20 .FIG. 5 is a block diagram mainly showing a functional
configuration of a.key management server device 40 shown in FIG. 1;
FIG, 6 is a block diagram mainly showing functional configuration of a
client device 50 shown in ,25FIG. 1,.       FIG. 7 is a conceptual diagram
illustrating a re-encryption technique for use in the key management
system acdoding to the, embodiment;, FIG 8 is a flowchart showing
''''a-pzroces,sing  , procedure in the :key :management system according to
the embodiment is a sequence chart showing :.a processing - procedure in a
key setup process;        FIG. 10 is a sequence chart showing a processing
procedure- am-- a system secret key setup_ process; __ FIG. 11. is a
sequence, chart showing a processing , procedure in a re-encryption key
-setup process; and FIG- , 12 is a sequence chart- Showing- a processing 



.. procedure inkey distribution process -.. Description  of Embodiment -
Hereinafter, an embodiment will be described With 15--reference to the
drawings. _FIG 1 is a block diagram showing the  .  configuration of a key
management: system accept-ding to the presentetbodiment :The key management
-rsystem .,comprises a public key/secret key _generation. device 10, a-;
master;:key ritanagement device 20, a:-Plurality of , systeTrLdeides 30, a
k y, management server crevice 40, and a. plurality of client devices=50In
FIG.: 1, one , System. device -30 and one client device 50 areOnly shown
for convenience. The '--key-,thanagement system acdordirig to the present
._ . embodiment` has a function to manage a key-2, (key used in the system
de-Vice 30) necessary for- the use of a-        :service provided by the
SysteM deVfce.30 when: this k 'is distributed to the client device 50. As
shown inFIG. 1, the public key/Secret key generation device 10, the master
key management device 20, the system devices 30, the key managemeht,server
.,  , device 40, and the client devices 50 are.connected to  one another
via, for -example, a-network 60. As will_be _ 



described later, the key management system.accordingto
the'presentembOdiment is tonfigured.-sotht the master . key Management
device 20 is disconnectable'-frdm the- _ network 60.. These devices ard
described below.- ' The public .key/secret key generation device 10, the
master key Management device 20, the system devices      the key management
server. device. AO:i.-.and the client devices .56 are -obtained as hardware
configurations to enable the functions'of-.the:respedtiVe..devices or as.'
- combinational configurations of hardware and softwareThe software is
installed from a Storage mediUmor'a   'network in advance,, and -comprises
a program that-:caUse8- each -device. to enable- its function. -.  FIG.
2-iS a block diagram mainly Showing. functional configuration of the
public-key/secret 'key generation device.'10 shown in FIG 1       The
public- key/secret key generation 25 includes a communication unit Il, a
parathete.rTs.toracje -unit-12, a public key/secret key generation larift
-temporary. data storage unit' '14, and a control unit .15.    device 50
The mastei_public key-andthe master secret key generated by the public
key/aecret:k y generation unit: 13 are sent to the master
keyJnanagement.device 20 by communication unit 11 a.aaresponse to the key .
generation request from the--masterkey;management device 20. Likewiaetlie
client public key and the client secret key generated by the public
key/secret; key generation unit 13 are-8'ent'to the client device 50  ,.,
-10by coMmunication:unit..11- as a reaponse to the key.  



_,.::. , ... generation request from the client: device 50 The temporary
datatoragetunit:.14.ds a'functional. ... .. unitfor temporarilystoting,
'for example,.. data ,received from other 'devices aa.needed: The control
unit 15 is a funCtionaI-unit'for  controlling processing inthepublic
key/secret key .generation device 10 including proCessing  communication
unit 11. And the public key/secret 'key. generation unit.13,   203
is..abiock diagranf mainly showing a functional configuration of the
:master key management device 20 shown in FIG.- The master key management
device 20 includes a  communication unit 21, a  . master secret key storage
Unit ,  25  *223.-a temporary data storage unit 23, a .re-encryption key
generation unit 24, and.acontrol unit 25., . - 



.Communication unit-2l is afunctional. unit for   :communicating via the
network 60. Communication unit 21,receives the maSter public key and the
master secret key of the master key management device 20  .public key and
secret key) sent by; for example, the .public key/secret key generation
device' 10  ,(communication Unit 11 included therein). COmmunication unit
21 sends a public key request to the  client device 50, and receives the
public key of the client device 50 as a response to the public key
.10request.-       A. master secret key (first secret key) which-iS the
secret key of the master key management device 20. received by
communication unit 2.1 is-stored in the Master secret key storage unit 22-
A Master public key 15 .(first public key) which is the public key of the
master key, management device 20 received by  communication unit 21 is open
to the public, and is managed, .for example, in the master key management .
device 20. 20:.The temporary data storage unit 23 is a functional -unit for
temporarilystoring, for example, data received from. otherdevices as
needed. For example, -the client'public key of the client device 50
received' by communication unit 21 is stored in the temporary 25data
storage unit 23.    The re-encryption key generation .unit .24 generates
re-encryptiOn key by using the master secret key of  -_ the master key
management, device ZO Stored in the tmaster secret key storage Unit -22 and
the client.-.publi. ,key (the public key of the client . device .50
storeel:in the temporary data storage unit. -23,) of the client- . device
50 received by 'communication unit 21. ,ThiSre,-- encryption key is a key
used to re-encrypt (convert); the data encrypted - with- :the public -key .
of the master- key .management device Hinto data encrypted 'With- ithe
public key of the client device : 50: In other words, 10_the .
re-encryption key is a key for re-encrypting the data ciecryptable with the
master secret key of the T 



- master- key management- device 20 into datadeCryptable: - with the Client
secret key : of the Client. device.:50.-                The .re-encryption
'` .key generated by the re-.. 15:,-ericryPtion, key; generation unit' 24
is sent to the xoy- ;.Management server device z10. by communication unit
21. ,y , The -.control unit 25 isfunctional unit for , --  _ controlling-
'processing in the master key management . ._... -device 20: including
processing in communication unit. 21 - _- 20-and the ,re-encryption :key
generation unit, 24. - FIG:.is a block.diagram:mainIy_i showing .,.....
functional- configuration , -of the system 'device '36 shown in 'FIG..-
].-: . Each of'the 'System. -devices 30. that ,.,-7,-  .--.,,,
.consti.tute, the-:_-k y man..-cjement:sySterr.C.:haSs.ifunction.al.  - _ -
_ 



configuration ....s imi.lar to that . in :,:FIG.....-7:':f -4-..
.....-,..,.. .., ......,.......:...:...... The system device 30 - includes
a communication unit .., :- .... ..-. ' 31, a system secret ke5.7.2.-S
torage unit 32, a- teMporsiy...  data storage unit 33a'systemisearet key
-encryption unit 34, and a control-unit Communication unit 31 is a.
functional. unit for -  .... communicating viathe network '60.
Communication unit 31 sends, for example, a master public key request to _
the master key management device 20. The master public key request requests
the master public key of the  masterYkey.management deVite:20.Communication
unit 31    32 ds'a key. necessary. for the use of a service provided by
the.sySteM device3.0- The System ;.  either a secret key regarding public
key encryption or .a secret key regarding common key encryption, or may
otherwise be confidential. -data ,(.for example 



password) necessary.for..the uSe of a...serVice...-: , -
The.temporarydata storage unit 33 is a functional unit for temporarily
storing, for example,. data - received from otherdeVices as 1-1eecied. For,
examPl the master public key.of the "Master 'key management device 20
receivedJoy- cOmmuhication unit 31 is stored  inthe teptitaty data storage
unit. 3 The:'system-sedret'key encryption-unitH34 uses the    :-.1(ey of
the master key management device 20 stored in  :  . the temporary data
storage unit 33) .:to.-.-en'crypt the , system secret key of the
systeriC,deic0,3tored in the -  systemSecretkey storage unit 32i. Thesystem
secret -key Of the system device-3Vencryptedbythe'system -    the key
Jrianagement server device-40-:,by communication -_ _                 The
obritrol unit 35 is a functi-onal unit,-for 15cOntroIlingptocessing,the
'system device 30,: '  including processing in communication-unit.31.and
the .system secret key encrYption'.unit34... - - 



FIG 5 .a block diagram mainly 1-1:o-wing., a, functional configuration of
the key management evr.Ver.'  -_deviCe...40-ShoWn in FIG:,       her key
Man'agement:server device,40_includes communication unit 41, a:MaStei
encryption system= secret key storage unit 42, 'a re-encryption key
:Storage: :, .Unit A ,:a.,-reTencryption unit 44, and :a control dnit. .25
- Communication unit yll is a functional unit for .- communicatingVia-the_
network 60   41 receives a master encryption system 'secret key which...
_.. is the system secret key Of'the-system device. 30. , encrypted with the
public key ofmaster key .: management deVice.20,sent by the system device
30. (communication  unit 31 inclUded therein). Communication unit 41
receives the re-encryption key sent by the master key management device 2
(communication unit 21 included therein)               A system secret key
(second secret key) of the 10system device 30 encrypted with the public key
of the master, key management device 20 is Stored in the master encryPtion
system secret key Storage,unit.42The re- encryption key is stored in the
re-encryption key -storage Unit 43: 



15.The re-encryption unit 44 Uses the re-encryption .:4 -k y stored in
there-encryption key storage unit 43 to .re-encrypt the master encryption
system secret key - - .stored in the master encryption system secret keY.
storage unit 42 (1,0:i' the secret key of the system -
device-'30-enorypted,With:the public key of the master' key management
device 20) to the system secret key of . the system device 30 encrypted
with a-client,-'public key (third public key)the client device 50, thereby
generating a client encryption system' secret key- That is,' the system
secret key of the system device 30 reencrypted:by the re7encryption:unit 44
can be decrypted by the use Of the client Secret.k y,of the client's -  .
16  device 50.       The system secret- key of the system device 30
re-encrypted by the re-encryption unit 44 is .sent .to the client device 50
by communication. unit 31..       The control unit 45 is -a functional unit
for controlling processing in the key management server device 40 including
processing in communication unit 41  and the re-encryption unit 44. FIG.
.6-is a block diagram Mainly shOWing.a 10functional configuration of the
client ,device .5.0 shown FIG. 1.       The client. device 50 includes a
communication unit' 51, a Client .secret key storage unit 52, a temporary -
data storage unit 53, a.systeM secret key decryption 15unit 54, and a
control unit 55. Communication unit 51 is a functional 'unit
for.communicating.via the hetViork 60.- Communication unit 51 receives, for
example, the client public key and the-client secret key of the system
device 30its .20.public key and secret' key)sent by the public 



key/secret key generatiOn device-JO .(comMunicatiOn unit. 11 included
therein).       Communication unit 51 sends a cli'ent encryption system
secret key request to the key management server 25device 40. The Client
encryption system secret key request requests the System secret key of the
system device 30 which 'providesthe service to2be used 'by (a  .User of)
the client device 50 (a :;key. netesSaryfor'the% uSe----Of the
service).mmunication -unit 51. receives.; - _ from the k y.-Management
server device 40, e Client  - encryption -syStem..secret.ley i4hich.is.the
-re--encrypted secret key of the sySterfLdevice 30, as a.reSponSe to _ -
the client encryption system seCret_keyrecfuest -sent to ._ the key
management server device 40:. The re-encrypted
seCret.key.ofrthe:Systetdevice.,30 is,,the--system secret ,--
-.key,Of.thesysteM.dexiice=-..3b encrypted with the client ' public
keyof:theidlient device 50- (i:e. its public. key) as described above,: The
client secret key ofthe.:client-deVice-.50 (i.e;,,its secret key). received
by.Unit.           51 is stored in theclient-"secretkey storage unit 52..
15The client public key of the client device by communication unit 51
is.open.td the publib,:andManaged in the client dev1Ce -_        The
temporary data storage unit 53 is aStOrage unit for temporarily storing,
for example, data 



- .received from other devices as needed: For:..eXample, .- _-.
the.reencrypted,systeMsecret key of the system device ,   30 received by
communication unit 51 is stored in the , temporary data storage unit.53. ._
-                 The system.:-...secretkey decryption unit 54 usesa
25Hclient secret key -(third secret -key)' Of the client device 50 stored
in the client secret key storage ..-52,t6 decrypt :the client encryption
system secret key  18   (the reencrypted setret:.k y of the SYstem device
30 :'-stored in the temporary data storage unit 53) which is the
re-encrypted system Secret;key'of,the Sy.Stem. device  .30 received by
communication unit_ 51:. The system  5.secret 'key of the system device 30
decrypted by the system secret key decryption unit 54 is stored in the
.temporary data storage unit 53.'  devide,-50 can use the service provided
by the system devide 30 by the use of the-syStem secret-. key of the System
deVice 30-decrYpted..by the system.  



secret key decryption unit 54 (the sySterrLsecre-t key of , the system
device 30 stored in the tempotatydata storage unit 53). ,Thd control unit
55[is a ..fundtional.Unitfor controlling processing in the client device 50
including processing in communication unit 51 and the , system secret key
decryption unit 54.  Here, the technique Used - -. t o-'the" 'present
concept of a proxy teTenOtyption the keymanagement system according
embodiment .s-described With reference         In the case desbrib,ed
here,: for convenience, confidential data:.10.0is protected by encryption,
users A- and -p decrypt the confidential .data  100.  Tirst-;
the.cOnfiaential- data 100'iseribrypted bI the:useof a-public key 201 Of
user A (step Si). As aen-crypted 'confidential data 100 (hereinafter'
public key. 201 of user i A. attached to user A and is a .key to -de-crypt
the confidential data 100 encrypted with   the public key 201 of user A
(i.e:encrypted confidential data 101)secret--::key of user A is 15::secret
information, andperson whoHchows the -secret:'. key 202 of-Fuser' A alone
can decr-yp,t, encrypted confidential. data lon 



_ , the re-encryption technique; re-encryption 'key 401 is generated by the
use of the secret key, 202 of User -:A and a public key 301'. of:.u-ser'
stepThe re-encryption key 4-0,1 is a key: to te- - encrYpt (-convert)
encrypted confidential data 101' to :encrypted confidential data 102.
Encrypted: Confidential,:-data 102,,the Confidential data 1.00 _ encrypted
with a public key 3.01 (public key attached- to user B) of: user B: The
generation df,:the re-encryption key 4-01 'requires the permission of .user
A to use the  20  secret key of-usetiA. While .the re-entryption key 4.01
is generated by _ the use of the secret key 202 of uset-A And the public
key 301 of'userthe re7encryption:key.401 may be  5generated by the use of
:thejodblic key. 201,of uSer A and asecret key 302 of .user B in addition
to the keys 202 and. 301, Now,. encrypted:,cohfidential data 101 is ..
encrypted by the us&ofthe re-encryption key 401 (step B4)". As a result,
encrypted confidential data .101 is re.,encrypted to encrypted confidential
data 102.:  'Encrypted confidential.data-.101 cannot be decrypted even by
the use of the -re-encryption key 401 (i.e., the - 



confidential.data 100::cannOtibe obtained),  15'The re-encrypted encrypted
confidential data 102.. (encrypted confidential data 102 obtained by the
re- encryption of of encrypted confidential data 101) can be , decrypted by
the use of the secret key .302 of user B (step S5)As a result, user B can
obtain .20-confidential data.100. As deacribed above,
accordingto.-the_re-encryption -technique, for example, encrypted
confidential data 101 isnot decrypted,, and :encrypted confidentiaLdata 101
..  :'(the confidential data 100 encrypted with the public- 1(ey 201 of
user A) can bere7encrypted to encrypted - :Confidential data
1.02.:(the-Cohfidential data 100 encrypted with the public key 301 of user
B).  21      'Here, symbols used-in the proxy re-encryption are desctibed,
The proxy re-encryption is a concept, regarding a public key cryptosystem.
A basic model ,comprises five 5 functions: key generation, encryption,
decryption, re-encryption key generation, and re..-encryption. The key
.generation, the encryption, and the :decryption are  similar to those in
.general public key. enCryption. A key generation algorithm KeyGen in the
proxy re- 10 V encryption inputs a secUrity parameter lk, and' outputs a
pair. (pk, sk) of a public key pk and a secret key sk. That is,
KeyGen(1k)-4(pk,'Sk). An encryption algorithm Enc in .t e proxy re-
encryption inputs 'a public key pkA of a target A .(for 15 example, user A)
and confidential data (plain-text) m, and outputs confidential data
(enCrYpted-confidential data) CA encrypted with the public key pkA..of user
A. That is, Enc(pkA, 



A decryption algorithm Dec in the proxy .re7 4 20encryption inputs a secret
key .skA of user A and -encrypted confidential data CA, and outputs the
confidential data m.' That is, Dec(skA, CA)-m.       A re-encryption _key
generation algorithm ReKeyGen. in the proxy re-encryption inputs, for
example, the '25public key..pkA ofthe secret ikey skA Of user A, a public
key pkB. of user B, and a secret key skB of user B, and outputs a
re-encryption key.rkA4B. That  2 as,  ReKeyen(pkA, s kA, pk, sk8)B'
-.A re-encryption-algorithm ReEnc-intheprOxy re-encryption inputs inputs a
re-encryption key rkA"B and . - encrypted confidential ' data CA,. and
outputs  ,.-..... confidential data (encryptedr confidential data) CB _ _.
encrypted .with the public keyApkB of'userB.: That is, .. ReEnc(rkA,B,
CA)-CB. The basic model comprises the above-mentioned key- - eneratiOn
encryptiOn, decryption, re-encryption key 



_ , 10Lgeneration and re-enOryptiOn. EoweVer, :depending on methods to be
implemented, the input to th::functoia- : .,.rtiay be differehtor functions
or keys. other than those _ -mentioned abbve may be included'.        A
specific example is a model called non-interactive that does ..not'Theed
skB for the input of re-encryption key 'generation_al-gorithm-, Another
-Model called unidirectional is capable of : re-encryption from
encryptecf.cOnfidential- data CA . to encrpt6'd 6brifiden-Eia1 data_ CB by
the use:of:the re- 20. encryption key'rkA"B,.but'iSre-encryption -- from
encryptecLconfidential'-,data CB to encrypted: confidential data CAThere-
is alsoa:ModeL-cailed _ bidirectional: which is Capable:.0.f..Mdtual.
Ire-encryption - of .encrypted confidential data CA and encrypted . - 25
-confidential data Ci3-by the use of the re-:encryption ')(eY rkABIn the
bidirectional model,- the r ... ".encryption - k  - May be indicated as rk 



_        -Moreover, there is a method based on encryption among public key
enoryptionS:-  ID-based. In' this dase,-  .. funCtions.Setup'for
masterkey-;generation _. ..increased, and a master ke-Y.:and an ID are
added to the . input. of thekey generation KeyGenIn the ID-based
encryption, the public key plc:is:an ID.      '.Now, the operation
of,the-key.manageMent system' according to the present embddiment
isdeScribed- In :thekeY.Management system, the system. secret keys of 10the
system devices 30 are managed in a key management server, andsystem secret
key of the system device - 3.0 is distributed to the client device 50-
Which is to -use:the:service proVided by.this.system deViCe130,..
A processing procedure of the key management. 15system according to the
present embodiment is described.. with reference to a. flowchart  in FIG 8.
The 'processing in the key Management systeirvacCording:to the present
embodiment is broadly classified-intofour. processes shownin FIG: 8.
20*In'the.key management system, a key setup process is first performed
(step:SI1).. :In this key. setup process, the master public: key and the
master secret-. 



Icey-of.the, master key management device'20,uSed 'key management system;
and the client public key  ,the:client secret key-  each client. device. 50
Aret .. ,   -. performed in the key management SystermAstep-S12).In the
system secret key -setup.prOcesS the system secret.key:of:'eaCh system
device 30 is set up f r:mkhageMent, : in they management server device 40;
Furthermore, a re-encryption key setup.--process is -
,theh'iperformedin:thekey manageMent.systeM,.-(8-tep.'S.13),, - In the
re-encryption. key setup -process, the  re- ncryption key USedin the key
management SysteM is set Up. :10--After the processes in steps-Sll to p1.-3
described , -,  above are performed, -a. key distribution'TrOcOs is
.performed' in the.:key-management 'System (sXep:r.SI4). _ the key
distribution process, in response to a request .- from the client device-'
50 which is to use the service 



- ,..,.,,,,,.._, ., - ,..--, .:_-_.. ,- - provided by this
aystem._device.30, the encrypted system- ...-%--. .- secret key of the
system device 30 distributed t  the client device 60:so-that this
systemsecret key can be decrypted with.tpg:Clienysecret. key
ofthe.-client.-. device 50; By usingthe system secret. .-key Of_the: -,"-.
.. system device 30 distributed by the ,key distribution _ process, the
client device 50 can use the service , rovided-by'tha SYa-E6M%deVice'-30-:
Now, details of eachthe processes (the key _ _ setup process, the System
secret key setup prOcesS,-the. 2re-encryption key.SetUp.p-roces-s and the
key 'ciistribution pr-ocesSY.,sh(*rifih FIG :8 are -deSaribed 



with reference to FIG 9 to FIG..-12.' Although not  25  described below,
the processes in (the parts included:  'in) the public key/secret key
generation device 10, the  master key management device 20, each of the
system devices 30, the key management server device 40,- and each of the
.client' devices '50 are performed under the :control of thecontrol units
included in the respettiye devices.  A prOcesSing.procedure ofkey setup
process  -.(process in step S11 ShOWn in FIG.-8) is described with:
reference to asequence chart in FIG, 9, The key:setup process is performed
by the public key/secret key  - generation device 10, the master:k
y-management device. 20,. and each of the Client devices '50. In FIG 9, one
-client device 50 is only described for convenience 15:.Communication
unit'21 included in the master key -.management. devite:20'se'ndS .a master
key generation: - ,request to the-publia-key/sear.et key generation device
:Jo (step S21.) Accordingly, the public key/secret key .generation device
10'.is.requested to generate the 20Master public key and the master Setret
key (hereinafter referred to as a master public key..Mpk and .. 



a master secret key MSk) of the master key management - - :device 20.. 7 :
Communicationi unit 11 included in the public 25- key/Secret 'coy
.9.erlerat.ion'.devA-de_10 r.eceiVes:the.master. .._ key generation request
sent from the master key management. device 20 (communication Unit 21
included  26 therein). When Communication -unit 11 receiveS.the master key
generation :request from the master key management device 20, the public
key/secret key generation unit 13 generates- a pair of the master public
key Mpk and the mater secret key Msk of the master key Management.
device.20' (step S22). The public key/secret key  . generation unit 13
usesthe parameter stored in the parameter storage unit 12 to generate the
pair of the  10master.publib key Mpk and the master secret key Msk of .the
master, key management device 20.       Communication unit 11 sends, to the
master key -management device .20, a response .(master key generation
response) to the received key generation request from 15the master key
management device 20 (stepS23). The master key generation response includes
the ma's-ter public key Mpk and the master secret key Msk of the - master
key management device 20 generated by the publickey/Secret key generation
unit 13. 20-If the, Master key generation response is sent to the master
key management device 20 .by the public  key/secret key generation device
1.0 (communication -unit 11 included therein), communicatiOn unit 21
included in , the master key management device 20. receives the master
25key generation response. Thus, the master key management device 20
acquires the master public key Mpk and the master secret key Msk of the
master. key  



7 management device 20 included .- generation response themaster-  The
Master - secret key Msk of the master key, , - managemendevice2.0
accidireCin:themaser, key , _, management device 20 is stored in the master
.secret key 'storage unit 22, and properly 'saved (step S24) the meantime,
the :master public key -,Mpk of the _ master key management device 2.0
acquired in the master1ceY management device  20 isopened topublic ina _
10: :proper. manner' (step S25)       Communication- unit 51: included in
the client - device  50 sends S Client key generation request to the ---
Public key/Secret -key generation device 10 step S26)'. ,Accordingly, the
public key/secret key generation 15- _ , .bevice 12,0 is requested to
generate the client pUblic.  



key and the client .'S'eeret key :(hereinafter referred to ,. .- as a
client public key: Cp1;.and a client .secret-.:Icey:c.sx) f the client
device -       Communication Unit 11. included in the public
keY/secret:Itey generation device 107.receives-.the client key generation
request sent from the client device 50' :--:.(communication unit :51
included therein)-. ,,..f-..z:__.,.. --:-.-' _.-.,,,---.-... '-,.---,:- ''
- . When communication ...unit' 11:-: receives the '''-key   -;-;,.::'..::.
...c.-.._.,. ._---.-:.-.-.:..- ,1:i :generaton request fr.om. -the,-
'client device 04, -the .: ,  key generation unit 13 uses the parameter.
-stored in the parameter storage unit 12.t .generate the  pair of the
clientpublic'.key cpk and the client secretf-the-client device
Communication unit 11 Sends., to._the,Client-deVice a response (client key
generation response) to the received Client key generation request from the
client device 50 (step S28)The master key generation.    When the client
key generation response is sent to the clientdevice50 by:theipUbliC
key-/Secret key generation deviceslb:(communicationunit 11 included'
therein), communicatiOn unit 51 included in the. client device 50 receives
the Client key generation response:, Thus, the client deVice.50:acquireS
the -client public  



client secret key storage unit 52, and properly saved. (step S29):
In themeantime', the client public key Cpk of the .client.device..5.0
acquired in the client device 50  opened.t the-publiC in 4 proper manner
-(step    :partidular.; E'or the .protection of -these secret keys,.
.common key may be shared by, for example, two devices -- (here., the
public key/secret- key generation device 10     the client setretkey. Csk
in steps S24 and S29 is not. specifically shown., the master Secret-keyMsk
and the client secret key Csk may,be_encrypted with,a prepared
-,:key-and.thussaved, for example , 15'How the masterpublic 'key Mpk.
andthe-client- public keyCpk are.dpenedt0.the public in steps S25 and S30
depends On each device. For example, the -public .keys may be registered in
a server whichmanages public keys, or may be managed :by the:manager of.
the 20key-management.system according to the present "
:embodiment.That-iS.,. the public keys have 'only. to be  available to the
devices that constitute the key management SYstem accordingto the
present:eMbodiment foqdwing explanation, for convenience., the master
public key.A?Ipk,of'the master_': key management device 20 is managed in
the master _key management device 20, and the client public:.key-Cpk of 



31 .the client device. 50 is managed in the client device. 50. Although the
processes in steps S21 to S30are  performed in this order as described with
reference.to" FIG. 9,..the processes in steps S21 to.S25 and the.-
processes in steps. S26. to. S30 May be changed in order. The processes in
steps. S21 to S25 and the processes in steps S26.to S30 do not need to be a
series of processes. For example, after the. processes in steps 10S21 to
S25 are performed, the processes in steps S26 tb S30. may be performed...
Although one client device 50 is only described: .here for convenience, the
processes.in steps 'S26 to .S30. -shown-in. FIG. 9 are performed for each
of the client 15devices 50. That is, in the key Setup pracess, steps S26 to
S30 may be repeated for each of the client - devices 50.       Now, a
processing procedure of the system secret key setup process (process in
step S12 shown in FIG_ 8) 20is described with reference to a.sequence chart
in -FIG., 10.. The system secret key setup process. is ,performed by the
master key management device 20, each of the .system devices 30, and the
:key management server  device 40. In FIG. 10, .one system device 30 is
Only 25described fox convenience. The system secret key (hereinafter
referred to as a system secret key -Ssk) Of _ the System device 30-iS
stored in the systeM secret key .  3.2 storage  unit 32 included in the
system device 30 . Communitatibn unit 31. incliaded in the - system ,
device 30 sends a, master public key request to -_ the
Masterkey::management:device :20 (Step S41.)... Thus, the master key
management device 20- is requested to provide t.he.,,master pUblic key Mpk
of the master -k y. management device 20.  CoMmuniCation. Unit "included
dh:tHe master key.. 



management device 20 receives the MaSter public key:  10-request Sent from
the system : device '30 . (communication - -unit 31 included ther'ein,)
When the master .- public- key request" from the system  device 30 is
-received by communication Uhit .21; he.-.        .master: public . key
Mpk:cf the master .key management...::- 15device 20::-managed in the
tastery management .cieviCe _ 20 1S.-acqui-red.. .- Communication Unit 21
sends, . to the system device- _ 30, " a. response (master public key
.response) to the received master public key request from the.:systerrf-
Management'device "20::  When the master public key response is sent -,;
td,:the system device 30 by the master .:key management device 20 .,
.2(communication unit 21 included therein), communication ' , unit 31
included in sthe-System deviCe'.30 receives the: , master public key
responSe.. Thus;.-the...system device: 30 



..,...:....,.  - - acquires the master public key Mpk of the master. key

... , management device 20 included in the master public key response.
The system secret key ,encryption unit 34 then . acquires the system secret
key Ssk othe system device 30 stored in the system secret key
storage.Unit.32 (step.S43):' Here,_ when the system secret. key Ssk Of ,
the system device -30 is, -for, example,.'encrypted and -.thus saved in the
syS:teM-secret-key storage unit 10the system Secret key Sslyof the System
device 30 is properly decrypted and thetebyaCquireth.. The system sectet
key. encryption unit 34 uses the ...acquired master public key Mpk of:the.
master key          management device 20 to encrypt:-the.system secret
15,SSk of the system device 30-acquired in step S43. (step  bmirtunidatlion
unit 31 sends,: to the key management server device 40, a master encryption
systemsecret-key saving request including the master encryption system
.secret key which is the system secret key Ssk:of the system device 30
encrypted in step S44 (step' S45)'. .  Accordingly,- the key management
servefdevice 40 is requested tosave (manage') the master encryption System
secret key.         Communication unit 41 included in the ke.S, management
server device 40-receives the master .encryption system secret key .saving
request sent frbin.  the system device 30 (communication Unit 31-AntIuded-
. 'therein). The master en-Crypt-ion system secret key,- _ " :inCluded
saving - request reteive&b,:coMtuniCation unit 41 is - stored and
savedAn.the master encryption system secretkey storage unit 42 in
Tesponse-2to.-the MasterenCryption-System- secret key Saving
request:'..(step.SA6).       When the process-in,step,546 is 'performed,
communication unit 41 sends, to the system device,-30,,.
-10response....(master encryption System secret _,2 



key saving,--  'response) to the received master encryption system secret
key saving- requeSt:tb.-report,the completion of the process of saving the
master encryption system :  seCtet key::(step.,SA-7). - -       After the
processes in steps S41 to S4.7 are performed as described above, the
process of setting the system;secret-1..key Ssk is finiShed. - In step
S4-2r the master public key response , including the master public key
Mpic-of the master key 20..management:device-20 isSeht:,,-HoWever, as the
master : _  public keycMpk:is infOrffiation:that.is opened to the _public',
it is notnecessary tOexchange.tesSageS,as strictly as in the case of
various secret keyS. The - same. applies-to-theiprOcessing described below
in which-- 25.zvarious p4lic-keysare sent.;       Although one system
device:30As-only described in FIG.' 10 for convenience-,, the process of
setting up the  system secret key Ssk shown in FIG;.- 10 is performed for
each Of the system"devicesThus, the master' .encryption system -secret key
which is the system secret _ keY Ss'k'of the SystemHdevibe -.30 encrypted
With the. . master public key.-Mpk. of the master key management -_ device
20 is stored, for each of the system devices:30, in the master encryption
system Secret key storage uhit. 42-included -in.the 'key management
server-device 40. 



That is, in the key management server device 40-,- the - ,.. 10system
secret keys Ssk,of all the system devices 30 are 'put together and managed
in an encrypted state      -Now,-a processing: procedure of the
re-encryption key setup process.(proceSs:.in.step. S11 shown in FIG. 8) is
described with 'refeTence:to..a 'sequence chart in  15The re-encryption key
setup ptOcess,is performed. by the. master key management device 20, the
'key management .serverdevice, eachof-the client - devices_501. In:FTG.-11,
one. client device 50 is only  described for Conveniente. - 0communication
unit 21 included in -the  master key management -device 20.sends a client
publickey request to the client device 50 (step S51).: Thus, the client
device 50 is requested to provide the client. public key Cpk of-the client
device 25Communication unit,_51.included in the client. device 50 receives
the.-Client:pUblic key request sent from the.master---key Management
device: 20: .(cOmmunication.  36 unit 21-included-therein).       When
communication unit 51 receives the client public key request sent from the
master key management device_ 20, the Client public key Cpk of the client..
device 50 managed in the client device 50- is acquired..
Communication unit 51 sends, to the ma8ter, key management device 20Y,.a
response (client public key response) to.the received client public key
request from the. master key management device 20 (step S52). 10 -The
client public key response inCludes the client public key Cpk of the
client.device, 



-       When the client public key response is sent to the master key
Management device 20 by the client device 50 (communication unit 51
included therein, communication 15unit 21 included in the master key
management device 20 receives the-client public key respOnse. Thus,-the .
master key management device 20 acquires the Client public key Cpk of the
client device 50 included in the client public key response. 20The
re.-encryption key generation unit 24 then  acquires the Master secret key
Msk of the master key. 'management-device 20 stored.in the master Secret
key 'Storage unit 22 step S53), When the master secret key Msk of the
master key management device 20 is, for 254xample, encrypted and thus Saved
in the' master secret key storage unit 22, the .master secret 'key Msk of
the master key management device 20 is properly decrypted.  and thereby
acquired;       The -re-encryption key generation unit-24.dses the Client
public, key Cpk:ofthe;Client device 50 and the :master .secret
key-.Msk,:Of.themaster,key!Management device 20 that have been
acqUired:to'.encrypt. aTre- encryption k Y:(hereinafter ;referred to as a
re-encryption key M Cree) (Step S54) . The re-encryption . ' key.-.M.Cree
generated here is -a,icey for re-encrypting (converting).-data encrypted
.1Adth the master public key' ". 10...:- Mpk of the master-key,manageMett
device 20data -,  -,. encrypted with the client public key Cpk:.of the
client' " ..'...:- device 5.0',::that---is, a ,key for re-encrypting data
(encrypted data) decrYptable:With.the'maSter secret key , 



.,... -Msk-of the master key management device 20to data  '(encrypted data)
decryptable with the client secret key .. Csk of the Client device 50%
Communication unit 21 ..sends.,'thei-k y management' 'server device 4.-6,-a
re-encryption key Saving request _"... including the re-encryption key M
-Cree generated in -,,.. _,, 20.step S54,r(step'_.S5..6):..AccordinglYithe
key management  . server device 40 is requested to save (Manage) the re=.-,
: _._ .-, ComMunication unit'- 41 inolbded. in t e key
-- Management server device 40 receives the re-encryption --, -25-:-'key
Saving request sent ,frOM-:rthe-M4ster key management ._--. ....,._..._
device 20 (communication unit 21 included therein) There-encryption
keyA4-+Cteeincl.u-ded in . the :-                          management
device 20, a-reeponse (re-encryption key saving respbhse). to.the received
re-encryptiOn.key saving reqUeSt.to ,reportthe completion ofrthe.prodess
10of saving the re-encryption key M,Cree (step S57). After the processesin
steps S51 to S57 are 



perforMed aS described above the process of .setting up: . the
re-encryption Ikey is finished.  Instep S55, the re-encryption key .saving
request including the re-encryption key 1?1Cree. is sent ..    However, for
example, the system secret key S k of the - ...System device 30 Cannot be
obtained by the re-encryption key M.Cree alone: Therefore;,as in.the case.
of Various-public key described above, At isn t 20-necessary to exchange
messages as strictly as in the :case-of yard:Oils secret keys.
Although.oneclient-device 50 is only -described in ,FIG. 11 for
conVenience, the processes in steps S51 to S55 shown in FIG 1-1 are
performed for each of the 25 - -client devices 50. :IThat is in the
re-encryption key ',setup process the processes in steps S5I to -S55 may be
-7 f , this , repeated for each Of,Ahe dlieht devides50. _  39  way, the
re-encryption key foreachof the client 2devices 50:.(reLencryptin
kecOrresponding,to each the client devices 50) :M.Cree is stored. in the
re-encryption key storage unit-A3:inclUded,in',,the key - management Server
device 40. Now, a processing procedure of the key, , distribution process
(process in step S14 shown in FIG 8) is described with reference to a
Sequence Char in ,F1G..- 1-2. The key distribution process is performed. 



by the client device 50 whichis.tc; use the services ..- .provided by the
key mahagementserver-deVice 40 and the .system: device 30';
_Here'inafter.the:Clientdevice 50 .2 which performs
the-keydistribUtion-procesS .amoncythe client devices 50Jsreferreo as a
tatgetclient' device 50, and the system device-30:Which provides the --
service to be:uSed..by:the-,target client'device-50 among , - _- -the
system.devices 30 is referred to,aS a target system. -device
First, comMunicatiOn.unit:-f51 ineluded,in the .20target client.device_50
sends ,'a 'client encryption system Secret key request to the key
management server , -device 40 (step S61)... ThUsi the key management
server ,- device 40 is requested to acquire:theclient:enctyption ",
:syStem secret key which. isencrypted:so:that the  .-,-- 25System secret
key _Ssk of the system device 30-,Can:be -.. decrypted with the client
secret key Csk of the client device 50:.,    'CoMmunication unit 41
included in the key  management.serVer device 40 .,receives the client 



encryption .system.8ecret. key:requeSt sent from the target client device
50 (communication Unit 51-included. therein). ,When the client encryption
system secret key :-request from thetarget-olient device 50 is received by
communication unit 41.i: the re-encryptionunit 44 acquires the encrypted
system secret key Ssk of the 10target system device 30 Stored in the master
encryption  system secret keystorage unit"42:in responsetb the client
encryption system secret. key request (step S62) . The master encryption
system secret key acquired from the Master encryption system secret key
storage:UnitA2 15by the re-encryption unit 44 is the systein.secret key,
-Ssic of the target System device 30 encrypted With the Master public key
msfl the: master key management device 20 as described above:        The
re-encryptiOn unit 44 acquires the re-, 'encryption,keY M-*Cree stored in
the re-encryption key. storage unit 43 (step S63)Here, the re-encryptiont
key M,Cree acquired by the re-encryption unit 44 is the -
.re7encryptionkey.M4Cree corresponding - to the target anent device 50
which is the source of the client encryption system secret key request
described above,. and is a key for re-encrypting (converting) data
encrypted with the master 'public key,Mpkof the master   41 - key
management device 20 to data encrypted with the -:client, public key Cpk of
the client'device-50.        The re-encryption Unit 44 uses the
re-enCryption key M.Cree acquired in step S63 to re-encrypt the 5master
encryption system secret key (the secret key of : the .target system device
30 encrypted with the master public key Mpk-of the master key management
device 20) acquired in step .S62 Astep S64). In this case, the system
secret key-Ssk.of'the.target system device 30 10encrypted with the Master
public key Mpk.Of, the master. key management device 20 is re-encrypted to
the 'client encryption system secret-key which is the syatem secret .key
Ssk of the target system device 30 encrypted with the client public key Cpk
of the client device 50 - 



15data decryptable with theclient secret key Csk of the Client device.
50):. The.system secret key Sak of 'the target system device 30 is not
decrypted when the system secret keY Ssk of the target system device 30
encrypted with the master public. key Mpk of the master' 20 .key management
device 20 is re-encrypted.       'Communication unit 41 sends, to the
target client. .device 50 which is the source of the client encryption
system secret key request, a response (client          encryption system
secret key response) to, the received 25client.encryPtion system secret key
request_ (step $65).  The client enCryptionsyatem secret "key reaponse. .
includes the client encryption system secret key  4
're-encrypted2bythere-endryption:unit 44::  When the client encryption
system secret .key - .response is sent to the target client device 50 by
the ,4.key .management ,Server device AO(comMunication unit ., included
therein), communication unit 51 included in the target client d6i.o4 50
-..receives the client encryption system secret.-key,reSponse: Thus,. the -
' target client device 5.0 acquires the client.encryptiOh.. , ,system
secretkeyincludedin the client encryption  10,system secret .key response.
'-=The-sYStem,secret:'-key decrYption-unit::54.Ahen 



aCquiresthe..client Secret key:Csk of the target client , - ' device 50
stored in the client searet,keystorage unit' ..- 52 (step S.66),
1-lere,:::whenthe client sectetkey..Csk...of -15..the target Client device
50 is, for example, encrypted and thus saved in the client secret key
storage unit - _ 52, the client secret_key".csk of the target client--  -
evice 50 is properly decrypted and thereby: acquired::- ' The
system'sediet'k y...decrYpticinunit 54 uses the20  secretkey.Cskof the
target client device 50 to ,, -- decrypt  the acquired client encryption
system secret key -(the secret key of the target system device 30 7
-,:encrypted with the public key Cpk Of the target client device 50) .(step
:.25:. As aresulti the client device 50 can acquire the -- -,system secret
key Ssk of the target system. device the:'system.deviCe.Which:iprovfdes the
service to             be used) -3.0. The client:device;50 can use the
service provided blvthe'tatget.sYstem.device qo by using th acquired.
System secret key S k:of the target system 'device 30.         In
step.S65,-the-client.encryption system secret key 'response .including the
re-encrypted System secret. key Ssk.of the target system.device-0.iS sent.
However, as, for examplethe system secret s y,Ssk . the target system
device 30 is encrypted, it is not 



necessary to exOhange'messagesso,sttictly.: Here, as described
abovei.the.ey distribution prOcess.:is performed by*the clieht device
50-.which requests-the..system_sebret key SSk of the system device. 30 and
the key management server device 40 a.e:,.the ., .. 15client device 50 to
which the systemsecret key ofIthe.- .system device 30 is distributed.. That
is, the master: Jcey, management device 20 is not needed in the key
distribution procesS.       Therefore, according to the present
embodiment,. 20the master key management device 20 is disconnected    and
the e-encryption key setup- process is finished, so'   44 -. that the
master_ key management device 20 is  . disconnected from the other devices.
Thus', the master 7key management device 20 which .manages the master ..
secret key., Ms.k-.: of  the master key.. management de-vide 2- --- can be
completely isolated Ltherefore po-ssible, 6 more securely manage the master
-secret -key MsJCof-, the master -key management device 20 which can
decrypt. 



,  ...  . the system secret keys .Ssk of the system devices 30 put -
together and managed ' by the key, management server  10.device 40: As
described above, according to the present  embodiment, themaSter keydevice
. _.er - the master secret key Msls of the master key management - *device
20 ancithe2.,Client public key CpkOfthe.Clien , , ._...,.. 3:..5device -
50: to generate the re-encryption key M,Cree . '---- --., _ : The jkey
management server device 40 Manages the re- - encryptioh-- key M77,Cree
generated in the master :key .- management : device 20.- The . Master key
management device 0 and the key management 'server device '40 are .then
210disconnected. This Configuration enables secure management of
distributed keys even under an :environment that is not strictly .managed.
Specifically, the master secret key Msk of the ..0- , , 



-Master key management' device 20'mhich-cah decrypt. the ,._ system secret
keys :Sal< of the -system devicespu.t  tbgether and managed - by the key.
management server -.device 40 can be :completely isolated and thus.
managed.  as deScribed above. It is thus posSible'to prevent the  ,leakage
of the master:secret-key Msk of the master key .management device 20.    .
According to the present embodiment,-the,key management server device 40
re-encrypts the system _secret key Sskof the System device 30; and the
client, ,device 50 decrypts the re7encrypted. system secret key :ssk of the
system device 30. with the client secret key   Csk of theclient-devide .50.
In this configuration, 10the system secret key S.sk of the system device
30.never- -emerges as 'taw data in the process (key distribution  .process)
of distributing the system secretkySkof-  each:of the system devices 30 to
eachclient --devices 50:, Therefore; the key: management server 15.device
-40 does not need to:strictly protected, and ._ the key distribution
proCess-can be .Securely performed: even under an environment that is not
so secure According to the present embodiMent, there- encrytition
ke:M--,Cree does not need to be generated in 20response to every request
from each ofHthe dlient -:devices 50; and has.onlY.to be:generated before
the 25 -and thekey management server device 40-do:notTheed to -be always
connected online. Thus, according to the  46 



which mana'geS data to be protected in .particular (here, the master secret
key Msk of. the master key management device 20) .can only.be configured to
be put under a highly secure environment that is not accessible to the
public      'According to the present embodiment; as described' above; the
key Management server device 40 Which performs the key distribution process
does not need to be strictly protected. It is therefore possible to . 10
'reduce the management costs of the key management  server device 40 and
.reduce the cOsts resulting froth. the reexamination of the configuration
of the key management., server device. .  Furthermore, according to the
present embodiment, 15as described above, the system secret key Ssk of the
system device-30 is not decrypted (i.e., not restored to original
key.data), for example, in the key management server device' 40 in the key
distribution process.is therefore possible to also prevent 20   information
leakage:to, for example, the manager of the key management server device 40
in the key distribution process.' As..described above, according to the
present embodiment, diViSion of the processing in the k 25management system
permits highly secure and flexible key management with a high degree of
freedom. ' Although the system device 30 and the client  47  device 50 are
provided in the present embodiment -' deScribed aboVei One client device
50) irlay. be only providedSpecifically, ._ for example, thekey Csk of the
client  dice ao maymanaged:i the: key-:manageMent server-- 



_device 40; and-:the-manag'ed= Client secret key C k of the s_ Client
device 50 may be distributed in response t8 reqUest.froM.,each of the
:client devices 50 , Thersystem'device 30 may be separated from the , -
10netwOrk .60 except when the sYstem setup proceSS-in step. 512 is
performed.- .-,-- --TheaySteM:device 30-_May.be configured tohave  System
secret key 'generation unit far generating the -system Secret key Ss1(
instead of the system Secret key:_7 '-.storage unit _32-,
and--thesYstem,-secret keY-Ssk'ticay be - ..generated by this.systervseCret
key generation unit. instead of the process of acquiring the
systeffi-secret_ keyin step 'S/1 kproxy -re-encryption-Method Which is not
20.interactive pr-which-is_ bidirectional or which is ID- Although :.based
r- may be used. - the..pUbliy/secteticey generation device 10 is provided
in the present embodiment          described above, no public .key/secret
key generation 25-device 10 may be providedFor example, the master , public
key Mpk and the master secret keyMsk-.Of the -  



the master key. management device'20,-and-the client public 'key cp.k.and
the client secret.-:key csk of each the client devices 50,may be generated
within the  Client 'device 50: While certain  embodiments. have been
described,  . these embodiments have been presented by Way of.exampfe:
only, and are not intended to limit the-scopeof the inventions:, Ihdeed,
the noel embodiments deStribed herein may be embodied in a Variety of other
forms; . ..-: lbfurthermore, various omissions, substitution's and changes
in the form of the embodiments described herein  may be made without
dePartingjroril-the spirit of the inventions. The accompanying claiMs
and-theif ,equivalents are intended to cover such forms or
communication unit, 12 parameter storage unit, 13:. 20public key/secretkey
generation_unitemporarY- data storage unit, 715: control Unit, 20:. master
key .management device, 21.: communication unit, 22:. master :secret key
storage unit -(first storage means), ..  temporary data storage unit, 24
re-encryption key 25 . generation unit; 25.: control unit, 30 system device
-  31 communication unit, 32 system Secret' key storage 33 temporary data
storage unit, 34 system   secret key encryption unit, 35 control unit,:key
management server device, Al: communication42: ,- master
encrYptiOn-systeasecret key storage unit (second storage means),
43reencryptiOn key storage 'unit (third .storage means-4: re-encryption
unit, 4 , Control unit-, 50: client device, 51 communication _ 



unit, 52: client seCrOt.-key storage unit (fourth::' - storage means), 53:
temporary data storage unit, 54: _ ..H system secret key'decryption=.uni55
cc;ntraltinit.  50 CLAIM S. -IV key:management' system which compri'sesa
master key management device having first Storage means  for storing a
_first Secret key; and a.key manageMent server device- having
second-storage means for storing Second -secret -key which i8 encrypted
with a first public key which is paired with the first secretkey, the
master key management device including' re-encryption key generation means
-for generating, 10. by using the first secret k Y'stored in the first
storage' Means and a third public key; "a re-endryption
key-used:to-re-encrypt- the second secret key which is :stored in the
second storage .meanand which is          encrypted with the first public
key to a secondLsecret 15.key encrypted With the:third.:publickey,  . the
key management server device dnclAiding._ reception means for receiving the
,generated reenCryption ley. from the master key management device  .While
the master. key management devide and the ley 20management server device
are connected to each Other,      thirdstorage encryption key,
characterized  Means- for storing in that the master-key 



device and the key-jtianagement'server device are  disConnected after the
re-encryption key is -stored in  51 2. The key management system according
t  claim 1, charatterized by. further comprising a client device having
fourth storage means for storing a thirdL secret key paired with the third
public key, wherein the key management server' device further  includes
re-encryption means for-re-encrypting, by using the re-encryption key
stored in the third storage          means, the second secret. key which is
stored in the 10second storage mean and which is encrypted with the  'first
public. key to a 'second' secret key encrypted with the third public key,
and the client device includes           decryption means fot decrypting
the re-encrypted 15Second secret key by usingthe third secret key stored
-in, the fourth storage Means.. 3. The key management system according to
:Claim 2, characterized by further comprising a key
generation.device which.generates the, first secret key . 20'and .the first
Public .key as well 'as the third secret :key and the third public key,
wherein the first storage means stores the first .secret key-generatedipy
the keY generation device,. the .second storage means stores the
second-.secret 25key encrypted with' the first. public key generated by the
key generation device., there-encryption key generation Means generates. 






