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shuffl e of a collection ,of objects, records, or tokens is sinple and
intuitive, and useful exanples abound in various daily human activities. A
ganbler in a casino knows that anobng the cards in his hand, each will be
one of 52 uniygyakdes, and that no one else at the table will have
duplicates of the ones he holds. He does not, however, H’&@@S%ﬁ?ﬁﬁ‘knowl edge
of how the cards are distributed, even though be may have recorded the
exact card order before they were shuffled by the dealer. In the context
of electronic data, the problemof achieving the same kind of random yet
verifiable permutation of an input sequence is surprisingly difficult. The

problemis th atg itself. i s,either ways Vvisible to the auditor,
or it isn't. We%?ﬁ?p?etﬁ‘éﬁr ?ﬁéhﬂ?ﬂ%%;ﬁﬂdeﬁﬁ’@ﬂbéw&maﬁipm toecords and
output records is trivial to rE@@EﬁE((Sijé %‘Fﬁ% auditor, or other

i output ' r

observer. If it isn't, then input an cords nust be different
representations of the sanme underlying data. But if the output is

di fferent enough (that is, encrypted well enough) that the auditor cannot
reconstruct the correspondence, then how can the auditor be sure that the
shuffier did not change the underlying data in the process of shuffling?
Most of thel pabetroduwshioned to giving an efficient (linear) nethod for
solving this problem in an inportant context - ElGamal, or Diffie

- Hel | man ermue @ioads dabife ofl abolREGHRof Liflecl] t Rosition as. clear and
conci se as possi bl ge %ogego _r?aj ari t;_)fo “t he&‘%gb%ﬁc’kgﬁ;sp ?l%wfgf‘“&’l?t@\‘t‘é‘?'&ngto t he
specific cASE WHEPSE® PHEd Bty GHY hamen poiivitendh grbler i scaping krewsthbgr oup of

Z, the nuhmb@theairdsuehighmdpealelfwiumkb&Wi@ea&mﬁra)ggt&gL{;rgm ﬁBe asffpwever, the
only propegi the...underl yi i plicative roup that we use is
that the asésb?)e??igt(:ﬂ %"3 dgﬁ%“?fi%e&%%ﬁ foc %@%ﬁ%ﬁﬁ%fow RAIEVIHEe 02/ 077929
PCT/ US02/ 0496theicards sre disieibutiof, @ven Fhangh he ey Indifdordd tHre@dc0 684 olds: 1ahs0 uUsef ul
when the Ebisprmle sedmeRhLy ses0 1 S

In the contesxt of electronic data, the problem of achieving the same kind of random, -ye-t
verifiable permutation of an input sequence is surprisingly difficult. The problem is that the
data itself is either ra,lwa.ys visible to the anditor, or it isn’. If it is, then the correspondence
between input records and output records is trivial to reconstruct by the auditor, or other
observer. If it isn't, then input and outpui records must be different representations of the
same underlying data. But if the output is different enongh (that is, encrypted ‘well enough)
that the auditor cannot reconstruct the correspondence, then how can the auditor be sure
that the shuffler did not change the underlying data in the process of shuffling?

Most of the paper is devoted to giving an efficient (linear) method for solving this problem
in an important context — ElGamal, or Diffie-Hellman encrypled data. In order to make
the exposition as clear and concise as possible, the majority of the paper explicitly refers
to the specific case where the operations are carried out in & prime subgroup of Z;, the
multiplicative group of units modulo a large prime, p. However, the only properties of the

underlying (multiplicative) group that we use is that the associated Diffie-Hellman problem
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7 i nplremented over other groups such as elliptic curves. The general Bool ean
proof techniques of [1] and [4] can al so be used to construltl QCPORER 2a04h
the sane properties, however, the resulting proof size (conplexity) is
gquadratic, or worse, in the size of the input sequence. The techni que of
this paper also offers several advantages over the cut-and-choose technique
used in [8]. w@oddese approach, the size of proof is dependent on the
probability of a cheating prover that is required to satqr&pjFoates
participants. In the shuffle protocol of this paper, this cheating
probabi | it yisipgrResentid ke d{dHl S n B‘o of elenments to be
shuffled, and q is the size of p‘}teﬁg&gsu%lsgortgﬁ%p@?m§ BE{WW"W%@”@ enent s
are encrypt BEemEreh ey HLE srapmgsiselipht crtee proof size dependence on
cheating probzi dehdryl BoSle£hOpof kddndiiks of![1] APREAN S1sh BAhsed bdeoRlid8S , LQ . Obtain
si i | arl'y | gu gheating brobabi | 53?% o eRPRrah d t%_"%‘_é*%‘%" ers” B Hagni t ude
larger than  the SI°ZEP8F " RTNT JBF TegiNnsarphrize frogpledipe is udvbbicemwerss, i f t he
[ 8] pr ot ocoh thessize phihe inpnt eghen@n- i nteractively, the cheating probability
woul d need t orgeGHRSSRLE ingly smal |, because a malicious participant
m ght use consi der a%%eﬁgg F,g%?%% %%%r%eﬁq%ta?‘@ﬂta?%mﬁé 8 FYrapd-ghopgieglmiansr oof by
exhaust i ve W&kipd§l, InTihiseperpachoibe sies, of paf i digendehicorcias erovitiifty Bﬂ’@ch@éﬁ@%ocm of
this paper pasenehd i redatila fohg: bt K/ G bifomel ol L Practical val ues
of k and q, E%?rtai g%ﬁ smal | _ésﬁgu . ﬂev%nh!@(%? 0 1‘pfr(|°t‘r3f3é)l St tpIs PRRET Yt g
resul ts of TRIEE BRMLHItHE SurYialls &/ wstedh ia hempberto elemepbschmibn thufediing er sal | y
veraf | abl e g is ik eied af ol sAbHEPLOLZ; inSA6R tﬁel&@%%e%ﬁ&y;ﬂéd‘?%ﬂpé dab E}hai e final

i egant  honbror phi ¢

sections. lpythj it 1s. worth cqnpari the e .

el ection pr o?h%?*_é’?ﬂ“ngq‘ G%E%F éehﬁeﬁgtcheﬁ?‘?ﬁpd?:b 1 4B iRl t shasem Wit edes thave. onl y

questi ons @GPl sipilgpy dov' dding eropaltilitno till meedot bie@lderstof RRgnithi Bredf dhect i Vel y

precl udes ‘tmrdid &f tH prdo€SRANS &5 . ...Rraportignal pe” quest i ons

where the yoter is pé)?p%ct ed t%}?a?’%rd;@ﬂg%e{é&gﬁfsta% Prloﬁ?c%t’se’fn@fﬁé'ﬂti’daﬂ“’nbrder, and

quest i ons SPE3FHY th deeting Probehlity Frde nesgite he tHotes exralityenes,. because a

(Theor et i calaligjqus paGippsd: hlﬁghﬁ_lusetc)dﬁkﬁieﬁ.ﬂ@%_Eﬁi%mﬁ%ti&eto%a{mtggfopéé%%{zi ng each
es

valid per i of selections to si ngl e yes/ no onse. er, in
practice ﬂ# %ﬁl:‘n%gval " %am B1° coﬂﬁ‘f’é%f’é‘ﬁm eﬁﬁﬁ?ﬁé‘rth%wm@mip t&is phaer guedle smal | . )
A coupl e oPutsberawhability &ksis,iferpdirtratital velies atly af Qa5 shdl€enbigh SGheme are
that it expapdsei@ifsdata size considerably, and that it requires a voter

validity pro,?{‘ Thi s ?rqof further expands the vote data size by about an
order 1 9 e resulis of this paper provide for several ways to implement a universally verifiable

election protocol. Some of these are presented in the final sections. In this context, it is

worth comparing the elegant homomorphic election protocol of [2). That protocol works well
when ballots have only questions of a simple “choose (at most) m of n” type. This effectively
precludes “write-in” responses, as well as “proportional type” questions where the voter is
expected to indicate answers in preferential order, and questions are tabulated in accordance
with this preference. (Theoretically, proportional type questions can be handled by mapping
each valid permutation of selections to a single yes/no response. However, in practice this is
infeasible unless the mumber of choices is quite small.) A couple of somewhat less important
disadvantages of the [2] scheme are that it expands vote data size considerably, and thak it
requires a voter validity proof. This proof further expands the vote data size by about an order
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unattractive froma practical perspective, because it pr esuddsOSTEBER 2004
pur pose code to be running on the voter's conputer. . The shuffle protocols
herein are constructed entirely fromelenentary arithnetic operations.

They are thus sinple to inplenent, and axe irrm'nently practical for the

anonynous Cr egeniaadzo appl i cation described herein. 1. é[p_lpl i catl ons to
voting The voting application that occurs inmedi at el y is WHitch enpl oys

t he usual tabula- tion/mxing center approach to prow de anonymty In

this setting midaBudef Bid0% ahatr@fivd Db BEN pQ i fRQrtant advazt
They are nu i cient.. and aapg%v the E#e%vﬁ cent e I% Lespes Sprgie

conpl etely F‘Qna%sﬁgondﬁe%{’ %‘me’%‘é"%ﬁf’ﬁ?ﬁl%’q‘@%ﬂmho hol d sone share of the key
necessary to Thl@buﬁ@mrotbaﬂdmieﬁl areedstraqsd enh@%%ﬁrelem@ntﬁ?'éﬁth\é@i!;%%@rlaﬁong‘nd

exciting a rot acol for, creatin onynous
credent |gal gﬂl éy%ﬂttht%%m&fle t? leme PrEFge Mt%@ﬁfl}eﬂp‘éﬁm@ﬁlcvdwﬂa set of

DSA, or Df?PPECW@W}JPEdb@M| c keys can aut henticate group nenbership,
and/or signin a one tinme way, W thout revealing his/her individual

identity, Thils Agaslécatomns fowekingol ution to the voting problemthat is
universally'verifiable but does not require any special set of

"aut hor i t.i €8t volinorpidiration thahubdd Rimelfatedl ﬁQhﬁf\i‘d%Senﬂgkggtﬂ} e,Es Ahyagcy nodel
t's

to the vot o/ aR4 ds bul at i on _enor nmously since 0 hot need
to be encr ypof]ed/d %?n%& ZDBMLC% '} R §cat“°nyfnht§té%18h‘s Etting kherigo@wbrgiﬁbred vot e

cyphert ext Japerpifex Iimmiapbaﬂgalme Therere meb @owadiciait, iﬂaQ,IIMQEh@ m&ed c@rﬁ‘.&r‘a on

center, VOtt&be&:ﬁ:ﬁﬂjg@él\}inaé s WAE e _st he, el ection . This
m xi ng can jnat Lﬂgﬁl{l t% bg&aone by 8&\%%%&? e 8@‘? Y BRKER do
at

"anonynous au ion". (See section 7. 1. ) (It shoul d be noted that

t he m xi ng cd’@thdpwlhsmréreadﬂblﬂ@vahmbla aﬁ&texcﬂfn Fﬁlfé&ﬁdmtdf‘%ﬁe ntwhustog rI?qV ding a
0 privacy Tt o e where,

nore effici gm;gg ne res
agai n, bal :c%?bi %m§ EH%‘ %“6 gé“‘*&‘?&"r‘ifﬂ?é‘&}‘%ﬁdr@‘?}tpe@ﬂ)tlﬁﬂi mlartasam In the
fol | owi ng, ﬁﬁ%s% %ﬁﬁrﬂplbﬂpamlgub@tlaysedanoduﬁeﬁm&@ouﬁ) énlbbralf, AqRPS

B, RdfoP3gh bV ©

i nteger, paafdhige \%.3} kvithout revealing his/her individual identity. This leads to & novel solution
to the voting problem that is universally verifiable, but does not require any special set of
“authorities” in order to tabulate. It also offers a better privacy model to the voter, and speeds
tabulation enormonsly since ballots do not need to be encrypted/decrypted. In effect, instead
of mixing encrypted vote cypheriexts afier ballots have been received at the vote collection
center, voter credentials are mixed before the start of the. election, This mixing can naturally
be done by the voters themselves to achieve “anonymous authentication”. (See section 7.1.)
(It should be noted thag the mixing could also be done by a set of authorities, thus providing
a more efficient means to implement a threshold privacy election. One where, again, ballots
do not need to be encrypted/ decrypted. )

2 Notation

In the following, unless explicitly stated otherwise, n will be a Dositive integer, p and ¢ will

be prime integers, publicly known. Arithmetic operations are performed in the modular Ting

3




, be prime integers, publicly known. Arithnetic operations are perforned in

the modWax ring 3 | 21 OCTOBER 2004 WO 02/ 077929 PCT/ US02/ 02262CTOBER 2004
occasionally zZzh), and g E Zp will have (prine) nultiplicative order q. (So,
trivially, ql (p-1).) In each proof protocol, P wll be the prover

(shuffler) and V the verifier (auditor). W recall the Chaum Pedersen proof

of equality Lsgrete logarithns. For G X, H Y E Zp this is a proof
of know edgefvﬁ)orzg 7%% relation logo X = logs Y (1) It |SPFH)WS%W% to be

zer o- know edge, however it |s knovvn to be honest verifier zero know edge.

In the nextgs Li.-variabl e generalization
of this protx o@%é %““CVZ"\QAI and ”t“hesaé’egl?’ imfll ‘é’b{’a‘t“ﬁ‘g ¥ a3 &iElci ent for
our mai n appi®chk) I@ﬁaqme@épllotveol,\ﬂémllfheehe prever (simflegirpd Vet erﬁert(hﬁltﬁ'l) at - Shami r

heuri sti r " e rs . o d \ t f
above, vi || ﬁé@ enor oGPl uly ot b AR ke R Ly €2 |
£y

let 0 9 be 5 HREPSF °6‘¢ft§’f“’§fi%ﬁf°’btﬁe{e§j*fw’§< (g) defined by logy (a (r)9 vy) =
logy a log9 vy for all x, vy E(g). Alternatively ga (r)9 gb - gab = (ga)b '
(gb)a for all a, b E Zg. Fol | ow fggstthe leeivent i ons used for summti ons and
mul tiplications, we also wuse the notation k (r)9 Xi = Xo09X1(r)9...(r).Xk
S=1 W refdf lqtnBt R tod eererkiaytedass hwoga it Hnmictorba herieg vt tepiknbagigs. g. | N

each of they m&tlfé;cﬂ $0d%n, W vfnhgmpg, etcte) Jate qgiabﬂ'g&de&ﬂz&tlgygf tl?:lélg ocole i MY be

omtted whep
also has these properties. These are sufficient for our main application where the verifier is
implemented via the Fiat-Shamir heuristic. (See (5] and [2}.)

Definition 1 An instance of this proof, as above, will be denoted by
CP(G, X, H,Y).
Definition 2 For fired g € Z;, let @, be the binary operator on {g) x {g) defined by
log, (z ®, ) = log,z log,y
for all z,y € {g). Alternatively
@ g = g" = (¢ = (¢)°

for all a,b € Z,. Following the conventions used for summations and multiplications, we also
use the notation

k
Qe Xi = Xo®, X1 @, @y Xz
=1

We refer to this operation as logarithnﬁc multiplication base, g.

In each of the notations in the preceding definition, the subscript g may be omitted when its

value is clear from context.
Remark I Notice that

4
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1value is clear fromcontext. Remark 1 Notice that logo X = | oge }}&B;Eé 9 Y

t

= H (r)9 X (2) 4 21 OCTOBER 2004 WO 02/ 077929 PCTI US02/ 0926z21v@C

following collection of well know results, since they will be heavily used
in the remainder of the paper. Lemma | Let f (x) E Zq[x], be a polynom al
of degree d. Then there are at nost d values zj,... , zd E Zq such that f

(zz) 0. Cov%éjz%%zgl Let f (z), 9(x) E Zq[x] be two ngri,lcglfg %’/23%21 glzs of

degree at nost wth f 0. Then there are at nost
, zd-1 E Z. such that f (z4,) = g(z=). Corollary 2 Let 1(x), g(x) E Zq[ x]

be two nonic %h%@%fﬂio%mgtoﬂg&gﬂ gﬁﬁﬁho@r%%ﬂti tSL)uce t&ltar(vtu;l }3? he%.wg us@ in 55 Zq (t 1s

selected at randomfrom Z

Corol |l ary ee’eeflderﬂf(sbypapeg(x) E Zq[ x] be any two pol ynom al s of degree at

nost d. Then for every constant R; 0O, there are at nost d values, zl (R,
. za(RLemmeh fahdte)fe Fal( 18)0) potynorfigl of (dRce)d. Thek ehdiet drO Mt Rosk Bloakes( X) bE a

beiynom al 4.n. Zg[é(i sumthgpﬂg egoby X f the (unordered) set of all roots of
f. Xt {tEZq: () % Definition 4 If A CZg, and R E Zq, we

wite RA -- e E Z be
anly t Wo polcﬁggn;glls%f)@d} @Ae} [ﬂ]) 5 L%Qdmnlf'l X”%%’F‘flﬂs o gﬁq% éﬁ‘%'w“{i 8[Xlamd 5
0. If t ERIZGY Theaihang gre wtmw(tyt—l)wdﬂeﬂgut,ad}l)ez @Lchﬁmngd.ﬁi,) zq be the

standard k-di nensi onal vector s p aceover Zq, and f i xv=(vi E Zq,
v ,-E 0, arfePrallgEy 2qlet| f2)T 9@R Z§,l#Isbechosenic ablynandon ddRe: most d, with

F#g. Ift€p Zy (t is selected at random from Z,), then

P({t: ft) =g()) < 22

Corollary 3 Let f(z), g(z) € Z,fz] be any two polynomials of degree at most d. Then for
every constant R # 0, there are at most d values, z1(R), ..., za(R), such that f(z(R)) =
Rg(=(R)).

Definition 3 Let f(z) be o polynomial in Z,[z]. We denote by X5 the (unordered) set of all
roots of f.

xr = {teZ, : ft)=0} (3)
Definition 4 IfA C Z,, and R € Z,, we write
RA = {t€Z; :t=Ru,ucA} (4)

Corollary 4 Let f(z), g(z) € Z,[z] be any two polynomials of degree at most d. Fiz con-
stants, R#0, v#0, and § £ 0. Ift €g Z,, then

P({t: f(vt) = Rg(ét)}) < &

Lemma 2 Let Z;‘_ be the standard k-dimensional vecior space over Zy and fisv = (Vy,...,...0) €
ZEv#0, anda € Zy. Ifr €p ZE s chosen at random, then

P({r:iv-r=a}) = 1
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Proofs for iterated logarithmc nultiplication For the rest 26fOCROS8ER 2004
section, all logarithmc nultiplications will be conmputed relative to a
fixed element g, and hence we will omt the subscript in notation. The
following problemis fundanental to the shuffle protocols which are to
cone later. |terated Logarithm c Multiplication Problem Two sequences {X;
}.=1 and {YPEGPE publicly known. The prover, P, al E6TR$&HE64 - | ogs X
and v= =10g9 Y for all i, but these are unknown to the verifier, V. Pis

required toyco K.(r i .=5(r). Y. i=1t=l wthout
reveal i ng g%y Pﬁ#ﬂﬁﬁﬁ¥Pgﬁt§E§ﬁﬁatﬁ%g gﬁ%?”&bé%&hﬁﬁw53 10thd v1. (5) The
protocol we_ give is precisely a higher dinensional generalization of the
Chaum PedédPs &t 151 of diopectinns el ogarithmic mipliveitphnmillge ofpsted téloive 20 al n f act ,

we wll SEEixéd’lﬁémdlﬂg,taE@ heR@%E whl ormishe tmlﬂﬁcrl% Qntﬂbgﬂion' @he%lﬁgvu ﬁ)g%b@% is
|1 consi der y sinplified

Chaun}Pede%§ ? g% & The Eresentatlon\m
by restrictiRgEHE ‘hHSsidinrreiecels moish Fﬁt3“€§§@aWhere XX YO 1 VI< i<k (6)
Clearly, if any of these |nequaI|t|es do not hold, then there is no sense

n constr e .0 5). can be seen d or not b
: nspect i oﬁiﬂérg?d%og : fmlﬁﬂlﬂgshca &e'(“ )r LD e {?@Fl *Flf argnd onl §
if Y- =1 Pﬁla%wlyé@ﬁ@ j The Sraypry &y lso kuowmzt#a@gpﬁzl@é vpf 10K, Hrfﬁba\ﬁa reuhdsed. )

Iterated Legamkidihite tiVlbddeRh. 6ok bRidd 0 ofnvinbob 940l re(al:z!n‘lvp P)

XX = QY {5)

fe=l i=]

without revealing any information about the secret logarithms u; and v;.

The protocol we give is precisely a higher dimensional generalization of the Chaum-
Pedersen protocol discussed at the beginning of section 2. In fact, we will see that in the
case k = 2, the protocol is ezactly the Chaum-Pedersen protocol. The presentation will he

considerably simplified by restricting the problem instance to a case where
X2l Y, #1V1<i<Ek (8)

Clearly, if any of these inequalities do not hold, then there is no sense in constructing a proof
since equation {5) can be seen to hold or not by inspection. (£ X; = 1 then 2; = 0 and so
equation (5) holds if and only i ¥; = 1 for some . Similarly with the roles of X and ¥
reversed.)

Iterated Logarithmic Multiplication Proof Protocol (ILMPP) ;

1. P secretly generates, randomly and independently from Zg, k-1 eléments, 01,...0c1.
P then computes
A = Y] : (7
Ay = _}(2911,;82



t

1. R secretly generates, randomy and independently fromZq, k - 1

el enents, 01, ... Ck-1 P then conputes Al = YY191. A2 . (223 Q€TQBER&004
21 OCTOBER 2004 WO 02/077929 PCTIUS02 /09264 A= = 41-1yo, A = X1 1 (8)
and reveal s the sequence rl,... , rk_I to V. (W wll see in the proof of
conpl eteness, below, how these values are conputed.) and reveals to V the
sequence & .., AL.. 2. V generates a random challenge, y E Z% and reveal s
it to P. 3. PBHes k - | elenents, ri, ..., rk~l PSTURNZORE | sfying

Y1 = AL Xx7 X2" 1 Y2' - A2 XZ=lyr: =A, Xr" 1 = Ak _I){I-X37 k'Y 4.
V accepts the proof if and only if all of the equations in (8) hold.
Theorem 1 The ILMPP is a three-nove, :p&blkic coin proof of know edge for the
relationship in equation (5) whichJ{s=§9@ch@J honest -verifier

zer oknowl edge. The nunber of exponentiatién *required to construct the
proof is k, and the nunber of exponerntiation required to verify it is 2k.
I f V generates challenges randomy, the probability of a forged proof is
I/q. Remark 2 Note that in construcf%nﬁ the proof, all exponentiation can

be done to theaz?c?x@ealsto]ﬁthe sequence Ay, ..., Az,

2. V generates a random challenge, v € Z; and reveals it to P.

3. P computes k — 1 elements, rq,..., 71, of Z, satisfying
o= AXTT (8)
XPYP = A

XYy = 4

Xt = Akyk(—l)(k_”‘r

and reveals the sequence ry,...,7._; to V. (We will see in the proof of completeness,

below, how these values are computed.)
4. V accepts the proof if and only if all of the equations in (8) hold.

Theorem 1 The ILMPP is o three-move, public coin proof of knowledge for the relationship
in equation (5) which is special honest-verifier zeroknowledge. The number of exponentiations
required to condiruct the proof is k, and the number of ezponentiations required to verify it is

2k. If V generates challenges randomly, the probability of a Sorged proof is 1/q.

Remark 2 Note that in constructing the proof, all exponentiations can be done to the same

base, g, so fixed base algorithms can be employed. (See 6], p. 623.)

Proof: The protocol is clearly three-move and public coin. The exponentiation connt in the

construction of the proof looks like it should be 2k — 2, but-actually it can be constructed

7



L

» base, g, so fixed base algorithnms can be enployed. (See [6j, p. 623.) Proof
The protocol is clearly three-nove and public coin. The exp@ie@CT&BER 2004
count in the construction of the proof |ooks like it should be 2k - 2, but
actually it can be constructed 7 i 21 OCTOBER 2004 WD 02/ 077929
PCT1US02109264 with only k exponentiations. This is because P knows the

| ogarithms xi_ and y and hence can conpute Aa as A= p8 -~ :+e~v f for
all 2 <i < KRV 9&9'0an et eness Conpl et eness neans t hatPCTEERORAr bitrary
(o1 . -, Ok 1) and y, P can always find i" = (rl, ... , rk-1)

satisfying the systemof equations in (8). To see that this is the case,
take | ogg Bith galEf expangotispionsh dhis druberduem® koews(tBy logaithinsmtand jii, and henee O i f or

1 <i <k -cmrcoéputgnﬁaso,lgtﬁgm&mh%rah@l&mng k x (k - 1) systemof linear

equations in Z for fl, ... fkI1 'yl 000 Or i ! x2 P12 00 07" 2 ... O |
I77a 0 0 .. OXI--IYlekZIOO...ifI-lOOXk 7X110 O
Completeness

Completeness means that, given arbitrary § = (B1s...,05_1) and v, P can always find 7 =
(r1,-..,7x-1) satisfying the system of equations in (8). To see that this is the case, take log,
of each side of the equations in (8), and set 7 =; —#; for 1 < i < k— 1. One obtains the

following % x (k — 1) system of linear equations in Z, for ﬁ, R
n 0 0 0 -~ O i
Ty s o 0 -.. 0 1'_"2
0 z3 2 0 .- 0 Ta
0 0 -+ 0 21 Y Frn
o 0 ---0 ¢ T Fre1
&)
—T T
0
_ 0
1]
(D% Vg
The (k— 1) x (k — 1) sub-system
Tz Y2 0 1] 0 7_'1 0
C @3 73 0 0 Fa 0
SN T S (10)
0 0 - 0 zpy yea Tt 0
0 0 -0 0 Tr1 YUk

is non-singular since its determinant is JIf., 2;, which is non-zero by assumption (6). Hence,

one can always solve it for ¥y, ...,7._;. In fact, the solution is

o= ey T (%) | (11
j=it+1 Zj
However, under the hypotheses of t]_ne probler, (10) actually implies (9). This is because
& k
= Il=-]Iw . (12)
i=1 ic1



AT
10 (-1)(k-1} 7 yk 00 Xk-1 yk--1 1 | Tk-2 0000 M | \ rk- ~) The (k

3

- 1) x (k - 1) sub-system (9) (10) is non-singular since it21d2CTOBERR2004s
ft-2 Xi, which .is non-zero by assunption (6). Hence, one can always sol ve
it for fI, ... , fk 1. In fact, the solutionis 7'g (-1 (k-i_i) ) (& (il)

] =t1 However, under the hypotheses of the problem (10) actually inplies
(9). This is_because k k 0 = Hxi-Hyi (12) i=11i--1 8 21 OCTOBER 2004 WO

02/ 077929 PCHUEH2PH9264 X1 yr0000 0 x2y200 O O 0x3Y30. ECT{HSRA%640 0 ... 0
Zk 1 yk 1 (_1)kvk~ 00 ... 0 0 2k mhlch conbined with the fact that the
sub-matrix on the left of eq atlon on- si | ar, neans that the
first colum vector of the K g g nqg e a linear

combi nation of the renninin n@ Vg ctors Spundness | f the first
colum vector of the matrisx |pn the Ieft f equatlon 12) is not a linear
conbi nation of the remaining k- 1 ‘cofum vectors, then there can be at
most one value of y E Z17 fc 40!? eéuatlénmﬁgﬂ“ﬂo ds, Thus, if y is

chosen randomy, there is at *a ‘chance
which, combined with the fact that the sub-matrix on the lef of equation (10} is non-singular,

means that the first column vector of the & x & matrix in (12) must be & linear combination

of the remaining k& — 1 column vectors.

Soundness

If the first column vector of the matrix on the‘leff: of equation (12) is not & linear combination
of the remaining & — 1 colurn vectors, then there can be at most one value of y € Z, for
which equation (9) holds. Thus, if v is chosen randomly, there is at most a chance of 1 in q

that P can produce rq,...,r%_; which convince V.

Special Honest-Verifier Zeroknowledge

Honest-verifier zero-knowledge holds because, for random v and random 7 = (P1a e Trot)s
and for
4 Xy
Ay X” Yy
A= : = (13)
Ak—l er-z Yﬂ:—a
Ay Xkt Y_(" )L"

the triple (A', v, T) is an accepting conversation. Hence, a simulation is constructed by gener-
ating random and independent -y and 7y, and setting Assin equation (13).

It is easy to see that the distribution so generated for A is identical o that generated
according to (7), again because the first column vector of the matrix in (12) is a fixed linear
combination of the remaining column vectors. So if V is honest, the simulation is perfect. Since

the challenge, vy, can be chosen freely, we also have special honest-verifier zero-knowledge.

Remark 3 The solutions for 7; in (11) could also be written formally as

j=1



3

v thats P can produce ri,...,rk_1 which convince V. Special Honest-Verifier

Zer oknowl edge Honest-verifier zero-know edge hol ds because, 2 d@CTORBER2)04
and randomr = (r1, ... , rk 1), and for AL \ ( X1 Yi 1 A2 XPY, Ak 1)
I x; is kli2 i Ak X _1y(_1)d "7 (13) the triple (A vy, r-) is an
accepting conversation. Hence, a sinmulation is constructed by gener- ating
random and i ndependent y and r47 and setting A as in equation (13). It is
easy to see W%‘E’Of"ﬁ’é’ distribution so generated for A isPCHEMZRE to that
generated according to (7), again because the first colum vector of the
matrix in %}2% is.a fixed |inear conbination of the remaining colum
vectors. STy thiswif] gpfoeqrk if pome of theygy aeilof Hhe copeeipaiation Gili ks Pretan

chal | Engsvl, wyis avoided lh}eﬂﬂﬁrlﬂ@gi&cnﬁb.r@&:ome,mn@{}rs&m\t& sSl}(ﬂﬁ@‘ﬂ @hldb\?%gﬁsﬁzltewé@lgi fier
zer o-kno . ...Renar, T S ti 7s.1n cou al so be

w1t en 1 obaartasoR s kol Bat b £ B sR e B0 vt euTonse

PCTI US02/ 092 64iusionrsly & be ltehii @nsjpitdnt with theviomkof itlfe sssompiiof the yj are 0. In the

case of equation (11), this problem was avoided by assunption (6). O
course, th&emarln4pbly teaafit tohite sabarttd ciedcthat o fhelsdse have wellMPbegReset up

under the tdeQRy 1. Opfor all 1 .< i < k. -- 1_.- the choice of

expr essi on %%r rll&eqri%uisu}fb%%ge%’s ?%)d% 53 HEse %%sdf%‘%’étﬁ wWhtrﬁ"a@H%m’fnﬁ’ikrh of the
assunpt i on®uREmeRk 4 We leave it to the reader to check that in the case k
= 2, the ILMPP reduces -exactly to the well known Chaum Pedersen protocol.

I n so doi n§emark p Speciat Bourdeoeds| i ng remark 1,
As is the case with the Chaum-Pedersen protocol, which proves that P knows s = loge X =
logy Y, the ILMPP proves that P knows sy, ... ., sy, such that log, X; = log, ¥;, and ITh, s: = 1.
This is clear because from two accepting conversations, (E, 7,7 ) and (/"1‘, ', 7'), with the same

first move and v # 7', a witness,

— pury

(w,p) = (y—o", 7=}

can be extracted satisfying

Y o= Xv (14)
1/2#’2 — 2—91
Y;Pi = X;Pﬂ—a

—1)k —pl
Y;é Fw — ka'l

Since w = —v' # 0, it follows that p; 5 0 for all 1 < i < k — 1. Thus, with an appropriate

small modification to the statement of the problem, it satisfies special soundness.

4 The Simple k-Shuffie

The first shuflle proof protocol we construct requires a restrictive set of conditions. It will

be useful for two reasons. First, it is a basic building block of the more general shuffle proof

10



1

t

requation (2). Remark 5 Special Soundness As is the case With t he
Chaum Peder sen protocol, which proves that P knows s = | oge 21 GCTORER 2004

the I LMPP proves that P knows sl,... , si- such that logs Xi = = logs Y,
and f 1 si =1. This is clear because fromtwo accepting conversations,
(1,,y, i)and(A y', i7"), with the sane first nove and y O y', a

W t ness, 353 oY Y y',r-9'") can be extracted satisfyi ngll YPI. = X-"U7 1
Y2a = X2A| Y ?ﬂ Y(-1)kw - X~ P,"-1 Since w=y - y' P§ @Sozfofzﬁ?ollows
that pi 0 0 for all I <i <k -1. Thus, with an approprlate smal |

nodi ficati on to nt of the robI em it satisfies special
soundness. PRe b ?DWﬁll%erkr%ﬁfﬂF?“IS% R F‘?’Yeéta SRt fPROTiRRtRrPopR ob GlasE we

const r uct rll@tpapqr eshia prooftanibeichnsuset to()afsseﬁmnﬁl Fdo@iRs .2 gattictial permb@tisisef ul  for

two reasonspy;Flk bofeadt di bI oc mor e gener al
shuffle proof 10 Bes roT ﬁ&%@%@ﬁ% 5 @’?ﬁ'ﬁ; %53%‘96‘?2 b i1 ot ocol
to cone | at¥etly Pb%ttlmetllm‘ﬁ’é [wjpen ghufflings @@as'@irm aaus@emtdg bpgiosiioant purpose. A

single instance of this proof can be constructed to essentially "commt" a
particul ar pernmutation. This can be inportant when shuffles need to be

performed RnitRl ©8uRbsedwo BaBIBRLS 7S yexact at equi red
when shuffli g§ El Gan%@ S‘:"alwcr)sq as | nkfm\%éu\%&fzs i* ’I "t %}di OH." Befahﬁ;tl on 5
Suppose t w8 &g adrdicaal emgnty| @ pishPsate pulticly km)@l SUPPOSE alsdk that tegrovdr, ... | 1'

3 al ongh Wi, ﬁnctm s adig txonal 1] Beatisy, oCaand Dog 35, bub itk L§ kek gD  Suppose
al so, that a} e]ﬂp \éo Eﬂe verifier, V. P is required to convince V that there is some permutation,
7 € B, with the property that

Y2 = X (15)

for all 1 <4 < k without revealing any information about iy Yi, T, G, OF d.
We call this problem the Simple k-Shuffie Problem.

Remark 6 For this section, and the remainder of the paper, we will make the simplifyiﬁg

agsumptions thaf in all shuffle constructions

L. 2; # =; for i # j (and hence, of course, y; # y; for i 5£ §).

22 mFlforalll<i<k

There are obvious ways to handle these special cases. Moreover, in practice, they will

“essentially never” occur since elements are usually random.

The protocol of the previous section, in combination with corollery 2, provide the tools nec-

essary to solve this problem in a fairly straightforward manner.

Simple k-Shuffle Proof Protocol:

1. V generates a random t € Z, and gives it to P as a challenge.

11
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+P, knows x1 = logs Xa, y$: 1og9 Yj, ¢ =10g9 C, and d ; log9 D, but that
all these values are unknown to the verifier, V. P is requi2icddCTQBER\200de
V that there is some permutation, rr E E~;, with the property that yd=Xc
x "(i) for all 1 <i < k without revealing any informtion about x, y,, 7r,
c, or d W call this problemthe Sinple k-Shuffle Problem (15) Remark 6

For this sectjon, angd the remai nder of the paper, we wll make the
simplifying Ta8¥M3t ons that in all shuffle constructi $6L/U802083640 a3 for |
JAj (and hence, of course, yj Oy, for i,-Ej). 2. Xilforalll<i<k. There

are obvi ous S hapdl e t he ecial_cages. Mreover, in practice, they
will " essenﬁ?éﬁt‘é?}n‘%\g@%m@&ﬁ?ﬁ%ﬁ?@de%%ﬁfare usual |y random The
protocol of the previous section, in gonbjination, with corollary 2, provide
the tools nec- essary to sol v}e“{tﬁf’s“p’%ﬁl eé‘r??l?’n" ‘)ryg?rly strai ghtforward
manner. Sinpl egdg Shufiie Proof Protocol: 1. V generates a randomt E Z. and
gives it to P as a challenge.11.Y 4 21 OCTOBER 2004 WD 02/ 077929

PCTI US02109264 2. P and V pubF @y -dehp@aéWy. s¥oW) = gdt, J7 = & = g't,

JC = (50, .. :XK) = (Xi/U .. Xk/U and 7. = (L'i, > YK) = (Y:/W...
YKIW 3. P afd?PynéXexttie thydMAPiFRhe Bro length Fawectbrengt h 2k vect or s
k
® = (X,C,C,...,0) (16)
' k

v = (7,D,D,....0)
The protodoi succeeds (V accepts the proof) if and only if V accepts this [LMPP.

Theorem 2 The Simple k-Shuffle Proof Protocol is o four-move, public coin proof of knowl-
edge for the relationship in equation (15). It satisfies special soundness, and is special honest-
verifier zeroknowledge. The number of ezpomentiations required to construct the proof is 2k, '
and the number of exponentiotions reguired to verify it is 4k.

IfV generates challenges randomly, the probability of a forged proof is less than or equal
to

(k~1)/g+(g—k+ 1)/ =(gk—g+qg—k+1)/¢ < k/q

Remark 7 The observations of remark 2 also apply in this case.

Proof: All of the required properties follow immediately from the results of the previous
section. (Special soundness can be argued from remark 8.) A forged proof can only be

generated in two conditions.

1. The challenge ¢ is one of the special values for which

k k
I[¢ —zi/d) = _1:[1@— vi/c)

i=1

2. The challenge £ is not one of the special values in 1 above, and the ILMPP is forged.

By corollary 2, the probability of 1 is at most (k—1)/g, and the probability of 2 is (g—k+1)/¢*

by the results of the previous section.

12



1

sk ke D,', ) (16) The protocol succeeds (V accepts the proof) if and only
if V accepts this ILMPP. Theorem 2 The Si npl e k-Shufe Proof21FOCTORERI2004
four nmove, public coin proof of know - edge for the relationship in
equation (15). It satisfies special soundness, and is special honest-
verifier zeroknow edge. The nunber of exponentiations required to construct
the proof is Zk(i and the nunber of exponentiations required to verify it
is ak. 1f v JEhBPEPEs chal | enges randomy, the probabi | BCYU8RA%64 or ged
proof is less than or equal to (k H/qg+(g- k+1) /g2 =(gk - g +q --
k + 1)/ 2 < kI Remark 7 The observations of remark 2 also apply in this
case. Proof4-1a A‘ B?mﬂjrli%mltgdm?@yeﬁ%@ﬂértl es follow imediately fromthe
results of the previous section. (Special soundness can be argued from
remark 5.) GRth B gaeiansromplentyp! g %ynpéee‘-sbg@ﬁ@foaqcelom Re impsovebbits fartonef. 1. The

chal | enge t2. IIﬁsteﬁﬂ@f mﬁngtdaﬁ,uapepwahse\éalouh@ﬁ 4f m&mMIypt}e whuid like tbtreplackied) = f1(t
t he ,speci,al vaI ues inl

- yi/lc) i=i The, chal | ne of

above, and ktcf?giesi %I\J]?’ de'!‘ PEF ie%% eqwm&ﬁbglwlm ?glﬁentflﬁeg HabietPeetyelst | i s at
nmost (k- I)/U.}lforamtehrhbls pmddbam the gepokodwilige srofetylofthy bl(qﬂ)colblyzstbdﬂle“ré fsdifyt s of the
previ ous segd [ :0Rco 1Rk OCTOBER 2004 WO 02/ 077929 PCTIUSO2 /09264 4.1 A
conplexity 1 nprovenent Both the size and conplexity of the sinple k-shuffle
protocol can be inproved by a factor of 2. Instead of using corollary 2,

We use COr Eimpleyk-ShutidPuddripeBlotel e woul d |ike to replace the

1. P generates randomly and independenily £ from Z, and 7 from
Zg ~ {0}, computes

B=g" (17)

and reveals B and T to V.
2. V generates a random A from Z, and reveals it to P.

3. P computes s by

i=1

g d\*
8 =ﬂ+AT—H(y—:) =ﬁ+)vr—(-é-) - (18)
and reveals s to V. |
4. V generates & random ¢ € Z, and gives it to P as a challenge.
5. P and V publicly compute U = D* = g%, W = C* = g,

X=X, %) = (X/U,..., X% U)

and

V= Ba) = (/W Y/ W)

13
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A

+k copies of D and k copies of Cin equation (16) with single entries gdk

and ge ' respectively. Unfortunately, this would ruin the 2¢rOQETOBER Q604
property of the protocol. Instead, we nodify the protocol as follows.
Simpl e k-Shuffle Proof Protocol I1: 1. P generates randomy and

i ndependently ,13 fromZ. and rr from 2Zq -- {Q, conputes B=9 T = gT and
reveals B and T to V. 2. V generates a randomA from Z. and reveals it to
P. 3. PconpiftBQ7@®y g8 = O+Ar 11 (~~i ) = N+Ar - ( PCHUSR2A9%t ¢ and
reveals s to V. 4. V generates a randomt E Z and gives it to P as a

chal | enge. and V publi cl ompute U=Dt =9, W= C =gam X =
(Xi.... , x~)Eei ZP R .g‘?“gm%?’ f%“fé}n@) gﬁdﬂdee?e@enrwﬂf@, Qo) elemegty §y - i (17)

(18) 13 21 CCTOBERoRMOE WO 02/ 077929 PCFI US02/ 092644 6. P secretly

generates, randomy and independently fromZs, k elenents, O, ... Ok. P
then conputes (19) AA+| A = Y9 (19)

Ay = Xg;f'zﬂz

A£ = Xfﬁ-—tﬁﬂ;

Ay = X1y
Ar = g*
and reveals to V the sequence A, ..., Agsi.

7. V generates a random challenge, ¥ € Z, and reveals it to P.

8. P computes k clements, ry,..., 7y, of Z, satisfying

o= AR (20)
ng?;z = A2

XY = 4

X;kq}’)}:k = A -
1k
gt = Apn (BTAgha)( W
and reveals the sequence ry,...,r: to V.

9. V accepts the proof if and only if all of the equations in (20) hold.

Theorem 3 Simple k-Shuffle Proof Protocol IT is a five-move, public coin proaf of knowledge
Jor the relationship in equation (15). It satisfies special soundness, and is special honesi-
verifier zeroknowledge. The number of exponentiations required to construct the proof is k44,

and the number of exponentiations required to verify it is 2k + 2.

14
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L

«AL = X """Yak ¢ 9B" and reveals to V the sequence A ,.. ., Ak+i. 7. V

generates a randomchallenge, 7 E Zg and reveals it to P. 21 QUTORBRER 20804
el enents, rl...... k, of Z4 satisfying Yil = A XT7 X2Y' . = A2 Aa -kkk-1Y =
Ak grk = A,.1 (BTa9 e)('1)k7 and reveals the sequence rl, . . . , rk to V.
(20) 9. V accepts the proof if and only if all of the equations in (20)
hol d. Theorem 3 Si nple k-Shuffle Proof Protocol Il is a five-nove, public
coi n proof o?’vq{)ﬁ’ﬁwgdge for the relationship in equati BRI/PSPZ9264 ¢
satisfies special soundness, and is special honest- verifier zeroknow edge.
The nunber of g} onentiation required to construct the proof is k + 4, and
the nunber of ¥ SdSBrEeR aiesA rindeltr Bepre et ¢ Jorved ioef rpkeins foss than op1 OCTOBER
2004 WO 02/@17a79;29 PCT/ 11802109264 If VvV generat es chall enges randomy, the

babi lit f f
(prkolfll ::]+I( qy-?ki)/grz qk %’T?dfﬁ k( q (13 60 +S{2/e"tze<lcﬂlfL}qul of the

argunents are very si mlar property by property, to the argunents
constructed in the case of the original protocol. The main difference is

t hat one nakesf Slfbtclﬁﬁlll%‘she@ﬁ@;ufﬁ@fﬁ@ir& QJIV mﬁ’nld‘r?r&%fty 'b)hﬁﬂa]?] ]Etlg Itﬂe%&@ﬁ%:r%m L1 b
uffl e Protoco y

[S)g i ?Igt i 3 n c%g%tef%g F%Q R} {ﬁﬁ %%&aff p?otocol el‘kﬁ)ugp ﬂerttmﬁ is that one mq,})enq & and D

are as i n depdahiotcholiard 4 rather than corollary 2.

—

Definition 6 We denote an instance of the Simple k-Shuffie Protocol Il by $S; (X , .‘?, C, D),
where X = (X3, Xe), V= (¥1,...,Y¥3), C, and D are a5 in definition 5.

5 The General k-Shuffle

An obvious limitation of the simple k-Shuffle protocol is that the shuffler, P, must know alt
the original exponents @y,...,zx and y1,...,%. In many applications, this will not be the

case. The goal of this section is to eliminate that restriction.

General k-Shuﬁie Problem: Two sequenées of k elements of Z,, X, ..., X, and Y5,..., Y5
are publicly known. In addition, constants ¢,d € Z, are known only to P, but commitments
C = g° and D = g% are made public. P is required to convince V that there is some
permutation, 7 € 5, with the property that

Y7 = X (21)
for all 1 < ¢ < k without revealing any information about w, ¢, or d.
General k-Shufile Proof Protocol;
(For the sake of presentation, we consider the case d = 1. The general case can be reduced

to this case simply by changing the group generator from g to C, and making the substitution
c=c/d)

15



+5 The Ceneral k- S hufff e An obvious limtation of the sinple k-ShufHe
protocol is that the ehuffler, P, nmust know all the origi n2il GEPOBER 2004
Xr, , xk and In many applications, this will not be the case The goal
ofthlssectlonlstoellmna , IIC 0, ~Gener.al,
Probl em Two sequences of k eﬁen’eﬁt ! "] §§| M“q i 'X%%"ﬁm”‘v’ H ,
are publicly known, In addition, constants c, dr= Z are f{qg to P
but commtnments C = g and D = gd are made public. Pis r urred t
convince V t{gldhere is some pernutation, it EEL, WCUbsorsesiproperty that
Ys = Xnm{i} (21) for all 1 <i < k without revealing any information about
ir, ¢, or d. General k-Shuffle Proof Protocol: (For the sake of
present ati on, Fye €908%| Betnekidce.0aseand wrratidonifieed ipdependattiydtemicZ.cad be reduced
to this case sig%pw by changing the group generator fromg to C and making
the substituti®f ¢ = r-/d.) 15 21 OCTOBER 2004 | pe--4-jus WD 02(077929 1.
For f <i Ck, P generat es ai, b" ui, angewi randomy and independently from
ZQ and conputes A gar (22) B, =g W 9; W _gw In addition, P
generates y fromZQ - {0} and al sdPizti, #zy randomy and i ndependently from
- ZQ and conputes PCT/USC2/ 09264 (23), angs for | <i <Kk

Wi = g

In addition, P generates v from Zg — {0}, and also 2, 7 randomly snd independently

from Z,, and computes

I = g"’l (23)
Zy = g™
Zy = g*
and, for1<i<k _
LY,
¢ = A:J:r(a) g {24)
end finally
k .
A= =l Lo (25)

RiRg T X

% o
P g'(ur"'mﬂ)r-[ixzc = Cle—163)
P then reveals the ordered sequences 4;, By, Gi, Ui, and W; along with Xi, Yy, and A
to V.
2, For 1 < i <k, V chooses ¢; randomly and independently from Z, — {0} and returns the

sequence to P.

3. P computes
_D". — g‘fﬂr(ﬂhx(t) (26)

for1<igk a.hd reveals these to V.

16
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A

«CG « Ate(,) =g"a (4 (24) and finally 11 i a n'Lyillll, , KIKfc

[}

X-ieut | OS A|I i (25) iQ P then reveals the ordered seqaermeTOBERElOM
G, U, and W along with X0, Ya, and A to V. 2. For 1 <i < k, V chooses
ei randomy and independently fromzQ - {0} and returns the sequence to P.
3. P computes Li = g7~*(t)é6r(t) (26) for 1 <i < k and reveals these to V.

16 21 OCTOBER 2004 WO 02/ 077929 PCTI EJS02/ 09264 4. V generat est EZg - {0}
and returns "C¥Y"®as a chal l enge 5. For 1 Gi BCIEERA, corrput es
the exponents ri = ai -F teibi- =y r" (i) (27) 6 P and V then execute

the sinple ki.slbug';lgn]:arla eb i é%k ({l(?} ansd ret%i'ns 1t)t’0 Ty\:!.]s a c%allenge.

8. For 1 <14 < k, P secretly computes the exponents

3 a; +tegh; (27

8 = Y Pxit)

6. P and V then execute the simple k-shuffle, 85, (fi, 3, g, I‘), where

=

= (Bu--oy By) = (g™ 0™) (28)
= (Sll ) (g - 1gsk)

tny

(Note that P need not explicitly compute R, and §; in order to construct the proof,
while V can compute R; and S; as B; = A;B{* and S; = C; D!, Thus, this proof protocol
requires P to compute k+4 exponentiations, and V to compute 4%+ 2 exponentiations. )

7. P reveals the exponents

pio= wtn—a (29)
o; = iv;+s;—ci
8. V checks that
g% = URi/A; (30)
9= = WiSi/C;
and evaluates
k
G = Z J]xf (31)
il
3
H = J[v~
=1
9. P computes
Gy = 7 (32}
G1 = (Z41Gy)°

17
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A v

c:R=(R, ..., RZ,) , ..., 9") (28 S=(S1, ..., Sk) =(gsl, ... , g6)

(Note that P need not explicitly conmpute R and Si in order 24 OCTOBER 2004
the proof, while V can conpute R and Si as R = AB and Si = ClO *.

Thus, this proof protocol requires P to conpute k+4 exponentiation, and V
to compute 4k + 2 exponentiations ) 7. P reveals the exponents 8. V checks

t hat and eval uat es . P conputes Pi = +r4 - ai (29) Q =R1li +S - G
gP = ., R /A|W°‘§’“77”9\/\Ax k G=Zolx' i=l H=k Il VI rPﬁi”UE&%f“”GU GlL =

(zG1) 17 (30) (31) (32) 21 OCTOBER 2004 WO 02/ 077929 PCTI US02/ 09264

and executes with V the swo Chanm-Pedersen proofs, CP (g, ', G, Go) and CP (g, C, Z:Go, G
{Thus proving to V that equations 32 hold.)

10. V finally checks that

H
&= A (33)

11. V accepts the proof if and only if
(2} All equations that must be checked (steps 8 and 10) are satisfied
{(b) V accepts the simple shufle proof of step 6

(c} V accepts both Chaum-Pedersen proofs in step 9

6 The Multi-Authority Voting Application

Much of the setting for the conventit;na,l voting application can be found in [2]. Votes are
submitted as ElGamal pairs of the form (g™, h*m) (or & sequence of these pairs if more data is
required), where m iz some standard eilcoding of the voter choices, the ¢; are generated secretly
by the voters, and A is a public parameter constructed via a dealerless secret sharing scheme
([7)). Once the polls are closed (voting finished), an independent collection of authorities
sequentially shuffles the ballots. Each shuffle is constructed as

(Xis }-';) = (gﬁﬂi)X'rr(i)a hﬂa—{i) Yw('i)) (34)

where the r; are randomly chosen from 7, and
(X, ¥5) = (g%, hMy)

On output of thé final shuffle, the final collection of encrypted ballots is decrypted in
accordance with the threshold scheme, and the clear text votes are tabulated in full view by
normal election rules.

The authorities who participate in the sequential shuffles, may be arbitrary in number, and

they may be completely different from those who hold shares of the election private key. The
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.and .executes with V the two Chaum Pedersen proofs, CP (g, r, G GO and CP
(g, G Z1 Go, G (Thus proving to V that equations 32 hol d2) QOTOBER 2904y
checks that HG A (33) 11. V accepts the proof if and only if (a) Al ,

equations that nust be checked Qst ps.3 ..... 1? -1 at| o 0)
accepts the sinple shuffle pr odf B ?&E )‘"' “’@bepf‘ ]}S'L‘ﬁq““ ’HH &

Chaum Pedersen proofs in step 9 6 The I\/UItl -Aut hority Voti ngyﬁgﬁﬁ%ﬁ
Much of the setting for the conventional voting application und in
[2] . Votes ammpodwbi tted as El Gamal pairs of the forthospfwza hal ) (or a
sequence of these pairs if nore data is required), where mis sone
standard encodi ng of the voter choices, the ai are generated secretly by

t he vot ers, segitdceldf iaBot@wlpdilaleifigallp déceped en oophsiatdiet vt thd wigiaal lgadner | ess secr et
shari ng sch 7 t I | ed), an

i ndependent efrggtinf’t(tld b;%oﬁs '0 F"Sh‘“ﬁﬁg‘ﬂﬂ@ |a1ét§°rﬁg§a®gér)n§' ?% %thsthﬂg}e{%@ ﬂtﬁﬁe bal | ot s.
Each shuf f| &cpmplesdnmbiireiited as (X=, Y) = (g.,"Mr(i), h'" Y, (j)) (34)
where the ri areugahdon of echhs@eis fiffapam iqu @muiﬁ@ﬂasmlsééﬁ in)section{ D% proothcqMV) On
out put of  t Bgtd Bdlve SR Ewith HfRorlrcBlatiGR)] W@ﬁ&h@meq&mmp{hmmﬂn bal l ots is
decrypted in_ accordance wth the threshold schene, and the clear text
votes are t&B¥Ft®Ped in full view by normal election rules. The authorities
who participate in the sequential shuffles, may be arbitrary in nunber, and
they may beﬁdorrﬁhgmlswfoﬁlﬂzenehf’ah‘somthose who hol d shares of the el ection

private key. The 18 O 21 OCTOBER 2004 WD 02/077929
1. For 1 £ i < k, P generates a;, b;, v and w; randomly and independently from Z,, and

compuftes
A = g™ (35)
By = g%
U = g
W = g=

In addition, P generates -y from Z; — {0}, and also g, ¥ and £, randomly and indepen-

dently from Z,, and compuies

I' = g7 (386)
Xy = g™
Yo = g*
and, for 1 <4<k
C A:(.) g’""” (37)

and finally

g X T (TG
A= Y T (X (38)

— ')’(Io"yu]

( )*n T s By ﬁ X,-)”f“*“"‘n-lm
h 1 MY
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« PCTI\USO02 /09264 sequence of ballots which are finally decrypted can only be
mat ched with the original sequence of submtted ballots if 24lQCTOBER 2004

shuffling authorities collude, since each of their pernutations is
conpletely arbitrary. Al though the formof each shuffle is different from
the shuffle discussed in section 5, a proof protocol can be constructed

w th m nor n%‘]’;igr% tlons We present the details in the follow n
subsecti on. Uffles of El Gamal Pairs 1. For 1 < i ECE’US"I%'(”& erates

a.=, bi u and wi randomy and |ndependently fromzq , and conputes
(35) In additi enerates 7 from and also x0, yo and to
random y and |%d‘a‘i?erﬁ ea]ﬂél?ﬁqrilﬁrqdr*%‘?%es Azaﬁd C@&ﬁw@& 96036)‘”“?&#6; Yferd Aj <k C =
AY 7a.0) i n(t9¥= g and finally A =gtqgy n," (YW /Y7" ") k Yut ht YO7
I1i-1( i w/X ) g7(zo-Yu) (9) ~~ h {1 Y_i.. it f{,.,11 fi11l" P, (37)
(38) 19 21 OZTEBER 29®@4V chooses e; randomly and independently from Z,— {0} and returns the

sequence to P.

3. P computes
D; = g"fe:r(:'-)brr[ij (39)

for 1 <1 < k and reveals these to V.
4. V generates ¢ € Z, — {0} and returns it to P as a challenge.
8. For 1 i <k, P secretly computes the exponents
o= a;+eel; (40)
Si = YTx)
6. P and V then execute the simple k-shuffle, §S), (R', §, A I‘), where

B = (Ry...,By) = (¢",....0") (42)

=

8 = (8,.-,5%) = (¢™,...,¢%)

(Note that P need not explicitly compute R; and S; in order to construct the proof, while
V can compute R; and §; as R; = 4;B{ and §; = CiD§. Thus, this proof protocol

requires P to compute k44 exponentiations, and V to compute 4% +2 exponentiations. )

7. ‘P reveals the exponents

pi = wtr—a (42)
g = wi+si—¢ .
8. V checks that
g% = URi/A; (43)

9% = WiSi/C;
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<WD 02/ 077929 PCT/ 11502109264 P then reveals the ordered sequences A$, Bi,
along with X0, Yo, and A

G, U, and W

ei randomy and independently from2zZy - {0} and returns the

3. P conputes

generates ¢ E Zqg -- {0} and returns it to P as a chall enge.
= a. + ceibi S =

D = g7~riRs~~~ for 1 Ci

k, P secretligvco utes the exponents ri
il

(40) 6. P an
(R|1"1Rk) (gr

that P need not

proof, while

this proof protocol requires Pto %orl_p:}téj_;[ktﬂ exponentiations, and V to
conpute 4k+2 exponentiations.) 7. P rev¥dilsithe exponents Pi = @+ri -
(42) 0-i = W+si - q 8. V checks that = JIRi/A (43) = wisiJCG 20 21
OCTOBER 2004 WO 02/ 077929 H = Yb_l'Il’%”‘
Lk
G = [[X~
H =T]%~
=1
9. P computes
Go = G (45)
Hq = H

10.

1L

12.

13.

7
OW8H execute the sinple k-shuffle, SSk FRIUH2064 () " yhere
... k)Y _(ge,...,ggsk) (Note
xplicitly conpute R and Si in order to construct the

...... grh) (41) S - (S

to V. 2. For 1:5 i 24 GCTOBER2904
sequence to P.

C k and reveals these to V. 4. V

PPEapdshpute R and Si as 11 = AIB and Si = G D=. Thus

and executes with V the two Chaum-Pedersen proofs, CP (g, T, G, Gy) and CP (9. T, H, Hy).
(Thus proving to V that equations 45 hold.)

77 and V compute

Do = GGy (46)
Al = .I":r / HU
P computes
E
t = to+ 3 veedif; (47)
=1
and reveals it to V.
V finally checks that
AT
= A
Ao/gt (48)

V accepts the proof if and only if

{a) All equations that must be checked (steps 8 and 12) are satisfied

(b) V accepts the simple shuffle proof of step 6

(¢} V accepts both Chaum-Pedersen proofs in step 9
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=and -eval uates PCT1US02109264 k G = xo Xp' (44) k Oya H=Yi=1 k =
filXia; i=1 Hk 9. P conputes Ga = G/ (45) Ho = H7 and exec@ia3CWOBER 2004

two Chaum - Pedersen proofs, CP (g, r, G Go) and CP (g, r, H Ho) . (Thus
proving to V that equations 45 hold.) 10. P and V conpute A o = G Go (46)
Al = HHo 11. P conputesk t =to + E yc eibi,8 (47) and reveals it to V. i=1

12. V finally checks that A /lat PCT/US02/09264

6.2 One Pass Tabulation

In the stapdard mix-net implementation, it is assumed that two distinct phases must take

place:

Shuffling (or mixing) The set of encrypted ballots are mixed. This means that the entire
encrypted (and iteratively shuffled) ballot box must be passed sequentially from one

authority to another until a sufficient number of mixing stages have been performed.

More precisely, let A, ...,A, be the sequence of shuffling, or mixing entities, usually
called authorities. Let B be a sequence of encrypted ballots. Sequentially, each A,

performs the following operations.

1. A; receives
B= ((XI: y?l)? ey (Xk1 Y:L))

from A;_1, along with all required authentication and validity proofs. (In the case
i = 1, A, receives B directly from the vote collection center.)

2. \A; performs all necessary authentication checks and validity (proof) verifications.

3. If any of the checks in the step 2 fail, tabulation is aborted, or possibly restarted.

QOtherwise, A; computes
E = ((Xli E.)’ ey (X-ka 17!:))
according to equation 34, and also the corresponding validity proof, B, of sec-

tion 6.1. (Typically, this is a non-interactive version of the protocol.}

4. Renaming B as B, 4; sends B to A, along with P, and any other recuired au-
thentication or validity checks, In the case i = n, the mixing is terminated, and

tabulation proceeds to the decryption phase.

Decryption After shuffling (mixing), the resulting set of ballots are all encrypted to the elec-
tion public key, usually denoted by k. In order to decrypt these ballots, each authority

must now contribute a decryption share. This is accomplished as follows.
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must be checked (steps 8 and 12) are satisfied (b) V accept29d OCTFORBFRI|2004
shuffl e proof of step 6 (c) V accepts both Chaum Pedersen proofs in step 9
21 21 OCTOBER 2004 WD 02/077929 6.2 One Pass Tabul ati on PCTI US02/ 09264 | n
the standard m x-net inplenentation, it is assunmed that two distinct phases
must take place: Shuffling (or mxing) The set of encrypted ballots are
m xed. This NEARY Pflat the entire encrypted (and it er atiF&IPOLEHT £ | ed)
bal | ot box must be passed sequentially fromone authority to another until
a sufficient nupber of mxing stages have been perforned. Mre precisely,
let Al,... , A ,, be the sequence of shuffling, or mxing entities, usually
called authorities. Let 13 be a s8guéiecéi)of..exckypted ball ots.
Sequentially, each A, perforns the follow ng operations. 1.A receives 13
=((Xi"Yi),--, (Xk,badks sst oberempied baliptoopgpuhiby hhedfing! mistpajantbdritgutthend lecat i on and
validity proofs. ¢J B {Mhe . Ca5Ebe theTulset gfldefzﬁﬁlﬁinvﬁﬁao;it?fesqhﬁ?cﬁataiiyg ;nrt(ﬂﬁl the vote
e

col | ection center . erforns_all necessary authentication checks and
validity (proof) #é??%fﬁngjé?ﬁeoﬁél? ¢ igdetqrmingdh by ¢re higeholdipsedcwhen the plection ep 2
fail, tabul ation publicliepri, e cr@tedpBagi)hly restarted. O herw se, .4.
conputes B = (( XU ;’H‘ Cee é);Qk, Yk)) according to equation 34, and al so
t he correspondi hgou &P ditA< pragdin papadlel: of sec-

(a) D; receives the sequence X,..., Xx along with proper authentication of its
validity. ' '

(b) If a check of the authéntication provided in step 2a fails, Dy should abort the
decryption. Otherwise, for each 1 < i <k, Dy computés

Zij = Xiz(jrsﬁ)sj (49)

where 3; is Dy's decryption share, and 2(j, Sp) is a publicaily computa;ble
constant multiplier. (See [7].) D; also produces a Chaum-Pedersen proof of

validity, Cy;, for equation 49.
(c) D returns all Zy; and Cy; to a tabulation center.

3. Assuming that all Cj; received at the tabulation center are valid, the set of clear
text ballots are computed as

M; = Yif _H;Zz" (50)
=

4. The election tally is finally compuied by counting the M; as in any election.

If the set, Sp, of ‘decryption authorities (or even just some subset of it) is included in
the set of shuffling authorities (this is almost always t'he case in practice), a disadvantage of
this procedure is that it requires each authority that is in both sets to receive two separate
communications, each of which may be quite large. The disadvantage is particularly severe

when the authorities are connected by a slow communication link.
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“tion 6.1. (Typically, this is a non-interactive version of the protocol.)
4. Renaming 1li as 13, A sends 13 to A +1 along with PQ and anyOOTOBER 2004
required au- thentication or validity checks. In the case i n, the mXxing
is termnated, and tabulation proceeds tb the decryption phase. Decryption
After shuffling (mxing), the resulting set of ballots are all encrypted to

the elec- ti ic key, usually denoted by h. In order to decrypt these
bal | ots, eacﬁ&ba(ﬁzd%g?i ty nust now contribute a decrypti SAPEREOT* This is

acconplished as follows. 22 i 21 OCTOBER 2004 WO 02/ 077929 PCTI US02/ 09264
1. Let 15 T e~ Yk be.t et .of encrypted. ball ots output
by the fi na%.(o}é%e hx)é%ﬁ%thsc?ro %ﬁ Sl%for,&?’%e%ﬁ%o#get&cr%‘o%u{ e,p\{.c‘.“?'m,le‘qﬁn?t‘ﬁé t he
subset of @&@pynst i1dis ineacemriishe] enpbabst ¢opibjpéngi dging thet dheffing @basy,pbiing ( The

val ue t i sq@deh @ilideeehtiy stpe el S0 ; e ol blic key,
h, was creﬁfgd. ee [ 7] 2 g Foé&ﬁg&ﬁgﬁﬁc\;’ %tﬁ%}ltggﬁﬁhﬁ%g%%lpgﬁ%f%'(a) D3
recei ves t osgéklf{%é‘ﬁrf’ém}&‘es.“fh?aferﬂém&@ﬂﬁ“gd tepn foiapide stappdyandiiclat i on of its
validity. (bgo,lifAds6henkeraf 53, heshamingerp i CathbORaA ko8 1), StERgR fails,
D1 should ghort the decryption. Qtherw se, for each I < i <Kk, Dp conmputes
Z,3 = X_ (,J>Sv0aj where sj is V1's decryption share, and z(j, SD) is a
publically conputable constan®=r{fit¥ipli g, ¥ Bee [7].) D, also produces a
Chaum Pedecrugc{en proof of wvalidity, Ci, for equation 49. (c) Dreturns all
Zij and G, to a tabulation center. 3. Assuming that all ¢ received at the

tabul ation center are valid, Zbd(ZaC,0t..olZgat;))text ballots are conputed as
where Z;; and Cj; are as above.. Futher, instead of using B as the input-to its shuffle, A;y.,
should use
B = ((X1,Y1/%;), ..., (X Ya/ Zs5))

In this way, if all of the decryption authorities are also shuffle authorities, as is usually the
case, then the final output will be a set of decrypted ballots, thus eliminating the need for a
seperate decrypiion phase. If only #; < & .decryption authorities are also shuffle authorities,
then the final shuffled ballot box will consist.of elements that are encrypted with a public key
which is shared among the remaining ¢ — #; decryption authorities. Thus, in this case there is
still 2 need for a decryption phase, but the amount of communication required is reduced by

the corresponding amount.
7 k-—_S_;h”uﬂies of DSA Public Keys

The general k-shuffle_is ideally suited to- verifiably permuting a set of DSA, or Diffie-Hellman
public keys. By this we mean that a new set of DSA public keys iz produced, which is
computationally unlinkable to the original set, but which verifiably represents the same set
of private keys. This can be extremely valuable when one wishes to anonymize a set of
authenticated keys while still protecting the integrity of the original group of private keys —
the election setting is just one such example. '

We only sketch the technique here, but the details should then be completely obvious to

the reader. It is assumed that initially all the public keys are of the form (9. H), H = g¢°,
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st MYilZi 9=~ 4. The election tally is finally conmputed by counting the
M as in any election. (49) (50) If the set, Sv, of 'decryplniddCIOBER 2004s
(or even just sone subset of it) is included in the set of shuffling
authorities (this is alnbost always the case in practice), a disadvantage of
this procedure is that it requires each authority that is in both sets to
receive two S arate communi cati ons, each of which may be ite large. The
di sadvant age S 847% cul arly severe when the authoriti §§T’H§’é’°??6“r1nect ed by
a slow communication link. 23 21 OCTOBER 2004 WO 02/ 077929 PCTI US02/ 09264
We observe that it is gosm ble for some or all of the decryption to take

pl ace at th"éhe?zfrfés"frieﬁﬁ 4 GRETHPLATA G I Srnpriatedesn db#b Iqote Pl by ush he

conbi ni ng, sdie baag'. tihe pokatbiigrécags phaisms: shuffling - step 3 with decryption
step 2 for each of those shuffling authorities who are nenbers of S. Those

Shuf {11 g auNGKe, 65 IR 13 Bl wiIEHREY e B oFfcR 20 FOI | oW the st eps

unrmodi fied. So, if A menber In's ing step 4, rather than

just send 5 tZOSlﬁJﬂ%g'ﬁ(eﬂ&es% &aﬁalqpﬁgg?mth Xl a.ng%’) = H" he nev(f E-Blg}%i‘ a.nd Z =

((zlj,tl1j), Are! asdBEveE" i nst ead
of using S as Fﬂmtthft Y?“ﬁftr § rapHeph ﬁhﬂéengﬁjmlthe Elhbihamwdls@rlsm@ (Fhat is, a

(XL, Y171 )ﬁon—mteraéﬁ%wéﬂ&bgofiﬁshé rooflpﬂ)t&cm i® exdhfed. )' f all of the decryption
authorities are also shuffle authorities, as Is usually the case, then the

final output 3V‘Sﬂukﬂeb@‘etﬁrn%’eﬁhegﬁmrg%Bytpéngtgx pal lots, thus elimnating the need
for a seperate decryption phase. If onFy to < t-decryption authorities are

al so shuffl eé@ﬂ&ﬁﬂﬂlﬁ ‘i;ﬂe%anscrlpt verifies, set g = C, and H; = H]. By changing the common

base to C, the private keys all remain the same since
H=g" < H=(" (51)
7.1 Anonymous Voters

In the voting application, it is often said that for. election integrity one must know “who
voted”, but for privacy, one must not know “how.voted”. The technique of this section solves
the privacy/integrity dilemma in & new way. Instead of knowing “who voted”, one only knows
that the person who.voted is @ member of a set of authorized voiers! As a consequence, we

are left with a voting solution that

1. Daes not require key sharing to implement a distributed trust tabulation scheme.

2. Gua.rantees computotionel privacy to the voter, rather than threshold privecy, which is
a neceseary evil of other voting solutions based on distributed trust tabulation. (Ifa

threshold number of auﬁhonties agree to collude, all voters' votes can be decrypted.)

3. Does not require encryption or decryption of voted ballots.

Of course, one must look after the problem of “double voting”, but the technique of this

section is easily modified to take care of that as follows.
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“then the final shuffled ballot hox will consist. of elements that are
encrypted with a public key which is shared among the rema2iiGQTOBER2004
decryption authorities. Thus, in this case there is still a need for a
decryption phase, but the anount of conmunication required is reduced by
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can be ext raWet ¢ 4P dalhe sotghe e Whasknews ens of thorpyimdte keya ssistthiofrase -

authenti cat ed k@ysshisNdtddebalidskihg DDOA 8EAabROschIR M B8 b der B é%hmgzeg;d’ﬁg: gal Ve

roup of private keys - th .ectign setting is just ‘one s

on ypsket(F:)h th%n‘i‘&?/?ﬁ‘f&%ﬂeﬁﬁeﬁ%,m b o g t Bftyie key ehinh elons o e velshpl et el y
obvi ous to t h@he ehatdnowslits plege msBemmbeduame, sindd hd/dk leyecabd th}z g%%lzlghdﬁ& 78%3 ,
are of the for sriresdS 1 _OCT ,0_4"%391_0 ) _
/09264 wher e gmib%gvserdr%e Pl?""%“%iﬁ%ef%{’o? G 9"?%?%’?2’?%6 ' \ﬁﬁ?‘:éﬂ’k"‘éﬁ ®¥hat s,
| oosely, "all Prigtakeysorsrendipgto Bame base". The protocol proceeds as
follows: 1. Shuffler, or mxer, is presented with g and the |ist of keys

H . 2. Shuf4Y-2@r In gsebieemingiatbn gl thastipifditds, whd thalCiim beljot sigimtury = ' (the
new publ i ¢ key&kks, thiPhts bR LRGBSl b ineSisl @f@qﬁlg}izggi%,ea%?%%ﬁt\s{l a the

: ; i Sti - e proof
Pr ot ocol 1 & xiBEATER: J545 IRt et bt e T Aiof BBt oot semmnscr | pt.
4. Assuning t heetmalles,cnd phles elifel Vf(:tee &huflﬁef.‘)l I?gw Ti:o% t%lmg ?rrirgatésii{e% ?ﬁthﬁéﬁg gi a g =tC he
((:grln)mg 1biflgn§}rﬁr%c%she O?g%kﬁéﬂ& F nge%gﬁe%ﬁ%p%%%qie@aﬂﬁ neeicEn ok VoIf - sai d t hat
for. electi OrThL %sglgﬁé Elgcti%] %m%atis %gfewrsr;llmnﬁable if all the shuflle transcripts and

signatures are maintained. .

Although this election scheme offers superior privacy characteristics (the secrecy of each

voter’s ballot is protecied by the voter, Tather than by a distributed set of awthorities), there

is a potential practical drawback. The amount of computation required both of the voter

(that is, the voter’s computer) and the vote collection server computer for the purpose of

authentication is much larger than in standard election protocols, where the voter must only

compute a standard public key signature. However, if this additional computation is expected

to cause a problem, then the same anonymization can be performed well in advance of the

election, before the ballot is available. '

This is accomplished by issuing standard PKI certificates issued in response to a certificate

request which is anonymously signed exactly as the ballot is signed in step AV-1 above. Of

course these certificate requests would contain no identifying personal informasion, but they

would otherwise be completely standard, including, most importantly, a.standard public key

for which the voter has the corresponding private key. At vote time, the ballot can be simply

signed with this ordinary private key. With this strategy, it is possible to re-use the anonymous

certificates. Thus the computational cost of the anonymous signatures can be amortized over

many elections.
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wai ti ng f othonglethvextos baddtial) r equest. The new |ist of public keys is now
one smaller, and unless the voter (shuffler) knew nore than one private

key in thegfir3btsarkessh mw Ngcof the new private keys, and
hence can not vote agfal num‘%]e resulting e?ectl on protocol is Universally

Veri fi abl eThd obaérbatfoﬁleftﬁiagéchb@agoraﬂ&é%rgemaim&faﬁ' of tHt BERLYS sﬁ ealggtm tai ned.

Al t hough thls eI ctlon schene offers ‘superior privacy errstics (the
secrecy of &% a%mb‘a'ﬂnﬁigt]il%enﬁﬁedﬁté%?‘é’éckﬁyswﬁeeWé@se,a*atChéhe than by

a distri buk@d aﬁ@iammf.meﬁlhk lepdnde@s pairs {EME The shuffler can pick an arbitrary subset
of key pairs, (G;, H;), shuffle them “as 2-tuples”, and return the result. This makes shuffling

more manageable if the original set is large, at the cost of increasing the work per key by
about 50%.
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iis a potential practical drawback. The anmount of conputation required both
of the voter (that is, the.voter's conputer) and the vote @dlOETOBER 2004
server conmputer for the purpose of authentication is nmuch larger than in
standard el ection protocols, where the voter nust only conpute a standard
public key signature. However, if this additional conputation is expected
to cause a pﬁ‘p&)&gw t hen the sanme anonym zation can be perfornmed well in
advance of tHe 8¥tion, before the ballot is avail abl ECTUSOP24 | g
acconpl i shed by issuing standard PKI certificates issued in response to a
certificat request which is anonynously signed exactly as the ballot is
signed in g‘Bé‘:pf%g@n%sabove. O course these certificate requests would
contain no identifying personal information, but they would otherw se be
conpl et el y dtldhdapaer, {.nedmand, Ry, SchapsmakerpBrobant partialaknosiedya dad dinplifddi ¢ key
for which the gy i ; ' | e ote time, the
bal | ot can be s?érlrﬁfg ﬁ’eg? %llri}g%ﬁ?\n{o%(ﬁé '? %{ag&gﬁgﬁ%ﬁ%@&pfﬁ \?'g?g é%e.CtuWI%%est hi s
strategy, it i%CHBREHSEiePn 418k Sprngerslag Mstlis 19%&rtifi cates. Thus the
conput ati onal cost of _the anonynous signatures can be anortized over many
el ecti ons. B Cregeer OBEFS 09 5@@2@@?@29 FECTHE [ a3 S0 08RGk muBhuf f | es of

Tuples It showlloi® eltiRa scheR@tddbdhcesd %Cw}[yﬁtﬁlo@w B Gy 8, ﬁ%%gr%_h&egigner at ed
ed.

essentially "froze" the pgrpu- tation at coul d be prov I's nmakes it
easy to see hm%te% eB?PdSIEIWéerﬁ’reﬁ?ﬁ’ S9% section to shuffles of k I-tuples
of elenents ng &g%m(or k_l-tuples of ElGanmal pairs. Thinking of a sequence
of k I-tupl &%a and TP frefersen. Walleh dniphases with peservers figivrioss ie §ryptadigve t o
prove that al |l CRYPUONIS, viianerdee Necped Motk RGHRE Biinge, bl 8108 28Rin

pernut ati on. ?ﬁ%gé%ﬁ'%bvﬁhi s means that the same values of A ,, B, G and
Di in both the Gereral K-8huffle protocol, and the El Gamal Shuffle

prot ocol ar sgd.far | .colums.. (Int neral k-Shuffle, the sane
val ue of t @gﬁ'ggsﬁgsééf IDflgfescﬁ?ﬁc” @(ﬁe Wﬂ%‘?"ﬂ%ﬁ%‘l@g’iq{‘ ionators ¥ssyalp Comue e, t he
same val ue of otSZEaiasE Ysmd4fde6s.al | col umms, though this is not
essential.) 8.1 DSA key shuffles w thout common base

[5] A. Fiat, A. Shamir. How to prove yourself: Practical solutions to identification and

signature problems. Advances in Cryptology - CRYPTO ’86, Lecture Notes in Computer
Science, pp. 186-194, Springer-Verlag, New York, 1987,

[6] A.J. Menezes, P.C. van Qorschot, and S.A. Vanstone. Handbook of Applied Cryptogra-
phy, CRC Press, 1997.

{7] T. Pedersen. A threshold cryptosystem without a trusted party, Advances in C‘mpfology
- BUROCRYPT *91, Lecture Notes in Computer Science, pp. 522-526, Springer-Verlag,
1991. ' ' '

{8] K. Sako, J. Kilian. Receipt-free mix-type voting scheme — A practical solution to the
implementation of a voting booth, Advances in Cryptology - EUROCRYPT 95, Lecture
Notes in Computer Science, Springer-Verlag, 1995.
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tThe observation of this section also allows a generalization of the DSA key
shuffle protocol of section 7. Rather than maintaining the2dr@CTOBER 2004
public keys to the sanme base, g 4-+ C, the keys are nmintained as

i ndependent pairs (gi, H; ). The shuffler can pick an arbitrary subset of
key pairs, (G, H ), shuffle them"as 2-tuples”, and return the result.
Thi s nmakes shufflln nore manageable if the original set is |arge, at the
cost of incr&asiiy” %he work per key by about 50% 27 2F‘HETESE 2004 WO
02/ 077929 PCT/ U802/09264 Ref erences [1] R Cramer, |. Dangrd, B.
Schoenmakers. Proofs of partial know edge and sinplified -design of

wi t ness hidin ot 0 dvan es.in Cr CRYPTO _'94, Lecture
Notes in Conp il t1§§‘|?gh%cfe V. si“?ﬂ"“l‘ﬁ“/" ﬁ'?egg%??‘/e“’%/éiFﬁ“é}ﬁ“’“ Blof 1SPiblo 1904, [ 21
R Craner, M}@mmnm&t ilSetidenpeaik ef she xﬁmmumebeamﬂlm@@w malithopgiehdti Ci ent

mul ti- authqQj. Ad anc tol o EUROGRYPT ' 97,
Lect ure Not geréhllgeﬁ’ %&Mn%%fﬁlgm e%é’e BT n %\75%’& H’I‘%'?bl [OSPRISHYS, Chaum and
T. P. Peder sewh avmm@s W@Ms%nexmi—pdmo@b@apm,rmh a&di/ﬁlﬂﬁﬁs cdtriﬂut@l’c){mem ogy

CRYPTO 52, AU Mt L R DI B 20EEe 1085, 0 105
Per si ano andlecfﬁbnsnmge pr@ticel/pitodtiene@mpiger nysica c@lﬁgsmm mﬂfdmﬁﬂ&meﬂiﬁm pp.

454-465. [5 [ Avearah@ i, How t o .p ove ours , tical sol uti ons
to identifi %%ldtﬁ‘l olg %‘Eﬁs Si gnat u‘?‘peuwrsf BT oRH s ER, ‘{‘ %H’ﬁs b’?}%‘%ﬂ%ﬁ’{/ CRYPTO

' 86, Lect ur eyskiws, emiciopro@emmphated r or ﬁogram&lp q@mum&Baecﬂr&ﬂ:s bavorin e - Wai | ag, New
Yor k, 1987. . zes, P.C . van r schot anst gne.
Handbook of kgpi {%’e%“%g%d’g?““ SR, b re§§°mp13§?ndt[?eﬁhﬁ5pﬁ§cféﬁh§en A
tE Br es hg:a_cli_ cﬁy@ﬁmsgastbewwdifdmm spevial Dlllﬁtisecbngﬁtﬁrto;‘ daté\dmbad’s@gguzw ;g Zséﬁ&maupl ogy -

ROCR E L& S.in u ci ence - :

Spri nger - Ve?% &itlgén%gﬁg & coh m%”t’@ e&orm one or mofe &p the computer-exécutable

mstructlons explained herein. Indeed, the tenm "computer,” as generally used herein, refers to any of

the above devices, as well as any data processor.

The invention can also be practiced in distributed computing environments where tasks or
modules are performed by remote processing devices, which are linked throngh a communications
network, such as a Local Area Network (LAN), Wide Area Network (WAN), or the Internet. In 2
distributed computing environment, program modules or sub-routines may be located in both local
and remote memory storage devices, The invention described herein may be stored or distributed on
computer-readable media, including magnetic and optically readable and removable computer disks,
stored as firmware in chips, as well as distributed electronically over the Internet or other networks
(including wireless networks). Those skilled in the relevant art will recognize that portions of the
protocols described herein may reside on a server computer, while corresponding portions reside on
client computers. . Data structures and transmission of data particular to such protocols are also
encompassed within the scope of the invention.

Unless described otherwise, the construction and operation of the vatious blocks shown in Figure
1 are of conventional design. As a result, such blocks need not be described in further detail herein,
as they will be readily wnderstood by those skilled in the relevant art.
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[81 ‘K. Sako, J. Kilian. Receipt-free mx-type voting scheme - A practi cal
solution to the inplenentation of a voting booth, Advances2irQCTOBER @994-
EUROCCRYPT ' 95, Lecture Notes in Conputer Science, Springer-Verlag, 1995.
28 S 21 OCTOBER 2004 WO 02/077929 PCTI US02/ 09264 Figure | and the foll ow ng
di scussion provide a brief, general description of a suitable conputing
envi r onnent Eﬂ’gﬂ%%h aspects of the invention can be inplenented. Although
not require di ments of the invention may be |ﬁp|£ﬁ§ﬂﬁ5@m§%
conput er - execut abl e i nstructions, such as routines executed by a
general - purpose conputer, such as a personal conputer or web server. Those
skilled in the releva I art wl 6‘?“gemate t hat aspects of the invention

(such as smal | ® 5ﬁ§}zﬁﬁﬁm5@” mAP? Rehisley e orcastryeieRer clisyist em

configurati %&put&rﬂmzwwhailﬁdlda&tab&ﬂ%b@ﬁﬁﬂﬁeduleh@ﬂﬂmbﬂn&ﬂ%ﬁlﬁ@éw wear abl e
conputers, personal digital  assistants ("PDAs mul t 1 processor systens,

nlcroprocessﬁﬁﬂﬁﬁ &t dﬁ?&@?ﬁﬁﬁﬁﬁﬁé”@@ﬁgﬂﬁ%$mé?%%FFBWﬁ€§MkN%%ﬂﬁWw PCs,

M ni  comput 86 Sf the BiteknetO 'ThERHr baupRte® N@Smay SiRfudelcBPor MR Entral R BER AR GONPUt er s,
and the |ike. eéi ects of the, invention can be enbodi ed in a special

pur pose conpiHieh o8y PrOFSTSHE SEGRs BEFFOTY, HupRt fevicesple g Kesbeprds, micisphomisa PRt

confi gur ed Odi:reéiﬁrhﬁ& paitog tevica), BRp AFTQRR, &fpzamévﬁemudm?ea&afmal béfergxecut abl e
i nstructions Ialned herej n. | ndeed, the teen er as generally

used herein, @%es oyigss ke Tppd: fl9pRY, andptical dekdrivegsall Yi%‘ kpgmy butgrt ghayn Wat a
processor . Tm@ndnVBﬁba@mmﬁﬁﬂma&ﬁﬂmhﬁomﬂaﬁ%m&?ﬁghﬂn@mﬁ&rﬁﬁWEEﬂhﬁﬁﬁEUt'ng

envi ronnents where tasks or . nodul es are perfarned r enot e proceSS|ng

devi ces, whi ¥ ¥ F AR AEPUEAPHRIHRTS %r‘ﬁ‘r‘fﬁﬂ“ﬁfé‘f"i’&fﬁgpf desarficatiage frdas a

Local Area Madnsers shdvAM) Figofl Q) @erdire & nbigdchdd kdter COMMMrs 10 repiBuihdWoRfsNes . I n a
di stributed conputing environment, program nodul es or sub-routines may be

| ocated in both™ ocal and renote menory storage devices. The invention

descri bed hereABerfEﬁbbnbﬂerst&F'vo@ic&feﬁobé&t&d c&Bled 16 SRR o WRAEHRAke Nedi a,
i ncl udi ng %Mé " optically adable and renovabl e conputer disks,
stored as f ) ﬁﬁﬁ?ﬁ Pf%&mﬂ?§9F?B%F@HQéF%EF¥8ﬁ?¥%ﬁIQ over the

I nternet or dafa&eélln&bmakﬁhesérbdaedmﬁdtﬂQS Wofe RS 5f RN Plpttibd dethtshEmg K1 | 1 €d 11
t he rel evant a.l? ml_ﬂ gfaeh%lqur;oo%s?ex%hg%ed e?v!;egnl thoenv%tcp gom;[)urt]eer!s 102, one or more voting

poll computers 112 and the server computer 108. The voting poll computer 112 is a personal

computer, server computer, mini-computer, or the like, positioned at a public voting location to
permit members of the public, or voters who may not have ready access to computers coupled to the
Internet 106, to electronically vote under the system desoribed herein. Thus, the voter computers
102 may be positioned at individual voter's homes, where one or more voting poll computers 112 are
located publicly or otherwise accessible to voters in a public election. The voting poll computer 112
may include a local area network (LAN) having one server computer and several clieat computers or
voter terminals coupled thereto via the LAN to thereby permit several voters to vote simultaneously
or in parallel. Note also that the term "voter” is generally used herein to refer to any individual or
organization that employs some or all of the protocols described herein.

Under an alternative embodiment, the system 100 may be used in the context of a private
election, such as the election of corporate officers or board members. Under this embodiment, the
voter computers 102 may be laptops or desktop computers of shareholders, and the voting poll
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‘protocol s described herein may reside on a server computer, while
correspondi ng portions reside on client conputers. . Data 2IrQETOQRERLMD4
transm ssion of data particular to such protocols are also enconpassed
within the scope of the invention. Unless described otherw se, the

construction and operation of the various bl ocks shown in Figure | are of
conventional @&y As a result, such bl ocks need not scribed in
further detail hereizn, as they will be readily underst%g‘aq%gﬁotgm)se skilled

in the relevant art. . 29 21 OCTOBER 2004 WO 02/ 077929 PCTI US02/ 09264
Referring to Figure 1, a suitable environnment of system 100 includes one or

nore voter o i uters 102, each of which includes a browser
progr am modu oglsﬁ%jﬂ% Iglaélfb ggger mts et ?“5‘{% &%18"88%”%’ &fvgin d3edpbige dat a
with the | ntesrfpreing thenaidctingi fmsyehnrebblicesmayi vidii e tdhiatom |t alevoiéh pgpor ti on

106 of the I&I‘.ﬂ@wqizm ey Qler conputers 102 may include one or nore

VOties, . . . .
central processing units or ot her |Og| C processing ci I’CUItI’y, nenory,

ijnp_ut d)evi ces Pee zmoyehe@@ﬁaw@%mﬁ@ro?pﬁmgasga&@wm%@% Q@Ebi"vlzr aﬁgutggi nting
evices), O e i s evi ces, .audj o speakers an
printers), %ﬁ%ﬁ &1 o‘)rﬂag]gsh é’\%ef g%ﬁ’s %ea : %e&&fl i°§?’8tas,"5t?“f BpPyovedn petberity g sk
drives), al |compitdrs Kitoash lplita kegtshasd clsannte detrgptitie ekctrodib ®albt @hedGRRRUL er s 102

may al so inc h ra dul es, such_as apn operatin system one .
or nore applc!a%ga?? gltr?' g’?“é"’g‘?‘%ﬁ%‘“’? m]m 5 d'eqﬁlrreog‘%ts"sf"ﬁfjt g?{@?a bRt

appl i cat i ongpthorgiagin (iehd<d)iakmee toAdscrgit ahwrballats, fd Geiels aboid tkeeqirdbest thhtinber of
voter conputghs.. DI esentd ng. yoters 1, 2 3....N._ A server conputer
system 108 or " v%‘?éecl% Q‘{eg%r?bgffllmcdgc er " %08%% WA §rot WBHYR PE AribEshgld \or | d
Wde Wb (\Aiptohysttrd & to sherefaprivae kew, ¢, hmong rathdmbaf oftd weoup Silich @Hat Beddaged Gdnia N,

storing and C at abase e led to the server
conput er 108, %r‘wggg%nsﬁ%%ﬁ%’} S“&ne%gmcé)??epgdélit’l%n%“g‘g?msmeﬁu(ﬁwk B&l | ot s and
shuffl e val ideﬁnpéltmr(l)(ﬁese)fatek@hdggbdarwd h\ﬂeegtmtphendlm)&{ecrﬁﬁ%ﬁa08@§&ﬁﬂggg, one or
nore voting : el g 1 . the server conputer 108, The voting
pol | conputer 11 mfgéhﬂ% per%%niﬂea conmpu ‘?e,rs Iggm?’g@%ﬂﬁﬁfi‘ﬁwmﬁﬂﬁe%onput er,
or the |ike hesewr cimpuerdysem 188 ghebibé wiingqiiad gnos st the Berdecompif@dr Bjstom BBpTDEr s Of

the public, 4 A Ehs npot have ready access to conputers coupled to
the Internet 106, 10 & g’“c’trorﬁsl"%al |y vote under the system descri bed

herein. Thus, Ruemoes endergiprdeniciad embodib@R, cadhyof he sy conpired maf pofael onb dual
voter's ho m?lﬁlfﬂe%ﬁé Fand) s Rlortl® hefein’ % o o%l vx!’ith (é\'a(.?:m%ﬂg regch :!aiu ori%rrcsmputer
-generates a shuffle validity proof, which may be encrypted and forwarded to the server compuier

108, or stored locally by the authority computer, In an alternative embodiment, an additional set of
authority computers are provided, where one set of authority computers shuffle the encrypted ballots
and generate shuffle validity proofs, while the second set of authority computers employ keys shares
for decrypting the bailots, '

One or more optional verifier computers 130 may also be provided, similar to the authority
computers 114, The verifier computers may receive election transcripts to verify that the election
has not been compromised. For example, the verifier computers may receive the shuffle validity
proofs from each of the authority computers, as described herein, The verifier computers may
perform verifications after the election, and need not be connected to the Internet, Indeed, the -

verifications may be performed by other computers shown or described herein,
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« |l ocated publicly or otherw se accessible to voters in a public election.
The voting poll conmputer 112 may include a | ocal area netwtlOCTONER20040
one server conputer and several client conputers or voter termnals
coupled thereto via the LAN to thereby permt several voters to vote
simul taneously or in parallel. Note also that the term"voter" is
generally used herein to refer to any individual or organization that
enpl oys soneW&02417220f the protocol s described herein. EBRAHEYZEH6a] t ernati ve
enbodi ment, the system 100 nay be used in the context of a private
el ection, such as the election of corporate officers or board nenbers.
Under this enbodinent, the voter conputers 102 nay be | aptops or desktop
conput ers of sHwseYveiderer a‘élwdtymﬂwmngﬁrfpm ﬂote@mimﬁoemmwamtem
021077929 P %$§g RS o
posi ti oned VC&I hi n?lt he %éﬁf)ag%%og{d%d%& sﬁ%?] %30%%“?5" per ct)e?sm {11%
el ecti on. Trhipgetris pradees fesireddipadiomgipic datadf registrants. cugrpaifingerprnt datre wirs ﬁltlslwrivm i ng
pol | conputge, r Eﬁﬁ’q‘fegﬁﬁ aut. i
or gani zati on coui}rrrgp%]tzljel%ﬂg‘3 11 Lrgzrnbe%éiloéh\épcou 5’{%‘};218?%6“?8%%’%%‘%? system
108 vi a t he Yoffr eopipiention g issijinfg aaonwmwesﬂ@cetescfmym withy verifiable) shufenid dssedbbd t hen t he
authority QgPuters 114 each hold a key share necessary to decrypt the
el ectronic ballots stored in the database 110. Threshol d cryptographic
syst ens requi rEesdner compuiert @inchdesgfserven enging128] 2 web ndge mangfement caniponeitt iz s n
(i.e., t<n) %&&&aﬁ]ag@ﬁ PAlJPhSuhe VA 0 ui rement
that all auat horities aﬁ%ﬂgoél&%gmf%r%ﬁ) }Qﬁ%&%s%%sgﬁ% hﬁe%rpﬁgég%\?\ords t he
obj ecti ve of12&pefarssinafdiion MWWE?O@@S gff?areecﬁampmﬂmrewdoéyms anong
n members Ofedy S béé?ﬁ&ommﬁémﬁﬁé? RfporfiCf 4 Bk MR obred
substantial su T, cooperate - reshol d cryptosystem
Prot ocol s are® fhed’b‘?“F prevgiuters) Wgﬂerg@hwpmpeﬁk@y%%}soﬁﬁwﬁ:yﬂlﬁammrm repydap, and

(2) decrypt QR3SAESMed P mére&%ﬁuemgmcmmm&ﬁcwo plically Badlblanf€Y- T h €
F provi de thelr decryption share

aut hor 1t compu

to the ser \F@?O‘lﬁ’i;’rﬁﬁml@f %e@@ﬁ@i@%ﬂr@f@é‘m@wﬁv@wﬂg 2p EFFRMepmdwellss t hat t he
Server  CONmp ki oMol Yver 8 Gitoi orlobir Mokt Bro@indad) Y el ts.

Furt hernore, under the dépicted enbodi nent, each of the aut orlty conput ers
may per f or mresamize Sl ptions ofthe pratecobasidecn ghe sereer chnputer; Yl coresspoiding pprons

Conl unction r&%dglan ﬁ]@%ﬁbﬂtsaﬁfutér ’Daﬁmtan@ﬁa\nﬁssﬁg%P&ﬁae;%amc&ﬁqgmtag@ea shuffle

validity proof; which may be encrypted and forwarded e server conputer
protocol are also encompassed within the present invention. Thus, the server engine 120 may

perform all necessary ballot transmission fo anthorized voters, ballot collection, verifying ballots
(e.g., checking digital sipnatures and passing verification of included proofs of validity in ballots),
vote aggregation,. ballot decryption andfor vote tabulation. Under an alternative embodiment, the
server engine 120 simply collects all electronic ballots as a data collection cemter, The electronic
ballots are then stored and provided to a third party organization conducting the election, such as a
mumnicipality, together with tools to shuffle ballots, decrypt the tally and produce election results.
Likewise, election audit information, such as shuffle validity proofs and the like may be stored
locally or provided to a2 municipality or other orgérﬁzaﬁon.

'The web page component 122 handles creation and display or routing of web pages such as an
electronic baliot box web page, as described below. Voters and users may access the server

computer 108 by means of a URL associated therewith, such as hitp:\\www.votehere.net, or 2 URL
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+108,- or stored locally by the authority conmputer. In an alternative

enbodi nent, an additional set of authority conputers are ped\dCTOBERS0O64
one set of authority conputers shuffle the encrypted ballots and generate
shuffle validity proofs, while the second set of authority conputers enpl oy
keys shares for decrypting the ballots. One or nore optional verifier
conputers 13 so be provided, simlar to the authorit conputers
114. The ver?‘fqrog}réﬂg%nputers may receive el ection tranSCtPFHPéml”?f“‘\/eri fy that
the el ection has not been conprom sed. For exanple, the verifier conputers
may receive the shuffle validity proofs fromeach of the authority
conputers, as described herein h ifier conmputers may perform

T r
verificati onS SFFer Y Be clafien sichas a%%ﬁeaeﬂm‘ff@f‘h%e%dﬁ%@?@ﬂmﬂbh‘i%‘é
| nt ernet. i neperew the tsdi@r conpiiterfsistemit 10O Bifecty:r AOmACA QFwRdsudly re@lvidiece@EPUt er s
shown or desgc itbed her ej n. S‘tlﬁ 21 ng(BER 2004 WD 02/ 077929 PCT/ US02/ 09264
The server, (671 PrEFd BFaaP REMFES M AU PEatn yer SEPRr T 5ot Bie URLgfst rat i on
protocol s, ciny Bekpasdiies nottdtgied ] cabliclabreso@tyisthie S may be provi ded (not shown).
The registratign c uters may inc{’#deCI bi onetric readers for reading

bi ometric data Of P BEr SFPEHIEY POSEt = 28 FRHIPET HE "Bubaye ssg8t &ior Mger pri nt
dat a, digit alagesitiuit iag oflp 6P AbdeS@Nhy AEhDrizad P@ple,l RGENDT MHOS A RAM ob ¥yl OS €
skilled in talg%&rsgl evau,%%ﬁ art. Vot E(Fs regi stration and issuing anonynous
certificates 1% W SPTRTRD S HITPLY 68 ipseguserrtad (8 bWd The
server conpubless dQBokienad nifiefticite SIRH \aeks. ML) For 12 St PorPEGS iR agenent
conponent 122, .. abase nagenent. conponent 124, as well as ot her
conponent s ﬁéqbabéjﬁf')gﬁa“d?‘ﬁ RV ‘g%@?‘%"f"é" relgiyply eqnpegenticd, thesvsiil 0imsH ¢ o
standar d f unsblpsal ikl nep@id sedtity nedsued Foclafering Qidi sGridtOloleIg RfiBt@6Mw, The
encryption protqcol y be stqred.on the server, cqonputer, and portions of
such protoc o'?tgeéﬁ‘g%m&[@%% Ef’mP%ﬁ glfﬂgm"cﬁnfr@’ﬁﬁ b ﬁﬁdﬁ%‘?’@?&)‘ﬁgﬁé%%?“%wﬁt
appropri at e apgigbaniisthods tilabehficatitpQsaHEME 2Ol AR usddE\paddfordsh @bedmand

di stributed on _conput.er readable nmedi a, including magnetic and optically
readabl e and Felovanr e ts t%”lﬁp & SeCtfy Wgééﬂlgwe’gtpgﬁ%ﬁfe@ﬁ’wg%ﬁh%nduct or

chi ps (e.g. skidRREMigvastatwel | as distributed electronically over the
I nt ernet or ot_HSr

T e L R T T
whi | e cor r esigad didngthise t4nibe Bigsed. r BiS ibaletircidarti Gmgldnicant 2s G MEPLeT ThdBhbbt
structures %Q:g' rgs{deasno% Ipne%lsﬂ!le%] bo%fd agfﬁo%s BF gftﬂ'lxe%rlilclry%t%d £aﬁot§. hherasamtg)%;/uebe prevented
by writing the web server data to a write-once, read-many (WORM) permanent storage medium or
similar device.

Note that while one embodiment of the invention is described herein as employing the Internet to
connect computers, other alternative embodiments are possible. For example, aspects of the
invention may be employed by stand alone computers. Aspects of the invention may also be
employed by any interconnected data processing machines. Rather than employing a browser, such
machines may employ client software for implementing aspects of the methods or pratocols
described herein,

Referring to Figure 2, a schematic diagram illustrates a basic application of the shuffle protocol
to an election, shown as a method 200. In block 202, three encrypted ballots are submitted, onc each
for voters Joe Smith, Sally Jones, and Tan Kelleigh. In block 204, the list or roll of voters is
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*prot-ocol are al so enconpassed within the present invention. Thus, the
server engine 120 may performall necessary ballot transm 29i©@CTOBER 2004
aut hori zed voters, ballot collection, verifying ballots (e.g., checking
digital signatures and passing verification of included proofs of validity
in ballots), vote aggregation,. ballot decryption and/or vote tabul ation.
Under an al t%ﬁ‘(ﬁ{(}iﬁﬁfb enbodi nent, the server engine 120 sj TTHW collects all
el ectronic bal10ts as a data collection center. The el efEFERPP**ballots are
then stored and provided to a third party organi zati on conducting the
el ection, such as a nunicipality, together with tools to shuffle ballots,
decrypt the tall nd_produ ectj.qn results Li kewi se, election audit
i nf or mati on, > aﬁaé%i %Jsm gﬁﬁ?ﬂ"%&?é‘l“ﬁdﬁ“& Pr g‘lﬁ’f"g in, Hecke 408 | SpreAfiFa g e or ed
| ocal |y or prewiygties ot tallas inpeebrmad tb biyhos 2 DifIer setQF Billet, Zidkvh @blocd BR. WED page
conmponent 12 andl.es creation and displ or_roquting of web pages such as
an el ectron’i%%g z‘i&fn T PTRGE SeRr e 0%%31%%51?%9 Wit ek At efhe s users
may access t hildiygrosallowomiplijagy tokikBrelmst eGSRl thablubtl) hasEOGhabRAdher ew t h,
such as _http;\.\ . Vot eher e. net r 32 21 OCTOBER 2004 WO 02/ 077929
PCTI US02/ ogza@ﬂh%&%?gﬁm a@ﬁ”‘%ﬂﬁg‘egﬁi"&*&%wp ‘as a URL for a
muni ci pal i ty. Aheorhshifid qf e (irerionsh)smiBea) balldts is FpEinad, & defbBiteTRE MBS shgBp Ut er

system 108 dir ly,, or t ti.cal l orward such received el ectronic
ballots to asettcﬁlga:llag’%@?ﬁb\l}%’ggﬁat?%#l?,“ HRY s geiiet showhia bledyalér
conput er sy sThe shufflEh kalldiRbe, blook 212are\shified b i thad 6 Rdites A Gha chul¥Rd & Fpaan be any

resource | ocatot, b e enpent process 122 and server conputer
108 ray haveunseé(iilﬁ‘:rk-egtpbgé%ﬁ%‘%gg%wg%ggsgdég‘%f"ﬁea@”ﬁ{fg%ﬂ% hp i e e s gy
aut hori zed petoed-iy;thrsa stinffla rrag it fa@idedrader st eRdnleD Folboyhf, @B shlind, Bie Sil@t Or S. The

server conpute may. enpl e. ecyre socket |ayer ("SSL") and
t okens or c%ﬁmeﬁéﬂgé({"ﬁe%%%?@aga@%%a@e’fg’f’g?aﬁtﬁé’%‘fm@ Eqdictondyact i ons,
or those whem@yAnkemoygrotieethings) dash shuffflef velitylproef td dsme(thu cabieGbifiér hasQhresdricaud are

relatively ieﬁ%ﬂﬁ%&%{f”“ al), the system 100 may enploy such sinple network
security measures ror gathering and storing votes as expl ai ned bel ow,

rather than enficsyiiegromonpipesenied Mot postkdivaepaapisatouth hathy beatp@acr i bed in
t he above- nqlrevqﬁ at.e gaﬁm%psg‘l:hi cation. NMethods_ of u%r?}renti cating users (such
as through the Lse BT passiorid] * “&SPun T ehichge Subrpyting prawides; the

connect i ons firgiidalinr of wiakld, itgatsklbguribmBedliglicstion frdoRivepadaSeraid Jayat o t hose
second subroutine provides the functionality of a simple shuffle protocol and employs the scaled,

=

iteratct_:l, logarithmic multiplication proofs. Thereafler, a third subroutine implements general shuffle
functionality, where the shuffler does not know the exponents, building upon the second subroutine
of the simple shuffle. A fourth subroutine extends the third subroutine to shufffing % taples of
elements. Other routines are of course also provided.

One sldlied in the art will appreciate that the concepts of the iﬁvention can be used in various
environments other than the Internet. For example, the concepts can be nsed in an electronic mail
environment in which electronic mail ballots, transactions, or forms are processed and stored. In
general, a web page or display description (e.g., the bulletin board) may be in HIML, XML or
WAP format, email format, or any other format suitable for displaying information (including
character/code based formats, bitmapped formats and vector based formats). Also, various
communication channels, such as local area networks, wide area networks, or point-to-point dial-up

34



*skilled in the relevant art. The el ection schene and system nmay use a

"bul l etin board" where each posting is digitally signed an@1r@CFOBER200de
erased. The bulletin board is inplemented as a web server. The "ball ot

box" resides on the bulletin board and holds all of the encrypted ball ots.
Erasi ng can be prevented by witing the web server data to a wite-once,
read- many ( r mnent storage nmediumor simlar device. Note that
whil e one endX 24?%39 of the invention is described her ePqTH8928%%¢ oyi ng t he
Internet to connect conputers, other alternative enbodi nents are possible.
For exanpl e, aspects of the invention may be enpl oyed by stand al one
conmputers. As ects of the jnvention may al so be enployed by any

i nt er connect SHPEELP, MRy brcisddnseat oralierintenest | ThRaerdens transsefonsamay absy bnepnductiat owser |,

such  machi nemid Ying dmeter ChirBien:S Afnb R Gn Leﬁewsapér%mmeag ﬁ%,o‘?o%t s, of the
met hods or protocols described herein. Referring t gure 2, a Sthemati ¢

di agramil | u‘ﬁ‘?’?‘&?@%‘t%%wnﬁﬁﬁ}’ FEkinption of hardwaee of Hﬂﬁweethqanwwahﬂl theo an
el ection, shawe @i RLRRE. 20Qe clh: sgétéaﬁ&m?%mett%ﬁ‘s%n%% L&dypal ots are

submtted one.each for voters Joe Jones eﬁwﬁ | ei g
In bl ock 204%Pliapgss. mpobile phaueyRIA's aad vapiens otber consumes P@i“ﬂ@@T@Eﬁn@OﬁwsaMﬁmOZ/ 077929
PCTI1 US02/ 092&adbvsRriahat ed from the encrypted ballots, which are shown in

bl ock 206. The{?eafter a one-way reencryption of the ballots is per f or med
to produce a s B @ wed begpin, 1 3K geers tosh eputon loksitas identifG@. 2 roursshmfiil e

val i di ty praefrolkSsugin @ Uil tRRmaror Rothkhuo %mgm o fefe on P 0! 0K

210. The shuffl yal i dlty proof allows a party to ensure

i nput data (FHE-FH prdpre O‘Tnﬁe‘“@d‘ﬁﬁmﬁmeﬁoﬁ"m@bpm gervers,card feeanibedand t hat

no altering mtmabmmeq&vsmbm BeabIO Bl o neIRG f, the
(previously shuffl ed% bal | ots T?ﬁlﬂggr?or med, tsbo gener ar?ga%ggge%%op%ﬁ&fhuf fled

set of ball gtgueed tojdenty odf2. Again, a shuffle validity proof is
gener at ed, ShOUﬁlbst the b&z@ﬁdﬁ:la’&ﬁﬁ uIJﬁhe%h&éfﬁx} R Me! ol ot %ﬁ% foar-e
shuffled a th| tine, proaeauce a final 06%ﬁffled se%a‘#at%a under
bl ock 216. |°?‘EP”%I°P‘H?‘¥’§5’;§F‘¥)‘B?W‘Z¥8“P§°°P§“R§W%’ém@emﬂaﬁ!dpmwg@c#non t he
third shuff |eec1usﬂvaor&ummmaseﬁsbmgm snd, I B scb b i 1Rl 6ot Yot i LV lofle “”der

thi s exanpl e. |l owi ng, the shuffling, the ba are crypte
produce a té.’f“‘l’%/‘?tl ° SIS %5 PRl gupben olep in “"teﬁllerﬂ“'ﬁ‘a?ft%}ngﬁﬁyn%m fespedtingst the

el ecti on by Additionally, the words "herein," "above," "below” and words of similar import, when used in this
application, shall refer to this application as a whole and not to any particular portions of this
application,

The above description of illustrated embodiments of the invention is not intended to be
exhaustive or to limit the mvention to the precise form disclosed. While specific embodiments of,
and examples for, the invention are described herein for illustrative purposes, various equivalent
modifications are possible within the scope of the invention, as those skilled in the relevant art will
recoguize. The teachings of the invention provided hersin can be applied to other encryption
applications, not only the elecironic voting system described above. For example, the protocol has
applications in electronic commerce where both anonymity and auditability are requirements.
Examples of this are electronic payment schemes ("e-cash"). |

These and other changes can be made to the invention in light of the above detailed description.
In general, in the following claims, the terms used should not be construed to limit the invention to
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*anal*yzi ng, anong other things, each shuffle validity proof to ensure that
each shuffler has preserved election integrity. The shuffl @ pDCTOBERI2Z004
present ed above as effectively separate subroutines that may be enpl oyed
for various applications, such as in a electronic voting schene. A first
subroutine provides the functionality of scaled, iterated, logarithmc

mul tiplicatiQn proofs between a prover and a verifier. A second subroutine
provi des the“f%'ﬁ‘@pf%?nal ity of a sinple shuffle protocol PAR¥SEARAHyYs t he
scaled, iterated, logarithmc multiplication proofs. Thereafter, a third
subroutine inplenments general shuffle functionality, where the shuffler
does not knoi}g/%t he e%lﬁf(,)cnents, buj | di ng upon the second subroutine of the

sinpl e shuf f P& PEREG BUPTR™E Ji57ie5er ir fhs seesificeioneand the claips. /byt Sopt bsuppistesd

shuf f1ing Kk ineiploas exdfyption s @R ki mebdd @t Spotkie nABSHANSNOH pROME S8 BLSf.

provi ded. Onﬁ Sé.j:.l I g%.i n.the art wll appreciate that the concepts of the

i nvention canBE R &Y HYRticRs fobliuted by ke diselorie huiingypd s scens affhe imventiomisér net . For
exanpl e, t hebeQatrtipd atigiaBy fiecldased in an el ectronic mail environnment in

whi ch el ectronjc.mail ballots, transactions, or forns are processed and
stored. In gendtal™ Rl °E)’§§E‘V36?°“&TG§EFF"&§?C‘ briegicip Fesipin Glginy fomg, the inteatotoul | et i n

board) may benteripldts Me varkidasgtts of‘dARv&ﬁénrm&wnﬁﬁ@AfdmrfE@;E.,Fo%mﬁ%lé( d1er
format suitable for d%&'%?%é"g?fdi nformation (includin charact er/ code based

formats, bit®HepyERFe eofjd @t W%%°wa@gl?mﬂi%?&waﬂpﬁWs
comuni cat i omeyditewisek Smbdkd b BEputedfadabla eBunt) AWK Sy M hlend 1EavRGkNOr KS, or
poi nt -t o- poi n dg%a §§€%4 21 OBER 2004 WD 02/ 07 QZQ'PCTIU802/09264
connect i ons, S *ierdiidony clapmsafier filng the gpplicptiop oy myespe sudhadditjorpli clsimsfompsdvrs act i ons
may al so be otsnadpees afdhe inviedtizi. N a si ngl e conputer environnment, rather than in
a client/server environnment. Each voter or client conputer may conprise
any conbi nati on of hardware or software that interacts with the server
conputer or system These client systens may include television-based
systens, Internet appliances, nobile phones/PDA s and various ot her
consumner products through which transactions can be perforned. In general,
as used herein, a "link" refers to any resource |locator identifying a
resource on the network, such as a display description of a voting
authority having a site or node on the network. In
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‘ general, while hardware platfornms, such as voter conputers, termnals and
servers, are described herein, aspects of the invention ar@1GTFOBER 2004
applicable to nodes on the network having corresponding resource |ocators
to identify such nodes. Unless the context clearly requires otherw se,

t hroughout the description and the clains, the words 'conprise,’ :
"conmprising,' and the |ike are to be construed in an inclusive sense as
opposed to anCBYPsi ve or exhaustive sense; that is t8CHEP2 t he sense
of "including, but not Iimted to." Wrds wusing the singular or plural
nunber al so include the plural or singular nunber, respectively.

Additionally, the words "herein," "above," "below' and words of simlar

i nport, when used in this applicatigﬁggﬁgell refer to this application as
a whole and not to any particul ar port of this application. The above
description of illustrated enbodi ments of the invention is not intended to
be exhaustive or to kigif. the invention to the precise formdisclosed.
Wil e specific enbodi nents of and exanples for, the invention are
described herein for illustrative purposes, various equival ent

modi fications are possible within the scope of the invention, as those
skilled in the rel evant lart &l Ielecreripgiyotieg Sistemt efochinsgs with thie i nvention
provi ded hergi RogateReARANEL er encryption applications, not only
the electronic \(/)(Eﬂl?i ng systenﬂﬁ’deo&s%rn?%gd above. For exanple, the protocol has
appl i cations in el ectrorft Eagiomaseive somputsr potpledaaoeseinetryquests famadi t abi l ity
are requir enentys jeastErTRceRd Sa thidh SoRf &o ' S
("e-cash"). Thesee and ot ﬁer changesocan n@ﬁ%g@ﬁ%eg t?%erl%%gnﬁ?%ﬂei n |ight

of the abové dEEBYIEd description. In general, in the follow ng clains,
the terms used shoul d nQiheRSn HEERd Vo Fcdnthuitdr M donkiBfred BYRPEIO okl 35 21
OCTOBER 2004 WQ 02/ 077929 PCT/ US02/ ow%ﬁ%élsp%%gﬁe%%e‘%%ﬁ’ frond i 5ol osed
in the speci’i dift $BYer SAEPEse acterpnef elpeitonisnesedeatisle comespondingdtotan i ncl ude

al |_encryptison agiesainh SNdedRhiodRabial ARG SolifSliudlle & e Lo provide
data security. c%or dingly, the invention ?s. ﬁg_t ?ﬁ;rln te %Jy%t%g

di scl osur e, buComPpYEsavherEn seash ecledtronige credential jipna i Rigite) Sigmatdest er ni ned

entirely byt hegdRhARDSH o} BIGESH g!n?, ﬁaﬁﬂfe}éﬁl e ﬁx@@v&té}vc%ﬁ;éh 2l ©
presented below in certain claimforns,

the inventor con rr‘% ates the
vari ous aspdct §OHfEureddoannly #se@at. PRe-wAY cIDios@phis trapsfermatibonsieg atFor exanpl e,

whi | e 12 least a first secret key to anonymously shuffle the series of electronic
13 credentials, and produce a first shuffled series of credentials for the server
14 computer, wherein only the first voter computer knows a correspondence
15 between the first series of shuffled credentials and the series of electronic
16 credentials, and wherein the first voter computer is further configured to
17 provide a first linear size proof of correctness for the first series of shuffled
18 credentials based on an iterated logarithmic multiplication proof, and to
19 provide a first ballot with a first associated credential;
20 wherein the second voter computer is configured to receive,
21 from the server computer, the first series of shuffled credentials, to apply
22 the cryptographic transformation using at least a second secret key to
23 anomymously shuffle the first series of shuffled 'credentials, and produce a

2¢  second series of shuffled credentials for the server computer, wherein only

37



‘only one aspect of the invention is recited as enbodied in a
conput er -readabl e nedi um other aspects nmay |ikew se be en2ddde¥FOBER 2004
conput er -r eadabl e nmedi um Accordingly, the inventor reserves the right to
add additional clains after filing the application to pursue such
additional claimfornms for other aspects of the invention. 36 21 OCTOBER

2004 WO 021%3%? E;CT/ US02/ 09264 CLAIMS | claim 1 1. An electronic voting
system for use’ WiR“a 2 conputerized network, conprisi RGTUS24264 cast one
server computer coupled to receive requests from 4 at least first, second
and third voter conputers coupled to the conputerized 5 network; 6 wherein
the first vafertbesesud &pter sompdrikgoved comespendsivebetiveannthe first kericser ver

comput er, asger o liEfhintiafa MeALNd s GRAARANARAC 38 O
aggregation of electronic credentials received froma plruralrty of voter 9
conput ers, Wher hereigdbn seoad voton ponmitesde ftrthet configareditgipralideSiogihat ure 10

Al Q0T 1 LA ( D) e ELGBIRL o Relcha 1806} YHERL of BEddkle8! ey Ghetccogputer s
11 configured to ,applg a secret, one-way" Ccryptographic randfSMat i on usi ng
at 12 | east? a feriest ok eghusfled egredentialnohgsedushy thhuitérhiedt Hegasitmiies of

cr edent 1 & s or *PERARA groof Yl WHER Byl Bhicd 4 GG F0Ra Vo o,
conput er knéhs faed,e@ﬁiﬂespondence 15 between the first series of shuffled
irst vorer omputer | s Torhy BEisARk Compie it ORI § ol LT 1l et~
size proof & CISPONEC tSEEesS dfoshuffied  ¢redantisler i tes applys Maef fdrgmtographicr edent i al s
PrEE o o R Y et S 2,2 °
vot er conpub®er seeondogrigsyefrshuffied credemialse and produce a third series of shuffled

36  credentials for the server computer, wherein only the third voter computer

37 knows a correspondence between the second series of shuffled credentials

38 and the third series of shuffled credentials, and wherein the third voter

39 computer is further configured to provide a third linear size proof of

40  correctness for the third series of shuffled credentials based on the iterated

41 logarithmic multiplication proof with a third ballot having a third associated

42 credentfial; and

43 wherein the server computer is configured to receive the

44 proofs of correctness from the first, second and third voter computers and to

45 verify a correctness of the shuffled credentials, and to receive, verify and

46 tally the first, second and third ballots having the respective first, second

47  and third associated credentials.

1 2. The system of claim 1, further comprising:

2 a plurality of authority computers coupled to the computerized
3 network, wherein the first, second and third ballots are encrypted under a
4  threshold, discrete log asymmetric encryption process using underlying
5  groups Z, or elliptic curve;
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*21 fromthe server conmputer, the first series of shuffled credentials, to
apply 22 the cryptographic transformati on using at | east a24c0GTOBER2004
key to 23 anonynmously shuffle the first series of shuffled credentials,
and produce a 24 second series of shuffled credentials for the server
conputer, wherein only 37 21 OCTOBER 2004 WD 02/ 077929 PCTI US02/ 09264 25
the second vqQter conputer knows a correspondence between the first series
26 of shuffl&P??FO7g;ﬁti als and the second series of shufft&§?¥f%&tential s,
and 27 wherein the second voter conputer is further configured to provide
to the 28 server conputer a second |linear size proof of correctness for
the second 9 series of amhuhdreiocach efithetplebtyla{smthority tdmepitéreriat ed

|l ogarithmc 3 ltiplication proof with a second ball ot having a second
associated 31 credential; 32 wherein the third voter conputer is
configured td receive the 33ccstvedeafoleast the Sirshf sestndfl drldethirdrenckgpteidal s, to
apply the cryptographic 34 tran%ﬁ{)‘gati on using at least a third secret
key to anonynously shuffle the second series of shuffled credentials,
and producel®d third series obecsflyfshiifigs thi@baldotgdenti al s for the server

conput er, rein only the thj 8 ter 37 kno a, correspondence
bet ween th\é\qgecond series of %411%? fviﬁltae‘?ﬁgﬁ%g% tsl?lgﬁesto ﬂ?sseﬁﬁ%ytsh'é&{eﬂi rd series
of shuffledlxredentials, and wherballots ttépartihlily deovyyitdite sedftlgahpfilleér i S
further confjgured to provide a tfi ‘g’ i.near size proof of 40 correctness
for the third series of shuffled credentials based on the iterated 41

| ogarithmi cHMrul tiplication ppaseds thet parbaltyhideatyiiad laod seavily)ghaffedi r d

associ ated ;42 credential; and 4 ej ver conputer is configured
to receive tlhe 44 proofs of cor?’gigﬂ%éosésﬂ?‘rr[g‘%h@ﬁgc???@ ™" second and third
voter conputers and to 45 verify a correctness of the shuffled

cpedentialsn and 1o 1 eeetve, e By Laklik bl Webna 385070 o0
2 third voter computers are configured to provide to the server computer at
3 least an identification of first, secoﬁd and third public keys in the
4 aggregation of electronic credentials associated with the first, second and.
5  third voter computers, all respectively, and
6 wherein the server computer is further configured to remove
7

the first, second and third public keys in response thereto.

1 4. The system of claim 1 wherein the computerized
2 network includes the World Wide Web, wherein each of the first, second
3 and third voter computers include a web browser program.

1 . 5 The system of claim 1 wherein at least one of the first,

2 second and third voter computers is a palm-sized computer, cell phone,
3 wearable computer, interactive television terminal or Internet appliance.
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‘47 dnd third associated credentials. 1 2. The systemof claim1, further
conprising: 2 a plurality of authority conputers coupl ed to2Ih@CTOBER 2004
conputerized 3 network, wherein the first, second and third ballots are
encrypted under a 4 threshold, discrete |log asymmetric encryption process
using underlying 5 groups Zp or elliptic curve;, 38 21 OCTOBER 2004 WO

02/ 077929 P 9264 and wherein each of the plurality of authority
conput ers, ,Cy&zjé?’u%% s receives at least the first, se Gﬁﬁs%ﬁﬁﬁf hi rd
encrypted 9 ballots, 10 secretly shuffles the ballots; 11 applies a
decryption key share to the secretly shuffled 12 ballots to partially
decrypt the secretly shuffled 13 ballots; and 14 passes the partially
decrypted ang secretly shufflged, tepa %ﬁﬁé L.ty computer. 1
3. The system of claim 1l wherei r?rrgpﬁe f%sjrsg%ls fglgclg% a dﬁl%&’t%ﬂh% dOf\C/ot er
computers aré c@ﬁ@?’&ﬂﬁ@ﬂlppﬁnﬁr ovide to the server conputer at 3 |east an
dentification of first.aseaane oBiled d uphilk péwbBhdldinhlifiq b: 200 egati on
of electronic credentials assocjated with the first, secord and, s third
voter conputdrs, all respect %W, 2a880uensthetfeiciectrpmic sdataeelesensut er i s
further configured ¢ rés@ﬂmgqndizidhgl%{aiﬁlgg, second and third public keys in
response thereto. 1 4. The systemof clarm1 wherein the conputerized 2
network i ncltides the World WeRRY \Re@ypiagraplit trangfommasion tusingfdt rledst asecond 3

and third vojer compsREdet vifile4d SnchyWelsty DOMRR! R SOMHeAP of electronic

8 data elements and produce a first shuffled sequence of electronic

9 data elements, wherein the server computer knows a correspondence
10 between the first shuffled sequence of electronic data elements and
1 the sequence of electronic data elements, and

12 generate a first linear size proof of correctness for the
13 first shuffled sequence of electronic data elements based on an
14 iterated logarithmic multiplication proof employing a binary
15 operator, wherein each of the data elements in the sequence of data
16 elements is associated with 2 common base value, and wherein
17 verifying the proof of cozrectness employs a three-move, public coin
18 proof of knowledge wherein in response to a verifying request, the
19 computer compuies a series of exponents by solving an associated
20 series of linear equations.

1 7. The system of claim 6 wherein the received sequence

2 of electronic data elements are encrypted using Z, or elliptic curve groups
3 using a key unknown to the computer, and wherein the computer is further
4  configured to:

5 receive a series of randomly generated values e; from a

6  verifier computer;
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*1 5+ The systemof claiml|l wherein at |east one of the first, 2 second and
third voter conputers is a pal msized conputer, cell phone, 210CTOBER2004
conputer, interactive television termnal or Internet appliance. 39 21
OCTOBER 2004 WD 02/ 077929 PCTI US02/ 09264 1 6. A conputer system for
receiving a sequence of 2 elenents, conprising: 3 a conputer coupled to a
conput er net \Q%%ma?nd configured to: 4 receive a sequence of electronic
data el enents (' 8presenting individual data files, 6 Jfp{Ujoz426¢
cryptographic transformation using at least a 7 first secret value to
anonynously permute the sequence of electronic 8 data el ements and produce
a first shuf?l ed sequenc¥EBily gerssate 81pides of valuesDebasedon ¢ seartteprd-n . t he
server conpug erwl f i A HeRae ] j ffled
sequence of el ect?%%?ggiiagt&guglﬁerrent gﬁgﬁaéﬁ%ﬁtﬁgﬁggﬁﬁg?@é gi;v%]t%ct ronic
data el enentd, @rildpocrgibnemetatedyales;st | i near size proof of correctness for
the 13 firgg shuffledslt%glg LU Gt d on an 14
iterated logarithmc nmulti plﬁi?gg? %%%@%fe&gwgﬁﬁgﬂg&gﬁ% ;9&% oper at or,
wher ei n eacht of the fest ghuiHed segnense of ¢lememiebasedorethe eeress oflmalues D@ndkenents i s
associ at ed ﬂtme&eﬁﬁﬂﬁ@ﬁaﬂése val ue, and wherein 17 verifying the proof of
correctness enploys a three-nove, public coin is proof of know edge

wherein in fesponse to Provfe thevages Bopmd aiseriasiof provd valueshasek orcibeput es a
series of expo t§gyby}ﬁ§q}a\ikfﬂﬁneﬁﬂna%29 Bbeds ﬁﬁg&rﬁééc ‘?ﬁato%;eléepv%%‘r

equations. 1 7. The systemof claim ereint el ved sequence 2 of
el ectroni c #at LoBIPBIFEHESacsesS to hevyhe eptogiaphjc BRusfprmativh permmtedithee groups 3

using a keydinkegyeics 6f HBSroRRI R AEmerdh MG L AREARHIRAGlenkbs fUrther

17 of elements without revealing the cryptographic transformation to the
18 verifier computer.

1 8. The system of claim 6 wherein the server computer is
2 further configured for:
3 receiving a plurality of public keys from a corresponding

4 pluralify of individuals, wherein each of the plurality of individuals have a
5  private key corresponding to one of the plurality of public keys:

6 receiving a request from one of the plurality of individuals
7  having a one private key;
] providing at least a subset of the phurality of public keys to the
9  requesting individual;

10 receiving a file and a shuffle of the plurality of public keys

11 and & linear size proof of correctuess for the shuffled public keys based on a
12 iterated logarithmic multiplication proof and a value corresponding to the
13 one private key, wherein the value is associated with the file and provides
14 proof that the one individual has knowledge of the one private key without
15 revealing the one private key; |

16 checking the proof of correctness;
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"4 configured to: 5 receive a series of randomy generated values ei froma
6 verifier conputer; 40 21 OCTOBER 2004 WD 02/ 077929 PCT/ USQ2/0CTOBER 2004
secretly generate a series of values Dl based on a secret, one- 8 way
cryptographi c transformati on that enploys the received series of values 9
ej and secretly generated values; 10 pernmute the sequence of electronic
data elenents to produce 11 the first shuffled sequence of el enents based
on the seri e bP8Pues D, and a 12 secret value y; an&@CTUSR289264i de t he
val ues A and a series of proof values based on the 14 cryptographic
transformati-on as a proof of know edge that the server 15 conputer has
af:cess to haw theI crypt ogieelgping matﬂﬁﬁr&fﬁeﬁ?ﬁﬁth@ﬁaﬁ@%l lélgfédtt@ﬁ onéq,fseque?ce of
el ectronic ta,e ts t roduce, the first shu ed sequence 17 o

el ements wi ?‘ﬂoﬁpeplgﬁgﬁe}f%@%ﬁﬁ%gfﬁ,m ographic transformation to the is
verifier conputer. 1 8. réfinpyhé plnalily ¢fipablik ReydBP R dhe pBY ver conputer
is 2 further configured for: 3 receiving a plurality of public keys from a
corresponding 4 plurality of individuals, wherein each of the plurality of
individual s have a 5 prd.vat ¥h&ayste@r 6LeRMAds NGhéemOaR Uqkhe Rrurality of

public keys;, 6 recei.vi a request.fromone of the plurality of individuals
7 having a ohe ‘-‘E“r eé]%ﬂ?}ts PB@‘?‘H?‘W@’ QPEI‘@%?mthéLﬁsﬁ’ét iofwthee plurality

of public keys donfigired tchieekiUiaeipogse tach teﬁsgahgmlﬁll rfasSd4l, Thatdhd | Ife a][ld a
an a |l near Sl ze r oo 0

shuffl e of the .pl.ural.ity of. public keys
correct ness ¥ oﬁg‘klﬁg“@ﬁﬂ‘%lﬁl‘@hl%ﬁﬂ{ﬂ“fﬂ& al?é themaggallyyelpted to a one of the

5 public keys; and

é if so, issue a certificate to the one individual.
1 10. A computer-implemented method, comprising:
2 receiving a request from one of a phurality of individuals

3 having a private key corresponding to one of a plurality of public keys;
4 providing at least a shuffled subset of the plurality of public
5 keys to the requesting individual;

6 receiving a file F, and an authentication consisting of:
7 (1) a new shuffled set of public keys S,
8 (2) a shuffle proof of correctness for the new shuffled
9 set of public keys, and
10 (3) a signature value x from the requesting individual;
11 - and
12 accepting the authentication if:
13 (a) verification of the shuffle proof of correctness
14 ' succeeds, and
15 () V(F , x, so) is true, wherein V is a signature
16 verification function and s, is one public key
17 from the new shuffled set of public keys S.
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12 i'terated logarithmc multiplication proof and a val ue corresponding to
the 13 one private key, wherein the value is associated w 21 QCTFOBER 280d
provi des 14 proof that the one individual has know edge of the one private
key without 15 revealing the one private key; 16 checking the proof of
correctness; 41 21 OCTOBER 2004 WO 02/077929 PCT/ US02/ 09264 17 checking
that the vaI ue is_mathematically related to a one of 18 the Publlc keys
and the fil eV BR4™¥ reducing the plurality of public kEEUHFHe one
public key. 1 9. The systemof claim®6 wherein the sequence of 2
el ectronic elenents are public' keys, and wherein the server if further 3
configured to check, in response to a request froman individual, that the
4|nd|V|duaI1hasavaIu uni I\zr L.a edtoaone of
the 5 public keys; ande161| %;%pr%ggg %g%aﬁl? P¥e one i ndivi dual .
1 10. A conputer-i npl eneReEwngw FﬁﬁdeSfcfmﬁpra s¢mg1t612assemeuedr|wayn aneequest from

one of a pl ual | respondlng to
one of a pl ﬁaﬂlrf[x%teg&y &%yﬂoﬂgﬁé% Oﬁmgrovﬁ%yﬁg%aémﬁhg's{&e%u ﬁ ed subset
of the plurdl i tWhese mjlﬁlllqif & plaglityt of phidior keys eestiespnilndo winduafl & 6
receiving a4i prq:uﬁ'h Q%;shent i cation consisting of 7 (1) a new
shuffl ed set of pub tIyl C keys a shuffle proof of correctness for the
new shuffled 9 set of pueNifies IQESEQSt 2ashtifiled spbset af Siegimblitycofymiblie x from t he
requesting indigg,didahe rqugsmglg&nﬂ‘gergcceptl ng the authentication if:

8 receiving a file from the requesting computer;

() D

9 receiving a new shuffled subset of the plurality of public keys
1o and a linear size proof of correctness for the new shuffled subset of public
11 keys based on an iterated logarithmic multiplication proof and a value
12 corresponding fo the one private key, wherein the value is associated with
13 the file and provides proof that the requesting computer has knowledge of
14 the one private key without revealing the one private key;

15 checking the proof of correctness; and
16 checking that the value is mathematically related, in a
17 substantially unique way, to the one public key and the file.

1 12. The method of claim 11, further comprising receiving

2 from the requesting computer at least an indication of the one public key in

3 the new shuffled subset of public keys.

1 13.  The method of claim 11, further comprising removing
2 the one public key from the new shuffled subset of public keys.

1 14.  The method of claim 11, further comprising:
2 recetving from each of a plurality of authorities, in sequence,
a shuffled set of the plurality of public keys H' based on a secret

(")
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'13 (‘a) verification of the shuffle proof of correctness 14 succeeds, and
15 (b) V(F, x , so0) is true, wherein Vis a signature 16 2¢4rQCTOBER2004
function and so is one public key 17 fromthe new shuffled set of public
keys S. 42 21 OCTOBER 2004 WO 02/077929 PCT/ 1JS02109264 1 11. A
conput er-i npl enent ed net hod, conprising: 2 receiving a request froma
conput er assqQg| wWth one 3 private key corresponding to one public key
ina plurali Bf/‘s%%ﬁ%lszl ic keys,. 4 wherein each of the fEa97%364 of publ i c
keys corresponds to one of a 5 plurality of private keys; 6- providing at
| east a shuffled subset. of Hwﬁe plurality of public 7 keys to the
requesting chnptVRPEERE Sbuttly Rpraiion; partormedn anhat lesgfueswbsey afotiput er; 9
recei ving a sewlahlifyf beguttidhesé mofo ﬁx‘%@ud%'tﬂé%hﬁ%l}é?%t @Uﬁllﬂ furkify Sy 10 and a
shu ed subse

| i near size roofb .0 coéhrect ness for the new f public 11
keys based oh @PPHEEF%Ed | ogarithmic multiplication proof and a value 12

correspondi ng to the oneefdiviHAESmKAYh of\h fu?d']ﬁy ' | ciated with
13 the file and \?r. vi des prop? t hat the ?eques%?%%mﬁ#g’u*‘zs‘ﬁﬁﬁg%’knovvl edge

of 14 the dhe P pRonieAnserint phthe covetperphisgheffle operatign; anit e key; 15
checki ng the proof of cofeHBgRgEssrechides g@ggﬁgﬁh&%{lﬁ&%ﬁ%ﬁe i's
. nrque way,

mat hematical ly related, in_a 17 substant] al ] 0 the one
public key &hd t{ﬂﬁr‘éf% § verifioption transoript; st seriftqdathen satting the sheffled onpr i si ng

receiving frsemfttﬁ@mmge&t' BEc B Rehetr 8%y | east an indication of the one
public key in 3 the new shufp:‘ul ed Ssubset of public keys. | 13. The nethod

of claim1l, fu ther conprising renoving .
1 15.  The method of claim 11, further comprising:

2 at a time after receiving at least some of the plurality of public
3 keys, setting at least a subset of the then received plurality of public keys to
4  areceived shuffled set of the plurality of public keys, wherein the shuffled
5 set of the phurality of public keys have been received from a third party.

1 16.  The method of claim 11, further comprising:

2 following the checking steps, issuing a certificate;

3 thereafter, receiving the issued certificate from one of a
4  plurality of individuals; and

5 providing an electronic ballot to the one individual.

1 17.  The method of claim 11, further comprising digitalty
2 signing a received request to produce a public key infrastructure ("PKI™)
3 certificate.

1 18.  The method of claim 11, further comprising:

) receiving issued certificates from at least some of a plurality

3 of user computers and providing initial electronic ballots in response
4 thereto; and
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*2 the one public key fromthe new shuffled subset of public keys. 1 14. The
met hod of claim 11, further conprising: 2 receiving fromea@l OCTOBER 2004
plurality of authorities, in sequence, 3 a shuffled set of the plurality
of public keys H based on a secret 43 21 OCTOBER 2004 WD 02/ 077929

PCTI US02/ 09264 4 cryptographic shuffle operation perforned on at | east a

subset of the yrality of public keys Hto produce fled set of
the plurality o‘? Wé public keys H; 7 receiving from eaEPE%m?&é&zﬁ‘} urality of

authorities, in sequence, 8 a verification transcri pt of the cryptographic

shuffle operation; and 9 ver,ifying a correctness of the cryptographic
shuffle operiation 1o ba@%‘ﬁ“ﬂ%};{‘?ﬁ'gwgﬂl‘ﬁeéé’@l lofp fiorythe @f logst: somefi f

verified, then thepliatgy bh@esStunigutegsl i1 set of the plurality of public keys
fromH to H 1 15. The nethod of claim 11, further conprising: 2 at a tine

after receiving at |east sone of the plurality of public 3 keys setting

at l'east a subset of theidt hep r@&ﬁ#ﬂt@%ﬁéﬁeﬁ{eﬂt ymg{;togﬁphbc gsqto 4 a

recei ved shuffled set of the eys, whereln the shuffl ed

5 set of the plRFFEIRAPIRYer ﬁ%?‘f‘f%f aﬁé?é’%ﬁ?ﬁé’%@@ﬁf ihecBethedicompsising: t hi r d

party. 1 16.3 The nmethod sefrefy ainrikg ,afffqlé’ttééﬁés 6P RREASi0 Yata Gefi@heh OW NG the
checking steps, jissuing a cert |C{J| cate hereafter, receiving the issued

certificate % rdWibAEPeSE t3 2 sopnd. ez of e@ﬁff?%ﬁ@ﬁaonhen@ts tnprodugsr avi di ng an
el ectroni c bal Isgﬁﬁte@ séthe one individual. 1 IT The nethod of claim 11,

further conprising di gltally 2 ]smgnl ng a received re%nest to produce a
publ i ¢ key i®nfrastruct urdEnqralng 4 linegr sizg prqof of ccarrectiss forcthenshuffed of claim 11

, further comprseshd3ed on proving that a first set of roots for a first polynomial eguation
8 is equal to a fixed constant multiple of a second set of roots for a second
9  polynomial equation; and
10 wherein the linear size proof of correctness that the first set of
11 roots is equal to a fixed multiple of the second sets of roots is obtained by:
I specifying a second fixed constant, evaluating the first polynomial equation
13 at a first random point to obtain a first value, evaluating the second
14 polynomial equation at the first random point to obtain a second value, and
15  determining that the second value is equal to a praduct of the first value and
16  the second fixed constant.

1 20.  The method of claim 19 wherein at least some of the
2 elements in the first sequence of elements are electronic ballots.

1 21.  The method of claim 19 wherein at least some of the
2 elements in the shuffled set are ElGamal pairs.

1 22.  The method of claim 19, further comprising repeating

2 the secretly shuffling, generating and providing for J-tuple of elements in an
3 input sequence of elements,
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‘2 receiving issued certificates fromat |east sone of a plurality 3 of
user conputers and providing initial electronic ballots in R4SPOTOBER 2004
thereto; and 44 21 OCTOBER 2004 WD 02/ 077929 PCTI US02/ 09264 s recei ving
unencrypted voted ballots fromthe at | east sone of 6 the plurality of
user conputers. 1 19. A conput eff:apl-dmemtigel - oriypior dapnill G ke o 1.1 2

bet ween a prover conputer and a verifier conputer, the ?a rising:

3 secretly shuffling a first series of electronic data élfernents W th
respect to a second series of electronic data elenents to produce a 5
shuffled set; 6 generating a |inear size proof of correctness for the
shuffled 7 set based %.pr%b%tﬁd@&;aaﬂﬁ 'i§rwk§;?éin9£crétfdp§lﬁ1fﬁﬂf fef i 1St

pol ynom al equation 8°1sS equal to a fixed constant multiple &8 second
set of roots first sarisseobaldmeftspabpdenicabivepuatsulowet ofindel Of wierti€yingt he | i near
size proof of correctness that .the first set .of, 11 roots i qual to a
Fixod mil ti pl SeBehEnaRb FadL ATEHng Swa df e 2FhEdvponds: 8 Eheci i ng
second fixed LEPGE@N] andevidreiatthd\gettod fitiGicof@liyezom al equation 13 at a
first random point to obtain a first val ue, _eval uating _the second 14

pol ynomi al equation at TFEVIRE AB{AIPRHOHH iﬁﬁlﬁ?at? @‘St"é?@“&g SERBHIT val ue, and

15 determnin e is equal to a product of the first
val ue and 16 r&%@&%%@ﬁog?ﬁfgéggec‘g?ﬁés’t ant. -1 20. The nmethod of claim 19

wherein at |l east some of the 2 elenents in the first sequence of elenents
are electronic ballots., 1 Z%Thle nmet hod gf claim19 wherein.at | east sone
of the 2 elements in tHe shff fPIEHTQUG XPUngE &4 ngrél.se 132 Fhe net hod

of claim 19, iathhilierizednepnorkl dempeRgat i ng

a plurality of authority computers coupled to the computerized

-

network to receive a plurality of ballots encrypted under a threshold,
discrete log asymmetric encryption process;
wherein each of the plurality of authority computers is
configured to, in turn: '
receive at least the plurality of encrypted ballots,
secretly shuffle the ballots; ‘
aﬁply a decryption key share to the secretly shuifled
ballots to partially decrypt the secretly shuffled
ballots;
generate a proof of validity for the shuffied and
partially decrypted ballots; and
pass the partially decrypted and secretly shuffled -
ballots to a next authority computer; and
~ wherein a last of the authorify computers applies a last
decryption key share to the sécretly shuffled ballots to
fully decrypt the secretly shuffled ballots.
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"2 tHe secretly shuffling, generating and providing for 1-tuple of elenents
i'n an* 3 input sequence of elenents. 45 21 OCTOBER 2004 1~ 23.0CTOBER 2004
of claim 19 wherein secretly shuffling the first series of elenents

i ncl udes receiving a subset of a set of identifying elenents, wherein each
identifying element in the set PolrEspddailifo ik & Bcihvi IHEEE) L 801 Kk ei n
the nmethod further conprises: receiving an anonynous Cel’tl/f‘ﬁj%?’lf t he
verifying conputer verifies the proof of correctness. 24. "An Yroni c
voting systemfor use with a conputerized network, conprising: a plurality
of authority conputers coupled to the conputerized network to receive a

plurality of ballots ewyptmls#n&ﬁr f%la‘irﬁrzqsvmslrﬁneaéiiéﬂh@gy furhipg FSYMMet i c

encryption process; wherein eac lurality of authority“conputers is
confi gured toauthbmtytqspmputaremonﬁgmedIt@aézst@helljpailumétamqasm encrypt ed

ballots, secretly Sth(EL??%F‘J@fggﬁ}fﬁbgﬂﬁgl y a decryption. key share to

t he secretly shuffl ed y’ decrypt the secretly shuffled
bal | ots; generate a prd@jy apﬁlyvﬁhi&&cﬁmtibnrketyhﬂasshm fthee decactty shafifletial | y

decrypt ed bal and artl ted nd secretly shuffled
ballots to a %’l@i&% ﬁ?’f‘if st?f’re ﬁ &%ﬁ% Iast of the authority
conputers applies a | agb) @asdriB!th® PrécTYofSHilkifty tfBr Eﬂ?:epafrﬁﬂ'l)eﬁééi}fﬁt@&!ffled

ballots to
ballots.

26. A computer-readable medium whose contents provide
instrﬁctioﬁs, when implemented by a computer, perform a shuffling of a
sequence of electronic data elements, comprising:

providing a request from a computer associated with one
private key corresponding to one puBlic key in a plurality of public keys,
wherein each of the plurality of public keys corresponds to one of a plurality
of private keys;

receiving at least a shuffled subset of the plurality of public
keys;

providing a file;

producing a new shuffled subset of the plurality of public keys
and a proof of correctness for the new shuffied subset of public keys based |
on an iterated logarithmid multiplication proof and a value corresponding to
the one private key, wherein the value is associated with the file and
provides proof of knowledge of the one private key without revealing the

one private key.

27. The computer-readable medium of

claim 26 wherein the computer-readable medium is a logical
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“ful I'y decrypt the secretly shuffled ballots. 46 21 OCTOBER 2004 1i 11
Picocid bit) iy, ;4 0,0 izill i4,,:1" 25, The system of @MaDGTDBER@0OU4N
each of ‘the plurality of authority conputers is configured to

substantial ly sinultaneously: (1) .secretly shuffle. t. bal.l, oy o2y ~@PP] Y
the decryption key share to theﬁ"‘?é‘bcfétﬁi"y’im’ g‘Hﬁf*"'f !["'\5'\’%# i '%‘EFI'“J?"S"@W" ¢ ﬁ"ﬁe‘“aﬁl y
decrypt the secretly shuffled ballots, and (3) generate t?i f
validity for the partially decrypted ballots. 26. A conputer-re I e

medi um whose contents provide instructions, when inplenented by a
conputer, performa shuffling of a sequence of electronic data el enents,
conpri sing: pmode dinng commaere attwiorb nieaeicimgpiiiceseqassa@civfit ed with one

private key corresponding to one public key in a plurality of public keys, -
wher ei n each (g:ie 10 dath FWFVSBFdB\?HﬁOP@“F@eys corresponds to one of a
plurality of private keys; receiving at |east a shuffled subset of the
plurality of public keys; providing a file; producing a new shuffled subset
of the plurality of pubtdc Kdgs compmter-ispdable omedun eef ness for the new
shuffled subsef,of 2?“*&11{3&1'1‘1(%? P&%: er-féﬁdﬁi(]e'ﬁm@{liﬁh?q%'é’ga“th.m ¢

mul tiplication proot and a value corresponding to the one private key,
wherei n the vabmpuics-resiabkididked with the file and provides proof of

know edge of .the one private key without revealing the one private key.

27. The computer-readabl e mediumof claim26 wherein the conputer-readabl e
mediumis a | ogical 29. The computer-readable medium of
claim 26 wherein the computer-readable medium is a data
transmission medium transmitting a generated data signal

containing the contents.

30. The computer-readable medium of claim 26 wherein

the computer-readable medium is a memory of a computer system.

31. The computer-readable medium of claim 26 wherein
the computer-readable medium is an Internet connection link to a voting

authority server computer.

32.  The computer-readable medium of claim 26 wherein
the proof of correctness is a linear size proof of correctness that includes
computing first and second polynomial equétions, and wherein an
evaIuatidn of the first and second polynomials at a randomly chosen point

results in a same computed value.
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47 21 OCTOBER 2004 CS node in a conputer network receiving the sequence of
el ectronic data el enents and the contents. 28. The conput er 21 JTFOBER®2J04AM
of claim26 wherein the conputer-readable nediumis a conputer-readable
di sk. 29. The conputer-readabl e nedium of claim 26 wherein the
conput er-readabl e nmedi umis a dat gl o kst Gk th idm, T AmS R ig:a
generated data signal containing the contents. 30. The co er-jreadabl e
medi um of claim 26 wherein the conputer-readable nediumi Q?th of a
conput er system 31. The conputer-readabl e nedi um of claim26 wherein the
conmput er -readabl e nediumis an Internet connection link to a voting :

authority server conputfy. %.co‘giﬁ_‘it%qa 1RéE HREAROE fOF PefBringCladl M 26

wherein the proof of correctnes I near size proof of cortectness
t hat i ncl udes migimgrdtiacgohicrdata derderggcomprismigynoni al equati ons, and wherein

an evaluation of the first. and.second _pol ynom al s at...a rando chosen
point results in a sarfgc%gﬁﬁtf’géﬁas\ggﬁi) Bl Sﬂqge&iﬁgﬁ%fda‘k 1Flrﬂ. TS0 11,0
~ 011 i Widreih S&achf of ; hiblitlkeysl i@ tht otiginal |subset; 4fl.public 3BeysA
conput er -i npl enent ed _net hod for .performni a I Xi ngq,of electronic data
el enents, conﬁ?‘irgslpﬁ_ﬁc.ls ORIERIVAL lg’ﬁ'_l?éﬁgtt&%ﬁwﬂe%ﬁ _dsubset of miltiple
Fk)gglsl c keys, wherein egphOfheliHind skB¥E of Bublek&siteipRdduct Ugdledof public
set of public keys, ' .
wherein the mixed set of public keys can not be correlated
with the original subset of public keys, but wherein the mixed set of public

keys corresponds to the set of private keys.

34.  The method of claim 33, further comprising:

providing a file; and

producing a proof of correctness for the new mixed subset of
public keys based on an iterated logarithmic multiplication proof and a
value corresponding to the one private key, wherein the value is associated
with the file and provides proof of knowledge of the one private key without

revealing the one private key.

" 35.  The method of claim 33, further comprising generating
a proof of correctness for the mixed set of public keys, wherein the proof of

correctness proves that the mixed set of public keys corresponds to the set

of private keys.

36. The method of claim 33 wherein the mixed subset of

public keys correspond to a sequence of ballots.

37. The method of claim 33, further comprising generating

a proof of correctness for the mixed set of public keys that includes
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*corresponds to one private key in a set of private keys; and m xing the
original subset of public keys to produce a mixed set of pghlQCTOBER 2004
wherein the m xed set of public keys can not be correlated wth the
original subset of public keys, but wherein the m xed set of public keys
corresponds to the set of private'Keys: @411 Ehe rmethpdiof rriah m. S ggmrt &
conprising: providing a file; and produci ng a proof of corrggih€gs 16r the
new m xed subset of public keys based on an iterated | ogari ] ;
mul tiplication proof and a value corresponding to the one private key,
wherein the value is associated wth the file and provi des proof of
know edge of tdeenit@oFid 'S,ﬁ}&ﬂ . i t.-he _on .ivaLe key.
35. The met hod ofﬁgl?gi rﬂs ﬁé%{desfeg‘?’ﬁ%@ con%‘} ?@@ﬁgﬂge‘&r]}%ﬁ?iaﬂgevg'&%%e of
correctness fdhe tfivet andserondpotyopudls iat akeydomiyheliosim pbite resu®efinof
correctness pr t m xed set of public keys corresponds to the set
of private kef%ﬁ%%gﬁeg%ehod of claim 33 wherein the m xed subset of
public keys correspond to a sequence of ballots. 37. The method of claim
33, further conprising generating a proof of correctness for the m xed set
of . public keys that includes 49 a 4. 21 OCTOBER 2004 conputing first and
second pol ynom al equations, wherein an evaluation of the first and second
pol ynom al s at a randomy chosen point results in a same conputed value.
50 - :
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