- 1 - A TRANSM TTER FOR TRANSM TTI NG A SECURE ACCESS SI GNAL Field of the
I nvention The present invention relates to secure access systens
and, in particular, to systens for renote entry access. 5Background

Fig. 1 shows a conventional arrangenent for providing secure access. A
user 401 nakes a request, as depicted by an arrow 402, directed to a code
entry nmodul e 403. The nodule 403 is typically nounted on the external janb
of a secure door. The request 402 is typically a secure code of sone type

whi ch is conpaip RNSMITTE ‘iﬁ;g@,ﬂlﬁ"{‘ﬁ@b Qi??ﬁﬂ:o exanpl e,
t he request 402 can be a%lg(rbd‘enu er storedm\?\n I'n aggg:\ﬁvgg?flf%ﬁ%

proximty card used to direct t gtqﬁ! to a card reader 403.
Al ternatively, the request 402 g‘ge}fi e gﬂs“éeélgiéﬁce of secret nunbers

directed to a keypad 403. The reguest 402 can al sg be a_bjonetric signall
E st et S

fromthe user 401 §i7Pett &8 B<IEME 176550 HHETP 180 B EBHCHE3 © One
exanpl e of bionetric signal is a fingerprint. 15 O her physical
attribut egys?%fa&’é%%eee‘%g&fc?sﬁ' provi de biometric signals include voice,
retinal or iris pattern, face pattern, palmconfiguration and so on.

The code entry nodul e 403 conveys Bekgregndst 402 by sending a
correspondi ng signal, as depicted by an arrow 404, to a controller 405
which is typi caFigylshewaseecgnyentigns crsngemnent forprevidiishicourp|agenss. Phuser
controller 405 authenticates the security information 20 provided by the
user 401 K1 rakes g reguestrag depisteddtyaancarior 403 ditepted teed ctsle antryamaedobe 406, | f
the user 401 i.s authenticated, and has the appropriate access privil eges,
t hen t he Fbatmodhleeio3 406 preliy moanted oo dlxsexdergaldbmb afa daprcdant Wite Amuestr ow
408, to a device 409 in order to provide the desired access. The device
409 can, HOZ iexpinllea femtchadeafisong HPe RAthsin mpatisie arbeitdowide cafrycan be
an electronic |lock on a personal conputer (PC) which the user 25 401

desiras t eodGlkeMS. Thus, for eikihipie Mhe SHFlcOIE20Gn RN 6dr@ GuinBeritered Within ki se a
comuni cati on .protocol called "Wegand" for communi cati on between the code

ent ry nodubfvetfichal MHotiBdyCORE IRkl 8b &ifRt H%el8aRd 191 PLRA0LRlG Fo5i NP €

one-way data protocol that can be nodified by iIncreasing or decreasing the

bi t count Aﬁt‘éﬁﬁﬁé‘?éi{r,eché' 9‘1«‘%?«%?@23?95‘* fa%%%&!n% BF Qer A WRAG e fdgjﬁ’& jo8 kg@%ﬁ urity

conpani es. The Wegand oes not secure the 1n mat 1 on I'ng |ent
bet ween t C [ | .4 t ntroll er 405. . r
advanced g&dt gg‘%lrgé‘}seﬁ%ﬁ@gé&hésﬁg’g aﬁatgl\g/memﬁ_gce%%aée Hllﬁleo?s%gr‘m% gnr 8‘\%‘?%%%9 t he
vul nerabi lLity of..the Wegand pratocol over. | .di stance routes. RS 485 is
2 dupl ex. SYOTBESG PBERRG B Db (e RagRls ot A biRLenE Sipge afpgerprit
tr ansr?st t Btltgerapqusirc Ce?ti‘:ri Iun ntdga’n tlaeeilsed to provide biometric signals inciude voice,

1€

retinal or iris pattern, face patiern, palm configuration and so on.
The code entry module 403 conveys the request 402 by sending a corresponding
signal, as depicted by an arrow 404, to a controller 405 which is typically situated in a
remote. or inaccessible place. The controller 405 authenticates the security information
20 providéd by the user 401 by interrogating a database 407 as depicted by an arrow 406. If
the user 401 is authenticated, and has the appropriate access privileges, then the controller
405 sends an access signal, as depicted by an arrow 408, to a device 409 in order to
provide the désired access. The device 409 can, for example, be the locking mechanism
~ of a secure door, or can be an electronic lock on a personal computer (PC) which the user

25 401 desires to access.



10 the code entry nodul e 403 and the controller 405 respectively in the
present case. The length of the path 404 nonet hel ess provides an attack
poi nt for the unauthorised person. Proximty cards have becone a
popul ar nmeans for emtting the request 402, since proximty cards are
cheap, easy to use and convenient to carry for the user 401. Typically,
proximty cards conprise an inductive circuit including an integrated
circuit 15 (1C), a capacitor, and a cdi1, which are connected in series
within the card, Wien a proximty, cayd 410_is placed w.thin range of the
code entry nmodfuEenosiegs asc%ﬁpbct?de’é’ggﬁg“ ﬁ,m’ﬂlﬁ% 3 SogEIEnGaRgn ﬁﬁ&?ﬂog%%@
presents a field that excites the coil and charges the capacitor, which in
turn enerQVicgend! or pengpmicaiory peives the eode pnlry gnodnig 407 and dhe eoniipllehi ts a
card nunber stored within the IC, via the coil as transmt antenna, to the
code ent r40520TeoWidgendip®tocPhés 4 siminle end-wee dath prathen] doal eae e mpodifiedive 403
for older proximty cards is typically around 125 kHz. The field emtted
by the conlercastig yr nipcladstngl @3 bir coveivts epsuox immidugnesa rafsthis sprotppelcahdng ar ound
13.56 MHz. These newer proximty cards are typically in the form of

cont acd | egisfeRdhl E2cOtydsoniintdl. arke Wisembneucdsdces mot aeture e infomnmbibar ds” .
Proximty cards have a comruni cation range of 0-80 nmin nost instances,

25 al | ow Hignd LAt BesRsenitRe BIRERLY REvIGRIAD3 488 thel dohirstisB@osm of the code entry
nodule 403 in - 3 - order for the card to be read by the code entry

modul e 403. Theyt el af i RHAbEA SRR of HROLLS b Vetn uddd thivedd & 6vdrbnse
exanple, to the distance to wwthin which the proximty nodule 126 and the

cote ent kTR0 AU AR ERUON o A1 hal ioul] Asmsech e
COMUN a5 R Y B b Sy o e
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their proximty card secure 10 access systens with other nor ecure

syst ens. Howevefroxiphty capisthage becpale aps B’@%ﬂﬁﬂ?ﬁl’éﬂ“%%ﬁr@ﬁﬁéfﬁwgssity
tore-wire buildings and facilities to inplenent the upgrades. Su ry

It is an phjxeuity ehrds e mheamneasy foewsei o convepsat dntpHY | 9T Mereentll or at

| east aneliorate, one or nore di sadvantages of existing arrangenents.
15Accor di Mypicallyg phaximity aapiecionpkist he indueBeneirquib/ispludipg anhelcgraicd GrBii ded a
transmtter for transmtting a secure access signal to a systemfor

provi disng (RYE blepadiieie 3Ad tadcdl, okt atd eshnittednin seried witliedbe bailngVependent
on information contained in the secure access signal, the transmtter
conpri si NGroximity card 410 is placed within range of the code entry module 403 (or “card

reader”), the code entry module 403 presents a field that excites the coil and charges the
capacifor, which in turn energizes the IC on the proximity card 410, The IC then transmits
a card number stored within the IC, via the coil as transmit antenna, to the code entry
20  module 403. The field emitted bf,r the code entry module 403 for older proximity cards is
typically around 125 kHz. The field emitted by the code entry module 403 for newer
proxjmﬁty cards is typically around 13.56 MHz. These newer proximily cards are
typically in the form of contactless RFID cards which are also known as “contactless
smartcards”. Proximity cards have a communication range of 0-80 mym in most instances,

25  allowing the user to place the card 410 within 80 mm of the code entry module 403 in



a bionetric sensor for receiving a bionetric signal; 20a processor for
mat chi ng the bionetric signal against nenbers of a database of bionetric

si gnatures; and enabl i ng neans for enabling an inductive circuit,
based on the matching of the bionetric signal, to transmt the secure
access signal conveying the information to the - 4 - system upon the

I nductive circuit being placed within range of a radio frequency field
emtted by the system According to &afother aspect of the present

invention_there is rovi%g& a thod of transnmitting a secure access
signal t¥de Tg’?glee‘fﬁr‘fﬁﬂb?ﬁ ibéfitﬁg “a E‘?c%’ Q@g@éogo&%g?“%oﬁ?mgll%@% em
sai d access bei ng dependent on information contained in the secure access
si gnal , Re FEfeRo AN demrrEbaEoE el b9 ithiy T8taBro et Whigh the proximity
mat ching the bionetric signal against nenbers of a database of bionetric
si gnat urieeduleh2e amkihaspdmentarmedite d3G pusichy brgpght ingedetfos Ahginiesnegtivhi ng of
the bionetric signal, to transmt the secure access signal conveying the
i nf or mat transmitiretene ayestiato bp ebletih echigngretisfodonyicommivnicdgaenig pl aced wit hin
range of a radio frequency field emtted by the system According to stil
anot her aspectCafvettvmalpprosienity dandsaetg., 041 0) headefor smpting thdgdqurst 402 may
be lost by the user 401, and the lost proximity card 410 may be used by an unauthorised
person to gain the desired access. In fact, there has been a high incidence of such
fraudulent activity with conventional proximity cards where unauthorised persons steal
the cards: As a result many users have looked to upgrade their proximity card secure
10 access systems with other more secure systems, However, the cost of such up-grades is
high due to the necessity to re-wire buildings and facilities to ﬁnplement the upgrades.
Summary
It is an object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangements.
15 According to a first aspect of the present invention there is provided a transmitter
for transmitting a secure access signal to a system for providing secure access 10 a
controlied item, said access being dependent on information contained in the secure
access signal, the transmitter comprising:
a biometric sensor for receiving a biometric signal;
20 a processor for matching the biometric signal against members of a database of
biometric signatures; and

enabling means for enabling an inductive circuit, based on the matching of the

biometric signal, to transmit the secure access signal conveying the information to the



15 conput er program product having a conmputer readabl e nedi um having a
conputer programrecorded therein for transmtting a secure access signa
to a systemfor providing secure access to a controlled item said access
bei ng dependent on information contained in the secure access signal, the
program conprising: code for receiving a bionmetric signal, 20code for

mat chi ng the bionetric signal against nenbers of a database of bionetric
si gnatures; and code for enabling-an inductive circuit, based on the
mat ching of the biometric signal, to transnmit the secure access signa
conveyi ng SYS{ER URPB i industiviessitcnis beipstrlased pwithin hengerductadicefrequenesi fielei ng
pl aced mﬁthln range of a radio frequency field emtted by the 25 system

- 5 - teddvithe gtans stil |l another aspect of the present invention
there is prOV|ded a system for providing secure access to a controlled

item the syst.efcowdpgits amgherasphat abteoratntihea®ivh iters isge¥dsEs mefhod
transmitter sub-system conprising: 5a bionetric sensor for receiving a

bi onet ri c ofitgnahitting a secure accestBiAR! kO BRtEhiTMOpih ikl Qﬁ&éf héoesd N2l
agai nst nenbers of the database of bionetric signatures;

means §or cemtsdMetl rigeng Neaid deteld Yang idepstident G@%ﬁﬁnﬂ&ohh&n%&l%“ﬂl OJ

bi onetric si gnal to transmt a Secure access Si gna conveyling 1 n I'TB.'[I on

upon t he &&ehd‘ﬁgﬁlltﬂ@m%{)&ebﬁ I@S%éng placed within range of a radi o
frequency field, and a receiver sub-system conprising;

. receiving a biometric signal;
maiching the biometric signal against members of a database of biometric
signatures; and
10 enabling an inductive circuit, based on the matching of the biometric signal, to
transmit the secure access signal conveying the information to the system upon the
inductive circnit being placed within range of a radio frequency field emitteé by the
system.
According to still another aspect of the present invention there is provided a
i5 compufer program product having a computer readable mediun having a computer
program recorded therein for transinitting a secure access signal to a system for providing
secure access to a controlled item, said access being dependent on information contained
in the secure access signal, the program comprising:
code for receiving a biometric signal;
20 . code for maiching the biometric signal against members of a database of
biometric signatures; and
code for enabling an inductive circuit, based on the matching of the biometric
signal, to transmit the secure access signal conveying the information to the system upon
the inductive circuit being placed within range of a radio frequency field emitted by the

25  system,



means for emtting the radio frequency field; means for
receiving the transmtted secure access signal upon the radi o frequency
field being emtted; and 15means for providing conditional access to the
controlled item dependent upon said information. According to still
anot her aspect of the present invention there is provided a transmtter
sub-system for operating in a systemfor providing secure access to a
controlled item the system conprising’a database of bionetric signatures,
a receiver sub- 20 system_conprising neans for emitting a radi o _frequency
field, means fdCPELRg {9 sl anetberpwesiclcles rEssgialnventionsthemetie aroydedie
transmtter sub-system and neans for providing conditional access to the
cont r ol | edystemelsr proyEiRTPCUEReress B aogomgplleshitenAbesistem eomuisingecur e access
signal; wherein the transm tter sub-system conprises: a bionetric sensor
for receiving a dsitabass ofiorsetgnalgpaturess - means for matching
the bionetric signal against nenbers of the database of bionetric

si gnat ur es; andh transmitter sub-systenreangrisi: enabl i ng an i nductive circuit,
based on the matching of the bionmetdc signal, to transmt a secure access
si gnal s conveyi ng sai & Bitthe¥idaensenfod fBividpe Homsitid@ignyie circuit being

pl aced within range of the radio frequency field. According to still

anot her aspect of thend¥neSRAtmhtoMBRthe Mbibietie &inddr Réide dndnbelC OF BE
sub-system for operating in a systemfor providing secure access to a

control | egaid-8f dibBefit SioheQRId Si ng a database of biometric signatures,

a transmtter sub-systemconprising a bionetric sensor for receiving a
bi onetric signal, ne :hi ng .10 :hi B GnSthonak 119&35'

menbers of the dat abglts;éémég&bi@%‘rjret ?'gl%(ilﬁg%%{ﬂ?dgg?%aéﬁd%ﬁeans 1fcor entg%%i ng an
i nductive,circuit. ase n.t he chi f t.h i . [ d i

transmt 310 r SERR By d sFﬁlIrt]aal S%v%ﬁg%ggﬁ}?oﬁ?%%gﬁ eariig?nn'ﬂqoﬁeﬁlg

recei ver sub-system canprjses:.neans faor emtting a.r.adio frequency field,
means 'f or ‘H%B%‘%é\ﬂfﬁ‘é“ ﬁﬁ@ngP’raﬁﬁi?ﬁﬂf‘lf‘éﬁag?é’?ﬁrr%‘ip%%‘g@%egc‘éﬁﬁlﬁaﬁn%f romthe 15
transm tter sub-system ﬁpon the inductive circuit being placed within
range of a radi PFFFREHICREYSFRSPEPISAG

means for emitting the radio frequency fieid;

means for ret:ei'ving the transmitted secure access signal upon the radio
frequency field being emitted; and
15 ' means for providing conditional access to the controlled item dependent
upon said information.
According to still another aspect of the preseﬁt invention there is provided a
transmitter sub-system for operating in a system for providing secure access to a
conirolled item, the system comprising a database of biometric signatures, a receiver sub-
20 system comprising means for emitting a radio frequency field, means for receiving 2
secure access signal transmitted By the transmitter suyb-system, and means for providing
conditional access to the controlled item dependent upon information conveyed in the
secure access signal; wherein the transmitter sub-system comprises:

a biometric sensor for receiving a biometric signal;



means for providing conditional access to the controlled item dependent
upon said information. : According to still another aspect of the
present invention there is provided a 20 system for providing secure
access to one of a plurality of controlled itens, the systemconprising: a
dat abase of bionetric signatures; a transmtter sub-systen1conprising: a
bi ometric sensor for receiving a bionetric signal; - 7 -

means for determning if the received-ti onetai c signal natches a nmenber of
t he dat abase of bionetric signatures; a plurality of proximty npdul es
associated with the meﬁﬂsaﬁ@ftwﬂéﬁmtgoﬁ}er Giqresdric 1stgpal agppEnMembRESsel &% i ng
one of said plurality of proximty nodul es; and nmeans for
enabl i ng, datdbasend bicemwiiyeigndfimsstendi ¢ si gnal matches a nenber of the

dat abase of bionetric signatures, the selected proxinity nodul e which can
consequent |y transnlhmmmsﬁmunéﬂmgamﬁsdwﬁghamwd@ﬁueyim@ﬂkmmmmﬁagm@ﬂkstored
In the selected proximty nodul e upon the proximty nodul e being placed

W thin rangeeeik steneR @ faishaty esttye fdcedstigab phndyihg saidtinfsahaidnheosdhect ed

proximty nodul e; and a receiver sub-system conpri sing; means
for ery ttm&&tﬁf@bﬂcﬁ%ﬂgﬁlé&ﬂwﬁﬂﬁﬁ{ra&gebﬂtham geqpleacyfitlilvat e the sel ected
proxi mty nodul nmeans for receiving the transmtted

secure access: SA&Bﬁmg%OM Bifoth&disPect i the PuRBRYinbétilod thek g pedvidddes; and

receiver sub-system for operating in a system for providing secure access to a controlled
item, the system .comprising a database of biometric signatures, a transmitter sub-system
comprising a biometric sensor for receiving a biometric signal, means for matching the
10 biometric signal against members of the database of biometric signatures, and means for
enabling an inductive circuit, based on the matching of the biometric signal, to transmit a
secure access signal conveying information; whereiﬁ the receiver sub-system comprises:
means for emitting a radio frequency field;
means for receiving the transmitted secure access signal from the
15  transmitter sub-system upon the inductive circuit being placed within range of a radio
frequency field; and
means for providing conditional access to the controlled item dependent
upon said information.
~ According to still another aspect of the present invention there is provided a
20  system for providing secure access to one of a plurality of controlied items, the system
comprising:
_ a database of biometric signatures;
2 transmitter sub-system comprising:

a biometric sensor for receiving a biomeiric signal;



means for providing conditional access to the selected controlled item
dependent upon said information. According to still another aspect of the
present invention there is provided a transmitter for transmtting a
secure access signal to a systemfor providing secure access 20 to one of
a plurality of controlled itens, said access being dependent on
information contained in the secure access signal, the transmtter
conprising; a blonetrlc sensor for rece|V|ng a bi omet dc si gnal ;

means for determnin e,received, bjonet r.i es rrerrber of
a dat abase of bi onet &{aQWSQbﬁ‘Fuﬁeﬁ‘?‘vﬁ/%@%eg‘?%ﬁ#ﬁ] Pes
associ ated w th.the Lural y of controlled itens; - 8 - neans for

sel ect i nd*oH erd’lfﬂéeﬁag’ fﬂelﬁ’ifyqnfegt}“‘b?l Pty modul es: and means for
enabling, if the received bionetric signal_ matches a nenber of the

dat abase of bionetri @ BiPghbt ¢f ceroxindly Jendele easqsiaied Wity Bo elirditinelch can
consequently transmt a secure access signal conveying information stored
in the sedosgole ipmasxi mity 5 nodul e upon the proximity nodul e being placed
wi thin range of a radio-frequency field adapted to activate the sel ected
proxi ity nmodul-e. Acomaak fogsdiestisgiont ofisaidt pleralipsyferexinity mnduiss;amdnt
invention there is provided a receiver sub-systemin a systemfor

provi di ng secure acc@sand for ensbling, # tie received Yiombircaigmbinattied 4 ermbert he
system conpri sing a database of bionetric signatures, a transmtter to
Sub- syst esp @RRAHISHO B bibmeRR! SibBathiRBS Gle hdddctade pRixithity moduteo Mgk earsi gnal ,

means for
consequently transmit a secure access signal conveying information stored in the selected
proximity module upon fthe proximity module being placed within range of a radio-
10  frequency field adapted to activate the selected proximity modﬁle; and
| a recetver sub-system comprising;
means for emitting said radio frequency field adapted to activate the
selected proximity module;
means for receiving the transmitted secure access signal upon the radio
15 frequeﬁcy field being emitted; and
means for providing conditional access to the selecied controlled jtem
dependent upon said information.
According to still another aspect of the present invention there is provided a
transmitter for trapsmitting a secure access signal to a system for providing secure access
20 1o one of a plurality of controlled items, said access being dependent on information
contained in the secure access signal, the transmitter comprising:
a biometric sensor for receiving a biometyic signal;
means for determining if the received biometric signal matches a member of a

database of biometric signatures;,

25 ~ aplurality of proximity modules associated with the plurality of controlied items;



determining if the received bionetric signal matches a nenber of the

.. dat abase of bionetric signatures, a plurality of proximty nodul es
associated with the plurality of controlled itens, neans for selecting one

of said plurality of proximty nodules, and neans for enabling, if the

received bionetric signal matches a nenber of the database of 15 bionetric

signatures, the selected proximty nodule which can consequently transmt

a secure access signal conveying inforfration stored in the selected

proxi mty nodul e upon the proximty nodul e being placed wi_thin range of a

radi o- f r equencyneissiorisedetdipe ede @’r&saa%ulwhtyeafmﬁ@wévwﬁwswéxi m ty nodul e;

sai d recei ver- sub-system conpri si ng: nmeans for emtting said

radi o frequencynchisefot cadsiptepif the recehvied diemeitie signhlematetics20 membgt n‘?fﬁ,%

nodul e; .means for receiving the transmtted secure access signal

upon t he dagdase dimesaric yichatated, the iseigetedrptoximity awdule which capawsseently

provi ding conditional access to the selected controlled item dependent

upon sai GrdnfhR"RkihRMaccess sl conveyinddafondatiig: §tored tih like sudatddeprommyinet of
the present invention there is provided a systemfor perform ng a secure

transact iffhnid BsonShs ?Fd?&iﬁﬁ?mddﬁje%mgaplmaﬁ&ﬁﬁ réifge @R 8 rafioHRteenby GRRE t i C
signatures; a first Subsystem conprising:
adapted to activate the selected proximity module.

- According to still another aspect of the present invention there is provided a
receiver sub-system in a system for providing secure access to one of a plurality of |
controlled items, fhe systern comprising a database of biometric signatures, a transmitter

10 sub—sy;tem comprising a biometric sensor for receiving a biometric signal, means for
deterﬁﬂg if the received biometric signal matches a member of the database of
biometric signatures, a plurality of proximity.modules associated with the plurality of
controlled items, means for selecting one of said plurality of proximity modules, and

~ means Vlfor enabling, if the received biometric signal matches a member of the database of

15 biomeﬁic signatures, the selected proximity module which can consequently transmit a
secure access signal conveying information stored in the selected proximity module upon
the proximity module being placed within range of a radio-frequency field adapted to
activate the selected proximity module; said receiver sub-system comprising:

| means for emitting said radio frequency field adapted to activate the selected

20  proximity module;

means for receiving the transmitted secure access signal upon the radio
frequency field being emitted; and
means for providing conditional access to the selected controlled item dependent

upon said information.



5a bionetric sensor for receiving a bionetric signal; . means
~for matching the bionetric signal against nmenbers of the database of

bi onetric signatures to thereby determ ne an authentication signal; and
means for generating a first password dependent upon said authentication
signal, said password bei ng generated according to an encryption process
based on a dynam c input value, said first password conprising an
encrypted val.ue representing funds avérlable; and a second sub-system

conprising; ne nsrégr recei vi the first password:.neans Ior_ﬁ [ m ning
the finds avai PFEHIEHA8 é"’gﬁoar‘im&'%ﬁ a?pgﬁte?{/glﬁ ﬁ%seﬁéoggf%i?o& &g‘ﬁ S gé(f%r
perform ng the transaction based on t&f avai | abl e.f unds. Accordi ng
to still SESR fPeHePRBE asFcurhEansRdioBnihe SHIEH P8 ere i s provided a first
sub-system for operating in a systemfor performng a secure transaction,
t he system conpaigbaseohonfeararis blogiett BERAWPE si gnat ures, a second
sub-system conprising neans for 20 receiving a password, and neans for
per f orm ng t hea fiet swbsysicmeomptisiogy based on avail abl e funds dependent upon
the password, the first subsystem conprising: a bionmetric sensor for
recei i ng a bi onet ri ehimhmtrind sensve Kwgedevingrabivkietrtr sigral;bi onetri ¢ si gnal
agai nst nenbers of the database of bionetric signatures to thereby
determi ne an aut hentjneaisi st Misghinl; thentiometrkO signal against members of the
database of biometric signatures to therchy determine an anthentication signal; and
means for generating a first password dependent upon said
anthentication signal, said password being generated according to an encryption process
10 based on a dynamic input value, said first password comprising an encrypted value
representing funds available; and
~ a second sub-system comprising;
means for receiving the first password;
means for determining the funds available based on the received
15  password; and
means for performing the transaction based on the available funds.

According to still another aspect of the present invention there is provided a first
sub-system for operating in a system for performing a secure transaction, the system
comprising 2 database of biometric signatures, a second sub-system comprising means for

20  receiving a password, and means for performing the secure transaction based on available
funds dependent upon the password, the first subsystem comprising:
a biometric sensor for receiving a biometric signal;

" means for maiching the biometric signal against members of the

database of biometric signatures to thereby determine an anthentication signal; and



means for generating the password dependent upon said authentication
signal, wherein said password is generated according to an encryption
process based on a dynam c input value, said first password conprising an
encrypted val ue representing said funds avail able. 5According to stil

anot her aspect of the present invention there is provided a systemfor
perform ng a secure transaction over a network using a card, the system
conprising: a database of one or nore-Mi-onetric signatures; a first
subsystem conprising: 10a bionetric sensor for receiving a bionetric
signal; means for namsanniprtgeacrotiogriheriassvairg dependerivgor spidrbthestiafion he
dat abase of bionetric signatures to thereby detennine an authentication
si gnal ; asignaipwinseific#id pessaoat isrgpneraied ssourding depe erdeyrition poocesschaded on a

aut henti cation signal, said password being generated according to an
encrypt i ogyahR¢ Bpat V&S shi® fird pisywadyd edthgrisinga ciefipted, vabimi rdpresentihg gad swor d

conprising an-encrypted val ue representing said magnetic stripe card; and
a second §iihs sussikise) conpri si ng; neans for reading the card; neans for
recei ving the password; 20nmeans for authenticating the received password

based pn the cagghording to still another aspect of the present invention there is provided a
system for performing a secure transaction over a network using a card, the system
comprising:

a database of one or more biometric signatures;
| a first subsystem comprising:
10 a biometric sensor for receiving a biometric signal;
means for matching the biometric signal against members of the
database of biometric signatures to thereby determine an authentication signal; and
| means for generating a password dependent upon said authentication
signal, said password being generated according to an encryption process based on 2
15 dynamic input value, said first password comprising an encrypted value representing said
magnetic stripe card; and
| a second sub-system comprising;
means for reading the card;
means for receiving the password;
- 20 means for authenticating the received password based on the card
numbeAr encrypted within password; and
means for performing the transaction based on the authentication.
~ According fo still another aspect of the present invention there is provided a

method of transmifting a secure access signal to 4 system for providing secure access to



nunber encrypted within password; and neans for perform ng the transaction
based on the authentication. According to still another aspect of the
~present invention there is provided a - 11 - one o' a plurality of -
controlled itens, said access bei ng dependent on information contained in
the secure access signal, the nethod conprising the steps of. receiving a
bi onetric signal; mat ching the bionetric signal to a nenber of a
dat abase of bionetric signatures; 5sellecting one of a plurality of

proximty nodul es, the selected, proxim.ty nodule heing associated with at
| east on&t6PLthSIBElEY L ?%F‘“@ile‘gétﬁ’fnlso F‘l“@o‘}/‘i"?%glé‘fmgaﬁﬁ’mgmt e 0 Tt he
sel ected proximty nodule, if the received bionmetric signal matches a
menber ofcontpined i the securepiecess sigpdly the methpdgompeising sty b1 ed sel ect ed

proximty nodul e being configured for transmtting a secure access signal
conveyi ng i nf oreveivingra lometsid signal10 t he sel ected proximity nodul e upon the
proximty nodul e being placed within range of a radio-frequency field
adapt ed t o act imsathengthebismerixtsighabioaxambsr afedatabase of biometecsigngiumes: t o
still another aspect of the present invention there is provided a nethod
for perforn ngsdeaidgwne of & phedity bdpromimeity mofeicsydhdselested graximdy diodtdee

met hod conprising: 15matching a bionetric signal against nenbers of a

dat abase yRfnghkQRRidd WitsitgaRt sHeRS thepitdatityedficotiesliiriens; @d aut henti cation
signal; and generating a password dependent upon said authentication

signal, said PassiRkhdRidmkdRAGRRAY HbIAS o HE RYelval BBmefRIsikl BACRIsOC eSS
based on a dynam c i'nput val ue, said password conprising an encrypted
nunber 1 eapl{'xgtﬁﬁé}tdf Bk SR LA Slometric signatures, the enabled selected proximity module
| being configured for ﬁansnﬁtﬁng a secure access signal conveying information stored in
10  the selected proximity module upon the proximity module being placed within range of a
radio-ﬁcquency field adapted to activate the selected proximity module.

" According to still another aspect of the present invention there is provided a
method for performing a secure transaction over a network using & card, the method
comprising:

15 : matching a biometric signal aga:inét ‘members of a database of biometric
signatures to thereby determine an authentication signal; and
generating a password dependent upon said authentication signal, said password
being generated according to an encryption process based on a dynamic input value, said
passwc;rd comprising an encrypted number representing said card;
20 ' reading the card to determine said card number from said card;
authenticating a received password based on the card number, encrypted within
password; and
: performing the transaction based on the authentication.

* According to still another aspect of the present invention there is provided a

25  computer program product having a computer readable medium having a computer



20reading the card to determ ne said card nunber fromsaid card,
authenticating a received password based on the card nunber, encrypted
wi t hin password; and perform ng the transacti on based on the

aut henti cati on. According to still another aspect of the present
I nvention there is provided a 25 conputer program product having a
conput er readabl e nmedi um having a conputer -12-. programrecorded

therein for transmtting a secure accékss signal to a systemfor providing

secure access to a_controlled item said access, be n deg{a dent Qn
i nf or nat irseereBAewrdrddherpindfprirasmiiiae %é%%a‘?i?ﬁﬁgu 3 ‘é’gﬁ’&i si ng

code for receiving a bionetric signal; 5code for matchl ng the bignetric
si gnal t seeureraersss ook contraliediterecsaistaceess heing depandght-an ipfsmaiineontaiped

sel ecting one of a plurality of proximty nodules, the selected proximty
nodul e benlﬂgpmeaccasﬂigmltthnpwgﬂamﬂmlmmgef t he pI urality of controlled
i tens; and code for enabling the selected proximty nodule, if

the received bicosefor recsimgnebiomerivaicolles a member of the dat abase of
bi ometric signatures, the enabled selected proximty nodul e bei ng

configured for cbd@ﬂ&fﬁxﬁtéﬂiﬂgﬂﬁ wenttrie sipabrca siegibal ot datehyasegf bivketrimat i on
stored in the selected proximty nodule upon the proximty nodul e being

placed Wi &hafhres;

code for selecting one of a plurality of proximity modules, the selected proximity
modulé being associated with at least onc of the plurality of controlled items; and
code for enabling the selected proximity module, if the received biometric signal
10 matches a member of the database of biometric signatures, the enabled selected proximity
module being confignred for fransmitting a secure access signal conveying information
stored m the selected proximity module upon the proximity module being placed within
range of a radio-frequency field a'dapted to activate the selected proximity module.
According to still another aspect of the present invention there is provided a
15 mmpﬁa program product having a computer readable medium having a computer
prograﬁ:t recorded therein for performing a secure transaction over a network using a card,
the program comprising:
code for matching a biometric signal against members of a database of biometric
s1gnatu.res to thereby determine an authentication signal; and
20 code for generating a password dependent upon said anthentication signal, saad
password being generated according to an encryption process based on a dynamic input
value, said password comprising an encrypted number representing said card;
| code for reading the card to determine the card number from said card;
| code authenticating a received password based on the card number encrypted

25  within password; and



range of a radio-frequency field adapted to activate the sel ected

proxi mty nodul e. : According to still another aspect of the o
present invention there is provided a 15 conputer program product having a
conput er readabl e medi um having a conputer programrecorded therein for
perform ng a secure transaction over a network using a card, the program
conpri si ng: code for matching a bionetric signal against nenbers of
a dat abase of biometric signatures to-ttrereby deternine an authentication
signal; and 20c for _generafi a password dependent upon said

aut henti cation g(l%gn rl?“@%”&’%%%ggﬁ?‘aﬁ’ﬂiﬁ% ogdhseuthengicationor di ng to an
encryption process based a dynam c jnput val ue, said password

conpri sing an e%?}?ﬁ%ﬂ%é‘wﬁp@%@?%ﬁdﬁ@l%@id card; code for reading
the card to determ ne the card nunber fromsaid card; code authenticating
a recei ved password based oRriefRescription ofieDramingspt ed 25 withi n password;
and - 13 - code for performng the transaction based on the

aut hent i cat i on. S@rhaspegis pefcths prfort 47k andven tor anoraremialdinens o€ IHes prsenBr i ef

Description of the Draw ngs
S invention are described with reference to the drawings, in which:

| Fig. 1 shows a conventional arrangement for providing secure access;
' Fig. 2 is a functional block diagram of a system for providing secure access
according to an exemplary embodiment of the present invention;
Fig. 3 shows an example of a method of operation of a transmitter sub-system of
10 the sys.tem of Fig. 2; -
Fig. 4 shows an example of a method of operation of a receiver sub-system of
the system of Fig. 2; |
Fig. SA shows an example of a method of operation of the transmitter sub-
system. of Fig. 2 where the IC is a smart card chip;
15 _ Fig. 5B shows an example of a method of operation of the receiver sub-system
of Fig. 2 where the IC is a smart .card chip;
Fig. 6 is a schematic block diagram of the system in Fig. 2;
| Figs. 7A and 7B show an alternate arrangemeﬁt for enabling the proximity
" module in Fig. 2;
20 Fig. 8 shows how the .secuxe access system of Fig, 2 can suppori multiple
selectable proximity modules;
Fig. 9 shows an exampie of a method of operation of the arrangement of Fig. 8;
: Fig. 10 shows an example of a method of making an online payment using the

arrangement of Fig, 8;



Soni ¢ aspects of the prior art and one or nore enbodi nents of the present
5 invention are described with reference to the drawings, in which: Fig. 1. .
shows a conventional arrangenent for providing secure access; - Fi g.
2 is a functional block diagramof a system for providing secure access
according to an exenpl ary enbodi nent of the present invention;
Fig. 3 shows an exanple of a nethod of operation of a transmtter
sub-system of 10 the systemof Fig. 2¥4- Fig. 4 shows an exanple of a
met hod of operation of a recei .Sub-system of the system of FH&PBZ;

r

ver

Fig. 5A shows Hig ékm@c@pﬂél?&ﬂwa@fof&p@%ww THEHE SYRISH
subsystem of Fig. 2 where the |ICis a smart card chip; 15Fig. 5B shows an
exanpl e ofhich e medwdof Figod9 may ba isplemgatedecei ver sub-systemof Fig. 2
where the ICis a smart card chip; Fig. 6 is a schematic bl ock di agram of
the systemin Figy122hows an exafipis of 7 metmd ofRichbiing aa amereicdifipds HemaRgenent
for enabling the proximty nodule in Fig. 2; 20Fig. 8 shows how the secure
access Syugtmimt QbrefivgthirXthe aanssipEoudb-syatbmiof Fegssz bwkd;abl e proxi mity nodul es;
Fig. 9 shows an exanple of a method of operation of the arrangenent of

Fig. 8 Fig. 1gighewsorhexaipiceueiacaesayitad offFigrekéangupporbobs oremprey nent

using the arrangenent of Fig. 8 - 14 -
conventional proximity modules according to another embodiment; and
Fig. 14 shows an example of a method of performing a secure transaction using

the arrangement of Fig. 13.

10 ' Detailed Description including Best Mode
1t is to be noted that the discussions contained in the "Background” section
relating to prior art arrangements relate to discussions of documents or devices which
form p:ublic knowledge through their respective publication and/or use. Such should not
be mterpreted as a representétion by the present inventor(s) or patent applicant that such
15 documents or devices in any way form part of the common general knowledge in the art.
Where reference is made in any one or more of the accompanying drawings o
sieps axlldlor features, which have the same reference numerals, those steps and/or features
have for the purposes of this description the same fumciion(s) or operation(s), unless the
contrary intention appears.
20 Fig. 2 is 2 functional block diagram of a system 100 for providing secure access
' according to the exemplary embodjment.A A user 101 makes a request, as depicted by an
arrow 102, to a biometric module 103. The biometric module 103 includes 2 biometric
sensor 121 and the request 102 takes the form of a biometric signal which corresponds to
the pature of the sensor 121 in the module 103. In the embodiments described herein, the

25 bicmet;‘ic sensor 121 in the module 103 is a fingerprint sensor and the request 102



Fig. 11 is a functional block diagram of a general purpose conputer system

upon which the nmethod of Fig. 10 may be inpl enented, Fig. 12 shows
an exanpl e of a nethod of debiting an amount of funds from an account-
stored within the transmtter sub-systemof Figs. 2 and 8§; Fig. 13

shows how the secure access systemof Fig. 2 can support one or nore
conventional proximty nodul es according to another enbodi nent; and
Fig. 14 shows an exanple of a nmethod -df-perfornming a secure transaction

using the arrangement of FLg.,, 13. 10Detail ed Descri ptjon .inc)udi ng, Best
vode® " irpipgy R S b i R Ot 5008 POTS (R SR 1 TR
"Background" section relating.to prigr art_arrangenents relate to,

di scussi oS- dHicgertiygiynths bipnis sy 14 BRY PorarPHiEite ORYRIPRFFE YOifEough
their respective publication and/or use. Such should not be interpreted as
a repr esdntingl paterpyiris pettepr, dacspetteravad palty eonfigrraien.ent appl i cant that such
15 docunents or devices in any way form part of the conmobn general

know edge in t Réeampdule 103 iniafrogaies, ofsedemaed by amamownildny waee identifpor e of
t he acconpanying drawi ngs to steps and/or features, which have the sane

r ef er encelambasy S, Thisobe esdnas ifdhd requebie KU dise thawd fress onhtbe pionmises of
this description the sane function(s) or operation(s), unless the contrary
I nt ent i orseanP®aficl 122 Gtehdhe whet datababd B3 banbdihs Mo knoie Agmbens & the HBisbem 100
for providing secure access according to the exenplary enbodi nent. A user

101 nekeshigme@@UsishatuRs e PhfiRRedYuseft 2BaNkt] Qdicht thed rdijuefiB101 CcaBDBYII €
103. The bionetric nodul e 103 includes a bionetric sensor 121 and the

request 1OwhdnAKES:. t et GadRE) of o Q@% 10T i laiBakicMl lcCR4iBy PARESHE O the

nature of the sensor 121 in the nodule 103. In the enbodi nent's descri bed

herei N, _tfGmaHoIhOIL § o808 UondiZtbs' B o AfBREMEE. Wnl odhvind BRSASE Nt

sensor e reques
10 106, the controller 107 sends a signal, as depicted by an arrow 112, to a switch module

113 compriging a “normally open” switch 127. Any suitable mechanical or electronic
{e.g., semiconducfdr) switch may be used to implement the switch 127.

. As seen in Fig. 2, the switch module 113 is connected to a proximity moduie

126. The proximity module 126 comprises an inductive circuit formed from an IC 128, a

15 coil 129 and a capacitor 131, which are connected in series. The IC 128 has information

in the form of a unique card number stored within a memory of the IC 128. The switch

127 of the switch module 113 is conmected in series with the IC 128, the coil 129 and the

capacitor 131 of the proximity module 126. Accordingly, the proximity module 126 is

similar to that used in conventional proximity cards such as those provided by financial

20 institutions such as VISA®, MASTERCARD®, AMERICAN EXPRESS® and so on.

However, the switch module 113 is configured to close and open the circuit formed by the

IC 128, the coil 129 and the capacitor 131, thereby enabling and disabling the proximity

module 126, respectively.
Upon recetving the signal 112 from the controller 107, the switch module 113

25  closes the normally open switch 127 for a predetermined period of time (e.g., four to five



- 15 - typically takes the formof a thunb press on a sensor panel (not
shown) on the nodule 103. Alternatively, the bionelric sensor 121 may be
responsive to one or nore of voice, retinal pattern, iris pattern, face
pattern and pal m configuration. The nodule 103 interrogates, as depicted
by an arrow 104, a user identity 5 database 105. Thus for exanple if the
request 102 is the thunb press on the bionetric sensor panel 121 then the
user dat abase:- 105 contai ns one or noréénenbers in the formof bionelaic
signatures for. authorised users against. which the request, 102 _can_be

aut hent i c&eds)- | VWithiethigaerad; the dpductive gzt pothe peoximity s eadulg 126 1s
successfully, then the bionetdc nodul e 103 sends a signal 106 to a

cont r ol | egnaliied and ysey be plased by gheruser Higwialin yengeod a redie feawnep feldbeigy sends
a signal, as depicted by an arrow 112, to a switch nodule 113 conprising a
"nor mal | yenafgehby swiotie lenttP Todttey 1 ¥ui Tlebfieldremgitteh by die endeaingy maivleclite. g. ,
sem conductor) switch nmay be used to inplenent the switch 127. As
seen i n FixgitesAhe tdikl Bvanidadharges theeafdatBor 13 1¢ eihivhdh euoin koergizey thx Gl 2§ ambdul e
126. The proximty nodul e 126 conprises an inductive circuit formed from
an | C sl28imaackyated e préfindtfidmadiapas.i The ICARR thé eimsiite, aafepieidds) am
series. The I C 128 has information in the formof a unique card nunber

stored W Ly 180 MBERIYe QcebGehdl Halhe tBR o8 WrdnGhit ladfends, fohtBie $¥dd edryrodul e
113 is connected in series with the IC 128, the coil 129 and the capacitor

131 of ”'fﬁo@ﬂg;ﬂaéﬁ 48 ?lﬁ L QcnRCi il isihY 137 RGraRbAHcl vid thaGkkcavd 26 S

simlar to use onventional proXximty cards such as those

2 5, Bl A M M S

configured to.close and.open th | eyl rLyed by the 1C 128, the coil
129 ‘and t °?:r& o "ff%i‘},%ﬁ‘%%‘%l?gbe%"gﬁg%‘{‘ﬁg Igﬁd di sabling the proximty
nodul e 126, respecti.vely, . . Upon. recei Vi h i from
the céhtroller sﬁ@'ﬁ“‘i"ﬁﬁg\ﬁ P@#‘%Hﬁ’@e’?ﬁe‘ggﬁ@feg cr’]%h%‘p ooinagl%gﬁée%%%n
switch 127 for a predeterm ned period of fi e.d., ur.to five .- 16 -
seconds) . Whgte HIpan reredvipe tho dleptl el 12185 ch‘i“'\‘/'é ]gl‘?r‘%@i 30?%{“§h‘§111p?1895f1?ﬁ°f’93’ card
modul e 126 is enabl ed and may be pl aced by the user 101 yvit%iggqran e of a
radi o fretprantytheingrmaallycones pepifien afdhe ndioidhe aregdpiemyin od- PSETBRGY £ | e d
emtted by the code entry nodule 130 excites the coil 129 and charges the
capaci t or ifiBdprowimitshcardmtodnle 18fds potrbaced Fathinothe 2enes o s qoe sntRERCdHEes t he
proximty nodule 126. The 1 C 128 then transmts, as depicted by an arrow
132, a seqsr withndkspredttgmahed pérads then thwi field smittedbyrthe casisteatmanodyls 18Ae code
entry nodul e 130. Accordingly, the secure access signal 132 is transmtted
via the i Relyebi ohergdithe difacitdies 15s by switthcExyshas iogerd th@irduit foundd Buthed f or
conveying information including the card nunber stored within the nmenory

of the | Cid28 chiThe afdbedpabitdk281i $n ieiuetad, theivspl Wmaghiadnadkes fheeduestm of a

flip/flop arrangenent where upon receiving the signal 112 the swtch 127
wll cl Osﬁo?ﬁ;tor&&'tbﬁaﬁ@m%yr&éﬂwdoaﬁuriaél0 the normal |y open position at
t

the end o € predeterm ned period. Accordingly, if the proximty card
modul e 126 i s bt Dedird dGess RNHG1 P12 BB W6 S hiymPERdHIng thk30
within the pr egg%’%l?%ne%%lgglg\é%%@%c&éth?n {%e field emgtted by the code entry

modul e 130proximity card module 126, the code entry module 130 sends a signal, as depicted by an

20 amrow 108, including the card number to a controller 109. The controller 109 tests the
card number received from the code entry module 130 against a database 115 of card
numbers, this testing being depicied by an amrow 114. If the incoming card mumber
received from the code entry module 130 is found to be legitimate, then the controller 109
sends a command, as &epicted by an arrow 110, to a controlled item 111. The controlled

25  jtem 111 can be a door locking mechanism on a secure door, or an electronic lock (or key



15 will not charge the capacitor 131 as the switch 127 has opened the
circuit fornmed by the 1C 128, coil 129 and capacitor 131. In this

i nstance, the user 101 again makes the request 102 in order to enable the
proximty nodul e 126. Upon receiving the secure access signal 132

I ncluding the card nunber fromthe proximty card nodule 126, the code
entry nodule 130 sends a signal, as dgpicted by an 20 arrow 108, i ncl udi ng
the card nunber to a controller 109. The controller 109 tests the card
nunber recei.yed fromth try . i dat 15 of
card nunﬁgﬁf OPRiPSSP %%tcg%éﬁgg@%%ﬁ%d%@ céggg%g%%? o%évérlflbé%: %I‘ th Si&ncom' ng
card nunber recegive r t code entr duke 130 s f

| egi ti mattEeesY Wéﬁe P‘ngilﬁ‘ﬂp?%ﬁe%rm W@%%&n@e T‘E%mf%ﬁ%l teégs" ggig 35"3‘5&%9 an
arrow 110, to a controlled item . .Jhe contraolled,25 it.em 111 can be a
door | oc KPHBnELEER F?H‘Yec?r?cﬁs%ﬁlﬁﬂéjzd&&ﬂﬁ,syﬁ}FmalrQBé’Foevéqqsé’ﬁ?%g?‘@%ﬁmfﬁsﬁokey -
17 - circuit) on a personal conputer (PC) that is to.he tgccessed by the
user 101.th%€@§93¢¢1§¢19,11é&%§%d°gguﬁ%tb€ FeftianconiagRd iR {0 SSCHEAEEnt on
the information (e.g., the card nunber) contained in the secure access

si gnal 13&malli3&. syst em 100 provi des conditional access to the controlled
item 111 dependent upon the information contained in the secure access
5signal 132. Itis noted that thenmnirdlilerHAP cohleing amesciver d18 ti@breseifesibp siggal
receiver 118 that receives the signal 108 including the card nunmber and
convert s 108gncudiedhe A rvpiter and convertathedigpalct08dnioya Brmassrdspicked(Py amhat t he
controller 109 can use. The bionetric nodul e 103 al so i ncorporates at

| east onerRFRCIPANhEThE Bdntroller 109 can use.

The bicmeiric module 103 also incorporates at least one mechanism for
10 providing feedback to the user 101. This mechanism can, for example, take the form of
one or more Light Emitting Diodes (LEDs) 122 which can provide visual feedback,
depicted by an arrow 123 to the user 101. Alternately, or in addition, the mechénism can
take the form of an audio signal provided by an audio transducer 124 providi:_lg andio
feedback 125. Similarly, the code entry module 130 may aiso incorporate one or more

15  mechanisms for proﬁding feedback 1o the user 101.

. The transmitter sub-system (or transmitter) in Fig. 2 falling to the left hand side,
as depicted by an arrow 116, of a dashed line 119 may be implemented in a number of
different forms. The transmitter sub-system 116 (or transmitter), including the biometric
module 103, the switch module 113, the user ID database 105, the controller 107 and the

20  proximity module 126, may for example be incorporated within a remote fob (whichis a
small portable device carried by the user 101) or even a mobile (cell) telephone. The
biometric module 103 may be powered by an internal battery of the fob or telephone.

* Qimilar to the transmitter sub-system 116, the code entry module 130, the
controfler 109, database 115 and the controlled item 111 form a receiver sub-system 117

25  as seen in Fig. 2.



10 providing feedback to the user 101. This nechani smcan, for exanple,
take the formof one or nore Light Emtting D odes (LEDs) 122 which can
provi de vi sual feedback, depicted by an arrow 123 to the user 101.
Alternately, or in addition, the nechanismcan take the formof an audio
signal provided by an audi o transducer 124 providing audi o feedback 12.5.
Simlarly, the code entry nodule 130 nay al so i ncorporate one or nore
mechani sms for providing feedback to tthe user 101. The transmtter
sub-system (or transgmtter) in Fig. 2 falling to the |left hand side, as
depi cted by an Tg?Pr"é’aF £ m?ﬁ“]g @éﬁﬁ’éﬁ e Iﬁgmﬁ%@%?r%%“‘?%nﬁ@%% % a
nunber of different forns. The transmtter sub-systen1é$§ or,

transmit tEtside jamd ofe sepvrededasito et Whiscinggaes, dhey ghanngl ised By 1104 sigBalul® 113,

t he user | D database 105, the controller 107 and the 20 proxi mty nodul e
126, may tpicalbxesspkavited nhadivon.p Slosteaer, Hict dwida epiry sadnle 139 Biayememiastey snal |
portabl e device carried by the user 101) or even a nobile (cell)

t el ephonewitithe contpotiet § 0Cvian atitebest OGmmamideBopthaencd dsddypydhe signaddB&| battery
of the fob or tel ephone. Simlar to the transmtter sub-system 116,
t he cade entry Thediohteoile3 009, darbaxeritls eind eonttdRd idat1dbasetypCailnlodaich e
controlled item 111 forma receiver sub-system 117 25as seen in Fig. 2. -

18 - an AR eSIB1e aef buch s8R diddenk36F spaye Sealigmaniyed o suitablp poftetddedea
encl osure on the outside janb of a secured door. In this instance, the

channel ugefl 2D¥, 4BRERIIAIMoalDBint thd c4ud tha aliRTesdcodhftlcdtioai diffineHpweser , the
code entry nodule 130 may communi cate with the controller 109 via a

Wi 1l eSS GO 6| R0 BEIRRlor Y6 ordtioteh P06 is Wt Sonsitend BRGERING! | o1

109, dat abase and controlled item 111 are typically located in an

i naccessi bl e ar sqap -gmhi en roof space or alternately in a suitable
pr ot ect ea:eg?pén ng’ﬁgﬁ: as@%Sl rm)lgrg'ed cupboard. In the case that a wirel ess

cCont Bl 1 or 100 Pabciess i8R Hhantnbl BnRuTR chlfipbgtS v B RSl

wirel ess sjignal 108. 10ln the case,that. the code eniry.nodul 6,.13

conmmuni cati@s Wr@lﬁsstmwapgmcg@% i W%rré‘f%g%{)%%mﬂ? & %(r%o%%annel ,
t he signal 108 nmay be bhased upon ro{ling code. Hoye\g%'er, it is ncft ed t hat
this is nEpwPyeroiids aotedrihanibi is MAFOPPRATAETER: 2l other SePUEg 64 Fobe
used. Thus, for exanple, either of the Bluetoothlg&prohgiol, or, IPQMVW
M1 4 procwomdy dermsed. Rbus Sfor sxarmple) ¢ithe of SrcBlugiopth o eratoobna Ba WLl y
non-r epl ayabl e non-repeat abl e and encrypted radi o frequency data

conmmuni capiotorelssndereustdr secure nessagi ng. These codes use inherently
secure protocols and serial nunber ciphering techni ques which may be used
to hide cl ear RoBing cuddsyesvideqsibstahtially nanréndaablcavigepeaRblel sndgneoated may
use a different code variant each tine the transm ssion of the 20 signal
108 occur gadid Blegudnsy ashicem@chniyations sgtptien®r sdvaradmtsagingm Theseqodes et ry
nmodul e

inherently secure protocols and serial number ciphering techniques which may be used to

hide clear text values required for authentication.
. Rolling codes may use a different code variant each time the transmission of the
20  signal 108 occurs. This is achieved by encrypiing the data from the code entry module
130 with a mathematical algorithm, and epsuring that successive transmissions of the
signal 108 are modified using a code and/or a look-up table known to both the code entry
module 130 and the receiver sub-system 117. Using this approach, successive
transmissions ave modified, resulting in a nom-repeatable data transfer, even if the

25  information from the code entry module 130 remains the same, The modification of the



130 with a mat hematical algorithm and ensuring that successive

transm ssions of the signal 108 are nodified using a code and/or a | ook-up
tabl e known to both the code entry nodule 130 and the receiver sub-system
117. Using this approach, successive transm ssions are nodified, resulting
in a non-repeatable data transfer, even if the 25 information fromthe
code entry nmodul e 130 remains the sane. The nodification of the - 19 -
code in the signal 108 for each transidfssion significantly reduces the

| i kel i hood .t hat, an i an access t.he_.informatio d t he

i nf or mat | G i 4 %?@E@%g? frpsmsian, ignifigently H‘?ﬁg‘ Blir"iﬂ%e@ﬁ

si gnat ur e, dat abase 105 i s shown in Flg 2.t0 be part of the 5 transmtter
sub- syst A carecesy fesiimmation edreplayip MHeIaRoRdRdIgebY R puEReR g, 6)
contai ning the database 105 of bionetaic signatures. As described above,

t he transypietiater 8wb- syst em 116 i ncl udi ng the database 105 may be

i npl enented as a renote fob, where the fob incorporates the bionetric
(e.g. fngerpriifhe biowkist $igmt&rorﬂaaabamé@$ré$1tsh0%\ieﬁg-,2 it barpaal cEilwat e
arrangenent, the biometric signature database 105 10 can be |located in the
recei ver isatlsmstics sebwsybiern § b eTlresubwiysthmt 16 moyndongirise b nikd@ry 100owkeackigcase

t he communi cati on 104 between the bionetric nodule 103 and the signature
dat abase @0bomsifing! he dRataes f105 NEH bwsswia si@ara. WAse iessbaloaboms] dat i on
channel. In the event that the secure access system 100 is being applied

to provi difGmHes Wik sieae 36 hihiifiGhe [daRRade S SBSLBE R Ga &t Dfetndtide

bi oi netri c Si gnature of the authorised user in 15 internal nenory, and the

PC can bey O‘?g& g% £ OirfcliPomil- et Gifnddie Qf.gFifthgerbrint) autherdtlt@tion

conbi natlon ionetric verification and prOX|mty nmodul e 126 in a

remote fof lgé LHe$1Rebd) ;d UhREaYe S E!""%B Y Bhtalidl '1@5“

prOX|mty ca ystens. e renote fob IS Iost by the user 101, the
| ost ' enote .f t be. t he
desi r &Y afTs oc"fr’—{%%/{nhtglﬁ recteﬁlug %ﬂ}'%%te%py of onve{’vﬁﬁonaﬁgg prlg%gi%‘?}g/]&card
systens ma oved Wt the e u stl

infrastru tg qg}_)rﬁn 25RR % O %?qg%%f ﬁ Fhseg’uaturs

transm tter sub system 116
database l{)g/ can also be perfformed over a securs wireless communication channel. In the

event that the secure access system 100 is being applied to providing secure access to a
PC, then the secured PC can store the biometric signature of the authorised user in
15 internai memory, and the PC can be integrated into the sub-system 117 of Fig. 1.

" The combination of the biometric verification and proximity module 126 in 2
remote fob provides a particularly significant advantage ovér current proximity card
systems. If the remote fob is lost by the user 101, the lost remote fob may not be used by
an una;lﬂloﬁsed person to gain the desired access. Further, the security of conventional

20 proxinﬁty card systems may be improved without the need to upgrade existing
mifrastructure.

Yig. 3 shows the method 200 of operation of the transmitier sub-system 116 of

Fig. 2. The method 200 commences with a testing step 201 in which the biometric sensor

121 in the code entry module 103 checks whether a biometric signal 102 is being

25  received. If this is not the case, then the method 200 is directed in accordance with a NO



Fig. 2. The nethod 200 comences with a testing step 201 in which the

bi onmetric sensor 121 in the code entry nodul e 103 checks whet her a .
bi onetrie signal 102 is being 25 received. If this is not the case, then
the nethod 200 is directed in accordance with a NO - 20 - arrow back to
the step 201 in a loop. If, on the other hand, the bionetric signal 102
has been received, then the nethod 200 is directed in accordance with a
YES arrow to a step 202. The step 20228onpares the received bionetric
signal 102 with _ information in the _bionetric signature database 105 in

order to &gaW peckitndhe stap 20l Bnloopc I5iogdbg o © bipmetri¢ sighg) 402 bps ¢ he
rightful user 101 of the transmtter sub-system 116. A subsequent
testing sbesp re@ivedhibek hevnethek20Q ialireeind iy dosorfanee withea StESprODtod EkRis t he

desired authentication. If the bionetric signature matching is

aut hent i c2@%dThe stem 267 eompsten the2Okives! Wometricedignah 10 with dafvowationt ih the YES
arrow to a step 204. In the step 204 the controller 107 sends the signal
112 t o t hbiofstricchignatai igtatiab 10Dincdrdarao thanrd tahibe iidohetrio gern] ssucived 1627 t o
allow the coil 129 to be excited when the proximty card nodule 126 is
pl acedsw {dthdt of BRGIEhEN dseel ClosiRherinsniv@ dub-eystadd116fhen at the next step
205, upon the proximty card nodule 126 being placed within the field of

the code entry AOgdeguedQestinptepo3 sl WhaK& ﬂl@@oﬁ?ﬁi&%ﬁaﬁ RS step 202
capacitor 131, which'in turn energizes the IC '128. The 1 C 128 then

transmts;.f8 tﬂ@@%sgfeg%u@énﬁéhﬁ%r Pt ombhe éﬁ?x{aﬂn@mg}ﬁ aRhAch t hin

the IC 12§1,e viat , to the code entry nbdul e 130. The nethod 200 is

then di r egloaehd HofGE A RUGE blheBlalid: WP POEBARKY 19 2 LB 264 °8: O Liop

Ret ur ni ng ng step the signature conparison I ndicates
that the Rj tri i 102 .S hot ngic, -a t bgen
recei ved ?P‘@ﬁ ﬁ%‘ﬁﬁ’?‘&%gﬁ% uggg%s, ehsel%na% ﬁgﬁﬁg’tﬁg “ﬁ'ﬁ'ud]?ltsmgf rlgtg:ltstggﬁ ‘it’sr? fae
accordance with a NO arrow:.back tao the 01. .l 0 al ternate

ar r ang@nme APTRAL LPREHS %P%m?%ﬂﬁ?‘ﬂgh%%’pﬁz‘g% %%ﬁi“%""?é’é&“ff@e gmé]%lgbﬁnriig step
whi ch woul d di sabl e further,opera%hﬁn of the trﬁﬂsn%i;fﬂ s%gﬁs%ste%%116
ei t her i matdnielabyis plaged wathis rapacodt the, soqecrsmyraeduls Toardpy AL S¥82, or
after a nunber of attenpts to provide the correct bionetric, signal 102.

Fig. 4 sh3fé uke theprawienitf casbmogele JR6 beingindaced pathinethe digld ofy e edfeiepiry of

Fig. 2. 25 The nethod 300 comences with a testing Steﬁi 301 which
cont i nuoushoduteH30kkhe whid i Beis expited and charges the capacitor 131, w ¢h in turn energizes

the IC 128. The IC 128 then transmits, as depicted by an arrow 132, the card number
15  stored within the IC 128, via the coil, to the code entry.module 130. The method 200 is
then directed in accordance with an ar_réw 206 back to the step 201.

" Returning to the testing step 203, if the signature comparison indicates that the
biometric signal 102 is not authentic, and has thus not been received from the proper user,
then the method 200 is directed in accordance with a NO arrow back to the step 201. In

20  an alternate arrangement, the NO arrow from the step 203 could lead to a disabling step
which would disable further operation of the transmitter sub-system 116, either
immediately upon receipt of the incorrect biometric signal 102, or after a number of
attempts to provide the correct biometric signal 102.

Fig. 4 shows the method of operation of the receiver sub-system 117 of Fig. 2.

25 The method 300 commences with a testing step 301 which continmously checks whether



the signal 108 including the card nunber has been received fromcode entry
nodul e 130. The step 301 is perfornmed by the.controller 109. As |ong-as
the signal 108 is not received the method 300 is directed in accordance
with a NOarrowin a |ooping manner back to the step 301. Wen the signa
108 is received, the nethod 300 is directed fromthe step 5 301 by neans
of a YES arrowto a step 302. In the.step 302, the controller 109 conpares
t he card numbér received by neans of he signal 108 with one or nore card

nunbers stored .in.t.h at aba 115. bsequent .t est | tep .3 kS
per for e iRy e 0B aTHERY BE Bt AEbRRTIER o (B el HRgiRaa
received Qn the si.gnal, 108 is successfully tch aqgai ,a card nunber
Stored i et b Storied by R ERET Gt Tt e dhe L Qhis Bt petvet
accordance with a YES arrow to a step 304. In the step 304 the
cont r ol | elhe Fepshadet(tisis dectedin pesPrdengn¥rth a0 REOYHR 2JBPRIPS PaaRer Raghior 11
(for exanple opening the secured door). The nethod 300 is then directed
from t he Besisp304. Fhenche sigeal 19§ 1amecgtiedvihe onthed SRO i direréedsirap tispster
Returning to the testing step 303 if the card nunber received on the

si gnal5 1030 by dmBansof 2 FEScarsst td 4 steprd®2 hibdthesfep PR, thesnodtralierdP compared! i n
t he database 115 by the controller 109 then the nethod 300 is directed

fromt he #heeaprd3f8nba reeteddaynmeans ofhthe siDabifdwitbank drgnoteeast apni3@d. As
was described in regard to Fig. 3, in an alternate arrangenent, the nethod

300 coul dstbeddh feciaeBasel 1151 he salfseguent tdathig steyi 808 is perfegadd wethe eommlliehe st ep
303 to a disabling step which would disable the receiver sub-system 117 if

the incory{gect 1% ahdl sidh 308MPahe WRAI Ruib& Sle@PbdOBIC EreDfigal MOBDRY sudestfulles. | n
t he exenpl ary enbodi nent descri bed above, the IC 128 nerely stores

| nfor mat i gihBy 5%}&5{ DL BirBeiibdl & BRHEBARNES theh RhPRebl SOMRLdir6ted
enbodi nent, the TC 128 may be a smart card chip which may be used to store

one og, m{nea&ﬁgggm%e??%u Welih 238, td0@. uni que card nunber. Such an

enbodi ment provi des par ar advantages 25 where the transmtter

sub-system 116u#pf‘rﬁg?tieﬁgg%ﬁ%dc(}n?roﬂgtyidgige(lﬁsoﬁl%%ﬁ%&&'Siglgflﬁj(mg%n&(@t%d - 22

- IC }28 may furtt sé a nenor wn) containing a "stored
val e, oBESTTLAP R TRGAs Bl FEPRY T B DEp30ER pisin i o
tr ahspor t the step 304 as depicted by an arrow 305 back to the step 301.
- Returning to the testing step 303 if the card number received on the signal 108 is
15 not successfully matched against card number stored in the database 115 by the coniroller
109 then the method 300 is directed from the step 303 in accordance with a NO arrow
back to the step 301. As was described in regard to Fig. 3, in an alternate arrangement,
the method 300 could be directed, if the card number match is negative, from the step 303
to a disabling step which would disable the receiver sub-system 117 if the incorrect card
20 nmnb& where received once or a number of times.
In the exemplary embodiment described above, the IC. 128 merely stores
information in the form of a unique card number. In an alternative embodiment, the IC
128 may be a smart card chip which may be used to store one or more other values as

well as the unique card number. Such an embodiment provides particular advantages

25  where the transmitter sub-system 116 is being used to pay for a service. For example, the



Fig. 5A shows a nethod 500 of operation of the transmtter sub-system 116
of 5 Fig. 2 where the IC 128 is a smart card chip containing a stored

~val ue representing an anount of nobney, in accordance with the alternative
‘enbodi ment The net hod 500 conmences-with a testing step 501 in which the
bi onetric sensor 121 in the code entry nodul e 103 checks whether a

bi onmetric signal 102 is being received. If this is not the case, then the
met hod 500 is directed in accordance Wth a NO arrow back to the step 501
10 in a loop, If, on the-other hand, th i oretric signal 102 has heen
recei ved, 14 ﬁé’% Ee THERE oRPIRIse % nﬁﬁle‘%t@ﬂpisﬁ‘w&@cﬁ)‘?‘ﬁ%‘g‘g i TR V%%ear row
to a step 502. The step 502 conpares_the received bionetric .signal_ 102

Wi th i nf CicRESBeNSAE fap arREnt st awaney whets the Mepyraitigeasubsyaiemid g if heipg hed Tor,
ensure that the bionetric signal received 102 is that of the rightful user
101 of t heayingths frire oren besdr-ofyes ferm afeibli¢ Gapspg¥sequent testing step 503
checks whether the conparison in the step 502 yields the desired

aut hent i cat i on.Figf5A lskovn o methadc509i qfmperation i thehrangmitier sul-bystank ¢4¢ €8, t hen
the nethod 500 is directed in accordance with a YES arrow to a step 504.

| n t hes subigequetivke tledlt EX¥istah@naoodrd adhipe cortfiding ensdored lvelus irggredeniidPan o t he
switch nodule 113 to close the nornmally open switch 127 to allow the coil
129 to beafxsitt@nwegNid hecoRiaaxe WithytheCalteatikilve ekiBbdinenp| dhednethod500 r ange
of the code entry nodul e 130 Then at the next step 505, upon the proximty

modul e 128, hakigs RiBCLMstHet fég15618 Fhith dhobiokdagicCealr anl fiy tieedde @nd30, t he
coil 129 1s excited and charges the capacitor 131, which in turn energizes

the 1C 12hoadigq 08 Cndckd by b1ABAMIE Sigrf 1010R eBivddierrani YndiBe t he

card nunber "store n e IC 128, via the coil, to the code entry

dul . & - . : kM I
01 g g o B RSB ER O N o« 12

recei ves ¥ eplc w fromthe code entry
nodul e _130. I n the described ars gngene . ' 3. Y Vi a
the cofl D@ IoRR | ﬁgoﬁiheao Erglé%%:bn RAa. %E%%%Q?’ﬁ?%gé%e&ethégﬁgﬁé%@? t he

| C 128 decrenents the stored value by._.a etern ned a n I

pr edet er nFEWds 090y hrectid yo AEGPF ﬁﬁ%ﬁ%ﬁﬂ%%ég%ﬁ g&JOn&%eyl%é?o?or
exanple. In another alternative enbodi ment,. the sign 33 received from

"the code éWP@TGWJP@“E@%W&WﬁéO%W I‘B%mi“?ﬁﬂnc’ﬁt ﬁé“’é‘f?ﬁa‘h&l&ﬂ? Fhat

needs to be decrenmented fromthe stored value in_step 507. ] n_thi

i nst ance, database 10528 efder enensurs thak they Blometricapigeal yyeevpd Uioiinthat B%Fh(?sent ed

by the value received fromthe code entry nodule 130. Accordingly, the

st ored valrightfulsiser 8 @f éresranendittey sutnsystasuhio-(i . e., either predeterm ned or

vari abl e) depending on the information (such as the card nunber) contained

in thessecure agcamsequignattink32emAtd thekpvdiiher the epstharieon dethaaerSWBas to

| eave the user's hand. Follow ng step 507, the nmethod 500 is then directed

i n accor dagges Wetdasiodd ankawcid. bifake biomdide sicegtufsOrbatching is B@heitivada
met hod 510 of operation of the receiver sub-system 117 of Fig. 5 2 where

the | C 128 Sk heeifisd0 Rankcehin acondaicaiwith 4 NESsiroweth o alepS0éf Iiite  SA.
The net hod 510 conmences with a testing step 511 which continuously checks

whet her t '%ﬁbs%'g&lrﬁ@'steégﬁz; HRCLaEionE: {07eseRad thenipmaT 12NBIhdSRICH 6&ilY ¢l fr om
code entry nodule 130.
close the normally open switch 127 to allow the coil 129 to be excited when the proximity
20 module 126 is placed within range of the code entry module 130. Then at the next step
505, upon the proximity module 126 being placed within the field of the code entry
module 130, the coil 129 is excited and charges the capacitor 131, which in turn energizes
the IC 128. The IC 128 then transmits, as depicted by the arrow 132, the card number

stored within the IC 128, via the coil, to the code entry module 130.



The step 511 is perfornmed by the controller 109. As |long as the signal 108
is not received the process 510 is directed in accordance with a NO arrow
in a |l ooping manner back to to the step 511. When the signal 108 is
received, the nethod 510 is directed fromthe step 511 by neans of a YES
arrow tea step 512. In the step 512, the controller 109 conpares the card
nunber received by neans of the si&nral 108 with the card nunbers stored in

t he database 115. A subseggﬁent testin ste(g 513 is perforne%ﬁ)()tthe

control | er Abfe negt stap 504, Eﬁﬁ?ﬂﬂngwgﬂ%é? TeREREH Sl ats s Phe si gnal

108 is successfully matched against a 0.5 card nunber stored in the

dat ab#seroys! 3héwen the orde erdy Badnle §3Q1 Incbe describpedpasemeticthe sigpal - with a
YES arrow to a step 514. In the step 514, the controller 109 sends a

si gnall33 sseteayadede HeawhiliP9 artingws B¥4cave BitgmaThangt theaegsoder 2Ht e nodul e
130 indicating that the card nunber was successfully matched. In the

al t er natlize edeerdpomintiet stekd Faire Yyle prdieicambei taniypninhTols prbdetgtonsgd val ue 5
shoul d be de,crenented (i.e., the anmount of the fare) is predeterm ned.

HoweV @fouhtm ey Ceppéseai e TRB or 4 hepy amalbis, iy enliple. t heamtier elfervativee shoul d
be decrenented nmay be variable (e.g., where the fare is variable). In this

| NSt aREBdikddae, Thefiglal 13%rc08Yed AGh Wiskecole\Lalry todaiR186 anlyimgudeevalad ue of the
fare. At step 515, if the code entry nodule 130 determ nes that the stored

val ue ultxt%ce%:lgg IR duhfat Rdd 8 6 ddch@ibntdacomR thodoed Qalus iditeesoBdIby a YES

arrow tep 516. The code entry nodule 130 may read a particul ar

fEect 'ef]’]?s'ia%%é, thd 16N ¢! foorbaBnk Il ShRIIT IS b tHefncthP feprbstitbdiBy iife MOr € t han

value received from the code entry module 130, Accordingly, the stored value is
0 decremented by an amount (i.c., either predetermined or variable) depending on the
information (such as the card number) contained in the secure access signal 132 and the
proximity module 126 never has to leave the user’s hand. Following step 507, the method

500 is then directed in accordance with an arrow 508 back to the step 501.
Fig. 5B shows a method 510 of operation of the receiver sub-system 117 of Fig.
5 2 where the IC 128 is the smart card chip containing the stored value of Fig. 5A. The
methed 510 commences with a testing step 511 which continuously checks whether the
signal 108 including the card number has been received from code entry module 130.
The step 511 is perfonmed by the controller 109. As long as the signal 108 is not received
the process 510 is directed in accordance with a NO arrow in a Ioﬁping manner back to
10 the step 511. When the signal 108 is received, the method 510 is directed from the step
511 by means of a YES arrow to.a step 512. In the step 512, the controlier 109 compares
the card number received by means of the signal 108 with the card numbers stored in the
databass 115. A subsequent testing step 513 is performed by the controller 109, In the
step 513 if the card number received on the signal 108 is successfully matched against &

s card number stored in fhe database 115 then the method 510 is directed in accordance



At step 516, the code entry nodule 130 sends the signal 133 to the
proximty nodule 126 to indicate that the stored val ue shoul d be
decreme.nted by the predeternined 15 anount As described above, the signal
133 may include a value indicating an anount that needs to be decrenented
fromthe stored value. At step 516, the code entry nodul e 130 may” al so
send a further signal to the controller 109 which in turn sends a signal
110 to the controlled item111. In this instance, the controlled item may
nmerely produce an audi ble tone indicating that the fare has been pai d.
Alternatively, the controlled itemZt1 20 nay open a gate or enable a

turnstile. nmet hod 510 Ji.s then dir ed fromth ep,_516 as depicted
by an &’F&d&%%ww %8“??%%&8;&55@’ %gé‘t*g? ﬁ?‘ﬁﬂm{c‘fﬁ?i e‘ﬁé?ﬁ"%fsatgep 513 if
the card nunber received on the signal 108 is_not successfu 'o*‘g rrgtched
agai nstereeseated byBEpw B4 0EF1g. 3 i%‘@eﬁ%éeaﬁ%én‘id}%e indicating, &9109 t hen

the method 510 is directed fromthe step 513 in accordance with a NO arrow
25 bac kumbentvas sgeespsiglivimaiched-hi s i nstance, the controller 109 may send a
signal 110 to the - 25 - controlled item 111 which then sounds an

audi bl e al er In the altenditieet @nbddimenttoé Figa 5., theseommmt b aiiqbethel stoRE@Si ng t o
the testing step 515, if the code entry nodul e 130 determ nes that the

st osed gh@ildiee idscrbmasted fian thé embantef thd Bwc)tib prodetomainsd.5 Howewerdirest ed from
the step 515 in 5 accordance with a NO arrow back to the step 511. Again

in thi g € ethe tahRouaO BY rwhick rthe 6@rethyalse rlowd Hegdadrenidfed may He
controlled item 111 which then sounds an audible alert to indicate that

: Ee f argrifis (9! wheehdairdlis Vanable% | B tbseinerRg iHeRRgnab i 34-ng$ indhieand 513,
e code entry nmodule 130 may include a liquid crystal display (LCD)
screen vﬁﬁ%trepi‘@é%ﬂﬁﬁg #0505 v hkdicng: feedback to the user 101.
© At step 515, if the code entry module 130 determines that the stored value is
10 more than the fare, then the method 510 is directed by a YES arrow to a step 516. The
code-entry module 130 may read a particular memory address in the IC 128 to determine
if the stored value is more than the fare.
' At step 516, the code entry module 130 sends the signal 133 io the proximity
module 126 to indicate that the stored value should be decremented by the predetermined
15 amount. As described above, the signal 133 may include a value indicating an amount
that needs to be decremented from the stored value. At step 516, the code entry module
130 may also send a further signal to the coniroller 109 which in turn sends a signal 110
to the controlled item 111. In this instance, the controlled item may merely produce an
andible tone indicating that the fare has been paid. Alternatively, the conirolied item 111
20 may open a gate or enable a turnstile, The method 510 is then directed from the step 516
as depicted by an arrow 517 back to the step 511,
Returning to the testing step 513 if the card number received on the signal 108 is
not successfully matched against card number stored in the database 115 by the controller

109 then the method 510 is directed from the step 513 in accordance with a NO arrow

25  back to the step 511. In this instance, the controller 109 may send a signal 110 to the



10 In this instance, at step 515, the code entry nodule 130 may display
the amount of the fare as well as the anount of the stored val ue
representing the remai ni ng anount of noney on the proximty card nodul e
126. The transmitter sub-system 116 as described with reference to
Figs. 5A and 5B may al so be configured to enable value to be added to the
stored val ue.. For exanple, a 15 cash station simlar to a train ticket
vendi ng nachi ne may be configured wi t-B5a card reader simlar to the code
entry nodule 130. In this instance, upon entering an anmount of noney into
t he vendigtroliashitene 1 e vich fhpp sennds e andiblecaderb o) indivgtegiba thelifarg has Botonet ri c
request to the bio sensor 121, the proximty nodule 126 may be pl aced
within tHeehpglld of the card reader 130 of the vendi ng nachine. The card
reader 130 may then send a signal 20 to proximty nodule 126 indicating

t he val ue of t RetmAgYo drttestad sy H1 S, hitthe eodl adrynmaodhiledé3Gdetetaires that
correspondi ng anount by which the stored value is to be increnented.

The transgik kbR value iS)esd @h hkbiate) teh did1goddaes Bs idirbcte® ighethd 4i8p a18lint he
proximty nmodule 126 may al so include an LCD screen (not shown) for

provi dj NohckagtacHitht ONDNRrove Bick kB the sT&eSﬂ-lCDAgﬁih,eﬁrtbjmﬂstﬂﬁeMﬁ@doﬁh@ﬂer

di splaying information, such 25 as the stored val ue, stored on the

transmitt S L | e LRI ILA HERANAE wiRth BbERowIE an audiblealdf the
met hod 50%{9%3%%%30 t&fei)%ortgﬁggn%ﬁt%tmg? sub-s%tem 1160nayaréiaspl aey t he

anount Ofto.tiﬂﬁcaﬁt@ﬁﬁttﬁéga‘fi‘@ﬁis&?b&%ﬁ;}mynt of the stored val ue representing

t he remai ni'ng anoun noney s ed in the IC of the proximty nodul e
126. In this instanc the LCD. and, th [ i . itter
sub- system 116 FosEIET 8 s'éé%‘é‘f?%’%}é%ogi.eg. E,H’a gqlt?alt%toer éﬁ%f%or at ed
within the renote foh). his.ipstance, the user 10 etermpe the
anmount of I ﬁi@?sﬁab&’ﬁﬁa%wﬁ{ga@ SERE E’PEA 3€%frm8t?§fn§fé?‘é’ﬁ??§%%ﬁ§‘§%ﬁé’genti ng
a bionetric request. After the bionetric s,been aut henticated in, the
mannet? delicthispestangsottesten Heo: ho et %‘Fyt‘ﬂ%‘{] ey %‘annté? aE’Q“‘gi %fg?%yed on
the LCD. The I'C 128 may al so be used to_store personal details, health
records, feceumelily theiamevat of e steied) valurerepTopting; the IFURBEEANIBRAPL and/ or
other pertinent data. Again, after a bionetric has been authenticated in
t he mannemodesar thbpwx ity eard mindnjsd2onal details, nedical records, account
bal ances and/or PIN may be di splayed on the LCD. The I C 128 may
al so be used t Ollsttememitted istib-sysaérh 1il 6 s desstibahwith refoegncator Bigo 5 nd Mept  of
the date and tine that the user 101 attenpted to gain access to the
- control | ehalytaBmbt2dbidilgurds torkddbidoeatetendye dideld tonthel stored vdied. ofgr exhmpleCs such
as the 1C 128 .may al so be used
15  cash station similar to a train ticket vending machine may be configured with a card
reader éimjla: io the code entry module 130. In this instance, upon entering an amount of
money into the vending machine (e.g., via a note collector) and providing a biomeric
request to the bio sensor 121, the proximity module 126 may be placed within the field of
the card reader 130 of the vending machine. The card reader 130 may then send a signal
20 to proﬁimity module 126 indicating the value of the money entered into the vending
machine and the corresponding amount by which the stored value is to be incremented.
The fransmitter sub-system 116 including the switch module 113 and the
proximity module 126 may also include an LCD screen (not shown) for providing

feedback to the user 101.  The LCD screen may be used for displaying information, such

25 as the stored value, stored on the transmitter sub-system 116. In this instance, at step 507



to generate a one-tinme dynam c password for use in online banking
~.applications or the like. If the identity of the user 101 is authenticated
successful 'y upon the user presenting a particular bionetric (e.g., an

i ndex finger), as described above, then the bionetric 20 nodul e 103 sends
the signal 106 to the controller 107. The controller 107 may then access a
key stored in-'a key database 113 (not shown) and generate a one-tine
password using the key and the current2é-i me which the controller 107
determ nes froma clock (not shown). The password may be displ ayed on the

LCD. The phibsmstitbdip, the L§Ehefthe anumittersubtrystRsA 16 noyydispiayrihe kgowittofim
However, any suitable encryption algorithmmy be 25 used (e.g., Data
Encr ypt i otheShmrmanel aDRSEmoBhtoffthe kiorddntduaebresanding Eﬁmnﬁhﬁmg/mnbm of- 27 -
Al gorithm (1 DEA)). The user may then provide the generated password read

fromthe hiche} Gtofd iRitHelI€ RE tHeaghrd-amityenotle Vica IR fREHhSan®) the Qe thand
communi cations network (see Fig. 11) in order to make an online banking

transacti o ifDide8%8R¢ Banshiferd mnsgmem €16 HH-ySdRiRd b9 20batrny (€f., hhe

descri bed enbodi rents may be 5 -used in autonotive applications where the

contr ol | egapd¢ ﬂlc&\:'/;%réltéi M&gn %Fefn%'tc $08§ Kir @isQhstancE, %e uéEP €0 By 'delelBfle! t €M

111 may al so activate or deactivate an engi ne | mobi [ ser.
the amount of money remaining on the transmiiter sub-system 116 by presenting a

biometric request. After the biomeiric has been authenticated in the mamner described
above, Ithe amount of the stored value may be displayed on the LCD.
The IC 128 may also be used to store personal details, health records, account
10 balances, personal identification numbers (PfN) and/or other pertinent data. Again, after
a blomeinc has been authenticated in the manner described above, the personal details,
medlcal records, account balances and/or PIN may be displayed on the LCD.
The IC 128 may also be used to store audit trail information so that a recdrd is
kept of the date and time that the user 101 attempted to gain access to the controlled item
15 111
| As will be described in detail below, the ICs such as the IC 128 may also be used
to generate a one-time dynamic password for use in online banking applications or the
like. If the identity of the user 101 is authenticated successfully upon the user presenting
a particular biometric (e.g., an index finger), as described above, then the biometric
20 module 103 seﬁs the signal 106 to the controller 107. The coniroller 107 may then
access a key stored in 2 key database 113 (not shown) and generate a one-time password
using the key and the current time which the controller 107 determines from 2 clock (not
shown). The password may be displayed on the LCD. The password may be generated
using the RSA encryption algorithm. However, any suitable encryption algorithm may be

25 used (e.g., Data Encryption Standard (DES), Blowfish, International Data Encryption



The transmtter sub-system 116 of any of the enbodi nents descri bed may

al so be used in resort areas, hotels, theme parks or the like. In this

i nstance, the internal operators of the resort areas, hotels and thene
parks may issue the transmtter sub-system 10 116 incorporated within a
renote fob, for exanple, to the user 101. The user 101 may then operate
the transmtter sub-system 116 within the confines of the resort, hotel or
theme park to enter their roomor to 4¥ve a go on a ride, where the code
entry nmodul e 130 i's mounted on a door janb or near a gate, respectively.
Any sui t ableerifie (EAN-c Thetraidnmnihen @rosee theogenggisd| nesswasd roed e ihq D

dat abase 15 105 with bionetric signatures. Bionetric signatures nay be
added to HEE tegerauiBnticatiopsstyen 08 operseabcempiicomd ermmenieslignenat®srk For
exanple, if a bionmetric signal has been received by the bionetric nodul e
103 and t{see Eigel )liDoriat wonsie ah@Blinebamking t2ansactiongfoysxatiplen t he recei ved

bi onmetric may be treated as an "admnistrator.” This would be the case,
for exanpl e, i fThehgarBintitetsubaystadulie ditiyi & the Wesnitled asbodiments hegnbaised,
or if 20 the user 101 has erased all the information in the database 105.
The adsri M iR bGbmEEYe hsplitatidhe wilsid thé Yohwolidare tiatis tsd @nksl, lofloig exanpl e,
in the database 105. Another type of user may be terned an "ordinary user"”

and nmay ngk HaYBodthfied RBANIL iday ol 28RS of R ciHAlParSInSne Snindbilib&, dat abase
105. - The f the bionetric nodule 103, whether this is

first user 0
the user who 25rpufGRASES b8y 44 € of Ahy b e iSRodthOPEQEIRIEnA  BisgrodUl &

4
103 after all data pbeen - 28 - erased fromthe database 105, may be

as
T L B 1 980 AR EBLerh e b b g
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Figs. 9, 12 and 14 may be_ inplenented _as software,. such_as appl.ication.
proogr am iR aperais B FrnSRitier Shb-RYSieR légrﬁﬂﬁ‘i‘l%rth‘"sﬁ%ntﬁé‘ﬁﬁf gre repaqs Weofd ok ) ar
the method steps for providing secure access are effected by ir&structi ons
in the soffrewemark teamitheirgarniostP ke agme & die sderedhe erdeppiry medpledslct i ve
processor nodul es 107 and 109 in the sub-systens 116 and 117. The

i nstruct i tsTsowmsd drea fionrjaub esnegnesye, mepestivdle nodul es, each for

perform ng one or nore particular tasks. The software may al so be divided
into two separ ahay paitdbl andrseaving misthad frhasshe yred forpepilatingsthe heer pP dglabisgn of
secure access nethods and a second part nmanages a user interface between
the fijgst 1parditantbhdi8e iiRkturebhe Bimbdiviar sgmanyred eagtlor edied ntoathe SuseodPut er
readabl e nedi um including the storage devices described bel ow, for

exanpl e. Fh@bhselowaGlciched Radate dnbishst NO5S Wor Sxahpiepif klifomarc kighal ham t he
conput er readable nmedium and is then executed under direction of the

respect i VgoQf ACESSP by TR loftddrhoand 113%nd/the URRUIDE Hathifaelabb en Meliuifn

havi ng such software”or conputer programrecorded on it is a conputer
program pr, T il 8 AP AP B Ekor 20 Hid woliR b
conput er Sﬁlgbgﬂ%%'l @gé’#eg?fglan a‘fcjva tﬂaeg%%us appar at us foorr provi si on eof
secure acgess. The . f A cri pt i i L i i o t he
Cransmi tt&9e %aﬁ%,_fgglngaé?ﬁle_t%%%h(@%%tgg ﬁ}({}dgf)e di(%ris n@v%{l%%ﬂepﬁéeﬁ%bdﬁﬁr §0

] f however escrlphlon applies 1 n géeneral to
' i - 17.. T b
1E o?nggz,%r ﬁté%’?oﬁﬁ’n ?rlgfyglfeiﬁerlar e%%lt%g&l?i‘gtﬁ%%s éfsotlt be’{’p %‘ﬁg-a%yt assg éﬁ?mﬁ{g SR S

have the ability to amend data stored, for example, in the database 105. Another type of

user may be termed an “ordinary user” and may not have the capability to amend the data

stored in the database 103.

The first user of the biometric module 103, whether this is the user who

25  purchases the module, or the user who programs the module 103 after all data has been



- 29 - 116, by the controller nodule 107, input devices such as the bio
.sensor 121, output devices including the LEDs 122, the audi o device 124
and the switch nodul e 113. The controller nodule 107 typically

i ncludes at | east one processor unit 1005, and a nenory unit 1006, for
exanpl e formed from sem conductor random access nenory 5 (RAM and read
only nmenory (ROM. The controller nodule 107 al so includes a nunber of

i nput/output (I/0O interfaces includi-ng-an audi o-video interface 1007 that
couples to the LED display 122 and audi o speaker 124, an I/ O interface
1013 for erhmdlﬁmnsﬁaslatabﬂszm}émﬂayheaxﬁwmataiallmatagms&d& anldienisisirdteh Thidul e
113 is connected to the proximty nodule 126. 10The conponents 1005, 1007,
1013 and #R0&dmihistrher eat diedct Gie syoehtl B001H7eithepucrb furbeniinibiaitersyba an

i nt erconnected bus 1004 and in a manner which results in a conventi onal

node of Oﬂ%dlf%(ﬁﬂyh CRAhED iy 18efs known to those in the rel evant

art. Typi ca the application program nodules for the transmtter

sub- system 116 gag & [Pkt Blobk §1aPREDEY 11 A0e TOY inG, 2rBrclchidthsad d

controlled in their execution by t processor 1005. "I nternediate

storag ;mﬁaea&ésg%&ﬂb&nﬁeg&xfe%%ﬁ g%&gel%g%g %ﬁgﬁﬁgkﬁtéﬁ %%123]1»5 and a

net wor or exanpl'e acco nmory
1006, I =gl B R I l‘!v}%‘%%llﬁe 509%@“6%%%95%‘?%? Bn3t ) e

sof tware Isob :ied i nt.o thetransmtter ) m116
from ot he?ndgi;JrT‘BE’f g‘? s W éu‘fkéasgapphS“\‘Pé’Ppé %Mﬁ“@egt%

network). The term "conputer readabl e 1lilsed gerel n,yefers to any
stor age oWithinAhe GPREREH SYRtem APt ni Pagtic ?rcﬂt?a?]@‘z‘ SEBS &% IPHGBFESFEict | ons
‘and/or data to the transmtter sub-system 116 for execution and/or
processi naccemxappifectedby nssmatims i thesofiwara dat #p sppipd gpkpagder Bi%€ t ape,
CD-ROM a hard disk drive, a ROMor integrated circuit, a. net o- opti cal
di sk, 10r thecrespsdivr proeessabmodsles d0D8nd U6 m@asﬁe&ﬂw&h@%gl% hdBei ke,
whet her or not such devices are internal or external - 30 - of the
transnit t éustrsations yetyen fitfhied Bx anploemoné codameodilss,icerh fudicsformigg e oradi o
or infra-red transm ssion channels as well as a network connection to

anot her ceafmpehRficuddr taksWIThk ecftwkerw irag alsalbe divided intcetwoeseparate patts, anwhish
including e-mail transm ssions and information recorded on Wbsites and
the Iike. ,5fligar pbfoAfidihé blowifiomotitcalettRnbetifids angesenhd bat manabkiang t he

proximty
user interface between the first-part and the user. The software may be stored in a

15 computer readable medium, includiﬁg the storage devices described below, for example.
The @ﬁwme is loaded info the sub-systems 116 and 117 from the computer readable
medium, and is then executed under direction of the respective processor modules 107
and 109. A computer readable .medium having such sofiware or computer program
recorded on it is a computer program product. The use of the computer program product

20 in the computer preferably effects an advantageous apparatus for provision of secure
ACCess.. '

The following description is directed primarily to the transmitter sub-system 116,
however the descripﬁoﬁ applies in general to the operation of the receiver sub-system

117. The computer system 100’ is formed, having regard to the transmitter sub-system



nmodule in Fig. 2. Fig. 7A shows the proximty arrangenent of Fig. 2, in
whi ch the control signal 112 fromthe controller 107 of the transmtter
sub-system 116 is used to control the switch nodule 113. Wen the switch.
127 is open, the series circuit conprising the IC 128, the coil 129 and

t he capacitor 131 is open, and thus the proximty 10 nodule 126 is

di sabl ed and cannot operate when it is brought into the field emtted by
the code entry nodul e 130. Wien the s@#tch 127 is closed, the series
circuit conprising the I1C 128, the coil 129 and the capacitor 131 is

cl osed, did, bhube chwrqbienmasuley! 0Fp durug degisey suchnasbibe dbiarrgnsoar 2pePrtp¥im i t s
desi gnat ed functions when brought into the field emtted by the code entry
modul e 13Rvicksinthilmgsxe Hige R the dulio deviveld4 asd Hoawitdidodednlbb a sinple 15

binary signal, in which for exanple one voltage | evel can cause the switch
127 to be in e copediepindtinle 107 dymsuliiyindtudes lat Rge ohepwicessanuniel 098, dode swi t ch
127 to be in an open state. Fig. 7B shows an al ternate arrangenent

702 in Whh&ho®r RGONI06] For SREPIE fdfkdNAsmAasesREdndaCctol Faidbin SRBPrinsintgy an | C
705, a coil 707 and a capacitor 706 that is permanently closed, and in
this arr Bhd r8adC oMY "1BEmSHIFROMS 03 TRS RbkiedIfer otinRPRI7kIk® inckiedfa the | C

705 directly.” In this arrangenent, the control signal can in one exanple

conpri se W%@gﬁ@g@%@%%fu &e%afnicﬁﬁm%eaiﬁ bo-vithb NSitdabd 1 RI7embaYer s

of securi en the controller 107 (see Fig. 2) and the IC

ol ool PP BRIl f‘n%i?é}"ﬁ?ﬂ*g#aﬁ%‘é&ﬁ?&f . L%‘%F‘Sé‘%“ﬁé%ﬁ????@%‘am the
I C 705. U A C [ 2 . . , I C
705 1 orai WEEE0I B FO A FRBTR A o par Bt (e f sof b o 1

-31 - seconds), W(i‘]gg n this period the proximty nodule 704 is enabl ed and
may be plHESEAIMe #er 101 within range of a radio frequency field
being emtted by a code entry nodule 130. Although the arra nt, of Fig.
713 sHows oneltseqopmmpenenty FQS, ¥9Q)7ra lgybﬁ“qswoég,tﬁ%?%é'@%ma‘h&%ﬁ@ﬁ%l% be
used which share sone of the conponents such as the coils and/or 5 the
capaci t or sommunicate T agoimigreonngeted busd 00 adt We  cBaRyes| Wirh fﬁs??téﬂa the IC
705 can be inplenmented using data and/or address bus communi cations, via a
di rect busonventivmel mode dfepwtion pfibe controllsk L @7 kaoyn tgMepse fiethe celygt art.
Alternatively, the comunication between the controller 107 and the I C 705
can be i npl enepiediyytic ngplication pargrire ssodniasfomibe dtengmitie0 subssysicfa bl are
conprising the series circuit of the IC 705, the coil 707 and the

capaci t or yc&fint g ©eAbBCI006SROB M) AFcrhd ol contreliédimathéie txuestion Yiethe
controller 107 and the IIC 705 is a software interface. Any suitable

CoNt agk| e5meERBTHSC AhoRiedidlh ok IAY phtffri ant aiydata fetchednipdre e bie
controller 107 may conmunicate with the 1 C 705 according to the Sliding

W ndow Pr 8&989}1121( SYP), nefrik Ifor SxSHBIS HiMbd Q&oﬁ%ﬁbﬂeﬁ @6Gees BAS Bmkef Fi g.

2 can, using the proximty nodule arrangenent of Fig. 7B, support multiple

sel ect abl e _proxi Ml ¥ |+ ﬁ@%t BERBnodTes may rRRpplidde

bi onet ri cmﬁc%é)ﬁfgéﬂfosln@&éilg. C%'?’g%%ta r V\n&'?grt he al?di 0 ﬁ%nsdugglrl 124, the
LED indicators 122 and the .hi [ g‘g% i r ARot. S08ndowever
the bione ‘3‘&3%5‘%?811?% glﬁstgﬁh%gﬂg&se 69663f§ﬁci:lon rol a{s%%lgect ors

desi gnat e(cj:an also be loaded into the transmitter sub-system 116 from other computer readable

et

20 media (e.g., over a communications network). The term "computer readable medium" as
used herein refers to any storage or transmission medium that participates in providing
instrucﬁons and/or data to the transmitter sub-system 116 for execution and/or processing.
Examples of storege media include floppy disks, magnetic tape, CD-ROM, a hard disk
drive, a ROM or integrated circuit, a magneto-optical disk, or a computer readable card

ns  such as a PCMCIA card and the like, whether or not such devices are internal or external



20 selectors 1-4 in the present exanple for selecting one or nore control
functions. A greater or smaller nunber of selectors can be incorporated as
desired. Furthernore, the nbdule 103 has an LCD di splay 802. According to
this arrangenent, once the identity of the user 101 is authenticated
successfully, the user may sel ect one of the set 801 of the selectors such
as the selector 25 designated "1". In response to such a selection, the

bi ometric nodul e 103 sends a signal - 32- 803 to the controller 107. Upon
receiving the signal 803, the controller 107 sends a control signal on a
control |sntheStahbmiter aueystas 1084 Bxgnplex ofrtrhnsniisitl @edid GAcluddprudio ecei vi ng
the signal 807A fromthe controller 107, the proximty nodul e 806A remains

enabl ed fQkagePHaselieidH Hatndeh @SNk a heéorkeotnectib® W atdthdricoRpsRE ands) .
Wthin this period 5 the proximty nodul e 806A is enabled and nmay be

pl aced by 101 4t ® h&Gud; MrahbRissloRebtg
emtted bx;étﬁ‘é‘%&é(&ji&eg?}c?,r gmrmttﬂdéulrhé&%g. r%ﬁ&@%ﬂuﬁ%%ﬁ?c m)dulg 103, the

controll e&fﬁ%ﬁ%&%ﬁ%}{&%d@%ﬁfé%ﬁésymﬁfmél@% proximty nmodul es (e.g., 806A,

806B) may, e 1 ncorporat within a renote fob or nobile

stephgne, L oueplero bl Sl b DY redioh 0 el nd Rltbabece

105. The arran can pe use O I nhcorpor nunber of
different | (e.g.,.705A, . 705B) (being t.he servic vigder spegcific

el ement s ?‘Hgﬁlﬁe‘ncigg'r %sg)@naﬁgmﬁ%so‘i’lerm?%nﬂgdﬁ?a@%?n?xﬁ d?@?‘ng’l & F’glac‘ﬁs ftter
sub-system 116, each I C and associ ate roxi mty nodul e being.assqci at ed
with a di peaobsisnalelld; fzam ﬁ%wrt&@i‘ﬂ( é%'g HP?EG ‘W‘é‘ﬂ%/t?ﬂf S“%ﬂ@ﬁ?kéﬂ%ﬁ( ?5)5,8 %"

AVERI CAN EXPRESS(r) and so _on). This arrangenent woul d enabl e the user
101, af t epotbiodrihe rswitch Smedmiadidi c When the swildh d27 1t HESBp B0 PFICaL By vi ce
provi der by pressing the appropriate selector in the set 801 of selectors,
and to theompmisimgtht A6 128 rthe spibh2f myl the srvasiteryl v aven. swbilvs hedremaily | d
emtted by the code entry nodule 130. In fact, all of the prqxinit%

nmodul es | Arduleor2atedisibiddentvamiot apemict wisn ibislbrongbt istn the Seldramitied bigthBr ought
into the field emtted by the code entry nodul e 130 however only the
desired peodd eittyymome!t 30. 30B 86 sivitclenabiedodey, thheerisgrirabit 8@Bprising the  The
LCD di splay 802 can show the user 101 which service provider has been

sel ect ed, yt:hegahy cSPHY Afithcdpacitdie 3Usesiodlpdndtihe Hesiokaditsmndile &2@isovi der
has been sel ected. The display 802 can be provided before the user places
the proxi gbﬁMe o2 r?@ﬂoﬂn its ARG Aot RACHBES FheR ot it thelield bitied by
correspondi ng code entry nodule 130. - 33 - In a nore general case,

the various. Sges gg\%@% P34, 1 (s AREM AR A contB0 Gnat 800 Rn 4% Sitple

associ ate S ers erse fields, nanely financial
security, ,aut onotiv.e, ..ndivi 50 kfol | on and th B9, 6am Have
di f f er'ént b%ﬁﬁ%%é&%%#ﬁ%%%@%ﬁ@?%%ﬁ%@%m ry tﬁncgﬁl es such as 130.

Therefore ’optén!l1 gfa‘!e??ndl%%t%br J&%Ee level can cause the switch 127 to be in an open state.

| Fig. 7B shows an alternate arrangement 702 in which a proximity module 704
has a series circuit comprising' an IC 705, a coil 707 and a capacitor 706 that is
permanently closed, and in this arrangement, a control signal 703 controls the operation

20 of the:IC 705 directly. In this arrangement, the control signal can in one example
compﬁse a secure encrypted communication session, using multiple layers of security if
desired, between the controller 107 (see Fig. 2) and the IC 705. In another simpler
arrangement, the control signal 703 can be & simple binary signal which merely enables or
disable‘-s the operation of the IC 705. Upon receiving the signal 112 from the controller

25 107, the IC 705 remains enabled for a predetermined period of time (e.g, four to five



5 configured within the proximty nodul es 806A, 806B nmay include a

conbi nation of 1Cs such as the known 1DD proximty IC, iCLASS IC, and

M farenvi 1 C, each for a distinct application and using a different
interface. The user 101 nmay sel ect the desired application using the set
801 of selectors, and optionally can receive feedback on the selection via
the LCD display 802. 10Security and paynent functionality may be conbi ned
using one or nore iterations of authedtication and sel ection, thus
facilitating operation wth existing infrastructure. For exanple t he

pr oxi mi t yseeande) SVEDBAhisparied theasoromily mpduls TESA eiedand meayrbeapl aged bard

uni que nunber for use in secure access and the proximty nodul e 806B and
cor r esporthe nggr 1@ #8568 muge afamadio frequesty field beilg smified byuzs eoderentrp kiodyle

cashl ess 15 paynents as described above. The controller 107 nay al so be
conf i gur exdot Altgandhriad grangomenttof Wiz, ABhnive oht baries dispenileatch Iﬁrfﬁs, other
"event - synchronous" password. Upon authentication of a user's bionetric as
descri beduwabgMEentd By b6 ssdenkich EitrEbdns of thBRonPbidn® dueli asl (hé colly aRi@ess a
key stored in" a database (e.g., the database 115). The controller 107 may

then genepatHasit@ne- 20 tine tinme-dependent password using the key and the

current tinme (as a dynam c input value), for exanple. The current tine may

be d d f
e determne g?b%}%ﬁﬁgéﬁo‘ﬁhb&%% tﬁ@o‘zonﬁlaﬂw)m@%til fHer & yast Rk Behe

arrangenent 80 e password nay be generated using the RSA
encryptiog, e 43% tgi08 db Db bhRebSord - -
Dat a Encryﬁ)?elug%iégt &g% %%%%Mﬁteroﬁgt‘}llongﬁéData Encryptlon

Algorith nl]ae(WVeDc%Ai‘:)ng controﬁer 107 and the IC 705. Alternatively, the communication between the

controlier 107 and the IC 765 can be implemented using a contactless communication

16 interface cofnp:ising the series circuit of the IC 705, the coil 707 and the capacitor 706.
The contactless c;)mmunicaﬁon interface between the controller 107 and the IC 705 is a
software interface. Any suitable contaciless communication interface may be vsed. In
one example, the controller 107 may communicate with the IC 705 according to the
Sliding Window Protocol (SWP).

15 . Fig. 8 shows how the secure access system of Fig. 2 can, using the proximity
module arrangement of Fig. 7B, support multiple selectable proximity modules (e.g.,
806A and 306B). Fig. 8 shows the biometric module 103 of Fig. 2 together with the
audio transducer 124, the LED indicators 122 and the bio sensor 121. In this arrangement
800 however the biometric module 103 also has a set 801 of control selectors designated

20 selectors 1-4 in thé present example for selecting one or more control fimctions. A greater
or smaller number of selectots can be incorporated as desired. Furthermore, the module
103 has an LCD display 802.

According to this arrangement, once the identity of the user 101 is authenticated
successfully, the user may select one of the set 801 of the selectors such as the selector

25  designated “1”. In response to such a selection, the biometric module 103 sends a signal



Accordingly, a password may be generated using the current tinme as the
~input value to the encryption process. It is noted that this is nmerely one
arrangenent, and ot her input val ues such as a sinple counter value or a-
random nunber nmay be used as with event-synchronous tokens and
asynchronous chal | enge/ response tokens. Further, other 5 mathenmati cal

al gorithns or .codes can equally be used to generate the one-tine password.
For exanple, the password may be genersated using a rolling code to
generate a different code variant each tinme the password is generated. In

this instgce th&lhbﬁﬂéﬁdrvﬂﬁpaﬁﬁwiﬁéivi@’ﬂﬁesigﬁD%O@}ﬂé cofirdller 307 Geedsand/ or a
| ook-up table known to both the code entry nodule 103 and receiver

sub- syst efankbY sichi3idAth ¢dikd! BRPEGACH 8Y658DANE: PHXRRTP MRS Js@smkwdbaﬂ ed,

resulting in a non-repeatabl e nunber. The user 101 may nake a
paynment ( . SAT i a4 L:ng t he
pr oxi m ty%crr%gﬁllggjjlé/% yrrega(]){? R?%%@]%fﬁ&@glﬁm?%bbﬁ@l gf:i'trﬁoﬁble tggg&é%%%]%%ri ate
sel ect or Jthe ; ) i i ] Al i .t he

cel cot or s EOIR e BRlEReed PERARF BRRIEE, o HPONEoRAT A @R slkel 1€
passwor d HaproRE e ReRt SRl pats TRetRe i S B e
term nal or personal go uter. ,This appr.oach sup org ppl i a&i.ons .

i ncl ndi ngaﬁ'ﬁig‘? fequeney! @ﬁﬂqeﬁ&gmgpﬁ ﬁY AEOf% FHBHTO 'Elﬁr1 @g%gglﬂ’@f’ HEarge
contact-| ess paynents at existgggﬁgayneni t%rninals” Fig 9 éhoqgménnethod
900 O}‘ oplé’foéf]ﬁdﬁ:”o?hetcl%ﬁ%%qréﬁa ¢ etE}G‘B‘ﬂBY 0 ifg.lPIS"%tya? GH dg€'=t Oome
passwor d BUFHgme et mamglsdet ingBDoBidFViiing: TRGts dph i BOwiss WA ay
then be used for naking an online paynent to a business website. In the
present exmeficewith e sontich nedplyins and the used ydatabdes 15 ng The vi Empegmecount .

The exanple provides a secure scenario as a reference to a typical
transact i ofFigH8way &e nsadotoiintdrporste afnuntter of differait IChe. L5705t ATR) Geiser i bed

bel ow i ncludi ng input fromthe user 101, bionetric reads, generation - 35
- of dynamidseRaeptbvide spelifiptlament icthe comtspanding ptoximihamodides) tmmsibgleus ed
to conduct various transactions. The net hod 900 of Fig. 9 may be

i pl enent ¢Qn@SinSOfiRSs@m FLE; Ra@ST@RRY b6t REDEiB Mot beifig siobigted
controlled in their éxecution by the controller 107 and being 5 resident

in the meqpay é‘%&.@‘ {V\ﬁlalgﬁcefﬁ%wdgé (&ich 187 vidhe, weApeR QRRDECAMBRESANI th a

testing step 8 n e bionetric sensor 121 in the code entry
nodul e 10 et h ' i j I ' [ LB&EhYERid |
this is n%‘t the caasgea, éot ﬁ@haﬁh%e% %%n%ggﬁllasmélﬂr%eﬁé?gg&l 1Eﬁétc__cor dlgncglcwith a
NO arrow bagk to.the st 1.i . | f

bi onet¥i ¢ prig) Stop ey 40 “P@‘S@ﬁ‘%@%&ﬁ%ﬁr"?@é 15, Regile BeMerliee |
10 accordance with a rrow to st.ep .902.. The st ep. 1 he
recei ved BEGHEE M e§‘?téﬁilo i@?‘%ﬁs’tﬁgit%hbeg@tniggﬁe ?ogeﬁ%oglagll%g’r%r%@?? %sq%gﬂnéat ure
dat abase 105 in order to ensure that the bi i C.sign r.ecei ved .102 is
Chat of _t HOSAITg haeldsanitiog By the code cnix Bofle bt b6 Al of T rh Sy
checks whether the conparison in the step 902 yields, the desj re&6

aut hent i canedsies inqorpdiaied inserthar rosmitigh aplrestomh 1 £ Redginedrengihioit e iy,

emitted by the code entry module 130 however only the desired proximity module 806A

20 18 eﬁabied by the signal 803.
The LCD dispiay 802 can show the user 101 which service provider has been
selected, thereby confirming to the user that the desired service provider has been
selected. The display 802 can be provided before the user places the proximity module

(e.z., 806A) into the field emitted by the corresponding code entry module 130.



15 then the nethod 900 is directed in accordance with-a YES arrow to a

step 904. At step 904, the controller. 107 detects sel ection of one of the

selectors of the set 801. In the present exanple, the selector "1" of the
set 801 is selected. In response to selection of the selector "1", at the
next step 905, the controller 107 displays the value, stored on one of the
| Cs, representing available finds. In the present exanple, the IC 705A is
a VISA(r) 1C 20 for making VISA(r) café-paynents and conprises the stored
val ue. The value is displayed on the LCD 802. In the present ex%n%e, t he
control ler 107 Iaiasmblayynﬁea?sﬁtbﬁm’?@ﬁw eple@ahle PEoXmEY madiics 4584 SPHe user' s
VI SATm account. At the next step 906, if within a predetermned period of
lime (e. g806B3(an deonss)atechwitbosetvied pravideny framadiverse felds snapaty fopwdalof t he
same selector (i.e., selector "1") of the set 25 801, then the nethod 900
i s di rect eduiity, agaastie edividushidentvitian podwsd on, and casphage fifferent ggerfaces

O herwi se, the nethod 900 is directed in accordance wwth a NO =ow to the
step 901. whh tBd eqpQ@Ye chii® et®V niciulesr suth &s ge0eThtrefory thy AGs7055a36kbr d
(i.e., a first dynam c password), using the RSA encryption algorithm as
descriped, Wish %mﬁ@mc@bﬁ, gv6Tp hanyaflclode 4 bembitEdoB@FT ICHI n t he
present exanple, the dynam c password generated at step 907 is "2 3 4 9 8

7 89", Thendy %%Bgﬂﬁggwg@%mty 168t Adserce abd RAgke™Mi I0pedch forse gstier at ed.

The dynam'C password a tife-dependent password where the current
Funds andSRSAIT ik eR B e o e et ed
an even: - BRIGHIGHEHE TReeharh o FARE, Hi Xpgbiy A e RS Y O T e
Step 907 PegimaraHe HHPORBGHTa or modul 6 1101 of & conputer system 1100

as shown in Fig. 11, in_order to make _.the online nt.to th j.ness
websi tile. The onPeayaiypaydrarepmert faRpBopsfity Joay d’&nﬁ%‘ggfn\“’? u51%?%e0§r %‘3"8 of

iterations of aufhentication and selection, thus facilitating operation with exigting

infrastructure.  For example, the proximity module 806A and corrésponding IC 705A
may contain a stored unique number for use in secure access and the proximity module
806B and corresponding IC 705B may contain a stored value for use in making cashiess
15 paymeﬁts as described above.
| The controller 107 may also be configured to generate a one-time dynamic
“time—ciependent” or “eveni-synchronous™ password. Upon authentication of a user’s
biometric as described above with reference to Fig 3, the controller 107 may access a key
stored in a database (e.g., the database 115). The controller 107 may then generate a one-
20 time fime-dependent password using the key and the current time (as 2 dynamic input
value), for example. The current time may be determined from 2 computer clock (not
shown) configured within the arrangement 800 of Fig. 8. The password may be generated
using the RSA encryption algorithm or any other suitable encryption algorithm (e.g., Data

Encryption Standard (DES), Blowfish, International Data Encryption Algorithm (IDEA}).



15 maki ng an online paynent, which will be described in detail below with
reference to Fig. 10. The nethod 1000 may be nmy be inpl enented using the
conput er system 1100, wherein the process of Fig. 10 nay be inplenented as
software, such as one or nore application prograns executable within the
conputer system 1100. In particular, the steps of nethod 1000 may be
effected by instructions in the software that are carried out 20 within

t he conputer system 1100. The instructisens nmay be formed as one or nore
code nodul es, each for performng one or nore particular tasks. The

sof tware may al Accobdingliyys gestwiort may he gee@aied tueingdhe syrrénh tiwdei ashtha ifput st
part and the correspondi ng code nodul es perforns the nmethod 1000 and a
second paviluatectht Becrostiohgaeasdi 10§ wedethariisliemertynageartngadnt, ant etifeace
between the fiirst part and the user. The software nmay be stored in a 25

conput er ﬁ:@a@laﬂh@ R iab 1) sitnple! do@hied vA10e of hGbidien deMbeasayBS asddogdwinel ow,
for exanple. - - One or nore portions of the software may be stored

wi thin t h@v&ggﬁ%ﬁﬁmﬁpﬂﬁ&ﬁ ahd QdynefdnditsSPah o/ rdsBOME SIRANCFurhéR0, odferWi | |
be descri bed be om1 The software is |oaded into the conputer system 1100

fs;g'[ne;?(ilﬁ / corrp . rearg‘%g#%e lrﬁ%g{/éf(g%&e%é&ﬁ%stg??mgg%comut er
The use of ot R e%@hﬁ %a,ss gwm epge%aru R{d‘*%%ﬂa%%ﬁ%%%%‘ifer i T
Eiggér abl Xof f\Ia%%}lts a}g tﬁ asg 1s g e%zrxtg& ujsn ti'u ms cleesr{l%cr:]etsh\r}gpgs%or%t hod

may be generated using a code and/or a look-up table known to both the code entry

module 103 and receiver sub-system 117. Using this approach successive numbers are
10 modified, resulting in a non-repeatable number.
The user 101 may make a payment (e.g., a VISA® payment) at a conventional
(i.e., not using the proximity moduie) payment terminal or online by selecting the |
appropriate selector from the set 801, then pressing a suitable combination of the seleciors
801 as guided by a display on the LCD screen 802 and waiting for a one-time password to -
15  be generated and shown on the display 802. The password may then be manually entered
into the keyboard of the payment terminal or personal computer. This approach supports
applications including business-to-business on line payments through to standard contact-
less payments at existing payment terminals.
Fig. 9 shows a method 900 of operation of the arrangement 800 of Fig. 8
20  according to one example. In the example of Fig. 9, the user 101 generates a dynamic
password using the arrangement 800 of Fig. 8. The dynamic password may then be used
for maﬁng an online payment to a business website. In the present example, the online
payment is being made uvsing a VISA® account. The example provides a secure
scenario as a reference to a typical transaction. However, variations of the sieps of the

25  methods described below inciuding input from the user 101, biometric reads, generation



As seen in Fig. 11, the conputer system 1100 is fornmed by a conputer
modul e 1101, input devices such as a keyboard 1102 and a nouse pointer -
device 1103, | o and output devices including a printer 1115, a display
device 1114 and | oudspeakers 1117. An external Modul at or- Denodul at or
(Mbden) transceiver device 1116 may be used by the conputer nodule 1101
for communicating to and froma communi cati ons network 1120 via a
connection 1121. The network 1120 nmay-ie a wi de-area network (WAN), such
as the Internet or a private WAN. Were the connection 1121 15 is a

t el ephoneof idpesmit esswitdsn didgfldy o potrentaadeowdi Yalamoed, chulibel wseh "to nopddunt

Al ternatively, where the connection 1121 is a high capacity (e.g.: cable)
connect i omariduleransadiéens1116 nay be a broadband nodem A wirel ess nodem nay
al so be used for wireless connection to the network 1120. In

accor dance W t hThd@efdbe 960 tof ﬂ%m}h@ b&insfvREntdd BOsoRkd, REchPasRpP RIS
website 20 (e.g., a utility website such as the phone conpany or bank

WebSi te) o ARELRE tethe! BentfoALA khelrl 2bcutldie vy WP Wil BD U} Gnd b0the

11
typically includes at |east one processor unit 1105, and a nenory unit
1106 for '?egmsﬂéﬁtye ifbrd 11068 SEMLCOREIRE 367, FRIUBARUDD TollhHER iHY) and
read only nmenory R%aig&r%eﬁemd 391101 al s'oqilﬂgc udes anonunber of 25
i nput / out put i nt ' ' [ 0= i ' f 7 that
coupl es-t S ot bl bt I8S HloBGH LRy 331 3 Aot SEBY Wbkl B %l
interface_1113 for the ke d.1102 and 1103 .and optiqnpal
| oysti ok pgne ¢ Plomiepls SeEn 104 & v scPaYediol Hhs S o rE Rkl sl
1116 and printer 1115. In,sone.inplenentations, the nmmdem 1116 Jmay, be
oor por a BRI T8 AeroBbigE Ptk A A st bty SRS IRTR: nfEon W
interface 1108. 5 The conputer. nodule 1101 al sgo has a ] ocal .nefwork
i nt er f ace othen hanghiheblometae sisag 198 bps B?Pnff%‘{edptg\%ﬁle@ 90§, dpeoiqdia
comput er system 1100 to a | ocal conputer network 1122, known as a Local
Area N8t werderdanppwithas VES cariow i er e @02+ hEhg sfen | 908 esoprmages 1the regpikedal so
couple to the wide network 1120 via a connection 1124, which would
t ypi cal | y bionedtuelsigeal 462 eafhl iptbrinatioreinathe biogesiHicssunturs database 108 ieerdenial ity .
The 10 interface 1111 may be forned by an Ethernet circuit card, a
wi r el ess Bhsnes that thd biontetdnsipiErec8iad 102 isi thatlod e reghtiahgpenthit | The
interfaces 1108 and 1113 nmay afford both serial and parallel connectivity,
the former typi gaddb¥eduentgstinipdtepreod elecks arifethien thet eonigheisddninvihe ssdp B2r i al
Bus (USB) standards and having correspondi ng USE connectors (not

i1l ustrat esbids Bk HeRoR hRhadRdhicas KOO viietit eichstadkt andhing A5 aathbitichted] ude a
hard di sk drive (HDD) 1110. O her devices such as a floppy disk drive and

a magnat i ¢hdnARe nlitlodSone dirkibd! it SRbRGhcIWIth Al BOS BRoWISd stepPOAP AR di Sk

drive 1112 is typically provided to act as a non-volatile source of data.
Por tabl & RIDAY HRKIRE 07 YGREORIGAEE ofichk B GiccrdDolRM DYDY, il RAM
and fl oppy di Sks for exanple nay then be used as appropriate sources of

data to t Q:%esent example, the selector “1” of the set 801 is selected. In response to selection of the

selector “1”, at the next step 903, the controlier 107 displays the value, stored on one of

the ICs, representing availabie funds. In the present example, the IC 705A is a VISA® 1C

20 for making VISA® card payments and comprises the stored value. The value is displayed

on the LCD 802. In the present example, the controller 107 displays $156.56 which
represeﬁts the balance of the user’s VISA™ account,

At the next step 906, if within a predetermined period of time (e.g., 30 seconds)

the controlier 107 again detects selection of the same selector (i.e., selector *“1”) of the set

25 801, then the method 900 is directed in accordance with a YES arrow to a step 907.



20 system 1100. The conponents 1105 to 1113 of the conputer nodul e
1101 typically communi cate via an interconnected bus 1104 and in a manner -
which results in a conventional node of operation of the conputer system
1100 known to those in the relevant art. Exanples of conmputers on which

t he descri bed arrangenents can be practised include IBMPCs and - 39 - -
conpati bl es, Sun Sparcstations, Apple MacTm or ali ke conputer systens
evol ved therefrom Typi cal ly, the-application progran(s) inplenenting

t he met hod 1000 are resident on the hard disk drive 1 110 and read and
cont r ol | edtherwisectbemiethod 900 ihdirgmiaice asanddhtOwith 5 NOaowed iitetstepsa(ar age of
such prograns and any data fetched fromthe networks 1120 and 1122 nay be
acconpl i sheg 9, nige tdaralem CONdisnéates NEihdmit 10BswRdS Gid)] ¥ fist Geneaikt W th
the hard disk drive 1110. In sone instances, the application prograns nay
be suppl i ?_@ssb@rd)bﬁsih@ @lie RSP0 GREryBliod ABodithnilDise dé&bHEAVhE. ' €88l dyhaniche
corresponding drive 1112, or alternatively nmay be read by the user from
the net worssswhid d¥pla tht@.Shkbhd further, the software can al so be

| oaded into the conputer system 1100 from ot her conputer readabl e nedia.

Conput gr readabhﬁmgg%s&te%ﬁ, o IR HASRERE %eagﬂwa& Qg@nggggmz%fatses in

provi di ng instruct s an data’to the conputer syst 0

execution 40 ' -c0f di.a_incl e} i sks,
magnet | o (and G BRREEEbral AR b Sieheot ik JRCH Y LPEGHEE Bl
magnet o-optical . di s r 15 a conputer readahle card.such as a_,PCMCI A card
and the I BRESREE B o e dorendh Pisyorl §RGF B Brhpe i B S AR ¢ ne
conmput er nodule 1101. Exanpl es co e ea | e transm ssjon di a
that nay fhid 0 e PP Oﬁeﬁshgf[hﬁr%%faﬁeoﬁﬂ 00167 FRGET BSP SF1EH BPOBST o
include radio or infra-red transm ssion channels as well, as a network
connect i orf¢ 8lse REEEENY earrppied With theasmericd Pagiard.e Allgmatively, hsiRABIC or
Intranets 20 including e-mail transm ssions and i nformation recorded on
Viebsi ti@s awsswordmpy kean event-ymehewentppspEerd. of the application programs and
t he correspondi ng code nodul es nenti oned above nmay be executed to

i mpl enment  one hprcoonianceywiilp e pilcsent example.cthé fue dyiaBuk Ppssword genecaietbasld or
ot herwi se represented upon the display 1114. Through mani pul ati on of the
keyboar d Mdipkayadhdy thrccontroler OM0&, stap 207eis enteret! Hintocormmputer rsydblehiOl-ofG -
1100 and the application may manipulate the interface to provide

control | i ngnpefiends ana & siowalin Fig. 1 Nan apRk i€ alsko e aimo paphett twitid t he
QU (s). The net hod 1000 may alternatively be inplenented in dedicated

har dwar e sigihe@Swélifle. OrhEnBink ﬁiagﬂélﬁtiﬁdnﬁefiﬁtﬂcéﬁdﬂ%fﬁlﬂﬂhﬁﬁeth&tﬁI(f)mmﬁi i ons
or sub functions of Fig. 10. Suc

15  making an online payment, which will be described in detail below with reference to Fig.

10. The method 1000 may be may be implemented using the computer system 1100,
whereih the process of Fig. 10 may be implemented as software, such as one or more
application programs executabler within the computer system 1100. In parficular, the
steps of method 1000 may be effected by instructions in the software that are carried out
20 within .the computer system 1100. The instructions may be formed as one or more code
modlﬂés, each for performing one or more particular tasks. The software may also be
divided into two separate parts, 111 which a first part and the corresponding code modules
performs the method 1000 and a second part and the corresponding code modules manage
a user :interface between the first part and the user. The software may be stored in a

25  computer readable medium, including the storage devices described below, for example.



5 dedi cated hardware may include graphic processors, digital signa
processors, or one or nore m croprocessors and ‘associ ated nenori es.
The net hod 1000 begins at step 1010, where after receiving the first
password entered by the user 101, the nethod 1000 proceeds to step 1011.
At step 1011, the password is transmitted by the processor 1105 to the
server 1150 hosting the paynents 10 website. Then at the next step 1012,
the server 1150 verifies the password-3ntered by the user 101 by
generating another dynam ¢ password and conparing the passwords. In order
t o gener aPee Oh&gsapetionrdef thsoBwarpapay be Gtomsowithie shecorauigramedide 4@ wi t h
the user 101 of the code nodul e 103) stored in a key database 1151 and
det er m nesnd: dso onrrrembictserver 1 1¥mas vl dealesaribed belo®52 The softweeps bmdat
exanpl e, the key database 1151 may be 15 configured within a hard di sk
dri ve (nointsthevernpater tehatens 41 0@ froh1he . cofipates esadable fikbing ané tlahesxetdted
password using the key and the current tinme determ ned by encrypting a
val ue repbegenidngndrnSstemr 100! A icoRputts irei@ablb enddBin @Rdhy RhdtofiBtgebt t hm
~which is the same encryption algorithmused by the controller 107. Al so at
step 19120tk btk recbadbd Rk B ddeHHu i ?&ﬁ JaHAdS déderiBed SHbRE. F63 by
det er m ni ng ?ﬁgﬁgé%ﬁ%t fromthe pasg&brd%g en?gred by the user 101

h . . .e 8 € d
Once the %%@Wg%@ﬁmﬁﬁm rﬁoﬁq:ﬁr#gaﬁ M@‘iﬁfepﬂ%%ﬂlﬁ #1Qd 2N

verified by the t he user 101 es anot her request using the

arrangemne ' ' ( unt of fluids wishing to
be debite§£?§%ﬁ§#ﬁ8P$H§€%§%ggﬁm%ﬁgﬁ§#§gﬁfhgﬁliﬁ%ds sel ected by the user
101 is then debited fromt | ue_stored on .t . - - 1.C (e. 5A)
correspondingg§o“?%éPr% cggnﬁ% FrgP %ﬁ%%glgsn%tﬁ%ﬁﬂiﬂﬁé‘%ﬁgHQB? ing an

anount of find Qm an, accoun Th hod 1200 camrences tep
101 wheriodid 10 AFbE ueBEST B gs cckpbdut T Pife stous SOREF denie Soghe
selectors of the set. 801. | n the present ex l e, ,the 5sel ect "2" .of the
set 8GQ | andepBipubJ deyigesy BplHATE B Wﬁilggpo? tifalag e | ’c°8r1?£‘b" AMde ¢ he
next step 1202, the controller 107 pronpts the user 101 to enter the
amount t higudspeakerad 517 t o Hay owismah Aedniztenbasedulaioy n@Medasiint trangeehyer
debited.from their account (i.e. their VISA(r) account). At the next step
1203, t hededes tidiolmey Bored by Srersomputer meodairoll At fov comarntcgtingtomdfgred based
on an amount entered by the user 101 and displays this anount on the LCD
802. The usamunizyticnstnetwark &120nba atconrsictign § H¥ . sBie nefwarb hi2Minay bé eatids-s 801.
For exanple, the controller 107 may display a generic anount and the user
may sel echred dctwairk (WA N educB@d thi Gnienet ens private WSIN.aYWhdreeth® oorneativeh 1121 t 0
decrease the displayed anount. The next step 1204 is a testing step in

whi ch 1§ heidiDABEFAdRe SBAG Othel Zbdem tihescade BS entaditonnld riRl-hf3 mbdmks

whet her a biometric signal 102 is being received. If this is not the case,

then the nBiRREvdGO0Rm:S 1l ERGEREN N20GE Qe GeBacMy! (8.0 Bl pEdrBetitacthet 0 the
step 1206 in a | odp. g on the other hand, the bionetric signal 102 has

been recelg | 18105, 1o A2 hdetn Ot 95icR 1BaBf GAEIARS SoWsk 13 YES

arrowto a s _ _ step  conpares the received bionetric signa
102 wi th Rl oL Bl @idlo dicRh@R156.C ST gnature

In accordance with the present exampile, a server 1150 hosting a payments website

20 {e.g., a utility website such as the phone company or bank website) is connected to the
networi: 1120,

The computer module 1101 typically includes at least one processor unit 1105, and

& memory unit 1106 for example formed from semiconductor random access memory

(RAM) and read only memory (ROM). The module 1101 also includes an number of

25  input/output (VO) interfaces including an audio-video interface 1107 that couples to the



20 dat abase 105 in order to ensure that the bionmetric signal received is
that -of the rightful user 101. A 'subsequent testing step 1206 checks

whet her the conparison in the step 1205 yields the desired authentication.
If the bionetric signature matching is authenticated, then the nethod 1200
is directed in accordance with a YES arrow to a step 1207. At step 25
1207, the controller 107 generates a second dynam c password, using the
RSA encryption - 42 - algorithmw th4ghe current time being used as the

i nput value to the encryption process, as descri bed above. The dynam c
passwor d vided displagyetd aml idudsgefiar8017, hn Iidhént@tfes ¢D13 fox alpkeborrdd 1dynam ¢
password generated at step is "5 6 8 8 8 1 8 9". Again, the second dynam c

password il AotidenE (8 ape Besallp AS6 ek (ndidlastated), e af 8eebcNa08 WY ey 5
al so be an event-synchronous password. The anount determ ned at step 1203

r epr esent bagmhinBoddRunts #d fritndd 119 ReshayRebibieitings SREMYBLET] Y4 tayn the
dynam ¢ password. The nethod 1200 concl udes at the next step 1208, Wwhere

the amounbe Sbofbfiikh Gifhie IEeotibuld? Srddafs 1 13, Rk ERdfORihih HEAMGERE 11d0m | he

val ue store accordance wth t'he present exanple, t

2t step 1507 couBERy ARk IR BE nd o RS haRLR Sebe [ 1CRRREY iR

onl i ne paynent.to e husi ness..websi te. Ret ur.nj to Fi.g. 10. at the
next st op SHgionot 1237 pRAIRIS GTRINE fb 16 comaey et 1l it omRkIF Dy ¢ he
user 101, the od 1000 proceeds t te . At step 1014, .the second
passwor d F%twf’%ni%= SCF'@WW E’tf‘l)‘é" g‘d‘t’:”e mg(lég&%o @%Qégéﬁwteéi%qﬂﬁﬁti ng
the 15 paynents website, Then at the next step_ 1015, the server 1150
verifies Peiwopatkitomay elsp spuple i thevgidg nefwark 11180 visehemaesting St Whighot her
dynam ¢ password and conparing the passwords as described above. |n order
t 0 gener aweuldhiypicsily| inclpde tahea-cabisd s\isewall’t Hevise oy similarsBmgicelites Thee key
(associated with the user 101 of the co nodul e 103) stored i he key
dat abase it&facandl Hewybaiforewdbiien Eiameti” cireust dard mvriteless Pluetoatic cylan1 152,
as 20 described above. Also at step 1015, the server 1150 determ nes the
anount t oTIKEE pet.tl byreltecanspbementt he anount fromthe second password
entered by the user 101. The net hod 1000 concl udes at the next 1016,
where the paymThaintéSaces OPERS&RM 10y nidyeafferti\both detfaDandleal phyomisttitityattwact i on
can be reconciled to the custoner in a nonthly statenent.

former typicaily -being implemented according fo the Universal Serial Bus (USB)

standards and having cotresponding USB connectors (mot illustrated).  Storage
15 devices 1109 are provided and typically include a hard disk drive (HDD) 1110. Other
devices such as a floppy disk drive and a magnetic tape drive (not illustrated) may also be
used. An optical disk drive 1112 is typically provided to act as a non-volatile source of
data. Portable memory devices, such optical disks {e.g.: CD-ROM, DVD), USB-RAM,
and floppy disks for example may then be used as appropriate sources of data io the

20  system 1100. |
’Ijhe components 1105 to 1113 of the computer module 1101 typically communicate
via an interconnected bus 1104 and in a manner which resulis in a conventional mode of
operation of the computer system 1100 known to those in the relevant art. Examples of

computers on which the described arrangements can be practised include IBM-PC’s and



- 43 - Vari ations on the methods descri bed above can al so be used
for secure access, for exanple, to gain entry to a building. For exanple,
t he dynam ¢ password generated at step 907 may be entered into a keypad

| ocated on a door janb and being connected to a building security system
In this instance, rather than representing an account bal ance, 5 the
stored val ue encrypted within the dynam c password can be a personal
identification nunmber (PIN) stored witdh-the transmtter sub-system 116.
The building security systemthen verifiﬁf t he password entered by the
user 101 psmppdhlesabim Sranestations,ddpplei Mapa's onoslikea empuwerp aystamy eived
passwords. Thus, the EN used for secure access is enhanced through the
need of atherefomtric signature. 10The dynam c passwords generated at step
907 may have ot her user information encrypted within the dynam c password
i ncl udi ng a SEypicallynhsleplictiodtp@serind(s) heplemantddy the efictBath1 GSdre Mesident
(configured within a tel ephone or fob), tinme of access, type of account

and val i dah & Hatd\@si dfife 9110 MdEh®add BERONed ThekeBliticRNEMe Rrocedsof 1 1@5. 8
conprises nultiple selectable proximty nodules 15 (e.g., 806A, 806B) each

confi gur egidhe&aR QUSROS stich PrdfiGnPhdPRIITB ot BEd T the hSwollR 1880 and |
alternative arrangenent, one antenna (e.g., 707) may be associated with

e e G pos e aspella s s, AT

this instance, "eac be separ at S|n§ separate
Cyst em of " gnt Sufk g S0 UL iy B plop 0N ABHIR BORURE AL EEN o,
be 4720, Sl B B85S0t DEPRESL AR v Rl B BB
osi gnat eArtof oy oF SUAYSly FHS HsrBbRY 05 s O™ BF TEVUEt P ShATEY more.
SR E IR R ST RS R KR T
nmodul e 1306 conprises the coil 129, the capacitor 131 and an I C 1307. In
the arrangenprier wabbleomeding Camputertreadsblsxpedie yelpmda eay spo@eimediun thagur ed
te participates in providing instructions and/or data to the computer system 1100 for
execution and/or processing. Examples of such media include floppy disks, magnetic
tape, CD-ROM, a bard disk drive, a ROM or integrated circuit, a magneto-optical disk, or
15  a computer readable card such as a PCMCIA card and the like, whether or not such
devices are internal or external of the computer module 1101. Exampies of computer
readable transmission media that may also participate in the provision of instructions
and/or data include radio or infra-red transmission channels as well as a network
connection o another computer or networked device, and the Internet or Intranets
20  including e-mail transmissions and information recorded on Websites and the like.
The second part of the application programs and the corresponding code modules
mentioned above may be executed to implement one or more graphical user interfaces

(GUIsy to be rendered or otherwise represented upon the display 1114. Through

manipulation of the keyboard 1102 and the mouse 1103, a user of the computer sysiem



be constantly available to be activated, upon being placed within the
field of the code. 5 entry nodule 130 in a conventi.onal manner, wthout the
need for a control signal such as the control signal 803. That is, no
bionetric verification is required in the arrangenent 1300 in order to
activate the proximty nodul e 1306. The arrangenent 1300 nmay al so be used
to performsecure transactions or the |like, including an online
transaction. Rather than the bionmetricioverification being needed 10 in
order to activate the proximty nodul e 1306, the generation of a dynam c
passwor d, 18 adshe mfddataroney memipulate theiihiesfagt tb erovide catérollimgaddinidndnal
security layer, as will be described bel ow A net hod 1400 of
per f ont i ngndiortinput S@thk iapplicaonspsidutatal witln er@ifi(s)1300 of Fig. 13 will now be
described with reference to Fig. 14. The nethod 1400 begins with a 15

testing. step tHdheinbd WOCHay ARerahiorest bé Ensienasd thalkdicatel herdwaetesueh s Y
nodul e 103 checks whether a bionetric signal 102 is being received. If

this is nghe 6%0&%&%&@%&?%%&9@ tHeABRctoRs 6 $u8 HnRiohSoRGE NI TEE Wi th

a NO arrow back to the step 1401 in a loop. If, on the other hand, the

bi omet £i ¢ g5iional ha%@%mg E&a}})ﬁﬁﬁd@; %@g}{-@%}gcésgtﬁ@ J_@% BEh0Hodddfifs, ot diblopCt ed

i n accordance wt YES ar r ow p 1402. e step 1402 ‘conpares the

. recei ved %@%@%@P&G%@A Eg{aags%%c%?%%oﬁ&f ormation in the bionmetric

si gnature da I nor 0 ensure that the bionmetric signal

received 102 is_that_.o ri.ghtf yl 1. . u estin
step 1403 chec k@%ﬂ@ﬁé#b{}ﬁge@%‘ﬁfﬁ%&@s gﬁﬁjl” r‘ivjht eeafgef 5%%&"21@2&15:%%&%6@{1‘#5& °
desired aut hentication. _ |f the bjo i c signature chi i

aut hent i c SREE! l{yh&‘ﬁ e et B&Uq'{ﬁ‘ﬁg?ééd B g%l s{eﬁ g@tclor gg’i%%\ﬁil%’hthg YES
arrow to a step 1404 where 25 the match is indicated to the user 101 on
the di spl 29ssyont is Aragsmisied dydhe Prrsassor L0 Bl SFaver 310'5‘-04@51311‘5 the payments

10 websiie. Then at the next step 1012, the server 1150 verifies the password entered by the

user 101 by generating another dynamic password and comparing the passwords. In
order to generate the password, the server 1150 accesses a key (associated with the user
101 of:-the code module 163) stored in a key database 1151 and determines the current
time from a systerﬂ clock 1152. In the present example, the key database 1151 may be
15  configured within a hard disk drive (not shown) of the server 1150. The server 1150
generates the password using the key and the current time determined by encrypling 2
value representing the current time, using the RSA encryption algorithm, which is the
same encryption algorithm used by the controiler 107. Also at step 1012, the server 1150
determines available fimds (i.e. $156.56) by determining the amount from the password

20  entered by the user 101,
- Once the dynamic password is entered into thewcomputer module 1101 and
verified by the server 1150, the user 101 makes another request using the arrangement of
Fig. 8 in order to select the amount of fumds wishing io be debited from their account.

The amount of funds selected by the user 101 is then debited from the value stored on the



107 detects selection of one of the-selectors of the set 801. In the
present exanple, the selector "1" of the set 801 is selected by the user
101.- In response to selection .of the selector "1", at the next step 1405,
the controller 107 generates a dynam c password, using the RSA encryption
al gorithm as described above, and displays the dynam c 5 password on the
LCD 802. The dynam c password is generated based on a card nunber
(associated with the user) stored on t#e |1 C 1307. In the present exanpl e,

t he dynam c password generated at 1405, is entered into keypad or the

li ke (notICs(eeam)05A3 soresspensingriortheit prsoudld digrk2rpovwn e me@@@@ﬁovﬁéeté@aj
nunber may be encrypted within the dynam c password. 10Then at the next

st ep 140650 ampamt offengdsy foxn an bgcompidul e 1306 being placed within the field of
the code entry nodule 130, the coil 129 is excited and charges the

capaci tor 131, Tiei mbthod 1200 comnencpszaisstéh @201C wilize:7 the TdvatrblEr1 BIF7 deténén
transmts, as depicted by an arrow 1332, the card nunber stored within the
| C 1307, 3deriibhof cabtherl@Rbof R dehetoeod€ tntdt 80D dinl e IS entAexaniile, ahd er
(e.g., 109) associated with the code entry nodule 130 15 then uses the
card numbfectd? “¥ebf ¥ skthBd1dY Basited. PRSLYSIne ASseitess 6186 sabawe2”| & the

particular, the controller of the code entry nodul e 130 generates a

d
ynarmi ¢ gﬁ%%mggzoﬂﬂé&u&&%rw t el A8 A1 90 EAbVAE ainftGhdt BeoyGR

nunber, arés the generated password to the password entered by the
user 101. t OReiandedidit FDE th

control I erw %&Piﬁ?ﬁg e%%%‘?%@%ﬁ?ésdﬁ%ﬁ%%use 20 At t(he next step
1406, eﬁ&él m tuﬁ nodul e 1306 receives a signal, as depicted by the
arrom1133 8 code entry nodul e 130. Then at the next step 1407,

br edet or m ned WG RROREYT a1 baine Ry 7 AR ed“?lsm e SR pe ©

exanple. In another alternati ve nmhodi e 1333 re from
the cdte BFHEE\PRFRIAN 2 amgynkeRs m}a%“%efg@l%fr &gﬁt t hat
needs to be decrenented frontthe stored value in ste -46 1407. gg this

i nst ance, 80heThansenmay geiey Bremount yngthe sepl wanid Sﬂ?“?’ﬁéméng Ghgxamp
represented by the value received fromthe code entry nodul e 130
Accor di ngihe, contrellest167 aupydisniay p gedeer amewitand Bie uer By galecy “3”@1” thesether
predeterm ned -or vari able) depending on the information (such as the card
nunber) ceat mmaﬂaseradudptaysémpmtandéé’étcﬁiﬂ;regmhc digplayaddmmdanat. pr oxi mity
nodul e 126 never has to | eave the user's hand. Follow ng step 1407, the-
met hod 1400 is t‘hleﬁmlistepm(sﬁsianemitnge@mmwmmbimemmmonmmuhewdeo t he
step 1401. Accordingly, in the exanple of Figs. 13 and 14, the

dynamg pagsyeioaugans cBiRe wikthehs blvasdttic efgnd 10alis beihy eeeived. eIfrthmdsmg is
used to verify the user of the arrangenent 10 1300. Although in the

exanpl e Okyia@s thehIndbindd 120018 dhepBdiE aRBMaHE WHVENOGERAY Bickdo ferstdp, i n
alternative arrangements the dynam c password may foll ow or acconpany a

oo P GBI e e e g A 0 oo 1300
point of %%gtﬁod( Pz%)is gﬁé/cit&e]i accordance with a YES arrow to a step 1205. The step 1205
compares the received biometric signal 102 with information in the biometric signature
20 database 105 in order to ensure that the biometric signal received is that of the rightful
user 101,
. A subsequent testing step 1206 checks whether the comparison in the step 1205
vields the desired authentication. If the biometn'e signature maiching is antheniicated,

then the method 1200 is directed in accordance with a YES arrow to a step 1207. At siep

25 1207, the controller 107 generates a second dynamic password, using the RSA encryption



15 where a personal identification nunber (PIN) hoc conventionally been
used to verify the validity of a card (i.e., magnetic stripe card or snart
card) owner. The dynam c password generated on the basis of a valid

bi onetric reading nay be used to replace such a PIN, without affecting a
conventional transaction. For exanple, in the case of an ATM transaction
or electronic funds transfer point of sale (EFTPOS) transaction, a user
inserts 20 their magnetic stripe card-4or smart card) into the ATM or

swi pes the card using an EFTPCS terminal. A card nunber corresponding to
t he magnetlgotithm wigh theaquirenbtime beinglused as Hee in@itMBBIE o fhie cntrypticmmprotdssias as

I nserting or swping their card, the user nay use the arrangenent 1300
descri bed defeabed dtwvge Mhe alyaamictpasssvond edigiatedan thy £0D 8420 c Hindhopresehynani c
password based on a valid bionetrie reading. Again, the card nunber 25

cor r espondk#fiple,ahé bgnag peishword fdneRedCakttp BYS §8 S£HCRYPt adav thbiseconie
generated - 47 - password. The user then enters the generated dynam c

passwor d  ighhdnit passvbM & a BRI el R pAWord] NBoRWRA S 058 WaistotS ndaen
verified by a back-end host server (e.g., associated with a bank) in the

manner sdegep 9@%3139?&%-393&%5&5‘ Bd3swéia! d THEBGGunt T ASieRhiba] 38 "REY S1203

descri bed above, 1ncluding the arrangenent 1300 of Fig. 13,
representing the amount of funds to be payed is also encrypted within the dynamic

password. The method 1200 concludes at the next step 1208, where the amount of funds
entereq by the user at step 1203 is deducted from the value stored on the IC 705A.
In accordance with the present example, the second dynamic password generated
10 and displayed by the controller 107 at step 1207 is entered into ﬁle computer module 1101 _
to complete the online payment to the business website.
_ Rétuming to Fig. 10, at the next step 1013, afier receiving the second dynamic
password entered by the user 101, the method 1000 proceeds to step 1014. At step 1014,
the second password is transmitted by the processor 1105 to the server 1150 hosting the
15 payments website. Then at the next step 1015, the server 1150 verifies the password
entered by the user 101 by generating still another dynamic password and comparing the
passwqrds as described above. In order to generate this still further password, the server
1150 accesses the key (associated with the vser 101 of the code module 103} stored in the
key database 1151 and determines the current time from the system clock 1152, as
20  described above. Also at step 1015, the server 11350 determines the amount to be paid by
decrypting the amount from the second password entered by the user 101.
The method 1000 concludes at the next 1016, where the payment is processed by
the server 1150. The payment transaction can be reconciled to the cﬁstomer ina

monthly statement.



5 may al so be used for making an online paynent. Again, the dynamc
password nay.be used to replace the user's password whi ch has

conventional ly been used. At the sane tinme as |ogging into a banking web
"site, for exanple, the user may use the arrangenent 1300 descri bed above
to generate a time-dependent or event-synchronous dynam ¢ password based
on a valid bionetric reading. Again, a user identification nunber 10
corresponding.to the user nmay be encry#pted within the generated password.
The user then enters the generated dynam c password into a personal

conput er. The KaTaheRs padspethodsdeperihed pepys sancplsnbauussd dRL EareR5EsSser ver
(e.g., associated with a bank) connected to the personal conputer in the
manner defst pxdmade, dbgaie ety bk bnldinge Res examplp.dandymamicpasevord ganaraied at
encrypted with the entered password. 15The arrangenents descri bed above,

i ncl udi ngsteth@07ameyhe emeretl if®GOkaypad-lagated 3nmedpos jamp andtheingegosnégieshiost eal i ng
credit and debit cards for later fraudul ent use in ATM and POS devi ces.
The owner buildingsetudity sgstomgriatths isdtaricperatizr dhancepsaakisg an eaguiuntbilmef ob or
nobi |l e tel ephone with the card nunber corresponding to the nagnetic stripe
card siorgd stokel fdib erdrypedl ahmiathe dpadtvpiswoaldad Heheperivpaigidasifatioh f or
each ATM or 20 EFTPGCS transaction. The dynam c password overcones the

i nherent yeaknesBEStdrad Rith thy BEnshiieH ib-sgstem 106! e dyNaiRE Gedtditiswrtent t he
password and requi'renent to validate the owner or user bronetrics prior to

gener at | o} hal:RATMBELwold oRroiNty WiPhsit] RIShR ANGAHE RABSERHmiEPUL

they cannot replicate It a next t as the password is constantly

Chang! 0. gl ool 8L Bhed s 2T ARRASHEMINGRY f oEbe abibrg Decn
o pr oxi m el Roa e see SN BRI O Uhe ¢ rancacti ons. descr bed
qener i ng a. dy RN B BHSFE ASURUER Phae SpoTay peve ShaTielt fithhonon o

descri bed above_ all ow bionpetric security to be easily inte t it h
exi sting Fearynfed rwithin e f Gmaps, pastvosd 1&@3&% %fﬁ@né@%e%iﬁ?‘gﬂ%\é\%nt s
are sinple and effective for _secure_proof of identity. The user does not
need to r&resmpter subcslem (ronBered Fithn 8 iclephPBE PAIPYN HIPH %F?Sénﬁ@ﬁéﬁts nay
be used online or offline. 10 The descri bed arrangenents nmay al so be used
in wrel eascosyistnd validaé¢dfimgep ! miskdla fmgeron, garage control, door access,
boom gat e access and anywhere | ong di stance secure transm ssions are

requi red. | ndusThé atradynient alfilig.t § comprises multiple s@eca@gmmmﬂy@mq% above
that the arrangenents descri bed are applicable to 15the security industry.
The f osegekRYsORS BUEBREachRbifigeetinerbadimentith the atrirgementseitig. M emtdnon,

and nodifications and/or changes can be nade thereto w thout departing
fromthe seoRGivNEaRbmEL Ohe iRnbd kRS 707) miahdeenbmiitenith meitiply ICs

illustrative and not restrictive. The system 100 can al so be used to
provide a"(&.@.? L %e%@%ﬁaﬁaﬂellﬁﬁh&ie R€tenna). Again, in this instance, each of the ICs
may be separately selectable using separate control lines (e.g., 8074, 807B).
Fig. 13 shows how the secure access system of Fig. 2 can, using one or more
20 conventional proximity modules, be used to perform a secure transaction. Fig. 13 shows
the biometric module 103 of Fig. 2 together with the audio transducer 124, the LED
indicators 122 and the bio sensor 121, and a set 1301 of conirol selectors designated

selectors 1-4 in the present example for selecting one or more contro! functions. The

module 103 also has an LCD display 802. The arrangement 1300 aiso has a proximity



20 systens, building control devices, exterior or renote devices such as
air conpressors and so on. The system 100 may al so be used to gain access
to online applications. .For exanple, as described above, the transmtter
sub-system 116 may be used to generate a one-tine dynam c password for use
in online banking applications or the Iike. The concept of "secure access"”
is thus extendi bl e beyond nere access to restricted physical 25areas.

Al t hough the present specification hast-described comunicati on between the
transmtter sub-system 116 and the receiver sub-systen1bein% per.f or.med

usi ng RF,matubet3060 i proximitpmodulsd 308 gemprsss dheyeedl k20y the cgpastih iy land
infra-red could al so be used. The arrangenents descri bed above may

conpri se ga 1tdgogss” or "alarn feature. 5 This feature nay be activated
using a different predeterm ned bionmetrics. For exanple, typically the
User may presemns i s@hdncant 2300 6MBigr 1%, ehegproxintityi modtie ABY6 Sseonii@ired tocat i on
prior to enabling the proximty nodule (e.g., 126) or generating a dynamc
passwor d.pd fonkiafiy addidblE 36 bei setivieE fupdh bRty flycednwithin thedfeld dfitbe vadd d user
can use an alternate finger (e.g., their index finger) to enable the

proxi i ty, lﬁls,qﬂ‘%(ﬁlffg%ﬂa BEREHBhA Barfls) WHhouRE S¥ar s a bontfdkiganlanyii as  Use
of the alternate fi nger may automatically activate an alarm thereby

bri ngi ng enmer genc | CRS:t bt AbiifGtiofi{ REBRE Meihy arlinthinani c
password 888&5?3§m§§géd on % é$a ?ernate finae# ﬁgy i ncl ude an encrypted
alarmnotjfication |ln this. in the generated password is

ent ered |L?t0(9 %OW%&B@V%%%%?W%W%@& an alarmwill be
automatically activated b ackend cont rol | f js"brfd NQI NQ
15 t he energen69“§39933@§¥§305ﬁ@“ﬁ%§h§?8%$9£Iﬁhbﬁéﬁ%@%g?%ﬁ% glfférent
dynani ¢ passwords based on the verifjicatio f different .bi i may
‘al so be ubks m@%m@m&ﬁ@%’eﬁ%s@@@ﬂ%&&%&%ﬁg e aF?%%agé gsn:-:ér%?e

poi nt For exanple, the arrangenents descrjbed above .g...th genent
1300) 10y irberderdn fafijcatectie proximRy modplsdd06, ﬁaﬁﬁfﬂ%&? °5ﬁ5’§%{’8‘°é’ﬁ%“®é¢ Bled

as described above, in 20 order to generate a first d naqic passgﬁﬁd. The
first pasdwotitedrayovoe maytter stilisedtto Broisypay additipnap ﬂ%ﬁ%,a% B Pt he
user to enter a first door "1". The user may then present a different
finger (edgscribédiselger son' s i ndex finger) which once verified may result in
the generation of a second dynam c password. The second password may be
entered into a kevesed 1400 ofefophing 4 washétvw ushng the arangsment B1000f igond
door "2". - 50-. Cains: 1. Atransmtter for transmtting a secure
access si g@%utﬁ’ov@b&&%é&ilﬁbd@ﬁﬂﬁfeﬁefhﬁﬁeﬂg Figc I4.e The cesfbod 34 besins with &d
item said access being dependent on information contained in the secure

accessssi Qélﬁg sfﬁg%éf BNSHiLL HEY bi6RBRIkisshddg 12 Rirbhe veder éntryseodide 16%shecks
receiving a PORBLTIC Si gnal ;

whether a biometric signal 102 is being received. If this is not the case, then the method

1400 is directed in accordance with a NO atrow back to the step 1401 in 2 loop. If, on the
other hand, the biometric signal 102 has been received, then the method 1400 is directed
in accordance with a YES arrow to a step 1402. The step 1402 compares the received
20 biometric signal 102 with information in the biometric signature database 103 in order to
ensure that the biometric signal received 102 is that of the rightful user 101.
A subsequent testing step 1403 checks whether the comparison in the step 1402
vields the desired authentication. If the biometric signature matching is authenticated,
then the method 1400 is directed in accordance with a YES arrow to a step 1404 where

05  the match is indicated to the user 101 on the display 802. Also at step 1404, the controller



a processor for matching the bionetric signal against nmenbers of a

.dat abase of bionetric signatures; and enabling neans for enabling an

i nductive circuit, based on the matching of the 10 bionetric signal, to
transmt the secure access signal conveying the information to the system
upon the inductive circuit being placed within range of a radi o frequency
field emtted by the system 2. The transmtter according to claim1,
further conprising a nemory containi m§>15 t he dat abase of bionetric
signatures,. 3. The transpittef accordin oclaim2l1, wherejn th at abase
ot b oot T Sekseby SloGH@R of 404 GLBE RO DS e B 16 B UPHPI o o
access to the controlled item 20 4.The transmtter according to _any one

of cl aj mesekeciag “3” of ey 3¢ BOE dnprlectsdnly theausehiict f/eseonse fg pelectionpf the
transmtter according to claim4, wherein the inductive circuit further
conpr i sesselectmpati atothe next Sgp 1405, the comtrdler A&7 wrheraies agbmantti pagsverdany one
of clains 4 or 5, wherein the inductive circuit further conprises an

i nt egr at eubing fleURBA encryplionTélgorithan sy des@ibed caboveli g displaysy thgndynafnic| ai s
1 to 6, wherein the secure access 5 signal is transmtted via the

i nducts vepsbwardion. th€é LCTh&02. r'Birsdyinkingy paseardds penetatedimged orea chrdotuaibes 1 t o
7, further conprising a display for displaying information stored on the
transm t t @ksociated with the user) stored on the IC 1307. In the present example, the dynamic
passwdrd generated at 1405, is entered into a keypad or the like (not shown) associated
with thie. code entry module 130. The card number may be encrypted within the dynamic
password.
10 Then at the next step 1406, upon the proximity module 1306 being placed within
the field of the code entry module 130, the coil 129 is excited and charges the capacitor
131, which in turn energizes the IC 1307. The IC 1307 then transmits, as depicted by an
arrow 1332, the card number stored within the IC 1307, via the coil 1306, to the code
entry module 130. A coniroller (e.g., 109) associated with the code entry module 130
15  then uses the card number to verify the dynamic password as described above. In
particular, the controller of the code entry module 136 generates a dynamic password,
using the RSA encryption algorithm, using the card number, and compares the generated
password to the password entered by the user 101. Again, the passwords generated at
step 1405 and by the controller may be time-dependent or event-synchronous.
20 - At the next step71406, the proximity module 1306 receives a signal, as depicted
by the arrow 1333, from the codé entry module 130. Then at the next step 1407, the IC
1307 decrements the stored value by a predetermined amount. This predetermined
amount may represent a payment for a trip on a bus, for example. In another alternative

embodiment, the signal 1333 received from the code entry module 130 may inchide a

25  value indicating an amount that needs to be decremented from the stored value in step



10 9. The transmtter according to any one of clains 1 to 8, further
conprising a nenory for storing a value. 10.The transmitter according to
claim9, wherein the stored value is decrenented by an anount dependi ng on
the information. 15 11. The transmtter according to any one of clains 1
to 10, wherein the transmtter further conprises nmeans for popul ating the
dat abase of bionetric signatures. 12. The transmtter according to any

one of clains 1 to 11, wherein the bioHetric 20 sensor is responsive to
one of voi

e, retinal pattern,_iris pattern, face pattern, and palm
confi guratl'ﬁQ?n. Ipzthisripstanegn e 1 éﬁogc%é‘?ﬁer’i‘& ths siptedowaug byctbgi frpomty o 12,
wherein the controlled itemis a | ocking mechani smof a door -52- 14,
The tr ans#gpreseRted bydhelivalyetreceivey e the cedampmity modge 130. whesordingly.Hbe
controlled itemis an electronic |ock on a Personal Conputer (PC). 15.
The tr anssiotaderalue derdiicrapentedably annemotintc(iai, neither tpoedeterminiodr@i marizhite)
transmtter is 5 incorporated within a fob. 16. A nethod of transmtting

a secure depadmgsingthalinfoonaiony(stchnsfthe cpriawintberjgcontrined din doe searet avcess
controlled item said access being dependent on information contained in

t he s|e>§ur €ighsiCIs2 sand {6 proxirhite madle Ad6 cenEr has itd feavd eaet’y hitgl. FoldowiRgt r i C
S step 1407, the method 1400 is then directed in accordance with an arrow 1408 back to the
step 1401.
Accordingly, in the example of Figs. 13 and 14, fhe.dynamic password generated
on the basis of a valid biometric reading, is used to verify the user of the arrangement
10 1300. Although in the example of Figs. 13 and 14, the dynamic password was generated
first, in alternative arrangements the dynamic password may follow or accompany a
payment.
The arrangements described above, including the arrangement 1300 of Fig. 13,
- may also be used with automatic teller machines (ATMs) or point of sale (POS) devices
15 where a personal identification number (PIN) has conventionally been used to verify the
validity of a card (i.e., magnetic stripe card or smart card) owner. The dynamic password
generated (;n the basis of a valid biometric reading may be used to replace such a PIN,
without affecting a conventional transaction. For example, in the case of an ATM
h-ansacﬁon or electronic funds transfer point of sale (EFTPOS) transaction, a user inserts
20  their maguetic stripe card (or smart card) into the ATM or swipes the card using an
EFTPOS terminal. A card number corresponding to the magnetic stripe card is stored on
the IC 1307. At the same time as inserting or swiping their card, the user may use the
arrangement 1300 described above to generate a fime-dependent or eveni-synchronous
dynamic password based on a valid biometric reading. Again, the card number

25  corresponding to the magnetic stripe card may be encrypted within the generated



mat ching the bionetric signal against nenbers of a database of bionetric
signatures; and enabling an inductive circuit, based on the matching of
the biometfic signal, to transmt the secure access signal conveying the
information to the system upon the 15 inductive circuit being placed
within range of a radio frequency field emtted by the system 17. The
nmet hod according to claim 16, further conprising the step of storing a
val ue associated with the inductive ci¥cuit. 20 18. The nethod accor di ng

by S}laé%é%%swfaf Eéﬁﬁ% Aot ﬁ%@%ﬁﬁtgﬁe ot :dygﬁﬁi%i&%%@gwéi‘ Frsciuald %T fing.
accose §oPPRRORGHERE R, SSVRTe FERUEH, PLOOH YERht PRACREROROS gy

20. A conputer program prodyct having a_conputer readabl e nmedi le havi ng a
conput er SIS Wi Bk dn BT desgrifchiabeyerhgsel Qe FEAEREEs si gnal

to a systemfor providing secure access to a controlled item said access
bei ng dependent Tisnattangonerds feseribed ebvsedcludingibe swepemenc 00T HigAD, | t he
program conpri sing: 5code for receiving a bionetric signal, code for
mat chi hg whew aisodestsed for shakieg am galinespaymshb eh gein fthe dpteemaib pesswotd ayhet ric
signatures; and
used to replace the user’s password which has conventionally been used. Af the same
time as logging into a banking website, for example, the user may use the arrangement
1300 described above to generate a time-dependent or event-synchromous dynamic
password based on a valid biometric reading. Again, a user idenfification number
10 corresponding to the _user may be encrypted witfnin the generated password. The user then
enters the generated dynamic password into a personal computer. The dynamic password
" is then verified by a back-end host server (e.g., associated with a bank) connected to the
personal computer in the ménner described above based on the user’s identification’
number encrypted with the entered password.
15 The arrangements described above, including the arrangement 1300 of Fig. 13
may stop intruders from stealing credit and debit cards for later fraudulent use in ATM
and POS devices. The owner or user of a magnetic stripe card would also require the fob
or mobile telephone with the card number correspending to the magnetic stripe card
stored thereon. A new dynamic password could then be generated for each ATM or
20  EFTPOS transaction. The dynamic password overcomes the inherent weaknesses in PIN
type inputs, due to the dynamic nature of the password and requirement to validate the
owner .0y user biometrics prior to generating that password. If an intruder views a

dynamic password input, they cannot replicate it a next time as the password is constantly

changing.



code for enabling an inductive circuit, based on the matching of the

bionmetric signal, to transmt the secure access signal conveying the

‘information to the systemupon 10 the inductive circuit being placed
within range of a radio frequency field emtted by the system 21.A system
for providing secure access to a controlled item the system conpri sing:

- 15a dat abase of bionetric signatures; a transmtter sub-system conprising:

a biometric sensor for receiving a biof®tric signal; nmeans for matching

the bionetric signal ,agai nst nenbers. of_the_dat abase of hionetri.c
si gnatures; and @H’éﬁlﬁg@faﬁ-‘ﬁnmt ﬁﬁ@ 8%1&%13@%?‘? 6@ @P@Eheﬁ,asb’&%‘éﬁn&ﬁlet he
mat ching of the bionetric signal, to transmt a secure access signal _
conveyi ng Rt atpdde ulsoH, tthe Fragenemy el 300 ay t Ny ergssgritic derludet Mok r ange -
of a radio frequency field; and a receiver sub-system conprising; nmeans
for em ttimerimity naosileol 307 e drearcgngkingbidwithout a proximity module may also be used
to perform the iransactions described above including ATM, EFTPOS and online
§  transactions merely by generating a dynamic password as described above,
| The arrangements described above allow biometric security to be easily
hltegra‘ted with existing infrastructure for payment or access systems. The arrangements
are simple and effective for secul;e proof of identity. The user does not need to remember
a code, mumber, name or combination. The arrangements ﬁlay be used online or offline.
10 The de:scribed arrangements may also be used in wireless systems, alarm panel acﬁvation,
garage‘ conirol, door access, boom-gate access and anywhere long distance secure
transinissions are required. o
Indusirial Applicability
It is apparent from the above that the arrangements described are applicable to
15 the secﬁrity indusiry.

The foregoing describes only some embodiments of the present invention, and
modifications and/or changes can be made thereto without departing from the scope and
spirit of the invention, the embodiments being illustrative and not restrictive.

| The system 100 can also be used to provide authorised access to lighting

20  systems, building control devices, extérior or remote devices such as air compressors and
so on. The system 100 may also be used to gain access to online applications. For
example, as described above, the transmitter sub-systemn 116 may be used to generate a
onevﬁﬁle dynamic password for use in online banking applications or the like. The
concept of “secure access” is thus extendible beyond mere access to restricted physical

25 areas,



- 54 - means for receiving the transmtted secure access signal upon the
radio frequency field being emtted;. and neans for providing conditional
access to the controlled item dependent. upon said information. 5 22. A
transmtter sub-system for operating in a systemfor providing secure
-access to a controlled item the systemconprising a database of bionetric
signatures, a receiver sub-system conprising neans for emtting a radio
frequency field, neans for reqeiving'ag' secure access signal

condi t1 onal acceubots BBt wEPRET B SR A AEPTREE B
conveyed in the secure access, signal; lerein the traghsm.tter sub-system
conpri sesTa2sHHE, Tsygerggigap CrRYEE| -_ﬁgftﬁallg?lgﬁgfr grmed (usmgIRE, pighs f or
mat ching the bionetric signal against menbers of the database of bionetric
si gnat ur e Sempgication modes such as capacitive coupling or infra-red could also be used.

~ The arrangemeﬁts described above may comprise a “duress” or “alarm™ feature.

5  This feature may be activated using a different predetermined biometrics. For example,
typically the user may present a particular finger (e.g., their thumb) for verification prior
to enabling the proximity module (e.g., 126) or generating a dynamic password, If the
valid user is under duress by an intruder, the valid user can use an alternate finger (e.g.,
their index ﬁﬁger) o enable the proximity module and/or generate a dynamic password,

10  for example. Use of the alternate finger may avtomatically activate an alamm, thereby
bringing emergency services to the situation. Alternatively, the dynamic password
generaied based on the alternate finger may include an encrypted alarm notification. In
this instance, when the generated password is entered into a keypad, keyboard or the like,
an alarm will be antomatically activated by a backend controller or server, again bringing

15  the emergency services to the location.

* Generating different dynamic passwords based on the verification of different
biomet;ics may also be used where multiple access areas are selectable from a single
point. For example, the arrangements described above (e.g., the arrangement 1300) may
be configured so that a user’s thumb may be read and verified, as described above, in

20  order to generate a first dynamic password. The first password may be entered into a
keypad, for example, to allow the wser to enter a first door “1”. The user may then
present a different finger (e.g., the person’s index finger) Which once verified may result

in the generation of a second dynamic password. The second password may be entered

into a keypad, for example, to allow the user to enter a second door “2”.



15nmeans for enabling an inductive circuit, - based on the nmatching of the
biometric signal, to transmt a secure access signal conveying said
information upon'the inductive.circuit being placed within range of "the
radi-o frequency field. 23.A receiver sub-systemfor operating in a system
for providing secure access to a 20 controlled item the system conprising
a dat abase of ibionmetric signatures, a transmtter sub-systemconprising a
bi onetric sensor for receiving a biondtric signal, neans for matching the
bi onetric_signal against nenbers of the database of bi onetric signatures,
and mean&3iB: enabl i ng an inductive circuit, based on the matching of the
biometric signal, to transnit a secure access signal conveying

i nformation; wherein the receiver 25 sub-system conprises: - 55 - neans
for emtting a radio frequency field, means for receiving
the trandm tt el tsmemiter dwcessmiiigy alsefure mctdie signaris ra fystem Sulpreydihem upon
the inductive circuit being placed within range of a radi o frequency

field; apsbubn®aes tf acoffdletdieng saldnckcsd being dgraéms oh infoheationrbiainked item
dependent upon said information. 24. A systemfor providing secure access

t o ong Ofn fheBéduferdccy siphalC MR iFaRrhiel dn@iFisingt he system conprising: toa
dat abase of bionetric signatures; a transmtter sub-system conprising:
‘a biometric sensor for receiving a biometric signal,
: aprocessof for matching the biometric signal against members of a database of
biometric signatures; and
enabling means for enabling an inductive circuit, based on the matching of the
10 biometric signal, to transmit the secure access signal conveying the information to the

system upon the inductive circuit being placed within range of a radio frequency field

emitted by the system.

2. The transmitter according to claim 1, further comprising a memory containing

15 the database of biometric signatures.

3. The trahsmitter according to claim 1, wherein the database of biometric

signatures is located in the system for providing secure access to the controlled item.

20 4. The transmitter according to any one of claims 1 to 3, further comprising the

inductive circuit.

5. The transmitter according to claim 4, wherein the inductive circuit further
comprises a capacitor,

235



a bionetric sensor for receiving a bionetric signal; means
for determning if the received bionetric signal matches a nenber of the
dat abase of bionmetric signatures; 15a plurality of proximty nodul es
~associated with the plurality of controlled itens; neans for sel ecting one
of said plurality of proximty nodules; and neans for enabling, if the
recei ved .bionetric signal nmatches a nenber of the database of bionetric
signatures, the selected prOX|n1ty nothul e whi ch can 20 consequent |y

transmt a secure access S onve | hﬁw&ﬂ%
sel ect ed Gpr oxi k¢ JFaRERideL %f%&ﬁ%f? § ﬁff@l tresol?’e}i&%\%{p aced within
range of a radio- frequency field adugted to activate the selected

proxi m t yeirmwtifdber eomprigey €t BfSEEt ystem conpri sing; neans for enmitting
said radio frequency field adapted to activate the 25 selected proximty

nmodule; - 56-- neans for receiving the transmtted secure access signal
upon the radio

7. The transmitter according to any one of claims 1 to 6, wherein the secure access

5  signal is transmitted via the inductive circuit.

g . The transmitter according to any one of claims 1 10 7, firther comprising a

display for displaying information stored on the transmitter.

10 9 ' The transmitter according to any one of claims 1 to 8§, further comprising a

memory for storing a value.

10. The transmitter according to claim 9, wherein the stored value is decremented by
an amount depending on the information.

15
11. The transmitier according to any one of claims 1 to 10, wherein the transmitter

further comprises means for populating the database of biometric signatures.

12. The transmitter according to any one of claims 1 fo 11, wherein the biometric
20  sensor is responsive to one of voice, retinal pattern, iris pattemn, face pattern, and palm

configuration.

13.  The transmitter according to any one of claims 1 to 12, wherein the cogﬁoﬂed
jtem is a locking mechanism of a door

25



frequency field being emtted; and neans for providing conditional access
to the selected controlled item dependent upon said information. 5 25. The
system according to claim 24, wherein the means for enabling the selected -
proximty nodul e conprises nmeans for conmmunicating an enabling signal to
the integrated circuit of the proximty nodule. to 26. The system according
to claim?24, wherein said transmtter sub-system further conprises neans
for generating a dynanic password. 27:%fne system according to claim 26,

wherein agcess to the controllLed itemis dependent .ypopn the. dynam c
basowor d 561 ng T RN G CEPTIEhESy ou8io0 SRuy ) 1§ 2 B iane SEHoHe
system according to claim?24, wherein the transmtter sub-systemis
conf i gur eHRi% #F Flegropgjock on 2 Pargonalframpyter Giiv)accor ding to cl ai m 24,

wherein the transmtter sub-systemis 20 configured within a nobile
tel ephone. 30. The system according to claim 24, wherein the receiver
sub-systemis a paynent system - 57 -

i5. The transmitter according to any one of claims 1 to 14, wherein the transmitter is

5 incorporated within a fob.

16. A method of transmitting a secure access signal to a system for providing secure
access to a controlled item, said access being dependent on information contained in the
secure access signal, the method comprising:
10 receiving a biometric sigaal;
| matching the biometric signal against members of a database of biometric
signatures;r and | |
. enabling an inductive circuit, based on the matching of the biometric signal, to
transm;t the secure access signal conveying the information to the system upon the
15 inductive circuit being placed within range of a radio frequency field emitted by the

system.

17. | The method according to claim 16, further comprising the step of storing a value
associéted with the inductive circuit.

20
18. The method according to claim 17, further comprising the step of decrementing

the stored value by an amount depending on the information.

19, The method according to claim 17, further comprising the step of providing

25  conditional access to the controlled item dependent upon said information.



31. The system according to claim 30, wherein the paynent systemis an
online paynent system 32. Atransmitter for transmtting a secure access
signal to a systemfor providing 5 secure access to one of a plurality of
controlled itens, said access bei ng dependent on information contained in
the secure access signal, the transmtter conprising: a bionetric sensor
for receiving a bionetric signal; nmeans for determning if the

recei ved bionmetric signal matches a mefber of a dat abase of biometric

signatures; 10a plurality of proximty. nodyl had efkadnt RatihRe a
plurality2®bf cdhtcPBIPPIEY PIAEEHE ; P™ a%ﬁ' %g?‘g@‘%"?’ﬁgegg%gé g% sai d pl %r ality
of proximty nodul es; and . ans for. enabling, if. r I

bi onet ri ceosheaPromee W@dmggﬂmm%?:i%&ﬁss Bt o'l'qrrlle;t raﬁgﬁlsaréﬁgﬁrat ures,
the selected proximty nodul e which can c¢consequently transm.it.a sgcure
access sigmaﬁhgammathgsshﬁ%ﬂﬁﬁ?ﬂ@%ﬁﬁPdﬁéngﬁ‘%W@@ E@?@dﬂﬁ?§§Fﬁﬁl§ 15
nodul e upon the proximty nodul e being placed within range of a

r adi o- f r eepiediaad ihitled sbouard apdessisignal. 4be PRpgras eHRPTEEect ed proxi mity nodul e.
33. The transmtter according to claim 32, further conprising a nmenory
cont ai fii ng t he gatakaseivhg bbometnd tgmilignat ures. 20 34. The transmitter
according to claim 32, further conprising nmeans fo;m%enerati ng a dynamc

password. 35de The rhitakifg the diometeior slgmy dgeinst micmbew, ofvhcdahsadbess to
at | east one of the 25 controlled itens is dependent upon the dynamc

password BeiNg:ouLheRt:aded. - 58 -
code for enabling an inductive circuit, based on the matching of the biometric
signal, .to transmit the secure access signal conveying the information to the system upon

10 the inductive circuit being placed within range of a radio frequency field emitted by the

gystem.

21. . A system for providing secure access to 2 controlled item, the system
comprising:
15 ‘ a database of biometric signatures;
a transmitter sub-system comprising:
a biometric sensor for recéiving a biometric signal;
means for matching the biometric signal against members of the
database of biometric signatures; and
20 means for enabiing an induciive circuit, based on the matching of the
biometric signal, to transmit a sccure access signal conveying information upon the
inductive circuit being placed within range of a radio frequency field; and
a receiver sub-system comprising;

_means for emitting the radio frequency field;



36. The transmitter according to claim32, wherein the transmtter is
configured within a fob. 5 37.The transmtter according to claim 32,
wherein the transmtter is configured within a nobile tel ephone. 38. A
recei ver sub-systemin a systemfor providing secure access to one of a
plurality of controlled itens, the system conprising a database of

bi onmetric signatures, a transmtter sub-system conprising a bionetric
sensor for receiving a bionetric sign#- means for determining if the

received bionetric signal_ matches a nenber of th HiQaetric
signatures, a pl ural megnsgpr peaingHs, TagYy segg:segag?eg% gig&é\n%f)ﬁﬁt he plurality
of controlled itens, neans for selecting one of said plurality of

proxi m t yirequehel deld teamg eroitied; @8r enabl ing, if the received bionetric

signal matches a nenber of the database of 15 bionetri L.gnat ur t he
sel ected proximty nacahsfonprovidingondibiosalpresss F%/&Fmegﬂgr"?&%nr%%maccess
signal conveying information stored in the selected proximty nodul e upon
t he proxiﬁijoggaimﬁam ng placed within range of a radio-frequency field
adapted to activate the selected proximty nodul e; said receiver
sub-system conprising: neans for emtting said radio frequency field
adapted to activate the selected 20 proximty nodul e; nmeans for

recei ving,4 he tAﬁ%?ﬁiﬁ&g@&bS@ﬁ&h%mﬁmgﬁﬁgmwtemﬁvmmﬁ@nsm@F@ﬁ&éncy
field being emtted; and ‘means for providing conditional access to

7 2L S e o, o sttt 57 6.
dat abase ggb—s%{@t%moéomnp%{s?ngj ﬁu&!ﬂétf&’ éﬁliﬁ:lr@pﬁakl{(ﬁﬁéquency field, means for receiving a
secure access signal transmitted by the transmitter sub-system, and means for providing
10 conditi:onal access to the controlled item dependent upon information conveyed in the
secure access signal; wherein the ransmitter sub-system comprises:
a bioﬁeﬁc Sensor for receiving a biometric signal;
means for matching the biometric signal against members of the
databaée of biometric signatures; and
15 . means for enabling an inductive circuit, based on the matching of the

biometric signal, to transmit a secure access signal conveying said information upon the

inductive circuit being placed within range of the radio frequency field.

23, A receiver sub-system for operating in a system for providing secure access to a
20  controlied item, the system comprising a database of biometric signatures, a transmitter
sub-system comprising a biometric sensor for receiving a biometric signal, means for
matchiﬁg the biometric signal against members of the database of biometric signatures,
and means for enabling an inductive circuit, based on the matching of the biometric
signal, to transmit a secure access signal cdnveying iixfdrmaﬁdn; wherein the receiver

25  sub-system comprises:



a first subsystem conprising: a bionetric sensor for receiving a bionetric
signal; 5Sneans for matching the bionetric signal against nenbers of the
dat abase of bionmetric signatures to thereby determ ne an authentication
signal; and , means for generating a first password dependent
upon said authentication signal, said password bei ng generated accordlng
to an encryption process based on a dynami c input value, said first
password conprising an encrypted val ue310 representlng funds avail abl e;

and a second sub-system conpriSi ng; ns for ce|V|ng the first

password; means for deaaBtier AmitEng A zadio Haeueneiifld| e based on the received
password; and 15neans for perfornln%@%he transactlon based o é

avai | abl e funds.  4@aealhdos yercbiing dod tHPHRIIEY SEFHEF ACIYS sg@ag %ﬁ@?ﬂ tter
sub-system further conprising neans for generatlng a second password
dependent trapmritter fubstyitem wpon e indvative riraiighring riseaddvibiagamesais3 fHEY bei ng
generated according to an encryption 20 process based on a dynanic input

val ue, saifdqepepfiddpagsword conprising an encrypted val ue representing
funds to be debited.

5 means for providing conditional access to the controlied item dependent
upon said information.
24. A system for providing secure access to one of a plurality of controlled items, the

system comprising:
10 a database of biometric signatures;
a transmitter sub-system. comprising:
a biometric sensor for receiving a biometric signal;
means for determining if the received biometric signal matches a
member of the database of biometric signatures;
15 a plurality of proximity modules associated with the plurality of
controﬂed items;
means for selecting one of said plurality of proximity modules; and
means for enabling, if the received biometric signal matches a member
of the database of biometric signatures, the selected proximify medule which can
20 conseqﬁenﬂy transmit a secure access signal conveying information stored in the selected
proximity module upon the proximity module being placed within range of a radie-
frequency field adapted to acﬁvafe the selected proximity module; and
a receiver sub-system comprising;
L means for emlttmg said radlo frequency ﬁeld adapted to activate t’ne

25  selected proxmuty module,



41. A first sub-systemfor operating in a systemfor performng a secure
transaction, the system conprising a database of bionetric signatures, a
second sub-system 25 conprising neans for receiving a password, and neans
for performng the secure -60 - transaction based on avail abl e funds

dependent upon the password, the first subsystem conprising: a bionetric
sensor for receiving a bionetric signal; neans for matching the bionetric

si gnal agai nst nenbers of the dat abase 28f bi onetdc si ghatures to thereby
determ ne an authenticatio

signal:.and . ns._for erat i ng
t he password dependenf®@o §%ﬁ%8’%$bﬁg’f‘??f%efl S %cﬁgﬁsfg?%ﬁfe?%ofﬁnthggﬁ%gﬂ
password i s gener tgd_accordip to an encryption process based on a
dynani ¢ i npefuehey 1 being gttiefs dpasswor'd conprising an encrypted val ue
representing said funds available, 10 42. A systemfor perform ”19 a secure
transaction over a nefwenkiosgragdmecopditiopg]scesss toMecsIHeR SoREPIY R abase

of one or nore bionetric signatures; a first subsystem conpri sing:
dependent upon said information.

25. The system according fo claim 24, wherein the means for enabling the selected
proximity module comprises means for communicating an enabling signal to the

integraied circuit of the proximity module.

10 26. The system according to claim 24, wherein said transmitter sub-system further

comprises means for generating a dynamic password.

27. The system according to claim 26, wherein access to the controlled item is
dependent upon the dynamic password being authenticated by the receiver sub-system.

15
28. . The system according to claim 24, wherein the transmitter sub-system is

configured within a fob.

29,  The system according to claim 24, wherein the transmitter sub-system is

20  configured within a mobile telephone.

30. The system according to claim 24, wherein the receiver sub-system is a payment

systemi.



15a bionetric sensor for receiving a bionetric signal; nmeans for matching
the bionmetric signal against nmenbers of. the database of bionetric :
signatures to thereby determ ne an authentication signal; and nmeans for
generating a password dependent upon said authentication signal, said

- password being generated according to an encryption process based on a 20
dynam c input value, said first passmnrd conprising an encrypted val ue
representing said magnetic stripe card and a second sub-system

conpr|3|n mea for readi the.car ans i ving the sswor d;

COBh LS M. MR Sl oriie B ARG bherBel Ve Lo h S has el
on the card nunber encrypted within passmnrd and neans for perfornlng t he
transact i SABEEESER t he aut hentication. 5 43. A method of transmtting a
secure access signal to a systemfor providing secure access to one of a
plurality of controlled itens, said access being dependent on

32 A transmitter for transmitting a secure access signal to a system for providing
5  secure access to one of a plurah:ty of confrolled items, said access being dependent on
information contained in the secure access signal, the transmitter comprising:
| a biometric sensor for receiving a biometric signal;
| means for determining if the received biometric signal matches a member of a
database of biometric signatures;
10 ' a ?lura]ity of proximity modules associated with the plurality of controlled items;
| means for seiecting one of said plﬁrality of proximity modules; and
| means for enabling, if the received biometric signal matches a member of the
database of biometric signatures, the selected proximity module which can consequently
transmit a secure access signal conveying information stored in the selected proximity
15 module upon the proximity module being placed within range of a radio-frequency field

adapted to activate the selected proximity module.

33. The transmitter according to claim 32, further comprising a memory containing

the database of biometric signatures,

20
34, The transmitter according to claim 32, further comprising means for generating a
dynamic password.
35. The transmitter according to claim 34, wherein access to at least one of the

" 25  conirolled items is dependent upon the dynamic password being authenticated.



information contained in the secure access signal, the method conpri sing
the steps of: receiving a bionetric signal; . mat ching the-

bi onetric signal to a nenber of a database of bionetric signatures;

10sel ecting one of a plurality of proximty nodules, the sel ected

proxi mty nodul e being associated with at |east one of the plurality of
controlled itens; and enabling the selected proximty nodule, if
the received bionetric signal matches-#-nmenber of the database of

bi ometric signatures, the enabled selected proximty nodul e bei ng
configured for transmtting a secure access signal conveying information
stored in 15 the selected proximty nodul e upon the proximty dul e bei ng
pl aced wi B8hi n r ke transmitter aetording & glaim 3%  eheaein dhe trapsmigor ist ?‘\%ﬁ? he

sel ected proxi.mity nodul e. 44.The nethod according to claim43, further
conpr i si ngvithirea fbep of storing a val ue associated with the inductive
circuit. 20 45. The nethod according to claim44, further conprising the
step of decrenenting the stored val ue by an anount dependi ng on the

i nformation. 46. The net hod according to claim43, further conprising
the step af7. pr oThélitagsmitter @bdbirding 1a lclAnCcER Swherein ke cmnsmittet ésdcartfizmred
dependent upon said information. - 62 - 47. A nmethod of performng a
secure traRsach heBilOEphandiet work using a card, the method conprising

38. A receiver sub-system in a system for providing secure access 10 one of a
plurality of controlled items, the system comprising a database of biometric signatures, a
10 transmitter sub-system comprising 2 biometric sensor for receiving a biometric signal,
means for determining if the received biometric signal matches a member of the database
of biometric signatures, a plurality of proximity modules associated with the plurality of
controlled items, means for selecting one of said plurality of proximity modtﬂes, and
means for enabling, if the received biometric signal matches a member of the database of
15 biometric signatures, the selected proximity module which can consequently transmit a
secure access signal .conveying information stored in the selected proximity module upon
the proximity module being placed within range of a radio-frequency field adapted to
activate the selected proximity module; said receiver sub-system comprising:
. means for emitting said radio frequency field adapted to activate the selected
20  proximity module; |
means for receiving the transmitted secure access signal upon the radio
frequency field being emitted; and
- means for providing conditional access to the selected controlled iem dependent
upon said information.

25



mat ching a bionetric signal against nenbers of a database of bionetric 5

signatures to thereby determ ne an authentication signal; and

- generating a password dependent upon said authentication signal, said
password bei ng generated according to an encryption process based on a

dynam c input value, said password conprising an encrypted nunber

representing said card; reading the card to determ ne the card nunmber from

said card; 10authenticating a received password based on the card nunber

encrypted withjn password:. 2 sBioh B kYRS sehpriding)ased on the
aut hent i eatio .SW%E“ P Tg?%§£ éﬁﬁggrdfng to claim47, further

conprising the step of, determ nj. unt of funds. 49. The net hod
according to c# Wf%p{ﬁgf%@%%ﬁ&#%gﬁﬁ%’e step of debiting an anount
based on the determ ned anount. .,of funds. 20 50. The nethod according to
clai m 47, furthémst SHEHFTRFAYPEHRS st ep of decrementing a val ue stored on
the card based on the determ ned_anount of. funds.. -.,63 - providing secure
access to a control Iaéuomﬁmse%sﬂgoré‘?f?é‘@%gT)%’loﬁlﬁgﬁesﬁ%'ﬁldent on i nformation

5 means for matching the biometric signal against members of the

database of biometric signatures to thereby determine an authentication signal; and

means for generating a first password dependent upon said
authentication signal, said password being generated according to an encryption process
based on a dynamic input value, said first password comprising an encrypted value

10 representing funds available; and
a second sub-system comprising;

means for receiving the first password;

means for determining the funds available based on the received
password; and

15 means for perfdrming the transaction based o the available funds.

40.  The system according to claim 39, said transmitter sub-system further
comprising means for generating a second password dependent wpon a farther

_ authentication signal, said second password being generated according to an encryption.

20  process based on a dynamic input value, said second password comprising an encrypted

value representing funds to be debited.

41. A first sub-system for operating in a sysiem for performing a secure transaction,
the system comprising a database of biomeiric signatures, a second sub-system

25 comprising means for receiving a password, and means for performing the secure



contained in the secure access signal, the program conprising: code for
receiving a bionetric signal; code for matching the bionetric signal to a
menber of a database of bionmetric 5signatures; code for selecting one of a
plurality of proximty nodul es, the selected proximty nodul e being
associated wth at |east one of the plurality of controlled itens; and
code for enabling the selected proximty nodule, if the received bionetric
signal matches a nenber of the dat abad®” of bionetric signatures, the

enabl ed sel ected proximty jo nodul e bei COpfti f gggg ing a
secure adﬁﬁ@%mﬁﬂ@ﬁﬁﬂ‘Ebﬁ@@?ﬂﬁ&mFﬁﬁ%Pﬁﬁﬁ?gﬁp% @?ég i N fﬁgég%%gktedkh
proxi mty nodul e upon the proximty nodul e being placed within range of a
r adi o- f r eeporgmisingf i el d adapted to activate the selected proxinity nodul e.
52. A comput er program product having a conpuyter readabl e nmedi um having a
15 conput er program réiondeesepriar ecpiyms ?%?Wﬁ‘émj’ secure transaction
over a network using a card, the program conprising: code fqr magctﬂl ng a
bi ometric signal againeshs fentestching the duemets esigr! HEFRS: MOyttt es to
t hereby determ ne an authentication signal; and code for geperating a
passwoi d gepnessrtiompe shakdreatd thersby daterroine sh grihenticaigrsigngtis@d swor d bei ng
generated according to an encryption process based on a dynani c i nput
means for generating the password dependent upon said aothentication

signal, wherein said password is generated according to an encryption process based on a

dynamic input value, said first password comprising an encrypted value representing said

funds available.
10 |
42. A system for performing a secure transaction ovet a network using a card, the
system comprising: |
| a database of one or more biometric signatures;
a first subsystem comprising:
15 4 biometric sensor for receiving a biometric signal;

means for matching the biometric signal against members of the
databa;e of biometric signatures to thereby determine an authentication signal; and
means for generating a password dependent upon said authentication
signal, said password be;ing generated according to an encryption process based on a
20  dynamic input value, said first password comprising an encrypted value representing said
magnetic stripe card; and
a second sub-system comprising;
means for reading the card;

“means for receiving the password;



~value, said password conprising an encrypted nunber representing said
card; code for reading the card to determ ne the card nunber fromsaid
card; code authenticating a received password based on the card nunber

encrypted within password; and 25code for performng the transaction based
on the authentication.
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means for authenticating the received password based on the card
pumber encrypted within password; and

means for performing the transaction based on the authentication.

5 43, A method of transmitting a secure access signal o a system for providing secure
access to one of a plurality of controlled items, said access being dependent on
information contained in the secure access signal, the method comprising the steps oft \

" receiving a biometric signal;
. matching the biometric signal to a member of a database of biometric signatures;
10 selecting one of a plurality of proximity modules, the selected proximity module
being associated with at least one of the plurality of controlled items; and
" enabling the selected proximity module, if the received biometric signal matches
o member of the database of biometric signatures, the enabled selected proximity module
being configured for transmiiting a secure access signal conveying information stored in
15 the selected proximity module upon the proximity module being placed within range of &

radio-frequency field adapted to activate the selected proximity module.

44, The method according to claim 43, further comprising the siep of storing 2 value
associated with the inductive circuit.

20
45. The method according to claim 44, further comprising the step of decrementing

the stored value by an amount depending on the information.

46.  The method according to claim 43, further comprising the step of providing

»s  conditional access to the controlled item dependent upon said information.
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47. A method of performing a secure transaction over a network using a card, the
methoﬂ_t coﬁ:lprisin'g:

matching a biometric signal against members of a database of biometric
signatures to thereby determine an authentication signal; and

generating a password dependent upon said authentication signal, said password
being generated according to an encryption process based on 2 dynamic input vaive, said
password comprising an encrypted number representing said card;

reading the card to determine the card number from said card;

guthenticating a receiifed password based on the card mumber encrypted within

- password; and

performing the transaction based on the authentication.

48. The method according to claim 47, further comprising the step of determining an

amount of funds.

49. The method according to claim 48, further comprising the step of debiting an

amount based on the determined amount of funds.

50. The method according to claim 47, further comprising the step of decrementing a

value stored on the card based on the determined amount of funds.

51. A computer program product having a computer readable medium having a

computer program recorded therein for transmitting a secure access signal to a system for
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providing secure access t0 a controlled item, said access being dependent on information
contained in the secure access signal, the program comprising: |
. code for receiving a biometric signal;
| code for matching the biometric signal to a member of a database of biometric
signatﬁres;
code for selecting one of a plurality of proximity modules, the selected proximity
module being associated with at least one of the plurality of contro}led items; and
| code for enabling the selected proximity module, if the received biometric signal
matchés 2 member of the database of biometric signatures, the enabled selected proximity
module being configured for transmitting a secure access signal conveying information
stored in the selected proximity module upon the proximity module being placed within

range of a radio-frequency field adapted to activate the selected proximity module.

52. - A computer program product having a computer readable mediam having a
comiputer program recorded therein for performing a secure transaction over a network
using é card, the program comprising:
| code for matching a biomeiric signal against members of a database of biometric

signatures to thereby determine an authentication signal; and

code for generating a password dependent upon said aufthentication signal, said
passwo-rd being generated according to an encryption process based on a dynamic input
value, éaid password comprising an encrypted number representing said card;

code for reading the card to detenn:in_e the card number from said card;

code authenticating a received password based on the card number encrypted
within password; and

' code for performing the iransaction based on the authentication.



