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BACKGROUND OF THE DI SCLOSURE The present disclosure clains the benefit of
Provi si oD o3fpopdsetat i on Serial No. 60/303,450, filed Jul pCo/USRDOM4S t he
entire contents of which are herein incorporated by reference. 1. Field of
the Disclosure The present disclosure relates generally to backup systens
and in particular, to systens and nethods for providing information
backup. 2. Description of the Related Art Backup storage devices are used
for backing up i n§YSTEMSAND METHOBS ORINFORMATION BACRURI nes or

devi ces. Backup storage devices are often used to backup various types of
information including, for exanple, files, databases, systeminformation
and files, etc. Wien one BACKOGREWNPAGE Td8VDERCLOSERAY ed anong a plurality
of host devices, problens nmay arise when accessing the storage device to
read or wite to it. An exanple of a local area network (LAN) including
backup storage is shown in Fig. 1A The LAN includes one or nore

wor kst at i on$heparesent diselosuie daime thebspsfis obRrogisicnali Appli¢asias SegakdNdack up
storage device 7 interconnected via a network 9. Each of the workstations
5a- 5n 6MB03%é5¥,eTled Bdy 62001, thei dntizeecontkiritd €f which afcicatih mycosyghied by réfeedade.
storage device 7 may be, for exanple, a tape device such as a tape
library. If host devices such as the workstations 5a-5n or servers 6a-6n
are sharing the 1 WO 03/005625 PCT/ US02/ 21048 sane storage device 7, each
oper at | ystemmay attenpt to store data in the sane |ocation on the
storag%‘rigg@ioiéhgblsfﬁ)sflﬁi S case, data required by one host device m ght be

overwitten by data . . .
The present disclosure relates generally to backup systems and in particular, to systems

and methods for providing information backup.

2. Description of the Related Art

Backup storage devices are used for backing up information on servers and other network
machines or devices. Backup storage devices are often used to backup various types of
information including, for example, files, databases, system information and files, etc.

When one backup storage device is shared among a plurality of host devices, problems
may arise when accessing the storage device to read or write to it. An example of a local area
network (LAN) including backup storage is shown in Fig. 1A. The LAN includes one or more
workstations 5a-5n, one or more servers 6a-6n and at least one backup storage device 7
interconnected via a network 9. Each of the workstations 5a-5n and servers 6a-6n my utilize
different operating systems. Backup storage device 7 may be, for example, a tape device such as

a tape library. If host devices such as the workstations 5a-5n or servers 6a-6n are sharing the



froma subsequent wite by another host device. In addition, sonme operating
systens may store special information at specific addresses of the storage
devi ce 7.wBmawoweher operating systens may require that @ay/sh/200Med
storage devices have identifying information stored in one or nore

portions of that same area of storage. This results in conflicts and

di f fi ceamd seragndevies 7.dHaplyoperating syhigneniay aderapldo sire daie imthesamedgeationwsed t o
control access to the storage device 7. However, should the controller
crash, theRerageadeage 75 Viattlencaka! dathvaquired pe bﬁal’i@sﬂdbyicé afitht beldveivalierShpdage
deV|ces may be provided for backing up data on host devices. However,
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bandw dth on the LAN or WAN. A SAN is a high speed storage network of
shar edmgy sradge thrswing efachad siareareierisenhaveddentidyas infevnation sierad impeon mor |
hosts on the LAN or WAN, saving val uabl e bandwi dth on the LAN or WAN.
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distributed servers 2a-2n, connected to one or nore storage devices such
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4a-4n may include, for exanpl e tape libraries each including a plurality
of stora pi.c a re. r ad/write ces for reading
and wr T’}{ o tthoﬁlﬁ%ﬁeg 063r5§ i‘ 05%83 syﬁt%%‘ JTF P%laiang?t\l)'dlregg 2a-2n and the
backup deV|ces 4a-4n  may_ be |nterconnected V|a a hi gh speed/ hi gh volune
network 3 t NHHtpigytarsgs %@eww@e Proviged fonpatksrpup ﬁ%qrpwéeit/dﬂms Hppghdpeed
switches and/or bridges. Wth this type of environnent, there are several
ways thahagih@multiple storage devices in an efficient and effective manner allowing backup and

recovery for multiple hosts can be time and resource consuming and can utilize much of the
bandwidth of the LAN or wide area network (WAN).

A storage area network (SAN) may be used to free up bandwidth on the LAN or WAN.
A SAN is a high speed storage network of shared storage devices. ‘A SAN makes all storage
devices available to all hosts on the LAN or WAN, saving valuable bandwidth on the LAN or
WAN.

Figure 1b depicts a SAN environment. The SAN includes a plurality of distributed
servers 2a-2n, connected to one or more storage devices such as backup libraries 4a-4n, via a
highspeed network 3. The backup devices 4a-4n may include, for example, tape libraries each
including a plurality of storage media, a picker and one or more read/write devices for reading
and writing to the storage media. The distributed servers 2a-2n and the backup devices 4a-4n

may be interconnected via a high speed/high volume network 3 that may include various



servers 2a-2n and backup devices 4a-4n can be shared. For exanple, one of
the servers 2a-2n may act as a chief arbitrator granting access of backup
devi ces Modp/00w2nl | ot her servers. This is often referr®@dTUS0231038
master/slave system In a nmaster/slave system the intelligence lies with
the master and the master has sole discretion and decision making

aut hor highspeed awithey antlenbeidgesi With thisityipe wf sevivemment, shere evswverabwekathat the
device. The naster creates and maintains information regarding the state
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systemis that if the master crashes, it my take a lot of tinme and effort
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system adm ni strator. The, new master will then re-inventory the net K,
2nd bUPRER ST RRATI I S BAPEeG, T Tepay 8o syaizah DBy sense, e pith the
network. This can be a tinme consum ng and costly procedure. Another

appr oawhstesandothp araster hamsode diserstion and derdsienpmaking cuthanbntgseidingwhenanl ifie
that each server is capable.of accessing only the drives and slots in the
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efficient use of the backup devices. In nmany backup operations, the backup

appl i C%Eii%eBP@ééﬁo’fﬂ?e&%&sBﬁ%ﬁe%omi mary storage device to the server

menory, does necessary formatting, and sends it to the appropriate backup
storage devjces. ,These ocesses. i nvol ve.heavy utilization of CPU |
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operations are in progress, the servers may not be able to perform_any
ot her @ifine éad pEort to eendigraepothuiiservesasghe mgster-hAllralhey saeyergiyillsyait unkil
adm nistrators prefer to perform backup at a tine when the application | oad
on t heasgharenasts safveahasbesh dusipgndtéd amidahfigeredéyahe systdm administralbarc Kithe new
operations could be performed without requiring 3 WD 03/ 005625
PCT/ USRR412A Q4B then re-inventory the network, and build up information regarding the state of each
device on the network. This can be a time consuming and costly procedure.
Another approach is to partition access of a backup device among the servers, so that
each server is capable-of accessing only the drives and slots in the library within its partition.
However, this system may not make the most efficient use of the backup devices.
In many backup operations, the backup application reads the data from the primary
storage device to the server memory, does necessary formatting, and sends it to the appropriate
backup storage devices. These processes involve heavy utilization of CPU, IO channels and the
system memory. It is quite possible that when backup operations are in progress, the servers may
not be able to perform any other application processing. This is one of the reasons why system

administrators prefer to perform backup at a time when the application load on the server is at a

minimum. It would be beneficial if the backup operations could be performed without requiring



heavy utilization of the serversystem thereby freeing up the server even
during informati on backup. SUMWWARY A serverless backup system for backing
up i nf or MXDIBM0BRS a network i ncluding one or nore server PCTABAPLINERS a
backup storage system for backing up information and a storage systemfor
storing information to be backed up and restored, wherein information being
backedbeayp utifizatiearnSfthe sarverdiystems thereby dreeingaipshe payer &gs durng mfermeativack up
storage systemwi thout going through a server and information being
restorestkup. transferred directly fromthe backup storage systemto the
storage system wi t hout going through the server. The backup storage system
may conprise a tape storage system and the storage system may conprise a
di sk storage system The network may conprise a storage area network. The
information may be transferred between the backup storage system and the
storage systemusing an Extended Copy command. Prior to transferring
information directly fromthe storage system to the backup storage system
a snapSHMMgRY he storage system may be taken.. A period of wite
inactivity to the storage systemnmay be waited for prior to taking the
snapshot. Thesepericsdbarkup wysténe forrtacking upynfvayatien en pnedellk methdieg owdorof
time. If the period of wite inactivity does not occur by tinme a tineout
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predefined period of tine. SO | osed is a serverless backup nethod for
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PCT/ US02/ 21048 i nfornation, providing a st oralg(e system for storing,

i nf or nHP ifFensEris diseliophs siprasssyYFBdo Sigbackup storage system without going

through a server and information being restored is transferred directly from the backup storage
system to the storage system without going through the server.

The backup storage system may comprise a tape storage system and the storage system
may comprise a disk storage system. The network may comprise a storage area network. The
information may be transferred between the backup storage system and the storage system using
an Extended Copy command. Prior to transferring information directly from the storage system
to the backup storage system, a snapshot of the storage system may be taken. A period of write
inactivity to the storage system may be waited for prior to taking the snapshot. The period of
write inactivity may be a predefined period of time. If the period of write inactivity does not
océur by time a timeout period has expired, the transfer may fail. The timeout period may be a
predefined period of time.

Also disclosed is a serverless backup method for backing up information on a network

including one or more servers, comprising providing a backup storage system for backing up



backi ng up information by transferring information directly fromthe
storage systemto the backup storage system w thout going through a server
and rest owDrg/odseedr mati on by transferring information di PEEUSY2/L10¢8M t he
backup storage systemto the storage system w t hout going through the
server. Al'so disclosed is a conputer readable nmedi umincluding code for

per f or infergnasioneprpsidings storage RYSICTRERI SR I EIRRPH i ]EF‘pbarcﬁ?‘gPPrﬁW Fstosed and
network i ncluding one or nore servers, conprising code for backing up

i nf or maidkem Wy irforansibebyitrgsfernfry infirmationd direntlyl fion thersterags systegeto thgyst em t o
a backup storage system w t hout going through a server; and code for

rest or b RGeup st BhieB wiNodt '8l tBfdubAd sbivbPiBeitBAngl infemidtonitharnsfertackup
st orage sygtem o0'the storage “system w thout going through the server.
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allocation tables of each file and finding attributes of each file,

exam nlﬂr?gsef‘ﬁ’é attributes of each file and determ ning whether a file is
resident or non resident, backing up entire attributes of a file if it is
det ermi ned tAisd dis¢lesddi ik e chsiputee sdadabie nedihnb inskidieg eqsledor perfuming aselverdasa
bl ocks belonging to the file if it is determined that the file is non
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information by transferring information directly from the backup storage system to the storage
system without going through the server.
Also disclosed is a serverless backup method comprising opening a file system root
directory, parsing the file system root directory for allocation tables of each file and finding
attributes of each file, examining the attributes of each file and determining whether a file is
resident or non resident, backing up entire attributes of a file if it is determined that the file is
resident and backing up attributes and data blocks belonging to the file if it is determined that the

file is non resident.

BRIEF DESCRIPTION OF THE DRAWINGS
A more complete appreciation of the present disclosure and many of the attendant
advantages thereof will be readily obtained as the same becomes better understood by

reference to the following detailed description when considered in connection with the



Figure A is a block diagramof a LAN environnment; Figure 113 is a bl ock
di agram of a SAN environnent; Figure 2 is a block diagramillustrating an
exanpl e ovoasnetsadr k envi ronment to which the present sy®Cersozan4sret hods
may be applied; Figure 3 is a block diagramillustrating an exanple of a
SAN environment to which the present systens and nethods nmay be appli ed;
Fi gur esccdmpanyibg drasviags,eehereinspl ays for allowing a user to configure the
system Figure 6 is a block diagramillustrating a configured system

Figures 7 -pibardl£iSEHRER adioshh 875 LAN @WiRddnRnyser to set up jobs in a job
gqueue; Figure 13 is a screen display allowing a user to backup a renote

server; Figure 14 is | ock di a ] ri ous engi nes used by the
servers of ’fggrepﬁése%ﬁlo%g a%gﬁ%ﬁ‘%\f%n&goﬁ%%tgre 15 is a flow chart for
describing nmultiple stream backup according to an enfodi nent; Figure 16 is
a bl ock di abiers 4 ra Hede diagranyilistaingAn @euplpfa petwerkyrpvaenppnt tofwhigh o
flow charts for describing various aspects of serverless backup; Figure 20
i s a dilegresenisdysteinsgnfl inhetsodsnoaybboappdiedf data for those files; Figures 21
and 22 are GQU's allowng a user to configure libraries; and Figures 23 -

25 are f|0WFgcjil?é3 £ af1916o1@l@ﬁgfdnbhn@u&tﬁ{zg/ﬁé)@ﬁ]?léo@m@mf@m@mo wHEH #¥eL ED
DESCRI PTI ON 6 WO 03/ 005625 PCT/ US02/ 21048 n describing preferred

embodi gR0LS OfiehE PLERSAL nll $6LB5ME 111 ustrated in the

Figures 4 and 5 are screen displays for allowing a user to configure the system;

Figure 6 is a block diagram illustrating a configured system,

Figures 7 - 12 are screen displays allowing a user to set up jobs in a job queue;

Figure 13 is a screen display allowing a user to backup a remote server;

Figure 14 is a block diagram showing various engines used by the servers of the present
system and method;

Figure 15 is a flow chart for describing multiple stream backup according to an
embodiment;

Figure 16 is a block diagram for describing a serverless backup;

Figures 17 - 19 are flow charts for describing various aspects of serverless backup;

Figure 20 is a diagram showing files and blocks of data for those files;

Figures 21 and 22 are GUIs allowing a user to configure libraries; and

Figures 23 - 25 are flow charts for describing serverless backup operations.

DETAILED DESCRIPTION



drawi ngs, specific termnology is enployed for sake of clarity. However,
the present disclosure is not intended to be limted to the specific

t er mi nol o9 080owed ected and it is to be understood that @arrusepzwousic

el ement includes all technical equivalents which operate in a simlar
manner. The_present system and nethod is capabl e of being inplenmented in a
Local Area NetsgsriRingnraferred pwbodingnit obihe peesentdis¢lpsuyg iliusiratedtipdhe t ypes of
environnments including, for exanple, a Storage Area Network (SAN)

envi r oarmnihgs, sp@ifie te2mindlogt sangdoyddefoh sakadvafrotaritnd Boddvens the rasentonnent i n
whi ch the disclosed enbodinments will be further described. The system
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and one or nore evices 13a-13n 1 nterconnected via one or nore

net wor ks, The rkstations |0Oa-10n.and rvers,1 l.a-1 In user .t he sanme
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or nore desktop conputers, |aptop conputers, nmainfranmes, etc. In the
enbodi pigmlarsheemer.in Fig. 2, the network is a LAN environnment, and the

wor kst ations 10a-1On, the servers 11 a- 11 n and the backup systens 13a-13n

are inter comnepteRent\syste dnfMdtbod Isitapaidé bf Bding Dhplesieatdd h b @oodltArée Nebvbrie
above-descri bed LAN environnent, a SAN environnent nay be provided. In the
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respect, to S&%ﬂé\? H%\Mn a_SAN environnment, servers 12a-12n are
connec i3S gyor KOp™M&tor age devices 14a - 14n via a network
16, as shown in Fig. 3. As will be described in nore detail below, the
servers 12aFigwe Mﬁgetraég%ﬁhg hewwase sk spéivage eupnRent i whightiesligdewds
PCT/ US02/ 21048
embodiments will be further described. The system includes one or more workstations 10a - 10n,
one or more servers 11a-11n and one or more backup devices 13a-13n interconnected via one or
more networks. The workstations 10a-10n and servers 11a-11n may user the same or different
operating systems. The workstations 10a-10n may include one or more desktop computers,
laptop computers, mainframes, etc. In the embodiment shown in Fig. 2, the network is a LAN
environment, and the workstations 10a-10n, the servers 11a-11n and the backup systems 13a-13n
are interconnected via a LAN 15.

In addition, or as an alternative to the above-described LAN environment, a SAN
environment may be provided. In the SAN environment, the workstations 10a-10n may be
connected to one or more of a plurality of servers 12a - 12n via a LAN as described above with
respect to Fig. 2. However, in a SAN environment, servers 12a-12n are connected to one or

more backup storage devices 14a - 14n via a network 16, as shown in Fig. 3. As will be

described in more detail below, the servers 12a-12n may be assigned to server groups which



i nclude distributed servers, a primary server and backup storage devi ces.
Network 16 is a high speed network that may include a system of sw tches
and bridgwee iBoossehg a part of a fibre channel network. THRETIAN/LWOHE a

hi gh speed, high bandw dth system for comrunicating data. The hi gh speed
network 16 may be, for exanple, a fibre channel network, a shared SCS

syst eminchudealistSbiet gamesy s pemaryAletteo aghbariuy sonagesievices. Netwapk Wh lid a bigh
described herein, a plurality of server groups nay be provided on the SAN.
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arbitrated | oop, includes nodes connected by a fibre channel hub, so that
each noden 88A typd &ystent.h each ot her node. Nodes log in to the ring when
powered up or when first connected to the ring. This causes an event on the
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nodes. Each node on the ring Is assigned a unique world-w de address or id
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devices. In the SAN environnment described herein, software systens in
accor ddnaviee oi migdiaraé themagwdime.di scl osure are installed on the servers
12a-12n. The systemis then configured to designate the primary and
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and are referred to as nodes. Nodes may be connected to swithubs, creating a ring. The fibre
channel ring, sometimes also called a fibre channel arbitrated loop, includes nodes connected by
a fibre channel hub, so that each node can talk with each other node. Nodes log in to the ring
when powered up or when first connected to the ring. This causes an event on the ring that all
other nodes on the ring receive so that each is aware of new nodes. Each node on the ring is
assigned a unique world-wide address or id by the manufacture, allowing each node to be
identified when it logs onto the ring. Backup devices such as tape libraries connected to a hub
use applications that are network-storage aware, so that they can access the devices without
interfering with other applications also accessing the devices.

In the SAN environment described herein, software systems in accordance with the
present disclosure are installed on the servers 12a-12n. The system is then configured to

designate the primary and distributed servers and to assign each server to a group. For example,



WO 03/ 005625 PCT/ US02/ 21048 according to an enbodi nent, a display such as
that shown in Fig. 4 is provided to a user. The display includes a panel
20 provi oo oot0tke | eft hand side which provides a tree viPEWUSD2/21048
configuration of primary and distributed servers. A panel 22 on the right
hand side of the display shows all available servers having the present
sof t waseeoidisg &l dneuntzoviment, e displaysuetoas thetshowarin Fig ¢iigpexyided tagyseterTher
group. A user first selects the primary server, by noving the curser (not
shown) gigpidy sRiletek a PAneIDd Rbvidbeos eeVef hahid side Whech previdena tréevieivgifithéiand
side of the display and then clicking a Make Primary button 24. The
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A distributed server is selected fromthe right hand w ndow of the screen
and t hessignsil gmamy ssryertgnound A ysardistzglects the pramary. semst.rymowng the dusar Krted
server froma group, the server nane in the left panel is selected and the
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the server group is configured as desired by the user. The storage devices
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primary server. For exanple, to assig hared libraries to a server group,
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each of the server groups in the left hand panel 32 and avail abl e storage
medi a déier theprimary Ferves gembeﬁla frlegieth dire @atrleFeslwwgrs arp thegsgleate apdl assignsdr e
will be described mainly by reference to tape libraries as the storage
medi a dethatg@$magtsenrer to/foem odferves gooupg ) disthitmtaiseice ss selactdidiern ¢tk aght hand
alternatives to or in addition to the tape libraries. Tape |I|ibraries not
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server from a group, the server name in the left panel is selected and the Remove Distributed
button 30 is clicked. This process is repeated until the server group is configured as desired by
the user.

The storage devices are then assigned to the server group. This process is performed on
the primary server. For example, to assign shared libraries to a server group, a Device Group
Configuration dialog is selected from the primary server machine. This presents a window such
as that shown in Fig. 5, which lists each of the server groups in the left hand panel 32 and
available storage media devices in the right hand panel 34. Although the present disclosure will
be described mainly by reference to tape libraries as the storage media devices, other types of
storage media devices may be used as alternatives to or in addition to the tape libraries. Tape

libraries not presently assigned to a group are displayed in the Available Devices right hand panel



9 WD 03/005625 PCT/ US02/ 21048 34. To assign a tape library to a group, a
library listed in the Avail able Devices panel 34 is «clicked on and

sel ect ed.wOlg/ogtseup i n which the user wants to add the |i pcarusor/aioggan t hen
be highlighted in the left hand panel 32 by the user. The Assign button 36

is then clicked. The _library will then_ be renoved fromthe right hand
panel 3% Andssigme Bgebibraxine swapgelibar Gedim the Availahle PevicssinagphAdis 32,
Additional libraries can be added to the group by repeating the above
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configured server group is shown in Fig. 6. The network now includes a
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16a- 16n ach server maintains a job queue of jobs that need to be

perforﬂﬁgq&gl %ﬁ%g'r&n Jgrﬁe Jogﬂ%ah& éﬁb@%_ahggﬁcgdbgneaﬁmgggﬂas R %3}3_

j ob queue |sp ays queu In~w ndow por I on

The jobh queue |f| the server d in the t he b nunber,
Che | B Pbhand el & e RptoRekiroResaa bepbdeliodht FobED rePRORE BRAED, " as
shovvn When a job is run or scheduled to run, it is submtted to the job

queue bigps. "Whes émishFhehe PRebwiton 3Byischekedont i nuousl y scans the job queue for
jobs that are ready to be executed. Jobs can be controlled by selecting a

job from t he\rj &lanpuesthaftehsicofifured s&kergowals shudneoRid. 6| Did hedWdrk ndvor
exanpl e, the user can be given the option to change the job's status to

HOLD ok, thati ¢, he j ob
is not §C eg%ggﬂ tr%k% %&jéghsﬁzgdﬁ %ﬁg%gﬂﬁgﬁgz?%g&gﬁgﬁgo égg%séggég%cut Jed
prvi ousl v SageEFeEmBtans Sepapeis &8 et wkals Ra Syt ot BB o e
script contains the original source, destination, E)tl on, and schedul e

i nf or miabi @reue &F shoha ipdie. %Tr@hqkmg o the jofeawegiteh 4¢ displaygdhaiobicuese By window

addi ti onal sources to an existing job, without having to create a
portion 42, as shown. The job queue identifies the server involved in the job, the job number, the

job ID, the state of each job and the execution time for each job, as shown.

When a job is run or scheduled to run, it is submitted to the job queue by the user. The
present system continuously scans the job queue for jobs that are ready to be executed. Jobs can
be controlled by selecting a job from the job queue and right-clicking various control options.
For example, the user can be given the option to change the job’s status to HOLD or to READY
(if it is currently on hold). HOLD signifies that the job is not scheduled to be executed.

READY means that the job can be executed. .The user can also quickly submit a job to the job
queue by using a previously saved script. A script is a job that was saved to a file. The script
contains the original source, destination, option, and schedule information for the job. The job
can be modified to add options or additional sources to an existing job, without having to create a

new job. The job can be rescheduled to quickly change a job’s execution date, time, or status.
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new j ob. The job can be reschedul ed to quickly change a job's execution
date, tinme, or status. 10 WO 03/005625 PCT/US02/ 21048 This also allows a
user to rweuwbiI2H Done job that is still in the Job Queu®CTRsp2/2M088p| €,
the wuser may want to do this if the job was not successful when it first
ran. The user can also cancel an active job fromthe job queue and

r esche@isealdot alfosvs a dssr toeresubmait el Deone jott thatvialstill An theldob &vebe Foosmelpledhand
del eted fromthe job queue conpletely. Deleting a job will interrupt and

removeyedheny Whhi GO aBaE & the fdbORAs MR sheRssHiteMigon i@ figkt kdn. WHd usePéanbso cancel
reschedul ed.” If the user then desires to reinstate the job, the user may

recreate the job (if it, was no | QU . . iptafi . user
can ot apyebs fent b e Pl B R % AT el aRERAE A 10 Bd (00
manager allows jobs to be added to the_ jqob gueue. For exanple, the user can
set theangwsllpdand dejetsd fiom ¥h6d°‘hﬂ‘éF"§&ﬁ@d’lﬂt?lﬁgﬂe§F‘8g P Wﬁﬁ pg?ngggﬁg FIBOVRy
speci fying the source, the user can specify the itens they wish to backup.
By spedhd jpbrgmpleteld st thatjoayeuchandis will oairbesgsahicfiyledh Hithe usdndyenesives o
have the source information backed up. By specifying the scheduling

i nf or medihQhke thd 08, e AserCRRy FRRGtd the YABEGS it KAy nvl ibvibaslp eivedrtonatsbeptoek up.

The backup nmanager includes a backup w zard, which provides the user with
vari ous w ndp f j ' nds - i fying: j,ob

i nformati ongSx 7 C%E)a%glésg%ée@%eg’gﬁﬂlogﬁgda%ggdé %&h tﬁéﬂﬁg o%o r?%‘fol %ﬁlﬂca be
specified by use of the back i zard For_exanpl e, after the hackup w zard
i s st ampa@gerallewsdehs tpg’eragé?fgg’[tgﬁﬁ%cﬂ‘?ﬁ%c]ﬁ ‘Fﬁﬁxﬁq’é’?%glﬁ"bsgr c%arsegg?e\;@ Chey

wi sh to back up, by entering the Server nanme, user nane and password. After
the sylssterationland athedulitg mfomfationden eanh jabh Byspseifying phecsparaeethewisetcaa wi ndow
100 such as that shown in Fig. 8 As shown, the browser displays a nmachine

tree 1QpedifyaRt Whing thdyReishi Sebackap. BYlspedifyilanmt destinatichithesser eal speeify where
(drives), shares, directories and files for backup. For exanple, to

they wish to have the source information backed up. By specifying the scheduling information,

the user can specify when they wish to perform the backup. The backup manager includes a
backup wizard, which provides the user with various windows for selecting options and
specifying the job queue information. The source, destination and scheduling information can be
specified by use of the backup wizard

For example, after the backup wizard is started, the user is requested to specify the source
or server they wish to back up, by entering the Server name, user name and password. After the
system validates this information, the user is presented with a window 100 such as that shown in
Fig. 8. As shown, the browser displays a machine tree 101 from which the user can select
domains, machines, volumes (drives), shares, directories and files for backup. For example, to
backup the entire server machine, the user highlights “My Computer” and then clicks Next

button 104. The system then displays a window 106 such as that shown in Fig. 9, requesting the
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backup the entire server machine, the user highlights "My Conputer" and
then clicks Next button 104. The systemthen displays a wi ndow 106 such as
t hat shovwwoioa/08i6g5 9, requesting the 11 WO 03/ 005625 PCT/ BE0A/SRLOUE user
to choose the backup destination by selecting the nedia for the backup.
After selecting the nedia for backup, the user cljcks Next button 104. The
user i user eehossethehaslnastinating hyseleghng tsrmesha fo thekackup g Afigr selerbing they Fi g
10. This screen allows the user to custom ze the backup job by choosing

t he exinedia fof bdckep,ftht eserichielts Mex butiol #04adke dsarps tHeopresestep veth thebaclspr can

sel ect Full Backup 110 or Increnmental Backup 112. |f Incremental Backup is
sel ect ggiomRkdet 1 0€Ss K&k & Big M WHILEcr&aVE10%R INDe’r & éiﬁ&)tﬁi&@tlféf“r%kﬁi\&',\%b
backup)" wi Il be backed up. Thi's screen also allows the wuser to set et her

to b ith Verifi i 114 / ' 116, Af i K

Next DY Pt g (b Bleh Hn Ao neRRR: oL Bl P 185 Eh PSR,
Fig. 11. This wndow shows the information that was jnpyt and_asks the
user t Bagkapj K1Y arfecremeahBeckyn 1124 If Incrasneniali Bagkym s Sﬁ@ﬁ@ﬂe‘&l}’ filesdhif8% can

go back and alter any of the entries by clicking Back button 103. If the
user i Bew &rilmlve eblanget kirich ¢hel prEvivnsbackmp) wikbaisekedtip. c'Kisis seretroalsd howsmthei s
presented with a w ndow 120 as shown in Fig. 12. Wndow 120 all ows the

user tQsep@d &4 twHMIRE Bebadkllf vRaCHeHXicaliBR 114 ah@oPEompibstion1182 AftebIRKRR it

is be Scheduled 124 to run at a specified date and tinme. |If Schedul e
but t on | Lest u ' | i f .lons to
choos e RayiPn T er e BBEert ALPRER ORGSR 14 e oSl e 31, LT
day, hour, mi.nute) and days jn whi.ch that backup job.is to_be excluded (if
any). WERAgH mt?lgysf%%tw atgthieleang askedBs VseRdd Vorify e TRAGioBs i
schedul i ng backup jobs. The present system also allows renote
ser ver gYfomutionds iricnrrestothisarsersean\gerbagls andaltar any of thgsnbiss by eticking Bagkhulden ver
group to be backed up froma | ocal server. The renpte nmachine

103. If the user is satisfied with the information, the user clicks button 104 and is presented with

a window 120 as shown in Fig. 12. Window 120 allows the user to select whether the backup

job is to be Run Now 122 or whether it is be Scheduled 124 to run at a specified date and time.

If Schedule button 124 is selected, the user is presented with a series of options to choose a start

date/time, repeat method, repeat interval (e.g., month, day, hour, minute) and days in which that

backup job is to be excluded (if any).

The present system thus provides an easy and intuitive way of scheduling backup jobs.

The present system also allows remote servers/machines in another server group or not

associated with any server group to be backed up from a local server. The remote machine

should have an appropriate agent on it so that it can be identified by the local server, and so that

the data to be backed up can be retrieved and backed up. The agent on the remote machine

browses targeted directories and packages data to be transported in pulses of large data packets to
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shoul d have an appropriate agent on it so that it can be identified by the
| ocal server, and so that the data to be backed up can be retrieved and
backed upvOThwosmgent on the renote machi ne browses tar gePe€l/n2/zedr i es
and packages data to be transported in pul ses of |arge data packets to 12
WO 03/ 005625 PCT/ US02/ 21048 he | ocal .server. The lLocal server .then

b epar 8 06K seraeia 1 196 SEPRUCBATPE TESIA o s S Ph e Saiaprle sloriate
agent may al so include an access control list (ACL) identifying which |ocal
server deviegse abl e to backup or restore data through that agent. The access
control list can identify specific users and/or |IT addresses which are
deni ed or aEhenagnt Mapank wdli@simdceedabatrdliso (YOL) ientfytry whithdoqai esearts
system provi des a security systemwhich relies on the user having | ogon

credentjahg, ﬁ%akﬂﬁ)o&ﬂﬁgo}e%&%&%gﬁgﬁﬁtaééﬁ 4eRl0xRd ((:&ﬁrol ﬂ@@caﬁﬁ?é}ﬁ%’ kP&tifi¢ om

t he | ocal server chinehaving the agent (agent node) is
established only if the user has |qgin.acc tp tha ent node. The

pr esenflse§§/§rt“g% | gresPEVYRIER aty e&’(fgg’ a}lgvgf%éqacg%{ﬁsfo[r?ﬁgﬁaEl&rguolhgle&ggpt.
shoul d have physical access to the agent node (over and above the |ogin
access) in Ghdpresen systfewaye¥ides § seapiy aystenp whidhateligs @ therprsr haying lagoRes f or

a particular agent node the system servers (on the enterprise network)

t hat carde@He6i the@odt tian theapertsis deplsydduic The vanhndction Tibm the edal seradr tbythe S
set on the node which hosts the agent and requires physical |ocal node

access naBhRk (iiﬁ{zin% ﬂl@fgep'ﬁg%&&lllﬁ)ﬁ@}j is égth%lislﬁ@on%l' 1108 uk&teal $&in Qécebd@ithode to
either set an i1 nclude |1 or

an exclude |list” of servers that can access

it. def aul h b . I :
" or bR GOt PP £ Ao B T el ST SRRy BEPERR, Wy T,

to that node and manipulates the ACL via an_Agent adm.n ut'Iitz. Usg{f can
i nvoke hevephygieat acgessita the agent lgodgr{gver and above the Togin access) in order to Successfully

operate on that node.

The ACL defines for a particular agent node the system servers (on the enterprise
network) that can connect to it and access its functionality. The functionality is set on the node
which hosts the agent and requires physical local node access in order to be manipulated. The
ACL allows the user of that node to either set an include list or an exclude list of servers that can
access it. By default the ACL can be set to grant all servers access to the Agent.

In order to change the ACL of a particular agent, the user locally logs in to that node and
manipulates the ACL via an Agent admin utility. Users can invoke the agent admin utility and
add or remove access requests via an Access Control List Dialog.

An example of adding a remote server for backup will now be explained by reference to
Fig. 13. A backup manager screen 130 is presented to the user of the local server. In this

example, the remote server to be backed up is a server that is running Windows NT. The user
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add or renobve access requests via an Access Control List D alog. An exanple
of adding a renote server for backup will now be explained by reference to
Fig. 13. WObaokisps manager screen 130 is presented to the wsgrusoi 2wl | ocal
server. In this exanple, the renote server to be backed up is a server
that is running Wndows NI. The user 13 WD 03/005625 gfr/ 55902/21 4{3

hi ghl i ighkghtsthe W indews NI Wipdrsn&0090Rysteny sIm™Indein L7 At 8™ 2nd shciith,
and clicks on it. The user is then presented with the option to "Add

Machi n!" The ulehddthes ipnggettiad ovithBhs opticer tp™AdsisMs¢iongl’. orCiAddldising mto-

Aut o- Di scovery will find machi nes that have the appropriate agents on

them B?S,rco@éi'?,m%tg Showh _Cm:lﬁngéﬁ'Mit@-i[)iiéovégtvﬂll@irﬁplﬁ&@ﬁﬂesitﬁat_iiﬁiv@ﬂieé’c%?rd_ te
systemw || find machines on the network that have the W ndows / W ndows

2000 system agents. on_them . | ecting: lyggq r
is pr eg%‘g‘r’i’fs‘eod1 e]fﬂhsFact) rfé?ﬁn@g ’ lct)lfﬂ%giega%sﬁbloi‘agg? 'fg%oow n%g‘?ﬁcgé%zgér)wtggeﬂeg@égﬁg
host nanme for the renote server/machi nem%ﬁ&ski 2®for a use natge and
passwordckines en thegetrakdahayeths Yindews Pws SUNQ SRR LS8 ber f or m
backups on it and allowing the user to set the destination for the backup.
Each sB8eleetingohe tid Mecsenss sywnethermagr is podsenfed antdi anssies of diplogbores,ng

various functions for backup, restore, etc. For exanple, as shown in Fig.

14, eaghowRb\Ies udtRYo brited A66st Aarke for@h@tdhote d3Oer/Madiane afd gikieg fo33 wetnaéne
Dat abase engi ne 140. These engi nes performthe workload for the present

Syst e%@ﬁ%ﬁ%ﬁd . %@?gm%@%r{@ i s DAS KR8 0G EARLlife m&%dnﬁr%cg%a n it

updat orma egardi ng perfornance in activity l'ogs an ases.

The job engine processes jobs i.n the job eue at the designated dates and
tinmes. a%%l??"élﬁgﬂéenﬁeﬁ@ %eéjé}}‘?s‘feﬁﬂ%atioiigo‘lcﬁgﬁga?u@r ajob that is ready to run,

and then sends it to the appropriate handler. Each server running the job
engi ne can Beck enférpfiteeiptesens gysters sy inelude engieqsdar perfaming various functions

for backup, restore, etc. For example, as shown in Fig. 14, each server may include a Job engine
136, a Tape engine 138 and a Database engine 140. These engines perform the workload for the
present system, processing and monitoring backup and restore operations and updating
information regarding performance in activity logs and databases.

The job engine processes jobs in the job queue at the designated dates and times. The job
engine scans the job queue for a job that is ready to run, and then sends it to the appropriate
handler. Each server running the job engine can be configured to suit each user’s needs. The
job engine thus controls the execution time of jobs in the job queue. It scans the job queue
regularly, launching jobs as their execution dates and times are reached. Various features of the
job engines can be user controlled. By choosing a select configuration menu, for example,
various options can be configured. For example, as noted above, the job engine constantly scans

the job queue for jobs that should execute. By default, the job queue is scanned every 10
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j ob engine thus controls the execution time of jobs in the job queue. It
scans the job queue regularly, |launching jobs as their execution dates and
ti mes arewpdaohwes Various features of the job engi nes cRATHSUZWHS
controll ed. By choosing a select configuration nenu, for exanple, various
options can be configured. For exanple, as ngted above, .the_jobh engi

const aptooPds chmehangp ghip Hmedpienelihe ugessan snesity & /gan ateryal ogmber %9md T gﬁ? t,
the job queue is scanned every 10 14 WO 03/ 005625 PCT/ US02/ 21048 seconds.
To chasgendhi Ehd ietentipmtiereviat dondjebsisar alsmbe eptrolley. hatiisrgobsivih edinahstatysr
from1l - 999 seconds. The retention tine for done jobs can al so be

cont r obk edoNH il e malChShddbyuRué forahe Sinalspécifiad in'tBINMEld. BY Hefa8RHDONE t he
j ob queue for the tine specified in this field. By default, DONE |obs are

eour 05 o TR ELOREY FolBl R ATHQR, SR Ty B SEiORE ©

i nput. The systemmay al so include an Activity Log which can be viewed by

t he usgP.Ch?lFﬁ@th}&é???ﬁiatl}}lnﬂt?ébEWWF%ﬁr?é‘Hi9ﬁ§8?‘?rh‘fi/né’Ht'about all of the systens
activities. By default, notes, warnings, and errors that occur when

runni ng t he Theegsgan nsapsalsninapdean Adtivith&.ogothich ¢ap beogewabby tisarge Thee t ypes
of nmessages that can be maintained in the Activity Log, the user can

speci f WctiRRy 158 lcbMaind nfeahai@si aboulNaIn et theQydtaats deevities.sBgdsfaappeses, "Errors”
so that only errors that occur while running the present systemw ||

appear ;wa:[ﬁﬁgésn 10§ %rrg‘rs":tflzrtt?{céﬁr \%ﬁffrf llﬁﬂhing?flé]f)fégﬁqt @%@erﬂ & I?éa% in TR ctRAG YoM €

runni ng present system w appe "Notes, Warnings & Errors" (‘which

whi 1 ¢ biRedEe bRe: plosunees Behearrss S A e Feuireahditg A

i nformati on appears which can be used for troubleshooting purposes. The

tape edfgfloveingyaliespoNend]se thyymoapessagrs @aPFig Farars sriliatciny paetsithy acher

ot age\ivhﬂe running the present system will appear; “Warnings & Errors” so that warnings and errors
that occur while running the present system will appear; “Notes, Warnings & Errors” (which is
the default value) so that all notes, warnings, and errors that occur while running the present
system will appear; “Debug” so that debug information appears which can be used for
troubleshooting purposes.

The tape engine is responsible for communicating with and controlling the storage
devices. The tape engine selects the device needed for a job. That is, the tape engine identifies
all the storage devices that are connected to the system and activates them when a job is started.
Changing the configuration of the tape engine is not recommended. Normally, a default
configuration is used, except for troubleshooting purposes. However, the present system

provides various tape engine options. If a “Level” option is kept at the default ("None"), the

user does not need to specify anything else. However, if desired, the following values are
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devices. The tape engi ne selects the device needed for a job. That is, the
tape engine identifies all the storage devices that are connected to the
syst em amioasdssat es them when a job is started. Changi n@CThis02/21048
configuration of the tape engine is not recommended. Nornmally, a default
configuration is used, except for troubleshooti ng ur po However, the
pr esengvailablee iV opg dlefimk) maﬁhléh 5o infpeEnaieg; i oggpd 6§ aui is kente? T2t i on
is kept at the default ("None"), the user does not need to specify

anyt hi Bggk $og wikiwey eppeat fn dksbi Stetis Mdvagérol If eetito fDetdiliesachmeesddge\dent by the
03/ 005625 PCT/ US02/ 21048 avail abl e: "None" (default) in which no

I nfor meft R de§1cle§@ﬁ?ge ldlége& Refet @fy@tém'n%rﬁt%ﬁh; tlie tIﬁé’éhglf@ﬁidl@ &iag ayi | | not

appear Iina Job Status nager. If set to " each nessage sent by

e e ﬁ%t%%%%? P ap i ?8%}10%8@ LGy ?ﬁeeﬂp%@gﬁ“lﬁ%hﬁ%w Pipdedff | ¢

sel ected, the Tape Engl ne Log wi in the Job Status Manager. |f
" Qut puthe Job Séﬁéé&ﬁﬂéaeraﬂﬁ @‘Bﬁt"‘aﬂ%‘ SPeP eéé"Pd aReRit éscﬁeé%%e abpyey eisergan

speci fy where they want the nessages sent. The user can specify one of the
f ol | owispegrify vaedr thePovame theanebsiges sénti rlwhisehcanapecifihenaefsba fbvwing: ‘Batlor ded
in the Tape Engine Log as well as being sent to a DOS box (a Tape Engine

MessaggcmeRdaavFilet fn wiich @8d k¥ |rﬂesség%s aRgetdriedin thbTapdBAESIAELSg Ak YelHRRt tO
t he Tape Engl ne Message wi ndow only. If "File O1Iy" I's specifred, the

nmessages 8co Yoo [ e
Tape E og 4 %efﬁdlﬁé)p(f ]Eh%gﬁg %S% \!V%g opng%'? ? ﬁlgy plgrggoc\r{%egdévﬂéé]t hi
t he system are recorded t he abase .engi t.apase e

r espondiaspages ate syal torthe ﬁ? neipe Megsage gfin qq’f guly. gﬁhﬁjél?t el Spa?l?‘g@rs]‘ﬁeand
machi nes that the system has backed up or CB& ed. The Dat abase engine is

al so r esgseassh brere¢arded inathaTapnEnging hpeonkt | 'Ghe visootn vigw theBepe Kaginghos ibeen
processed by the system such as the job

the Job Status Manager.

All operations performed within the system are recorded by the Database engine. The
Database engine is responsible for maintaining a history of files, directories, drives, and
machines that the system has backed up or copied. The Database engine is also responsible for
maintaining information about the jobs that have been processed by the system, such as the job
type, logs, the final result and the start and stop times of the jobs. The Database engine also
maintains a history of the media used by the system, such as its type, its name, the date it was
first formatted, the date it expires and the sessions on it. The Database Engine stores statistical
information for all jobs processed. Some of the job information saved includes what files and
directories have been backed up, copied, and restored, jobs that the present system has processed,
storage devices and the media used for the jobs.

Various database engine options can be user controlled via a user interface. For example,
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type, logs, the final result and the start and stop tines of the jobs. The
Dat abase engine also mintains a history of the nedia used by the system
such as iwempp®25its nane, the date it was first formnat®Ped/usotiziodate it
expires and the sessions on it. The Database Engine stores statistical
information for all jobs processed. Sone of the job information saved

i ncl ude&Miniatuni Fresdisk 8pacti Reswired (MsBYies)d opléerhalinyrsdhe usgs to spsifydhe and
restored, jobs that the present system has processed, storage devices and

t he Weﬂm@nuﬁ@ embasit Jftdeskd phase (ilValeites) dcalaswass ¢ reeerop tiorahs sysiem detabswer
controlled via a user interface. For exanple, 16 WD 03/005625

PCT/ US%g/d%%a%Ss 1@% ghfegié Ir;pgeeﬁf,] g%cmeak TORBGR: 88 iR &Mmﬁag reqﬁﬁ%ﬂ afle

al | ows the usér m ni mum anount of di sk space (i'n negabytes)

G <k SpiEGan Besyarre AN 5 T AT Bt PruBe2thdon sl 4 e

user can specify a nunber between 1 and 10. An "Enabl e Dat abase .Pruni ng"
opt i onsethnt hefospationsisgaiding tha meﬂld@ﬁCtP@Q%’ihét werethaeked Ynear GoRipddn ASEEHPR es
that were backed up or copied in a session can be del eted when dat abase
Pr uni ngan Be 8¢leteByvidaidatabhse privhiag @pér. OBy tefasle thistoption issebrctel it erdér efreeup
space in the database file. However, the user may find it useful to set

this og % IspAbeGh tnd cﬂitaﬁfag@ﬁ} o WRIeR ttﬁt': s iy dRidat ﬁé%ﬂll't@ E&rtARtdpAtn offdh order

restorihg purposes at a later time. However, it should be noted that not

prunln t he datab an.nea t the I

" Prune m{lﬁ%ﬁilé ‘%Z%ﬁ%’defoanaﬁ?n ?ﬁaﬁswngﬁ E@;&Q&s %ltﬁlf 1%“21!3 a?@?&%g&g I%(]tl SXIOH e

Enabl e Dat abase Pruni option is on. The can ecif ow I the

r ecor d neteduha n@épmﬁlrtgﬁge daphtss san psep that fhe d:J agabaggmay gﬁ PB?}(‘H‘QY aﬁi

record will be deleted (if enabled) after it has been in the dat abase f or

30 daymtabhse RbandeOtdve Themg Tyt optins is abieverydy ifdhnEsgde Diajabaselimiping -

between 1 and 365. A "Run Database Pruning at _" option is active only if

the " ERghbeisHd atras Gsdrict kpt@ifo BblvdBng te rédbrd $héuld be in the database before it is
deleted. By default, the record will be deleted (if enabled) after it has been in the database for 30
days. To change the length of time, the user can specify a number between land 365. A “Run
Database Pruning at > option is active only if the “Enable Database Pruning option” is on. This
option allows the user to specify when the pruning operation is to be run. By default, pruning (if
enabled) will occur at 12:00 AM. A “Delete Media-Related database Records ONLY when
Pruning” option may also be provided. When the user reformats or erases a media, the present
system will delete the records in the database that pertain to the tape. Performing this extra step,
however, can be time-consuming process. Accordingly, the user can select the “Delete Media-
Related database Records ONLY when Pruning” option to postpone deleting these records until

pruning is performed. A “Submit Database Pruning now” option allows the user to immediately

submit a database pruning job to the job queue with the specified parameters. An “Enable

17



option allows the user to specify when the pruning operation is to be run.
By default, pruning (if enabled) wll occur at 12:00 AM A "Del ete
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provi ded. When the user reformats or erases a nedia, the present system
will delete the records in the database that perta\i@g to.tHe t ape.
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used to submt a restore job to a |ocal machine. Configuration of the

r enot e thEHSEHYES {4enBIG or med here as wel |. The user enters the Server
Nanme, Login Nanme, Password and Server Qperating Systemtype of the renote
dat abase t Ahepssenteystes) may elsabictude haeerplatberiypesypd meanagery fen managing thde
several other types of managers for managing the system A Restore nanager

rest or ggstélat A R Estdre hithapdrireaoies demnhfiack seady beyn bivked np Dyrihe Piesdre BYsterA
user can set policies to schedul e and nanage the restore operations. The

Rest or lcied R OfesRRH SphtidRSTRE RefbredRiBigert

Dat abag\egﬁgg%g%eﬁgﬁgg ay%ﬁ(%dr?fl%r mat | o%?trlonqlst e I%:Iat %ibase, sﬁchreas tﬁg jagbs
processe by the present system. the nedia used, and the devices that are
bei ng QQ&B“’B%CP‘P?BI ?/%rt%arﬁlalA%gr%oétdé{AUS manager monitors all pending,

conpl eted and active jobs froma Job Status Mnager w ndow. The Job Status

manager al sd Petsbpreduinagepdisplpyrinfrmetiap frepetle jdatsBases slishias dhe jobs processed

by the present system, the media used, and the devices that are being used by the system.

A Job Status manager monitors all pending, completed and active jobs from a Job Status
Manager window. The Job Status manager also reschedules pending or completed jobs, submits
new jobs, deletes jobs and stops active jobs in response to a user request. Log information is

. provided for each completed job.

A Devices manager displays information about the storage devices and media. The
Devices manager allows a user to change a drive’s compression mode, and perform media
functions such as compression, formatting, erasing, ejecting and retensioning.

A Report manager generates reports from data in the database. Various reports include
information about schedule policies, media errors, sessions, backup devices and media policies.

A Media Pool manager manages, creates and maintains logical groupings of media for

easy identification of backups, allowing efficient scheduling of the maintenance and recycling of
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new j obs, deletes jobs and stops active jobs in response to a user request.
Log information is provided for each conpleted job. A Devices nanager
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regardi ng events that occur during the functioning of the present system
Each tine aEhdckmp ajtabkigsjobunrunt the systemencardsmfatsatioh dn itatiatebase abouighe

dat abase about the nachines, directories and files that have been backed
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whenever the ‘user needs to restore them The database information is
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files. baFccgup the database files in every backup job regardless of whether the system home directory is
selected for backup. |

The present system also offers several utilities that can be used to manage files. For

example, database recovery can be performed, should the data in the database be corrupted for
any reason. A Recover Database utility lets a user restore information from a database backup to
the database, overwriting existing database files. A user can use this utility any time the database
files are lost, such as during a disaster like a fire, flood or machine crash. Several advanced
database recovery options are available, including an option to specify a date to restore the
database. In this case, the database session created on or before this date will be used for backup.
Another option allows the user to specify media options for the job. Another option allows the
user to run commands or batch files before and/or after the restore job. An option is also

provided allowing the user to determine the level of detail to record in the Job Queue Log.

A merge utility may be provided, allowing information to be inserted into empty slots
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exanpl e, dat abase recovery can be performed, should the data in the

dat abase be corrupted for any reason. A Recover Database utility lets a
user restwo®300f60s nati on from a dat abase backup to the daCah®ez?1048
overwriting existing database files. A user can use this utility any tine
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one where the database resides. For exanple, if a database backup was

cr eat edn ersisting ddtabape.eThintis ussfid tibdataihindortiativn hes bearahnatelfomtke ddhasean use
the Merge utility to get the nedia information into the database in the
syst enpdheeed dhdreEsRiohs iddieddRT @Riouttd kpdcifytniedia aptionssorathe ey, ah optiork® mn
medi a that contains one or nore backup sessions and append the information
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include an option to.specify nmedja opiions. for t Lob, am option.tg run
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the level of detail the wuser wants recorded in the Job Queue Log and an
opt i onoperagemd nessages about events in the operation. A Scan function
provi des informati on about any nedi a backup sessions. Each source that

A Scan function provides information about any media backup sessions. Each source that

is selected to back up is saved on media as an individual session. A user can scan a single
session or an entire media. Results of a scan job caﬁ be seen in the Job Queue. This function is
particularly useful if a user is trying to recover a server and needs to find the most recent backup
of the database so that it can be restored. A user can also use the Scan function if they want a list
of the files that were backed up. Advanced scan options include an option to specify media
options for the job, an option to specify some general options for the job such as to scan files
with CRC verification, or to enable database recording, an option to run commands or batch files
before and/or after the job, an option to determine the level of detail the user wants recorded in
the Job Queue Log and an option to send messages about events in the operation.

A compare function compares the contents of a media session to files on a machine.

Results of the Compare job can also be seen in the job queue. A user can use this feature after a
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is selected to back up is saved on nedia as an individual session. A user
can scan a single session or an entire nedia. Results of a scan job can be
seen in tWe 3obseCueue. This function is particul arly usefPali/usb2/aiouser i s
trying to recover a server and needs to find the nost recent backup of the
dat abase so that it can be restored. A user can _al so use the Scan function
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i ncl ude an éptaunhfimotispewmints/themdinhengt filonand directdreesjonln, machimpt Threrreswts of
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functlo ounts |'és an rec orres on a nmacnl ne.

resul t t he count function can se n,the h| S_optj.on
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of the files fromone disk to another without error. Advanced count

opt i onan ppiddnigaunompandnor batgpblss beforhandierafisr thegobitan aptigblte detatraing dlee
recording, an option to run commands or batch files before and/or after
the | olevebd¥ depdil B ubér wigiteraobrded ihthe Job Queue Log, an option to scan files for viruses

before they are counted and an option to send messages about events in the operation.

A purge function allows a user to delete files and directories from a machine. Results can
be seen in the job queue. The purge function allows a user to delete files and directories from a
machine. Advanced purge options include an option to specify some general options for the job
such as to remove directories or enable database recording, an option to run commands or batch
files before and/or after the job, an option to determine the level of detail to record in the Job
Queue Log and an option to send messages about events in the operation.

A copy function allows a user to copy files from one location to another. For example, a
user can run a copy job on a local machine to store files and directories on another machine that
is going to be backed up to media. Copy options determine related actions that occur during or

after the copy operation. For example, an option is provided to specify when to retry open files
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batch files before and/or after the job is run. An option allows the user
t o det epamatient he detail they want recorded in the Job Queue Log. Another

option scans files for viruses before they are copied. Another option
sends nessage et syeianilfowsddidi®d be backed up by running storage operations in parallel

utilizing multiple streaming. That is, the present system can be arranged to create multiple
streams of backup for a backup job, based on the availability of tape devices, automatically or in
response to a user selected option. By distributing the data across parallel streams, this approach
greatly reduces the time required for backup operations. Recovery after a catastrophic loss will
also be faster, since all available devices collaborate to restore all or most of the backup data at
once.

Multiple streaming thus allows users to take advantage of all the available tape devices on
the system, by splitting a single backup job into multiple jobs using two or more of the tape
devices. As a result, multiple streaming increases the overall backup throughput compared with
sequential methods. If more than one drive and more than one volume in the system are

available, the user can choose to utilize multiple streaming.
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operation. The present systemallows data to be backed up by running
storage operations in parallel utilizing nultiple streamng. That is, the
present swyetoamman be arranged to create nmultiple streanpCofusbaziosp for a
backup job, based on the availability of tape devices, automatically or in
response to a user selected option. By distributing the data across

paral | el st nadtiple stih®indPP6REEH bot Rl andretokeiBviche Badking @flaltdniste klirce
backup operations. Recovery after a catastrophic loss will also be faster,
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i ngl €0 8‘31@ a%f‘oeeﬁ?lﬁtdavwm of 5%81168& SRPEOUP SIS s e RS (i ther
devi ces. aresult, nmultiple stream ng increases the overall backup

© bt OugRInIREd ymes o Siritis mesheydesnecsah trosyous, T iimemptinas bsellod bb eand
nore than one volune in the systemare available, the user can choose to
uti | i zeysath (Asoivitl isd dedatibeiithel 32), WAL 00&HADg Belér Seltted) OAB usdvhll bf thlee
stream ng works for both |ocal and renote devices. Backing up a renote

source %gaﬂﬁselgﬁg {deB! & 1R [i6AR) %Qlo‘ﬁﬁﬁ hONnRlIRUBRAISE LA a R bul 16 siopslR med1a

(comput er A user can use€ of the storage nedia devices, can
specify anly a single group of storage media devices (if there are mxed
types é?Vlg?%lP%’ ??%Lﬁ%%ﬂ%svl ces in the systen). If a library option is
installed on the system (as wi|l be described below), nultjple stream ng
(when sel ectlégyotal mpmberef freanss (siae jobs) ereptgd el 1depsnsirap %@W‘é‘ﬁé) sforagene
| ibrary option is not installed, the user nay put the storage nedia
devi ceseddiu deviap availablg it xsa ch‘ﬁhgert othetwise) itveill depesd or thesnupisieavéstooigs)
created will depend on a nunber of storage

media device groups.

Multiple streaming is performed at the volume level for regular files (two volumes can
run simultaneously on two separate devices), and at the database level for local database servers.
Multiple Streaming is performed at node level for Preferred Shared Folder, remote database
servers and Windows N'T/2000 Client Agent.

The system can have as many jobs running simultaneously as the number of
devices/groups that are on the system. When a multiple streaming option is selected, when one
master job is created by the user, it will trigger slave jobs for as many volumes or devices of
storage media as are available. When a job is finished on one volume, another job is executed
until there are no more jobs to run.

When utilizing multiple streaming, the user may wish to select a media pool, to prevent
tapes from being overwritten. Separate tape devices should be configured in separate groups for

regular drives. For tape systems with changers, they can be configured to be in the same group.
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on two separate devices), and at the database |evel for |ocal database
servers. Miltiple Streaming is performed at node |evel for Preferred
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mast er Igvel, Thai i, pespssabpehiidi@ vailillnot Be petferneed) fobsach e jiste r intead, abe el pdshe
master job or any one of the slave jobs to cancel the whole nmultiple
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perfor . JFor. examl e, S S.may be sent.to various, personnel C.
Phese. Brch paraicb s hese adeul o toetpams Gnio et p B e SRe MPLIRS and
conments are sugﬁor ted at the naster job level. That is, pre/post

oper at SEREAW [JOBIMIBY] BUBIOBSED}, svheeMADgs theanastas job idsanddbe SHpés thee/ post
operations are perforned before or after the conplete job that spawned the
sl ave k@fientéeside Urhe Multi Stream option will be ignored if the system has only one storage media

device. In order to achieve the optimum performance with multiple steaming jobs, a high-end
server machine with multiple processors and at least 256 MB memory per processor may be
utilized.

Fig. 15 is a flow chart for describing a multistream back up method according to an
embodiment of the present disclosure. In Step S2, the user creates a master back up job. In step
S4, the job engine scans the job queue, looking for jobs that are ready to run based on their
scheduled run dates and times. In Step S6, a determination is made whether there is a job to run,
based on the scheduled start times. If it is not time for a master job to run (No, Step S6), the job
engine continues scanning the job queue until it is time for the master job to run (Yes, Step S6).
In Step S8, the system splits the master job into multiple smaller slave jobs, with each slave job
corresponding to a backup/restore of a single source entity (file system, database, etc.). The

system then sends the smaller slave jobs to the job queue (Step S10). In Step S12, the job
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Each slave job will have a default job description in the job queue with
this pattern: MIUTI STREAM[JOB [MID]] SUBJOB [SID], where MD is the
mast er | owoiodoessesthe SID is the sequence id. The Milti 8cramar/2p88 on wil |
be ignored if the systemhas only one storage nedia device. In order to
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(Yes, Gitemiss)to belavalsdp (B8, StdpeS I6).she smalidrisiaye johs aresteded faisa¢gniob having pl e
smal l er slave jobs, with each slave job corresponding to a backup/restore

of a sihglafableutorfzctdtvide)(Stehid18).S 1S k&ih slalatjalh as@pletdsCinformblien isisiraed t hen
sends the snmaller slave jobs to the job queue (Step S 10). In Step S12, the

Job 2 %th?.ﬁll{ geﬁ&f%llﬁ’qyl%@&(e%ﬂaq%t gé'ﬁé\}?@e &s@&ﬁog@m@aa 3B AGid BRilaBle queue

nues unti | the new sl ave tected (Yes, Step

814) ew slave job is detected n| cates with
t he ta& %%&n he dolyeRgips iR spans 1he 19 @uﬁ‘é‘?/{oégj 5@3? I""(Ii18 W@&?Sﬁ backi ng
up to (No loop, Step S 16). This continues untll a tape device is

det er niepeds totilkwa! o jophave toae perfonmede Addetermrinption iganasdehrdler @l jplks have

avai lable (Yes, Step S 16), the smaller slave jobs are started for each job
havi ngbe@lrboﬁipaété&bifems tanplgedddlel S@p S0% theHrByess Agairacinsshajob quebe looking
conpl etes, information is returned

for a slave job to perform (Step S12). If each slave job is complete (Yes, Step S20), the process

ends (Step S22) and the master job is deemed complete. At this time, any post job operations
may be performed.

The present system is also capable of performing serverless backup, which solves many
traditional backup related issues for system administrators. Serverless backup allows a user to
perform backups with almost zero impact to the system CPU and allows applications on servers
to continue to run while the backup is in progress. Serverless backup eliminates the need for a
backup window, giving the highest possible backup/restore performance and allowing
applications to continue to access the data while the backup is being performed.

Serverless backup is implemented using the industry standard extended copy command,
and supports SAN environments with devices that support the extended copy command.

By using the extended copy command, serverless backup effectively eliminates the
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back to the tape engine to indicate that the tape device used by the slave
job is again available (Step S20). The job engine then scans the job queue
for the n&ERt3®IME job and the process repeats until all psrase2zwhs have
been perforned. A determi nation is nmade whether all jobs have been
conpleted. If not conpleted (No, Step S20), the process again scans the job
queue depadticompldtiyriran sheadsta badhup rapsfed gathn ap StaelieGkAirect disle tictaps batape fob i S
conplete (Yes, Step S20), the process ends (Step S22) and the nmaster job
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elimnates the need for a backup w ndow, giving the highest possible
backupMoestsoT Papeviboenarcdevared thzt kayonithe pytendealt dopy sommandntlimmetingthwccess
the data while the backup is being perforned. Serverless backup is

| mpl enBRige: Mg tHRRIatd sl Yk WaySth ANOREEEr SachRIERANE St tesOda@RPSth. T
supports SAN environnents with devices that support the extended copy

coman B i r Lvely
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dat a backup transfer path, and achieves direct disk to.tape or tape to

di sk dshesds. rHs plews fheiapplicatiogs fnheondiana iq 3osrssrtl SqrLers Wélﬂsﬁﬁl‘?/b%}ﬂl? Byt hat
happens at the server level, wth the actual data transfer happening at

t he Dapmghsy.eThisdumitionalitytedingadtes thacedfor arblaclsw windewupndelloysiyaigmso t he
present disclosure transfers data between di sks and tapes using "Data
Mover sadmisdtatdyd uep & fathfa Bkup @bartytghe.support the extended copy comand,
elimnating the

An example of a system for serverless backup is shown in Fig. 16. As shown, the system

includes Servers 150a-150n, disk array 152 and backup storage media 154 which are all
interconnected on the SAN via a high speed network 160 which may include routers, bridges,
etc. Disk array 152 is capable of storing data from various workstations (not shown).

The SAN supports “extended copy” in which the data can be sent directly from disk array
152 to backup storage media 154, without having to go through a server. As shown By arrow A
in Fig. 16, the data path for the backup of data starts at the disk array 152, travels through the
network 160 and arrives at the backup storage media 154. Since the data path does not include
the use of a server, the backup is considered serverless.

The only way that the servers are involved are to receive data regarding the backup. For
example, the servers may communicate with various portions of the system to get metadata about

the backup, etc. The servers may also be used to start and control the backup process, but the
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need for bringing the data all the way to the server, achieving the
shortest data path. This enhances the backup performance consi derably, and
yi el ds t hwolBghwst possi bl e backup/restore speeds. This &CITAKe2/21048
applications to continue to access the servers while the backup is in
progress. This functionality elimnates the need for a backup w ndow, and

al | owsday beimgbackedmipnnstvesaticedy frompdisk arapn 2b tichaskum storagy medie ] 54 witbaatnpl e
of a systemfor serverless backup is shown in Fig. 16. As shown, the system

i ncl udgsinSeiry@sibankbeveks@PU.di sk array 152 and backup storage nedla 154
which are all interconnected on the SAN via a high speed network 160 which
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A in Fig. the data path for the backup of data starts at the disk
array 8 odlmeat/@ﬂ the prasenighsal¢rare. fEesysten ot epras yp the NS e syshem gNERGproot
storage nedia 154. Since the data path does not include the use of a
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are involved are to receive data regardi ng the backup. For exanple, the
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wi t hout 0| ng through any server's CPU. One aspect of the serverless
backuprast enb , DeP S Pbichtirer atirbuies 9 bagkedwp @%Sg@aéﬁmt\FGﬂQ% (Npj §tep23 i s

a flow chart for describing aspects of serverless backup according to an
S76) , the system backs up the file attribute (or attributes), as well as the data blocks that belong

to the file (Step S78), thus mapping the entire volume for all files residing on the volume for
complete data protection. On a system supporting file allocation table (FAT) file systems, the
system can translate the blocks by translating the FAT schema. The resulting scheme is a
Serverless backup using extended copy technology capable of providing file level restores.

As shown in Fig: 24, for NTFS, the present system opens a volume (Step S82), reads in
the boot sector (Step S82)and gets the bios parameter block (BPB) (Step S86). The system then
determines the sector size, cluster size, file record segment size, clusters per Index Allocation
Buffer (Step S88).

The system traverses the root directory first (based on the file reference of root directory,
the system reads the file record segment for root directory), depending on the index root entry
(Step S90) and determines if it is a file (Step S92). Ifit is a file (Yes, Step §92), the system will

examine the attribute of the file (security, data attribute etc), and backup the corresponding value
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enbodi nent of the present disclosure. The systemfirst opens up the NT file
system (NTFS) root directory and structure (Step S70), parses the sane for
al | ocat i owotoalods3s of each file (Step S72), and finds out PaTtUSIbHRK0es Of
each file (Step S74). Upon exam nation of the attributes of each file, the
system determ nes whether the file is resident or non resident (Step S76).

| f t heoffth¢ ettiitsute.e4i dbtarminafios is BadepwhAbYr, the fils iseesadant ohuerassidens (Btap K596).up
(Step S80). If not resident (No, Step S76) , the system backs up the file
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file (Step S78), thus mapping the entire volune for all files residing on
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shown in Fig. 24, for NTFS, the present system opens a volune (Step S82),
reads in tHaobadile Q¥ tSivr ¥R ephSstpantt ppsfamed £5tep 64 0Parkpriskanplsl Ycthe( BPB)
(Step S86). The systemthen determ nes the sector size, cluster size, file

r ecor drosegitBnis isdekenode| thetsgstempwill Jookléxto Ardercilibeaion dBuibhes. (St &m GB&joryThe
systemtraverses the root directory first (based on the file reference of

root di . i :
dﬂh@g?%t&ghﬂl tF¥8rsS 3{1%@%16 fh??éﬁi%c&)ﬂ? Tid streﬁf;\gﬂﬂthglg Qgigglgl oftRf chu@ts, which

di rector ependi ng on t X root entry (St and determnes if
it isafile (Ste 2). 1f it is afile (Yes, Step S92), the systemw ||
exani n%retnﬁ{emég’?ﬁlﬁ&fg}%‘f‘i?%%'b’ft?lﬁ% (security, data attribute etc), and
backup the correspondi ng@val ue 27 WD 03/ 005625 PCT/ US02/ 21048 of the

attribute. Ascbewn i Rig 2ordor EATHEHE 33 tharraptepnepens fhe Yelumed Stgpntl 04), reads in
nonresident (Step S96). |If the value is a resident value (Yes, Step S96),

t he sythe®dootdector iStek B 06 handf detsethe BEBr ($tepeRirtiSint The systean néadg irt the radttdireotore.
If it is non resident (No, Step S98), the systemw |l figure out the
(Step S110), and based on each entry in the root, the system may parse it differently. For
example, if it is a sub directory(Step S112), the system will determine the cluster chain of the
directory (Step S114), read in the subdirectory (Step S116) and traverse through it (Step S118).
Ifit is a file (Step S112), the system will determine the cluster chain of the file using a FAT table
(Step S120)

For a snapshot, before backup, the system flushes the volume’s cache. The system then
freezes the volume (e.g., takes a snapshot) During a backup analysis stage, a snapshot driver
will return the original data to a Serverless/image, for the actual data backup. For the serverless
system, since data movement happens to the raw disk, a data mover may not be able to give back
the original data. Accordingly, at the end of serverless backup, the system may ask the snapshot

driver to give all the original data of the modified clusters, and the system will apply that

information during restore.

28



LCN VCN (runlist) and renenber the information (Step S 100). If not a file
(No, Step S92), other steps are perforned (Step S 102). For exanple, if the
root ent rwoiog/odsseex- node, the systemw I | | ook into i ndexParlusoz2iogh
attributes. If it is a directory, the systemw | traverse through the
directory. The systemw Il then add all other clusters, which are not in
the |ist yef\nothgsetwarie af bystump flowsfos perfprming sargeriess bagkyp irsipwoandie. Yhe
system opens the Volune (Step S 104), reads in the boot sector (Step S
106) amd ag@ihnsplisheeBEBedsBackupStheGHsenTisteny shieiis nattis view diitherdixdd arehyr €0t or y
(Step S 110), and based on each entry in the root, the systemnmay parse it
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file using a FAT table (St ep S120) For a snapshot, before backup, the
syst em #4 (¥e84bhe vol une's cache. The systemthen freezes the vol ume
(e.g., takes a snapshot) During a backup anal ysis stage, a snapshot driver
wi || returnintdeeotoi ghtaiala sthaic avidvo ofithBelatadn [tk disk aaaye the presednh eystarh naly weata
backup. For the serverless system since data novenent happens to the raw
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Accordl ngly, at the end of serverless backup, the system may ask

and & narey A Baﬁlﬁ%pap\éﬁ%f Sttt WP JR TP P ogééth@ﬁ%@%f 005625
backa §’°r-ztéfé‘l’é«?ﬁq’?&%%ﬂ%no%%%%@%@%% ér?a%s”%é seppelS e e G,
systemobtains a static view of the disk array 152
then split (Step S50).
Another way to obtain a static copy is to use a snapshot. In this case, as shown in Fig. 19,
the system first stops any applications writing to the disk (Step S52) and then creates the
snapshot (Step S54).
The system now has a static view of the disk array to back up. When the data is being
transferred from the disk array 152 to the backup storage media 154, the data may be transferred
as blocks of data as opposed to being transferred as files. Accordingly, in order to eventually
restore a file, the system creates a table or map identifying which blocks belong to which files.
For example, as shown in Fig. 20, File A consists of data blocks A, B, and C. File B consists of
data blocks D, E, and F. When the snapshot or split mirror is created, these mappings will
remain constant until another split mirror or snapshot is created. The present system creates the

table or map recording the data block associations for File A and File B. When the user then

attempts to restore File A, for example, the present system looks up the blocks associated with
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or portion of the array (Step $S40), maps the bl ocks of data on the disk set
to the files to which they belong (Step S42) and noves the data directly
from di skwersays6252 to backup storage nmedia 154 (Step S4#rT/USA2/200der to
obtain a static view of the data in the disk array, the present system may
use a backup mirror system An exanple of a flow for obtaining a static

vi ew oFile Aeandatesioren theve dibgkdatablogks esigepné fonctka diskarray l 538 yo therhackums hown
in Fig. 18. First, the mrror is established (Step $S46). Next, any

appl i catbiagpsedid tIngelddretihetralistdredrusing the extehdudegdy c&hapnd48) and the
mrror is then split (Step S50). Another way to obtain a static copy is to
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back e R BRaARE VPO BE B Lre AR EhoT PO FLRF SPATE2 o ¢ he
backup storage nedia 154, the data may be transferred as blocks of data as
opposethdigdigdifdes arrdarpstosice.ed as files. Accordingly, in order to eventually
restore a file, the systemcreates a table or map identifying which bl ocks
bel ong t o whindmakt lel resfons copiasntht entirasmsgobuekifronktig: ba2byp fbtage AedtnEisst s
of data blocks A, B, and C. File B consists of data blocks D, E, and F.
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constant unti!| anofher split mrror or snapshot is created. e present
syste r es the .table or cqording . th ta bl ock associations for
File ,rg\hger@ailﬁméh%?a%%ﬁmfar%%eﬁ 1%@8%‘3 g’tsgg%fé ‘o restore File A for
exanpl e, the present system | ooks up the bl ocks associated with 29 WO |
03/ 005625 PEP/ReHonn imoaslevel seaver fipgdesterss.Jhenrepend systern srealpsesnapheker it ng

sent fromthe disk array 152 to the backup
mirror to which the data is going to be restored. Next, the present system uses the extended copy

command to restore the backed up data directly from the backup storage media 154 to disk 152.

In the above-described embodiments, any applications writing to the drives are stopped
while a snapshot or image of the drive is taken. However, instead of stopping the applications
writing to the drive, the present system is also capable of waiting for a preferred period in which
to take the snapshot or image. For example, the system can synchronize the drive 152 and wait
for a period of write inactivity to the drive 152. By default, the period of write inactivity the
system looks for prior to freezing the drive (e.g., taking the snapshot), is 3 seconds. However,
this period can be user modified if desired. If the specified period of write inactivity (3 seconds)
cannot be found, the synchronization times out after a specified timeout period (e.g., 80 seconds)
and the freeze request will fail. The specified period of write inactivity is the number of seconds
of inactivity what should occur on the drive before the drive is deemed safe to freeze. The

timeout period can also be user modified if desired. After the drive is deemed safe to freeze, the
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storage nedia 154 are directly transferred using the extended copy conmand.
When restoring data fromthe server-free backup system the user has the
option t owpaswetses the data on the inage |evel for restoriPag/ushz2eut ire
drive or on the file level for recovering individual files or directories.
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drives. The library may include one or more drives in a device that transfers (backs up or

restores) data between the computer or server and the storage media. A library can contain one

or more drives, and from one to several hundred magazines. Smaller libraries are sometimes

referred to as autoloaders, or changers. As used herein, the term "library" is used to refer to

libraries of any size.

A library can be considered similar to a single storage drive. However, one of the primary

differences is that a library typically uses at least two SCSI IDs: one for the library itself and one

for each of the library’s drives. Some libraries may use a single SCSI ID. When a library uses

only one SCSI ID, the library and the library drive may each be assigned a Logical Unit Number

(LUN) to differentiate between the drive and library. A single SCSIID is, in effect, split into two

Ids. Using a library has several advantages over the user of individual storage units. For

example, using a library, no manual intervention is necessary during backup and restore
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snap shot or image of the drive can be perfornmed. In this way, applications
are not forced to stop in the mddle of processes they nmaybe perform ng.
The presewD 0gpetoein nay al so i nclude GUI's for managi ng onePGI/USO2/21088pe
libraries. A library is a device containing one or nore tape drives with
an automat ed nedi a delivery system such as a robotic picker, which allows
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intervention is necessary during backup and restore 31
drive. The present system is capable of using all available drives on a library. If multiple drives
are available, device management functions can be performed concurrently.
The present system can quickly locate individual media by reading the barcode that can
be affixed to the media. After installation is complete and tape engine is started for the first time,
- the entire library is inventoried and recorded. The present system provides device configuration
which allows the scheduling of library cleaning, providing the library supports this feature.
Libraries can be grouped. Library groups employ the same concept as device groups (e.g., server
groups) except that library groups are based upon slots. Any of the slots inside a library can be
selected to form a library group. If the library runs out of tapes to span to, the user can insert a
new tape, and the present system will be able to identify the tape as part of the pre-defined group.

The present system can inventory new media which allows a user to insert new media into a

library and then continue the backup or restore operation without interruption. If a driveina
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WO 03/ 005625 PCT/ US02/ 21048 operations. In addition, libraries can contain
multiple storage drives and a | arge nunber of nedia, thus providing | arge
capaci ty wempaldiseti es. The present systemis capabl e of sROpArSPY/nY48
libraries with multiple drives, as well as those with single drives. The
present system can al so support nultiple libraries. The present system
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performed concurrently. The present system can quickly | ocate individual

medi a Dygs gofd, Rpallheoadasitie abdaét. can be affixed to the nedia. After
installation is conplete and tape engine is started for the first tine,
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devi ce configuration ows the sche ng of rary c

provi di the |ihbrar upports this feature. Librariges can be ouped.
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groups) except that |ibrary groups are based upon slots. Any of the slots
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runs out of tapes to span to, the user can insert a new tape, and the
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group. The present systemcan inventory new nedia which allows a user to
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operation wthout interruption. If a diive in a
not been assigned to the Library automatically, they can be assigned manually. This can be done
by first highlighting the drive and the Library, and then clicking an Assign button. Assigning a
drive to a library allows the present system to be aware of the drive's existence within the library.
If drives are being assigned manually, the drives inside multi-drive libraries should be assigned
in the correct order. For example, usually the library is configured by the manufacturer in such a
way that the first library drive has the lowest SCSI ID number, and the last library drive has the
highest SCSI ID number. However, this may not always be the case.
The next setup window then appears. The user highlights the library and clicks a Properties
button so that a properties dialog appears. The Properties dialog allows the user to specify which

slot holds the cleaning tape (if present) and if a bar code reader is installed.

After configuring the library, the present system runs an inventory. At this stage, the user
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the defective drive can be marked as offline. This enables the Tape Engi ne
to conti e BOOwBREr ate usi ng the remai ni ng non-defective ®CITNES82/21948 he

i brary. The present systen1can search for a nedia by nanme or by a slot
nunber depending on the user's preference. The present system provides
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displayed in a list to the user. Slots can be displayed in four ways:

| ar ge émomsmakehé béia8dlingoahstShe ?ﬂé@eﬂt kystem EAEcritRna kY ofethte RBInGQRE | gur ed
froma Device Cpnflguratlon menu. First, a tape library is choseén froma

Devi Cere%hg WbAge R PE @fafves'.a‘\?xl’ﬂeﬁrtﬁé éﬁ?éé'}l% '1’%) ?kﬁg Sﬁfégﬁﬁg@ 69@3&}%@& easlll& tehe t ape

englnels running, a w naow appears e engl

he. | | BRARG B6R3 W thaﬁ%r@w"se%fpr”é'ogedﬁrev&s LB Y'eéﬁy be

conflgured and wi | | appear ina Library Devices list. If the drives have
not been as$hgpeedenteystam dlsobinglugesavistiral litvayl fpatureHoy addiessing awiegpecirum
manual ly. This can be done by first highlighting the drive and the

Li br ar yf siaiade tdi@iretlehCkThgviaialistshg Tedtutclcpiblefs5ysial Bradies dﬂbe/@)nfﬁ(guﬁEd
library allows the present systemto be aware of the drlve S existence

Wi t hi nn{t(l;l nhiQN A Yal (10 oagrllb‘f%? s%ﬁ épgﬁlp Shafihpt Ilgé}%ﬂ',‘ Aot &D&(&H

i nsi de tr1- r|ve [ ies s e assli gne e cor ect "order.

323”%@ L A ém? et B eGP ot el 1 Eea

| ast |ibrary drive has t he ghest SCSI I D nunber However, t hi's may not
al way slibariehinte spallermigus] dipraries enablingredtser torrsertadistesens comhmatigrs Oﬁﬁ-@ﬁ? i ght's
the library and clicks a Properties button so that a properties dial og
appear kvelltwwides apdot stasd dioat tepedibkaiss. t he user to specify which slot holds
the cleaning tape (if present) and if a bar code reader is install ed.
A Virtual Library configuration utility is used to set up all virtual libraries. This utility
allows the user to define virtual libraries and their parameters, including the number of slots and
drives required for the library. At minimum, a virtual library should have at least one slot and
one drive associated with it.
The user can create a virtual library using the following steps. First, the user selects a
Device Configuration menu. After clicking a Next button, a Device Configuration dialog is
displayed. The user can select Virtual Library and click the Next button. A screen is then
displayed, allowing the user to select from an Available Library window, the library to be
configured into a virtual library. After selected, the characteristics associated with the parent
physical library are displayed in a Detail field. Information associated with an adapter card, SCSI

Bus, SCSIID and LUN is displayed. In addition, a field displays the total slots available for this

virtual library. From a library tree that is displayed, the user can select the drives to be associated
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After configuring the library, the present systemruns an inventory. At
this stage, the user 33 WO 03/005625 PCT/ US02/21048 can mark drives as

ei t her orwprgoets2dffline. In this way, defective drives (IPRTASOURKUS drive
library) can be marked as being offline, so that the present system can
continue to operate using the remaining non-defective drives. Wen the
drive msthrtbpa¢wlydrented ephalclgaaryi Droves cathehassignied yo deirtupl brght insag lorden) i ne,
by again performng the library setup procedure described above. The

pr esentligyghem al so includes a virtual library feature for addressing a

w de spectrum of storage requirenments. The virtual library feature enables

physi cag{ el P V\%}rﬁﬁ'& e §ﬁﬁ??cp§ AT J\’lthlelgDraliiéE G %H@I 1%12 rea}{fl (’frHl%; llﬂljagg%h%ﬁi l%ave at

i braries, arln e sane ro ort

cleanli}a%rredl uaI grar Leature prfwdgs th er ibility to
conf i glfPef ggdgive aP BPE\F oggss;g:g@ o iailhe pseithen sefectste PMBE skt [0kf a user

to create different conbinations of RAID |evel devices and/or stand al one
t ape | risigned ¢ thig\viviuat lirary. | Bhengwiyerdateguvignaldibranyiis they displaysé ih the Vggualup
all virtual libraries. This utility allows the user to define virtual

| i br ar Lggagedvindew! Ipapatietiar Bbraiyneilluis Agivehenassighet aftdr tisik efep, A dvaithble/es
required for the library. At mninum a virtual library should have at

| east Fé} Eé)%llﬁﬂgdlsgﬁ?%cﬂfrff ‘ﬁ]e A@%ﬁ%&%ﬁlgrg?w @Elhdiofw ﬂﬁeenﬂg@éhﬁfbﬁl ﬁ&%ﬁh‘ﬁaﬁs

virtua rary usin | ow ng st Irst ects
Devi ce, Conf i ti After .clicki ut t on,
Cont | GHPREMSKE B grabebe SombhRg affo vitial Huliriot A divescibi Pt e SElesiedry anc
click the Next button. A screen is then displayed, allow ng the user to
sel ect physieal dihraay glaydislused.i brary wi ndow, the library to be configured into
a virtual library. After selected, the characteristics associated wth the
parent phydihekeskhiuyaten @toevsths ﬂb&)&ﬁd libparg tdb¢ sdplardi¢deinth gronpor Getupong
associated with an adapter card, SCSI
slots allows several types of jobs to be run at the same time. In addition, if several slots are
available in a group, you can let the library span the media in the group for you. By default, the
first time the present system is started, all of the slots in each library that are attached to the
machine are automatically assigned to that library group. For example, if there are two libraries
attached to the machine, there will be two library groups. All of the slots in the first library will
be assigned to GROUPO, and all of the slots in the second library will be assigned
to GROUP1. These library group names can be kept, or the user can regroup and rename them.
Since each slot in a library is viewed as a virtual storage drive, each slot can be assigned its own
group.
The present system allows a user to configure libraries using a GUL The user can

configure (or modify the configuration of) a library by starting a Device Manager. After the

system retrieves library device information, the user can select a Device view and locate and
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Bus, SCSI ID and LUN is displayed. In addition, a field displays the total
slots available for this wvirtual library. Froma library tree that is

di spl ayedwotoB@oisger can select the drives to be associ at edC3AUSWRO3 005625
PCT/ US02/ 21048 with the newWwy created virtual library. Drives can be
assigned to a virtual library in any order, although drives cannot be

shar edsdisst thedibrary devigr that Hrearwigls to ¢anfigui (Theriserahbe/presandggd Withracseeshoul d
have at | east one drive and one slot assigned to it. The user then selects

t he nusrbRms dfat shotisint Righ®l. Tesiogfigite ialetide Swivdn 4 Davict 26wy ConfiigatieM y
created virtual library is then displayed in the Virtual Libraries w ndow.

|18 PRIk BE Blof RELS the MRS ditdy 661, LORER BARS bl [LS25 e ahde
avai l able resources wl e 8lspfayed I'n an "Avall able Library™ w ndow.
The entire.physical liphrary that. is i ng, wor ked wj t h_may be. confi gur

it o Vi P s o A sigp Rt A B0 aibdnt BlofpS st o it Sigh ey 185
l'ibrary may be used. The present systemallows the slots in a library to be
separ att&dhq 3agakje dapises. treotist ean taks Besiuap iowsthedwenps listype plase ifjipisstbeo be
run at the same tine. In addition, if several slots are available in a

gr oup, AyailabiaDevieds lidheFbi dxaaiple, spave e drbei feori thd Geoupriistpo the rAwailableBy
default, the first time the present systemis started, all of the slots in

each | bbyigésid At uddr@1idikd A€ 8HcE thelBsird BT RGN HRYROMBYE G@tdry166 Shghed
to that |ibrary group. For exanple; if there are two libraries attached to

the machj n there w be t | i Rr roups., All .of t.he slots in the
st PRsAp S{iFF fratlsble 8 apd ey BBl W issoionagineihi. St st
second |ibrary will be assigned tg GROUP 1. These |ibrary group names can
be kep¢licks the Libragy gab W@éﬁ@ tap dewe yowmaned isiben in the previquigdab Bythe in a
library is viewed as a virtual storage drive, each slot can be assigned its
own gAwaieble Devices list and the changer in the Groups list.

To create a New Group, the user clicks the changer in the list of Groups and clicks New
button 168. A New Group dialog appears. The user then types a name for this group that is
eight characters or less, chooses a starting and ending slot range, and clicks OK. Groups can
also be assigned in a similar manner using Assign button 170.

The present system and method is capable of working in an-SAN environment, in which
each server that is connected in SAN maintains the information of the shared storage device in
the SAN, decides what it wants to do with the media and the tape drive of the device, and lets
other servers know about its decision and also shares any change of state in the device initiated
by it.

As described above with respect to Fig. 6, one server in the loop is designated as primary
and remaining servers are designated as distributed. The primary server 13 is responsible for

initializing and inventorying the devices connected over the SAN. The primary server 13 also
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The present systemallows a user to configure libraries using a GJI. The
user can configure (or nodify the configuration of) a library by starting
a Devi ce wamagets2s After the systemretrieves |library deviP€Ca/usat/zroaat i on,

t he user can select a Device view and |ocate and 35 WD 03/ 005625

PCT/ US02/ 21048 select the library device that they wish to configure. The
user wits alobgldedkineprogpssisaied seaghvst da srnclgonipaacosssomthe sforgg devites To
configure a device, when a Device Group Configuration w ndow appears, the
user cbetwlesn idiferBetwenerd. dthelddiribtled streeddBhaés tatentlodevibe thfor@ddtiohietaglsar e
two sub- windows. On the left side w ndow 160 are the groups and on the

right giodemuinaony 16<er 85 Snd Ry HeANhR e WG Srest @ﬁqe%f@ﬁe Qé}oer.rs%k@u;f D&
drive fromthe Goups list and place it into the Available Devices 11st.
For exanmpl.e. .to nove th rive from.the up Jlist.to the. Avail abl e

evi ot e g Bateh it Tk RgRARRGRER el B oM st ana ol i cks
Renove button 164. This makes the drive available to any library that the
user whPmENEEHCHIRFheupm servernis theugly 8 eersyatem layerdhe is petiviejagradl serecapintbe
and the tape drive you noved is then in the previous tab in the Available

Devi ceSAN.st and the changer in the Goups list. To create a New G oup, the
user clicks the changer in the list of Goups and clicks New button 168. A

New Group dirpbQOsc@RREES dishiutdtbRivdrN8D) Wi % BadkaiFadiPind MicRiediOUR: ddeat s
ei ght characters or l'ess, chooses a starting and ending slot range, and

clicks . ups. .can | so._be I gned. |0 1mlar r 1. ng,Assi gn
but ¢ o 5y a8 S8R A S8pREadie! fICTheh ™ GsBidiliila PRBRLR Abftes D!
environnent, in which each server that is connected in_ SAN naintains the

i nf or naENAPENQST PIATESSTHARIBE 08iths BYBaYPE 1P n I Ro@thepaqrves dcheldwe ipisdogks thignt s
to do with the nedia and the tape drive of the device, and |lets other
ser ver sedueshingsrovtr getsshel ek shd narasedelsigoahsibwih itaopemtiomdthafwist dies ion t he
device initiated
wait till it can get the global lock. Once server 15b is able to get the global lock, it checks its
internal tables, to determine if the drive and media have already been locked by any other server
or by itself. If they have not been locked, then server 15b marks that drive and media as locked
and propagates that information to other servers on the SAN through its peer system. It then
releases the global lock so that other servers can do whatever they want to do with other drives
and media. As a server moves media from slot to drive and vice versa, it updates other servers
about this action so that they can update their internal tables. In case the media is formatted (or
reformatted), the information is propagated to all other servers. After server 15b is finished with
its operation, it will again request the global lock, and then tell all other servers to unlock that
drive and media. Server 15b will also unlock them from its own internal tables and then release

the global lock.

If the primary server 13 crashes, since all other servers know the state of the devices, any
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by it. As described above with respect to Fig. 6, one server in the loop is
designated as primary and renmaining servers are designated as distributed.
The primawp o3e03ses 13 is responsible for initializing an@Cirrusen2wdyi ng t he
devi ces connected over the SAN. The primary server 13 also 36 WD 03/ 005625
PCT/ US02/ 21048 runs a gl obal | ocking process called "sanghost" to

synchr etherseress cen be promdted 83 be pymatesérvewon theflween di fferent servers. The
di stributed servers 15a-15n take the device information details fromthe

prinmary servVaeé pisse@tisdiobute flay 2@ dobitdnierntiytigiphdhertdd wiihg!oRSor OEE al | the
servers are up and running they are independent and intelligent enough to

make t = . i I e i r h peer
Syt ert i SFRrE o SERTABHRE-CHhdIG) W Fts SRt Rieh Sl gy e
(e.qg., distributed server 15b) wants to back up data and deci des to use one
drive SAEASHPLIDE RressriapsCibiceion e ARBippEiatesoiwargenling cam seadily be pesparedby

gl obal lock fromthe "snapshot" process running on the primary server 13.

| f no skilled pogramemersshased on Hy teachingsaxfkhe present disetpsest. | Tige peeserdrdigpbdssrd he

| ock and can safely go ahead with its operation. Gherwise it has to wait

till i fagakodRtinjpl@nahaPsy tﬂe%léparlgﬁ&?oﬁﬁfp‘li%éti&ﬂbei:ﬁic?ﬁ%eﬁra%&i GRtuifs e tﬁLObal

| ock, it checks its internal tables, to determne i e drive and di a

have al ready begen | ocked .by a ther server. or by itself. If they have
ot ot irlned Rt o, B OB ey el Sou RN R ST as | ocked  and
propagates that information to other servers on the SAN through its peer
system |t Nugieropsgddditinngl medifigptery andowkiagens efthe present disglowire aregppsgible
what ever they want to do with other drives and nedia. As a server noves
medi a fur viswsdfahe hisovdrteachimed Iviscercforeao be unddasidbé shaptwithin S&rs¢eps of elgout
this action so that they can update their internal tables. In case the

medi a bsheh@EdBhingd thpresent disclosure may be practiced other than as specifically described

herein.
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reformatted), the information is propagated to all other servers. After

server 15b is finished with its operation, it will again request the
gl obal | owlk,03a002% hen tell all other servers to unlock th&CT/Wot/vw4saand
medi a. Server 15b will also unlock themfromits own internal tables and

then release the global lock. If the primary server 13 crashes, since all
ot her servers know the state of the devices, any 37 WD 03/005625

PCT/ US02/ 21048 ot her server can be pronoted as the prinmary server on the
fly. Théhgrie€tamedisscl osure may be conveniently inpl emented using one or
nore conventional general purpose digital conputers and/or servers

pr ogr aqmed i J f: kL |
Appropr ot e e i P e R b Oor e
based gn the teachings of the present disclosure. The present disclosure
may al S6TBETVRS %%%é’bﬁ'by the preparation of application specific
integrated circuits or by interconnecting an appropriate network of
convent i onal? keskipoieisge systen ferdaciingup defermaeifitg i onal nodi fi cati ons and
variations of the present disclosure are possible in view of the

above- t eachiarstrsragd dystemn fonatoeing ifotmatim tobddaskadand dndatstodedhwherelie scope of
the appended clains, the present disclosure may be practiced other than as

speci f gﬁiﬁhhé[tidi%g briled b iLirdhsfe3Rd \WRe0P/ BORGRS stBfabt Ypidhdd %a)acﬂf@&to}a%ea

Claimed is: 1. A serverless backup systeémfor backing up information o
net wor léyétglﬁ l\?\%ﬂ{oqllg g&ﬂg th%%ughrrg Eeervésrearn\cli?rrﬁ%hngt?o%éigg' RWtored is transferred directly from

the backup storage system to the storage system without going through the server.

2. The system as recited in claim 1, wherein the backup storage system comprises a tape

storage system.

3. The system as recited in claim 1, wherein the storage system comprises a disk storage
system.

4. The system as recited in claim 1, wherein the network comprises a storage area network.

5. The system as recited in claim 1, wherein the information is transferred between the

backup storage system and the storage system using an Extended Copy command.

6. The system as recited in claim 1, wherein prior to transferring information directly from
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a backup storage system for backing up information; a storage systemfor
storing information to be backed up and restored, wherein information

bei ng bacwed3wees transferred directly fromthe storage $¢ItEsr/2ow48 he
backup storage system w thout going through a server and information being
restored is transferred directly from the backup storage systemto the

st or age systhemtoeghsystenyi thg badkupistiragensysteer, wanapshot dflbe stpsigesystsmrieci t ed
in claiml, wherein the backup storage system conprises a tape storage
system 3. Tensystemas recited in claim1, wherein the storage system
conprises a disk storage system 4. The systemas recited in claiml,
wherein the network conprises a storage area network. 5. The system as
recited in claiml, wherein the information is transferred between the
backup_stor %%e system and_ the storage system using an Extended Copy
conmand: 6. [RREYL§RAEHCHEd irpclaie 6, WhereReq HRTDd elHCBYitblo e StoFagest erri ng
information directly from 39 WO 03/ 005625 PCT/ US02/ 21048 the storage
systemt o t hystgackwpitst or ager oyiskingthesngpdpshot of the storage systemis
taken. 7. The systemas recited in claim®6, wherein a period of wite
inactivity to the storage systemis waited for prior to taking the
snapshot. 8. The systemas recited in claim7, wherein the period of wite
inactigity i i ned: i i . i i n
claim 8 anaReRyRERAEHAER n AR Do Rbehl (P pethd i WA IARGE: SERLRRd T,
system as reci.t(?d in claim?7, wherein if the period of wite inactivity
does not oc&gfod ot time.

9. The system as recited in claim 8, wherein the predefined period of time is three seconds.

10.  The system as recited in claim 7, wherein if the period of write inactivity does not occur

by time a timeout period has expired, the transfer fails.

11. The system as recited in claim 10, wherein the timeout period is a predefined period of

time.
12.  The system as recited in claim 11, wherein the predefined period of time is 80 seconds.

13. A serverless backup method for backing up information on a network including one or
more servers, comprising:

providing a backup storage system for backing up information;
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by tine a tinmeout period has expired, the transfer fails. 11. The system as
recited in claim10, wherein the tinmeout period is a predefined period of
time. 12.wOhg/0e3sest em as recited in claim1ll, wherein the pcedsbr/emds peri od
of time is 80 seconds. 13. A serverless backup nethod for backing up
information on a network including one or nore servers, conprising:

provi di ng arpdidingr sormge gestey Sorstering inframiation taupe bavked npendrestordd WO

03/ 005625 PCT/ US02/ 21048 providing a storage system for storing

i nformati Qrba‘ckin?%pbﬁfdfﬂidtibh_ﬁ)b?ﬁdndf@ﬁhg LeEimARakdiRgtly @rohn{}@rs&ﬁ&%'&}st% to the
transferring information directly fromthe storage systemto thé backup

stora L Terol : ver: and restoring information by
trans%ﬁ%ﬁggﬁ%}%ﬁnﬂ#%ﬁﬁé’?%{éﬁ@ o%e'?ﬁ‘ger’ %gi’ckup storage system to the
storage system.wi t hout goi.ng through. the server. 14. The thod as recited
' clai m 13eSGHES B AN dRRs e S ditetbbim S barin ot sane
system 15. The nethod as recited in claim 13, wherein the storage system
conpr i e ke orgizs kystanp vdtheut gging dnoughathe Ferwemet hod as recited in claim 13,
wherein the network conprises a storage area network. 17. The nethod as
recited in claim13, wherein the information is transferred between the
backup storage system and the storage system usi ng an Extended Copy

commang,  18p,clfig,pg rag gég:i@& if 8Gih 88 WikrGh¥hdakBup SidtdASYstEABpHs 0P 13K N9 2

snapshot of the stor

storage system.

15. The method as recited in claim 13, wherein the storage system comprises a disk storage
system.

16. The method as recited in claim 13, wherein the network comprises a storage area
network.

17. The method as recited in claim 13, wherein the information is transferred between the

backup storage system and the storage system using an Extended Copy command.
18.  The method as recited in claim 13, further comprising taking a snapshot of the storage

system prior to transferring information directly from the storage system to the backup

storage system.
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systemprior to transferring information directly fromthe storage system
to the backup storage system 41 WO 03/005625 PCT/ US02/21048 19. The
system aswpesio®as i n cl aim 18, further conprising waitingPCorusa2/pwias od of
wite inactivity to the storage systemprior to taking the snapshot. 20.
The systemas recited in claim19, wherein the period of wite inactivity
i s a pledef iThedystgnes esited in ¢laim 19 MurtiRreconpsising veaitingfor agxgriod of waiten 20,
wherein the predefined period of tine is three seconds. 22. The system as
recited in dlaaiinityl &, thek®iaiesysttmtptior petakig thé shupsli®. | nactivity does not
occur by tine a tinmeout period has expired, the transfer fails. 23. The
systemas recited in claim?22, wherein the tinmeout period is a predefined
period of time. 24. The systemas recited in claim23, wherein the

pr edef Lped riod of time. .is .80 cands.. . 25. . onput er .readabl e di_.um
ol udPllg o6 ront g reeleim g LEoviTia oS BaioR ol ot Mt VSR AReA L
information on a network including one or nore servers, conprising: code
for backi ngPeiped ef pemt i on by transferring information directly froma
storage systemto a backup storage systemw t hout going through a server;
and code for restoring information by transferring information directly
fromthe backup storage systemto the storage system w thout going through

the sepyer. ThesY¥R:A35 BQREA ™ EGH YUS0H 2848 pl%ﬁe%n-eg%eﬂg&l BPEE@%S fif&d {eROndd)

claim?25, wherein the information is transferre et ween

22.  The system as recited in claim 19, wherein if the period of write inactivity does not occur

by time a timeout period has expired, the transfer fails.

23.  The system as recited in claim 22, wherein the timeout period is a predefined period of
time.

24.  The system as recited in claim 23, wherein the predefined period of time is 80 seconds.

25. A computer readable medium including code for performing a serverless backup method

for backing up information on a network including one or more servers, comprising:

code for backing up information by transferring information directly from a storage
system to a backup storage system without going through a server; and

code for restoring information by transferring information directly from the backup

storage system to the storage system without going through the server.
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backup storage system and the storage system using an Extended Copy
command. 27. The nediumas recited in claim?25, further conprising code for
t aki ng a woapshwes of the storage system prior to transfe®PCirAgot/efods mat i on
directly fromthe storage systemto the backup storage system 28. The
mediumas recited in claim?27, further conprising code for waiting for a
period of wite inactivity to the storage systemprior to taking the
snapshot. 29. The nmediumas recited in claim28, wherein the period of
write R6act iThetyediven as proitddin ¢leich 2 fievhenein difie informatidis (Feferrdibetyam theci t ed
in claim?29, wherein the predefined period of tinme is three seconds. 31.
The medi um 85c1RGkdrask 4y3tchl MdMhé Srorde&Y&ER s ta@ﬁ?&%&f}de@%@k,c &nd
inactivity does not ~occur by tine a tinmeout period has expired, the
transfer fails. 32. The nediumas recited in claim31, wherein the tineout
period is a predefined period of tine. 43 WO 03/005625 PCT/US02/ 21048 33.
The medium as recited in _claim32, wherein the predefined period of tinme is
80 secdhds. Lhgmedim as {esitedExclpiae i durtberisompeisingrcods f -talope asmpshotrofithe
systemroot directory; parsing the file systemroot directory for

al | ocati on t@bdgesysttmeganh té irhesfandg infodhatgpn ditectly frotrethe aforggecdystei ©;the

exam ning the attributes of each file and determ ning whether a file is

resident or bR&p stR8EBRIcm.

28. The medium as recited in claim 27, further comprising code for waiting for a period of

write inactivity to the storage system prior to taking the snapshot.

29. The medium as recited in claim 28, wherein the period of write inactivity is a predefined

period of time.

30.  The medium as recited in claim 29, wherein the predefined period of time is three
seconds.
31.  The medium as recited in claim 28, wherein if the period of write inactivity does not

occur by time a timeout period has expired, the transfer fails.

32.  The medium as recited in claim 31, wherein the timeout period is a predefined period of

time.
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backing up entire attributes of a file if it is determined that the file is
resident; and backing up attributes and data bl ocks belonging to the file
if it is wetmaemeped that the file is non resident. 44 PCT/US02/21048

33. The medium as recited in claim 32, wherein the predefined period of time is 80 seconds.

34. A serverless backup method comprising:

opening a file system root directory;

parsing the file system root directory for allocation tables of each file and finding
attributes of each file;

examining the attributes of each file and determining whether a file is resident or non
resident;

backing up entire attributes of a file if it is determined that the file is resident; and

backing up attributes and data blocks belonging to the file if it is determined that the file

1s non resident.
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