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WO 2005/ 052801 PCT/ AU2004/ 001663 1 SECURE PAYMENT
SYSTEM FIELD OF THE | NVENTI ON The invention rel ates
wo gooshssaut henticati on of users for the purposSBCDAU2H4/001663

conducting, e.g. financial 4ransactions, and nore
specifically to a system nethod and apparatus by

whi ch transacti ' |y separate
parties connec?%zg\%gr/\sgqyﬁ)ﬁ?rg\ﬁrg etwork such as

the Internet can be secured. BACKGROUND COF THE

| Th t t th
FIEL P BT TRIE INVENT) e.”snpr oved 10 Since their inception
| Ard ‘?ni@rﬁloégfraug %as P o ﬂﬂéhttl whsh ordis&stoy he! ﬁtﬁr‘fﬂse of

cre car |eve parity w th that
conductnm ecgr fihanaialrirawsactors,ard mﬂ@)speclﬂealgataasgstem method

and ERASIAT B B PSRRI BRIt MR RSN S aaate parties
connéateeiSowdr d ?@Nﬁ: ddtatnefiolkcsiioh AR Ihtéﬁflﬂléi &sh b8 sécured
consi st ent | ow | evel of consuner confidence. 15

BACKGRAMND QF ThiEy BRENTKANCust omer ' s percepti on of
T e L A—

since h&ailp'rrm:lelpemfm dhetrhid 099@'s tdlthé@dlmwh&fb@)dlreﬁtly lf‘@lated credlt
er onbl merchanta}?gave wi t hdr awn accegt ance

card 3k s Sehiavpd KR PO 0 Oh BT RaiANale NRBBTesans (CNP)
transBefBRs. ! I—fog\%v%? ng %?‘ UHGQrs‘PéWdTﬁ%f %e&o%’ﬁhé&a&om&ned with a

assocl at cust oners
disparategwedia fomis an tHeefewyoasesel fraud tmatadujobmrt haue fEsalted in a
exi st are Sﬁétenatlc of the nethods and

CO“S%?P&b/e'g?thﬁgg‘b%fcquWfﬁsy 1€ over the Internet are

PrAYeRHpRd. toThﬁlcféé?sIeO”ﬁfe ' éuétémér"'sedpér@epﬂé@woq*e deRufifie by
merchant all of the relevant details of their paynent

guarapieging gedmbussermenidpy sedesied 1@NBetransastionsex pasy merely

exacgﬁﬁaefed elb% epr}ol‘)‘@n‘f B aRG e&héﬁﬁ*ﬁ&fo&ga[&%ﬁf o?qlf\é 1aller online

ee to this car i'ts

merchayltsehave r;ﬂwmldvaim}l Im:(;cepwrr]mbaoﬂcrediﬂ ang) t@nlsawm% becaLllse they
t that includes the custoner's paynent etajls
are ygble, o supRRrt e ren?@@@ré aPNERYPIR of Gogdsithal is Qf'&ﬁﬁlated with

custcﬁﬁél%t\ﬂﬁo cBhtdsPtransaGRIME! @Ith%r‘ﬁém%ﬂér?]&}[r@? &4l HElen

facilitates the connecti on rchants a d their
f iThenpiakilema dhattexistare . syStematir ohthiet methddseaared ednventions by
d to as the 3

which il BVen BT oL Ao RTdrBsSahe [0 FHERTISaRciaguired to

provid83bithe m&rehahthall of heuesbvahe d@fﬁﬂﬁﬂﬁhé@bﬁ){ ecHRf aidugh as
of which were provided by the custoner hi s nessage

Primagy Aeeaunt iNusaker @AN), expirydate, sée wavhich esablesyhe merchant to
then "BHaPG & tHE FeBYto?tHidchfl. The mechanics of this payment involve the

merchant sending a payment request that includes the customer's payment
details to the financial institution that holds their bank account, or to a financial
service provider who facilitates the connection between merchants and their
financial institutions. The merchant’s financial institution, referred to as the
Acquiring bank, then sends an authorization message to the financial institution
that issued the payment card, the details of which were provided by the customer.
This message is sent through an inter-bank network, usually maintained by a third
party such as a large payment card authority such as MasterCard, VISA or other
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party such as a | arge paynent card authority such as
Mast er Card, VI SA or other WO 2005/ 052801

WEDNSAEBO04/ 001663 2 provider. The financial PCT/AU2004/001663
institution that issued the paynent card is identified
by the first 6 digits of ?he paynment card nunber,

prov@%go%eaﬁnélfb ol R i ? %t Qﬁﬂ@@ fthe F)?gm)ent E‘QQP%‘%Henl‘ifﬁ.@f Sy the

0 ensure e deta provi

first 65d@nstfatﬁe pryhheniccaidonembgenkhowhyab éhe ridanio lssier Number
custoner, and have not been fraudulently obtained. It
(BIN)js this inability to confirmthe presence of the

agioiRver O‘ME?? o ﬁJ‘QN&;@rtg Ehdlire! RS tHe details provigsd to the

percentage o charge backs', or transactions where
mercharet bwﬁleomtondm ganuinglyheleng to thatiaustaman axsk hae not been

el ATARRAY, 5 IR RAREATRS S BRERonge e scum

owneprd?OtﬁeOéathmd’t lRiaB ool éaéh@htgrspekcaﬁagesofgnba[geebacks or
he rmne%/ refunded to the custoner, and t
transmam/ eiies tthepvevstorer| sleniesoytaking:r Rad, énalt transaction.

Trad@%ﬁﬁ@% 'ifatﬂg B ) ?ﬁ?ﬂ‘éﬁd%%é rt’r%n%ﬁ&fﬁ?ﬁ‘ %h? pcﬁ% r?‘ﬁé‘r‘chant is unable

ecause o ear the t elr card
to pré@éml bEDofTblﬁ theineduthoepatimrour sutlr iasgat signaturars he ireney is

refunﬂﬁéé%d?ﬁf wstea@rﬁ%% e ERAD TR BoIINE oy

sénﬁéﬁélﬂ@é&fr@?n Gﬂﬁilﬁ@‘ﬁﬁteﬁ?étcbayment options
det al osten3| y to streanline repe urchases faor
because of mmmfeﬂwe thvedt ohthedr carsk dﬁzi&ﬂ%s Tmaa@‘? ganragsyr guring the

the crini t [ d
transag’p@] éfséﬁfgeorofm?ﬁeogﬂirt 3&}{?? é%% tdllu \ge% %rhlsi{aéurﬁ{l” of the
merch8ats WdoBlords NRity meediiaHts mMainkin rmsihtab%lgehoﬁglhstomer card
transactions that result from such a 'stolen card

detailonpstansibhidp geiioBauiRe repeehPURRIRRRSOr hRconsuer, and these
dataﬁ%%gn%§%ﬁ5 Caeftr%%tl\‘?é’ ggﬂ%é’@ to $RY @rmng}"’fr‘éﬂarhhﬁ HHAEEN #fis this

S enhoug | scourage many
perth@fn&an”eJ‘fs théysmsmsmeﬂé rmnlsdude snidnannhdbat dirigbtensedmany

USG 098 US 0 2/ 0123972A1 / )
o SR A2 8T MR i car

may Pkl EAR v rt%Vﬂh@em%r@rFérHt tHeNincenvEhienBe Qﬂ'cﬁﬁhé’%o coupled
integrating traditional EFTPOS functionality into the

with Itheebueterpafnobtainingna new eardsdsdepgHaht t0 rfis¢piage many
consare éaught that involve the use of an EFTPOS devi ce
Fﬁﬁf is held and maintained by the customer for the

98 afndalsigtBods Seauhe aspajoeat discloded nier ci861098,053,

out fear of fraud. As the custo
usz@@zlam@%w,not N S2B 0340 chaRS 2GR T SaaRl o and
US200509B4 55881 19N dtfempted to provide a solution to this problem by
integrating traditional EFTPOS functionality into the Internet payment arena. In
these documents methods are taught that involve the use of an EFTPOS device
that is held and maintained by the customer for the purposes of making a secure
payment to the merchant without fear of fraud. As the customer's payment
details are not passed to the merchant, or passed to the merchant only in
encrypted form, there is no risk that they will be compromised, at any stage.
However, these systems require fundamental changes to the interaction between
customer, merchant, and the banking institutions. The merchant is required to
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encrypted form there is no risk that they will be
conprom sed, at any stage. However, these systens

wo eaiswof undanent al changes to the interacti ornChatUeen01663
customer, nerchant, and the banking institutions. The
merchant is required to WO 2005/ 052801

P AU2004/ 66 i '
e 41308, 8500 By R 0 AR BB e
merchaét dridSitd\A@YLirer is fermevey frdnf thentrahsadtioansldowever, without the

However, w thout the . t of th he. .
SUPPOTE Of 16 MATRDAE. LBPIE, iSane ISR 106 TRRICHSIETS: o PAtoipate in

the 33?1%3@3 ir?%e%@r witi ‘i)eﬂwé%ﬁéhtr%%ﬁ{rgﬁ\?gt i HBRY&terh B6F thel Gustomer

or the custoner e part in.
to takeopartrinel Gonvdreety,ithermis nodncentivef for theemershemirie alfer their

alter their t t i.th
paymgas avalerts B 1§ FoB) GAEoRRA e 20 HfeC e Hanges.
Ther%fﬁgelhIah?‘é%thHeOBR[tbbn‘éYWs?Q‘l!e?ﬁ‘f@@e@affuﬁdaﬁﬁmt@H challenge to gain

enge to gain nonmentumin a narket dom nated by
momentum ireanaarked demingtedbyaar alternatiyeopai@gigmagnd this”problem

revent p f systens. 10
has AFY%ﬁﬁg?li%@p%k%o{’%‘r%sgysﬁgéﬁrﬁégprovi de the custonmer with
a Afientatielis othéNsystems prevde dhé yeustomee dvithoa simgle use PAN,
transaction. This renoves the ri .associ at

which [gant Qrly tbeoisedh FOE (P HBRSACHRRY: ailINiS f%i@ot’ﬁ%iﬁ%rrgk%s°°iaﬁ"d
with ﬂﬁ:liwﬂkthdg%é'cﬁgtdliﬁ%ﬁg Qi@tﬂ% ggg‘/ﬁwgzraﬁ'b%t%s‘émr&ﬂﬁﬁb%e context

~custoner has a ormed This system
of a $ingle tramsaction et thencetorssascalpeastyeperfomnmsd t'ﬁgs system has

s LR e R ——
provi‘g@‘fﬁ:l b&ﬁefit%@lﬁ@ine&#f‘a‘ﬁ%' AgsRd[catéed abbuelgie highaevettof ‘charge

merce is a key problemin increasing revenues in )
backshgenéiated theoug larintespet semmelcedie @ &Y piakle@ein Increasing

b fit, for th ' i. )
v 14 bk 55, RO 64 bt o
merdﬁmbﬂ% fmlsité ﬁlmitﬂbatéﬂé@t tot Getrg &t thetj ssarket., nﬁhgsalstys’temﬁalso suffer

ost systens to t [ [
e R A T
corrddil id@hRY drldtintd MretHd Sibstitited BPANCAS beforidi®s ®o the customer
anki ng

. ystens are costly an ti me-consum ng due the
who mifigted th¢ trapsastion akdteratighscior thiese danking sysiemseaaremostly and

e CABH 8 8 i Rl A R Fairoments

that (HU&hbasmidhe AQRBtGAAIRK the¥st sygiemehare ihbempatible with some
custoner is expected to use a single card nunber for

merchany purgheset safitwarei aichy as e et 6her systems): where the
custl I BEp 1 8 e P DR P 8B} BEEBChoFinay
the tél#]rﬁgi@m@etis f"ﬁ?Leﬁ to niging tdrly cawds hiaatepeovide dlyisereplacement PAN
faciligy forcgﬁyotransa%ti%%n?ﬁeﬂe {Heyt Eglr’f%];r%r gnr%deu?r{tg%ett.heﬁ%pﬁ%its the
purchase and payment choices of the consumer, therefore reducing the appeal of
Internet commerce to them.

A similar system is disclosed in US patent application no.
2003/0195842A1, however the system described therein is further limited in its
application by necessitating the use of stored value payment cards by the

customer.
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Internet comerce to them 30 A simlar systemis
di scl osed in US patent application no.
wWQe2030Be6842A1, however the system described PCIEAB2104/001663
is further limted inits 4application by
necessitating the use of stored val ue paynent cards by

t .

ASBPHEY THEREY fof Speliy BT KRS FRRSHER, BRI yfUS patent
applid@gggg?%%g%omopaeeam. ayhis isystenomequires an intermed?ary party,
rofertplr by 2 AePEGARFING GNER. pico sk Ahch danei, TrgudlE wilch the
trans%}tgatﬁ’]gqé“ EorldUcEgh VBLSsd e sebliAffs st bMIde‘iih%Qdéahéiﬂg the

nmer security is provided by reducing the
expomposiucustomecsispaymest detajiseiot a dingliel tsusted parthgather than a

t.rusted rt rather than,a I gy, nt
plura'ﬁ%w@_\/eme?a?ﬁ'ﬁssys Yh It_z;‘ﬁ yg%%% eréﬁwrgg%nsh@&% ffom  the
requiF&%htrfb‘FBé'&%éﬁmaNiiﬂéSmediglﬂesmﬂriﬁdﬂh@nmﬂh éd bynwhivh Internet

nmet hod by ich Internet paynents are nmade. US patent
paymenis gresm@de43 t eaches the use of a secure keyboard for

o5t PRt obe i Tas eat RS a1 o Seolre Kejtitrd for Internet
comméiee aanssctivng. nThizesyatetn Ryidvidésweseeure teméry of card holder

) mechani sns for interaction w t nmer chant ar .

inforra e a8 Aeratt Tatbes and TN (HeWeiq it digfranigms for

inter&ti%ﬁ.c%l FtheC St LADSaABRES dridd tagdiRe  Additionally, the
application of this systemin the present

requissTaenbiomensecdridary canainugioationa éneans lisitsctbg apsication of this

systemthat can provide benefit to all invol ved
Svsteﬁim ﬁ@sprssﬁﬁg?ﬂ ‘?r,'m?rgfchant, and financi al
| dcobdihgnNtherea e at hedd ¢anabsystei@pthell eshnaprovide beedfit to all

_ i medi atel'y with no inpact any party other than tqﬁ
involved parties -nwhdstomer, Mrrchgat and financal ingitgiliss— and that can be

: A . P _
derIl Shg bobl PERETEHaL,Fh,00 bty ey eier than e
custdgﬁélownatds@%thelsybi)?g. acc?unt ?un‘oEr and PIN, provided
a user_or a | C "
"t & evetornan bhiect g4 Praseriniprndit 1o ALV guingfiiod and
systeth fbp%u‘ﬂﬁérﬁfca@ihp iﬁ%@m@%%ﬁhﬁﬂo@f sd&¢ YEeaESount number and

devices, ‘acts o ge in this specification is
PIN, i provideedby ca asxggradh at hablit tlad thesworkesuchy @st then Intefnet, that

.. shoul d not be .25 tak 1.sslon that any of
m't'gf"p?é %a&p{e‘gpepgqr}@cijp@q?@%foq?iﬂgggpf%‘r‘t- art base or the
CoNmpPndienssioh lofodoedsrenty) desioes| ewetst aar tknowledge in this
before the priority date of _ ,
specification is included to éxplain the context of the invention. It should not be
taken as an admission that any of the material formed part of the prior art base or
the common general knowledge in the relevant art on or before the priority date of

the claims herein.

SUMMARY OF THE INVENTION

In one aspect the present invention provides a system for the
authentication by a card-issuing financial institution of identifying information of a
card-holding user of a public data network, including:

a secure data entry device connected to the public data network; and
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the clains herein. SUMVARY OF THE | NVENTI ON 30 I n one

aspect the present invention provides a systemfor the
wa@eosesasocat i on by a card-issuing financial i nBCT/AULGOSN01663

of identifying informati ongof a card-hol ding user of

a public data network, including: a secure data entry

devi ce conpect ed i - .

08k uSR P R Bl BB, B0 LR 300 (8 prvate
data FEtWOEIE LSS For tidheniitiingi hedahges betwedn findndial iastiuitionse

data network used for transrrit,tip nmessa

f whereindhe ispsuie data LTy daviseeing Beals onee ttpyenter
identiﬂ@ﬁﬁiﬁpbﬂﬁ{ib‘rﬁj%f é@%?igﬂ%cf B tH%eéarHOisggﬁ\gr financial institution,

_ _ I'ng~ T nformation of a’card issued By the card
and rhaans figr franamitiieg then&d entiflyingninfolnatieh ieanse¢uie manner over

transmtting the ideptifying.inf [ [
the Pk E RO 1Rans GBI WSS ISRAT K to the gat oway
?Wﬁ'e‘?&'n tRBGatd\pa P HBviEBaInBRIdRERYIcERY Feetramsrhitiies thieilemtifying

_ or transmtting the i den_tifyl_ng[_ information to the
inforncatian e the egrd-isauingifinaneist instititon and fepregalviag\amagpproval

an rqval e : = ' ' [ .
respoftear e reb R A Ha g O hofufGh SYbh Bty Bityare s nBhwork

t DheREy BvalappR:RP Resp onsw iptevides tauthenticationnobthet entifying
] identifying Information by the card-issuing financial
informatien buthe fardAsswnailingneiakingtitdlioR-em enabl es t he

[ LA YL0g . af [ § r ders i

pORRPIAFORE e’ Ystth Shbled 168 BorkBing Iplhfrpefl 8f o card
holderdocdteddt byoinhef panchaisesammatef fromramyapoint of isale toobe iverified

secur e manper over ﬁtlﬁublic data 15 net

by they SRGraBHPS TRnAlreaBian, I Sesure; Qe |YEL 3, puiblic data

netwa_ﬁf secure data entry device may be connected to the
public data network via the user's personal conputer.

Trmgfﬁrabw: ﬁwaﬂawgim@atao Patmry isdhardntespet - hhgiSasEiGdalka entry
. use r i i
devicg, fnpy %ﬁecﬁqﬁiﬁ%qégﬁ% %é?)m%ﬂ r(gtarraeb&&@&&I%vﬁgggéﬁlp&%onal

complfgi.cated network operated for the sole purpose of
conduct | n%e such el ectronic transaction
I

Akhe Ravaigdata ek VaRY bRtadn Heieratk g Rk, used for the
ransfi '8} BN REAETEN LRI ot bt bhicik ray be
provitistieviaed dedfcalén: neoante aperatednior theesoleepypeserafbegnducting
suc:hI gl(e:alcﬁgﬁi% tarlar(l:saarc |0F1§.ad&lrte];noartivreﬁay?%ggprivate data network may be a
virtual private network provided via a host public data network. The host public
data network may be the Internet.

The secure data entry device preferably includes a card reader for reading
relevant information stored on the user's card. The card reader may be able to
read ISO 7816 ‘smart card’ or ISO 7811 ‘mag stripe’ type cards, and is preferably
able to read both types of cards.

Preferably, the secure data entry device also includes a keypad to enable
the user to enter data into the system. Data entered by the user may include a
Personal ldentification number associated with the card.

The identifying information preferably includes one or more of: the Primary

Account Number associated with the card; the expiry date of the card; and the
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rel evant information stored on the user's card. The

card reader may be able to read 1SO 7816 'smart card'
W®e0058028TB811 ' nag stripe' type cards, and is pref/avaohyo1663

able to read both types of cards. Preferably, the

secure data entry device al'so includes a keypad to

user’%g’%gslcgml i&@{}#@@#@rﬁg\hﬁﬁggp %%o&%%u\&@ﬁ gné Eg;ogg%\tgﬁghtageously,
by eriﬂ%giﬂlb: fhecaséofd pHHEE RS afforhatonifoh autieertiationTihea secure

ntifying information preferably includes one or
mannesral afpointref Purchass that serin beniarele BARLaNwRaNtpt fale, the

t he rd. ) ' date_o e d:
syt S et i sl eI bRl Pt o a
the pbRof plifchaseon Nunber associated with the card.

Advant ageousl y,, _by epabling the user t rovi de thi
i Aher ndentiyindorintRMRIAN cﬁ\"’%’onb‘? n¥r3n§%tfﬁ' uﬁjj@lgﬁe? 'gfandard
transaf;f?&d %egﬁqgufo?ﬁéﬁecdrﬁﬁﬁaﬁfaﬁb RSO 8588 € Prcfsfaply tHPiI8O 8583
of sale, tHe systemis able to confirmthe presence
messagget insecoif driecofaanu’8R00\fileancial preseotinentanessage;ashant0104’
of purchase. The identifying informtion may be
amh%‘%%?ﬁim?%?gﬁsi ng a standard transaction m)a/\ssage
f offERhaftcVE) tahkte! préfsrabhp@lso Micigsalhearidifor Benswitting the
nmessage used is one of: an '0200'  financi al .
approvalgesponse tnthesagetreadataaantry texice. 5|t Adetered gmbodiment,
nessage,.,.1 e I f I i
the FRGHEHaterenty”pEYIE BiLh iGuBE? eBRsYich Periving from the
apprb@n%trgspmt V@riﬁhme prodf m(?ﬂemé castdmers wentiéying dnformation has
enbodi nent, the secure data entr L th
beer AGPETHEARE GEG SaTdE S YN TGN RRITULETh GG Proot may be an

auth%@lﬁ%‘ﬁﬁ?%ﬁ% rl%lé#l@%cﬁ‘ns@étﬁq]gfs Bata E&Rpetesd MMB'seture manner from

. ormati o been aut henticated by the
the appraval seut fronf theacaidalssuing bank.i dhe deta biedomayele pevhole or

wun g erEHeRR LB, ABoH e Redig BRI €35mton ey
stor%%ﬁgfr@l? Withid the sabne damlentih@edoéa bl ock may be a

of truncated ti f th
deﬁﬂmageou%y,dgegwﬁigtg{ o6 agbles ts sablitina gty davice to
W thin. the s ey | A, i
cori IR AR SR bR BV 108, oA 10T e poin
of plithad8 thet invay \ber iusieabire spbseduarit traesgutionsnwihodthenedevices

actual owner of the card at the point of purchase
havipg the aajitsie (esdythe PAfsequent transactions with ot her

dey &5 BAYI PréfegraPehigodiment ahi! yatb@yrdaate diso clude
pa}rﬂl cu alléli’ﬁy %?’(re erl;ed erF{)oolli rrgrit, t%% gatyevva €(eJlevi ce >
meanksio genératesa replacement card number upon receipt of the approval

response from the card-issuing institution. The replacement card number may be
transmitted to the secure data entry device over the public data network. The
replacement card number may then be used in a subsequent payment
transaction conducted over the public data network. Advantageously, in
accordance with the invention actual card details are never transmitted over the
network in an insecure manner, or provided to a merchant or other online
operator, thus providing for greater security of card details and enhanced

consumer confidence in the system.
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means to generate a replacement card nunber upon
recei pt of the approval 25 response fromthe
w@20d405388ui ng i nstitution. The replacenent carBCTIATR®H/001663
may be transmitted to the gecure data entry device
over the public data network. The replacenent card

n i

[ R e REmenE RaRE s imaf ki Gefeetad dpRuiRedly for use in a
singleAdiyasergienus! )Alterrratr\reb,cotrdana:eplacerhnenhecard/elmwmbﬂr may be

actual card ?pet ails are never transmtted over the 30

maintaiegand vsedferinauliple EaNSAGHIONS: or provided to a
o egp@?ﬁerﬂé tdé?érlso%lf'é‘Qrar%%ﬁft@n0frncﬁJHH@ eV iodi Adré oof the

er sec |ty of card details and enhanced
transactivvuamounbahd cemeschant identifjeation May atsoshe tragsmitted to the

PCT/ AU20 01663 7 Th
oo 480 B8 e B ATty S e
detarl"sreﬁféglﬁéﬂshﬂﬂed A tes patdwes! devichdn itepltamsaetion ceessage carrying

er may be maintained and used for nultiple
the Idernélf}@’ag:tn‘f@’mﬂtlomppl enentary details of a transaction,

' ng! ughgﬁy%ﬁ]@ epg %W%& e?r{béclﬁ?nerﬁ tfn ﬂ@tldié’rﬂlfﬁ‘ﬁﬂéﬁtN@r%er of

ati on, etransmtted
the rénglécerGéhte&m‘ﬂ relevibsemay ttehsehaebed eudatrmtethe rgayamtd@nsactron

f bl
o oo B S SRETS St 3Rl A et e b
sent ﬂ? 9§roC|§Fﬁ MB ﬁcﬁ&l |r'\é1ﬁd]’érbﬁ)’ 'Alﬂarhﬁf \%lyf'ﬂﬂ'ieOBank ndéntification

cuI ar re erred enbodi nent t he Bank
Numbeneort ihiei reataoememmd numbammayde splegtashaygh thatdhe payment

an SRS i T, B2 AL I e R 0 ety gt by

identf{if %bVQét%“Ié?t ée\ﬂ@évw b Gafdissulrg ingtitstion of dhe heplacement
car I ssting financial institution. Alternatively, the
card Bamberdent i fi cati on Nunmber of the replacenment card

SRR, B, ST PHCD, Wil A Tans o o

payniéntt Reangattmnymessages lisonhs theleptrvétyer rdgata heeymrkwaryneans for

o Seesind KGRI bhioe8, ShaBars gy vansmiting

said ImPdiRed Y oékli‘ﬁént' ReihddeforieAtsshges F &5 ethel "t@rd-ﬁ@étmﬁi@tfmancral

transacti nessages fromthe private data network

mstrtuaan,swherebyrthergeyewgy devisey isdablgyteesibstitutaartualyrard numbers
nessa

or BRRAE% AP aFRBE hk 3PS SRk sactr

meséé j the cardeduing fieanciahiestifutionne gat evvay devr ceis
e to substitute actual card nunbers

r elrm apSrioHATREIaTsEMBOsUENG The SRIYEY SRyicedughgL includes
a dAIANEED L (EARRBRI bard numbers including corresponding actual card

numbers and supplementary transaction details.

In another aspect, the invention provides a method for the authentication
by a card-issuing financial institution of identifying information of a card-holding
user of a public data network, including the steps of:

providing a secure data entry device connected to the public data network;

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial

institutions;
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messages to the card-issuing financial institution. In

a particularly preferred enbodi nent, the gateway
walewsossburt her i ncl udes 25 a dat abase of repPEDAaTBION/001663

card nunbers including coriesponding actual card

nunbers and suppl enentary transaction details. In

a r . dnventd vides far
CIEB D cieth AR AAaRER 08 pATIAR B9 tne car
issuingﬂﬁlgér’liqdiﬁﬁlicjpstitaﬁoﬁ iﬂﬁcmtl}e‘ seagre ddtarerdty deviod; a
card-hol di ng .user .of . ubli c data network, includi .
¢ WansTuER0dhe ISREYIB0 i EeLioBdB. # SeAITIANNE] St fg Publi
data ﬁgwgttggqéga{e%gwidé’; dat a netvvork_; provi ding a
gat eway device connected to the public data network
amcnsmitiingp ther aidentifiieg ninfaonation eto f the t eandsigsuingndginancial

... .hessages between financial institutions; WO
InstitGse A982801 PCT/ AUZOOA/ 001663 8 the user enteri ng

| desdivihyg &9 dppfevdrabisonsd flommand dardussuihy fifamotaridstitution
i ssuing financial institution into the secure data
over the pijvaledatenetwaiksnmi tting the i dentifying information

in ' s

LS SR Dol R TS b e
informafi?m Fy:the @gtcbisgbiagdhﬁn\_dialsiusﬁtgtiém.n anci al

t 6 YehAaofgs ashgett MedLpaTon REoVIBes Arec-55 R4 Ratry Apparatus
for u%% I(i)lY gt s@%q%ﬁﬁ{e“@ﬁtlﬁén%ﬁ |@r?]|g)¥té1 BarRRSANRY fiﬁ?’gd?@lﬁﬁ@titution of

vi des authentication o i denti fying ) _
identifyihgrinfermatiom pf atcard-helting sisengf aipublicidata inetwerkunelyaing:

| t . the ip i Vi
art st B aRSRaEn i Byble ARl ARYRIEY for Theo
auhBsRd Feridthk UseP Yo @ntst idlenBifihd ihfbrmatien af a catdi isstédby the

~of identifying information of a card-holding user of
finangighinstifwianat a net work i ncludi ng: an interface for

CIRRSGL B o BABARE B PRI by ovr
the gublit tata neteorki tol a gatewayitevice thatirclddes tmeamsnfior tiangmitting

the IQ@raINIB METHANaN ftiRFRc-5oH gk ARk Al BsTboR /gl for receiving
an apﬁfd\}é@‘?ésﬁﬂ?%'ésfréﬂr thie’ éareilisshindfindh@al BRAItian 8der the private

ormation .to.the card-i1ssuing financial institution
dataanedwérk; recei ving 20 an approval response fromthe

Calhere ‘;’/ut'hggagpirg\?a Crie%boir'ng%t ;i)rtok'/}cje%naﬁ%%htiagﬁorp roif YRL e?dentifying

information by the card-issuing financial institution.

The invention further provides a process for the authentication, by a card-
issuing financial institution, of identifying information of a card-holding user of a
public data network, the process including the following steps:

providing a secure data entry device connected to the public data network;
and

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial

institutions;
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dat a network; whereby the approval response provides

aut hentication of the identifying information by the
w@20d053eui ng financial institution. 25 The i NRENATZ004/001663

further provides a processor the authentication, by

a card- issuing financial institution, of identifying

f
SRR a2 ot R ety b e e v
data ﬁém(jrﬁrt@ﬂq@gatéwqu-jealﬁé@ entry device connected to the

public data network; = and 30 providin at ewa .
d&ansiitipandbe e iandifiing mfermatlaataongi%gﬁf alﬁa(yms dinancial

data network used for transmtting nmessages
msht@fc{ v\ggﬁ financial institutions; WO 2005/052801
P(r“é"d:e‘MaQOeﬂm Glppicaal r@spomesrﬁdmlthg ¢drd-issleing i fineneial institution
nformation in ecure manner over the public data

OVGrH@%Y edat "t‘ﬁ@t‘%%ﬂs(éway device; transmitting the
| feEbby ithe d r@&eﬂ%bﬁ@néé’ prBeidesr shithefticatbn’ b & iddntifying

institution; receiving an approval response from
informatior by dhé saud- tsgufngrfmmcal ingigutieont i on over the

private data network; whereby the approval response

provi des aut henti cation of the identi fying

information by the card-issuing financial institution.

10 BRI EF DESCRI PTI ON OF THE DRAW NGS Furt her benefits
BRIEMBESGRIRTION, OF THEDRAVWANGS; nvention will becone

I t
enbocsﬁ?ren%ﬂeﬁtg ?@e a|O(r?{% ééﬁ,%ﬁrﬂ [ Pﬁ&sﬁu@gsﬁﬁﬁ Wil become
appdn@nrﬂmeme foﬁowmgsdelmrmmonooﬂ preferreti esmbogieneritstdfethe invention,
15 f
whichyauld B8t dinstRieRe b SonsitierBaciD ol U SFosRee s iweption or
any pr%@%ee@am | feteFhesNOPréferidd @mbddifients lare described with

l'ustrates an enbodi nent of a secure custoner data
reference {o thevacaompanying drayinge inihichthe present

i nvention: 2 ' .
PG, Do g B AR S35 54 e oot B4 Bovic
in ac@b@wn@slw.’c‘h e sredentingelimisk di agram of an enbodi nent
a gateway device in

Flgure 2 shows the secure data entry device of Figure 1 in the form of a
functional block diagram;

Figure 3 is a block diagram of an embodiment of a gateway device in
accordance with the present invention;

Figure 4 illustrates a system for conducting a secure transaction between a
customer and a merchant in accordance with a preferred embodiment the present
invention; and

Figure 5 is a flow diagram illustrating the steps that may be carried out in

the course of a transaction within the system of Figure 4.

DESCRIPTION OF PREFERRED EMBODIMENT

Figure 1 provides an illustration of an embodiment of a secure data entry
device, also referred to herein as a Point of Payment, or PoP, device. Figure 2
represents this device as a logical block diagram of its composite parts.
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accordance with the present invention; Figure 4
illustrates a system for conducting a secure

W e@n®sasti on bet ween a custoner and a ner chankCT/AU2004/001663
accordance with a preferr enbodi nent the present 25
invention; and Figure 5 is a flowdiagramillustrating

t he stegs t L -

t Do EP YR 1 TF % B.ER) SeEEpracidy hafoRiticale Bhpfipsing
unit :ﬂli? Ead-feidel BE]CI\BRB]M\H sﬁhdﬁlguneahdoan\mMCerV providing for
the traBBIKEIOMPLAAAAIE] Patior B eRai e SEVICPaNAca BerSTARGRMPUter
8. TI% i c%?ocﬁy‘?ge Ffo@‘é"xﬁ le,'FRARESY %ehbhérﬁ‘?h‘tbﬁﬁcé%u@h asa

gl ca ragram of 1'ts conposite parts.
USBEGGEéﬂEﬁBOl PCT/ AU2004/ 001663 10 The PoP devi Ce lis

duct th
o e BoRStelRs | & Repate'of Reiell BN BrEpeRT iifmation
fromaé‘ édﬂt&h@ﬁcgu% PaO\Pflinteht f @4rd Héfaﬂs! wmscﬂaloidéiﬁtf@atlon
ower between the device and a Personal nput er

NumBer (Fﬁbl),. aned ehgowting ﬁbgsq)@etaplgrforetk\@bs@curg Tg@m tp a remote
cevidT OB erd L LRI RS hen BT Aot used

by therFsP dambemonﬁmpmaS@L%Berrer such as payrrent card
detail s and Persgnal_ I dentifi

enkdiey PresRpsingeoitget igi A3 355Em b1 slediaas 'a%tgbrqv'ﬁ%s the
contr%l éﬁH‘?etI@ctr&ﬁcY gﬁ?{agé '?eiﬁ]?erﬁél’ﬁg‘%ff r’cﬁéi é’é@é@' éERfNas bBﬁtrollmg the

ptron an formats used
keypddwdnplay),maln;d tard $®8@833ndr rmowdmgs&lrn@ajmepuse |sioeage of

encraiogt Koo I Eost Bireetl arieHimBEe gHE Redcisintblhd & g singte
lnteg%’tﬁﬁr@iréumgbﬁlhﬁ Y RRfsistigTPhRyas S&mbBad plepsieslly segarate

providing for the secure storaag of encryption keys
mtegrateﬂmrcpﬁepé pthar elesimfinpatts suef agrarsisiony andilegig gades.

¢ PR 1 G815 Bl e Pl T GREBbA ntmatin
from@a castiohter®y payrment eblei;fahdrmayWd:(snstmdedstotsmm)rst:_ards with
embedided SfRciranics Sush AP besd HrAt GRTGRIR: ool Fiim 518 Shhart card
stan&&rt 8 Bhrds g@f\/\";ﬁ‘&lﬁsegé ncgrl d%”glagﬁﬁtléesﬂ%séﬁ Ltﬂe?@rtbbth of their

support car ectronics such as those
faces Hmholxbnffonmattm shch hSISO81%11 compliandrmag stopet eardsr din the

ortec Srbielet. PR BEREHAbY 5 S BRSOG4 MR BB8 4 sa
‘mag7§%e<:@éfgltygég_ mag stripe' cards. In the

The keypad 6 is used for user interaction with the system. It consists of a
number of keys that allow the user to perform actions including the entry of
numeric digits, and the acceptance or cancellation of entries. The keypad 6 may
also support character based input, and is constructed and scanned in a manner
that ensures the security and integrity of the user input. The keypad 6 may also
support the use of additional ‘function’ keys whose function is dictated by the
status and operation of the software application being executed by the processing
device 3.
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preferred enbodi nent, the card reader 5 supports both
said '"smart card' and said 'nag stripe' card types.
wabmskegpad 6 is used for user interaction w thCT/AB2004/001663

system It consists of a 425 nunber of keys that allow

the user to performactions including the entry of

n r G Qi 0 . and. t [ fiavi

o] SRR b ot BT B0 Bel of ME St b ngdevice
and itafatttionpuln thendreferres rpivoditreshtatite slispiane donsists of a Liquid

manner that ens t he it i nt it f th
CrystE Bt e R s Sc3a0 2 Bhe i ke
gsi\qh' df mgaéorﬁédﬁ&ﬁé BtheKPYP JRASE 1 areCEMABsES viiner at@bing 2,
y the 30 status and operation of the software
prefeeaipy innadé dronb @innigerpensive plastia oy r Gemkity gneamres such as
3. 2005/ 052801 ,PCT/ AU2004/ 001663 11 The .dj
tamp SYRS: (BTSSRI S THCGoRe nensect e, HisHptd, o the
devicBeNh@ Casiiddid preveHn Ghhdihorib8dt Accaselcetierdogiponent®: such as
the display consists of a Liquid Crystal Display,
the keppath arsprogpesing devicgi spuglisegusity measures @adegpirgments of
.char. S ALl 0of.- ' - .
the TEARCRF LR ughit i e BRREIES ot Ry R i edsenta
for thier @ﬁvie@ td rae&eptnmie\mgw that iace alssopiateib ouithi tystomes weeds.  Said
such as . tanper evidence, ta r tecti d tan
PINS a8 35 ddn 4% B HEDHFAAILON e GO AW G e EarsaRoDo
pr { U [ a i €of AMRRSPA eviteh
t h@d%ygagﬁ%k&ggé ggéégasli ﬁ%égzcy?gé%sﬂﬁh Secur i)tg’ d 123 also
referrebuhesimias a Poli gateway s which iS’]QOIﬂmMﬁdithbOtK the Internet 10

institutigns to,which.the PoP device nust
and 7 el nBt ety 1o Logly e Toaniti FRESEg "on as
transhBBbn FhEsSRFRC R fitaneid tipetiutioas ds Theahetwdtk NS5 is also
are used in the authentication of the card hol der

referzbm tmgerein asr andaler-Benk Neiwarke 3hergateway|ipgluggs processing
. : _ .
meafl 55, B8 3881 i SR RRRH A aldo Bt (PELER] tnd Cotter

I s“connect e
peripheall hagiwere, Whictarskesutss waRoRiapplicationr k7 lthatisemtrols the

for transmtti \ h t ion
operriias o POBGRENEY (AR KISTASeS 10,8 BRICTDshariishi18 and
acalﬁg?lmpg}a%{ggggqggd to herein as an | nter-Bank

gateway i ncludes processing neans 20,
s UTe geroaessing omeanes20rceuld besaoyasysteneribay allews for the

h i pheral , hard whi ch . .
execRlipf; o4f PIdTaR ot CALBERTEs THED SpoPaeoronA tRAUBlSEL or
main%%‘h?é\@bn%]téwdAitéﬁn%ﬁf/él‘},emé Fr@céésn@m@énmetcwm tbeha single

18 and 20 a card nunber database 19. The processin
IntegratadsCirouit. car eprnkinalign of Btasin PRYSICIV %@@arﬁg@

or logic gates.

Irttﬁgrateg Circuits

The financial host switch 18 is an application that is designed to provide for
the transmission and receipt of messages with a financial institution, including but
not limited to those messages defined by the international financial interchange
standard 1SO 8583.

The card number database 19 is a database of ‘virtual’ card numbers that
have been assigned to card holders for use with one or more transactions.

Figure 4 is a block diagram of a complete transaction system, according to
a presently preferred embodiment of the invention, that illustrates the different
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execution of programred comands, such as a personal,
i ndustrial, or minframe conputer. Alternatively, the
w@emses8ing neans 20 coul d be a single |ntegreaEadU2004/001663

CGrcuit, or conbination of gany physically separate

Integrated Circuits 25 or Togic gates. The fi nanci al
padiggﬁat%#}%r}tﬁqg%\fm\/&?m a fﬁ%hbggt(i]dm ac\%d!tﬁed&?ﬁrgéﬁgn bHetween

pr ovi de for transm ssion and recei pt of nessages
themui Irhsumfriangrbeaystems indludesa, cuistorherd® hgving a sexure data entry

JdinLted to those nessages defi ne the i.nternati onal .
devigs 1BRE, IPVPPY SPOPEIGA (oo MEndRiPatsE) 6cs, ISBSTHRG ahede, this
conrldé ﬁrméftb%béﬁﬁid%‘?j {8 hedalfbARY'sObers¥hal %mpe@rfctgrc;). The

nunbers that™ have been assigned to card hol ders
systersealsw includes amenchant 1 Ankaxing engriuai sjare that cam bl acdessed

. i_agr.am of coml ete transaction s onding t
via Qe Hi8Me? 1 ST BT efabiREG iR, Pk E%n, o b hdids the
banKifigtaddours tafathes nmdrehant {(MeetianfAefiErP528e system further
PCT/ AU2004/ 001663 12 parties that are potentiall

includgs @ card-isauingifinansiat indiutiamd3 rard sshen ﬂ'@@ish@ég\ﬁebﬁnking
N i.oCl 9
acodyF B e TBL Mt GNP RILOE PR BRI
colnnihet mesently peefentd remibodithenfisthdemstorhent Siothes initiater and

connecgtion b rovided via the custoner's Personal
Payeh iR (NSERGT anflPessesseR A RPEcIrYIET ddBdich o /cORBREIS o a
persti')ﬁal EGYplRr B thc,lhuéljccﬁ{ﬁc%’ed B khe& FiteRRt 6*_13@.'99@&‘&9I cu¥totner also

e Internet 11, and an acquiring financia
possesses apsyorert@awhaod assodatadBIN.banki ng account of the

hant (Merchant Acquir.e Th f .
R Rt 1 1S e riplekn AT BRI HolPBsactian q The
merdtEin Possésds avlistermetatekinag utinssod RtartfardhpapmehdBpstem for
and a gateway device 12 (PoP Gateway). 10 In the

the prossesing wf dntemstiteansactions aad:this sustends prinerted thiqagh the
ey 408 B PRA DA 1 ke AL (Y0 S0 Psevice
provivemnthdtefacilitatbs titerret conmmetoacby conrextihgtrereneharitd .anthénancial
. _cklstorrer al so possesses a paynment card and associ at ed

INStBRNS The nerchant 11 is the reci pi ent and payee of a

LI PRe aﬁ\bir&ﬁant’lghﬁanl%ﬁ &Eé&aba'khoﬁlﬁs 2ESHRS Alqlinhg' Bﬁ{nlﬁ,e is the

~site that utilises a standard paynent system for
instifption ethait pld$ that emerehantsirbank acesuninandhis coppeestad 4o the

onnected thr e _.Jniern 10 to.t he mer nt'.
mergiitR "t MEHERL 107 epgt Ukt Iyaihra il dfer-bank
netwdirkVisdgsed et theagahsfeabEof ection®s trapsadtice daya. Examples of

connecting nmerchants and financial institutions.

such networks are Bank Net which is maintained by MasterCard, and VISA Net
which is maintained by VISA. These networks are the standard method for the
transferral of transactions between physically separate financial institutions, and
as used by the present Internet commerce systems to issue authorisation and
funds transfer requests.

The Card Issuing bank 13 is the financial institution that issued the
payment card to the customer and is also connected to the inter-bank network 15.

The PoP gateway 12 is connected to both the Internet 10 and the inter-
bank network 15 and is involved in both the initial EFTPOS transaction that is

used to confirm the identity and funds of the customer 9, and the standard
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20 The merchant's bank 16, al so known as the Acquiring
Bank, is the institution that holds that nerchant's
whank/osesepunt and i s connected to the nerchanktCwAE200@01663
Internet 10, either directhy or indirectly, and an
inter-bank network 15 used for the transferral of

auth@ﬁ@é%UnﬁlﬂhEls ‘tt’aﬂ%ﬁﬁ%{\%?&#ﬁtﬂat Qéaé%t?ﬁplﬂfthe%éfbhant 11 via the

net wor ks are Ba IS mal nt al ned
merdiiast’ e ACquitingaBank/1SA Melttiplspayment gatenvayst maly@km;/at any one
. ILSA, These networks are.the standard, method, for .,
time fpSRtavERT EPnGESHH, ¥ Bosie Ao susk] Bsg, defial ' O service

attackefrofrfehdelingihé aystens iidpetdNas it istko possibrsitHat driyaarbitrary
pr esent I nternet conmerce Sést ens to i ssue

PoP favire mayt berreaiied ftarepnnechis Pespeaiiie &30l gatawagAup to the
geoqréélﬁgglg . Iﬁgg{ﬁg%%g ; ﬁéﬂﬁaéthglan%cr)&%q]érﬂéﬁﬂsi ubt OQalﬁha\i’oP device.

card cust oner —and
Additibrsallyc tingy PoPedatewvadyheeeédhet bbanghysitalby keparate 'Ehmt)PdRJt may

. ateway 12 is copnected tqQ both nternet 10 a
in faghée-'ﬁ%@ratﬁaﬁn %ﬁﬁm bank, Rgtway .%Aﬁmeueg @%mmwed by
o confirm
thed ggj S{Egty an? o?gﬁhgﬁéalslﬁ%sr’%e ,'hand t he
stlagdm & WVMBOM(Ha@Gm A0200f the) g3 atiais of the preferred
t hori i on/funds-trapsfer e sent
embSithfitck B PRRRHER: Tr6iEeRl BREPERTRLEL Biat 308 SREm may be
usedBask obtin N@umbﬁ’cl@atﬁﬁwﬁfnbuﬁ@h@wv&at@&y fdritialadetdllé for the
one tine to pr event congestl on or possible attacks,

Purpgﬁ%?noﬁs a 'denial of service' attack, fromrendering

éltrﬁgleérgfiﬁgf evhgntléétlohstoain%‘ﬂné?&?aajt l'e that any

rary I Ce nay be requi '0 connect to a

smﬁtahmg Boepatmeny cdwbnmmbehmatmaggbepjﬁ@hin ¢arganction with
cont r act ual arran e nts of said PoP device.

the '%\Yﬁﬂthn REFYbsequent P@ﬁﬁ?s‘?ﬁéé’cﬁ not be a physically
e&&éﬁﬁﬁgs E{?)ﬁerr@r'ﬁc nu Bef of Bl gki’é;l Bl RHAINCEL Aﬂﬁ&lon with

the 1nt net wor k or mal nt ai ne
the m‘mntmrfm hysuichasebeurkertly iaspragq@ast of its financial
des fl.ow di a

of 1R, RENT, B et e " T H PR coPemsas e dpgve. the
apprbpnst@t owatﬂ@en@tu@wﬁm 86fctdd 562 gtes opBAdtiig MowESiEehe of:

qy used to obtain authentication of custoner
autheelication praeindyramigecalidl BUMBET reRlacemesds ek séatic card number

erldpEAIEIS 14 o8 ke LRI e 80 Nl B bstomer
interastish,i or cauoraticatiy by t the tcastanesniHemsohal Gurb@etarenm the

renot e purchases: or, obtaining a replacenent card
ProCRERIRG Meatist OfiRs HRP d8WESH n conj unct | on wi th

In the next step 504 in all modes of operation, the customer enters their
card-identifying information by entering their payment card and PIN into the PoP
device.

To obtain authentication of the customer's identifying information, in the
next step 506 the PoP device communicates the information to the PoP gateway.
In particular, the PoP device 1 provides for the secure transmission of the
customers’ payment details to the PoP gateway 12 over the Internet 10.
Preferably, this security is provided via the encryption of the information, using an
encryption scheme and encryption key maintained within the secure housing of
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the invention for a purchase currently in progress. In

order to performone of the three operations outlined
w@bmwses280he 20 appropriate operating node i s PCT/AU2004/001663

sel ected 502. The operating,node is one of:

aut henti cati on proof; dynaﬁ‘uc card nunber repl acenent;

said g;foPSég\tu'ggl R ﬂ%g\%ﬁé equggc{ﬁg ﬁ?@%&ﬂ%ﬁl&é eﬂopgggllable to

any paftgloradidvide estermalttontel P@P'dEVline Ihencusénempted form. In the
ersonal Conputer, or the processing neans of the PoP
prefeyesd e@bogiment, theceneryptian @ﬁdanassqgea?qrmﬁid@@dotp communicate

to sé?@?fcfﬁ ﬂawé)hso fr‘n%elrs %%Sﬁsaha ecnf?c?eﬂ@ gﬁgpylrf{léhtnﬂetalls

for ering he|r t car
are fcmmaﬂkakieaé’oé’ 'oaem parchiseobt aﬂmﬁuabﬂmrlsaabnotraosacttm. An

indicGgh (et BIeRAOC 1o SHARIRCL G atber FOR dieyicestf dta the PoP
gateWwayy cﬁ%@@@%cted%ﬁob@ oP Bpbtatiohdor tHe\srddent davkastidn.

provides for the secure transm ssion of the custoners'
paynibet sukseguest step hes Pie GaPegripwey d2cdearypts and forwards

vis (RSB H I TSI Hark Y, RS Py B 658 tony

re-erRstgpiitiy 1zmdl/GiC b@mmﬁn%gﬁéymgsea g& eformeriantmiiseioh Wot ther card
t he secure housi ng of 2005/ 052801 PCT/ AU2004/ 001663
Issuing banly 1Sop Itdhe card-issying tagk dors el isicate FppeuAt of the
r [ t
payriEHELEEISIE L BRI TN SOIRA by, Ble GBHichRen, then an
indicatien tpakether transantioodhasebeen tdwhmd: iy petwnedrid theskald e:lewce

. t t d PoP t
whichdhEBm S0 heGuaBaRe aifodalibr S oml 1yt ha payment
defigive§ep iflife byt étal Qre QBQRJvébUb hl%éecé]ﬁ |SQL1+% bank,

aut hori Satl on Pr ansacti on. I ndication in
thenrfastbaystaps angpearried it bméh@@me@e@uqmerabonwb@mg sal@cted 512

PopP_ . way, of t de of operation for the

on trber&%%?tfﬁ? %Q%s&qlgﬁdé%ﬁ%f)%?aq rﬁgsequent step 508, the
Poil that AuenfidatiRCPyguf meds of @Ewtm thei BoP rgziteway itemsfers
to the card Issuing bank 13. This may involve the PqP

514 tha anaspvahﬁomem@rfaar9¢$$m@g Baakde the FeR H@Mq%g bp 0P device
thenmfé?ﬁgﬁng Oa[d)ptr{)\%lsfﬂ Etﬁéank 96! D& hPSoH Mato R f&t?mers

card-1 Ssui ng oes not 1 ndicate approva
ldentliymg rdgmeattiondeasiblesn (@&uthenticsded.o The @roet wilPtygically take the

I|e e cust ), then an dlctlonth . .
form oA Agthertiopton 4% BlEck, erssihaior dafetiAtibay ks drdved in a
secmf’ Qpnijéﬁﬁéiefrom/"f’théhabﬁf&fa'lmséiltofrbh? st eareLisalingh®ank.  An

l'ure. 15 However, if the paynment details are
authap’p«caimudaiy hioek ma@ydoe, Joupxngmplenigenerated in the form of a secure
digest of the approval message, such as a whole or truncated encryption of the
approval message. Such encryption may be performed using a secret key stored
securely within the PoP device.

The approval message in combination with the authentication data block
may subsequently be used as proof of authorisation by the card-issuing bank. A
receiving device is able to verify the proof by confirming that an approval
message and authentication block provided to it by the PoP device are valid. If a
symmetric encryption system is used to generate the authentication data block,

then the receiving device requires the same secret key for verification as was
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then further steps are carried out by, the precise
operations being selected 512 on the basis of the
wa@bmsesesopde of operation. In the Authenticatiper/RUZ0O#/001663
node of operation, the PoP,gateway transfers 514 the
approval fromthe card-issuing bank to the PoP device.

ose GBS SRR SRR SLB4 Lol may b
distribofeer traitioze Securbesnl austeendevieésrbqulirey thevof viai &y one of a

typically take the formof an authentjcation
numbgh of, seeties RaY i lo¥ticTkfRethads KRN thes ptad Alleraatively, an

asymﬁﬂégf @B&’Pﬁ%%ggﬁ% Ry L84 &! inSFRkh ik %@tﬁ% dewce uses

car aut hent'i cati on at a
a pribate Hegrtoegmmate thgeammmtmatlon dalrebl‘o@kramlftha re@eumreg zswce is

able%% t he 3%? o@c?r?qsr%a @,caﬁ@g%%s orsh not need

to b@é’c@?é@bt@@,tﬂﬁﬁe@m Q%éfzeferménhérng a secret key stored
secur el he PoP device. The approval nessage

i inch taacuckardeumbehaemq@m@ntdaod@@f oaceatiprche sysjem is

uso PRE D BV BB ert BT SRS i navies

the PEPI devitd go ep kel ywitd mhérchiant tHaktutitise appagmadnt system that
nmessage and aut henti catl on bl ock provided to it bsy tlJﬂe ‘one

storgspeusiamiere Paymes detalls; ﬁowseslpn%&swee%fntfﬁm?w
cllckg}ﬁgg@%i ﬁ‘(%q it QP eRERHIE dfNSuchUL NERIdMRAL P?%fé#ﬁbﬁe the PoP

en the recerving device requires
gatewayr storeése thisostatie r ieplacsnent wdvvasmber 2005/ eHQMng the same

PCT/ AU2004/ 0016 PoP devi c in
replgERA, AL  HERa ofth) B8 cbrodiad Tof 8 PRttt payment card
irresPbé&ive @Nﬂw@%érﬂc@lBPP%Psﬂ‘@\Hé@ uééd MtepiRele the €%oP device may
requiring themvia any one of a number of secure key

storejthe: staticreplacesenberrdiinsnlein the art. Alternatively,
an o
B ABSN S B
|nd|dak&i RLbeaBblycRbMane taka: ISdubekbank e PaRegsieway 1d@staiishes
554 i B b BB i ESRAPY e s
six ﬁgﬁ%;éfbﬁfgg a%lggw?ﬁﬁgfggd gf?lﬂgﬁér llr{bvsfm%ssﬂ%t 'Bél@@rlgentlflcatlon

peration, the systemis
Numbeed ate setstoeatﬂpeodmsvmmer thatt tihdigatesathiat theptark meimber was

rd nunpe ich e 0 the P to b 'S
issugd by (et FoRegalmy T4 s, allows & RSN Pyl Aok mrsghants
banl@ﬂ@ﬁ@i’oé? ktﬁltéﬂ”@h@u@ﬁyéﬁd‘q?dﬂfgaté\@ayf 2 dufifigiitd tiréhﬁiwhk@mbh the

transactions. The ' one click' ynment systemis

interebantp Inetworks uiéh ta. thesceard Issl@ﬂgr b@mly 14. hePF@‘aragm ekh@y Bank
Ideni ?%Wﬁ@%r@%éé@%& i GH% %S%@he%r&ra Lﬂmﬁﬁer erEates that the

card is issued by the customers Issuing Bank 13, but that the transaction must be

routed through the PoP gateway 12 before reaching the Issuing Bank 13. Such
specific routing can be indicated in fields 33 and 100 of an ISO 8583 transaction
message, the values of these fields being set according to the card BIN. The
remaining digits of the replacement card number could be the original Primary
Account Number encrypted by either the PoP device 1 or the gateway 12, a card
number randomly generated by the gateway, or a card number chosen from a list
contained within the card number database 19. If an encrypted version of the
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repl acenent card nunber to be provided for a
particul ar paynent card 15 irrespective of the
w@ansiosashbar PoP device used. Alternatively, theCPaB2004/001663
device nmay store the st at,isc repl acenent card nunber.
In the Static Card Nunber Repl acenent node, once
.. appr has_been indicated in the re om: .
origirh e {imeT nGPBERR: b TRRSa I it et i lieelfony of this
encrymé@ Vdi6e RpBy dey | fscdssarys tatdrnsufée rhaceipiater®antl card number
unber. Preferably, the first 20 six digits of the
comnhémta@@uﬂﬁqum @ammenbﬁardkst@mar% t he Bank
tétfa 63k I‘a@eﬁé‘ﬁ?@?{gn teﬂ Fartehkh 6 { @'d’s%r via the
at TRd |ca Card er was |ssue
PoP E’eﬂceaﬂt, e\mlyma? beTétosedahItbwemder ‘Brordn tthercard mmmhe_,r database

ban 16 to be routed through said PoP
190{@?%\@;9@% g its transit through the inter-bank
t he 2 d?‘ﬂﬂ%té oat S§h<junt SSibREsd ke 1€ust8hf€rer93$r)bwdes the

25 ldentificati on Nunber used in the
merchapt 4t avittmthecstatic nepfaeameniocardtrasmberan place of dheir astual card

numbjeia 488 ¥ i neetiSh S SRR i Becaanke Wi gk rdhe) bo-532
as d8sdriieR Tregedutan delfll instd fllo disbus&iash of e Myramic Card
routing can be indicated in fields 33 and 100 of an
Rep'?@ﬁi‘@ﬁ%@ﬁﬁ@f%@@ﬂ message, the val ues of these
e Ol el RERRES el e or AR, (Sl i oo

to issue mb&:wtmrgenwhth%“ remaopmcmicpaymenﬂlmtxé nuenhnr;tba’emayyoe used
ei t her, t he PoP devi ce

in 2 GRRASHONERUEY 15 HTTEP AOIRpS HE DI Gekny | e cuSTAREO selects
good3WEPGEeS Rewe %ér&ﬁé‘htal 1I Web site UHBbrREeHs tHitRe ‘p'é?rrféa‘ft%)age in

nunber dat abase 19. an encrypted version of "th
the rRO0B! 0BIBOT, WHFAUBGWM@@IGW’(GQGNIHI thg maerahaat’ sttt payment
t card nunber is used, sonme nodification of this
'"fOf@ﬁﬁPQE?ré'& val ue may be necessary to ensure the

r gRltAE PRIHmMie TAtdNUFBEr REPRBENRMI hsbom%ﬁoeoapmedal has been
paynent card standards. The static replacenent car

lndlcﬂ’(ﬁ%@r thesrapiie from e saidrlsguing hank, GB%rPQ/P &atﬁwayaaosbecks if

t
tne AHIS chra M, TaE i od A AL Bebios 7! B w
use thmpﬂ &t@(l@tssuﬁaaﬂuﬁm Ppfr ghtzemy tl Becstalslishesr 598 with the PoP
OVI des, the nerchant 1 ' e st at epl ace

. !
devidg o TBRIASE e HaH dnsRbeiMhich il abp 1ok the fRianagh ot the

transfa!aﬁoh NS 8 hRStchantC ol gaﬁﬂ IHENnAfCERoA AREMbErtHal Heed to be
steps 520-532 10 as described in greater detail in the

set to @l $mlﬁrcgvaluedbetslndmatﬁs that thmy nard Burthed wareissued rba'nthe PoP

o a{ eopransac’uon from the merchant’s bank 16 to be routed

gateway %2 too
through the PoP gateway 12 during its transit through the inter bank network 15
to the card Issuing bank 14. Preferably, the Bank Identification Number used for
the replacement card number indicates that the card is issued by the customer’s
Issuing Bank 13, but that the transaction must be routed through the PoP
gateway 12 before reaching the Issuing bank 13. Such specific routing can be
indicated in fields 33 and 100 of an ISO 8583 transaction message, the values of
these fields being set according to the card BIN. The remaining digits of the

replacement card number could be the original Primary Account Number
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In the Dynam ¢ Card Repl acenent node of operation, the
systemis used to issue the custoner with a

WO apbassoent paynent card nunber that nay be uBEHAU2004/801663
transaction currently in py-ogress across the Internet.
The custonmer 9 selects 15 goods/services from nerchant

enorjRlpeaty Rieal doeRo | (oley By AL AR oh L Rt rhBomiy

genef@ea g the ghleway r’IEmor a iehed Minissr Eleggdn fromt Adist contained
Dynami'c Card Nunber Repl acenment node, once approval

withimdbebeasd numbet detabase 18e Hean yeranaitedheersiongol §3gi againal
custc%@é'rk pﬁ\gnl%nlc) 9{3 af{u%‘(@é(r 2 S8 CKSmlef m n{)éatﬁ‘én p@fyffﬁé‘tencrypted

i'C" repl acenment card er assigned t
valugé iayarel necddsang € thsurel theireplacertent cbfd nompet bemlpdiés to any

gateway 12 establishes 518 with the PoP device 1 a
requ'F%‘bPﬁX%\?Bh?ar@aﬁiﬁnqﬁf er which will apply for the

Bankkﬁgﬁt % at‘éWysﬁEéls%rbb‘thhg |ﬁ1*?9ﬂ'n§ﬁ6ﬁ bFaafing £B&he cost

i cat Pon Nanber may need t set to a
of the prarisactiorny ahd édertificatiord ot theemerdhwnts w&h ¢a$p!30h torthe puishase
|ssued by the PoP 25 gateway 12 to allow the
hsaction fromthe merchant's bank 16 to be routed

t hrigloPt hateRely SRt Stokés GHe | reBlackment asd mhme;xu odnd the
the inter bank network 15 to the card |ssuing

originaj, camide nemiery and rRmEadRTianah (RIPTBaIPGPRGRE: FAig to the
e

il B EEBREHTHS 508y BBl 6gi e Wy o

trangaletiont Imtetrmath&ﬁgtth@se detdils hmuldabéeld;rtskmthe@to theePBEP gateway

i i e ot e e i o v

card, se r 84 g§%8$ﬂ§férél§!93ﬂffet PEP JReqa ?912 5tsporey H@& Qi‘f these

eing set according to the card BIN. The
methmisal ning digits of the repl acenment card nunber coul d

pcHIA TS0 AP bR b e ot it EiPL Pl s 1&Eident on

the élolRi'eVRYrsbhal @oﬁﬂ)’ﬂemmﬁi&é repladenient (ﬁ@@fmm‘ Hfbas been
the gateway 12, or a card nunber chosen froma Ii

obtaines: ai fbis replapemenhccardr aURRBSels dheRbiaestered| \52591 to the
mercj{aé?%)é n%rngﬁ S&/l‘?\'én?fpa?%e e‘?trh'eg'tﬁﬂ:lugthc't‘r% g@ﬁ?f%‘f'fﬁg PoP PC

used fre” nod ion O

applleatloly mmmlnétl@ailh/mtewmmg theclesa’amry of theesard eumber Field, or by
repl acenent card nu

displgxecine Gaif AUBThes iy e dispigy & Shins e SeuleE hick s qustomer
oto PaRdu Blshhg QB seae 10 00 11
r eSpe anercbanh#1 goen paseeedsnwith Kag transaction using their standard
payment system, as used with any normal transaction. For example, the
merchant may have their own payment processing system that is used , they may
transfer the payment request to a payment service provider, or they may
communicate directly to the financial institution that maintains the mmerchant’s
banking account. Regardless of the embodiment of this payment system, a funds
transfer request will ultimately be issued to the merchant’s Bank 16.
The merchant’s Bank 16 will then forward 522 a funds transfer message to
the financial institution that is indicated by the BIN of the replacement card

number supplied by customer 9 via the inter bank network 15. In the preferred



10

15

20

25

30

10 The PoP gateway 12 then stores the replacenent card
nunber, and the original card nunber, and any

wa@esnssoral i nformati on obtained relating to tRer/AU2004/001663
transaction in process, inqkhe card nunber database 19
for use later in the transaction. Alternatively,

embé_@ﬁ?e%tdgf %J—:‘Sln& *%" ik %’nsﬂ'\'@ téL?sqorﬁgré’ h&afP @sgmgev@éﬁk 13,

I'n speci al f ansact on nes
howevasrihisngay blsorm]ther E’m@rgatéway tiRe Rreferably tfum’amssage will take

at abase. Preferably, the PoP ate portsbth
the i Hoo@n HeOnclOD AWPERtan, feuont; RRORORBRSage: fnancial

pres ﬂﬁlé}ﬂp*é kt @0‘2(§(§’f ﬁi@t@%Sgé e3} GfhcRn prbg‘@nﬁﬁé lgr'é%‘inc% ‘0220’

er sona mput er t a rep acenent ‘card
messmgen  Dhe dypes diormiat, sandmmnbemnf meesagﬁamm’c are shoh to said

ransf red. 5 the 20 chant | nter net, pa nt ..
custgRBE Sl FRna R grpend alane, lealia pfiotR 4R T bolcies
of thePRidrémdritenbankt amat atip Metsd dgagﬂhmy b@esémcabw eRafiple the
the card nunber field, or by I spl ayi ng the card

merghanb s roank ﬂﬁemax/sﬁﬁrmi/an asthprigatipppregisigst enessage dpeverify the

cust&#é{ }% %ﬁ“% Yo &)%Mé%ﬁeﬂ?ecc (ﬁndf%t%gé%e%\%g@éﬁ’sggétﬂfrf ﬁsﬁﬁélls%@ with
the tcuammnt | and uthieng derel ra sfiandial d prédenragnentecest ewhen the

ed with any normal transaction. For exanple, the
trans,?gpeﬂésh finalisednave their own paynent processing system

t hﬁtthb}@%ﬁ%d ERbdiR¥nt &f lﬂ@%ﬁ@éntﬁﬂeth%%ﬁB%HréﬁéfH?ﬁﬁessages

ment service provider, or
are smmtorﬂweamtstmneéstdayd tlssulmga bfanh aﬂr&:vnal threnBoPt oatewayt hat This

rout 3 ¢ BRI RS B e Do BE S0 Murg R B0 Bb AT by e
custéranef an thémétég 524 of tiaRamdaction, abmecPo Po?éthay the PoP
mer chant' s Bank The merchant's Bank 16 wi t hen

app'l_C@th&r 47 swentifiesinhe replase@enhesAidgBUMbert i IS reafdi aumber
databQ&% 14" Hn@NddiAl, -'ir?'st%f%g' 4 &g @%dérgeoﬁgiw PfcaIrBenumber Any
PRPT acerbnt | Car & Thunber supp?l e y C SPonet "9V

up piélﬁe?taryﬂewslsup@llwwu/nﬂ:g thé mlm&@uNTm"f?tioadréVB%actlon such as
2005/ 052801 PCT/ AU2004/ 001663 18 enbodj nent of th
the paypentaRoURtANd Merg BaresSisd Shackad {gsistge and the
tran%%t hQ‘Pﬁé@fedt |f‘{r?es'é9\)’alé‘é§ FSt BEcHPBsE Het¥ay the card number
era hi's nessage w take the form of an
databsss 18ut h‘oall sappli|d sepplemen’cmomtaiaeaamgwncﬂ |tnab&|carrect the

resent nent est ' 0200’ ssa or,financi al
mesERGR B bifEaed i FarsmBsRm o TR diSfundhs 65RS B g pank 13
the PoM dgatémy 10f |Sﬂ§§ﬁ:aﬂ§a$enhb@é e 66RtbricPs’Sed issuimigopEk, the
card issul ng bank depends on the transacti on anount

PoPaa@pltqaéIOpoalsgu dtersothet message Hanensurgathat 1the nesponsice to the
mesSE§S ROfutdR¥abeHiE05h thePoPXHIBSY 13%n its way to the merchant’s

bank 16. In an ISO 8583 message this can be achieved by altering the Acquirer
field in the message.

In the subsequent step 526, the customer’s card issuing bank 13 receives
the financial message from the PoP gateway 12, and processes it in the normal
manner. The response is sent back to the PoP gateway 12 as dictated by the
alterations to the original message performed by the PoP application prior to its
transmission to said customer bank. In a step 528 performed at the PoP gateway
12, the customer’s card number is once again substituted with the replacement
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merchant's bank 16 may send an aut hori sation request
nmessage to verify the custoner's ability to pay for

w0 bmwspsasechase before the transaction is finaliBedAwRWW001663
10 the custoner, and then nd a financial presentnent
request when the transaction is finalised In the

referred ment . of the, 0 nd
card g}Psq;ee}n Srggbgnsedl,s ffog\gﬂ[detdn Yf(ﬂgw 8‘5 ﬁ}ﬁ a’nerchants
banki %Ulms braai ré&unve &hd P P plicdtionald kdep H‘lrécordelﬁ forarded
is determ ned the BIN of the replacenent card

finangiakeessagesi ﬁOe@naJ@Jetlh@ 1%—tr@n§mn%\e sppRse adkela the gerrect

transaction, at the PoP gateway the PoP
fmané%ﬁl r%ft'tl{t!?)g]n 17 |dent|f| es the replacenent card nunber

| rUpmrs reaeipt mfnblerthedml"&tmslen 19essdge resporsesiseattefom the
he chsg;Eorrers | na

custaiSy Faith Reainy boik Teoia (fa rar tatsway, 12ndne merchant bank 16

f|na||§é’§ BBD'tﬁéttk%atcﬁ@ﬁ‘SW §6odsS HE BeRfces! R{UBIEEEDY tRET U¥tomer
and nmerchant details, are also checked at this” stage

are faliwpalddoecandfaaimaohpm is capletashi532. t hese val ues to

T sl eto B85k A5 Bode R Shea AR REee Bitiea in

the é@fthat?tmarﬁwﬁvanaﬁéﬁélgﬁ the Beapar r‘héht bygl@ﬁﬁﬂeﬁﬁi Qfettdd are
the custoners' card issuing, ban PoP

possifle dliagcauipgcs ot A0e ynvenire Wichnis gk tares Jmitgdto the
embbé‘uﬁ%n‘?@ ibeline A I?gl?nl?%pb’f RhRa (ﬂ %Elﬁ'eg hﬁave been

nessage ensur e e response
described wtrenéfbmricettbrspegrﬁlctémbmm% efvme ientiont sr \mynponent

to th hant bank 16. I.SO 8583
parts, fiesecia HOWEVAE Hivall b8 TRPAPILA 6 SHIFhERMmONdnat figpe various
featur8s hil, BB TOAUSned th bﬂ\%rWHﬁ‘Etllﬂeﬁ%é%ﬁmuf R scope of the

custorier's card i ssui bank 13 receives the
inveritioneas Hefined by Mipeappendachdaim® gat eway 12, and

2R EReL i MR SLEpP Rl 5 SRR B8 or ThG YR rSons

may ¥ fiadel nthet PoP Rievive ¢ mludﬂtﬁmmt@@bfuchrﬁfdhéxdéﬁee into a
PoP application prior to its transm ssion to said

comralet@f dmboasmkmqhﬂeapa@r@ Bowtipar deyisRd O4t Othee St computer

t r c g

perip 8y Titnodt deRrfiE AR 1he TRt U8 Chei 28 dne? Fhention.
Furth@imoteRh@4P 6P atsvayl 92 creed motrideca starl- ahmerdsmmszmd say be
., forwarded Lt _to the Lrer nmer chant
integggled ni arhpE Rayingeiancial dhstituigh 40P BEUEG PN e ntgr-bank
netwdrik ecord of forwarded financial nessages to enable it

to re-transmt the response back to the correct

f i Insotbervariations, addiionabsupport fardbemecore paymené system may

be pPor\fl“@eSaa 8{/ itl%’é1 merchati’s wés RS For %?(Q%pflé,c}gmetﬁhan the customer 9
being required to enter their card and PIN into the PoP device 1 in order to
activate the PoP software, special fields contained within the payment page, such
as HTML tags that are not displayed to the customer 9 may cause software
installed onto the Personal Computer 8 to activate the PoP device 1 which will
then prompt the customer 1 to enter their payment card and details. Such special
fields could also be used by the PoP software to convey the customers’ payment
information and shipping details to the merchant.

It will therefore be understood that the invention could take many forms
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custonmer card issuing bank 13 via the PoP gateway 12,

the nerchant bank 16 finalises 530 the transaction.
wabmsgseses or services requested by the cust onECT/AE2®4/001663

fully paid for, and the tr?@sactlon is conpl eted 532.

From the foregoing descri pTi it wll be readlly

ana GRBREES e B e, 29 i Dides 42 Bl i
the gpnitshhd asdopeast thed ameation! whidre id oy vt unders‘mind: has fiot being
not to be limted to the enbodi ments describ

limitast, i dheopaRisHIAreRnYRISIRak Agalseer ﬁ%ﬁleerae%wments “discussed
abov@e%%'\pﬁ@pv\é{tgnﬁgtsréé%e noRef R&RLFd % P‘%}gﬂbﬁ‘%ﬂbﬁ ef features

nventi on, or conponent partst , however 1t
disclosed inber a\pdemefmmttblststpecs‘lcahbmanddhe mcomanylhgsérawmgs All

var i 15 features ma e..combi ned ot her ways
of thigae: Syt CRAIETAPTR ERTSHTE VeRBHS QISToARe [ARRRREF off the
inveiorndef i ned by the appended clains. In particular, it

w Il be apparent to a skilled person that many

nodi fications nay be nade to the PoP device 1,

' r]F'V\Hﬂ“d'&&tHée uh8&R%SH ’tlﬁ’é’t ﬂhfe tdfn d@ﬁwﬁﬁ’séé’“(@r ts grammatical

conmput er keyboard, nobile phone, pointing device, or
variapts)eas sused tmtms:tse)ecmoam |l$)mwalerw tonther tefepainaludes” and

sho u,l_e{ﬁﬁgt ne nr '?% ee%%gqgls e%%?chee ﬁ%ﬂiétroglgn?nts or features.

Furtl@raMTe?é\ié‘reué&V ircthis @bécm‘@a‘tld?ﬁ thenero r“mcﬁdjesh@ ra)tF’a)FEbrm of
|SSUIng financial institution (PoP Issuer) or

limitatigne rangia ik Noh Bevigken Q%ewH@vamei piesgRse qiomhercﬁ\ﬁments or

featlid@por t for the secure paynent system may 25 be
provi ded by the nerchant's web site. For exanpl e,
rather than the custonmer 9 being required to enter
their card and PINinto the PoP device 1 in order to
activate the PoP software, special fields contained
wi thin the paynent page, such as HTM. tags that are
not di splayed to the custonmer 9 may cause software
installed onto the Personal Conputer 8 to activate the
PoP device 1 which will 30 then pronpt the custoner 1
to enter their paynent card and details. Such speci al
fields could al so be used by the PoP software to
convey the custoners' paynent information and
shipping details to the nmerchant. It will therefore be
understood that the invention could take many fornms WO
2005/ 052801 PCT/ AU2004/ 001663 20 and be put to many
di fferent uses. Al such fornms and uses are enbodied
within the spirit and scope of the invention, which
is to be understood as not being limted to the
particul ar constructional details of the enbodi ments
di scussed
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above, but which extends to each novel feature and

conbi nation of features 5 disclosed in or evident from
wa bios/osyseci fi cati on and the acconpanyi ng dr aw PGBEAUZI0K/001663

of these different conbi nat2'1ons constitute various

alternative aspects of the“invention. It wll also be
CLAS rstood that the term "conprises" (or its

tical wvariants) as used in this specification
is equivalent to the term"includes"” and 10 should

not, be taken as execl udi ng the presence .of [ P
1. or Brane SR 0 B35 Binertietion B9 8L FRISGIRY Pl jpsgitution of
iderﬁmﬂﬁ?ﬁﬁf@ﬁhbﬁm of BeafEhBIdingGseIF A pilslicWataandtaiork dhcluding:
limtation, and is not be taken as excluding the
pr Eseaniie dataeniy deviemsanpedied todhe prblic daig network; and
20Q5 ; 6 . : t .
f o PRER, AetiPs Sefiadiep tbohe, palc Gie Wotwdnc andta! & Brivate
data netwdrktused fof transtaitting miesgages betwdenciinaricial institutions;
card-hoJ di ng user of a public data network, .i ncludi ng:
= YhaTPB W ekt ciptaB0fE By 1BEEES IiSams FTUe ser To enter
derfiyifio IFONPRton M1 (e AR IRHEY INE ThERaBEIRIRIRA, e Means for
transgttinpathet identifying infiormasionaiiea sesure ararinerapéerathe public data
i nstitutions: erein the secure data entry device
netviv%r tB(Jtﬁg %%W@V%Y'C?h@ ser to enter identifying
I nfiHdTaln e Gdteway YellideSintieded médiss for Redinditting the identifying
~ _institution, and neans for transmtting the
inforrpatien tgithg cand-isswing Brangialainstisition anth et reseidng rn approval

res;\%r@é fro ach@ caﬂ?—igé‘fﬁ iﬁ%ﬁc%lﬁﬁ‘ﬁit@@r%‘@é(r tﬂ%vérﬁféte U3t network:
erel N the gal eway “devi ce i ncl udes means T or
t r avisareby ithg dpprovalaespbnsengrovidés antitandicationtdfethe identifying

. . card-issujng fipanci institution and for receiving

'nfoﬁﬁagﬁ'b?’bfgé?%af%%%@ "ﬁnﬁfﬂtlm?g'tt‘gﬁ)r”d-i ssui ng financi al
institution over the private data network; whereby the
approval response provi des authentication of the

2. § GOE SYR ST hRERI 3o BB e etWarE is HhF Internet.
financial institution. 2. The systemof claiml

wherein the public data network is the Internet. 3. . .
3. Thelhg systamafolcFlgimh 1 @ 22WhgERIR; they gRcUi: dada eptpy device is

conBbiet USRI daEPRORRHR el £ rB Bbiey i a net vor

via a pers compu e system any one of
the preceding clainms wherein the private data 20

net i i - :
4. PR GyetBn? B el Sred B el Bleidcihd BfinS Qin&fn the private data
network is an inter-bank network used for the transferral of electronic transaction

data.

5. The system of claim 4 wherein the private data network is provided via a
dedicated network operated for the sole purpose of conducting electronic financial
transactions.

6. The system of claim 4 wherein the private data network is a virtual private
network operated for the purpose of conducting electronic financial transactions
via a host public data network.
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5. The systemof claim4 wherein the private data
network is provided via a dedicated network operated

wo 20508050l € pur pose of conducting el ectroni CPCT/AU2004/001663
financial transactions. 2 . The systemof claim4
wherein the private data nefwork is a virtual private

net-wor f 0 |
7. o o SvitBR Bl e b HEHRERS b BB ILER the secure data
ent%d@/ié@fumfét ijndmjésQ%é&?&&ﬁde%ké%dﬁﬁ@%llamﬁﬁmﬂﬁaﬁon stored
e system of any one of the preceding cl ai erein
on th%u&@mdm%a%waq te0rele the/USRELO pRIST At TN (B System.
reader for reading relevant information stored on the

user's card; and a ke%/pad to enable the user to eaﬁter
8. dat Bhe pygfermel gaise dnwherein thescaigsieadienss ablgitpread one or both

of ISFF 71 s ol RS orBRbd [P RaRRE, 21 o™ ype

cards. 9. The systemof claim7 wherein data entered

by i acl S-a S0  f L0
9. 2 SHRF R O T 22wiBRi3 "8, SEREY b he POsh Thefdes 2
PersbaapidentfitationNanber aksuctated swithdthedzardi f yi ng

i nformati on includes one or nore of: 10 the Primary

Account Nunber associated with the card; the expiry
10.dat Ehefsybletn ofrahy end dfitheusrecedingeclaimsiwherein said identifying
_ ldentification Nunber associated with the card. 11.
informatiopdnelrdes oRaPr Medt: t he preceding cl ai ms wherein

t howl dentif vi . . . . using a

st arl?lgar Hl ?%Anékgacutdlt%ﬁn&%%gc}%?%@ﬂggbnﬁéfd;m 15 to

| SGhessSpiry tate dhthesgardeandf cl aim 11 wherein the | SO

8583 nessa used ,i,s e .of .an _,'0200' .financi.al

or e A sreesa uiniaogh iinosrdarooiieh s gare

nmessage. 13. The system of any one of the preceding

cl aj wherein the gate devi ce al so ing¢ludes,neans ... .
15 oﬁ—g;a?/ﬁeﬁmtqqnﬁw (PR, %Qreqeéﬁ%&%n}sow RECID i Mentifying
inféhaRings SRINSMitSY USIAg ol $tandBR] G¥ASSETON mes&ddg8 fdrmat compliant

wherein the secure data entry device further includes

to I5€186880r deriving fromthe approval response
verifiable proof that the custoner's identifying
i nformati on has been authenticated by the card-issuing
12f i n@heisybtermeof claimi thwheirdos 19 message used is one of an

‘OZBSTfir'fé%zc?a Ab/rggeln r%e’ent message, and or an ‘0104’ authorisation message.

13. The system of any one of the preceding claims wherein the gateway
device also includes means for transmitting the approval response to the secure

data entry device.

14. The system of claim 13 wherein the secure data entry device further
includes means for deriving from the approval response verifiable proof that the
customer's identifying information has been authenticated by the card-issuing
financial institution.
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23 15. The system of claim 14 wherein said proof is an
aut henti cation data bl ock, consisting of data
W@ewpsael i n a secure manner fromthe approval PGEAU2004/001663
fromthe card-issuing bankgqa16. The system of claim
15 wherein the data block is a whole or truncated 5
enc
18- ol b erantar i ARSI FERIAIBT i Bh fiindieicRitata blook,
comgitting ofedataecomputed e assesuesmednneryfromethef apgreval sent from the
r.ecedi Egﬁgl aims wherein the gateway device further
card#g3uiee ans to generate a replacement card nunber
upon receipt of the approval response fromthe

card-i ssuj titutio The system | ai m
16.37 T SuFlent 126 e d5eNBRHETR dhel AtALRPER IS | iR ar Buncated
r e h t
enchRIGHE 7 5! SRRl HesRegP Upliec? 198D "INV ISy stored
secuegly adthie the secuterdatdentry devigener at ed dynamically for
use in a single transaction. 20. The system of claim

17 or 18 wherein the replacenent card nunber is 15
17.mai Thaaisysteranof asgdoreof nthet pracedim@rdaiots aviserellil thd hgateway

t.em of ,any,one of clains 17 to 20 where
devigh S IO Fasans” i OSRe{ata 8 o(aRISHTRRR! SR Myimber upon
recbipR B fAd éﬁﬁﬁ'o\lﬁl Fé&ﬁoﬁé’é ﬁ&ﬁlyth@%ér&-ffsé’ly nb higstit@gem e data
entry device, and wherein said suppl erentary details

i nclude one or nore of the transaction anbunt and a

18. rrer-pﬁ@ng étgﬁﬁtdff 'cl-“a%' Q7. whHeréd: tﬂ@e réYRcemetit E!aﬂi rﬂl?ﬁliber is

wher el n sa| suppl ementary details are transm tted
trangmeittgdtte ibg seeviecdata entriidevicenssrttherpubdicssiaia network. ng
the identifying information. 23. The system of any
one of clainms 17 to 22 wherein the Bank Identification
19.Nurf5m sgstarhe)frdpinadénemﬂ 8cwhdraimirther rapdgcdrseskecant admber is

su hat nme ransacti.on i s routed
geriatbet M ai ey B TR o g B FTREEEBN, o o aat o net wor k
bef ore being sent to the card-issuing financial
ituti

005,052 CT/. AYU2004/ 001663 , 24 . .
20. Tﬂzﬁéﬁ/sﬁyé %f*oﬂﬁ'"br?g Bf Ei8I ‘é(ﬁﬁ’ée"l% %gam?@’i ﬁa{oﬁ@umber IS
maﬁﬁéﬁheﬂ%@tugéd?@? 'nﬂﬂtlplélmgécﬁﬁnst he repl acement card

unber may be sel ected such that the paynent
transactlon is directed over the private data network

21.10 The sgste ﬁY‘@Vargﬂ%hé%f Blbims q?ﬁb'ﬁwmrélh%tgﬁéﬂﬁﬁtary details of
device as a card-issuing iInstitution of

a trapgheliemane also be transmltted to the gateway device by the secure data

entry device, and wherein said supplementary details include one or more of the

transaction amount and a merchant identification.

22. The system of claim 21 wherein said supplementary details are transmitted
to the gateway device in the transaction message carrying the identifying
information.

23. The system of any one of claims 17 to 22 wherein the Bank Identification
Number of the replacement card number may be selected such that the payment
transaction is routed through the gateway device on the private data network
before being sent to the card-issuing financial institution.
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5 card nunber. 25. The system of any one of clains 17

to 24 wherein the gateway device further includes:
WOrRRA®SBOr recei vi ng paynment transacti on nessapEepAl20OMM01663

the private data network; 44 nmeans for nodifying

recei ved paynent transacti on nessages; and neans for

241 m)‘étéﬁ‘\gomﬁéﬁ)ﬂ oﬁ@&%ff&l&ﬁnsOQY%r‘ZZ SCihePBank Identification

messages to t card-issuing financial 1nstitution,
Number ebthet ieplagenmntcade vivoddrsmaplbe selestasssuchuthat the payment

actual .card punbers for . replacenent cayd, nunbers .
traraplh, i ARl BYers s pry 48 Bt Refivors h tiR. Btsvay glevice by
ideﬁtﬁﬁiﬁggmé §&telWa§ G&vide &S Ui fard-isBaihg Ristitutrin bEth€ Tteplacement

26. The system of any one of clains 17 to 25 wherein
card ReMP@reway device further includes a database of

repl acenent card nunbers including correspondi ng

actual card nunbers and suppl enentary transaction _
25.detThe system of amyt erel of sHaime 1qutch @4t wbeteiartheygateway device

ing financial institution of 20 identifying
furtﬁ%?@?@?lgbn of a card-holding user of a public data

netmeanhs forneceilintg paymens trapsacfion pricssagiesdfremsieUpivate data
data entry device connected to the public data

netwatkior k: ~ provi ding a gateway device connected to the

pu Rk .
s e R BB fediod GaimeR IniRiduith! MeRehdRt o
i ngnéans farrignsnitingssaid emdified gaydenititfansagtion messages to the
i, nf or map. i on.olf. %CFrq i ssued by the card issuing
carg-15Ring Upangiaingfiiion i nto the secure data entry
devijikeéreby the Yakdwapdelie is Ak thydubdtituté UdiBall @3tdi Murdbers for
secure nmanner over the public data network to the _
replggeeany eaidi bumbers dmjerepiEsemitioy Aepeiged opagment dgansaction

mebdHRTL A B Ay Ao Ak dlihig et on to the

i'Ssurng tinan I nst 'on; and receiving an
approval response fromthe card-issuing financial

26., e ShasEl of &y A€ o ML SPol 7B MNBETn SRl RS EREY device
furtheleintiudes Rodatabhss BRdplacdiehheaanetmbeineiuding @bfresponding

institution. ) .
actual card numbers and supplementary transaction details.

27. A method for the authentication by a card-issuing financial institution of
identifying information of a card-holding user of a public data network, including
the steps of:

providing a secure data entry device connected to the public data network;

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial
institutions;

the user entering identifying information of a card issued by the card
issuing financial institution into the secure data entry device;

transmitting the identifying information in a secure manner over the public
data network to the gateway device;
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28. A process for the authentication, by a
card-issuing financial institution, of identifying
wo efosnsmdi on of a card-hol di ng user of a publiBCTIAU2004/001663
network, the process inclugdsng the follow ng steps:
10 prOV|d|ng a secure data entry device connected to

th?ra%‘émlﬁﬁlﬁe%é‘ Rfn |e plﬁBﬁgE\aSH' n’Ehé'lE 'g@&flng financial

devi ce confliected to ata networ
inst;bmhomtamddata netvvork used for transmtting nessages

etween. financial institutions; 15 transmtting the . .
S nen s e B Rl PRRISE SRR P coarHRen g el nstitution
ovePtHd plivatdaizta RefVSIKK to the gateway device;
transmtting the identifying information to th

camharsbyiithg apiprewalirasponses tarevides rautheatigatios of the identifying
mfo?rRB |8P( B& tﬁS%B%Egu iq‘%ﬁ?'h@%l tﬁuh guing financial

at a network; whereby
the appr oval response provi des aut henti cati on of the

28. 1 dénprdgassgfor itiné authenticatidry, blgea cardtsssing figahciabinstitution, of
ldent'?)?lhlc]t#lcl)r%]atlon of a card-holding user of a public data network, the
process including the following steps:

providing a secure data entry device connected to the public data network;
and

providing a gateway device connected to the public data network and to a
private data network used for transmitting messages between financial
institutions;

transmitting the identifying information in a secure manner over the public
data network to the gateway device;

fransmitting the identifying information to the card-issuing financial
institution; and

receiving an approval response from the card-issuing financial institution
over the private data network;

whereby the approval response provides authentication of the identifying

information by the card-issuing financial institution.



