MONEY TRANSFERS USI NG DI G TAL CASH CROSS REFERENCE TO

RELATED APPLI CATI ON [ 0001] This application is a
wooopnesssi onal of, and clains the benefit of RCBUS2007/063998

Provi sional Patent Appl. No. 60/782,727, entitled

"MONEY TRANSFERS USI NG DI G TAL CASH," filed March 14,

2006, the entire disclosure of which is incorporated
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[0004] While the use of negotiable instruments is satisfactory for a number of
different circumstances, they are impractical in many others. For instance, the transmission
time of physical checks may sometimes be undesirably long, particularly in emergency
situations where funds need to be transferred quickly. In some cases, transfers to other
countries may cause difficulties with currency exchanges if neither the sender nor recipient is
equipped to accommodate the currency differences. The use of checks is also often not an
option for a certain population segment that rarely or never uses banking services. In these

and a variety of other circumstances, other techniques for transferring funds are desirable.



transferring funds froma sender to a recipient.
Source funds are received froma sender. An anpunt of

wo e pdesnd funds is determined froma val ue of PETIES2007/063998
source funds. A transfer identifier associated with

sonder - Thet BR1EF SUSERET I FREINRGBERENCT  om ¢ he
[0003]€Ci Pi emhbodfneRR b M iRvdntiBR SH&" rd)\Hdé: BiHo@s aflf s Q&QFHS of

reci pient funds to the recipient. east on
transoungndufids sseddertie arenpipiteSoufos rfuimdsaa:r@racmvbdl &rofnoa snander An

t ok h | ect
amou o £ Eip ot BRSSO TR SAANC R EIRGOREE TrGndh Ggier
identifdedsbéidied Witk the Fh%ifﬁérﬁlﬁlﬂd@% géﬂ&d’[éﬂ"aﬂdt}ﬁ{)v@?& {%Sth% Q&lder The

el ectronic token for the currency anount

transfepigenidicris rasbivdd frent the recies oprongting ad@naﬁsmm cnntrhleof the
e or

o s B Sl e L b o T BB e i
the fotmrAAE 8t mofséledtttnicOkst Eagh behUgsttrohi thiaR8 3 uiency amount
bal ance of an identified account by an anount

and a dygiteb sigpgtaneidentidyiag e finensiak ingtitation backacknheslestrofictolen for the
re electronic tokens. In addition, a
Cune@ﬁg\nﬁlﬁlgg may be transmtted to the sender and a
esponse to the chal | en e received fromthe sender.

[0006} 0 1 o B e sUchAgroduBeTs, fhe sourgsdindsoie B the farey ofgmne or more

electrbr‘ﬂf: %Héﬁé | Pk orfd GG RALAOR  Akehl ﬁlag 't%&tbeqp#gljtnﬂnsd% {ﬁer}fnanclal
Information with a second lon o e set o

lnstltutlmho’rltim tegneditd inerease a balamoetofien ﬁdelnaﬁecpaxrcbhmrby an amount

COITGSPPI&(ﬂ{lg }‘Peg glg]%l f(} @%%ﬁgrggrxﬁh%?%ﬁ%t (gf%g%g]féer $ﬁhrg%rfgler Sgtroglcc) rtct)liecr)lg In
additi6n) %rc%'éfl&fg!esrﬁd}poeo&aﬂsﬂﬂt&ﬂ@ kil El8Ger ahg ?9%% 3 ite cl}alﬂgn .

transfer 1dentifier may be recelve e recip
reCGlVﬁdl ﬁpm@oﬁemter aTh@maponsé bompnseﬂadirstqmrqmrmﬂa s‘eunﬂmfmﬁlymon A

e AL RIS Al b B o o
inforn@dtioH i F@EnttiRen HROAHR fMiod 1dRakSHdsqnd g]i%d?lecs JRCEBR o¥ fhe ﬁrst portion

erson at the local office. The trans ent
from tgﬁﬁt@élrrf@@@tm@ds fdetominedby duirgstaristic of thetchaltingal I[ryscmve%ases,
ot her . enbodi ne

the traﬁsfgf"%efét%f{lé}%a ! k' 'OocﬁF % Iélqef TEEIChE 1 peIsqn at ﬁéﬁ?@l E)H’lece. The

recipialt oids Q’iﬁy&h&rﬁk@ﬂéhsfdrfbd&blﬂ{é GoRfBPof tAe FldRidift 'B?%rming €ashora
received fromthe reC|t8| ent and a response t he

financiah yysfrumgat for teamaunter the recidentdiendsi te the redipnt mgpoaat the
local dgﬂg I PRETarfed | c[ Llﬁ@loﬁla%?gre%elved ﬁ‘gltglftgf ﬁeg:?pfég{t n%]c{rgrrlllbalﬁl over a

ination o portio
publicinefvoorkmt i on with a second portion of the set of
information different fromthe first portion

[0007] denti ]fn'cﬁ er% AN QR 8 18%9an§§ Flrel %Sfforer;l%lgﬂxg € o mate

cont r ol reC|p|ent I on

electrq:mm tokerns. fIn smnlt dasess e thafengeinay batdceived Srodtethe fredipiest 4ad a
har acter st i cs of. t(p 1%hal | enge, The source

response ot al enge transmitted to the recipient. The response comprises a first portion
of a set of information. A combination of the first portion of the set of information with a
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funds may sometimes be received in cash or as a financial instrument for an amount of the

source funds from the sender in person at a local office. The recipient funds may be
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[0019] As used herein, “digital cash” refers to currency that is maintained as
electronic tokens. Each token comprises a set of data maintained as a discrete file or other
electronic entity. The set of data include an identification of a financial institution that backs
the electronic token as currency, usually including a cryptographic signature embedded by
the financial institution or in accordance with protocols established by the financial
institution. The set of data also include a value identifier from which the value of the token
as currency may be determined. In most instances, the set of data also include an identifier

unique to the token, which may be used in managing certain otherwise potential fraud
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encryption scheme is based on the difficulty of extracting roots of numbers with unknown

factorization. An entity that creates the digital signature knows the factorization and is
therefore able to calculate the result of a one-way collision-free hash function, but other
entities cannot. A one-way has function is a function that is easily applied to a certain

domain but which is difficult to invert mathematically. That is, for a function f, calculation of



therefore able to calculate the result of a one-way
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W@ 200m006866A one-way has function is a function BCEUS1087/063998
easily applied to a certain domain but mhich is

difficult to invert mathematicall That
t= f(fluirapnnyer adomain tet lélﬁluéﬁ%s bt %3}015 ioppdys mﬁ e .(t) afoa@ whﬁ range

of fis ?{é}ﬁcglg % Fh& I'fniic[tlg)ﬁltlf & ql}é %&eﬁ,elp];sgﬂléﬁqréiﬁttﬁ%glt to hnd WO 1nputs S

and s, €t hiapit® fhefsafiR valde 7i S further difficult to find two
i nputs s\ and 2 that nap to the sane value t. [0023]

[0023];52't fa?glegg?gl(fe Feggxluaﬁ' Bi%gﬁ%g:‘tg g?o e ulﬁ{a eabdletg tbg application

ofa “lﬂl@dﬁl’gcfﬁiaﬁle’ ta prdﬂub@ﬁ “Bllirgfbagﬂat&e” thaedigisd tBe algﬁtbl‘i‘cash tokens. Such
gi.tal -cash tokens. Such blinding 1s illustrated for

bhndlrzag ig ﬁ@@ﬁrﬁﬁeé feransritisrembailiment athithe flowidiagrammob Figmil g In this
111ustr24t1%r11 E Hﬁhpﬁll{oh%at v&ﬁllfb%{k?@% é%lctaw&héféées;t%gfpﬁ&%g of

cash pu
informiatiéo ﬁﬂhi®¢1©m4ata fliblic knolitis Ad apdibi expomnomtu. U&el\fhfaﬁcﬁhlnstltutwn
nent n. e financi al |nst|tut|on knows t

knowsfl Mﬂf&tﬂ% Mrvwestcsitrap sineply saiclatet! )byé%IFlEB]IYH’cgéhe prime
factorsNWhgﬁ‘M i Qllé‘rgg ﬂuﬁlbgr H(S\’Vg%][ flf"ﬁtd?fﬁ%ult YheeMige ﬁlelf%fet&% pandg.

Is diffrcult to determ ne
A userfvdmt Wrshwtoagwderqte d&gmas]; esshwhlectsiashedon coiganmbat eardi gbliraling
ash sel ects random cqQi n nunber ¢ and a blindin
factor ? dcrl 108, Bosh g e Sekeste Bormibe doria el & fEinfogeh dravn

rs dra

from thr{Se etpeEhrers SRl b e & Soes Bt qoin mumber

which %@'b@%@nﬁ&erﬁ@ﬁ) 150fhB uhidud ﬁfenﬁﬁe%h‘éfbdﬁﬁﬁlgqg a%@ﬂ%nﬁ@ﬁﬁ@erlal
be the unique identifier corresponding t

numbeé oﬁv antti¢aderhat blaoki 1AL, the pbsrcalcnlatds mdqlmdccb@blamumlb@cbof dppHcation
user cal cul s a bl.inded coi n _nunber
of the %Eﬁ%%lpp&%lﬁlpfﬂgbh@g itk poYEeriob the b%mdmgpﬁapt@a By (chvmod M.
nth power of the blinding factor: b"f(c)nodM [0024]

[0024]Thi s bitiigblesied@blh MiMiBee s trfnsinittidHV 4 liseflsyRien@td AR Financial
systemto the financial institution at bl ock 116.

1nst1tuig§b§@§@ktlﬁé ﬁeﬁzgﬁ,g the finapeig] mgtitution kpewisthe fﬁ@tonzatlon of M, it can
S GO e b B ST R0
calwlasmé@tz@g?ﬂ%gt@azaggagé@%@%wﬁ% P P

of the faatotiastichatThenesulind thefitlotizationt iB éhus a@hﬁiﬁittédﬂ)h@{ltoitﬁe tided System
nsmtted back to the user systemat block 124,

ot bloclsd 34 Becqupe g e Yyemehoris b iminmiarienni cmhr@@@&y gplulate

P BRI B Eohh RS HAARY. 1
a calcu-mfoﬁ that cgﬁteaall% Bt ?é&lf(ﬂ{ﬂeg'?) thfin&Rh fxﬁﬁgfglo}{ (Qeangone else)

per f or ned nanci at I hstituytion
wﬁhn@km@&bdgihhh¢bkmhmgﬁdgm of the blinding factor [ 0025]
The result of these operations is that the user is now

[0025]abl e tIheq¥dul@sttthdsh %p&ﬁhéhsrlkl ﬁﬁ?fhe%séﬂ@hog%gl&@ xthl® the coin
coin and a S|gnature val ue 1/n (c)nodM at bl ock

" numbeaa that Hefirebyhe coin and a signature value fY"(c)mod M at block 128, and thereby
generate a digital coin signed with the financial-institution criteria at block 132. This
signature value acts as an imprimatur by the financial institution, whose involvement was
necessary to calculate the value. But in calculating the value, the financial institution was

never informed of the actual value of ¢ and has no way of associating ¢ with the user.
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: token. Warle It 1s readily possibl'e to recor en a
duplicgapf & spanatokenkbe atmaynivae aspepecfithe digialtdash efabesat didficult to
: .Jefuse to honor a dupli e of. a nt ken,. the
identify WEE e RS lc e S MR hay
accordfHgly b&pHobide@ o ?fktvblflﬁ! a kd@n RIS B8N YAAcd B ARSIt NI GRPkEH;s
t he duplicated token. Mechani sns may accordi ngly be
used oplyoniceldut whish ppeadesra Iy gla probrleitityf ofdreingtiravgalile tcthdt wser Hused
riginal, user, i1f it.is used |y once, but ich
more o Ont SFnymCoiabistbysES § i ntePRaSee Biatile B 9Pt
protocl$ € Fecipiernt € n BRERoid BkeR REBsmiE EctUeNd MERAHY t5 MhdktB8erdwho
chal | enge-response protocol hi such a protocol, a
returnsragipesi efndensifyiag infparatiossictermiied rbytthw@ﬁrs' nge quaphityl IBaegese of
Ity to nder.. wWho return i ece of . C

the It Y e b fidhsR FEBEhse DARDEIHERT ook 8 ER s afjglormation s
insufficfeni@rtd ideyti fyB&e detsker, dut fdaeipt aNEhANBIess e ipleckNSS information is likely to

. ¢chal | enge-response protocol, receipt of only one piece
permit idenfifiediMat i on is insufficient to identify the sender,

but receipt of two or nore pieces of information is
[0027]1 i kel Yo inspemcesithe sahéert mby catstroet.anfl ®UAT h nte3sage haviag Gepairs of
t he sender . may canstruct .and blind sage having. k
e S 03 U B e B SRS S8ala F
responbé¥8Han{itifiSars 8B RInic Bk&MRaY %F Q?aﬂd'oﬁpﬁﬂh%f}%ifﬁgwhgh on each
response to transmtting an el ectroni ¢ token nay be a
pair is toaredretarnsdd: i1fithedelfdnnis sgpnhvbmlylonos) tieaehippemi (anid uiltiroatbly the
returned. |If the. t n.is spent only once, the . .
financipldBEREoR) Tecghte Y ﬁﬁg%m RAFECUT YR RPAL, ﬁ‘é’cl‘gl_ igdsyffjeient to
identify 8QbN&rOBuYifiRd den@ér BRAYMAS iHel t6kEn seBSHHPEhe, ?&F Ehaﬁl\eéﬁéé:@ill

Is insufficient to identify the sender. But t
generaly hele string dlpas wiffers ihrequesking the differontchal f ofet ldakteone of the pairs,

..chall en i . rally be.a string that differs in
permit e SHEE M tecaf R Rl e S8 reghesco ¢ ne
pairs, permtting the sender to be identified when
2. Mowgynfyemerswi t h the first response. 2. Mney Transfers
[ 0028] Enbodi nents of the invention integrate the use

[0028]of di @Enitddiaéahof the dnaniiem Bidgi@b HeAlse Y 1ol cafh éhto a money-

nmoney-transfer system accommodates senders and, | _
transfey gstepi- e asmprgyar@siar system accommodates senders and recipients located in

different countries that may use different currencies, permits funds to be transferred or
received by parties who have no access to computational devices or electronic networks, and

provides other advantages that will be evident after reading the following description.

[0029] An overview of an architecture within which money transfers may be effected

in accordance with embodiments of the invention is illustrated in Fig. 2. Transfers of funds



different countries that nay use different currencies,
permts funds to be transferred or received by parties

WeRw7hesses no access to conputational devi ces oOPCT/US2007/063998
el ectroni ¢ networks, and provi des ot her advantages

be evident. after ading the follown
e coly R RS o A B it g devie
having¥rbfammiig fdﬁn{mé}ﬁé’ntttl'i@ﬂﬂétfh@ﬂ§dé§6ﬂfb&%e€&ﬁ e¢h&shohBy-transfer system
accordance w th enbodi ments of the invention is

224 hap cornscHenseyith Val‘uegy opdiffereni Qa@psth@f mfy helgvobved with the transfer

Q nat.ed none nsf st.e 24, wWhi .
twousfi SR PHERLSL R aPPRA D-5IORE" nUBHEEIS Bty ali g fpgpeia
network/TRISE MR bublﬁtﬁndtﬁbfm HepEdhired tﬁ@ﬁl@érﬂet il Bffe embodiment and

noney-transfer systen1224 has connections with a

permity ﬁxeurmrgﬁmfanafef pystesn fo ranmprigationavitihg yarinsy phdidferand uwrt h

compuEJ?%nalr%pichcé hy er kiga ﬁg % 01t§'n%l%%v\{\oré(xa§fp ésfol% Rgﬁg? Icomputers

212 and eél\l‘vﬂﬁlkteﬁgﬁone'ib% POlter ex4i8len6 Keot@fhtdiRyialCduvives 8t iAQ be used
Internet 1 n one enbodi nent and permts the

in 0theﬁ§‘i’?@9dlfl?eaﬁ§¥l¢éldd% yathem lﬂralt%ttﬂmﬁﬂﬁéakap@ﬁs Wigitel sameres and/
camcotglers hlflC{ fRE i FI s t ecﬁgﬁgjﬁgt@%not'ﬂ@ lcoxﬂgﬁ{ﬂaﬁ delE& %O@ednd 212 may

ram ng exp show ng” exa ersona
be wiralorpuiteless, iz m}dsuaelblb ubmrmmﬁia&mlimeﬁ)cal%r nédvoek interfacing. A

usr 2 D i HEAREof MENBER. AL RoR 1 Fopp U HPDRgETct with

the arch@&ttﬁ%hrog%}%ﬂeaéftﬁé‘Eﬁ?ﬁhﬁ\ﬁatﬁihQI GRS eﬁégbﬁzuﬁnd the like.

Connect1 ons between t conputatlona devi ces 208 and

212 d or e USIn Sui t )
[003°1comm€m"v§% 8?10%‘36?"0%7?2% g m&%ﬁ%gladwnh
financilB@ktitdHén sykf&nm thatiBay MGink4Ph §cc‘6t1nt§ eng ﬁBld‘H{g h85&hrY@mounts

in different enbodi ment's, interacts with

on behalf ehpthetparties. thxaopigs of rﬁ@anﬁlaltm@t@tm mlnaémam’oalcodmmdeslth the

prlvategt%raﬁ]clfxl ne%\gﬁrr%([%% #ga_eih‘% r%r Vacﬁgur&ﬁln?shagrolkeragg 51‘1’5\%£ kang %hse like. In

many 1h$t@RE, thE priviié fihatci0 Ret6k 208 ishdd dopled Wth B ﬂlSlﬁ:' fetwork
account s 236 hol di ng nonetary anounts on behal f

220 to perrut usser 204dg acEsnagsowvat informptemaridserviesdineety ﬁmm thé¢rfinancial
1nmnmg%% be connected with the private financial network
i ncl ude banks, credit unions, brokerage houses,
and the like. In many instances, the private fi nanci al
[0031] et mrﬂbemaﬁeén%egdra@é@bn@wovh 49 proEidgyemngctines hefween a
plurai€g €8 ek BBy B0 oS it P AR R R o PR e
system[2203 E]acﬁl'bliéthp mdnay-&aﬁﬁ'aegffbésalﬂslfrﬁﬁy previtendcal dvigedivi des

t bet | it f h [
seograliy AT 0B HOhBYOT P UHGF oK N PIcLeres obhiheqsimarmits senders or
{
recipiefiRDRY 1 £ BARLFIa AT (€ Pt ey LS AR IBRL il 1n

some iizstaaes, teanomyetansier biitccs 244 omg be Thdicpeéd sfitee that pwiie only
' ers ients.248 in a ney

money RSt SrEE BEaUPd RHRHD Bk SELGES PLeyicF TepRy TP A staices &
a resultUNdiFiRkerfab® with the private money-transfer network 240 as a service incidental
to a primary service. Examples of primary services include retail services such as may be
provided by convenience stores, fuel services as may be provided by gasoline stations, and
the like. The money-transfer offices 244 may thus be staffed by clerks who operate

equipment that exchanges information relevant to a money transfer with the money-transfer

system 224. Alternatively or additionally, the money-transfer offices 244 may comprise self-



sonme instances, the noney-transfer offices 244 may be

dedi cated offices that provide only noney-transfer
wWGE20ileeq but nore frequently such of fices prewvi/ug2007/063998

noney-transfer services as a result of their interface

serve s3siols s R oTn A T BRSBTS PE afigpaelispty n an

autom#&ed FRRYnServi ces include retail services such as my
be provided by conveni ence stores, fuel services as
may b rovi b tions,
[0032]The ngﬂg Vragn uer¥ og?}e 1n nglils%% m%)/nelyht ger ngttwolrlfs 8 a}gd 240

may b@ir@lkﬁieﬁb@@ usipg h ahfet§ @0 b YontBR! FoX eiI€Simple access controls
i nformation relevant to a noney transfer with the

may reﬂ’éﬁ@% Pﬁﬁ%‘? W‘é‘l’ﬁkﬂ PrpVide nasTwREES, \Y@lﬂ;@’ mgre complex access
controﬁqﬁg ﬂeg (151}4 fe)siél{ﬁ?léggfcﬁ%ltélr gg[ﬁ%u?{]s O(‘}fetvhl‘? g ls,l%gcﬁ%f v&n?% h

erv I'ons” suc I 0S
1nﬁnn@uaender or recipient 248 may interact directly in an
aut omat ed fashion. [0032] The private nature of the

fi nanct:gl :
003 B R BSA 0% 805 AP EA0 B0 A9
implemermﬂ’[ml moneyHtnguisfer aytes 224.0Rigt 8 bsoadbyillngepiesrtow mdividimd stem

of those networ rovi de passwar ds, l e nore
clemeritmay o5 B3 Tuplcmeatednt SRS rp%r&megraﬁvﬁ@mmh ahfemgney-transfer
systemcﬁ29,' it ahowh 30R H§e@i%f@1'ércﬁ0’a?@ eRmERR that Afe fﬁé%ﬂ Ic%upled via bus

i nformati on. 33] Fig. 3 provides a schema

326, mpluklugtarIaDC@mrcﬁOZaarsmputdayroe 304 adn orEgUttievigs 866 taostorage device
nt .th t t 224.
308, a fABR R s R S PRI 1 PTGy CHaHPBY SRR 314ty

proces§fig &Rl ARG 318 sAciS/PAD8PRF sﬁérmdlf?ﬁ%o's@fn%gé@&e dnd a memory
manner. The noney-transfer system I's shown

318. Te ﬁpmpst@ﬁr@ﬂabia sm@een@il@mmrélﬂh st further convested toal dognputer-

readabPe s%’rfﬁge dmxéhgglb%lg)gs&‘ﬁ I%Ollglu H 8%9?%@51%3@?}, rgpgetsg&féxé demote, local,

fixed, ﬂﬁWerémBQﬁmle ﬁoﬁ@ﬁ'ﬂ&@é’sﬂ@'ﬂ@’@é@m&&@rfé‘ﬂ@m’ji@ﬂlh%/ ERPéI8hore
310a, a communi cations system 314, a processing

permangafly captamingcomutcr seslablednlogmatiornsEhegomypan sation siystrys 314
may co?x?p(}?sg sﬁx%ed Wle@s gi%&% 61:%&7&‘ ot-prgret OUP M thacin %g%?egggn and

ia rea %P ‘CONREC
permit< @arp tti 551 é)@hﬁi@ﬂ evith the palslio et oifld 2200 vt \@of@rirhmdériretvork

nprehenS|veI¥ representing renote, local, fixed,
240, a@zta afedabeiBl REtW P HGes devribed jAVEs st or age nedi a

for tenmporarily and/or nore permanently containing
[0034] conmputre-margatinefer afstennB24 also cdhprises sofiware @lentnss, shown as

veng 3B ogE o P BB e SpPLteliidt is Bgobem 324 and
k
other CQ@J §Q2t §u&ilaisaa r %xgﬁ'l %H@d"%elﬁl rhdht E{tég}logg %an ﬂféfén‘ﬁgﬁ. It will

0, private noney-transfer networ
be appzpﬁmtvtatﬂmsé skillad irathe agttha skbse@Biabwarthéisny inbe te alade i accordance

with s;%c&x%?c\%quéreg}egﬁe ﬁ%g %ﬁ%ﬁ;ﬁlﬁ@%ﬁeﬁrﬂg vgfarg Ln%&t%?sg%reluss’gc? and/or
particular elements might be implemented in hardware, software (including portable
software, such as applets), or both. Further, connection to other computing devices such as

network input/output devices may be employed.

[0035] Different types of money transfers enabled by the architecture shown in Fig. 2
are illustrated with the flow diagrams of Figs. 4 — 6. The flow diagram of Fig. 4 illustrates an

embodiment in which a sender in a money-transfer operation using the architecture transmits



being currently | ocated w thin working nenory 320,
i ncl udi ng an operating system 324 and ot her code 322,

WG v1ese@ program desi gned to i npl enent net hoRST/U$200T1@63998
invention. It will be apparent to those skilled in the

digial Gk Shah PR SRS T RN ST Seidigpsrating

digital RHsH t%ﬁbr?sevdlt}hé‘ HEMRIA nﬁgtlﬁmon@ﬁ O TR HSEsk @M/iR% particular
particul ar el enments m ght be inplenented in hardvvare

embodgoéritwaing tfd methadidegribot inadvineectiohtwitly Big. badthowgh the invention is

._applets of. .both. Further onnection to other
not hm&%ﬁrﬁ%f‘?e)ﬁaic(fﬁ%l?agﬁgs FRORFraLgn k input/output devices
may be enpl oyed. [0035] Different tgpes of noney
[0036]t ransf%n@mﬁr ebgs lnﬁleteérathlwleé% ethersengeri h fEses wnere the
sender%g b:e :trglafsr}art@%%(g 'gﬁt%lfca?_h E} is f&er?el\f\%lgllsqax%g%g@thaanthg ﬁ%ﬂd&:r ;ﬁr%s e%ccess toa
computabiondli dehica irterTaled with tBe POBIRYndweks20r IRifetia! dfhe HRonB@transfer
the architecture transmtsdigital cash. Such a process

at block g8 maydbus nieceed by dhesengergisiagaba puhlicnetwerks 2 de pecess an

Internelg ﬁﬂ%&%& tnﬁ] %ﬁ%ﬁ%%?#ﬁ%@%ﬁg& é’%z%ﬂlge e?;tﬁl‘ﬁ %g)nsg%{&ﬁéfgﬁl system 224.

The webpagdi lm‘@rihclu&e figlds he tlﬁ@ieh@@f t0l @Ewfidddiatbrinaticnseddh | Iuﬁﬁating the
wth Fig , aItho%tghthelnventlonls not limted to
transfeg p@éoff}ednﬂﬁlﬁﬁeﬁ dhis dnfermyionanight emitepidrats) of tho sederpermitting

e SRR GRS SRS 08, B Ay

system(ﬂzgiremomtsalghgerietatmg agmmwafdnyfee ideetfi@tint] ahsrhitiéngsthe akmntlﬁer

o the S50 AL REE 12, Fo T T R0 Gy L R s

to ldenhf}allﬂ%&[’ﬁ(ﬁh bl ock 408 may thus proceed by the sender
usi ng the publlc network 220 to access an I|nternet

00371, 1 R B B S Be S SRR g o

digitallhg @RerdsOTA cBRari@ T e thRerRMPM 1@Guikdher thBbérfier H:%ﬁ‘&ld' t0 a
initiating the transfer. In sSone instances, th

challengafissnedbley ta nrdngbittrapsfer systenm dhatiblgekaf20t Wi th@d@élpnge/response
ermttln t ansf .to,be made ano
informPR i 4 P& P RRebba e BenB SRR P2y sl fon n

case it Z%hpliegp@nds by generating a nmoney-transfer identifier
and transmtting the identifier to the sender at bl ock

[0038] 412 W IR tﬁediﬁﬂ&% ﬁdvﬁ{éeﬁg%x ]ppoqll(% e[g tlpey i t?fﬁ %elr ggog}ﬁert hﬁus

y transfter speC|

way, t}fel s@ﬂ‘d@r pidviddshiee ﬁl@ﬂ@efraﬁsféiliﬁdﬂtlfér folthe fdﬂiﬂént tapblo€k 424. This
transferred in the formof digital-cash tokens.
ldentlﬁAEE’éle%‘éthéFeGHH%nttt‘b reliest theyfundsdn pvarieti of diffrsens avrre by

prov1dﬁlgs emgrég% ﬂ-% %9%%8&% fjetnﬁ AE: ﬁ%mglgt}e’f e?élgan rov1ded to

the recipidno nsiag aoyeffetive ngchmisan, bﬁdud;lng by telefghohe fhyi }ﬂ:gt lbiyelectromc
mail, bgg‘ S:I%g‘,a%dl_’lg gar;neg t?rtng dthé pneon(ej)ll-%ans er sglzsit%r?l 2|er s%e s to IValldate the
digital cash that was received by transmitting the tokens to a financial institution 232 at block
428. Such a transfer is performed over the private financial network 228 and may include the
challenge and response if receipt of the tokens was accompanied by issuance of a challenge.
The financial institution 232 verifies the digital signature on the tokens at block 432, thereby
confirming their financial value. Such verification may be performed as described above in

connection with Fig. 1. In addition, the financial institution 232 verifies at block 436 that the

10



[0038] Wth the funds having been provided to the
noney-transfer provider in this way, the sender
Wperoviiasss t he noney-transfer identifier to thePCT/US2007/063998
reci pient at block 424. This identifier wll permt
tokens%.t:'(:r gﬁﬂéclrt]l?&% V\gtno{ ]gav?%ﬂrgﬁ uglg S?{] s@x@i’é %?J,Ic Icfé(?cﬁ( %tyc %onﬁrm the

legitimapy ey the teleat e casysirempiag the thancideinttithiier toﬁﬁ@’orb ehe tokens, and
provi ded to the recipient using any effect

perhaphalen dbe ! emg@anéam@nﬁy ANENBH el SP?P;I tQlesas : at tﬂyck 440. Funds
i U AL B0 )y oy AR U D
moneyetraisfeaprovadsh at blatk déds Ilnenaly\/lﬂstalln;ﬁs tth@nsedunt isngaihtaged by the

same SgRnaLinetaet &1L 8 G pEpHEl BOMe R PPt in some cases
the acolfREY B¢ mARkAREHat %%ﬁffé@ﬁ!t ﬁ%maf‘ﬁﬁ%ﬁoﬁ he Wil 8088 it d1ng of
and response i f receipt of the tokens was acconpani e
the accbynu a blewh dd4 ofayaooipaisé gragrenittifigenformatiai miardimgtthe otedivto the
fies .the digital nat ure on the tokens at
differepy é@?mﬁ lélsmeﬂg? 8Kt %WFYQI‘?I*ﬂ #QFWOF ‘nanci al val ue.

Such verification nmay be perfor med as descri bed above
[0039]i n corifrestéivntheittansteirgd finds, the eaditiierit das a niwebér afapopes. The

ti 32 verifies at b 436 .t t het.o
option el B3 E o 5oy xiiomR et b it a local
money-3tifiBfe BTk 24aC A stifdieASd iR dkS2| 8@irkdipRaYPrevidtd e money-
t okens as cash, pronpting the financial institution to

transfer ulentifertap heraffienadd, gﬁhpr@e/rm@\pémaﬂl@,@d@mﬁqrh@a p@ﬂgwhaﬂmys it
o s A0V E0r AR BBl SPERN o PAEPS B BUBR 1 Bier-

transfepoffiRe Gansthitdmhe ﬁﬂeﬁhtlﬁeldO\Q:ﬂ tﬂmqhnazlafe Bbndynieandtn aytwiorlansh & the
provider at block 444. In i nstances, this account

moneyflEngker RYSIETR 2P Byhiehessrands by icpmatiag el fityiof b igegn fier and

prov1dﬁlg fhe DRt B?Hh ey @Lﬁs@& &d th Qﬁmg hgfatn@és fiffe gh’l?lﬁﬂtls feEls than the
sSOone cases, e ‘account may mal nt ar ned a

value ofithef digealtcadh pramidedby ihessehdeartto eaflect cn)lldbtllcﬁfbfcaa&ﬁnce charge. If

creditin f the account at_ Dbl ock 444 may conpri se
the reciPyeRh SIPEAITHE 3 SRBIIAR Bis @&@g{?ramr@lqeﬁ%y Biea dha s pount

the moféy-fr8f8 o thitd BUGha) IRkt t
©me |}{15ncs| aI0 ﬁetmr chO BQ%Eﬁr%du?%gg*%h:aﬁ%a?r'%g)\régf“g?rag%pm\’ﬂe
the funﬂsj‘wdh@ retCimerrt@tbkocleAM hdlse funduimiag be pfovadediineash, Whth a negotiable
f |II rated in the drawing. s an in-perso

W Er Gr‘? QRARTTY ORETr B0 Leredvpliccardy IP@@EF mStanceS the

funds WC&&%&B &h a@dduhfRafftfine sy B ‘E[ﬁ&r?ccllt L Qﬂ&ﬁ?}ns‘%@@tlon 228
reCIplent prOVIdeS t he nDneytranS er |1 entl I er at

by prO\tlthleg @’ffepcpsctenMatl@ ovee thetpyrivateoinadiciabadchenti 228 n tl$d, evhile ehis

iustrfiyg g i PRI Grtene Y Seting E Fer OB A oraRomerpigenster

office 4BDNEYS privicsth sofbieadotimadnsdtiot &etduﬁeh@ea&héﬂg%&o AR bdehe
rlvate noney-transfer network 240 to th

perfommslr%th maResFansyy sysiem 224, V\&hﬂndhe wsqmm dsch@yge is performed at

the moﬁ&tfrh%?elr lg%t e%g%‘guh?ﬂy %’ﬂ@h %% %C ngei rﬁt a&l%e time funds

were recisb@fioSthe bdtider, apmy flie éx%hhr%%&‘rat% hathelthe: thakstRestfwdshBade by
digital cash prOV|ded by the sender to reflect

the recipigin, o tpipg therexghangeyate droghspmeintqriediate time. Different offerings
regarding the exchange rate may be provided as options to the sender at the time the transfer

nstru

is initiated.
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the recipient is located in a country that uses a
different currency than the transfer anount, the
woreneesedassansf er of fice 244 may cal cul ate the cRET/ER997/063998
exchange at bl ock 460 and provide the funds to the
eci pient_at blo

0040} 547" AR prioRtrdii s PSR S e BE eapBEperginatly
preseﬂmﬂ@moﬁeﬁ%nsfarofﬁee f dollleétaHe W ahsi@rediafiflds. TR oftfeh Bfstances, the

i nstances, the funds may be credited to an account
recipieriimyanisefdcayith e mewdypraster aystem fz% diredth usingsa ¢anuputasional

i.di ng.dep f QVer the vat e

devic &%g?%’tleg Vv(i)ta élgel: 1%110215%/ %258 B R 1ns nlc%s | gp?egt mnay provide

an acdo8ntafinben atd fifdhcidd éhseititiog Nﬂtereethé Iﬁﬁm ard Hé&fef)@sﬁtféﬂ dsidg the
the | ocal noney-transfer office 460, it is possible In

private §Rancitne i orkernay fegrest Hwt 2 gredd rb@;ap@lwéﬁa RgEediicray, may
requeé? s aQﬁéJkoer%jne I‘&JI] %e 5%‘1%& tcﬁ 5 %E% C{ferd aﬁ%ﬁﬁegse, % ﬁ%”nke%? Bill other
the currency ex han I'S orned at e
embodrmeﬂgg, instansioas nay dt emnﬂﬁlﬁlcateﬁ byale teeipien tohertbrssitRgsfer
t he exchange rate at the time funds were received from
providep using ApsE MegRankNSs; siches afelppfiong 8t thediket he time t he
request was made by the recipient, or using the
[0041kXxchanBi. 6 allwstrhtes an smbedineheinneldciathe redipient Wishésetbeedeive the
of fe rding the. xchang rate may be provi ded
transf%'gedo%{lﬁ?so%% i £a O Hi i USat Oo theiseAer fAsks AGess lgramy &ind of
computitidaPl&fed ng%@]:oréﬁlgﬁfﬁyl'tﬂ"ﬁl:yl di‘&{e‘%{ranhfer b?ﬁc@ 9444 3t block 504,

requirement that therecipient be personally present
providang ﬁmdmmtye offioesf blockh£98.c€he fundomap bt prdvededria nasfheby eeigotiable
| n.,other insta ient may interface
instruyp iR o UEHOST w R FHRC By ettt Rt 5 Ak PlTEY i ent
mecha@ @D UA fiéd on@ikm B\ Eefpt GF AERh @ thM thbndyti@arR D bfﬁ‘ce'ﬁﬁ"ﬁﬁh&mts a
220. In such instances, the recipient may provide an

recordznd ganirteceinhtodhe money-fransderclystem 2@§ta|t block 6 h6.wheothertamebodiments,

the sergdé? glsay%rr(?w&eo fu!r?lgsq ﬁ L %li({l}lgg trgrsl’slttn xgo Brp tlillé\él% Ieaé:]:glnﬂ)ﬁpaglonal

interfacé edd:rtthélp‘lﬂﬂid:rﬁetwcﬁm)mo,eﬂut%lb?héﬂbabr @Mﬁ@r&uﬁﬁbla’ﬁﬁeh{amsm
order be nailed to a specified address, or the |ike.

| t :
o023 % B SRR FERRL TN p b0 QBB By o rci
of the pacoxd @f&EcehlIStl dfqmoisrb@rrtrmhamg s Mbneptrahsfasidenti ik ecpﬁhe mgoney-
e like. [0041] % 5 i1l lustrates an_enhodi nent
transfqrﬁf% 244- tihes Wgrtifisr @mc Iansdhe samg Belkipy as depsribed in connection
with FH ans i Gnfiffnt %ﬂﬁney Ftn 1?&{11%5 (35 M odefd, ¢ %LQ hlz)rr]lialy-&rlarrl%ero(%fﬁce 244

l'ustrati-on, sen %S access
providem}mummeyambfed alentifierao thessendordi bkg»lc}y 5% ,JletrRitidng the 3énder to
transfer .office.244 at bl.ock ErOV|d|ng

. one
providE o1 aa fsoiPrRal BYiRG b SHOSBICSRIChBHN o Rock dhte. may De

provi ded in cash, by negotiable instrunment such as
[004310 heck hﬂrthmmﬁybdmnmnhe tegipgent isedipeble af teopiajmpadigital oashatny

an Afte onf i rn1n recei pt of
compl g B R o R Ao f el e isheT & et WG HitraSley-
transfer @%@&ﬂ 204 at H@blf SIﬁwﬁ%ebeﬁ@ﬁet%fke YSulchatehfdctisy o Thclude a
at block 516. I n othér enbodi nents,

web-page interface through which the recipient provides the money-transfer identifier at
block 532 and indicates a desire to receive the funds as digital cash. The money-transfer
system 224 responds at block 540 by generating digital cash tokens with a financial
institution 232, such as by using the method illustrated with Fig. 1. The tokens are

accordingly transmitted to the recipient’s system at block 544, perhaps including a challenge
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the sender may provide funds to the noney-transfer

provi der through a conputational interface over the
webriesnet wor k 220, by tel ephone, or any ot hePCT/US2007/063998

sui tabl e mechanism [0042] As indicated at bl ock 520,

and respfsq LGl S5 0 BRI NP G RERY Pa Rt PG Bondiplication
of the !6!&81%\/ “THeaB&hRAt dydRAt frdrsBiits R fokénsa ey ERNRhEE af febsise to
44. This identifier functions in the same fashion as

the ﬁn@t@s&l npsbgion? 3@ ahhlock 56h Wimiler K the @sowr@tlpm ervided in gennection
nopey- transfier transaction .ln tu
with FIRCRYe SR Spseb 20, Bt e Riisayiciy afb tgkens by
Ver1fy1hg| &ﬁ:ﬁﬂ digied] sigafub a5 BIdAR 55@knd | @ifles B2, hape ol Bdeh PeevidiRly spent
r to provide it to_the recipient usin

at blocg é169 ZENIéh sk yahdadionatthe fianeiab mstitution Aepords tﬂ@ %%ns and any
challerggg?? 'g%ﬁgltésgh T g é%%(fblr(ggf shént%&&%p IBJ[?(% gs%@g%%gﬁégb%nding credit

to an aacuat off the ke;cuﬁattabbloeh 668. alemmdnlt actovhtthay beheld at the financial
moneytransfer system 224 at bl ock 528 using the publjc

institutiay G Yalidefge e d0Kean AE e B heddyat p qiffcient f@%&lﬁ%{gtatwn in
(hﬂaehﬂéﬁ&ﬂﬂ&EnEhrough whi ch the recipient provides the
noney- transfer identifier at block 532 and indicates a
desir ive the funds as digital cash. The
[0044] pney Vhilntie dogssel SrpllY ShashFRIEENGY CHVSEROTSAt) vsg} be
apprecREHEh AP0 S valsids n‘i&ﬁﬁ&cﬁ%%ﬁ d’i"tﬂé‘%@césh nP%h%nce the sender
institution 232, such as by using t
may Spebllfja ttat fundel angito he Prayided.to Theeretipleahin zacreetammmlredcy]gllfgerent from
ranspitted to.the reci t's s em at. bl
the curtds B B hasrii i o onviies Ry Bt SRt e whed i bamgrsion
takes pld@e RFHRM ipetsid dif 31 thB krfdler, blRth réRW el By YRS cipfer bt 4E Some
nondupl i cati on "of the tokens. The reci pi ént Séstenw
intermedigta gimet In OHeT insleapes, ﬁw@uangcycqmwrewgén@rmsulb porisequast by
neci a nstlt { ck 552. Si
the rec{pl;]e%t goef;egfreﬁfb #ugﬁs rrogb | ngﬁtslzcoaalﬁ g%steg SR @ cu{rﬁncFy (gfflerfnt IErom the
original Beurééd aiafeptal I sush chssk ltﬂ@c&?e%cp cOpRedisn ay ekepidcilat he time
authenticity of the t okens by verifying tﬁe|r di gi tal
the digiplfvateneieis Paeviggdiekheweipigné verifies they have not
been previously spent at block 560. Wth such
[0045]val i d&ig.angrovideeart illilaﬂﬂa'tioaloflrmﬂﬁpetnytm&ﬁbyftﬁmefeﬁbthhﬂ'tﬁay use
tokens and any chal |l enge_and response anong

digital pasho tthe termge Heedihsiadms At draslar some @syawal arurality of
dlffereﬁ:_trhﬁgt'lés chth &hfakoY Brtfélil otftﬁ‘ge afrﬁ&{nglt e&t{ﬁ‘fesfe?llleg(fg a eﬁﬁ ient. Such

€ reciplent acco nt m nancil a
multlpartpsﬂrartsﬂﬂrs am detaibed il gcdﬂta% dethll én tapeadingotoniraynlpasdigled U.S.

pat. Do B SO2 b "G B3 A 8 Bl SR Bmpy NG
POOLE]B%W@I@M’YRQNS‘!@]SIWSS” filed Mﬁﬂch 19620@ %@Leﬁaﬁégag“the

such conversions may occur as part of t rocess
'502 apphsatand) thet dniresdindesureraf/whipk ¢ myomhratedfhmmin; barefetencdfor all

ided to the re i.ent _in a n_currenc .
purpos, HsFeiie bt AEb e ipeey T BRFHOHP™ fial gy ransaction
such asSPIBRIshaR% iRWHRES 1Y ih Qe phi®y BREGIfeMIeIdAq6 ke a defined

conver si on
objective in which they have a common interest. A number of specific applications are

described in the '502 application.

[0046] The multiparty transfer is initiated at block 604 by an initiator. Such initiation

may take place using any of the methods described above, including through interaction with
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t akes pl ace when provided by the sender, when received

by the recipient, or at sone internediate tine. In
w@rdenodasnst ances, the currency conversion may PEBUS1007/063998

froma request by the reci pient to have the funds

d urrenc iffer
the moRF ¥ S dyfieft 214 Sep R SIoRERAERE 22 RO tmbiionsl diRice, by
V1s1t1ng3 bl M&@?—Yraﬁﬁ&\/@ﬂf iSé o217} Mukl@g %léﬂh@ﬁ@ cal tolthe nfoh trialli‘sffer é)rowder
ital currency is provrd ed to the recrprent

and thq:hlge Ipitistien iofihe tepnster g@l@tallartln@ndasfa spatificgiontby tho nfelyator of

criteria 1%%3?1{11 1 ?‘2 Pttolilr?ptt the zmlé?er Ints a#cﬁa?] astltl CW?%}H@# S reﬂﬁ/ gﬁiatg at
which fHeuranbfet i tobe eiddees el c@rﬂﬁlatleé fiede Em@@rﬁttdt kdEdhathe transfer is to

ortion of the anount to be transferred to a
be madeg gt T8p sPeCHifaHomAf sych ritsyiats depimblesinge anwltinle prtsiss wilh be

makm%@&ﬁmtuogstﬂo bk tr'du ]fg,g@ﬁ@gg,, 1 rﬁ%fapygg&rq@ﬁ@gg%ﬁgm% ina

coordirBY&T Eklﬁoﬁaﬂlﬁmgr Nﬂﬂ'df&xl@ym g%héi&fdﬁ:h&honey-transfer identifier
2003 by Kurt L. Hansen

that is eformgd T in %lstor éta'tlp%}hﬁgg Ttﬁeld@mlﬁrrén@r hecprgwided b fhe initiator

to mul¥flk Skhdes dt '3 kRe5 atRd fﬁ?zﬁﬁt Bf ngldF Iy%ﬂ@lﬁd{ ﬁlre iffihtor but this is
pur poses. ere are nUMer ous appli catiions at may

mﬁar@pneﬂmmtdﬂﬂmmnamnukm|party transaction, such as a
transaction in which no single party has suffici ent

[0047]f unds 1 drawiap$fdiateehiiBte QR @%rie‘()eof &lfﬁé%h%a%tﬁé& each of the

have a conmmon i nterest. A nunber of” speci
sendersppy besatpipsergdafuads t;st(hc intyeidy-transfheprogidar, arrimth witiatethy

tra S i.nitiat t bl ock
sgsregtig g o TpP st 36 Yesipintl, ok ioRoiagS FlBngy wag be
providédsh yéheasaid e fviditive: %bh&d&m%&qfﬁg@ﬂ@@% idgNfid Hﬁit'dglﬂl cash by
t hrough interaction withthe noney-transf er systent 24

negotiahlecinstryrpensumith & creditistiunR0 of pthereise oRjoek 820 onlidates that

j [ transfer of.fice 2
anothef AL Bres e M A AR Ol BBy Rl SR 2t over
public mt@rbﬂdm(), to@iﬂ@imﬂchereﬂllt bﬁde‘dﬂlh&thﬁ:hbﬁ@ Bifock B24 fnid@asd @hat another

generally includes a specification by the initiator of

sender g)faytt@pqzrgltldtgl@bca,%ltolqegs pt daspribadrabov e, avidf the momgy-transfer system
224 peﬂfﬁﬁ‘ﬁlﬁg ey, ﬁHﬁ@st&Eé &eggﬂb%dg‘b gmda?eot?x% ltctl%én? date at which

ansfer 1s cutiul ati ve funds

anount which the transfer is to be nmade, etc. The
100481 Spoci ¥4 heek Brmiie @ blak 08 peierit the SpeaiPdsmstaicniéssia have been

met. TfHk ta'd@iti%nﬁ’lacrohtr%%tl%é haPhe ﬁ%ﬁé B? ééjQi 1% gdrsgq%tdn?i%?}éﬁse ng%tggds

t rans er anount, pOt entl a
indicatgybdt blovka 6E@ @20 avelt 9. sk Itlmnntaiil’eehamrbeyn e fisd @bney-transfer

N T T .
perhapd 1@&@5 Vi€ cHRYe. b&s Uf fl q)rgé/es§ I?ﬁe éltgtilﬁdtt@fr?fn ifuﬁ? types that result

i pl e senders bloc 612. ura
from thS érfrﬂ@cm: cmiyibuhionh m@ehantsmsr ané tanadved, d:hl]ld:ast fiom theSpe’rqiec’ave of the

ui renent of the_ invention 4 The dr.a
recipieq OURELEE pifded IaRUT o s elyadicipdtin adh Crurres iy o
instancé, WdckeBehndibatbd@at the recipient may collect the accumulated funds by visiting

a local money-transfer office 244, which may distribute the funds in the variety of ways
described above. Alternatively, the recipient could request that the funds be credited directly
to an account in a financial institution, providing such a request through any available

mechanism such as through a connection with the money-transfer system 224 over the public
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senders may use to provide funds to the noney-transfer
provider, which ultimtely aggregates the funds for

W@ eng6a66 to a reci pient. Block 616 indi cates BEEUS2007/063998
funds may be provided by one sender visiting a

ansfe ffl e 244 onve t.ne fund
networé(ag%yele@;i} n @5 kfe Bﬁee(i? q FW@H?CS elr%ugelatrrg@m %lect and process
digital icRh Wi PERE tecBhiqé\@sWitsed-abBl Q) Gk ifdlZ@tddnl bk €341 hat
anot her sender may establish a connection with the

00O G YA R4 PURL SR NG R i

some entbdidiratres  $ivhtcuaend hanvecivne mayy abpl&miS\nhén fhh@d teatived from
cash tokens as g ri bed above, with th

differepsaders preapwde wf 1§ EREDDATSRFIES al%é/ﬁrgwlafwethe BRCiRieR! 1 togigeeive

s SSSFLRSLE AEOA o 1 RS0 OB g s

specificationexfitlze chmwacjo gewhick the ﬂeélprmt is tadsﬁi:leive cbhmaziccumulated funds may

ri butiops. may. be sen ny of the
be profigeh B HNC I GioR O BIeERE SR aop 1ok s 17 0t stances,
that cu%ﬁc}prhﬁ B¢ k}ﬁecﬁ?&i%ykiﬁ@fbc@nt Dﬁ‘@er%%%oﬁﬁﬁ'&ﬁé ﬁl‘éy %ﬂ%ﬁ/?ﬁ@ rate of

4 effeects the transfer by making the accunulate
exchan‘ga ks isrwadilag @ differchigimesc sysheastaf the émirappartiedsr sender provides

vi.ce char S process,
funds, §¥ FG, e en: iy ot Jsdundmat o« PRGG I Snestite e
different contribution nmechanisns are renoved, at
[0050]] east Fhusrhaving dsserdisd sevaral evtbodineents df willdret reodamized pylleose of
fer d t he abi ceive the funds in an
st inJhl £ Bk xR ahodiighof oG doPSinetas anf afiiplgns may be
used w'ith@tit debﬁ“uhg GloBi @BkpitRBf helihvation. NAcaEEHEN, ﬁfe%@offél&@gznptlon
visiting a | oca nnney transfer office 244, which
should ﬁiﬁybfdﬁakﬁrr asglunémgrﬁhe scapelaf the inveation Prhielyis glefingd ig the following
descri bed above. Alternatively, the recipient could
request that the funds be credited directly to an
account in a financial institution, providing such a
request through any avail abl e nmechani sm such as
through a connection with the noney-transfer system
224 over the publicnetwork, by tel ephone, or the Iike,
hi ot her instances, the recipient my collect and
process digital cash using the techniques descri bed
above, as indicated at bl ock 644. [0049] The
mul tiparty noney transfers may al so make use of
currency conversions in some enbodi nents. Such
currency conversions nmay be applied when funds
received fromdifferent senders are provided in
di fferent currencies and/or when the recipient is to
receive funds in a currency different fromany or al
of the sender currencies hi sone instances,
speci fication of the currency in which the recipient
is to receive the accunul ated funds may be provided as
part of the initiation of the noney transfer at bl ock
604. In other instances, that currency may be
specified by the recipient. Different enbodi ments may
apply the rate of exchange that is prevailing at
different tines, such as at the tine a particul ar
sender provides

claims
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11
12
13
14

funds, at the tinme the recipient receives the funds,
or at sone internediate tine. [0050] Thus, having
walewenidded several enbodinents, it will be recegnigm®dr/063998
by those of skill in the art that various
WHA i jons, alternative constructions, and
y be used w thout departing fromthe
spirit of the invention. Accordingly, the above
descripti ona sduetdb MehsfeRidedfds Aom laisBhder fda t i SROME
of the invention, which is defined in the foll ow ng
metho¢ FIPPHESINHAT |S CLAIMED IS L A nethod of transferri ng
funds.rfege%ﬂlgs ngﬁ{ndg fofh thé §d Ielgnt, the met hod

conprising:“receiVving source tunids fromthe sender;

det er ndepirmgning ailRAmUNt oFredipEentFuddt frdr B gl 0B e oURe Yends;
of the source funds; generating a transfer identifier

associ&herating & Hanyer identifir associpied yeth the escinipnidundse

tr anSf;ﬁ"Bvilhglg%é &%?er%i@entti@it@w%e[ﬂg Sdndef: €€ eiving the

transfer ntifrer fromthe reciprént; and
t r ansfrecaiving theardnsfel idefitifitrefrore cherieeipient;unds to t he

recipient_in response to receipt of the transfer _
i dent i FANERIIESAR rﬁﬂofﬁeﬁreﬁrpé%ﬂt Tuggsdo Bieqedpienigdespopss tgfreceipt

of the dMRFS WHnGifief HOShERMipid}e reci pient funds are in the
form of one or nore gl ectroni c tokens, each such

el ect rvdrergn ableasi onavf thg:sowrce firmde and themredipient f@ands @e in the form
digital signature identifying a fjnancial institution
of one f”fw%f’rebﬂ?f&@%{cﬁt@ggﬁcfﬁcg SRl é?“é’gﬂ“otﬁl‘%“ag%ﬂ% for the
currency anQiRbncy?amdiiif; 4/t hod recited in claim1l
wherein the source funds are in the formof one or
mor e el ect rachgital sighemss, identdyimgtaHfodnéial inbtenticothat baks the each
such elk rtaonsrri %tifoﬁ t he one or re el ectronic tokens to the
FTUORRC IOk 1R 4B SRR AMPYH: & request to increase a
bal ance of an identified account by an anount

cor r egpondiThg nie?hdl Btitedoh cld® ICWhdreinGNe WefuiidPdre ibfhe form
one or nore electronic tokens. 3. The nethod recited

of one prmere-gleptronic jpkensy the srpphadsiurther comprisimigtiransmitting the one or more
. : LYing a response to

cescof VLRI S0 SO O PR DB ERRBES

identified aguousEsy @ dmedl copeéshbatingfo asiEebf Bk cufbRYERMARIS of the one

or more electronic tokens.

3. The method recited in claim 2 further comprising:
transmitting a challenge to the sender; and
receiving a response to the challenge from the sender, wherein:

the response comprises a first portion of a set of information;

a combination of the first portion of the set of information with a
second portion of the set of information different from the first portion identifies the sender;
and

selection of the first portion from the set of information is determined

by characteristics of the challenge.
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a conbination of the first portion of the set of
information with a second portion of the set of
WO pfoonessé on different fromthe first portion PCT/US2007/063998
identifies the sender; and selection of the first
portion fromthe set of information is determned by
char acj er [ st |ecr§le I)d }erél e&ﬁlaclzlu?n e 4 The nethod recited
inclailm?2 ereln: tecel ving ﬁ% Eransfer identifier
from troeeiviag il tedisfee aiwatifiseforh @eeiovipitat toitpiided ReckRiing the
identifier fromthe recipient in person at a |oca
transfepdentier fxo7m the 1gpipicat 1y mgsomﬁﬁ Aesfal pfficerndy eci pi ent
funds thd feﬁ?n &8l §fthe 5ﬂtsfﬁr§dsg¥> ?ﬁ’e' Igi:ﬁﬂzni: r?sres oviding
financia runent or t e anoun e rec
cash otf afinksciab utshﬁmmt:ﬁop therimdunt p&ths mmménttfhn&isl tociad reabfelncm person
E§ method recited in claim2 wherein receiving the
atﬂwl??ﬁﬁ ® identifier fromthe recipient conprises
receiving the transfer identifier fromthe recipient
el ect roni cafilmQUEd ritbdH R S BBl re@ewfﬁ@@hé@ﬁrﬁ?&q 1dent1ﬁer
recited in claiml1l wherein the recipient funds are
from therecipnhearhpringe reseiving the hedenidentdier dloanthe rctdwemtwﬂdmtrdmcally
f c%npr|5|ng receiving a challenge fromthe
OveraP@@(ﬁF@%? and transnitting a response to the
chall enge to the recipient, wherein: the response

conpriges arHeh&hodfcitédih Qdimdl #8trelf the Fdcyi BRI ar@in the
conmbi nation of the first portion of the set of

form of pmexprraetesicoipnis tekevsdbamepodifigher spmprsinget  of
I nf or q:?éel\plﬁég chFengg %rorénf € retcg]pelergtl It port | on

i dent Fan et transferring

cont r afanehittiiga f@ﬁbrﬁb@@thefohﬂl@@mge ad\thegedipiehi, Mherin:t he
first portion fromthe set of information is

det er mi ned thS/respRise cP1BPYises |acf§stdforrﬂ<nbofcwr peingumation;The
met hod 1 eciyl @fhidhichdl Me'irtifbior h0Se RSB R Mo WS
ec roni ¢ tokens; and

are in the form
secondrpeetiinvofithe sdtef EﬁomMOﬁ lal[fcﬂaefﬁtrfﬂnm tirdfirstgpudtion ciengfidsaaBoney-
recejving cash or a gﬁ$0|al ﬁ@érunent for an anount

transfegproy gt Ef rEng ﬁ?ﬂ&g"lﬂf PHEICBENAEY: 30A person at a
l'ocal of fi Gelecion Jife HPS}%E%OB% 8 sbibGhBhttord 4t Rhined

conprising generating t
by characteristics of the challenge.

7. The method recited in claim 1 wherein:

the recipient funds are in the form of one or more electronic tokens; and

receiving the source funds from the sender comprises receiving cash or a
financial instrument for an amount of the source funds from the sender in person at a local

office.

8. The method recited in claim 1 further comprising generating the
recipient funds as one or more electronic tokens, wherein generating the recipient funds
comprises:

generating a coin number for each of the one or more electronic tokens;

appending a digital signature to the generated coin number for each of the one
or more electronic tokens, the digital signature resulting from application of a one-way hash

function to the coin number.
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10

reci pient funds as one or nore el ectronic tokens,

wherein generating the recipient funds conpri ses:
w@eenaisscilg a coi n nunber for each of the one BCT/IE087/063998

el ectroni c tokens; appending a digital signature to

the generated coin nunber for each of the one or nore

el ectrpni c .t,oke th igi.t.al . signature resultin
from appl i c];}el %%qu reﬁﬁg‘ﬂ@-w h%’i‘ Y SEFTENDE S aﬁ[goum of the
recipie@Pfud §1E6TRSise! redlibid g MR aRRANT Gfthé Sshréd fualldh Pl apPhRESIE Bervice
determ ning the amount of the recipient funds
Chargecorrpri ses reduci ng an anount of the source funds by an
appl i cabl e service charge. 10. The nethod recited in

clai m wh [ r { ' n .
ooy B bR OB BB B8R 201 o A rconic
tokens rcemiptigdblirmled lekictrodiO toMeas.ei n t he source funds are in

the formof one or nore blinded el ectronic tokens and
t he sender is anpnynous,. 12.. The thod recited.in .
e el RO RO e i o e e Higfegnes g n the

form o 8RIG Bore bR b1BGrcHRHokEns A dRe Sen@ it BEorSARAES
conprises receiving a plurality of source-fund

contributions fron1the(§£yrality of senders; and
det er ri2ni nglhetiecthoigattedin ddim ¥ whenginent f unds

conpri.ses determnin he. anpunt. of the recipient
funds t%; %er?]ggr C@m%? ?Bfé‘r%j‘é)( ggsegfiertshe plurality of
sour ceeddififly SQARES fulbbs roMSthe dehderleWnpREORAeNBG o REralify of
claim 12 wherein at | east one of the source-fund
source-diift ganiyiRutions from the plusdity of sandersoansl or nore el ectronic

t okens; P t pted in claiml2 rein a

R N R
amountloff the Feifiert Windsfedne & cuthflatife MEIDEYF the PNEAIRK oF ¥&ir€éFund

conprising: a storage device; a conmunications system

contribytigfsocessor in conmunication with the storage device
and the comruni cations system and a nmenory coupl ed

with the pr@g%ﬁ%ﬁ’&d reEF&i RN 20\91%‘11&5%% [Mst®ne of the source-fund

conp uterrea
contributions is in the form of one or more electronic tokens.

14. The method recited in claim 12 wherein at least two of the source-fund

contributions are in different currencies.

15. A money-transfer system comprising:

a storage device;

a communications system;

a processor in communication with the storage device and the communications
system; and

a memory coupled with the processor, the memory comprising a computer-
readable storage medium having a computer-readable program embodied therein for
operating the money-transfer system to transfer funds from a sender to a recipient, the
computer-readable program including:

instructions to receive source funds from the sender;
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10

storage nedi um havi ng a conputer-readabl e program
enbodi ed therein for operating the noney-transfer
WG y®MTRMss©® transfer funds froma sender to a reCI/pE2n1/063998
t he conputer-readabl e program i ncludi ng: instructions
to receive .squrce fun fromthe sender..instryctions
Lo det or m B tEm e Tapi R uRl AT b FofiH atue of
the sowdée fuh@s;sour ce funds; instructions to generate a
transfer identifier associated with the recipient
funds; i nstipsiEictienstotgsngrrg tepmsien identi BersAseacidterbith theer
. sender; instructions to receive the transfer
Iempw%ﬁ%%ﬁ%fier fromthe recipient; and instructions to
transfer candtruetion totphevidetic Riagster idemifter t@tHehender;

reci pient in response to receipt of the transfer
i denti fi er IRsiBIHOREOrecelysi thayfransfprddeitifien fromehe recgnentpind

the source ;funds,aNg dalisref &5l §Fthe A8 3N tg t‘%ﬁen%cipient in

formof one or nore e{ectronlc ?@%ens, eagk su
responsd teatceiptiof theatkannfeh &dentifier feom tite recipiengnount ; and a

digital signature identifyin financial institution
that - Brhekein Ehlea gef oL theisodice s and thegrapiepngiare in the form

of one Byﬁlﬁféq&é’ctmkcns}@ach-m& deAfohid t'bﬁ%?lfxﬁ)riniyﬁ emrecited

in claim15 wherein the source funds are in the form
of one or raoueresdyeohown;j andt okens, the

conput er - readabl.e. program further inc|udin
“nstructi o 1g1£alﬂg§ﬁ@ idchy{yng “’ti‘PC]ﬂLllnétlté‘ﬁ%‘Hh@Bmcgs the each

such elb@HStoken Fiehd ey &hofuftSti tution with a request to
i ncrease a bal ance of an identified account by an

amount corresponding to a sumof the currency anounts
of t hd6one Tde mncy-teansier systine rectkdivsclainiyl S Wherein the source

noney-t.ransf er system r.eci.t in.claimil6 wh in the
funds R EHE KPSt SR RSB RTv Rily o Bl R plodrd
further iMSUdig ts@B&idne td fradeili the dn€ BAmbR We:tiofic tBRenS @6 BRI financial
and instructions to receive a response to the

institutiomayithen grauest dprincrrassebaarce offan iddnfified pecopridpoansamount
[ LS ' f infermtiaqn, a
cons SRR R0 LR 3153 AL BT
information with a second portion of the set of
i nf or Mt i oThdinidreyennsfer optenheecitéd Sitclgior 16 Wherein the computer-
identifies the sender; and
readable program further includes:
instructions to transmit a challenge to the sender; and
instructions to receive a response to the challenge from the sender, wherein:
the response comprises a first portion of a set of information;

a combination of the first portion of the set of information with a
second portion of the set of information different from the first portion identifies the sender;
and

selection of the first portion from the set of information is determined

by characteristics of the challenge.
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selection of the first portion fromthe set of
information is determ ned by characteristics of the

webwhesge. 18. The noney-transfer systemreci t BGI/US2007/063998
claim 16 wherein: the instructions to receive the
transfer identifier fromthe recipient conprise

instr i ons, t cel edgnent . of recei pt
of t ner r antireRongERntR: ki KRN R 1 Sheefi
per sornthainsguttieslio plobive EhedyRisiea idetAyr fibra Mg REiplat Wathfrise

_ interfaced with the local office and with the
InstrucHERTHQIPeeAYS Bhackagwled gmentyod reqsintion thertransienidientifier from the

recipie?ﬂé i?rb%f's%'hta? ggﬁn%%fﬁ% ot r{l&?éyptirﬁﬂgerfngﬁgﬁk f Qertfeﬂs%% wgtrh tge local

I'pl en rirse rnstructrons 1o provide cas

office dndnaitle ttel commmiricariens systeim;tang anount of the reci pi ent
funds Eo.the recipient in person at. the |ocal office.

19. THE® HSHBGHODS dhupnsferspatrehpf thsteeipient finds & the Teripient
compridO &1s8Lidnl 8o pRIdWatt ANBrikMclf GRINMReh By tHeARRMAT of the trecc):ipien‘[

Identifier fromthe recipient conprise 1nstructions
funds todloeieoipianhen parsomst ¢hre lodd mfffide. er from t he reci pi ent
el ectronically over a public network interfaced with

the c ni-gati ons system ,20. The.mney-iransfer . )
Syst onr eci TETM YA I 15 ESSHPR I Han] L PREH (e iptiuctions

to recePle@hd fladsht@ iddrdiflePfroMNBe Ricipidtt oRbASH inStRhEiohQleRSeivd e
conmput er - r eadabl e program further including:

transfer Wleptifiertfram thetrecipisabeloeiraniaahizloy erpyeutiic matvdik interfaced with the

comm ggaiﬁehse][&{sien%\nd instructions to transmt a response to
hecha enge to the recipient, wherein: the response

conprises a first portion of a set of information; a
conbi r2dt i orThefmdéres-tfans et sy3ent tedftedin dligh BRWh&kin the recipient
information with a second portion of the set of
funds gré,mdhgdromyef Qeror SR eleptreis iokans; thesgonpwiarireardable program
furtheriiﬁi(ﬁﬁﬁih%:i es a noneytransfer provider operating the
noney-transfer system and selection of the first
port i dmstfuctionsttheecedte aothallegerfromt terretipiegetagd M ned by
characteristics of the challenge. 2 1. The o )
noney RSURRENS o dpasmiha resppisedo e chelengets thtesipient, whgeein:

recipi ent ftl‘n’é"fiﬁpcﬁl@@ cci)rgplti § afff?§t{f909tfonocﬁ% Rf of Bfstmation;

el ectronic tokens; an e instructions to recelve 't he
sour ce f undsombomtiphef erfustrpoctiompefi the sdt 0f inforditdtionsvitioa

receiv n acknow e of receipt of cash or_a
second B FRATLRC 506t PUTFEILOR SR st L e T5F ROFO TS gh e merey-
transfef proMideNSpRRNBRhe MAInPRIEAN Yy seml, 2ep! of fice over a
noney-transfer
selection of the first portion from the set of information is determined

by characteristics of the challenge.

21.  The money-transfer system recited in claim 15 wherein:

the recipient funds are in the form of one or more electronic tokens; and

the instructions to receive the source funds from the sender comprise
instructions to receive an acknowledgment of receipt of cash or a financial instrument for an
amount of the source funds from the sender in person at a local office over a money-transfer

network interfaced with the local office and with the communications system.
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network interfaced with the |ocal office and with the
comruni cati ons system 22. The noney-transfer system
WO 2ened6d n cl ai m 15 wherei n the conput er r eadabtBEUS2007/063998

program further includes instructions to generate the

reci pient funds as one or nore el ectronic tokens,

wher it NoridIAbAELRRS shAeMFRGHAF T 15 RRERLEAL computer-

funds conprise: ‘1nstructions to generate a coin nu eF
readabfeqirograghfuathet iheludesinstructionetogdeneratedthé fecipidirt fisidsadne or more

Instructions, to gﬁggnd a digital signature to the,
electrogicigk s cherginthe tisagtions fo geperatethere@pigpidupds Gampaise:

el ect r:Qn} .4 0 y r ' :

From e ot € Hencralls BhOhldberdh QOB UE el Rt dpeleotonic
tokenscamidn nunber. 23. The noney-transfer systemrecited in

claim.15 wherein the instructions to determ ne the

amountinGICHES oapPHIh et TENaBR s e ERHER B mBmEct Bt
each of BHYEE oA AT R HonRS tokrél;fﬁ, g\ SR §iURASreR¥s R ARG agon ofa

servi ce charge. 24. e noney-transfer systen1r§§??%
one-wayrhagh &inetion torthe ceinmunther.one or nore el ectroni ¢ tokens
conprise blinded el ectronic tokens. 25. The
noney-4,r ansf.er system recited i |l ai.m 24 erein th .
sour 3t undepSHSHERET st s efufing s WRGHeR e dsructions
to detefthie thicoarh@unk Ok BRSedpidnt MBISQMER se i SstrABREHETD Ystucd Bn arhBént of
noney-transfer systemrecited in claim215 wherein: the
the sousesiyads Riompnndieable sgivige ghargg: of senders; the
instructions to receive source funds fromthe sender

conprisge | r e r ' . |
Sour et unch i apieh Ak of PR Bt HhEL 4 plofln the one or
more eketroeic sokeas dorhpudsel blsided electesisc tokemtet er m ne t he anount

of the recipient funds conprise instructions to

determi_ne the anount of the recipient funds froma
cunul &% ve %we@fﬁapﬁ@ PrstryFecttgd pyclaipy st wherghithe source

funds &£OR tht Bt &he of ford Bﬁn(fwré?ééhioﬁiQQ§ éns and ﬁk%@hde??g énggymous.
at e un

in claim?26 whereln ast one of the source-

contributions is in the forn1of.one or nore el ectronic
t okeng0. 28 Themeoneyrieapsier syséherecgyd inerhaimel wheteinn ¢l ai m

26 mhgéekp anmlea%t gﬂffﬁf tﬂ% aoqrce-fund
cont r i BUITEH<CRIPEISPH2 BIVFAEY 8h¥ndTr enci es.
the instructions to receive source funds from the sender comprise instructions
to receive a plurality of source-fund contributions from the plurality of senders; and
the instructions to determine the amount of the recipient funds comprise
instructions to determine the amount of the recipient funds from a cumulative value of the

plurality of source-fund contributions.

27.  The money-transfer system recited in claim 26 wherein at least one of

the source-fund contributions is in the form of one or more electronic tokens.

28.  The money-transfer system recited in claim 26 wherein at least two of

the source-fund contributions are in different currencies.
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