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SYSTEM AND METHOD FOR MANAG NG COMMUNI CATI ON FOR
COVPONENT  APPLI CATI ONS [ 0001] The present invention
rel ates generally to a conmmunication system for
providing comunication to a plurality of devices and
specifically to a system and nethod for managing 5

comruni cati on with conponent applications on such
SY STEM/ANESMETATHERORDLOFAGIRG COEMLBNCAIION FORECOMPONENT

proliferation of wre| s, there are a .
continually increasiﬁﬁﬁﬁaﬁggﬁgg%¥ wi rel ess devices in
[0001] THS %rés@ﬁ’taane-ﬁﬁ% Qeﬁ&:\él s&RrdIRCldIde copRhlnteatiBh eﬁf@@ﬁ??@r prov1d1ng
per sonal ita assi stance (PDAs) with wirel ess

Commum@qgwﬁ,acm @ﬁé@bﬁ?qslﬂﬂd@eﬂﬁ%ﬂw piestan ond meethagdefor managing
commuml:z{th)ﬁ w&l'P coé;geﬁo%léﬁ{ a%%hg%’t ofls %H shilEadvi ﬁi aciease of available

re-app |caF|ons runni ng on
such deV|ces have increased their, utility. For

BACKGROEND 6F THie IMVEBITESS! devi ce may i ncl ude an

Ilcatl that retrieves weat her report for a Ijst
(0002] Dy tofhe praliferation o vareless nawrk%é S16 AT ﬁﬁ?nta}qa[imncaeaasr@rnumber
of w:relesisodéh&g {hOfiscHoHET MPese a_&gé‘e% ﬁ@lfuﬁéé\@ﬁ@mﬁp@lépgéﬁéspg?rso%ai digital
take advantage of the ability to transmt at a t he
assistancen{FI2Ag)s svithe tinotelks icomoruierativn qapahilites, ttwoelyy pagerssafluthe like.
Co E’VL etg to usel'rqg La:bnln115daddt|o tovhe. .
neurrent nﬁ‘Hﬁ BB GO © FUE T Pi%e PHOVHC APPUFAICRF Eyining on
such devibdPBEveOIncHRAME BRir ukIRH! I FGt OIS HUE GRSels &R may include an
devi ces, and conplexity of dellverlng | ar ge anount’s of
applicatiog ghay retievesen waathergenort Sw\adliss of desiredfaitinsras aappplication dles allows

suserto RS0 e RO kb OSGAOBRY TOBAES T 890l coms
data of th\é‘&blrﬁefsvnét&f&rli b erdghtd ﬁf@id&ﬁme@%ﬁﬂu@ﬁﬂ%x&es%dﬁs@fs often in
native applications, Browsers have the advantage of

addition 19 gjoiR eRIARUAISREOR. o Haovespie e do gh Dipthars of dufferenioties of devices,
Yy
restricted g%ég%\e/a f %cg'[éé’ g v1§érsé argcfe S&élgg gﬂf dgliig lcr:ﬁr:lgé%rgg ﬂ%no \é%g %gta to the
devices, dbvekbﬁh@);oﬁwarmapﬂma‘t&éﬂm rSﬁfamstz&ixfﬁdnilt@zlnd hintdérmsuinig task.
persi stence of dat a contained in the screens. A
[0003] leﬁﬁ%reﬁ? cHRIEB 18 EORRHFo D, COTBRceler v Vel SandesS tiovgh Tntemet
based Bro'vx@&x% NN naftPPhpAREHQRS I§1%5vs&rs M€ ke ﬁfv%ntagé bF 6LiRBhdaptable to
tools for designing platformindependent applicattons.
operate onAg @Wp&@fcym tistsffor emarlﬂiwmf ditfe2Bt demiceso hme]mstvg a disadvantage of

requestmgaB aeirsd gli’cégp]o erflt&ag\? (0 ltlg[\ﬁ::)e Xec#}éef é&%‘)e efvé?ee S\ghmh hinders the

persistencél @Y daes chiaviged if kg &!ﬂéen@ ap&ulthér Sadabtab®oMBBGE&ESs that the
the application may not be executed or displayed as

screens are|gafidered . at Paptinhe whidh eansher repouresli indgnsiviec adppdisaigdnsdnr browsers are
andw dt

r nifi nt transfe :
efticint q1ftr Gafirdfl SRR idPREEL st GRHcy BseBRRE) flfrepe romime
environmdn®, rép@riesdiof @ﬁeﬁ;ﬂ&tfomg eXécu@Sthe bame application. However, since different

wireless devices have different capabilities and form factors, the application may not be executed

or displayed as desired. Further, browser based application often require significant transfer

- bandwidth to operate efficiently, which may be costly or even unavailable for some wizeless

devices.
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[0004] On the other hand, native applications are
devel oped for a specific wireless device platform
thereby providing a relatively optim zed application
programfor a runtine environnment running on that

pl atform However, a platform dependent application
i ntroduces several drawbacks, including having to

[0004] Og e |asherhand; prive, aprlicaiensoret fdevelonsd fapst srestficowimglegs device
5 -heing ot Lvel n.size. y i ng _ _

o, 085430 SO UALIP JFLEE o FLED RS o o i

environmeypiunniag i nthdeplatfoper Hovesdr, explatfomn cepasidein application introduces

rogr.anmm ng..l apgyages .such as_Java and C++ to ..
several d{3ghBelFS SR RRAES Jo SR BRR SeryopscRt thesgare depligttion and
being relﬁﬁ%i}qgfgfeqh%gepﬁl%fébp 4808 nRERY F&ofrce BFMRAI GRLEQMevice. Further,
systemtor nmanagi ng cofmunication wth
applicatiopclepelopers -risad espaieptd withi rogracamiog Vangesgascudivas ddva and C++ to
o uutni&%g@te at.IFast 10 sone of the aforenentioned
nstruct JichIEiXR ARRJICEUOTS pARY OF THE | NVENTI ON [ 00061 | n
accordance with an aspect of the present invention
[0005] Syste@iscaridSmpthods dRdioadti ARRIn FRVIdeN cOAlrRWRSE EMBdm ffer managing

.managi ng conmuni cati on between an application .
communigation j¥ith gomgorenibatdmpplisstions srndericasntoohyéale o8 mitigatgtat least
some oftﬂeeﬁéﬁen%ﬁm?eﬁcdi&a%ﬁ? ¢er: the application gateway

server conprising: a nessage |listener for receiving

nmessages fromthe conponent applications; a connector
SUMMARVYH3Y $HENNOGARTIAN NG a plurality of connectors, each

- of the plurality of connectors for, communicati wth .
[0006] In Gedrgindfot i 2 sth cE D BREH i, e s RESAd Hyepplication
gateway HRS YS! SlnaSiRfRokihilfcatBn RIREIE al ra?lﬂﬁ‘(fatit)ﬁ rexBERMESH! £ Quntime

) messages received fromthe nmessage [1stener and
environment 2915 @i devigey andhadn least ame aaskendasedennibe afpplibation gateway server

comprisnf, i bl R R LS YA 3, 0o s

~ connectorisGbdy@teBEcoigthidgOd plasdtity FESSAS ol cachCHIRSIBIREILNDL dbndBctors for

origin of the nessage. [0007] In accordance with

- communicaHBg heitha§pcer HROTe hasspriaied nbagkend ngerems:t Bemessaging subsystem

comprisingi) % ﬁeg%%‘e R qgﬂggogéssingggg%gkg r(é‘germ’('qur&%tthg e%%aﬁgmstener and

I'on gateway ser ween an applica
transmittingx e it6 ol Bssaciatet Nériemef €ty iphaalkElNdf eonkcdeyi A adfimanication

. t .| east, one_backend server, the method conprjsing the .
mapping 19 Aﬁ“@%@%f"’: i ¢ iPHyalits of cguaeqtors is fhbe ¥ind) for saghoessage in
i B ' ; mapping the nessage to a
accordanc(éjlgfsl% nat %glg&%%% eeg%%é'erver in accordance with a
predefi ned conmuni cati on mapping and an origin of the
[0007] In awsdages withlanvther angettiod treps st inventior thereeis tporvidad a method for
accordance with the destination ackend seryver; and

managing GURMBIGHER 1AL SARLEALER BAPWAYSCTSE REMTCR 87 gRiicasonpyeppiing in 2
runtime el ¥ERGReRT &N delricd Fhd BRAWNGShe backend server, the method comprising the
steps of: receiving messages from the application at a message listener; mapping the message to
a destination backend server in accordance with a predefined communication mapping and an
origin of the message; delivering the message to a connector in accordance with the destination

.

backend server; and delivering the message to the backend server.
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- BRIEF Dﬁgcglgr

100081 An enbodi nent of the invention will now be
descri bed by way of exanple only with reference to
the following drawings in which: Figure 1 is block
di agram of a network facilitating w rel ess conponent
- applications; 5 Figure 2 is a detailed block diagram
t he application gateway shown in figure 1; Figure 3
KﬁﬂQﬁB@EQRgMH ssage |istening application;
i.qura:4. i 3 - d] 0 | Qs cl.e subsystem .
10008] AfLetofinker D ARl P31 R b BeaihbRT B T B oty wit
reference saitheyfsllewing dravgipeinbyhish:a bl ock di agram of a nmessagi ng
subsystem 10 Figure 7 is a bl ock diagramof a
.transf tion suhsystemy . Figure 8 is a block di agram
Figyre) s BiAek dingrars o a Jesaik facfitgingwaeless comprogent agphghtians:
Fifre® i§ §Efallbd bRURAUBEAILS thEaBplicarilf ehRway hAGKird m
%Erea TI 0ggi ng subsyst'em %’ié‘gﬂi 111 igs a %Pﬂcl)ck lélldfg ré?ﬁ
Figiire 3 is o blackulizgraroof 8 niessage disteniity d#ppljcationl2 is a bl ock

TR A i Bt B BT CeeS ey PR OFi ure 14 1 a

Fi%aheglqs BioRR R oParPidinf@nlOsibspiMal ; Figure 15 is a
| ow diagramillustrating runtinme initialization;

Figyrg @riza bck dliagram efa dieagpging subbxstamat i ng di scovery in

. t r t: 20 Flgure 17 is a flow
B P |k (Rier Y P 3 TRy sPhBleBionse to a push
Figure 8iaa bloek diagrh b4 66rinebiog witdydBmi S a fl ow di agram

Jdllystrati n%_di scovery in response to a push froma
Figige iy blogk diaceum of £pesuriy sthsystems; f | ow di agr am
Fid i [ S¢.0N0] onent application;

D o ot ot i g
Figurk hbvd eblgoke diagoin conpoifigntatiepplibsyatehgn i nstal | ati on;

. Fi e 21 is.a flowdiagramijllustrating processing a
F‘%gi%{fe"l W’&g@ﬂ}r%ﬁ?n‘gﬂ&‘eséblﬁﬂyﬁfﬁﬁi on; Figure 22 is a
Fidur®W3 & ABbAUiallatSof Adibi¥ ROl fdrcat i on subscri pti on;

30 Figure 23 1S a flow diagramillustrating delivery
Figwre 34 ot blpeledipgam of3: provisioning server;

Figure 15 is a flow diagram illustrating runtime initialization;

Figure 16 is a flow diagram illustrating discovery in response to a user request;

Figure 17 is a flow diagram ilustrating discovery in response to a push from an
administrator;

Figure 18 is a flow diagram illustrating discovery in response to a push from a service
provider;

Figure 19 is a flow diagram illustrating provisioning of a component application;

Figure 20 is a flow diagram illustrating acknowledgment of component application
installation;

Figure 21 is a flow diagram- illustrating processing a message from a component
application;

Figure 22 is a flow diagram illustrating notification subscription;

‘Figure 23 is a flow diagram illustrating delivery of a notification;
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Figure 24 is a flow diagramillustrating delivery of a
conponent application upgrade notification; Figure 25
is a flowdiagramillustrating delivery of a runtine
envi ronment upgrade notification; 5 Figure 26 is a
flow diagramillustrating schedul ed task delivery; and
Figure 27 is a block diagramillustrating a conponent

Figppl 24 &t a dlow Diaganl HisDESGRABTTON oD JddipdRREFEpREBtion upgrade
ENBODggE [00091 For convenience, |ike nunerals in.
t he ?Fﬁklon refer to like structures in the

FigtrdW NG a flivefRagrhGilfuStrdingui&ivery af GORIRtieC atdiAment upgrade
Infrastructure is illustrated generally by nuneral
100.notifigatie conmuni cation infrastructure 100

. Iur 2, a
Fi ugrrrmgnl %gl onc lhﬁs}é @%ﬂheﬁm%&%[&%gftl&e?i’ aélgt eway 106,

Figid 23 iPh bloak tltagreﬁﬁ ilheekanch &ﬁﬁpﬁrﬁﬁﬁapph&&loulOOlOl The
wirel ess devices 102 are typically personal digital

pEratL i3 B kTN QbR A R AORIEEN her” cv cs.
[0009] FoE%SHveﬁfenEQ qlkJ:FhuYMefﬁé ﬁ?ﬁe%é’drﬁﬁ%u 10%r foﬁ‘ﬁic”s‘i’ﬁr%uﬁesr ithd HBwings.

nvi ronnent capabl e of hosti l'urality of
Referring cto fpgmert a @pphmmeettlocnsfra{tﬂ(am&d lscdkmtnaiedngewplﬂy batrivoresal 100.

conpri.se .ope or nore data _conpon present n.
The comEylsafig SSRGS sgalaeﬂéeanﬁoﬁlé‘fﬁ?@ Hnramics fices 102, a
commum(‘!ﬂhbhtr@ﬂvdrﬁ 1D4Shh ldﬁﬁlv_ﬁtfaﬁgn Gtk t 1080 ahR B P@ERty SUBALKSd services
Ext ensi bl e Mark anguage (XM.) code. The conmponent
108. applications can further 20 conprise workfl ow

conmponents which contain a series of instructions such

01 TPEELL 0L, R4S, SRR RYGETPBR. s s o

Blackberr}'% beRes&irch i Modoh fier aaplple dtut ang iAclede other devmes Each of the
onpartmental i zed,, a cormmon appl i ca n.can & %ten
wireless dpype%malpﬁlpges WPE’S§“B‘§WH?W|C€W ge@l(hqsg%gﬁ rﬂ&y of component
esentati on conponents w thout having to rewite the
ther conponents. Further, large portions of the
responsi bility of typical applications are transferred
[0011] Codfponentt Fapplicationsrec@npriiseo n:mgntorf orore odplenenmponents, presentation

componeng% ﬁp@g%ﬁeg%age ;E%npgrgq&, V%g%l are \fnﬁé SN ng&qtﬁgﬁeg definition language

such as FH@STHlOMPRup [AAALe TRBIW E6dee Thed@hhsoentl Sblith€orisNcan further
conmuni cat i on with the appl i cati on gateway 106 vjia the

comprise wgrhﬂgpm eommpasants echigldy ¢onty a sp@@smfdnst@cyonq fweh as written in a subset
at [ rk_ 10 cl ude sev

of ECMA%(&%%% and ¢ %U%rﬁ és%g in Ihe 11.1} Ael?(ess 0dg in some; Taa%rfaléntatfons Therefore,

since the dpblicatfon@ AfddedradaRnsaitalZed,lal dorameh @pplecatio chiebd written for multiple

devices by providing corresponding presentation components without having to rewrite the other

apphcatiof%

components. Further, large portions of the responsibility of typical applications are transferred
to the runtime environment for component application. The details of the component

applications are described at the end of this description.

[0012] The wireless devices 102 are in communication with the application gateway 106 via the
communication network 104. Accordingly, the communication network 104 may include several

components such as a wireless network 110, a relay 112, a corporate server 114 and/or a mobile

4
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data server 1 16 for relaying data between the
W rel ess devices 102 and the application gateway 106.
[0013] The application gateway 106 conprises a gateway
server 118, a provisioning server 120 and a discovery
server 122. The gateway server 118 acts as a nessage
br oker between the 5 runtinme environnent on the

data servei Il élfes selajing dats btOceartbe whireldsadkdnegs HEr argl the hpplicafihe gateway

106 gateway server 118 is in comunication with both the

: provi sioning server 120 and the discovery server 122.

The gateway server 110 is further in comrunication

[0013] Thal dpplicatidhUiabdvdyy1 08f cdnfifisbag kerdas geMer $18, k0 ovsishthgdRrver 120
_web services 108a, database services 108b, as well "as

and a disgayeey senelel i dhieseatewaeserygatl8 asts 45 p mehtage beoler dietween the

. t ' t id D
wnime <o BRI WIRISBLENEK: 1958 o Gud R UAEEL A A ey
server 11% isainSionhwnichjoactitihbothsthe Brotisionihg cGWAP)2@asH dvdiscovery server

Dat abase Connectivity (JDBC) respectively., Oher
122. The ggiguay ervefatites Ve FampyBication wHB arplghifyeafthe backgnd servers

: . f i i .

108, suchph U89 ks B COREEL A D950 e iy B Ui 0t
via a suitablei lirika|Hoy eparopli sthe gedway sérver 5k is icomndotediwvigls thelbwdbsderviges 108a

vari ous t ocol d.settings, includi
and databigh 2 ¥eps, TDEP i ST, GReFbrAcers OISOl A QAR g, Taya Patabase
Connectiva @f I_QBC? hpdiveBi OfhedBlpRs 8L b¥&End 3GvertNORGINRANAIBSBLsPonding
_ .. may include a Uniform Résource Locator (URL) for the
links will bepanipateat iconperaereofkgrdieryakill imbead. wel | as its

encryption key. Alternately, if the wireless device

Ny A N4y al: Ly visi.ongd. .w th th N .

0014 ExdREi R Bl Rt S ABRE N e O i s
protocols girhdettingd JRclviimgtchandmibity enfdahaiondor e chblforatd BervBohid d/or the

) device 102 _can then connect wth the aEglication
mobile daigsegsay .08 heseaparpaetery mey inchide alipitorm Reppusen bogajor (URL) for

_ v . L our _
e sopiE Bk cdl FOERE b RGN S B3] B it
device 102Tisenot appallycprbizivngd tvatethe SRV end ddByptival ke thelyhmaebe pushed to
. , layers service,. base services |ayer, 202, an
the wireless 36riof 407 ot (8 FRAly QSR FTieRd 1 o bF mDHC dstiogt0% can then connect
ith th htidiPda h i o2
e ey Server 118 Tr her FnaPLaes dReati i ot 4t on
service 208. [00161 A provisioning service 210 and a

[0015] Re@girinmiodiigurs @ o mnge datziled weywrof viadapplibgtianhgatevavi0hiioshown. The
... 25 server 12 nd,dj scovery seryer 120, .respectively.
applicatior B39y’ Firvp 21 BHRAeS TRVE My b BiruisRo e B ioky v 202, am
application?@de @iy edrSichasdyer 209 ABA AniDERARIH BfviS% Ib PRI 208 PheCASplication
“to other conponents in_higher |evels. Thus, for
gateway segyes i B durther indydes s tadministrationservigesiG8e at i on gat eway
services |layer 204 and the application services |ayer

[0016] A pl’rér?]@ifo,@g&ﬁ%}v‘iéezﬁ@&% aSTiiQQAJeﬂgg%.@iE? %Y‘% %ﬁel: 5BGiaRY ?;3 ¥id SmisiQning

ase services layer presen

- server 120 andddconeny sertdrel 20, respectively.

[0017] At the lowest level, the base services layer 202 offers basic, domain independent system
services fo other components in higher levels. Thus, for example, all subsysterhs in the

application gateway services layer 204 and the application services layer 206 can utilize and

5
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base services |ayer 202 includes a utilities subsystem
210, a security subsystem 212, a configuration
subsystem 214, and a | oggi ng subsystem 216. [0018] The
appl i cation gateway services |ayer 204 provides '

wi rel ess conponent application 5 domain specific

servi ces. These services provide efficient nessage

collaboraterwitis ther subbystomsamcthel dhseveryicdsdapadi@n dnss penent Eathodmaent, the

rovide w.rel ess devigce.102 and co nent application
base serfitese layey S02 iR BEEHEnLINES FHS HFBSeRe: BntfWeRbY LIRS 212 2

' couﬁguralﬁ&fﬂ)&&ﬂ%?&téxﬁ@lﬂ,aéxﬁvi%gggg‘éﬁﬁs%tefna)’i%f 204 includes a

I fecycl e subsystem a'connector subsystem 222, a
messagi ng subsystem 224, and a transformation o
[0018] Theupppjicedon 2a6way e[aG2olpyrha04 ppsvidest Wunlese eqmpensnt application
domain s | i s(f%vqges§l Fiies@l ertvﬂt(eis ! Po%i&%;f effur:]i% é rrn%shslaéee d‘étll’lsrfoermaz’iﬁgn and delivery
%rOV| es éxterna proBran1|n érfaces anda user

to backeridndyStehBCIHB Al froviiebsiydesndeviveoMi2dad ympdiend gpptication lifecycle
| ayers. For exanple, various applications, such as a

-managemepsy \Ipdhe present gatbofiment ihe apnlisation aRtPWAY sevisas laxgi 4 includes a

lifecycle @ﬁ)@ygtgﬁt b?@, 2NEhnRedIBS SAES steinS b @,i H9ma8h iilélg?#g%%tem 224, and a

provi de external programtintertaces sin

~ transformatomanbsysine 2p6.i mari |y with applications on externa

systems. Simlarly, an adm nistration 15 application
rovj.des a user ,int ace rovi ding .a user with.
0015 TRt opGettiredeyeh e vl Bpia) e ginfksEs prd bisgidss extermal
program Bedrfey a.l‘i’@tu_@e@ﬁi@e[r%gsoﬁ§iﬁ%‘%ﬁ§§y§terﬂsoﬁr%gidea h§: the lower layers. For
adm ni stration service 208 is responsible for .
example, yaripws spplietions syoht avrrnisgeq @soviderdiienyde ragplientions atpaskaging

Wi T ration

socaiol {8381 S5 Y SBTnR FPou ) LUEARC TR EOLRY e e s
communicys F)ﬁfﬁaﬁil)a gvitls bppliatiGizdom Gtennal t Syafehan Sfmigtefyauint adrd@istration
. . inplenmentations of the provisioning and_di scovery .
application gyrqyidessa upqydpterfaqnby peiding ft webWithmbiligy dpiasess gad potentially

: Y, e ' LN detail as follows.
InOdﬁyap%@%%ﬁ%ﬁ%%$%$§?%H?%§§E%%@?%g%ion [ 00221 The nessagi ng

i stening application provides an interface for

0020] Theeadninishgtioe seages 208 o raspansitile doe selminisiratbe  $PPerasmessages,

administrq;vglglsnggtflﬁ 33% ésrs] %icgg {1 éﬁqsm%ggp{%}nv}an{sﬂé&%}etgg ggeg.p%litcgt?on gateway
subsystems! SHPPbAY ARP!digMy Ofy st ApkhystiRYt hgRt | LRliRSuhtisd  dhedefault

] source of the nmessagé is valrd. [00231 Referring to
implementatigus of tBe prdvesionisg anrbdib¢oyerymiengcesppl i cation i s shown
in greater detail. The nessage |listening application

incl udes  t e _li,steners; a ificati.on, listener. 302
roo211 Tog O o GEeud AT bR o il B b e
_ servi ce acknow edgenent |istener 306. The notification
Messaging L3dtewiap Ajjplicaieei ves notification and response '
nessages from event, sources, 108c _via a .
[0022] The messaging listening application provides an interface for receiving messages from -
the wireless devices 102 as well as external sources and forwarding them to the messaging
subsystem. Further, the message listening application typically authenticates that the source of

the message is valid.

[0023] Referring to Figure 3, the message listening application is shown in greater detail. The

message listening application includes three listeners; a notification listener 302, a_compact'

6
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notification interface 303. [0024] For exanple, the
notification interface 303 nay be inpl enented using
Web Service (W) 5 Eventing. Web services often want
to recei ve nessages when events occur in other
services, such as the event sources, and applications.
A nmechanismfor registering interest is provided in

_ message ﬁ*t@mﬁﬂiibyld\mwbdbasdm pirivien ach@vﬂa@mdnplistomrd@ﬁi Hde natification

. ot o service, referr s a : .
isener §EE0RE s, R GAFulia0d SRR BETREIS oM YRl shgtys 108 via
notificatiGeindree 308ferred to as an event source for receiving
nessages about events, referred to as notifications.
the event source notifies the 10 subscriber of

' When
[0024] Fogrexamples theinotifigatiosrinierfaee 3¢5 may hsiEplenented using¥el Samice (WS)

Eventmg.cwgitvﬁg§ gf'ﬁgﬁ Waln® &(gge%\r/w%%esrsg%e%' %ﬁefh E@e%?sa&%ﬁr bl Bffer services,

t he nobi evi ces la a npact nessag
such as thendvenf soneceS30dnd apphicativis. @ shattenised ﬁorcregﬁtekingvﬁtadgne ptovided in
l.i,.stener. 306 I ves, cknomﬂed not cat | ons
the are by S S Rino: [0S SHbS BER Siies SMaiPes for o8 INeb agiviee. referred fo
as a subs@rﬁfe‘k" t%eregllst@ff flidaGewvidP dnotk@WeBise i fr&ﬁ&@d {d & &D&edrt source for

304 and 306 recelve administrafive messages from
receiving Itsessa'ges alemit nvcsrtts, atfieond maamcmﬁcaﬁ&lw i When thestvemtiesource notifies the
ni strat.i erf 309.. [0026] In the present
subseribefithivenh s {er etk BandFS Epdinehoos 303, 305, 307, and
309 are configured using Hypertext Transfer
[0025] Tlﬁf@hq{a@{ e gs Ilﬁ&ﬁermﬂﬁgé&fes RASIQER | fred Gie 1%661% evices 102 via a
Socket ég FWTP/HTTPg% However, it wll be
compact messpecingrige B)S-a The mnbie shia sepdes ackmewlegemenhhistends 396 receives
0 [ o]
ot acknfARBSRABIFLRED 18! BETS B8, 5068, 08 Gl BRI s
interface MC diath glhe, thesstigtenads 392,33 (BI%dtJ%nﬁm'ﬁre adrhihibtibtitleTissages from
yest, which js received, by the approprlate
the adminjsfrdfigh sérvicy RS viagy lister pdminsstptige Higdage Vonakes
mnimal transformations, and forwards it to the
[0026] In Qﬁéﬁésélﬁ an%ﬁﬁﬂféﬁ B Redbner [BrthdRA3H 036@3'09%(1 ﬂ@ &i‘é{%onﬁgured
opyi ng HTTP header information into nessage
using Hypelémi sirafgler d&ralediynenexﬂ—leﬂlsﬁmfaBemothwena‘ﬁacom r$ayket Layer

tif t he .nohi.l e data .service 116 a
arrrerEESY, oy BF Vil B oS ABIebna BFre AgIEh 1 S6° e that theso
protocols h¥2HdenASicble bk QURekisn ABSIE 2R Gthdr HROIBBSS ANS Hel 1§s€@ RIHRE desired.
application authenticates that the source “of the
Accordingis gﬁg@al IsEstems ttrpasmisbi | T BRAE 3y w¢cwst1 meh He received by the
approprlatE flst%%ne%s ? € hsFenerbl ) e?ret égrg%s&gg i Cgl](fis eaumglél Taggt%nnatmns and

forwards i@ Waihle dMshading fubspdiatned. aTRe thhgfolrhaid@R Shiduded@plindl TP header
avai lability attack solutions. In order to facilitate

 informatiqnyiptp messach@hiect dicls. Siobsyannme the &l TRokeader infargmbpa nagridentify

the moblleadm&rwgql Té’i’ gttl)dé {y JQI? %@e%i?&gleoa lgcﬂ'g Q@]ﬁ%ﬂ&%%@%?ﬂ% (5}glg1n%.ted

time rom any
conponent appllcatlon or wireless device. The .
[0027] Asqﬂ'nvmuﬂy rdescribed athe nsideyiistdnisg bpyplation duhsntitasisrihat, the source

s al l.ow for ecjific exceptions via the
of the mesgggﬁ\/\ﬁp étt tﬁgmo&n{e \gata servslc?e 1 6f the wf(relegs device 102 or event source 108 is

“valid. Further, if reliable messaging required, service availability is ensured and the listeners

deal with availability attack solutions. In order to facilitate this, the messaging subsystem

defines a threshold for a maximum number of messages and connections for a given time period
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service 208. . [00281 Further, since nessage
interception and replay attack is possible, the
| isteners detect and 5 prohibit this attack using
mechani sns that identify replayed nessages. These
mechani sns typically include the use of a nonce. A
nonce is defined as paraneter that varies with tine. A
from anyrbankadcarveb 08 compestrd mpplication loe wirshrss devicera e administrator can

m.t or nt & he unauthorized. replay. ..
modify thf WG R Rhte eior ae RREATR: PeRelEe SishE o Ry ipisation
service 208.th tine, it can be used to determ ne whether or not

a nessage is original, or a replay or reproduction of
he original 10 nessage. The use of .a nonce fo

[0028] F‘ﬁﬂ@%e‘mlqer@eﬁsﬁgf‘eméf‘é%ﬁﬂﬁéﬁ agd aenlappiiack 4 peeibic, the lisiengss defect and

i B R U360 Rt ARUGUL, B, oo

typically didhele the Glhenof E0] 11033058 Aumhceaﬁ; (haé'meélas: pagmeeatha vaoedhwith time. A
nonce caggg%{tgrgﬁ 4 evgg}athph gep rr@rkertlﬁ gq%qp@ﬁqeﬁéi%ges tlhe unauthorized

replay ort I%berdh&% ofRGResRR NBecaYCh ddReh Qh&ﬁg% A HBOWcahbe used to

he art and need not be described in detail, as
determmtstwinﬂar or 105 a mobsegens atighnd er e replay oz erdprmiwﬁ@oy«aﬁ the original

syste 003 Referrln to FEi cle.
message. Y&k G BT Brswer v Eapon trsie] gkt sHcin the an
and need hbif RCKSESLRIUR A¥ G S48 gtaaﬂhwiagﬂanéﬂt&ﬁﬁm alecutBRedi ce 402
and a device depot 404. [00311 The lifecycle service

processes device initiated nessages that relate to

[0029] qule@rwth@q teshnologiesy sylc as soweneing saintlsarbe dkrd IoRipvpRt replay of
I f
apphcatlclg &E&Xr&ssxggag@lt@gtp, glggﬁg tof atBQ tin‘fe]agingﬂ%l%lb g@%&riﬁ% Once again,
such tecldﬁqmaseaﬂeeghm dhi tha at zmdspeenB Inon bewdesetibab in distail; eas standard
, s device availability, a conponent
ankanﬁgﬁmﬁeaiv Hménstallatlon upgrade, or deletion, and
runti me environnment upgrades These nessages are
Lifecycle®HfMtbmat €d to and fromthe connector subsystem 222
via a device system nessage processing interface 403.
[0030] Rdsnmomflgm 4 |theeby°®bfdesmbw%n 239 tsushowar inpgrpatedalstail.  The

b||| uery for devi d
ifeeycle by St iesis RIESFL s i T RE R AR, o1 e
to facilitate this feature, the lifecycle service 402
[0031] THORRUPILE 8érfec WOR prbdesdirRyRY iNBiatdnBySi@R (RdcRndiot the wireless .
adm ni stration subsystem 208 via a device jnformatiaon
device 104u dreyruapast @vitapeeRibecyrds and the sempenesbmplisatit lifssyele. Such

'messagest @& 9’%}?@ d,% g%ﬁ{e”{ao; b ARixBUS) géﬁgeg g(%%%s&a%ﬁ rJra&ﬁBéfQ&d, Swireless

cation program

device SWd]i; av‘&dessde(wi\ﬁl 5%a1fabﬂ1tﬁu€ repnpgnetdapphidatiann glsthﬂut'lmﬁ upgrade, or
i nformation. Typi cal |nterfaces i ncl ude t hose

f or
deletion, 3pdyaghmMG CHRECRTTIE NagEdefe i hoge icggeT 3¢ fommynigared fp and from the
connectorX@BEyRtedt 58 {87 RVt S¥stem message processing interface 403.

[0032] The lifecycle service 402 further provides the ability to query for wireless devices and
component application using various filters. In order to facilitate this feature, the lifecycle
service 402 communicates with the messaging subsystem 224 and the administration subsystem

208 via a device information query/update interface 405. In the present embodiment, the device
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[0033] The lifecycle subsystem 220 nanages a security
profile for each wirel ess device 104 5 registered
with the application gateway 106 in the device depot
404. Each security profile includes a secure synmetric
key for each device. This key is used for secure
communi cation between the wireless device 104 and
informatiap glueyatpdete ig?atfamﬂf@il&ﬁim;{lﬁﬁ)éﬂ@d Udieg alsbieoff Java application program

estos SEAOLRL 00 B IS oL o KL ELER2 e e
for managY'ng ﬂlecﬁﬁél@ésrﬂepfcegrs@éﬂfﬁ lhfd Elfidnk ﬁﬂﬁlﬁustﬁtﬁgn ?3%3‘3 h for
eV|ces with certain 10 programmble criteria. For
nple, it nmay be desirable to determ ne which
[0033] Th@a #&?ﬁ@lﬂtwb%m 230 imgnages @ seowsitalpreldledor gach preeless device 104
reglsteredé\%é& %ﬁsap%ﬁgdtﬁ)%ﬁ%a?{w¥ Ilﬁg 1MVI the ldg\%ge %e‘\)/(lrtcﬁiﬁ %g%%ec‘wr{w profile

Icatron 1'nst

‘includes fi lSéctdfﬁe Eymﬁheiricf lesyfok %a&d deieest ThisileR ik kel f(ﬁCa%c&@kohﬁnumcatwn

vided for facilitating the nmnanagenent of the

between th:ﬁ‘éw@ﬁ ée%%&%@émpnb@t@ﬁéawﬂ@yd% ce depot 404 by

the administration 15 subsystem 208. For exanple, the
[0034] méimeak S4mhAfdQRoR #Bﬁ&ﬁi&mﬁé%&iMh%%ﬁl&Qﬁeﬁ‘é@kiaﬁg' bdatohing for

a new version of° a conponent application or

componenmpplmaﬁioam wiithorenteint propG@B864blAcarid] agl s,eardhrfer diefieesywitk certain

servi ce 402 nmanages, t he st atus, of ach Iurall
programsggble sBEriined o HETEGs oL bt g driprhufie el ‘rponent
application¥td HBtaBBY bh QNNTRA tiAdlhs GRIREY Smivhﬁiﬁpsl\/lrél@&é 8R8ces S IR pecific

therein. Information such as the runtine environnent,
componegi@ppligssion instgdletlcat i on status, and 20 the wirel ess

device security settings are stored in the |ifecycle

e T, r cl.u . for wrer s

[0035] Y& Rg{h‘er yﬁfgcg/%té b%nﬁ%%;?fg%ﬁtggﬁge 4'013I aﬁrg\qdﬁg t\'/(\)ﬁr rfgflleltsaémg the

manageméﬁtVdﬁCmeShiébbﬁﬂcy plibsgstenesd(2 hﬁwfﬂ?elda'\l’i@e aﬁmitl-'-tﬂﬂt bpnhe administration
ggﬁ eway server 118 also alloms for the use of thlr?
subsystenp 208 yFqriexample; the adpipjsiiimsubaise ¢asrigdicaly theavpdlability of a new

version of 4 &ﬁﬁﬁ&xleﬁt %%ﬁ%dtﬁ)ﬁ O?rﬂ% flGhS enWibdlerdl © typically

exter cation gateway 106. In order to
facilitate Ilfecycle service providers, lifecycle
[0036] Agerdingly, 26 bfeoyr;ld@ﬁnha:@ﬂéhenmagcaattm statudeal edcht b a plurality of

assigned WFE{? t%vllgqrs] I ?r ! f@s ing the r wgggp{sl:rﬁ%ﬁlagg%ghﬂo,}aﬁ applications

stored thePéiﬁ' fifeahdtRA sah & hlelmﬁ@;ﬁu eheirefdn€ Bolipoaadeppli A1Ontshfus, and
i fecycle service providers and transmtting Phen1to

the wireleshdevigmseahintyrsgttingn agutiengd tie theddfgefeds depopr d be se¢uniy settings may
ntuce, (S o B o0 LR R ey

appl i cation gateway server 188 or send system

[0037] Theegsligaton Agtewway strat 108 dubaysivenbl AB8ke Biethird party lifecycle
adm ni stration subsystem 208 admi ni sters system

‘componerp ghwgieierredyigas i a@xﬂec gagvice proyidars,cuhich rre) fnicadly external to the

apphcatloﬁ %@e(ﬁ%ﬁ{@ﬁt | I S'otro‘%:l:' \?)h?a%ﬁﬁg‘t%' ffEey R gerqrﬁeaﬁijo(uders lifecycle service

ons
provider listeners are provided at the application services layer. The lifecycle service provider

listeners are responsible for receiving notification on all lifecycle system messages from the

lifecycle service providers and trapsmitting them to the administration subsystem 208 for
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provi sioning and di scovery services. Referring to

Figure 5, a nore detailed view of the admnistration

subsystem 208 is shown. The adm ni strati on subsystem

208 includes an adm nistration service 502, an

adm ni stration consol e 504 and adm ni stration

applications 506. The adm nistration applications 506
processiﬂgncFumrathbaﬁ&CMn agwir@nprozbdﬁang&mncqesml‘)e abpinistratipw gervice to

f 1{}2 50@. aFd servi @g E%‘Ef catt on 510, [0039] A -

CONHEUT G AR AR E?‘F‘é’@és%% FHPEYE AR AT R at or wi t h

the adm ni strator console 502 for admnistrating the

Admmmﬁﬁﬁbh@&bhﬁ;ﬁerﬂat eway 106. An administrator interface
3 cquples the administratign service 502 with the

[0038] Th%sasiagnﬁgawbwéwmz?&& BAMIEHETS e FYSIYR aBNFFHIRSS r BiSlePL devices,
T [

apphcatlosry %?ugeélgﬁgﬁé?lﬁesfst\?g g?ri)lgglﬁs\f}g:; t ﬁtiﬂir 3&5%1}1{: %E%%néggns of the

provnslonmgmmd sliscavéry eseapipés. c Refensg vicaFmore Sproproratdetailed view of the

nterf r exanpl e, J ap Ilcat n 508
admmlstretsﬂmsagsy\ﬂeal Fogvic BB adie FEOIBRIRYAE SHEHSER 20Ecincludes an
administraB@ s&oikck 302 24P a&nﬁm‘?&@x‘éﬂbﬁ dodofe 804VRRd a§1%[ﬁiétf%fﬁon applications 506.

Interface 511. [0040] The adm nistration service g 02
The admpmamaags @gp]mnpmn é% lra:,h;da T dviaoManagemrenh Eixtapsion (JMX) application
508 and envi r onnent ﬁid e events initiated by the
an aa‘éi?h?ﬁ%‘??%ﬁp&pa ?n e |ifecycle service providers 20
through the lifecycle adm nistration interface.

[0039] A@f&mﬂr efte@hcesilBcoripRE s adnthibigieol Withahd hdi@indstrator console 502 for

nmponent application using push provisigni

adm1n1strpté11g b janplicatien cgateyypt i 108 ke adpunisiartag qntﬁgfgée 503 couples the
admimstrﬁt%ﬂj QOSRL SpP l“hfﬁafﬂeoﬁe&ﬁ%‘ﬁg nstu'b%‘stéiﬁ TRANEIN &"ehv%ﬁHE YuRhistrative

nponent appl i cations ranti ning conmponent
system mmpgesc athemﬂmmmﬂattcempphwglon@ 596 aentoupled|to cedid efscfivothird party

adlmnistrgfg\?qr%% 1|cne' ))P %@X @p{goprgﬁ%gﬁ?}gr?@qw pl L cat 1ef Q'Fc.llgﬁgtagghgatlon 508
is coupled W& ?M)@%erfgc% stdald ;e Wdeserlice fSJ %@fbﬁ'ﬁbr@tcb@[ﬂed via a web

poli1cy. [00411 The adm nistration Service 502 is al so
service integfpofkl.bl e for administration of the wireless
devi ces 104. Accordingly, the adm nistration service

abeo re nding to wireles
(00401 TR depERREN Cytisk,y S0 RioREsehe (HhForar  itiichiichy ang, runtime
envuoanﬁVMé@y(ﬂ@feﬁ/ér{thmﬁuféB 5 teh@dngiaisuaior Yor the Vifedyrl lse&viéatl:ﬁowders
service URL, runtine version and status. The

through the|hiferysler afmiaistretion iinterfamy  Egamples ifrsush syents gnfflwéf installing a
componelgbzipph&éﬁcﬁ u411!1 %)ugle ogﬁoﬂj% q‘%ﬁ@é’ fife <\-% tern ?Egidmg the

er cC ara r's ery a Vi Cce

componentt#ppleaang m@ne lcompbhaits, aﬂdoﬁnglfcbmpoﬁﬂmappl’mnhs quarantining
settings and query _ for conponent applications on
componerp AR ICFE0e e e TIVENEA SUPRACTA RINCMINs: fIoMm <WeiAntige, applying

componelﬁ%%gﬁ%azlgg Rfe }ﬂé% E(ﬁ‘lptl hﬁl gfiﬁ% HeShh@he re Vieddtnddd? ?oxag’étllt'ug Ylpdate and

ateway su systems runt
updating thakhentatlindaisteatibngelicy.ngs, per cluster node if
appl i cabl e,

[0041] The administration service 502 is also responsible for administration of the wireless
devices 104. Accordingly, the administration service 502 is capable of responding to wireless
device registration system messages and maintaining wireless device settings such as the security

key, mobile data service URL, runtime version and status. The administration service 502

10
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~and performsystemrel ated tasks. Such tasks include
Vi ewi ng the nessage subsystem 224 runtine
i nformation, including nmessage information per _
wirel ess device 12 and per conmponent application, as
wel | as the nunber of nessages in queue, and a
snapshot of the nunber of pooled objects of specific
further supppets tHhebilidnionlisttdexices in acadrtianct ovitd @rddyfisqiefiltén characteristics,
settipngs at runtine as well, 10 as delete or .
such as GGy @HIEHGE Zorelkﬂpwwnﬁ%@@a’g@ém PO® 44 ings Reiropme R yriines and query
for comp@iRght SFIHch S dRIPULifiE AcYest he admini stration service
502 includes th foll om ng. The application gateway
subsystem paraneters are avail able for nodification.
[0042] Tirnedreinistretion egrviex &Rplalso privgdesdihe pdwinisiraser with thnalility to access

applicatioglggdatte%aargs%i)g}ﬁ\/arsi rouﬁ?mlfc g@tiogrégtfodf éugrs%gh{gg,gﬁr f@&’? %ggeeif applicable,
and perfaiPby st iroRtedafasiiay SOeH alRRS enclddy Fiehingl MARRSRZOBYbsystem 224
. .include all of the subsystem depots. e application
runtime igfrrpgRap, URludies mepwge dYATMainnaerr tvordess leviss J21nd pep component
. . ey | a S|
aplicaf 07 USRS of LSRR e g TS SRR A o pooed
objects oftypetificrtgpgpallid ®BniniAtraor & AR tamydife spefigsetihgdsat ridigne as well
packaging application to allow access by the
as delete %frf&%ﬁ%gﬁi@ﬁﬁmr@éveﬁsws [ 00441 The adninistration
service 502 may al so store discovery service _
[0043] OhELHRNaH0A and RENIEE protfliedr Y IHEldnGhRASHIH #rdice BOPlihGudes the
data service paraneters and security paraneters. The
followingdj %@Vmcgm igatewey cuibspsiesh Dacamettre arseavaileble for modification.

aut henti cate the.di scovery service upgn receiyi a .
Thereforep i AR, offe sEEEHEEcH T BBl i SRS BFPL g s runtime.
Database &¥@ink& g beSchnfighirddy forS 8 déhieliRAONIIREtH @8RWhY adafabase. This

including its URL, can be used to authenticate a
database m@yvingladgadlyplithe shsystera cdepoisng The mpplication gasgvdyc BRLsncan be

' [ i fegycl s bj | t
coniguredly WILHTRR Y SO o bSO ST 1908 ARPRL Skl o e
administr:aidii appHEEAtRhF06te allbve abEdss be tidad parsied. VARS »AUHLime] bdsssigned to
its IP address, user _identification and password. The
the packagipg pprlicatiom tapllogiaegess by hs PrpvissiRmIcEYSe-and setti ngs,
such as the application gateway public and private

[0044] ThESYdrRRRukEYn rsafgrcgsiﬁzn glagoélg& )é}qr@rd?scHﬁ&g JeficE eferdgxmalgz Kervice

_ communi cati on between the application gateway an
provider @sdantink| nmbge idett scovise phiane®id 2hd Fheurdy mpardnsdterat i ke discovery
. servi.ce 502 ig als sed for. registering addit.ional .
service Cf%%ﬁ@@l}gf@}r@e wii® adendaieaht tisfiRess srgca et fepeiipg agnotification
message thhhSEMponehChpptAY & alHGAR] EHRINED REA¥ Gfovider credentials,
_ _ application 510 uses web services for directing
including sterlREbecqy byivdat to authéntice a ssrsiceprovidenypm tageiving component
. ...adm nistrati. j 502 f j d deli
applicatiof g1 ifine, Sovigonmell e Vele e MR el seripe pafpeeterscan be
used to ciebi &Rt ddinRAStoflitd Gt S105BE Ah@CsePFiOY hH@indltid it IR Address, user
.. .. systemnessages to _
identification and password. The application gateway security parameters and settings, such as

the application gateway public and private key and key refreshing policy, are used for encrypting

communication between the application gateway and external applications.
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the adm nistration service 502 for processing and
delivery to device, if required. However, the JMX
interface 509 is an open interface that any nmanagenent
system vendor can | everage. The adm nistration
infrastructure is based on JMX technol ogy, which is an
open technol ogy for 10 system managenent and

-[0045] Thoadhimistiagon Eacice 50 &gd e nted S s tegintering eiditiungl subsetterng such as

Moeans ohjects in order to be configurable. These
custom cejpjegtorsanch [ecysls listges; g}‘éﬁa‘ﬂl’}lﬂh an MbeanServer
running in the process space of the object, in
[0046] TREGEh da0RE applicationd M0 308 ehi seAlidelTor diRRARE st Prdider initiated
application gateway 106 can potentially run in a o
system mpissages i ttheed azrnmt@hmrs@mcteh 2 ifer prooessinguissly delaiery mmglevice, if
run on different application servers, then each
application server needs to 15 have its own
i mpl ement ati on of the MoeanServer. Further, each
[0047] Sisnllslysthe TMI¢ apslidadoin 608 diadts gervivd pasvidg iaitiatdatystem messages to
JAdm ni stration Consol e, pr ovd'ngee,d by the, corfr espondiﬁ%
the adminjstration servase SWetoy Brocessing &ddeliveny ¥ drvicey snugde Hawpver, the
‘ ¢ . . .
JMX inte gég?]() eirﬁzﬁélr&e%ggtgggﬁetn %%S%%g%%%ﬁlfg{ %S/ggzrg]\fétgrﬁ)g B leverage. The
administratss agirasguculesipshased 284MEAnetbwloss segds is katopgneechnology for
either s s(iem or .co nent appl ication.l%@ecific. hebe
system “}‘?B@%f’é‘&i“hé“ HHLYiStiRen 2267 (RANIETECH YSRGS I e FYF & ffe OF Mbeans
objects it BFRIH I @AHeuABleNt EAARCSH Qs dlust BEI8AA8RA With&n MbeanServer
del i vered by Fhe application gateway 106. Upon
running in $egirgdengspace oitbe aE@sst, ireccosloneryivilly JsiXbspesifisiior 4
queues it, optionally stores it (for reliability both

onss) e B Sop 0 FAGAP I SRR B0 3P L ABLLANY R RAER,
some subRatany mag riror-didierent Gpplidagoneasay) then sathsyppliedtioddéries needs to

. shown in greater detail. The nessagi ng subsystem 224
have its jogy {aRISMENHEYS &6 he YReAnSsEr anbudishe S3ddy sulRypisMm Boeds to be

confi gure@r%ﬁ%f@geg)%ra% gﬁﬁ?ﬁ&[’atfoﬂt @&fs@fé:eprgglﬁeéf By Rl:}g ?oxir%gofmﬁé @Bhlication

e nessage li'steners” 2

required.

“server, o osingchied pstip sysdobmiiaR Xnotvkchotw &natassitid Gmctolaips tpeovided by

226 and ot her application gateway 12 subsystens. A
MbeanSefietsage processor adninistration interface 608 coupl es

t he nessage depot 604 w th the adm nistration
Messaging$iiépdeen 208 and provides an interface to adm nister

and configure the nessaging subsystem 224. [00511 The
[0049] Theewessgainbravksyistes0224 dapdsh messagee thasrary githeragyisiegt or component

. .. processi and forwardin ssages_in the X .
applicatiof BEETE 2 Phe Fipirbits §OoTem 229 B Fesb IVl fox g imtearity and
maintenaftRHTRU! QEssSRTY Bt ABlivelfEbiaises agtichiakedte w2106. Upon receiving a

communi cates with the lifecycle subsystem 220 to

- message, fhetmpssoging sulbsysrami 294 quabesuit: entioaplls sfogesvi desrelighilifhhoth to and

from the aﬁgg)p?ﬁ&%gatewgl liogféddoﬂ}éparég it %rﬁﬁﬁ&%li@? % R al @nlfde

[0050] Referring to Figure 6, the rﬂessaging subsystem 224 is shown in greater detail. The
messaging subsystem 224 includes a message broker 602 and a message depot 604. A message
processor interface 606 couples the message broker 602 with the message listeners 232, the

connector subsystem 222, the transformation subsystem 226 and other application gateway

12
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wi rel ess devices, the nessage broker 602 creates a
nmessage for each wirel ess device. The nessage broker
604 further perforns schedul ed nessage mai nt enance
jobs. Primarily, this 10 results in renoving expired
nmessages. An admi ni strator can schedule the tine and
frequency of these nmi ntenance jobs via the

subsystenasd niAninetsa gt pmne$mb&ysin'atnati{n® ﬁﬁajfacﬂﬁé)S mespleg ehebme:bsage depot 604

. 602 further mana scri. tlon ormati on and
with the 4R FALoR bR 408 3P B 145 aBdrFTIpE S A= b ERd pasfieure the
messaginf; 9@RFdierhn@4message depot 604 is used to store
|nfor mation about nmessages, any information 15

ated to reliable mappin ; messagi ng, subscriptions

[0051] T}éPn @%@%&eeb@é{% 902 nfsorasnensefe for a‘ﬁiélg@tmmt professimBsyint derwarding

messages IQQEM&B@II&?F&&%&B He g)??;iéy Qﬁ?ﬁ?@c 1§2tﬁe tcgr%ﬂ:% 09 B‘gsystegx The
ssag oW ng ess devi

message bkt 62 Io@ﬁu@.ﬁﬁ@a\t@ywitﬁﬁthe I’lifé)cyelet hﬂi&:yzﬁ%l ZPIOEfd’l&itneve information
.hessage fqorpat .or a conpact rressage format. The
about WitElepRagTAtes 04 28¢ coMpPRF 2pRlicalAYe il drfnessage PAPRIRS frgets multiple

wireless &é-{*i’&)ésﬁl%nﬁlessz b?(g«e? QP aGEatbE § SAORade d?aéac Switded dRfce. The

transm ssion over the air to the w ess gew ce 102
message broker G64 ﬁanbernperfmesmhmltrhmbsmagb hnam&adanc{eomsxl Primarily, this

sl o S5 BB S o AL ANE O TRLL SUOSYSLOM. ooy o

these malﬁﬂé%%ﬂ(%p@azﬁc(ﬁgﬂﬁ’fﬁbﬁﬁﬁm%uﬁﬁf%ﬁpt transformer 702 and
a deconpact transformer 70 each of which

mmuni cate with the nessage subsystem 224 via a
[0052] Thﬁso msatage 2gokert 602 dvethan sanagrsa sehsedptinuc informatidngeed broadcasts

messages Z(lel st%ér@l?e% {avﬁglll Motlf)@i,en t he_ message subsystem 224

Ves a roman internal subsystemthat is
destl ned for a W reless device 102, it is likely that
[0053] Thehmesyags det WO isheed o slvee infomatitn dbeas agesdges, . information

related to el fe g EHG TR A e 408 CPGF R BTGP

conpact transforner 13 702. Wen the nessage subsystem

Transfordafioh 8aBlpiésna Message froma wirel ess device 102 that
is desti'ned for an internal subsystem it is likely

[0054] TllermftnSfdmah@s salypystein 226 gransfotnire mesnaperc flowbes hgween the wireless
mess e_subsystem 224

devices ”ﬁ? 3‘%@?%‘?1 ‘ig‘ﬁ%g‘irﬁg@g &@g iploc gt a) ‘WF%?L Hies5p88 dgigpt or a compact

message foRhp@t ThS| iderid) ameRELBREat ti§ JOBVREIR for’ Ydternhl sibsybteS. The
apparent to a person of ordinary skill in the art

compact messagedoanalns vyedrier brmrrmpissiemavasdheain éxithe ovirdless device 102 in order

i on.subsystem 226 to facilitate custom
tomlmmléetﬁggglgd‘?ng ﬁ?d [00561 In order to facilitate the

transf ormation, transfornmer mappings are provided for
[0055] Refeteing itd Yignge Whthe rahsfaradtivnnaabiernn226l% dRwaciawredt@r detail. The

transfonnagzo\rlle rs]utgrs?zgtg%g %.2%%312133&6'502 C(!D[Elpgcig otlfl:lir?sfgrrener 702 and a decompact
transformer 704, each of which communicate with the message subsystem 224 via a compact
interface 706 and a decompact interface 708, respectively, When the message subsystem 224
receives a message from an internal subsystem that is destined for a wireless device 102, it is
likely that the message will be in the internal message format. Therefore, the message éubsystem

224 transforms the message into the compact message format using the compact transformer
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noted that a malicious transfornmer mapping could cause
an arbitrary transformation to be 10 perforned, which
~ may have negative security inplications, such as
executing an infinite I oop and exhaust system
resources. Accordingly, transfornmer mappings are
val i dated when they are deployed. Connectors
702. Wisnhby stessugk G0bsiiteith224c oeieed o messHps \fsdne m KRdeprdevicdeld)? that is
. ransport services. hetween the applicatjqn. 1 ate
destined RosanaRiFaak SWhaF st 1 Bt tEj?/ Slestrge 0@41335 ipifae SGmpatt fuessage
format. TIRAOFES thel hARSROUbS IR 98P rinsfSirsHHE MnesdaBE int€ BRRNBREM message
subsystem 222 Tecei'ves synchronous responses from
format usies thenlgtoropacs yrendomner 40d. pawdkbe apacont toa persowret suligary skill in

the art i 100 §n5in0 8 cul bOATES Gt Tt ibuPpl 226 to fuclitate
custom nfesRgY @222 i s shown. The connector subsystem 222
i ncludes a MDS connector 802, a system connector 804
and a set_ 20 of backend connectors 806. The MDS .
[0056] In; gwdeaciorfaghiatg dhe JippsPamaion, FprsIORIE A BEPRES 28§ dpfpvided for
dentiyirgnith AR RATRHL B ol M Bir ERCH Hess bl USRI 1t shouid be
noted thati 4 mdlk@wesasfensubsappingnc@id oause ancabirecgt dransformation to be
i, nt rgace 05. %20591 The JVD% connectqr interface 80f3. I
performeg, which fyay pje pegpliye Syl BRTICFRORS: SHCh Abexfepitpgan minite loop
and exhaf@\V 463 rdhirdeR. 10 \GlanSRenedfa hgsaﬁre vhll@ated when they are
conhector interface 8 is a Java APl for 25 nessage
deployeddel i very to internal subsystens or backend systens.
The nessages are in the internal nessage fornat.
Connect«%ro%?u%l Sehe MDS connector 802 delivers conpact nessages
3 &W'Pel ess device via the MDS 116. The MDS

[0057] TeORBAR T SihdyMemnk322prewddds ithipoat Qérvices Mhedhedie sikagpplication
to wireless devices 102. 14 In the_present enbodi nment

gateway {(fendmstesel dedingHonapiesipisbie he puired Paatpogrolerels-gEurther, the
comectol {5f Eu Pon e Bt Scu Ay P e B AR TR s and passes

them to thprtsgd subsystdm 0Fhfopheessdg@ndar ds can be supported as
they are devel oped. [0061] The system connector 802

| i vers .system nessages ta th I fecycle subsyst .
100581 RS i IEearh WO FA0 0 ME iy it SFIEGIST UPSEHE 222 is shown,
The connBRSSaB:NGerd U0 3 YSdI&d8s A2DSRRInh¥@5Y802 aSYSibABoRRSIGIRA and a set
to any of the specified subsystens is perfornmed by

of backendi eannectom] 80fal The MIDE coynscom@3rinsouped mithetho ancssagsesubsystem

224 via a}@@i%ﬁﬁ%&ﬁ%lit t%{efgtl:etné](@r glakrsggtgﬁsng(t%e écgﬁg%sﬁg%agf%%éﬁﬁecmm 806

- are coupldd@ith Askfada LMt 32801 al daghdttls ifRYRESE055t andar d

connectors, i1ncluding a database
[0059] The MDS connector interface 803 is a Java API for message delivery to the wireless
devices 102 in the compact message format. The coﬁnector interface 805 is a Java API for
message delivery to internal subsystems or backend systems. The meésages are in the internal

message format,

[0060] The MDS connector 802 delivers compact messages to the wireless device via the MDS

116. The MDS connector 802 works as push initiator to push messages to wireless devices 102.
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10 connector 808, a SOAP connector 810 and a WS
Eventi ng connector 812. Further, both the connector
interface 805 and the internal nessage fornmat will be
publ i shed and, therefore, third party integrators can
I mpl ement custom backend connectors as required.
[ 0063] The dat abase connector 808 receives nessages in

In the prebéif dnffodimé@lt thee MY QohRiciiRI80aNEppdkLABEIOpIER dsRAi hihe reliable
Structured Query Langu statenents. The

S ,
push to M1 rhrougl dh Streless %ﬁgaéq@%f%@m utVEAP) e Roh (PAP) standard
. . e
protocol, LSRRI E ARl an be Rl s A AR BRRRDSATT 104 1 or

each nessage, the database connector 808 creates a
[0061] TheBB&enmcamneddi 802 d&ldepy fpeemessadénto thx diftyels sithgysB@L220, the
... Statepents. _ The dat abase connect or 20 receiyves the
administrahion subsystet 20% Op e Ressapag F‘ﬂ&w%‘ﬁ at B Sy dFm fpgspages to
any of the¥PEciRBE 8@y itbmP Aerfofnt By dTESSAY] dﬁﬁs.ST'QéO%%Ee%%(ﬁrﬂleEtB?receives
i nternal nessage fornmat. %O [0064] The SQAP connect or
the messageq in dueintersalmmessagre forimat tahd penfoems davandBE aghts fothepappropriate
bsvst transforns themto SOAP format, and delivers the SOAP
SUbSYSIe aquest messages to backend Web Services 108 using
the Web Service SOAP bi nding over HITP protocol. Both

[0062] ThReBkénrdPEdh@eclose80GaintludRIS) craisitidard Behre@Bidludihy hedatabase
Webh Services are supported. The SOAP connector 810

connector 08¢ ar¥eeP weneckyrrtlit o sV 8 diyentieg gepsstordddaglythep both the
connector FAEHAESH0 id b HHEHAT HERGFT0maf WA UEREELEY MRrofBR, dird
party integratotsocahlimpleasaagisign badkens ceme2ds ad @G@ENdd. The SOAP
connector 810 further supports encryption of SOAP
messages to Wb vice backend destinatians throygh
10063] The [ gesh saRercirt S FFGE6E dRessgess o ified Hﬁ@flﬁoff@asasﬁ rmat and
transformSRemtiBroSRflichRed OB Ea\ﬁgﬁ%ﬁ:le(@d?ﬁ st QVE ATl daRMall EdMBector 808

appl i cation gateway an secure Wb Service are

‘then executepthey QL sédtements hgaisd meddstinaionl datdras¢ serverethrough IDBC. Using

. \WM&-Securi tocol is su rt.e 0066] .Th
mapping, §rgant detinEh Rroeeh mEred 88% “Gfbatenrinphg OSEAR creates a JDBC
connectioif @A §Eéirest Aiat/ors ehRafet Shé IFD)IV\BtatdMEd. i MthePAAIREO lcohitictor 808
handl i ng W5- Eventi ng subscription requests. 5 Security

receives tlsuﬁ%fy?é tresAl] o 7the Heatinadion rdatapasa pryet H}ﬁbzqml pAsessi @ibagk to the
messagingis@[&%?e%‘? mtutﬁg %tg}ﬁalqﬁ&?%%e%%%?t ems for securing

nrcatirons wt w reless device 102. In order
to facilitate secure communi cations, the security
[0064] The SIAS teme2ib? 8¢ ecogples nasschode dii Yipt SitemRa SAagesze format, transforms

ali dates signatures and_signs nessages., [ 0068 )
them to Séeél’et.%ﬁphfg apd A st °g %ﬁéﬂ%@éhmﬁﬁag%mslgﬁ[gk% Wb Sesvices 108
using the \?@9@&& 5 KB Rldites Rk 1T oRRGY B}PZ,&}& Rehhtd PRRYEIE ®all (RPC)-

12 includes a crypto intertface , a keystore.
style and DodvendnastylOB4&D Sendee @t gnggared. i TieeS®AR eoB8@8tdrd10 also receives

synchrono{jggé%i;;eiigfg{sgm 1@5%353%25 B)? %1% %%(ilfeﬁnig@‘gtfngl%?hfﬁen%oWCL Cs%tr\i/igeg, transforms

the message to the internal message format, and passes it to the messaging subsystem 224.

[0065] The SOAP connector 810 further supports encryption of SOAP messages to Web Service
backend destinations through the standard HTTPS protocol. It should be noted that end-to-end
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provi des functionality allow ng encrypting or
decrypting nessages, received fromor sent to the
device. The encryption/decryption algorithns are
~inplemented such that the default algorithnms can be
swapped with new al gorithnms to change the encryption
standards for the whole 15 application gateway 106.

security ddARBBE athRvkE YSb&heahé %Eﬁﬁéa@i@ﬂ dyagid tHeade@bre Web Service are
enerating encryption keys and storing and retrieving

deployed %élgigdét? segdirewd! of GoheoV STPesustygrratogelas swnsFtedce 906
facilitates validati ng nessage signatures received as
- WS- Bentifih 361 i InhEQGr thal Mpp@fid the WS-
100661 THEN S, ERenil SRR ROF Spde 2R SOAT- G 0 et S e
Eventing prayowmt fordaadlgg WSHES:nting sdsorijgen eghated wi t h
different algorithnms if desired. Loggi ng Subsystem

.. L0071] Referring to Figure 10, the |oggi ng subsystem
Se"“"ty%ggﬁ’ﬁlf\% in greater detail. The | ogging subsystem 216

[0067] TietRaAEC bSYsHE M1 QFoMBEEA@LHcdsOuRd AT bifikY subsydi@89 foidsecuring
providéers 1002, including a console |og provider, a

communi¢gtiogs Mol the sitettss deviced HiZablis@derdyg fpgibtatedweurc gagmmynications, the

iy S5 bl BB T g s

gateway server. The |ogging subsystem 216 further
[0068] Radbirimpso Figaketn the seutingabegtan a12is shogddn preaer flead. The security

1004, rther, .as wl] be appreciated a person of.
subsystemyZ 1 fnghudessa pypto eribee 49 a kégg?‘leil fthce i Eﬁ‘ﬂp f 8igh iy interface
906 for in@rﬁ&ioﬁ%ﬁl tpg)éul%?st_érﬁg 8 uRSppBAM0R §Ptewh 16@.”@1&9%5 iBferface 902

ubsystem [ 0072 e configuration subsystem
provides funotiorabity 4llveving phérgpiirigoor dgstyphiag rsaskapes,trecasvedi fr¢m or sent to the

. ccess r.ead-only configuration,par ters, that e .
device. 18 GG B ORISR AP IR B PR T b et df g ot plagrithms
can be shﬁb%é@ﬂiﬁlahb@naiggﬁﬁlﬁfsr o @hapeFit@UER rtiont B@ndards for the whole

__configuration subsystem 214 1 ncludes 5 a configuration
applicatiopgatemesd€6.1102 for providing a single point of access

configuration for the application gateway subsystens.

w00 AR SATVASHLSE IS R M i

rres an

retricvingikeyeddraqeised or  perform ng base | ayer services in a

uni formfashion. It is responsible for providing

st at el ess 0 reusabl.e sets of code to be used . '
[0070] Thepgratire mtﬁéfaqeﬁogq t?_c fat%Sh@@etHgaj@F%?a%? SigBYHNCH ToRgiveg as well as
signing m%k%%ésetolge trhinitEd, 'shhﬁérgﬁ fbbﬁﬁésén%{:?gal)g al gt ethedvalidation and

,JDBC I ntertace 1202, a Base64 interface 1204, a
signature dlgoxitensaire cddheqeplatedemith fifferent bldoBihmaif defirde 1206, a

| ocal e interface 1208, and a conmon interface 1210

Logging Subéystem

[0071] Referring to Figure 10, the logging subsystem is shown in greater detail. The logging
subsystem 216 delegates system log messages to a variety of logging providers 1002, including a
console log provider, a file log provider, a database log provider, and an electronic mail (email)
log provider. The log providers may be either internal or external to the gateway server. The
logging subsystem 216 further allows system wide logging via a log4J interface 1004. Further,
as will be appreciated by a person of ordinary skill in the art, additional custom logging

providers may be added as required.
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for coupling the utilities subsystem 210 with ot her
application gateway subsystens. The JDBC interface
1202 provides a utility for connection creation froma
common configured data source. 15 The Base64 interface
1204 provides a utility for encoding binary encoded
data. The UUID interface 1206 provides a utility for
Configuratie@Bubgseanst em uni que i dentifiers. The common

interface, 1210 provides a her common functi onal
[0072] Thq mrg‘ﬁuéaélopea{?w%%n A4 piavk etiléﬁﬁplé%qﬁﬁf‘e&at%‘yab subsystems with
n a t r
access reQ@ 'E)ﬁBf ?cgﬁrf?gglgﬂrcr&y E)%rg ié# éhegse‘irrg :%%Pr%)a Oﬁ%g.{: a g%ngggﬁf @Pplication
gateway s&pph'u iodializatiod0 Rdd@riag td qunad: kabe nglfgmpdtiwadubmtdm 214 includes

oV d d.as t . of th |LC tion 2
a configdiiRH (HGEER g Br 5% IS BRITRGE STHedt ROk Al “Em1 Feievgion for he
apphcauogrga{e% Wib®kess. devices 102 During a first request
fora conponent appl i cation package, the packagi ng
L Bpllcatlon processes a raw conmponent application,
Utilities sybsystemeferred to as a conponent application bundl e,
[0073] Th%rlﬂlklﬁreg Qlﬂarsg e t2 Ibci:!’m\\md%se!ig Sc{f s%ﬁ&%@bgssedqurar]-% and Interfaces for

he conponent applicatl

performm@dﬂdé ﬁyf:f @éﬁvﬁ:eQEn apatfotmefdsiion.atit tsnsespgﬂsllﬂ:@%rypr@wdmg stateless
URL det er m nes_what security actions

reusable sgtls(g gafgliﬁntgg;e used grnsiptenily ip all 0d the subsygtems; Jreferring to Flg%re 12, the
utilities st&&ﬂeﬂPClﬁgiﬂe&eQﬁDﬁ@p‘[ng%ﬁtcEq Oﬁ Oa g&?eéqu Yérﬁ'c@ ri%ﬁﬂ a Unlversal
VI Cce st or age ecurlty actions t

Unique [dastefier t(0UGD¢ umtedfavel 1206, a icrmlean&rlﬂab@m&ﬁ,lhhde atcnnmnommtawface 1210
bl i sher

.th conpon nt appl..cat bunle u
for coupligg, i ER CF O E e eV 4 At 80P 5 b EHF YRR Geetepy- The JDBC
interface I\Q@Q'p%xhélesoi utlig [PURheIR, &ea‘fr%htﬂJnﬁ QQBﬁnﬁﬁdcotnﬁéuféa'dﬁﬂl source.

appl i cation gateway signhature to sign the
The Base%@najw b’lﬂ‘ipmn@ndtes appllitg £oi emcoding binery, eoddd dataoolTee UUID

) d fi
et DRt ER0TALHF Bl SPHER P RS i PG on e

1210 proﬂmlﬁxﬁsotﬁékcliblﬁﬁm%%n&ﬁfnhp libfafiB$ requif@@Pi A will be appreciated by a
plication resources, and resource bundl es for

person of q)fd@ﬁtnr el inthesitppdet interfasesoulibresissiman beoasdded ag ragatisedv
codi ng of application data, nessages, screen

. and workflow. XM. is used as an exanpl e of
Packagmé%?ﬁ@?aftﬁured definition | anguage applicable to

[0074] The quickeginf applecationio pestideal ps ipa;atdfoﬁns appliCatiin IB@ for facilitating
.. .mappings define the rel tlon g bet ween _t he copponent
Pm“smm%ﬁﬁp? qogpt %Prﬁ’gc‘?ﬂ?é‘s 8F1 pdeyaces dfid- Tuyipgrastiphrequest for a

component b p%)h@&t eeaggﬁagg?s e[&%ﬁé 1n$ %3 TRERID rb&esgegf' n?glv component

usi I on Lariguage (W5
applicatlong\ﬁﬂno refertat inesl ai contpfomcstt appdizatom buatie, Xdid pmpmt; lf bor wireless

bi f
transmiss ISR ARASLIBLE, SELYICER B 2 sl o SO Bundle fom 2

'Spemﬁed location, typically a predefined URL, determines what security actions and processing

it needs to perform, and returns a packaged component application to the provisioning service for

storage.

[0075] Security actions that may need to occur include, for example, authentication of the

component application bundle publisher. Authentication can be achieved by verifying the
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docunent -ori ented or procedure-oriented informtion.
The operations and nessages are described abstractly,
and then bound to a concrete network protocol and
nmessage fornmat to 15 define an endpoint. Rel ated
concrete endpoints are conbined into abstract
endpoints (services). WBDL is extensible to allow
validity od Gsacmihiislimm c@ﬁiﬁmdqomim uaing thdhapplicathssggesay sgaatolieas sign the

0 s or .network ot s..are d
packagedy gt FORI-a ooV EVRISE: FHASOROD Bt UDEGLgE rifdgetes are
verified. 1 N this docunment describe how to use WBDL in

conjunction with SOAP, HITP, and Multi-Purpose
Internet Mail Extensions (MM). 20 [0078]
[0076] Tlmcmmnﬁ@tl appligation Rundlsstynigelly includes madyles saeh ah¥ML definitions,
| 1 1C
mappmgsr la%ﬁh %%3 drg u? S g%%‘éstr?éln glgn(é?ess i {or, lgﬁﬁ a{ﬂr)rrll Vs\lﬁﬁ'_;%aﬁtl tThe XML

definition®r ingluﬂat KML Thvidng ifospplichiioh idata, useshages, i deRhi Eomponents and
correspondi ng mappi ng, which determ nes _how to
workflow; Xl ig p1sgd, @s ﬁﬁs@a@@leagf app sfrugiared dstwitios @é&l&gietappll?able to

di A et each wirel ess device 102 is
« lngou |(<;quel:f%§l aggressa e Accordi ngly, return nessages
are pushed to the device via the nobile data server 25
[0077] TlmlmappingsaﬂeﬁnmﬁmereMibosiith\mantthe couglonergrappication and one or

i eved knomn i er/.device spe
more baciith st 10 B | it et e adPipE P e efigge web
Services E)ékch?ﬁorﬂL&nguE@é (W‘H}' eWSBLV [REfSPin MeQtindatAGR XML format
push perfornmed over Short Message System (SMS).
for descri m@mwmﬂiesea\ﬂm& &al 5GP rfélsiswntse@qraﬁmgm meRages consgiping cither
document: cﬁiseglyedc & bt egu%zor:}&n? t1 is'rgfﬂn% 'rﬁiee OOpC%tlg{lé hr;a.‘laldI | k?s’ages are

are e applircatron-as s

described dibpreadign @h@ ShenTb@urfdeﬁﬁhl reoBereienebt@erkl Brdtoidel Gad | rﬂessage format to
i ncluyde_localization jnformation for, the conponent

define an spiqiniaRelgted cRRCEieRsiPOINGY are|cae&>ﬁnefiaipt%%b81ﬂrﬁtft&nﬁmip@ services).
e L T
message foreats c[rG&&%rkAmom’cdlsrmby;sed e comomaiaten ookverhehe only bindings

st SETRETER PRS2, GRS Gy IS5 SEELLAURD oo,

MuItl—Purﬂ@éé‘iht@&emﬁll%H&%ﬁﬁﬁ M a' cation with a secure flag
and upl oadi ng the package conmponent application in a

provided destination repository, which is typically
[0078] AC@en‘dulr@)d \MlyelemeSBaget inaeqsivsdelem shd odralesatdevichd 0B Wdngludes an

identifier fRSRFAe wPoBBheR AR rdin N STBD e RaRS | 1Bl hgormation is

used to ideRGL COIr@&PEnAIAY Ik hpidd? whitle deteRdinys BO®OQ] ii@rprst the message as
achi eved using the rel ess_ Area Protocol 10 Bi nary

well as where ©EvBRiLS dndhel @mentambm:gnntmewér viistish geviendfdds uniquely
addressabfgay%&%r&f%@g I‘CXE‘B rﬁéééﬁgg aet f)JSPFJTP%th%o evR:% Jl% ﬂl%hl%lgﬁélle:] (gata server

orm ary enco urt

116. In altedndié amboditiea, the phﬁﬁs:amme@ K/ﬁltﬁherﬁ@@wﬁl(lﬂamer/device specific
facilitating conmunj cation between the runtine

push protoeels, A% Nk be a@g@@@@q%l@y a person skilled in the art. For example, a Wireless
Area Protocol (WAP) push performed over Short Message System (SMS).

[0079] The application resources include one or more resources such as images, sound, video

and the like, that are packaged with the application as static dependencies. The resource bundles
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the companeghap

t he conponent application and the associ ate backend
server or servers 108. [00811 The packagi ng
application is available to external subsystens as a
web service. In the 15 present enbodinent, it is
accessed by the provisioning service 120, but it may
al so be accessed by third party custom provi sioning

typically SIQEMHE 8 calPhE60OIRfoymSRY €r {0 Sﬁﬁﬁﬁaﬁﬁ rapbRhtiol. FiAGUERample of
13, the discovery server 122 is shown |né§reater

localizatigi frfprmatipmdneipdesdenguage armper:, eapdisesiion) ssealling diressigns dctionary

-a Universal Description, Discovery
andthesagﬁ%\%%&?e%l%gc?é}geﬂa ion (UDDI) registry 1304. The

di scovery service 1302 conmmuni cates with the UDD

- [0680] AC&gdmglyy t]iéBﬁlfbcussmgaofu_BB_l comgmineit am;eaﬁmnmmamcamms docalization

. UDDI bscrl Qtificatjon in 1314, The
using the rQidgb ROWEE DIl IR0Y e R HRE e SoBEOAE pprgtion with a
secure ﬂﬁg Ml §poadine Nthe Ulpa%k%eﬁnborﬁﬁédéﬁf apPBcatiof R a dprov1ded destination
subscription notification interface 1306, :
repositorhovitich keetyaisplly definedrbygldREwdy the pregent emdmmt,tth@ binary encoding

is perfon%%gyc{JSI ury} ! %r V(? éiloeﬂ\éu?% ?c?rrs,ltreag%c Hg ilgc{ (Foglgpe%e?thapghcatmn to

the wireled3t R@IcRt BIb. d%@'ﬂﬁﬂﬁ?%ﬁccﬂiﬁ§ﬁ@ﬁ¢lﬁ@wﬁ3ﬂs@n iR Witdldt Area Protocol
ublish interface 1310. 100831 The U publ i sh

Binary XMy eWBaedL] stppdard, althguplpoiss eadinpbrhanmsangyabeused. Yet further, it

o RS AR S Aea SR B R b o

message BpRed 638 fop Macijitatihg stihn@nicAda:0bétivegh Yhe RftiMeantiemahanekecuting
has cr?ated a conmponent application, it can be 19
Rlicationand ige pppriatedgriendysenvep ar sivarsiPdni ng a set
of conponent application publication rules. [00841
[0081] Tt@ﬁacﬁhgiﬁg\éﬁbuca%%ﬁ\{é Q@aﬂ%@ﬁ%a%rﬁ?%ﬁ?}st@n@&t 4 WepaLHAR. In the
new of updated conponent applications registere
present embmdlnlene HUBRkcasegl st thy pi@ddionifigeseil 120, bstitinpyi alsp be accessed
by third nﬁi fication. interface 1314 is a SOAP based UDD
y third parly Epsom PrOVISORIE SEBIFYDDl registry to subscribe for
Regi stry notifications. The support for notification
Dmc@WHYSeﬁ@sed on the UDDI v3.0 specification. 100851 The
UDDI search interface 1312 provides a SOAP based_ UDDI
[0082] qum!@gfta&f“eg%rwstéa disovegy sarver 130 shegn & gipate] doaib] Timdiscover
e f dj
server 129 Séogrkﬂsl"{seé 411%%)3!@{;@%&1‘ e?\(;]i?’gg%f ﬁg.gﬁl\\;%égei gﬁé’:}ﬁ lg(r?l%, ]'éggovery and

Integratloh RYDIMD Iregistry 4804 aldaalschO&y Wepvitd @3@3 Sﬁﬁh‘ﬁmﬂaﬁg fadehr the UDDI
122., The _di scovery service 1302 offers | oca

registry 1a%mac%unm SPEhYierigoe 5115 widka LI Bibsempionynotiioaton interface
1314, TROBRORRRY seARE, 1 S hifhed ol R Y AT it bubsystem

server 108 via a subscription notification interface 1306, and with both the application gateway
server 118 and the provisioning server 120 via a search interface 1308. The UDDI registry 1304
is in communication with an integrated development enterprise 1316 via a UDDI publish

interface 1310.

[0083] The UDDI publish interface 1310 is a SOAP based UDDI interface providing publishing

capabilities. This interface is used by any utility that facilitates component application

publishing. Accordingly, once a developer has created a component application, it can be
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application gateway server 118, the discovery service

1302 is a typical conponent application, and is

depl oyed and managed as such. Accordi ngly, processing

of discovery nmessages is generic 15 and transparent to

the application gateway server. Thus, the application

gateway server 118 serves as a nessage broker between
submittedrfe theAiPik ragrsiiyr eyt fodlowinhe sdi ef cupponeseapyilication publication
rules 1302. [00871 Typically, the runtime environment :
" communi cates with the discovery service 1302 through
the search interface 1308. The current search
[0084] Thet disdcaesy d30iGe NMBY2 hanre@hedt @tndMfichtiorBOBRT o0 BRiatedS component

. long as baoth the discovery conmponent application on

applicatippg, Tegistgred swith e ldDRAJeginey 1B94di Jbe v‘ﬁgpl swbgqripsion Jupgification
. t i ] : h . | . ‘ .
iterface LPPEIS e S0P, SRS UPEF s HiC Blovide SO0 eistry 1p gubseribe fo
Registry motiticatons.eThe suypottier meificatomisrbabezisan the BIRIDEYVR.0 specification,

provi sioning policy. The security is achieved since

1001 0 7 b SO BuRR B IS H] Wserting

the UDDI R&pitdBD! ~subscription notification interface 1314, the
subscription 25 notification interface 1306 is a SOAP
ased interface inplenmented by the di scovery service

b ) . . .
[0086] The slgfaulirimplementation] ofthe dissevert merviest F2i o staslslppe Seb Service
scrihe.fo ' of:i fl.cations.;,Su -
ptoye 800 W0 BEHRR 56 P95 OO GG 130T he discone
service 130p|dffead lozal vensiment applicaiai dibb’ry da¥ices @wacdiseoagnéomponent

. .application is available' . 20 Provisioning Server )
applicatipy e TBHIBE FRYEPIREEPR theavirslessidaicss b04- sTIoM thg Peispeadive of the
applicatié@gaﬂe%ag ROMNB: | 18, LA velLldice 130 is RiLa 'c?ﬁ]lgggent application,

server 120 conprises a provisioning service , a
and is deploypd amhmangget ias sudho A atepbingly 1pt0dsssiag pf distsiepninaspages is generic
interfa 14Q6 and ackagi ng.interface.1408. 5
and traniw]to %ﬁeea i5gtiQn) g%tpﬁay §glg’§1’.c hys. eggﬁhc&‘apegtgéizteway server 118
serves aslaGthéds@¥EhroktdRtfeca IRl ARliRkentRERANRRhd 1RRRdTEY e ice 1302.
' packages. The provisioning service 1402 serviceés
conponent application provisioning requests initiated
[0087] Typicalle thebiunemg esrivirenment epmmunicates ovitk i thai digpovery service 1302
.0t C . e ent . | i-catj,on has been .
through 48 FarnciE® 103, IS SATL LRPRGT RN R R BB i
another onocad oo apboth i dipaskpoeinsmEROgPlitattdd BidtWifless E8vice and the
; [00921 |f the conponent application has not been
discovery,servigey&402 SURROTHovi si oni ng service 1402 conmuni cat es
with the discovery service 1302 for |ocating the

[0088] YEEAKARE Sfe %gqaﬁr; erfididtonads ﬁﬁ@-d&é@tageﬂyoéé?&ibé’@3@i a9 e used to

conponént application I's returne he provi sionf ng

~ enforce thepadquoewirdREs cuhparent pronisionigapelicya Pacieagiitygisaehjieest since the

discoverylt %{%E?e é@@cakc%gsisgsgoﬁy B}eidg utleidolgcz:/l io? trtugtgd %%Iargig{s]gies.

{0089] Similarly to the UDDI subscription notification interface 1314, the subscription

notification interface 1306 is a SOAP based interface implemented by the discovery service
provider 122. It allows the administration subsystem 108 to subscribe for discovery
notifications. Such notifications include, for example, ‘new component application version is

available’ and ‘new component application is available’.
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1408. A packaged conponent application is returned to

the provisioning service 1402 for 15 storage in the

conmponent application depot 1404. The provi sioning

service 1402 then returns the |ocation of the

packaged conponent application. System Qperation

[ 0093) The operation of the application gateway 106 is
va.smﬂﬁgsémed as follows. Initially, the general nessage

processi ng operation will _ be described, followed by :
[0090] Rfefemanf@nﬁgwpﬂﬁhc@ﬁ RAviSEOing: s¥vei bH) Hgshaven &t Beater detail.  The
pr0v1510nF'rgos%lAﬁe'r &2 g?%&;hg l&vﬁéa(r?né gérkfﬁcgtllllﬂf g?&ﬁ@@en}g&?hcmmn depot
1404, a piorisidnidg inedrface 14(% aﬂd adeckagiﬁgl irgaﬁeream& by nureral

x00. In step 1502, the service book is |oaded to the

W r el ess .devi ce. revi ousl descri bed, the.
[0691] The, piavisionipg Sepdge @Ogu%mﬂ Ry PRt @Eﬁidelstwomponem
apphcatlohh ‘faa%esll6 e PEREBRING € serPREY 8103 14erBibed e dn@ﬁ application

ded by an adm nistrator using a |ocal, mnr
pr0v181onmgrm@mt§ rinitipted Sneihe 1Ehdle deBice HE2 wilar theq;ggwsiemngeinmfface 1406, If

n S th ntinme onnment. that it ha
the compihl anghoped s e PRKEEN, IR HE b B s e T 1oeGhon or the
packagedagllﬁp@,ygne &aﬁ&ﬁ notification to the wrel ess device

102, which in turn acknow edges the response to the

service that initjall y pushed the service book. 21
[0092] If rthyp ggmpprens 1appliqasion, hasheotr beeni Arckaerd, i m‘fmgéwasseavwe 1402

om0, O 00 88 8005 PR gPAE e B oo,

The locatgatcfvihy cdfifonehinapplégiisn rlﬁtdtﬂtl'nedlms sagerovisivalingdesvice 1402, which
wi rel ess device identification informati on and systfem

communiqaiiso} PAFkAgHIS EQUFSLAS PR PIkARNGBPPIGIPR ofntiR PYdRgingninterface
I t

o8, ASRRLRS, Lkl SpBRIE 078 C1RY FACLLRHIE LRy 402 o
storage in the eoyminentsappliyatioarepaiOl 4 d Thie eraxdsipming seratdedr 02 droni rcmms the
locati Fﬁ?, nd @Cknomdeg es. %e regi strati on nmessage. 100961
ocation o eé’?@ﬁg‘i HEIPYE %ﬂ)‘g‘lcf‘ %tion gateway 206 transmits a

user adm nistration profile and default conponent
System Og@ﬁiﬂoﬁatl on administration profile to the runtine

ironment and in step 1510 thegg;oflles are stored

[0093] Thﬁwnerﬁélonmft thﬁeaI@Hthn%ﬂWaY HRé igsiescriledi a5 Sillositsi ofnitially, the
general mggs%%é ‘f’oc% x.'e%?ﬁ ﬁ?x? I'\lﬂll s{&h’b&i | 1%%?3@&30 V@Ar}l%o%%afz application

|ns 8 Wi el 65 devie
provisionihg aﬁcbﬁlh&l s(pﬁciﬁicfiflmd‘tmﬁ thhe&pplEba&&n‘gﬁﬁ%ﬁﬂO@.f not to
al ow untrusted conponent applications on the wreless

evi ce 102, whether or not tqQ allow. sjlent' 'push
[0094] Refpryng &9 gllgqq%’ I3nan wranplerolgunipe ingiaipation llgégpstrated generally by

numeral XD@' h %E%dlﬂ?ﬁo‘fﬁesée@ﬂb@ Boolid ﬁﬁhecﬁ%bc‘ epxgvﬁﬁlescsl Vid9 As previously

refers a conponent belng pus

~ described, dbievsarivist ibadlo maty det jushand tocthe sdrefbsy ﬁeﬂcavby ouMD €16 or enterprise

user's know edge. 15 [.00971 The c nent. appl i catj on
server 114 ok BF 00496 05 B ERPEOGELRs 15966 5 Oh HEH: SRR oo gp 1504,
the wireless device 102 notifies the runtime environment that it has received the service book.
The runtime environment acknowledges the notification to the wireless device 102, which in turn

acknowledges the response to the service that initially pushed the service book.
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runti me paraneters such as the conponent application's
rights to access other applications on the wreless
device 102, an allocated storage Iimt, and a queue
threshol d. The conponent application adm nistration
profile is typically defined by the adm ni strator and
is used and enforced by the runtine environnent.
[0095] InFiepi 1586 e hiRinge aieroftiehedenns a egfiatakibn Predbdge@s tHeOURL specified
trusted 20 and untrusted conponent appllcatlons
in the seryiopbepk ioregisienEself with dasanpbigriean geopvaysl Qe glha Beisgatign message
includes %‘i’%es%&fégirﬁé ﬁ&én? c&%n %gmr%g%ﬁ | (S:)gsfl‘é}g hﬁlﬁtu{n sﬁ&qﬁtﬁ& runtime
env1r0nmemtrﬁrﬁSﬁ, dﬁﬁ/ ithee lik62 Tt | apphcmmt gaﬂaﬁﬂi liiﬁefagisters the device by

recording GREURRY BUOHBNGAE (P icaablech BN 24 01 BB rpiHEaton service
208, and RRRSWE ésciﬁ‘éregfs?raﬁ@n fﬁ%seﬁg@w sioned: request fromthe
user, sh 25 tromthe adm nistrator, and push from a

third party or service provider. [0099] In the present
[0096] In @tﬁpow% rthe apni@apm @aﬂewanuaﬂﬁetrfmws Fetivoe edntiigigation profile and

ment i ptor is _obtain
defautt oSGt RunlFRBRT BRI THO0E Phitipt 2P ReBlangdn sep
1510 the prbfiles GRIGIQBEBY tPRintifRtenORoMALR, THE m%t@dmlﬂﬁﬁﬁ[dnmmﬁlé defines
and | ocation. The description may optionally 22
end user prijalegefeasseid 19s (damgiraesda cgfs@tlggfpﬁ% thewingless ﬁ@vwe 102. It contains

mformatlo?lbsFJICH %@éﬂféh%er gi] Got tt(b gll&? Qx!n%gfgcp Eoﬂ?élgeg% EE@E?&Q&% ﬂrg A \wireless

ctual  provisioning

device 101 hwlmhem:ttr hods aliey eient’ push bﬂnmmirﬂﬂg)ﬁh}d Raéder ongpttto allow user
gure, 16, _an ex le.of a us&r requesti ng tﬂgt
initiated F’(E%Y’rfo‘BWé‘ﬁt [ iRUSR iREPVIHENING TBIFFS; fQ AeRPIRRONFRY bipg ppghed by the

' administratd} 18 U‘f‘eowﬂf@lg% devRe \ﬂﬁ'l‘bh’?@le L IR WIE@ASM ts- a conpact

nessage to the 5 application gateway server 118. The
details of the nessage flow are described with o
[0097] The e¢amparent tapplidatignr administtEden tprefilsr dessribesexcampbaent application

e S, 0 BB AR e RS20 Yo

wireless dé@lceV eI &1 allféed 3loriRS HAGE 4nd & NQIGONRARKGE. The component
subsysten1222 In step 1606, the SOAP connector 810

application @ﬂmﬁt@t@nsﬁr@ﬁ&m it bepicady defingdhebyd thecadrainstratasranidcis used and

enforced ear CHJIL ? %gﬁﬁﬁ%? ’rt egt}gicgif? il‘g%(? ag e &k ?ﬁ ﬁén‘f %i%iﬁggwroﬁles gpr trusted

and untrusedrpaipenéntapplidatiahé.on and returns a result. [0101] In
the present enbodinent, the result is the deploynent
crlptor howe ere also be a

[0098] On%&ed&ﬁ? Wr@@ﬁ’cceéégdﬁ* {%ts&re% @%@pﬂk@ﬁ% ESiENe L0 W figran begin
to request ?fovﬂl&hlﬁ S ehf'ipph%ﬁ‘t?‘dﬂst '['h§ sl rvﬁ?éiegsrdémcte he2 %%request

onnect o 0 nessage su systen1 24 in I nternal
that speczfresmag:enéntr almﬂlcaticmssbfe msta‘ilbﬁ (reenaliys Hpee sub st enethods for
d . .224 returns the rf % to rgédeVLce 15 runtine. b
etemm“ﬁo‘.’(’é‘ﬁﬁ CREWVRPCHL ARPHCRYENY %015 PIOYISIONeH FRausY ‘%S‘Efg (fhe user, push

' from the a@LRNEtStRNATGAL FRRPL RERE pRRRr 563 tde PRoFillgm

[0099] In the present embodiment, the primary difference between these methods is how a

deployment descriptor is obtained. The deployment descriptor includes information such as the

- component application name, version, description and location. The description may optionally
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the adm nistration service 208 to the w rel ess device
102 is illustrated. In step 1702, the adm ni'strator
prepares a wirel ess device paraneter |list for push
provi sioning and enters it using the adm nistration
console 504. In step 1704, the adm nistration consol e
504 communi cates the 20 list to the adm nistration
include whRhMhER1ap&&are [sGpsdrRE bl 86 applitiodNMOtics tthelidfdy &t \desRiptor has
502 queries the lifecycle subsystem 220 for obtaj ning
been obtagef the acgal grovigieag pweesesior the theesinethedst ase very similar.
admnistrator's paraneters. The results are returned
o a | o .
10100] RYE0% FIE TRERHK ckepR DAL MR EhSARL ol BTl apfIRArion be
provisioneteisiilesratay nusdey h)2a tleegdvioenmantimedesssmitp ka@ompittantdssge to the

sopcaioRigHENSES P00 16, BLCHTENL SSSEM D F oA

Figure 21 2§68} e HhéRhi SRmpRIHAL SurfieRnCETHAR GRS Rat tembisabe Abystem 224
the déploynent "déscriptor to the adm nistration

receives the copast B@Bsagerandt apstdry 1004, tdebivens rani interead hgseagedntthe connector

f C i.ce i the list ps,retrieved fromt .
subsysten] £42, 3B ke Bl He AL Gprefipr b SENVATH Tl Rk the discorery
service 1300N1Th RRpEBYR @B ARBLver L E&VRE 1394 GBAGKRUhWMUIDDI RBistry 1304 for the

. runtime environnment version required for the
required compps APPlingpPe aed 1eguns ®1d58ltpr ovi si oned. The runti me
envi ronnent version required for the 23 conponent

[ e } Ca i - Ay
10101] in #REi<S B b S e HITHT R Heplop R GEplfY Rowede the reslt
may also blep URLmenthe degloympiitalescriptorasr @thérewaadLadelindssizigie nin, stépt 1610 the

. may be _retrieved fromthe onpgnent application .
result is rﬁﬂ%mde figHe o QA Bonerior 810,18 the: BereH dubsygeny gg# in internal
message foltlht ey SRY! {ADTRIM me8Pe [1BsySRAP 208 NenARP HeCRENP o K€ device

I nconpatiblfe with each G6ther,” a fallure nessage Is
runtime. generated. 5 In step 1716, the failure nmessage is

transmtting to the adm nistration console 504. [0104]

(01021 Refige B FEte 17 el o AT pioNRanes = Sty agelchion from
the adminR@ftibh edrvied 208aw the Rlirdladsi dvidy 202 abliBust/aRES ale step 1702, the
. including the deploynment descriptor, is constructed .
administrafgrPrepares @ prireles devics pargptoy isteler pysh Reovisianieg andeenters 1t using
- WM e i1C : j i [ '

e a8 3ol 3 38 47008, a8 b ithunaes e
list to the edministeatioh sepdde POVIS stop il 106,ahe adhdiisdtioneivicasdDdgueries the
. from the service praqvider for the wireless deyice 102 ,
lifecycle splsyptep 340 for @gtaipipg alishok yirslesy deviens; thatsqoniqray thg pdpystrator’s

parameter% Cf i SRR Y #eglg‘?led ?%iﬂe%gﬁi Hck ?(gth%sahnﬁli‘ﬁsltrﬁgr. lifecycle

ervice prov r a componen applrcation push.
The request includes paraneters for a plurality of

{0103] In step é76R shaadminéstratom aiseshtbe lidteql] wiyelesst daress forgiusbing af deployment

., t conpanent a i.cation. In step 1804, the.lifecycle .
descriptor., Jhei 158 01 gefics R Gertesansed RrGLRIPE 8 Cotssod n fisgadtintStasion
console 504 QhM&LD qQ710f He SHAFRGLGISNoNEdIE! BAScHRMbRRates the list and the

identifi'er and runtine version, and transmts it,

dcploymer&ld@;;g@pmnth tbeh edrmpitration servige SO2i n step 17321 the runtime environment
for each deavqgg i tﬁé Iilgtt is Prieved from the lifecycle subsystem 220. In step 1714 the device

runtime environment version is checked with the runtime environment version required for the

“component application to be provisioned. The runtime environment version required for the
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application. [0106] In step 1806, the adm nistration

application authenticates the |lifecycle service

provider. |If the authentication fails, then in step

1808, the adm nistration service 502 reports the

failure to 20 the lifecycle service provider.

QG herwise, in step 1810 the adm nistration application
componeftedppdicitivn candratonedunicdted imtdveral trayb.nén denpraseat emabodiment, it is

service 502. |n step 1812, the adm pistration seryic
included Ehe glgbloy gt RGP oh A I 1D PR A 25 r&ﬁl%f?f? from the

componeﬁﬁ%p%@éfﬁ&ebdrﬁﬂé:@fﬂ%}?téqmr@d W'Il; id H?(er AEP AP e runtime environment

ication. In step 1814 or a evi ces that have a
and the compbnene applicatiom arnhcdngtibleswith @aqdatmbi e failurh mdssage is generated.

it 1350 BR N5 AR P DS P50

constructed. In step 1816, the system nessage is

[0104] Indetdpvaresl ter talle devibésetBRS afle \det@minkd2 to [IRVO7EorkPfible runtime
the wireless device 102 has received the depl oynent

-environmgaiscan p/perafe Reguieed? sip dlssn Apphgasion chiailgblet enasiage, including the

deployme?llt ?XAC’?’I@%@e{; coh%cﬂdra%tdQﬁSSte%ewz%% %so&)el%@%dm') Qﬁéeg%o&gted wireless

rieve the co
devices 162.9Areskl&livery iedenipddeindfigyre @6i si oni ng a conponent
appl ication fora 24 wireless device is illustrated. |f

e. user_.adm |strat|gl€ rofélle on t.he wirel ess de

[0105] R going toigure LSy éﬂtex?ﬂl YR REPVITipRIAS lalfém}pgﬂf,r}tr?@pf[catmn from
the serwc%'})fb&@&%?thea#frag?st dhilel D02PE PREBRAL On %te%pl 81)90%1 adthinistrator of

however, the user admnistration profile on
the servigd rped)\eésr dmwat@e al@guetdde thot litgcydey sgrvltq;anprowder for a component

rov he ntinme [ ceed
appticaief s ol R 44R SesiE g Syt M EoBieRRS and the
deploymest Qﬁs&%n dfhehel sdthpdiRne APPIQALE! nt It KRPST8M4S the MFSERIE service
to the application gateway 106. The nessage includes

provider Igtrusypq; dyan@mlesgélgmcp ptfermation. fof expapledhs W,qre s deydace identifier and
runtime ve?s%n Cnd drdn§ rt's ?tv %1 %&t &ﬁﬁﬂﬁ’é‘ agélogtgg tI (fe% Qr tc}/- QIT% gdrglymstratton

ge is recei I on
thmnmhhe appllcatlon gatemay server 118 and sent to the
nessaging subsystem 224. [0109] In step 1904, the

[0106] T ez, Lotn fhe BB BoT, ARl aIaID BT S ol feGHFIE Sprgios provider.
If the autﬁénﬁeamrt 1%11§ hﬁerf ﬁ%kgﬁfsds?tﬂe%rrﬁﬁﬁéfétﬁin%hﬂge S¢S fegbn;&@- failure to
r 120 che

In st ep ovI SI oni ng server Cks to
the lifecysle eservﬁcet Ibmvxden'pﬁthmmsapipl stapat § 16nthk admiaﬁsrtexaidy applgation sends the

received IS?C xa fengﬁ'% ﬁ@tai&gp%gt?é@gsegvgée L’lnit ?f ]gé %@?ﬁéﬂ{“smﬁm service

502 veriffd2P kHat atht ORinGRE! dfviteah@ni YeMfdd &f the &vER Otémphtifle with the
provi sioning server 120 queries the discovery server

componerk 2pplicatoet einnstqe 1814, ifor plglevises gunt havred rg@tmtpg gowronment that is

lication, [ f the nt .applic
compaiibFPRuh e noblnt Beeagih S RLRERRCRRIURRP i BveFCappticaion
Available? 8¢dflem rhdtsgledp cdidhictel! Ih Stefa8e6, B epstéh MhestR is dehvered to the
conponent appllcatlon has not yet been packaged and a
wireless devices 102.
[0107] Once the wireless device 102 has received the deployment descriptor for the component

application to be provisioned, the wireless device 102 can proceed to retrieve the component

application. Referring to Figure 19, an example of provisioning a component application for a

24




10

15

20

25

request is sent to the packaging application. In step
1916, the packaging application retrieves the raw
conmponent application fromthe URL provided by the
depl oynment descriptor. In step 1918, the raw
conmponent application is |localized using the provided
resource bundle. In step 1920, the 20 | ocalized
wireless deQTRANBREIrARR! IfGR 4R adRindiuRAdbY pRITO 08 the Wirdle &S aRCAB? allows
. w th a Docunent Type Definition (DID) within the .
silent proyigienieg, then dhee punte) enyiFenment lutminasisplly eaeqesds i seppl 2. If,
t i.qde. ' j.dentifi rtk i cat] :
howover, (e skt WifitruiOh  WF Gl bt SRiol' o405, J8P P e silent
provisioning, thie Mestinagnvirbhmenesill kg pedcetdh® digs DENetid bxpacted by the user.
with a list of know application identifiers for

101081 g, 3420 s itniec s iniipet Fensints 4 pisSsaet £ Ghplicgtion gateway
106. ThehBSRARGNALAQ 4 4PN RheR ddidielrenl ah iABSsRRILT tHE Besire to retrieve a

process is repeated until a unique identifier is
componemsbipplicattbror Bhermeissagen inurcbeivedfat gbe epplicatioay gatbwan 106 by the

. exh d. | 92 he kadi li :
sppticatcf S EHRY Syl MhEPBoms e RelBEsitRe 200 C2t i on
requires a dedicated server. If it does not require a

[0109] InGesgh DHME cheSBEMBFIn@ subditefle 024 adiRld the ineesagk So tthe SOAP connector
application gateway server 106, the packaging.

810. In sgpdPPe.dhe SRAToeIRcE R IAspPIsTEe FueHido thesragisiopinggver 120. In
206, . |G rMeke | rnak: VEr.,

sep 1908, prblisiofeSRElE 108 ok S8/ 68T I, AnBhbA AicAR ks aeady

been paclaged in ile dsgeddelmat.hdh stdpel HXt drenpdovsemiugy sdras t2levalidates the

required mappi ng.. Alternatel t he mappi ng may b .
componen gpplifAEan F%ﬁ@ﬁfﬂ? e valight -n_rféepe_ﬁﬂh% ﬂﬁr@ﬂ{%glge_ V@_&S%@ queries the
discoverylsBSER] 128bideRrBineliNg haPMk! ﬁéﬁsdggg cc:)l_lg o1t BB Spp1REGoM T N

reference to figure 20. 3, the encoded
conmponent application is signed with the 5 application

[0110] If thetcomppnentapplisation s Rissadagen packagpd, 1B procesreskapsyioesiep 1928.

onent _a i,cati on is_ uploaded tpo a destinatio
In step 15igy R S0 uRREL UEE i dhne Ot Ston frsnd/St bR bftpecd and
request is 6% o thepackapapkaplidgiodP Th septib06), Bebsckaging appeechtibh a@rieves the
inits response to the provisioning system 120,
raw compppigit epplication Fam tha U dopjuidedtbydpe derlayment deserifierenin step 1918,

I: : 11] I '
e v RO PDEch LA oSt 958 p B 541520,
localized tb@pordddt pipphitatioanisnbina®r ¢heded AQ. adcordahep whiBQ@, Dicbement Type
pplication location and the trusted fla )
%@Qmwde a

.. conponent. appl | [ rU
Deﬁmtwnaipﬁb Devighin g bundio dnstpshid. Be deiiag ppplcation gtigmpts
unique idf%‘h?i@i@? ¢4:%he X élicaltign %%&Sﬂo&%%ts H&ﬁtlﬁi&g é&%{\%}ld gggp & ev8bper, with a

ransmts ness he wrele
timestampi ritheci@tiltsgpftthahathhee comparedntith a it oadavo applacatitee édentifiers for

. rovi si oned. 112] In_the exanpl es described abave, .
verifying fhag 1t Botaye. 1 5‘!? itds obn it coafﬁweg@gt ﬁso‘i‘i"ﬁ?ﬁ?’S@:i @ﬂ&w&* podifferent

hashing al%ériﬁﬁm:r 4 HOTBr A GinYdsEBl P S?héjgfﬁicﬁﬁ i Qﬁ:ea@@"%ﬁlﬁ? b urfidleSidentifier is
ee b l s. For I for push

d not be true In a cas xanpl e,

obtained gprovaximan mynber dfsittemets isive been exltamstedt He stppl %3¢ nthetpackaging
applicaﬁtioﬁ-j determi éso\gvhéﬂgr or not Set c rrrlp%\r/xlef?tl a%%iiga%ion requires a dedicated server. If
it does not require a dedicated server or the dedicated server is the application gateway server

106, the packaging application loads the mapping to the message broker 206. If the dedicated
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wi t hout communicating with the wirel ess device 102.

For such an enbodi nent, the application gateway 106

woul d have to have know edge of whether silent push

provisioning is allowed for the wireless device 102.

I'f silent push provisioning is allowed, the

appl i cation gateway can 20 proceed to provision the
server is APSRGAANrRBRlithetht @ikppldg i§ ekSdttedRY Skt Bit@YhISIePitr BPitii$assumed

not allowed, the wreless device 102 needs to be
that the entgma iseephasothe trequiredvinapring. ndliematd pribe reanping may be deployed

' J - i r.eer 0 {0 1 ngt ' f10 : .
when the HRinE B R lc B Fiwlcdis IR Bleioh T ¥ BARAGOA Y dM6ibed with
reference T8 Sha@e 201 e aepPO23;nthe appddedadonponeanapidicati®d is syed with the
. ..and conpiled by the runtime environment. Further, the

applicatio gaeWaY © AUGTY Bl key 28d de iiHowl Tdydle sigaedycpmppasnt @pplication is

oondd 35, SOTBRAET P R 80 R L, 1200} 1926, e

packaginghapplérasion reetse g pousel tfhagaim #s keaspwineel ge nthat promegsage sysem 120,
e iglu trated. In gte OO%, the wireless device 102
indicating{htjRe CHMBRNEALAPLGY FesRagkased @ dSHEdppl i cat i on.
gateway 106. The acknow edgenent nessage includes the
[0111] In GRS OMER tthe BocRARBh i0Eahd PACKARE] chRBofikif lpPRERIDANB ABRRYVed by the
.. application URL, and a flag indicating that conponent
provisioniag seivicst i20n Inastepb BN, dycoamenent| applieationl lpesdion[apd 1l trusted flag
04, .the no t S ' eijved b
are returrfy 38 50 koo T BECRR S 2L PRV, SORR ARl PEF S Materofos2. the
message procdsh® tRRSHNG ithe nRgy 36 e dddlesd dedte ihd2ddiig thdt ths component
. . determ ned 5 whether or not a mapping has been
applicatiop 8a3 bra@rovisiongte mappi ng has been depl oyed, the
process continues at step 2022. In step 2008 the

[0112] In S@Jg@;iaﬂ%lé}ua@es%e&/ ﬁ{ov@,eﬁ@ rgcgﬂ:lspﬁ)‘? @omﬁgn&ﬁ ecllppfgga?ii%g ir%ﬁ’&risioning is

syst'em 224 conpl etes the conponent app

sent from fheowirglesrdentped$2f dldvewsr, this needegot 28 10ie inlall casmss Sagexeple, for

push provisgcgrfi?{é tétte {Qd?zi)%élphetg{ (élga/.lggq}% hd%{)ﬁ)a?nlésg dscﬁg\[.&p io i nrtf:guest provisioning
without cdr@flhie¥ @k waRthd Wirsle®PdAPdA1 (N erdrmasRgh %ﬁab%ém,ttﬁéfh?pﬁcation
224 determ nes whether 10 or not the WBDL portion o

gateway l0havqdd haysele lmyakonwiadge pp whether sifent push pravisieglinglis allowed for

. 0115] Lfst rtion is invgli e Dk- S
the wirelep B8ike, 402, OF G BB i iRobie 3 b, b o MEERE ggovey can
proceed td pavisidneby Q:bﬁllpﬁh'é”iﬁ wigpledaidr O If silept prishnproRBidni is not allowed, the
conmponent application. [0116] |If the WSDL portion is

- wireless dgvipg H02 naeds ft b petifiedanior fo R visioning: e ZOmpOongRt @pplicating in order

. .00 [.cation mapping is retrieved fromthe
tOONﬂmﬂ&g CHg@?%FH%QEEg'deployed. In step 2018, java class 15

files are deployed for facilitating the SOAP
[0113] Omceonhecwirdns dedo recifesr the haessagyi thy. codnporexnapplécatiofl can be

. such a fjle is the AXIS java class fi]e. I S ((Apache
retricved. gad cheGimiied b bt aPBIT SYEfaRmehy obhEhS. ¢ ove B efffvironment
acknowle(%‘%g SRStallRiohe Br SEE Vé(ﬁﬁ?onte{glr re]lg?‘f&tigﬁ OQ' AW R plicalith SpdtSway 106.

own In the art and nee
Referring to Figure 20, an example of what happens in response to an acknowledgement

- message is illustrated. In step 2002, the wireless device 102 sends an acknowledgement message

to the application gateway 106. The acknowledgement message includes the component
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be described in great detail. [0117] In step 2022, a

lifecycle message is created fromthe conponent

application information 20 within the acknow edgnent

message. The |ifecycle nmessage is transfornmed into the

i nternal nessage format by the transformation

subsystem 226. In step 2024, the lifecycle nessage in
applicationt $JRIL, Nt g@ékaééﬁ Nohfpodi@lti MeylrReié® WRE, s48t €nflag indicating that

connect or In step 2026, the systen1connect|on 804
componerfepplieationhaebesnovressBhilnmsedlad.us i nformation to the

lifecycle subsystem 220. In step 2028, the lifecycle

e

(0114] oY PRt Rl sl 8 Foce R WP RO e, which
forwards Shahmfsm‘mma@e theTmesqagimgi mbs:ynte]g 2at lis sreps3ePe itresy dbermined

used to Xt e teners .that are re i st.er,ed
whether fy1ch 2 a8 By Brea g dRitsoBepgne Rt Prem e egprocess

contmuesaeﬁi sé}S ampb e In @tep A0S iRy meﬁnhg RYs AYSTR "Eb&@ﬂeﬂl@ﬂz‘ds k& fhe messaging
h"the application gateway server 116 to be notified

Subsystenwa% compkstes ey eomlmnmnbmhazppm wavisoming Fhellows.r (e step 2010, the

" .
messaging bR £74FH SRR e et SnS B FiniGaBE S s 1. e

WSDL pdrilo8 iR 1234, meinmsagmﬁe fileRSpsiLfibddert 0D AelePminke whether
adm ni stration server 208 for retrjevi ngka | i st of

or not the \E§PEtportian efdhe packagadppmpencntiapeticasion is st8t walidr s. | n
step 2034, for each of the registered service
[0115] If ?{regwssghﬁ{ P%Hg&& ¢y ffllv \ﬁ@é ﬁﬁgées%n tclt)ﬁgr%.}:elg r?];t] gt%%f oh8 %@1%29& nhedsage is

sent to thd DfedRle Sitbeyatén rzeo td dllmrintme ¢l)e:¢(&nmmbsye§iphmti2ﬂ0 and
appropriate service provider lifecycle systens are

[0116] If g%f&’sﬁd o, oé\ﬁ]s? W @n@%gaz&eégggr{tiqﬁg% %It’lo%ngp mn\alerellnﬂ:ge component

appllcatloh'rxflzﬁff)ﬁ@ 8 rStHPRISH SN2 W SEAN p6ioH 8d dBAbyddI€ln step 2018 gswa class
appropriate devices are upgrade when ~ requi red.

files are daebecd fqrdambtaﬂng dreeSQ&P cannasiianpraguised fméb@g@ppmg An examr*le

of such a ﬁkz bgé?@ﬁh gg&ﬁ 4%';3'%1?}5:8&?!? \éllilsc e IIP ﬁragg(gbg)és?ﬁafprowdes

transparerit AEcedE0 WEb Sdiibed®r Hdv@%ﬁcﬁ@rh@@r§ OAHES s KiBSmAE €hd At ddineed not
application gateway 10 In step 2104, the conpact

bedescnhq@gggg@tdqt@tener 304 receives and queues the message.
In step 2106, the conpact nessage |i stener

017) PSR OER B 08 0 gy o i

within thd aﬂmewlﬁlg&edemegmgs drtet lifetydatessidees emsigeed into the internal
[ e if is 15 required to d

SI g o
message fmfé%ﬁ %trﬁe%fge&éwerss‘ksaﬁw & hackep ?t%ﬂt%léfewﬁwﬁase n i
internal forfn'i¥ 'dgﬁve‘}%izw&t?ﬁﬁﬁérﬁ¥oﬁﬂ%@{0rt86@ PR Q@% tﬂ@@s’t&ﬁ‘&bﬁﬁcﬁon 804

assocl at e e message Is installed on
delivers thvd pi@l\f'fsinningj status enfbORatidnf tot the lﬁmmtﬁlﬁﬂﬁyﬂ@plzwatlhmhep 2028, the
lifecycle sugsystem E% up ateosnthé eevu\:lg 1In (lrrenséaor? %%Iré: %r%%n andj in SteanO30 creates a
provisioning status message. The provisioning status message may be used to update external
listeners that are registered with the lifecycle subsystem 220 for notifications. As an example, a
carrier billing system can register with the applicatien gateway server 116 to be notified"when
customers download applications. The carrier billing system can then bill a customer’s account

in accordance with the applications downloaded.
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error nessage is returned. [0122] In step 2112, the

nmessage depot 604 is checked to determne if a mapping

exists for the 20 conponent applications. In step

2114, if the mappi ng does not exist, the conmponent

application is quarantined and an error nessage is

returned to the wireless device 102. In step 2116 if
[0118] Iit bep 208D [hé) Ghedpingexitsysteth R 4desmitadtaticofiniiaibkatioh server 208 for

. . server 108 is determ ned in accordance with the )

retrievinga iligt Af pristered saviss provder lifseydia pprrgys. wetepel8dgoricach of the
regxstere(?}é@'ggcg éirgkpg 21} A éaggcﬁ SQ,?LE(& 4%@%&%&3@%3%% ﬁe%mxt'i&lewa the WS
Eventingtcoamscta8ift i on subsystem 226 where it is 25 converted

to the internal nmessage format by the deconpact

to the ness

o119] ThesRR, e/ BB 200288 sbPobiie sOR TR aty g i sle systems

are inforfed D29k EQnpARnARIYIRRMA! Bstalet kB REcIE 8N ARCWREIcSO8evidks. In this
t he connector subsystem 222. In this exanple, the SOAP
manner, @grifeescls subgystem §2é§e@.en$tﬁe $has pho apropriste dpvieksedrd upgrade when
jconnector 806 attenpts to transmit the nessage to the
"backend system 108 using the required protocols. In
t he present enbodi ment, the 28 conmmuni cati on between
[0120] Refesirpppl Figaici 1n agakawple camvsigd pidcesaithgt twbactendireless device

ystem 108 is synchronous. cordingly, when the )
102 and (B apaliatien eviEmay 4P luatrf.ﬁe%ﬁﬁhgtep ?h@z’étﬁﬁ)ﬁ?‘@%ﬁ JugHme transmits a
; L o i . ]
compet GAEHEY LKA AP 14 20400 A0 A8 c g i
304 receives artdequzackthndnessagee dh otep8lI®H, thici compaciamesshgs listhmer preprocesses

res e to. the nessa ro 602. 5 [0123] In step
the messagg fﬁg H%‘fvef(‘ifé%or tglg Bbeﬁﬁa@g ?’ﬁ%eé gﬁ%s that the attenpted
communi cation failed and the response neets certain
[0121] InGstd 2I08AtHe GliesSipa baslicr 562 ue@gp@ A ReRdatéPBE ntdédol Rignsture if it is
. marked for quarantine in the |ifecycle service 402.
required {ayflogsea i Istepcil 1 @rthe Enessage broksen 402 sheaks Withcthe digaeyele service 402 to
. . cn- | .
veriy e 48006 heh® BpptREAK) S e Uich PLACRGLESs BBUIBRRR' 9 wireless
device 108ssHahatemtpoagnp bpsliziation isheuingtalled guahaniicnes dbecals, then an
t he .application cannot be used until the Web Service
error mesgagedpifHaEs t he change or becones backward conpati bl e.
[0124] Otherwise, in step 2126 the nessage processor
0122 In%@ég)dfth RSRAIESR [ B TR if a;%ﬁﬁ i
[ . ] 22 V\}hlgF glei nf[‘e?s?s coﬁégfr’-(?égg c?’ircgﬂg:llfhﬁletgcon‘pagtn5 1%;{2 e ¢ &Rists for the :
componertapphitatiops.t esteppplae if the anppongndees ng0&istnthercotmponead application

s qvnani9 B398 KL 800kl SRR, oI PSS, 16t

mapping 4634 &8st18%. ddstindtloRPbadlafl sdrifg 108 BaELerkindd AC&ZoldAnde with the
message 1.5 response queue. In step 2130, the nessage

origin of thg nmressagie @apé thef mappingh el hpumessagaiststored anidie prespgo depaleld4. In step

2118, the ?%eé;spég Sﬁlécl)l%g pg# %éé\lngts g‘ée\?t %sggqeg%_‘ciﬁ? ﬁ’gg{%g%%ﬁgﬁﬁggsly{s%g{ i’26t Where it is
converted B Ih& YRernal BeRAd frihiiehE HeRRebmbidNGhSfofRer 74 2addOfeturned to the

transformation 1 nto the conpact ) ]
message broker 602. In step 2120, the message processor delivers the message to the appropriate

require

backend connector 806 in the connector subsystem 222. In this example, the SOAP connector
810 is used. In step 2122, the backend connector 806 attempts to transmit the message to the

backend system 108 using the required protocols. In the present embodiment, the
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nmessage formand in step 2134, the nessage is

encrypted, if required. [0125] In step 2136, the

nessage processor transmits the response to the MDS

116, which, in 20 step 2138, transnmits the response

to the wireless device 102. In step 2140, the MDS 116

transmts a nessage to the nessage broker 602,
communid@icrobdtade g hfidicatibie ghesapnerenad shaanths eitckedd?6dm 108 is

Referring to Figure 22, an exanple of a subscription
synchronpysy Agsordingly: when the barkandtservee seturnp pgespensmipe aprliglign gateway
will knmpot‘ﬁ’f: & tibfi Caﬁﬁiil:a&[bno%n@ V‘H@E%@Qi%vifcé o)t hghg QRPN system 108

application e app can

I on, Ication gateway 10

* responds suths baikead tomnentoir i806,0sliiclo nsnshiistharespasato theunasage broker 602.

i npl enenting the 25 Ws-Eventing protocol. In this
- assunpti.ons e de. The first. . .
0123) nIGTPIFR of R BN nefates St BT P G oM micgoR e, and the

response @R &R eARAY fEPRlar ik e TRRIPLEY apbhidioh MemiIBRE #%Squarantine
IS a subscription nessa The second assunption is

e.
in the lifqcjele servéceaf(i-i é@t¢>@mpg@pgmtyﬁm@r hwrsomsinedncledesay ahange in Web

. . he in to construct. of. a subscription .
service, i b AR Bppld sty ERPIN HiicBlin D eBURRTH] €1 b ssociaea
applicaticaGHpad &tquapptihéhbédatse BE applicdindn binrdt B9 udelDéntiltthe Web Service

runtime environpment transmts a subscription nessage,
reverses thg,change pybegomgp pegkavned erppatidla. denti fi er, a conponent
application identifier, and a subscription identifier,

[0124] OthevHife in gi?g%g?@ élgé;&ié@agggﬁyece:{sgllg@ﬁs i %%}?(Hisg 29the #Jﬁ?ﬁoermation

message use mappi ng 1 nfor mati on o
subsystent 22fpwhemtit isToapptaddatheoconimict mesapd figmianbe theadompact transformer

subsgription informpatigon.. I n st 206, the nessage
702 and rgigd o fhe PPN PTOEST M- dpispriIat: GR FPRPBTETA PIASRY fiba queue for
transmissioll ot th@RPitQERBIVRR FIM0SYS LRP 2126, tﬂenm%gﬁge 3208ced % a message
.transformati on subsystemtransforns both the

response gugbe.cr Inpt¢rodl 0l theanesaage it Frdriened Seape therqusue freturi sdepraptiocessed
r et it to.the ness

by bundligg)zt_s@rﬁgf%%]rrnl?%sgg%g%eng?%&eﬁitv‘%f tﬁeﬂs"lg gatge B?“Beagﬁ% cg:(rgg:léefOZ. In step

12132, the InickBed ib SeAth® thelRSMPphddittaaBfolfert 702 RRGIABRBANNLHSthe compact

10 806, which is the SOAP connector 810 in this
message faspa ad @ stap? ISdelhe Prpsagetihencemied, dbieaviseddr 810
transmts the subscription request to the backend 108,
' e ' | tOr. i tyikd €K: 1 :
(0125 In $2p 1 SE>HRAMES oo SRR E REDFAR' @i MBS HE: Fhich, in
step 2138 hensespdrsespense e tire ssiagless duvideet0602n stépl 3040, 1the MDS 116
.. Step 2214, the nessage broker 602 transmts the
transmits 3 BENYEG I the Mesage i&ﬂ@r 8P rackanvicdaing tahte despensedias bgen sent.

transformation to the conpact nessage format. In step

[0126] Reftdifle td Fx%u?e(ﬁz%aéxaﬁgié &t @E&Hscﬂ%gc%}f for nBfifibationliS {Ifflhfdd. This
t he hessage depot and 1 n step 2218, a nessage IS

example shomsr hew, tupon heceptiont vhe ewrwiagonirent thenderopéreny application, the

. r n h ri.ption .
apphcatlorwggttegvgy 196 At tsulgscrelbéc’ lf‘o?‘srl(%)tlflp:ftatko%s f{"oen(l:1 léltg Sétveﬁc’tus((:)gﬁzgqgl%lementmg the

WS-Eventing protocol. In this example, two assumptions are made. The first assumption is that
the application gateway 106 knows, from component application mapping, that the message is a
subscription message. The second assumption is that the application gateway 106 knows; once
again from the mapping, how to construct of a subscription filter frorﬁ the message content

received from the component application.
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[01311 Referring to Figure 23, an exanple of delivery
of a notificationis illustrated. This exanple shows
the reception, processing and delivery to the correct
device (or devices) of a 20 notification nessage
t hrough the application gateway notification |istener
302. In this exanple, two assunptions are nade. The
[0127] Ihistept 22095 thptrigimé sntitatmdnh érabseitd aSobsaetios  message, including a

. - Event |, event source. .The second ass tion.is .
witeless (R uliBio CERPPUAR BRRIGHIGP o8 ReTOHT S PSS B Heptifier, o the
messageDrI&EGOPL i on information and conponent application

mappi ng, how to associate a notification nessage with

a subscription and deliver it to the appropriate
[0128] 1y etepi 328 the. mesagobkaer 607 ysespghe seppinghiafamerten 96 treceomponent
appIicatié%a q’{;]lﬁ er&lltlsn aigx aegrrtée{llfs%Jss[%'gth% E@%@lﬁﬁl{)ﬁo tsllpfeslrt)e%g%jd%? ﬂ{e‘h@Es%QEJ processor
transmitd) éHel fubsaiption ihfosthehsr tot thanSfkfofmitieh sESgAgR A26. tlhestep 2208, the

nmessage broker 602. In step 2306, the_ nessa

transfonmt'tp@e suhsy stem aansferast bth ibs S%legr{pgop h@itﬁgoandg ?he message into the

| internal %é%g%é Mﬁrﬁgeﬁlﬁg%yﬁattﬁm&gs%g% 2@}%@6&£”Vef ts the

ge to t I nternal ness rmat and returns it
to the nmessage broker 602. [01331 In step 2308, the
[0129] Imetep 29 £0, bhokessagd Brokeci2atsansmits ter subbaription t© edrache¢ridoronnector

806, whi:cE és},]{ﬂ%ﬁ@fiﬁ % & e&%? I@gé frij M%@t{rﬂ)i%e ! %et% ?%EZC, rer §b%ﬁ’ogonnector 810
transmitd ¥k iskbseAbi GNreqghést & BB badk@h@.108,RehibR SEPERISNEK SN c:88al correlator
val i dates the associ ated conponent application in the

identifiet pf a pupemessigbey Jhe hQYER conrectds S 10 gatronrethe ragnone ke thgrimessage
bnmﬁrﬁbf not available, in step 2312 the nessage broker 602
Sénds a nessage to the runtine environnment via the MS
116 to unsubscribe for these notifications. If the
[0130] g crgpoRet, thpphéssate brokes 66 atdnadite, the nregioape 23 khe tfaasformation

nmessage broker 602 forwards the nessage fromthe
subsysteoAsdr i atfqnéﬁn_pen%@ Y6 FORPRHERCYRES {HBARDIN FEP. s, the external
correlatok Qi]cﬁﬁﬁe @fsﬁﬁéd A9hd Hlegéagﬁ H@po% 4nd sty Qm,% IH%SS& i AR to the
to the device runtinme that a conponent “application
runtime enygoadent isdiastirig whxdtkerios ndd the swbsatiption fequésh ngccesdrdpl e, |
an adm ni strator of the D scovery Service or another

o3y EBESHEE RS B RS e P N EAT  pe. Ts

example Whé Wb S5S redepide pdidsslg i dalvadhy abithd byrréth dROGIcHIEF aekgeks) of a
conmponent application in the local or trusted UDD

notificatipp giessagy theogh thelapplication wafawaywtificatiamlisteneadpl e In this example,
t hr.ee assumpti ghs are mmade. The f|St-as tion | S .

two assu piions Afc mgg% e?[rﬁglf%gty assutption Js t&{g}{ Elk? g\ﬁe %hlga@i)urcbeegna %V'S-Eventlng

event so&dE.Cahefsubdnd Avihptidn BabhedhbYapplieitivh feaewelyel (Bulbaswe) €m stored
. 220, The second assunption is that the external  system .

subscriptiRoiREOTHISHOR (16 SOFPANSH tapPUFAtion IREIRG havh o Bpsosiaiha melfication

=

P e

ass ernal system has the
ability to provide a valid conponent application
[0132] Iidetpp @POFthe event source transmits a notification to the notification listener of the

message listeners 232. In step 2304, the notification listener transmits the message to the

message broker 602. In step 2306, the message processor transmits the message to the
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20 descriptor. 101361 In step 2402, the adm nistrator
transmts a notification of a conponent application
upgrade to the di scover service 1302. In step 2404 the
di scovery service 1302 transmts the notification to
the |lifecycle subsystem 220. I n step 2406, the
lifecycle subsystem 220 sends the notification to the
transfornA€5h BLSSE@in BI6, SHRSY sdrfehs 9 méRadd i3t ihitrsl afes@40Format and
adm ni strati on subsystem 208 updates the version
returns ititgthempessagsrbreksyr 60he  conponent application. In step
2410, it is determned if automatic notification has
b SR tif
[0133] Inn%i&ﬂﬂ(?&c ?ljle @%&gge bio %&e : nyfltl%eﬂ\%adyor}o?ﬁ{r?gtql %‘/rlﬁantgj 1%1 ethe message
depot using thed eﬁanaiewrm&atdr(lﬂentiffcr awhiohdd trengadtied mtﬁtth@nomﬁscannn In step
the pro S pr.oceeds step.2412 where a 31 |
2310, the, Fésgs Praker 002 é‘eg@?ﬁ ihecagsociated CpPBQReR! aPP:h‘?P@‘b uzztliahfecycle
subsysterﬁ 290! m??fhte cmﬁr%ﬁ&ﬁ al Isnhéatﬁ%n ROhbE éﬁﬂ%l@ Nin dté EANSHE ‘t’t‘fets e broker

for multiple wreléss devices 102 and in step 2416

602 sendsrmsmagpagd o0 threanmirintet @U/JronmantevxahéevMDél ts tcdemwsmbﬁofbr these

notificatidse 1B, bARpdRA 38R0 it SUlR i S 2P0 P e adEe bRer 602
forwards ﬂiétrﬁés@dtg&fr&n ﬂ%&mtm@amﬁ@r v the NEDG Y €6, Since
the 5 upgrade notification includes information

lar to that included in the depl giyrrent descri ptor,

[0134] Rfifﬁ'élnﬁéBIFé&lﬁéﬂﬁ %smm!@ Of sigaaling s th@ evige gunting thg f a component
soplcaiefSRBELA0 BB sgict o A0 by SNALERN O DRcorer
Service oasabthabketeial isydietatinaiaed. anTﬁ_ifpgrﬁieaﬁphimblld | messigel eThanUpgrade

adm nistrator initjation of an ev fo runt|
Availableg pFFegfind MHFPadVEEESS devigei HE & cthe el it 4 upgraded

componer&g.ﬁﬁmeummtm&a@apﬁﬁk%m ﬂlqg%imllf?(gft ep 2502, the

ni strator prepares a ess devi ce
paranmeters and submits it to the adm nistration

[0133] Insfhbgly@cmmle Ithrestfsplrmﬁw arhenasidni Fles firshtabswmption is that the

external spr%tbg%/ Slema 4an ciee%o%ucgegelllull&e Clngfza?cﬁg¥ Sch% rlnfccyn:(:)lf: sugsystem

220. Th@@é@ﬁiﬁt @srsﬁxnpﬁon ﬁﬁftﬁﬁi ARl ek@Rridad &y e RIS BERto ddinhbificate with
pr esent exanE ,, the parameter is likely a runtine 15
apphcaﬂoe ithronghh theriublighed sgwweaﬁ@vwiﬂelrl’@ml@ applicpigen. | Heg tbcrdgssammlon is

;
that the e&@ﬁc’aﬁ %ﬁstgrﬁoliaggtré I&Sﬂ pgcg/g%: t‘%ﬁelda mpﬁlﬂé t ag)p fon deployment
descriptorsubmi ts the list to the admi ni stration consol e 504

along wth a runtine environnent upgrade request. In

step 2508, the adm nistration consol e 504 transnits

[0136] Insiep P4Bhethe tdminisraton framseits 4 inghlisatiop ek asepmpangnis pppjication
upgrade t& WD diskier 3R Q g(bat Ierpﬁglg gli “tﬁoagcéﬁ%{ %ﬁ%ﬁ%r% Steéhsmits the

conpact nessage of th W reless
notificatiotigw itie BfetPde aulthybtamsi28p In step 2406, the llfecycie subsystem 220 sends the

notification to the administration subsystem 208.

[0137] In step 2408, administration subsystemn 208 updates the version information for the

~ component application. In step 2410, it is determined if automatic notification has been

activated. If automatic notification is off, nothing further is done in the way of notifying the

wireless device 102. If automatic notification is on, the process proceeds to step 2412 where a
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2512 the nessage is transmtted. Once the wireless
devi ces 102 receive the upgrade notification they can
upgrade the runtinme environnent in a simlar fashion
to obtaining a new runtine environnent. However,
bef ore upgrading the runtinme environnent, all
applications and application data in the runtine
list of thealeviceo B fotidice icRM¥Red eth §tep XMd, 8 GohPhctimésRAge ldTahe notification
runtinme 25 environnent is updated and t he app%lcatl ons

is constrygied fop pryliple; wirelesst deviges lpasqnérlecﬁtqpr Hhhor the mogsegesisrirgmemitted.
Once the f(\)ugfezgﬁge 9%\(1%%2&0?2%\68&;1@5 Ii[‘? %I%gg lng e th%ag epqgh{i]denlgg ¥omp0nent

applicationriaressiintlanfasionoe obamdas & nem&qxgﬁeﬁtmpphd:dtlopl dlowever, since the

I d T dt
s S B PP Stk LI e S s

the depioﬁg&ﬁrd@g&l@,tdrqlegdﬂ&rb% w&. an exanpl e of schedul ed task
elivery'is 32 illustrated. In step 2602 the
dm nistration service 502 prepares a nessage to be

[0138] Refeming ot kigaret 25, @n qxampld pf yigoaling tOetl@s@vw@wuo@meltbat a runtime

environm &o%gdgggsoérﬂ%ﬂgal?ﬁfﬁggtedz 63@@ F%agné,}geggggi 8’1} es}dmmlstrator

initiation @2ars eh@f Ufol Sufitiha Sdavironpesh uﬁ;}é’t&dlﬂg S iRURling) ofle tdrNB@red Funtime
group manner. In step 2608, e nessage broker 602

_environmgnjgempARE: hedul ed t ask. |n step 2610, for 5 each

device in the group, the nessage broker 602 creates a
0139] In S¥PLBI NS SAGEni &R0 JfZ?S 4 :
: In k? ge’ to the 1vvl r er Eserg%a%i&jielhgte Eel%éi eyﬁé%ﬁ%%%{ef%.and submits
it to the aﬂ@liiﬂgtatmucsubsjfmegi 108.1 In ste 25, sleemintinitratibresubsystem 108 queries

P TS A e T e ———
returned ﬁcﬁﬁnﬁdrﬁﬁﬁsﬁﬁtc}?acmﬁﬁe PREXRN SxakiSle MiHeh BatameR8 Bk OMitdhd a runtime

application specific code within the aﬁ)pl i cation
environmepdtersgn, sandy therefarg 4 tlise licludatdledevitdsehaing) shewpgeified runtime
enwmnmeng%grsmnn appl i cati on mappi ng and converts i nbound and
utgorng application nessages .into formats and
prot ocol s specific for the sel ected data source.
[0140] In [s€2p4BD6,Tihe audgtinisiatbhsubteisscthe st @nths e{‘dﬁﬁﬁku&tﬁfnrwonwe 6504 along

used consistently for ease of explanation.
with a rupfgpe cﬁlivgkmmrﬁdmgfﬁd@rf@qw ViR gtepy é@%éhataé@maratmg@soie 504

transmits fh@r Q@e@irﬁ th@ a?ﬂﬁ txﬁrf @éptheojﬂb' rﬂltsteptﬁgo e Ia 1on serv1ce
xanpl e, though reference was maetoavmr
502 constnhew a:eqmpmhmessaigt eflthtSupperdeuor multipdey wdebess slemhesaH}Zaand in step
deskt o aIs be, used cardi ngly,
2512 the RERHGRFRBRIIPL DagyigaHETPE Qe ot Wi erare i W%meécanon
they can Q}Bgrﬁ\ﬂler fleCRRtHRVA R oRMER: ﬁf’aaslxﬂﬂﬁkfﬁﬁoﬁ%péﬁtﬁhn new runtime
|'aptop or nobile conputer, a smart phone, a personal
environmeglit.gi Haweses i befamt ypgading Hibe | fulktime| aiulﬁ)]nm&at amibtapptications and

applicatiofy IR ing e RS PR RGO P Cerp R KL SPACGcBRm rEhe runtime

 environmeAP Ak | GlaleaN 2GR RN pHQRi0AS Cankd §p;51f%¥t16‘1? dhB2 ard Resord@efom the

not be true. 20 One reason for using the conpact
XML/scriptderma fs thopevatuntimerepvisammenandwi dt h. Accordingly, for

[0141] In many of the situations described above, it was required to transmit a common compact
message to multiple wireless devices. This process is referred to as scheduled task delivery and

is described as follows. Referring to Figure 26, an example of scheduled task delivery is
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systens where bandwi dth is not a concern the conpact

nmessage format does not need to be used. [0146] In al

of the exanpl es described herein, the device runtine

is responsible for retrieving the packaged

application once it has been provisioned. This is

typically preferred because providing the runtine
illustratede nini steprit2tthevad hiniartion keroice IS0Mpadpares adlavesh@otded transmitted to a

jbits junk_ 25 ppllcatl ns from.bein ushed to the
plurality ?ﬁwelessmw%%v Ston 304, the areshage igent Helhe Fcssagh Qrakee 602.
packaged application can be pushed to the device if

[0142] IndRS] 7608, ﬂ{e%élsgllgeellnbﬁé}lm RREABR] {261 td YuHaRE Fde?ﬁge it D€imed or

encryption scheme used for the systemis as .
group mankeys dgspsiiN, thetmsesgettvekat b gunsihg selmdlutddgask. In step 2610 for

pl i;cation atema crypted 33 us .
cach devigB Wi no S o8 s Pl Do TR et SR oy e 2612
delivers théSmH§sﬁ tatausrldst dévicd RIZA¥ih IRl MDSCPIBYeni ent to
secure y transmt a symretric key to the device.

blic/private key pair_ cryptography is used for
[0143] A%“@E‘UF‘%‘IYy iy afh & €7 ribptnibs s@@vggatwet gRlevaY ervgatldieatlows generic
wireless a}ﬂﬁﬁfon@%j cEtbRRake Wﬁ}{?eﬁgﬁ"c f(fh%fn alifef ?Qc‘fc%ﬂa @&ngrs s 108 without
OWM ng any systemto secure ransmt a nessa
deploying dppligaticavepycific S:edtve/lthmﬂthe mp;blicaben gmaway: satvedl lkSylmlf Rather, the
erson sgllled in.the art, the selection of an

gateway I3l apAnpORetich Rarhing endeorivertyinboHed sk GHEowg APpligstion messages

into form&§ ﬁﬁd’ Pllot RBIsSHEAIE For tROLISADIAALI RS thereof , may be
use Conponent Application [01481 Referring to Figure

a bl ock diagram of the conponent application

- [6144] Thg@lpgj\op‘gélg deparipgignseverd teompoarsritssd 2a0dstentlyefor ease of explanatlon

However RS R0 S RENA ok B0 R S TS50 5y ey e o i
the applldaﬁﬂino FeR eSambpIe 5 alkifu@H GBfefeid® Witis GRddeOfdSa Whikdlesk Mvice, other wired
pl.i cati on container 300. The structured definition

. computm$ Q%‘g%g%mb@ﬁ ajgieskfep gomputer My ralror bey lnsedc Swpordinglys thre7igon device

er o enen
or mobile mempetee ratsmmt ;ﬁmﬁe,l | ps:scmtat dhgbaltaeﬁsteﬁt and #hedikece such
that each el enent can have one or nore values. 15 Each

[0145] AsSa(Pé) %gtg)% S hﬂ%&quéﬁ] eZ(!d)ln%/Rggta ngegqgfﬁel ? ed Ch act o Ifasstblegnsg used to

communi@tEPRMesn 1R PIRatin gﬁ@@a)e h6&BRY - C:%‘Héjvn@e mnﬁlggnécegcﬁ?t be true.

each el enent. "Exanpl net adat a schemas i ncl ude su
One reasags fdyugsimp the corpad messdgbfdrmaCor & 6BE) pantinglith- Aecordagly, for

t al [ AA t
systems wiiie BB (oL cbiiiet) TeientpanemaberpUES Beshfthsed ybe sed.
(EAD), IMS dobal Learning Consortium (lIMS), and

[0146] In AUSIIiR EdinAEs S¢EPETREbinl @feAdiiceSRNMIe s té¥pbible for retrieving
Encodi ng syntax al | ows the metadata of the component s

the packagexb@ppliration opge4t has beerppmmed b¥hishie fipigalde preferred because
pr0v1dmgI ﬁ]lf rl%&lhﬁl%chIFor%Qe%t (‘%ﬁﬁ con%' { & ove Wﬁ‘aqdlse C\Qv%ioaged inhibits junk

applications from being pushed to the device 102. However, this need not be the case and the

is used ge%ZIQeZa'l %Z g? e ﬁfréc?? \%rgl'ggst %’ct uc 3?5%§skt¥g]h&nputer a laptop

packaged application can be pushed to the device if desired.

[0147] Although not explicitly described, the encryption scheme used for the system is as
follows. Messages sent between the device 102 and the application gateway 106 are encrypted
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schenmes include such as but not I[imted to XM, HTM,
XHTM., XSM., RDF, Machi ne Readabl e Catal ogi ng (MARC),
and Multipurpose Internet Mail Extensions (M M)
101491 The data conponents 2700 define data entities
whi ch are used by the conponent 25 application
program Exanples of data entities which data

using syn@DEFIo ken csypfopiphyn\Sydasarit ey anetaradlds usitldfedausa s relatively
financi al transactions. Data conponents 27Q0 deflne

convenicainley SeGIrly nEISBI. AsSYRIBETCr ke 19 Besdvicge Publiglptivate key pair
cryptogra @9 {stdsES gor%garélg}exanpllnfn?é @sa%&eoehﬂéeﬂrtﬂg 4108 SQErverl;a a.)rlld external

resse ata conponént
systems, ﬁbefthmnsanhncaallbwtngwm dyistent edetwebriransaiéra medsaghtoitbe gateway

0 ised of.a ue ident.jfier for the order i ch )
server. AQWRN Hcahpegiaied BY Bt Silied 8 dierkne BR sleb PERS apgevption
scheme i Qrdaﬁgﬁ RHoidS afid WhRES edchfbtioh "Bhdh&, ahdl eammau&r[sem&:%df may be

whi has a date-tine format, the 34 status of the

used. order which is formatted as a string, and a user who

pl aced the order which is formatted according to the

fd Nt of another one of the data conponents 2700.
Compon%ﬁﬁ%ﬂh% ﬁ%‘ parts (elenments) are usually transferred

[0148] Reffmimgrteﬁgtge 27,(a iess diggraacefthdicompbmenV\@pplivarion c@sprises the data
chor eogr aphy ru]es pref erab e i s persistence_of

componends, £ 400, daBreesnaliop K9nPoRgRs 2 Z@@&E&etrgessmmmmﬂ% 2704, which

are coord Mt olrlﬁfil/cgg ggfnﬁbﬁé}ltsaﬁ‘?ﬁﬁ g‘].r&g%/ﬂ e?rm%ﬁgnsg odrﬂsgﬁgéﬁ)the a hcatlon

choredgra I'tions I ned
container 86@ Fhptnocaired defdasmrghaguatga$exﬂ be nseclanpbestruci/the components 2700,

eflnltjon an e, correl t|on i nf
2702, 27k poctienieh &8 RESABLEBTDONBRE CoRTEA et e & B g clements
representlﬁ% ﬁ@ﬁﬁﬁ@ﬁﬁm’t&%@l aR¥soliR@ sEHRRNGRh elcaRit bzﬁﬂﬁdv@ Bnd 610916@ Ralues.
302 to communi cate with external systens such as

Each metadatn srhemp depicatyr h@@leﬁnthuw@act@w@c@sum hmsg@ggmited to a limited

nts 2704 ‘descri.be such as. b not m .t ed
number of FGROHE L g o B cTRRG e nd Aol T che P SleehEr prampte
metadata ume;ﬁw@ indR@k i uckrasf Bt AdieliRite@ o DHBIS ICGRkdISDO), WhAGlo-American
order, and notes associated with the order. Message

Cataloging oRplshetAAGREY Geremmentlalammptiors ri-qaator hServiger ﬁ@il%r)edincoded

Archives qﬁ%s‘c@@&rp @Aﬁt&g :@,@§ a%gfbgg nnﬂ,%ﬁ‘l%hé eﬁgﬁgao?&%ﬂ m zﬂﬁp Australian

Govemmemt thﬂtbll‘ BervicAgaald)n Fnyodihg eyrdynalioves the ﬂﬁ&"tﬁdalta)@f ﬂhalaoimponents
e for the 15 co onenI definitions for client

2700, 2703&?9‘*&3@6&{@9?@%%@ e dgiige AulaatuguEy2Qhisse Elmrea) and encoding
schemes {EQH <BLAACRLH o RuriE b CBVTE AR MRS 0] VRO Machine

anguage used to express the’ sérvice 'intertace,
Readable CatalogikpnMAREWGEnd Mulbiptrpost IntarnetMall Erteiiifhs AQHIBPEL .
VEb Servi ces nessages are defined within the context

oveot T} PSRBT e’ B TATES pEOE el B B honen
applicatiof? @Eﬂfrﬁﬁt AR fAIRAGHHRE WiRdh dakh 'c§m9@1’iern@sl @ff[]()otﬁaﬁ ﬁéﬂcﬁbe are
0 done using predefined nessage paraneters and :

orders, useiyy @n@rﬁnggpa]r tramsagionmigs | Bajacemmenents 3272001§:ﬁne what mformatlon is

required to describe the data entities, and in what format the information is expressed. For

example, the data component 2700 may define such as but not limited to an order which is

comprised of a unique identifier for the order which is formatted as a number, a list of items

which are formatted as strings, the time the order was created which has a date-time format, the
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as further defined below [0151] The presentation
conponents 2702 define the appearance and behavi or of
t he conponent application programas it displayed by
a user interface. The presentati on conponents 2702 can
speci fy graphic user interface (GQJ ) screens and
controls, and actions to be executed when the 25 user

status of ithd erdee tvghivh ishfdrivatied BP anstiiig, 2Pl 4 asdri Who phiced) thdherder which is
user jnterface. For exanple, the presentation

formatted:aeartiam ie e disiintiep efemotier 9ef ok e datajgemponesy 2700. Since data
: t] : .

s (RIS DU ARG, ol Byl SLOFuBAETY ), s
choreografihg mulesopricfeyably thaed is Sesiviene aibdata vBmponses 2700 Daal components
2700 e SRR e i e BB O e nons
availablefl@Y ideBfied %F b apBlicdtion PARWINEE USRI oh HoRIpleC §pe CdERtons and/or

35 [0152] Tt is recognized that in the above descri bed
message erfedgiiondoioponiént appl i cation program definitions

hosting nodel, the presentation conponents 2702 nay

[ | e t enyir onment

o150 Y SGBEN,N1H0 FHICAL, 1 RORLH AR, YL B onen

applicationopregiat S02do coMimuhigtd With exvdrbaladysRiRsich ak i thd webhrvice. For
application definition of the conponents 2700, 2702, .
example, ppg0f Bieomgesags comMpoRaiE Athmaypaescahe isueh 95 dut aef dpited to a

| message @gglakeﬁi $r§ Ox;vﬁ‘icﬁ‘ i%ﬁgﬁléevﬁlﬁﬁ%sf g{ﬁi;ﬁﬁ&yfo.f E}cfogﬁggg?gsﬂhﬁs of the

osi tory as a 0 ormne
order, anRuOs asosiamgevidly the, ordar K¥ksyage 20iporcanPdiveddfinitions written in the
. tiptors with a set of platformspecifi
Stmcmdg%iﬁlétffﬁu@?%ﬁgs G BHEREY SoRSESCR a0 T ) 913k mpzFagsagnd can be
generated PRGNS JatChubhBRE. MebddiliRsy, MORRnihR SURGRVA nWe done for the
depl oyment request nessade is issued the client type
componerghdefimtitns &yye clidnt eapplisationp aressages,t and assgisst dawssagent, from

standard ePE??rgz%e%ﬂng%gé{?ggv\gﬁg ngiﬁ(églg)ﬁalggtﬁ@dgggﬁgaﬁtg%xp?egg the web service

interface, #dxafipld §i2h ab bAOAG MEnited to AWEDES SIBRET € WebPS ey ABssages are
of the devices, application definitions can be hosted

defined wahin theeconspt OE ap¢rotion and, rere isodefinedrmpimslatians hetyigantke message
: Ut 1 c en efini-tionsdinked: wth

componerf 27454 L IRHEAL A RALF Plog i (BEhURRS ThirgIacth' bt e
done using pElefindV dssagt pRtLseM ddddort thugh fsé a8 tworBlPp @bin@enents 2706,

user interfaces of the devices. It is also recognized '
as further dgfagedbelavndar d presentati on 15 conponent 2702 can be

used in the event the specific device is not

. | . : .

0151) T8 Bk ot o543aRLS0p REAC B L RXLS R Gt 0 componen

applicationpkezam adiit displaysd by a wWeminlafader BlgpupebemaEimageponbgts 2702 can
es i.s validated and

. cli.ent runtine e of the, devi
specify SToplc RFEJBRTaBLAAYD eEbA RIS AEracen Pareosguenavhen the
user inter¥@0 WRAVBE Afohlnil g@lﬂﬁﬂé& Fﬁsﬁ%otﬁ%v Gherl (MeerPREVWREK ekQfiple, the

For t hose Wb "Servi consuner the client
presentatierp porpertentn2 Koy ey defliBOScreans) thbelbnedit boses| buttes @ menus, and

actions to %% gﬁ%@g@%&gﬂi %%%&%B% ?}Ié %5@ %{){5 Irog Eg%eyat bqltttorq.e gtrr?aj c?rztg)roof Web

Service consumers use a visual presentation of Web Service operation results, and therefore

provide the runtime enviromment on their devices capable of displaying user interface screens.
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t he wor kfl ow conponents 2706, thereby providing a

custoni zed conponent application 302. [0153] The

wor kf | ow conponents 2706 of the conponent application

program define processing that occurs when an action

is to be perfornmed, such as an action specified by a

presentation conponent 2702 as descri bed above, or an
[0152] Itafst fe@ﬁgrhﬁbdb&lapfiflfiﬁé retd viehdacriteds alisns o%frflioﬁaltf igplicad®on program

system_ Presentatjon workflow and nessa

deﬁmtwrﬁrl}%@%& megelathe rrefenEanISYmMPRECHF kI BYY vaBnipseding on the client
platform glchgnvu-[) eiﬂ‘P&f’&E& AN ED “ﬂ@d}%ﬁ‘t%ﬁl@?n%n%r G B%@rv?cce c%nsumers do
ies of Instructions pf ogranm ng | anguage

not requlsx}:r wplal pepstraatipnadbe appln:latlals dd*iﬁmtmjmbf the nnmﬁdletnd:s 2700 2702 2704,
CVASCcr i pt, ad can be c il nt o, nat an

2706 of 5& &OTP8 aepwp%uaa REoRTaRy e‘ft‘a oted g Wﬁf@%@?rv% deglstw in a

metadata @Q}S’d&ﬁoryA@OO eXanmin@1e0bs f)ﬁﬁbi‘?ﬁfn%{ulrﬁvﬁa@ao 2fi i) QHch%agJ@ﬁMmW)rkﬂow
be to assign values to data, nmanipulate screens, 30 0

2706 compergnt hbsmgag\elth Thectwof M:fiatﬁxmnmwprmemeseam&ns n@rpmrtegt 2702

descriptofy (37 VhSo RO 4TER wBfimsy TRECHF 31 2Gerd T BRbympne request
message {sHSsuedl figS clieaniypB eRdid be 6P&bified’ A% paT 0 thiPRY L6 niddsige MEn order

Envi ronment 5 101541 The devi ce runtine environnent
not to dupligatpsdatmemenstged and weoddflaw metpdaty whide pakpging sempyERRt application
; | |
prograns 90 B TR o BB O e AL b RBBK cb BB o b o on

the apphdat‘i&n skevérs for BREnple| &5 aablm:ﬂl)epbf maﬁmmnnatmn amrﬁﬁcﬁneaﬁﬂeﬁrﬁ'@(ﬁns linked
anple, there are two operational_ npdels for cli

with differeii Fifeot ATEHPIRSOR SHEPRRETINRT Vs, &Yy BiFs drRresenting e different

supportecfrﬁge"?dﬁk?fa@@ss Sfi X @Q\g&fso riﬁ 1§Nalsl8 ret: &hﬁcﬁnma@taestgﬁc‘ﬁa?@ presentation
nati ve executl on e runti osts

componemte’ﬁﬁagen banskdsinrtbe avene thpl speeific quoc & itickplictly sygported, thereby

ce usi,ng .the native cod e applic
providingl 5 1 GRS £ 6h PRV BRI 0 Ehch Lot O Ak giEovery o
downloadpfeai{és‘ii efbsBipe, IHREIRATRRIIRR t)fprQﬁEtﬁ@ kvikéd IsSvallidBted and the proper
nmpl ates W th net adat a- ned paranmeters fromthe
bundie is @mthnf@d ier detigery ty7tbe webzemven hép touhe devieh E0gens mlmaﬂtwork 104.
nat |

h
For thoseC{VIeE f eavvbcéj g?rrs(éflz@ite%s]? g}cp ‘él§( k a?@l'ic%&m%gggrﬂp%/ %8# ﬁ@ contaln selected

presentatidR téibOYEnGOIMOINRRE] RTBGhE Aotk 370@ afd fRSage QV%&drﬁﬁbrfeﬁts through
native code or executed using an 15 ECMAScr i

the workfloyt eqmppencats 2/86.4heraby providiega pesiornized @@mpwef appligation 302.
redirector interprets calls to the scripting |anguage
r
[0153] Tﬂe%&kﬁgﬁr é:%gilpﬁg&t%%aﬁ tﬁ‘g cﬁ%ﬁ@‘%ﬂ??;@ gétinm gré’%{ clﬁ%ﬁnrfe\f)?ocessmg
that occutshwheruiad iaotioreizvior leen parfidroet, i axoapactént sfecdivd iy & presentation

S.C nponent 2700, 2702, 2704, 2706
componel&@ﬁﬂﬁ.aﬂ% sl a . OF 3P asHgRin 5& perfprmad When passages arrive from
the systeﬁur 'PP&e%ﬁ&P%c&Eﬂ&M%do Imedsipe ;ﬂ@&és},’lﬁ rPr R30I Ay 8 Qbrkflow

nodes. During executl on, e ve 20 runti'me
componerfm @V@fe 366 vwopldiaw esmponahéf 270G aronvrittdn ashe sgrmspdnesitetions in a
2702, 2704, 2706 rat

-programmZng Panguage or a scripling language, suclil as but not limifed to ECMAScript, and can

be compiled into native code and executed by the application container, as described above. An
example of the workflow components 2706 may be to assign values to data, manipulate Sc;reens,

or send the message. The workflow component 2706 supports a correlation between the
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than on native conponent entities. It is recognized

that the tenpl ate based approach can be nore

performance efficient over the netadata based

execution, but can require a nore sophisticated

execution environment and nore nmenory resources.

[ 0155] Al though preferred enbodi nents of the invention
messageshanealcieenaptdication @dwhesrasen of irilesvidrl opetiodd o ke sibt0eEmponents

se skilled in the art that variations nmay be
27ml27¥%32&fhereto wi t hout departing from the spirit of the
i nvention or the scope of the appended clains. 37

Device Runtime Environment

[0154] The device runtime environment loads the metadata contained in the component 2700,
2702, 2704, 2706 definitions and the builds an executable version of the application program 302
on the device 100, via an application container 300. For example, there are two operational
models for client runtime: template-based native execution and metadata-based execution. With
the template-based native execution model the runtime hosts data, message, and screen templates
pre-built on the device using the native code. When the application program definition is loaded,
the client environment provided by, the component framework fills the templates with metadata-
defined parameters from the components 2700, 2702, 2704 and builds the executable client
application program in the native format. The workflow script (for example ECMAScript) of the
workflow component 2706 could be either converted to native code or executed using an
ECMAGSecript Interpreter to a native code redirector, where the redirector interprets calls to the
scripting language into operations on native components through a native runtime engine. With
the metadata-based execution, the runtime environment of the component framework either
keeps component 2700, 2702, 2704, 2706 definitions in XML (for example), which are parsed
during execution time or uses native representation of XML nodes. During execution, the native
runtime engine 506 operates on definitions of the components 2700, 2702, 2704, 2706 rather
than on native component entities. It is recognized that the template based approach can be more
performance efficient over the metadata based execution, but can require a more sophisticated

execution environment and more memory resources.

[0155] Although preferred embodiments of the invention have been described herein, it will be

understood by those skilled in the art that variations may be made thereto without departing from

the spirit of the invention or the scope of the appended claims.
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