2 °  PROCESS FOR PROTECTI NG A STATI ON'S ACCESSES TO AT LEAST ONE 3

'SERVER AND PEVI CE WHI CH | MPLEMENTS THE PROCESS 4 5 The present
inventibn relates to a process for protecting a 6 station's accesses to
at | east one server and a device which 7 i npl ements the process. 8

The need to protect the conmmuni catrg)‘ps bet ween servers and 9 stations in
comuni cati on networks is known, especially when 10 t hese conmuni cati ons

i nvol ve sensitive informtion fq{B T?ppl i cations executed in the station
in cooperation with the 12 server. p to now the protection principal
consi sted of adding, 13 bet ween the application and the |ayers of

comruni cation pr GENGORS CH4P AND PHETOELEQTRICPEONVARSAONr ot ection program
This program | ayeAPPARATUSS USHEGANHEJSAMEN in the term nal and in the
server. The 16 di sadvant age of such a nethod is that it requires a

nmodi fication 17 of the applications or the tel ecormunication |ayers and a
program 18 part for producing the interface between the protection
program 19  itsel f mngkrdr sREg fife RiEdd Guidput sinsl fidlescodt
application, 20 it is necessary to develop a specific programint erface
21 Mor eover, g@apgutsEmeersignesiof amutasidehectecrsansalr ichigorfirmnt ed to a 22
mul tiserver network, nust be protected. The programming tine 23

necessary to prN@tﬁ'mmeﬁlw&S f £hecsepsan dditon & wwixeh  pudget
required to protect an %H_I i catr on. The obj ect, of the i nvention

is to propose af§f BT smsw@ﬁtm R CEFRYSt TERAY & iaeF

nodi fication of the 27 | icati proq"rarriexec d i rl;etermnals or
any 28 nodifi |%r$°5\‘t eé"e(rjf\t? L{g;'lb r‘gtyt °F &chieved by
! he fact that t?ﬂerarq__r‘.L q%iﬁdg%%}gg%s vﬁ{oe Q_qg% tQ thq_tce‘cts tﬁglt%c%e:%ses

ofi ginating from-user se srnatronrs at” Teast one

appl i cation ser%@ﬁr pud? oudéx’&%eq:t{é‘rs@&'?)@ %@%xy%‘t@ 13 g IreRREYiAG,

mul ti port 33 econmuni cati on protocol, ch process “consists of "a step
for 34 the systeerts, esidRigerdiRnteme ARHAlEcY oS RiHAT6S RS

2 1 bet ween the user station and a security processor interposed 2

bet ween the useforsttiie curtakilem.pr ¢t ectled chip phote lekatdien cdnvesdsivnons
and the server or servers to be protected, and a step 4 for the cyclic
initiation of sxpadatpssdgsiwhisch & pluraliswodisepscr andpseeach
characteristic, the step for the 6 systematic establishnent of a security
sessi on i ncl uddating A pPRgialdiih e Gtldght-geceiving eleneitissHn by t he
station through the netwark of_a 9 source | P address and at Ieast one

port nunber as%%wwlﬁes %%ﬁplﬁ%%&%eﬁ%’d‘eﬁf &% @at i on;
11 - a search by, ecurrt roges for_.the securr |pt 12
associ at ed wi t FFRE™ f‘gt °rD stqia‘é"tga Jtdﬁze é‘&:urr ty

bet 4 b
the security pricaRiorniy gEoH 14 ocaf‘eefs”sﬁ vidf lfez"%p?{}?e's?& YRR e
and address of difig, 1@ sui%8H,C pieivitled SESL TlicH RiE AN Idedidddn i, he

opening of a 17 connection with the renote server by conmmuni cating an IP
dress 18  angbra cR@hledtiiRYdiskdnnecting \GHY Gutdputd sARMidlelines,

char acteristic, the script associated 20 with an appl i cation consists of

directly est ablardrrmg:drﬂudlrlrdr L2Pprovigiatednm daehstod ithre arechsichre chdipat,e

server chosen the security 22 processor. 23 According to

anot her char act%m sitios inghéhee swiitoh suvliptforp @ Aurafdampineiudiiad, adef i ned

in a stored table, nmakes it possible to 25 choose one or nore of the

fol | owi ng funct5idifs lnterfé’érl 261 Whalrﬂ%éﬁ{ﬁf@dﬁ @Fe (QRERUY (QHRSIGe the

verification of the us rights, certifjicatio encr pt n key

cal cul ati on, sisg?h‘i‘f’ﬁrg (‘?&\ &li‘leat i iGh RS HVERG files --
to provide 29 et i, e ti fromthe
server. 30 OP%?IEI %n%g'?'g:%:}né:%hrter21 char ac%g‘rr 2{2’% %?tstg%urr ty
processor 31 dﬂyyg@gnq journal in a nmass nenory conprrsrng a sequential 32
connection nunber, the connection dates and begi nning and end 33 tinmes,
the source I P address and at | east one port nunber, the 34 identifier of
the security obgggiyppsed, the nane of the renote

3 1 server chosem,—the destination |IP address and port nunber, and 2 the
execution rules. 3 Accordi ng to another characteristic, the security
processor 4 stores in a second table of a nenory a list of the
applications 5 processed by the processor, the operations to be executed
as a 6 function of the connection type, the security scripts to be 7

i npl enented, the access rights of the users as defined by a black 8 1list,
a white list and a subscriber list, and the schedules for 9 the
authorrzatron of access to the renDte servers. 10 Anot her obj ect of
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