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COMMUNI CATI ON SYSTEMS 5 10 BACKGROUND OF THE | NVENTI ON The present ¢ MAR 2004
invention relates to encodi ng and decoding data in comruni cations éystens
and nore specifically to conmmuni cation systens that encode 15 and decode
data to account for errors and gaps in communi cated data, and to
efficiently wutilize comunicated data emanating from nore than one source.
Transm ssion of files between a sender and a recipient over a
conmmuni cati ons channel has been the subject of nmuch literature. preferably,
a recipient desires to receive an exact copy of data transmtted over a
channel by a sender with sone 20 | evel of certainty. \Were the channel does
not have perfect fidelity (which covers nost all physically realizable
systens), one concern is howto deal with data |ost or garbled in

transm ssion (yer, ' n

gar bi ed_dat 2 PFOSEATION AUDETVE Eehy (‘Z@?ﬁf ORARD

garbl ed data is dat CODLER FORL PMM Adl codes have
been devel oped to correct for erasures (so called 25 "erasure codes")
and/or §or errors ("error-correcting codes", or "FCC s"). Typically, the
particul ar code used is chosen based on sone information about the
infidelities of the channel through which the data is being transmtted
and the nature of the data being transmtted. For exanple, where the
channel is known to have long periods of infidelity, 1 6 MAR 2004 2 a
burst error code m ght be best suited for that application. Were only
short, infrequent errors are expected a sinple parity code m ght be best.
File transm ssion between nultiple senders and/or multiple receivers over

a communi cati ons channel has al so been the subject of nmuch literature.
Typically, file 5 transm ssion frommultiple senders requires coordination
anong the nultiple senders to allow the senders to mnimze duplication of
efforts. In a typical multiple sender system sending one file to a

receiver, if the senders do not coordinate which data they wll transmt
and whéh, but instead just send segnents of the file, it is likely that a
receiver wll receive many usel ess duplicate segnents. Simlarly, where

different receivers join a 10 transm ssion froma sender at different
points in tinme, a concern is howto ensure that all

BACKGROUND OF THE INVENTION

The present invention relates to encoding and decoding data in

communications systems and more specifically to communication systems that encode
15  and decode data to account for ervors and gaps in communicated data, and to efficiently
utilize communicated data emanating fromn more than one source.

Transmission of files betweep a sender and a recipient over a
communications channel has been the subject of much literature. Preferably, a recipient
desires to receive an exact copy of data transmitted over a channel by a sender with some

20  level of certainty. Where the channel does pot have perfect fidelity (which covers most
all physically realizable systems), one concem is how to deal with data lost or garbled in
transmission. Lost data (erasures) are often easier to deal with than garbled data (etrors)
because the recipient cannot always tell when garbled data is data received in etror.
Many error correcting codes have been developed to correct for erasures (so called

75  “erasure codes™ and/or for errors (“errot-correcting codes”, or “ECC’s™). Typically, the
particular code used is chosen based on some information about the infidelities of the
channel through which the data is being transmitted and the nature of the data being

transmitted. For example, where the channe) is known to have long periods of infidelity,



data the receivers receive fromthe sender is useful. For exanple, suppose
the sender is continuously transmtting data about the sane file. Lf tmf
sender. just sends segnents of the original file and sonme segnents Ar6eMAR 2004
lost, it is likely that a receiver will receive nmany useless duplicate
segnents before receiving one copy of each segnent in the file. 15 Anot her
consideration in selecting a code is the protocol used for transm ssion.

In the case of the gl obal i nt er net wor k 2of networks known as the "Internet"
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20  symbols are placed into cbnsecutive packets. Being packet-based, a packet oriented
coding scheme might be suitable. The “size” of an input symbol can be measured in bits,
whether or not the input symbol is actually broken into a bit stream, where an input
symbol has a size of M bits when the input symbol is selected from an alphabet of 2M
symbols.

25 The Transport Conirol Protocol (“TCP™) is a point-to-point packet control
scheme in common use that has an acknowledgment mechanism. TCP is good for
one-to-one communications, where the sender and recipient both agree on when the
transmission will take place and be received and both agree on which transmitters and
receivers will be used, However, TCP is often not suitable for one-to-many or

30  many-to-many communications or where the sender and the recipient independently
determine when and where they will transmit or receive data.

Using TCP, a sender transmits ordered packets and the recipient

acknowledges receipt of each packet. If a packet is lost, no acknowledgment will be sent



inefficient, and sonetines conpletely infeasible, for certain applications.
In particular, acknow edgnent-based protocols perform poorly in net1"ﬁ)M}§I§21]ﬂ4
with high Iatencies, high packet |oss rates, uncoordinated recipient |Jolns
and | eaves, and/or highly asymmetric bandw dth. H gh | atency is where
acknow edgnents take a long tine to travel fromthe 15 recipient back to
the sender. High |latency may result in_the overall tine before a

retransm ssi on being prohibitively | oné. Hi gh packet |oss rates al so cause
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well to b 8 ' %ﬁlrs il [ g€ B sefidapeously to
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is that if rent recipients lose different sets of packets, rebroadcast
of packet sheiessehl orttapsiigsians afhecsame pecketiopy fadrie sy lsading e [Bon of
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I nent - e

not handl e n an acknow edg comuni cati on systemis where
reci pients can begi r‘ncoediiated negpipidi jeinssid derves yrafehy to tloagitugtion where t he
rectpi %nt ggclﬂlrgéi]?ign icra]n Eo%:e?ridvliag ag aoglgaoirilgntgngi%isrg}iogdsles%io%fat their own discretion.
This situation is typical on the Internet, next-generation services such as “video on
demand” and other services to be offered by network providers in the future. In the
typical system, if a recipient joins and leaves an ongoing transmission without
coordination of the senders, the recipient will likely perceive a Joss of large numbers of
25  packets, with widely disparate loss patterns perceived by different recipients.
Asymmetric bandwidth refers to the situation is where a reverse data path
from recipient to sender (the back channel) is less available or more costly than the
forward path. Asymmetric bandwidth may make it prohibitively slow and/or expensive
for the recipient to acknowledge packets frequently and infrequent acknowledgments may
30  again introduce delays.
Furthermore, acknowledgment-based protocols do not scale well to
broadcasting, where one sender is sending a file simultaneously to multiple users. For

example, suppose a sender is broadcasting a file to multiple recipients over a satellite



transm ssi on session. Several conplex schenes have been suggested to

I nprove the performance of acknow edgnent - based schenes, such as T?ZIE{IAD
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an acknowledgment-based protocol were used to ensure reliability, a complex hand-off

protocol would probably be required to coordinate acknowledgments returning to the

appropriate satellite, as a recipient would often be receiving a packet from one satellite

yet be acknowledging that packet to another satellite,

25 An altemative to an acknowledgment-based protocol that is sometimes
used in practice is a carousel-based protocol. A carousel protocol partitions an input file
into equal length input symbols, places each input symbol into a packet, and then
continually cycles through and transmits all the packets. A major drawback with a
carousel-based protocol is that if a recipient misses even one packet, then the recipient

30  has to wait another entire cycle before having a chance at receiving the missed packet.

Another way to view this is that a carousel-based protocol can cause a large amount of |

useless duplicate data reception. For example, if a recipient receives packets from the



One problemw th nmany erasure codes is that they require excessive
conputing power or nenory to operate. One coding schene that has bele@MAR 2004
recently devel oped for conmuni cations applications that is somewhat
efficient in its use of 15 conputing power and nenory is the Tornado codi ng
schenme. Tornado codes are simlar to Reed-Sol onon codes in that an input
file is represented by K input synbols and is used to determ ne N output
synbols, where Nis fixed before the erscodi ng process begins. Encoding
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20 output symbols is proportional to N (on the order of tens of assembly code operations
times N) and the total number of arithmetic operations required to decode the entire file is
also proportional to N.

Tornado codes have speed advantages over Reed-Solomon codes, but with

several disadvantages. First, the number of output symbols, N, must be determined in

25  advance of the coding process. This leads to inefficiencies if the loss rate of packets is
overestimated, and can lead to failure if the loss rate of packets is underestimated. This is
because a Tornado decoder requires a certain number of output symbeols (specifically,
K + A output symbols, where A is small compared to K) to decode and restore the
original file and if the number of lost output symbols is greater than N - (K -+ A), then the

30  original file cannot be restored. This limitation is generally acceptable for many
communications problems, so long as N is selected to be greater than K + A by at least

the actual packet loss, but this requires an advance guess at the packet loss.



be a small nultiple of K such as 1.5 or 2 times K Thus, it is very likely
that a recipient obtaining output synbols generated fromthe sane ag%
file using the sane graph from 15 nore than one sender will receive r@%
nunber of usel ess duplicate output synbols. That is because the N output
synbols are fixed ahead of time and are the sane N output synbols that are
transmtted fromeach transmtter each tine the synbols are sent and are
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synbol s are general |y independent of. each .ot her nunmber
( Zub j el t @ogzon. Unlest the satelites are L oodinSarhadk SYRC, 3o LHELYRMRE

received by the receiver from the next satellite might not be additive because that next

satellite is transmitting the same N symbols, which is likely to result in the receiver

receiving copies of many of the already received 900 symbols before receiving 100 new

symbols needed to recover the input file.

25 Therefore, what is needed is a simple erasure code that does not require
excessive computing power or memory at a sender or recipient to implement, and that can
be used to efficiently distribute a file in a system with one or more senders and/or one or

more recipients without necessarily needing coordination between senders and recipients.

SUMMARY OF THE INVENTION

30 In one embodiment of a communications system according to the present

invention, an encoder uses an input file of data and a key to produce a group of output

symbols, wherein the input file is an ordered plurality of input symbols each selected



the resolution of 1) can be generated, if needed. 15 In sone enbodi nents,

t he nunber of output synbols in a group, T), varies fromgroup to grou
depending on the key 1. In other enbodinents, (1) is fixed at sof# ﬂAR 2!]5)4
positive integer value, b, for all groups of output synbols for all keys 1.
In a decoder according to the present invention, output synbols received
by a recipient are output synbols trangmtted froma sender, which
generated those output 20 synbols in groups based on an encodi ng of an
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t he positi he“uni que remai nin unrecover ed i nput
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cal cul ate the unknown val ues for input s
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lost in transit, the decoder operates properly even when it only receives an arbitrary

portion of the transmitted output symbols. The number of output symbols needed to

decode the input file is equal to, or slightly greater than, the number of input symbols

comprising the file, assuming that input symbols and output symbols represent the same
25  number of bits of data.

In one decoding process according to the present invention, the following
steps are performed for each received group of output symbols: 1) identify the key I of the
received group of b output symbols; 2) identify the group size G(I); 3) identify the
received group of output symboi values B(I) = B_1(I),...,B_G(I)(1) for the group of

30 output symbols; 3) determine the weight, W(I), of the group of output symbols, 4)
determine positions for the W(I) associated input symbols associated with the group of
output symbols, and 5) store B(I)=B_1{1) ..., B_G(I)) in a table that holds the groups
of output symbols and store the weight W(I) and the positions of the associated input



I's conpletely recovered. 15 One advantage of the present invention is that
It does not require that the recipient begin receiving at any give? Q@WQMM
in the transmission and it does not require that the sender stop a p

set nunber of groups of output symbols are generated, since the sender can
send an effectively unbounded set of groups of output synbols for any

given input file. Instead, a recipient can begin reception when it is

ready, and from 20 wherever it can, and can | ose packets contai ni ng groups

of out put ém”gcﬁs St rfoﬁo&:ﬁ?ﬁ%ss@sath&% 1104 ré Fgﬁgd]gﬂnf;i’irtmr%%?erﬁb Batelgngd and

still have™a good thance he data received is
“informati grupslef dutpe sytigdlawith a key I sﬁhaih &:at ﬂnatwel@alt péthi rgrddpes pignost €1(3): )pr ocess

rat her than being duplicative of jnfor ready av he fact
t hat |ndeé‘@'r?@@'h%q?rﬁdM@Pé?ﬁwtémi?@ﬁwﬂtgﬁﬁbﬁ&?a}ﬂﬂ? %@d’? b Bgﬁﬁ“i-{?arrs are
coded 10 aRofdnbl 9l MRy agrgﬁr#df\e%tw mdéamam ARENARY ages] broft hat it

all ows for | pl e source erat i1 on "and receptlon erasure robust ness
and uncéor dhenaiipe rgamammg ahdlrtcemre:!;mpﬁt symbbl@ssoantrdrvsithalie ZFREP G CBEBL nat ur e

and the advanﬁcﬂgg?sgﬁfg? H‘f’ edzl b cta 08 teth?gxlelﬁ':ow%sv%ﬂlepf r% gﬁ“b(ﬁ?] rleal_f %Ed by

reference 9" speci and thé at't ached

draw ngs. 3nBRE Eﬁu%@&ﬂbﬁ@&@bl%dﬁ&ﬁwm oFitlge otﬂzrhﬁpu& sjzrhb@lk di agr am of
a comuni cati ons system according to one enbodi nent . of the gent
i nvent i on. a3sogialgARitgbegroup;E) gjen@fyl“ée goprsad vy ISIRdN gf@ OWR¥oder of
Fig. | k Lisdig At oy Bfashavws@ctifeoup of

out put syn%glﬁg&%fag%%% hlavcgaég%rgtaotnggrﬁlr g‘%ua set of” assoma;t edsl nput )s)ynbol S.
Fig. 410s aetrbment thk ﬁggianbﬁéachob&sseod@eﬁeﬁemua@ﬁnl@mﬂ spebelsbr oppicrhe 5

t ' 1 E
a1 L or nat | vEEEREre T Groeamiote L7 ohith BE P pRaR AT A% TR O e

by a decodeécoveds indhe gdp oﬁ@lﬂp(deijmsdﬂ@wmhlkﬁy Fh:guseEB;]pI &Th'rsemmewm nput
synbols froma set of groups of Ewg&? %nbol S. g ) tIquchart
.of process renfated Hghibe praergd 'aowpat glsy reﬁ?ﬁé?‘f’i k%runt &FCEH] lé%mpﬂ "Fecei ve
organi zer q@ggm,léta FiQvered. t O Organi ze recei ved groups of output synbols.
Fig. 8(a) is a Iovvchart of process that m ght be used by a recovery
processiér, such as tRee aduaniage 9f the preeens ivensippuh thehit fpgs. no requcﬁ}ab&g

received S gclillg)lent%egm receiving at any given point in the transmission and it does not require

that the sender stop after a set number of groups of output symbols are generated, since
the sender can send an effectively unbounded set of groups of output symbols for any
given input file. Instead, a recipient can begin reception when it is ready, and from

20 wherever it can, and can lose packets containing groups of output symbols in a random
pattern or even an arbitrary pattern, and still have a good chance that the great majority of
the data received is “information additive” data, i.e., data that helps in the recovery
process rather than being duplicative of information already available. The fact that
independently generated (often randomly unrelated) data streams are coded in an

25  information additive way leads to many advantages in that it allows for multiple source
generation and reception, erasure robustness and uncoordinated joins and leaves.

A further understanding of the nature and the advantages of the inventions

disclosed herein may be realized by reference to the remaining portions of the

specification and the attached drawings.

30 BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a communications system according to one

embodiment of the present invention.



15 output synbols. Figs. 8(b)-(c) forma flowhart of portions of a
variation of the process of Fig. 8(a), with Fig. 8(b) show ng steps
performed in the recovery process including deferred processing andi bRMAR. 2004
8(c) showing the deferred processing. Fig. 9 is a block diagram show ng the
associator of Fig. 2 in greater detail. 20 Fig. 10 is a flowhart of one
process that m ght be used by an associator, such as the associator shown
in Fig. 9, to quickly determ ne the asoci ation of input synbols with

groups of output synhols. Fjig, .11 is_a bl ock diagr showi n wei ght
selector of Fig. 2 iHegrieapiockdiggam showng thy ‘a’.co‘?%ﬁ?g}ga?flﬁ%r\?\/cﬁ%ér]e?adg? a
process that m ght bﬁg.%ii%‘énmﬁs@an\&ﬁiogmw§%+&9Fo%utpﬁw§rhqba&;miigﬁtlmi ght

a

sel ector shown in Fig to determine a weight for a given group of

out put syrrgedesateﬁ:gnaiadf’sssaciﬁthd)mhmﬂbel‘s- a process for decoding for a
decoder that does nof. need,to . bhe parti.cul flC Sthikg. 14 is a
T

bl ock di agram of a I's a flowhart of a

processsf okoReadhtigs afstdl GotnyeFighpl emented using the decoder of Fig. 14
for decoding nore efficiently. than thieailgﬁcodi.n cribed wth reference

g, de
to Figs. 12-13. 1 6 NBR bedleckgiagEmyo FRalvees@%m i | | ustrating an

exanpl e of a docurren% ad J"RGRhMESK DHredRsthef mipht Piiises yirhdesoden sudhhes
decodi ng process of igg 15. Fig. 17 illustrates the contents of tables in

a decoder therdengiet Hewahan Higi. Ago resowearpt extekms frempisgt of groups ofpyiPulig j s a
diagramil | uslér ating the contents of a weight sort table as m ght be used
during thes§8 A ng process shown in Fig. 15. Fig. 19 illustrates an
executijgn |ist that Rigghis alfwicharrethrdesss thet higbt bedsed Uy AGESTEEERHZEhown i n

Fig. 15. Fig. 20 illustrates the progress of the recover s in the
formof a phdyas thﬂcﬁlvedEéWBFl@wé’éP%gﬁ' gOPEFBITE rﬁcﬁﬂ'ﬁglgr 061¥S ?%%%ﬁﬁsynbol s

recovered for,ap ideal distribution. Fig. 21 illustrates the progress of
the recovery process in the formof a plot of decodable set size versus

nunber of input symbBigs3(ekiseVierehart ‘&Pr%eﬁﬁbﬁﬁlgww &fF°Bti on. Fig. 22
Is an ill “%tréc%és'oﬁ rgm%f as%eorgé&teﬁip%&?éo%ho%m. Gafo! fbesyREEVRA groups of
15  output symbols.
Figs. 8(b)-(c) form a flowchart of portions of a variation of the process of
Fig. 8(a), with Fig. 8(b) showing steps performed in the recovery process including

deferred processing and Fig. 8(c} showing the deferred processing.

Fig. 9 is a block diagram showing the associator of Fig. 2 in greater detail.
20 Fig. 10 is a flowchart of one process that might be used by an associator,
such as the associator shown in Fig. 9, to quickly determine the association of input

symbols with groups of output symbols.
Fig. 11 is a block diagram showing the weight selector of Fig. 2 in greater
detail.
25 Fig. 12 is a flowchart of a process that might be used by a weight selector,

such as the weight selector shown in Fig. 11, to determine a weight for a given group of

output symbols.
Fig. 13 is a flowchart of a process for decoding for a decoder that does not

need to be particularly efficient.
30 Fig. 14 is a block diagram of a more efficient decoder.
Fig. 15 is a flowchart of a process for decoding as might be implemented

using the decoder of Fig. 14 for decoding more efficiently than the decoding described

with reference to Figs. 12-13.



15 between one sender (transmtter) and one receiver using an encoder and a
decoder as illustrated in previous figures. Fig. 23 is an iIIustratqu#@f ’
a broadcast conmuni cati on system between one sender and nultiple recei ﬂ@
(only one of which is shown) using an encoder and a decoder as illustrated
in previous figures. 20 Fig. 24 is an illustration of a conmunication
system according to one enbodinent of the present invention where one

recei ver receives groups of output sylbols frommultiple, usually

i ndependent, senders,. Fi.Q.. 25 ]S . i) t ( f %Wﬂir&%fvie@” system
according to one e%%alisgr%%%‘gg@tlﬁﬁ&tﬂﬁélg%n{%h\%&r{%dc?guﬁ ere multiple,
possi bl y i pabepesrirRiut syneoi feeths d@bdingpedcesofFipups of out put synmbol s from
mul tiple, usually independent, senders t ecei v njinput file.in |ess
time than if only orfdgriddbysiaies i"\‘i&PGF“tBHﬁ?{’ISWé‘ %‘iﬁﬁﬂ%ﬁf diugg%}shén’cff.emd,&%endi X A
is a sourc I.Stipg 1ef a programfor inplenmenting a weight
distributi gﬁg&%ggﬁ%‘ﬁf%\l OF THE PREFERRED EMBODI MENTS 30 In the exanpl es
descri b&d herein, a KgdiSiga dieprems!lusntegdesenteris ofipweighbsait tebls@s mdgtcodi ng"
i s described, preceded by ,an expl apation..of. the neaning and scope of

Bivisl] SredPaaELT s

various te dpang e freedmg PLSFTSSITER T 786 "MAR 2004 11 W th group chain

reaction coding, grayps oqflusdicput exeyithollst daemiphnes finedd byringibe sender from
the input file as needed. Each group of output synbols can be generated
Wi t hout r egeoding Gravsss shewem IjBddps of out put synbols are generated. At any

point in time, the Sﬁ%.%ﬁllﬁs@ﬂt%}lﬁ&r@&@'bﬁhie@&ogé@lf)ﬁ&e@.@c inQhé fih oSl s and

there need not 5 be any constraint as to when the sender stops.or. resunes
gener atlf ng ofidesogrbleet B yromus nephesof puiyabolapeovated dor FHdedl SRS of

out put synbol s can then,,b [ ] 1dthei r
destination, with ea%ﬁ'%é@%%ta?eg%%tpé%%ﬁgﬁgﬁgé%y eﬁ@?%&éﬁgig&swgﬁ%fgﬁt%ut
symbol s. | Bf @co@etd det Gizeveadiip hembér of irpupsyeitaisrecoarstifona whdstrgigdach group
conpri ses one_out put synbol and this results in a systemwith simlar
per f or manc 8isgERYAD behavi or as the chain reaction codi ng system descri bed

in Luby 1. As used he[ebfis dnhifuskhidh offaidoft-t6-8biat Sorumbitiohalyiethat i s
stored at one or nore sources and is to be delivered as a unit to one or
mor e dést i helwicomene sthdes (trapsmitisO S ABS reagivervaige an spePdsr 1119 2499°PEFHAS il e

el ver od. TTARE I RIRRRT oL 26 Such as a one 15 megabyte imge
stored on a hard di ski}. Z¥is amiilusteatioh ofin krnedsesisiornyrdeation g¥stem OEMvEeR aken
one sender and multiple receivers (only one of which is shown) using an encoder and a
decoder as illustrated in previous figures.
20 Fig. 24 is an illustration of a communication system according to one
embodiment of the present invention where one receiver receives groups of output
symbols from multiple, usually independent, senders.
Fig. 25 is an illustration of a communication system according to one
embodiment of the present invention where multiple, possibly independent, receivers
25  receives groups of output symbols from multiple, usually independent, senders to receive
an input file in less time than if only one receiver and/or only one sender is used.

Appendix A is a source code listing of a program for implementing a

weight distribution.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

30 In the examples described herein, a coding scheme denoted as “group

chain reaction coding” is described, preceded by an explanation of the meaning and scope

of various terms used in this description.



fromthe output of a stream ng source). Either way, the file is a sequence
of input synbols, where each input synbol has a position in the filﬁ%ﬁnﬁﬂﬂ4
val ue. Transmi ssion is the process of transmtting data from one or1 é
senders to one or nore recipients through a channel in order to deliver a
file. If one sender is 20 connected to any nunber of recipients by a

perfect channel, the received data can be an exact copy of the input file,
as all the data will be received correctly. Here, we assune that the
channel is not perf&ghn oW Glid Sadidf c6ABE ks IPSitplte@bYRELabatdel s, or
we assune that the data emanates from nore than one sender, which is the
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case of data erasure, since DI it Eatod N8 dala all
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exact copy of the input file, as all the data will be received correctly. Here, we assume
that the channel is not perfect, which is the case for most real-world channels, or we
assume that the data emanates from more than one sender, which is the case for some
systems, or we assume some portion of the transmitted data is purposely dropped en

25 route, which is the case for some systems. Of the many channel imperfections, two
imperfections of interest are data erasure and data incompleteness (which can be treated
as a special case of data erasure). Data erasure occurs when the channel loses or drops
data. Data incompleteness occurs when a recipient does not start receiving data until
some of the data has already passed it by, the recipient stops receiving data before

30 transmission ends, or the recipient intermittently stops and starts again receiving data.

As an example of data incompleteness, a moving satellite sender might be

transmitting data representing an input file and start the transmission before a recipient is

in range. Once the recipient is in range, data can be received until the satellite moves out



data concerning the sane file. As another exanple, in a nulticast

transm ssion, nultiple nulticast data streans m ght be transmtted,t
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t he stdPage device canandthmexauﬁaftl‘arOlﬂﬁénmPhSﬂY dien perksts wheadbaybufferyaea
erasure inthe channel A8 $8BAEALIBd by a
data er asuf%lp%rﬁjaeﬁlﬁ%ﬁﬁ (lc?ngie b&gfrglrﬁgﬁg%gén %gﬁtjpl{ &]e anﬁgﬁnft an exact copy of an
input fil ecoﬂﬂp&tiﬂgfp&tl&&hnﬁ@rtdmfmmJtatadamaatlﬁnsgenerat ed fromthe input file
that assists with recovery of er

d
nodul e or code segme SOF‘ﬁeYPmﬁ%.‘H’&a‘ n SS/EtST‘S,taa{g(ﬂple%{ecewes%a%a %/F‘gr\l/d\}e?]by evi ce,

operation QfyiHes@REQIR byiohe bdhdér ushhg rRnNEslelesnngaies. aFelsengrmlmm @feecbun put
synbol s from i nput synbol s, where a sequence of input sy val ues

repr esdit tatﬂ@\’vm}vpdl,ta refipignt mbhsmuhagmusww e t eﬁ& éo BHSMS on, in
the input fdla at n% %lth\éil%ﬁ‘fg ﬁ]eAAanﬁ&g&r exhrﬁgl@ AQ rﬁ\!llﬁ@dél frans@fMIHE multipdell e or

code segnent t onstructs the 1 nput fromthe groups of output
synbol s r eamiltie@st duya dtieams edghp bemnsm@teddp) akiwarqt‘rlnl@é%ﬂoﬂﬁﬁﬂf@bm M ¥ S¥6t

limted to artlc i nput
synbol is d’?%ﬁ HicAPALY eﬁa%@ﬁ'{)ﬁégrg%p ans S%%m% L’B’llt?gﬁ Bi}l(at“{l%tﬂ%fe{ ues for the
i nput synbqQhgnmar &nﬁ@dtﬁgtm ﬁoﬂﬁH@cﬁ;ﬂbra[thdmeh ca(sf:s ﬂl\tbsc;emﬂwlte ehsre thehal 15
positive integer I n such cases, an in

sequencd ofmﬂl‘%‘mllﬁtif‘ii datafs of ARdePFIgHhBHIL 3 rﬁﬁg nh fs¥ at‘rthganﬁpﬁ%goe“f%ﬁ\ﬁ%?%tsgg t 2% :
det er mi ned hasQgh A0 :HﬁﬁgLIﬁceﬁre%s, even when the transmission rates are vastly different
for the different streams, and when there are arbitrary patterns of loss.
In general, transmission is the act of moving data from a senderto a
recipient over a channel connecting the sender and recipient. The channel could be a
25  real-time channel, where the channel moves data from the sender to the recipient as the
channel gets the data, or the channel might be a storage channel that stores some or all of
the data in its transit from the sender to the recipient. An example of the latter is disk
storage or other storage device. In that example, a program or device that generates data
can be thought of as the sender, transmitting the data to a storage device. The recipient is
30  the program or device that reads the data from the storage device. The mechanisms that
the sender uses to get the data onto the storage device, the storage device itself and the

mechanisms that the recipient uses to get the data from the storage device collectively



t he application, on the channel and on the maxi num size of a group. For
exanple, for a packet-based Internet channel, a packet with a payloaﬁ

size of 1024 bytes m ght be appropriate (a byte is eight bits) T & MAR 2004
exanpl e, assum ng each packet contains one 20 group of output synbols and

ei ght bytes of auxiliary information, and assum ng all groups conprise

four output synbols, an input synbol s?ge of M=(1024 - 8)/4, or 254 Dbytes

woul d be appropriate. As anot her exanple, sone satellite systens use the
MPEG pack@smsthacidanel, [fwhee é 4 dhenqealydt dade ofecleatmspa tieegoragmpaviceesn 188
bytes. In that exanple, sum n acket cogt ai QS one group of output

egch
synbol s anbOSFSEfP"B?P(‘é%t“&f“? ‘F?af‘%r‘?}? %tSEFaﬁ‘FBI“h@Fl nd assuming all groups

conprise two output G¥EDGkSenddr M%leﬁ'a?@seﬁﬁratemﬁgﬁhaﬁta eréhteZshaffie] IPisbyt es
woul d be appropriate. Ina general -purpose comuni Ccati on system using group

chai n r eacprefrmalgoudtry fratshet apphitcopy dranspm fild, butgasteaddp drassmisdeth as t he

i nput symbol si .z bits encoded b ut synbol),
mght b 3%?%@%@”%]h%'yﬁtl%tgata{lﬁ%ﬁbggplrecﬂver%ﬁf Eaﬁ%egrou%m%? 811013? put synbol s
has a val ugiréf, deacmdfiult BEcddd bgiensthatinhsles that fakle cgn@upy ofﬂem’m@ tipg ef err ed
enbodi nent, which we consider bel ow, each agr oup of out %ol s has an
identifier OE‘ﬁPW(@d)flﬂFsemR@?ls'thﬁrt@fe@F%fjc?F L L gE%‘SPS(?f O‘étﬁl’} out put

symbol s cap, ? Id WhdehetdlieR&D tiput {ntoPGhing et Beli ttﬁlﬂ;-e BRI pi ent to
1 6 MAR 200 y |Sst| ngui s (Lﬂeone li)I?b(l)lug%z)f out SE\rtelgrseyn‘ool sﬂ?‘Mrom ot her groups

of out put stwtbwlrrsbol wpnldftiisdiaysya pQSH@nkleyhfme%E ge.cap 2 yRluguPPARCOSSF ibbl s i S
distingy ! E?%psn ASECHRARE oPLdde St C@g‘ 2l RLRR Ok BULAE HHPHOESm L SO

preferably, € a as fr& PP RE ransm ssion in
order for grdnpcoﬂajumﬁsmbcﬂl@ﬁe@mmdﬂt@/th&mibeﬁt of a received group of output 5

synbols. In a sinple_fo of ke t he sequence of ke for consecutive
groups of out put syﬁf?BP g}‘ad’éFFéFtﬁ’t“égdlﬁﬁ ishpt gﬂ'ﬁtﬁﬂg? 3‘1@”5“%’23& 3 t
consecutiv §yrh$61 edrfiR: ty;ierbftuh}ju$ synp$ g,of@ﬁaméf&yby tﬁe afdllcesbrd TyeauUense

nunber”. In the case where there is one group QUt p utudyrrbol val ues in
each transipluessar fadnpat syrmh@és %@%ﬂmﬁé@%m)@?h@aho ﬁymho QHSIPE 10 t he

ket 15 Si fii f
packe 1% - 'ng&ﬁtI\?eggfé %q@ RHIREE e§§91rﬁ)¥ﬁ%’ﬁm ol Yanfde reﬁr@%rgteerﬁ bg@éeguémm?m 0

byt es, tes, Inc udl n sequence nu wth the
group of obitmﬁdagyﬁxbmthcuww.ﬁka Tha vslmref Myxsbﬁasdatmmmctm the Fggs oéxanpl e,

usi ng UDPlnterne ac et of 11024 bytes. eac | gcatin fou tesin
each packel B eligh SBATBE hEHLEI Y REDPRENRS o €| PO GamHisa Br 0. 4%
15 In ot heﬁacﬁcytsaa@éﬂsxmdnﬁet bﬁanﬂélei pAchbivaith Opdyedadiod sigewf fo2arpyt@meighttan one
pi ece of data. For exanple, .consider a systemthat includes a recipient
recei vi ng ARIYePHate3 byfeds eight bits). In this examplé, assuming each packet contains one
20  group of output symbols and eight bytes of auxiliary information, and assuming all
groups comprise four output symbols, an input symbol size of M=(1024 - 8)/4, or 254
bytes would be appropriate. As another example, some satellite systems use the MPEG
packet standard, where the payload of each packet comprises 188 bytes. In that example,
assuming each packet contains one group of output symbols and four bytes of auxiliary
25  information, and assuming all groups comprise two output symbols, a symbol size of
M=(188 - 4)/2, or 92 bytes would be appropriate. In a general-purpose communication
system using group chain reaction coding, the application-specific parameters, such as the
input symbol size (i.e., M, the number of bits encoded by an input symbol), might be
variables set by the application.
30 Each group of output symbols has a value for each of the output symbols
in the group. In one preferred embodiment, which we consider below, each group of
output symbols has an identifier called its “key.” Preferably, the key of each group of

output symbols can be easily determined by the recipient to allow the recipient to



data stream generated fromthe sane input file fromone or nore senders,
where the transmtted data is a stream of packets, each containing gne
group of output symbols. If all such streams use the same set of sdé§udiRcidli
nunbers as keys, then it is likely that the 20 recipient will receive
groups of output synbols with the sane sequence nunbers. Since groups of
out put synbols with the sane key, or in this case with the sane sequence
nunber, contain identical information dfout the input file, this causes

usel ess 1 ecaRinb@h Bfe pr fl sy o A bEr &EEisRireiput Yttdls.i N such a

situation it 1S preferred that tthe key conprise a unique streamidentifier
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pl us | ocatdverhewd $f0.4%4t he sector, etc.). Position keying m ght also work
well for a circuit base transmn.ssi ?n ﬁ%/stem uch as an AT r onous
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M (Async
Transfer® Mode) syst eff Oy 1G5 BE o fpan aRey PR mers RAGRERIFE - under

tight tim ngCanRstiAigl, Sonsiiet B sysiinbihhOheuds a rk@pieRtGecdiVifg HRed Pa@Bhe Can
recreate the key of a group of ‘out put Séﬂbm s wth no space required for
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groups of output symbols with the same key, or in this case with the same sequence
number, contain identical information about the input file, this causes useless reception of
duplicate data by the recipient. Thus, in such a situation 1t is preferred that the key
comprise a unique stream identifier paired with a sequence number.

25 For example, for a stream of UDP Internet packets, the unique identifier of
a data stream could include the IP address of the sender and the port number that the
sender is using to transmit the packets. Since the IP address of the sender and the port
number of the stream are parts of the header of each UDP packet, there is no additional
space required in each packet to ensure that these parts of the key are available to a

30 | recipient. The sender need only insert a sequence number into each packet together with
the cdrresponding group of output symbols, and the recipient can recreate the entire key
of a received group of output symbols from the sequence number and from the packet

header. As another example, for a stream of IP multicast packets the unique 1dentifier of



m ght be constructed froma unique streamidentifier, a sequence nunber,
and the position of the group of output synmbols within the packet. F%m&&zm‘
data erasures generally result in the loss of entire packets, the
reci pient generally receives a full packet. In this 20 case, the recipient
can recreate the key of a group of output synbols fromthe header of the
packet (which contains a unique strean}%dentifier), t he sequence nunber in

g

t he packet, and the position of the up of output symbols within the

packet. Anguhgkff UM inkRYE (8 1F hltichs aBd:B4:CISiRE the TPSAMBCAY 8d@ER i S random
keying. In these systens, a random (or pseudo-randon) nunber is generated,
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likely to be small, ksetp bothe kestiongd ey gb@olo faythit Efrebetnts sefadeat shat it
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expl ai ned above, group chain reaction codi g}ls useful where there is an
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condition i's erre rei'n as ata 1 nconpleteness”.
These condtrhnsttissichayaein, adk es seAYMaAfsaadhrdnoes TranfenModt) sgstempwbeess when

group chain reactjon coding is,.used, because the group,chai.n.reaction
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pac ue to a

I f a hundr ets are | ost e burst of noise causing data erasure,
an extra hundred pa&atsbiceositive npgilatsd bepombined Withethien keying methegs.ace t he
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the packet (which contains a unique stream identifier), the sequence number m the packet,
and the position of the group of output symbols within the packet.
Another form of keying that is preferred in some systems is random
keying. In these systems, a random (or pseudo-random) number is generated, used as at
25  least part of the key for each group of 6utput symbols and explicitly transmitted with the
group of output symbols. One proﬁerty of random keying is that the fraction of keys that
have the same value is likely to be small, even for keys generated by different senders at
different physical locations (assuming the range of possible keys is large enough). This
form of keying may have the advantage over other forms in some systems because of the
30 simplicity of its implementation.
As explained above, group chain reaction coding is useful where there is
an expectation of data erasure or where the recipient does not begin and end reception

exactly when a transmission begins and ends. The latter condition is referred to herein as



A Basic Inplenentation Transmtting a file using group chain reaction

codi ng invol ves generating, formng or extracting input synbols froman
input file, encoding those input synbols into 20 one or nore groups] ®MAR 2004
out put synbol s, where each group of output synbols is generated based on

its key independently of all other groups of output synbols, and
transmtting the groups of output synmbaols to one or nore recipients over a
channel . Receiving (and reconstructin ﬁ a copy of the input file using

group chai “‘dEt%Gﬂfmﬂa%@f&t&n@&"%hés@%&ld&’t s db ﬁ&%g\!ér&@y §ﬂé€?ﬂ&%5§ﬁ%ﬁ Rt of
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i nf or mat i 0@ awitrdPevlleidind 86 gRhipsQifiahui sTRbblsaydRgd fenifidendihao B M eady been
recovered. Thus, the decoder can 30 recover sone input synbols from sone
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reconstructed at the recipient, ects of the invention w.l.l now be
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conmmuni cat i apgets Ms i Ran@lo ftphalcts USEHs(HeOtRe & RRkiRer RAGHI e BOSTh Gansnliffer
comuni cations system 100, an input file 101, or an jinput stream 105, is

provi deld t ovhen i begen rapmpEns. deajesentes eould st mplpithesg Abpiisangs pépagksts 110
gener at es - [ t : 1S(2),
o o om ClT PHENE Rl By TEE of B B b, R e h Vel ue
and a posi tdhein r¢uidooteeiihg, nrdekiger ib natsofidramep &r pokupesiy pedicubar egex packass,

expl ai ned above, the possible yalues for .[nput. synbol i.e. i,ts

o Phaber . (% e SRR PRKE BB g B LT O B Barara e iR symbol
codes for s¥Riphskef mishenelbepithing bt énd oFhgivenltiaBsiibsidh ksl gRTv@EAlel 3y Fheter m ned
by the use of _comrunication system 100, but a general purpose system m ght
i ncl udetSa SYenEhe abilitg to joinand leaye 2 trapRissigpgiougEReY et ERnsmIlFT £8oTdiRaHoM can
be varied fdqomUse iR H3GomiRicHitinWbeede Of 1nput synbol generator 110 is

provi ded to an“encoder 115. Key generator 120 generates a key for each
group of ouf put. ols to be generated by the encoder 1 15. Each key is
gener at ed L = of the methods described previously, or any

conpar abl e met hod t hatankRftdEsfilehdihg 8roup tEEn fdadtidn RAirRfintdIees generating,

forming or extracting input symbols from an input file, encoding those input symbols into

20  one or more groups of output symbols, where each group of output symbols is generated
based on its key independently of all other groups of output symbols, and transmitting the
groups of output symbols to one or more recipients over a channel. Receiving (and
reconstructing) a copy of the input file using group chain reaction coding involves
receiving some set or subset of groups of output symbols from one of more data streams,

25  and decoding the input symbols from the values and keys of the received groups of output
symbols.

As will be explained, the decoder can recover an input symbol from the
values of one or more groups of output symbols and possibly from information about the
values of other input symbols thét have already been recovered. Thus, the decoder can

30  recover some input symbols from some groups of output symbols, which in turn allows

the decoder to decode other input symbols from those decoded input symbols and



keys generated for the sanme input file are unique, whether they are
generated by this or 20 another key generator. For exanple, key generator
120 nmay use a conbination of the output of a counter 125, a uni que 1 MaRaldDé
identifier 130, and/or the output of a random generator 135 to produce
each key. The out put of key generator 120 is provided to encoder 115. From
each key | provided by key generator 120, encoder 115 generates a 25 group
of output synbols, with a set of synboll?7val ues B(1), fromthe input symbols

provi ded by_the. | - SV, agh: of
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such as a pa
keys generated for the same input file are unique, whether they are generated by this or

20 another key generator. For example, key generator 120 may use a combination of the
output of a counter 125, a unique stream identifier 130, and/or the output of a random
generator 135 to produce each key. The output of key generator 120 is provided to
encoder 115.

From each key | provided by key generator 120, encoder 115 generates a

25 group of output symbols, with a set of symbol values B(I), from the input symbols
provided by the input symbol generator. The b values of each group of output symbols is
generated based on its key and on some function of one or more of the input symbols,
referred to herein as the group of output symbol’s “‘associated input symbols” or just its
“associates”. The selection of the function (the “value function™) and the associates is

30 done according to a process described in more detail below. Typically, but not always, M
is the same for input symbols and output symbols, i.e., an input symbol is the same length

as an output symbol.



20 through the Internet or a broadcast link froma television transmtter
to a television recipient or a tel ephone connection fromone point to

anot her, or channel 145 can be a storage channel, such as a CD- ROM & dMARK004
drive, Wb site, or the like. Channel 145 m ght even be a conbination of a
real -ti me channel and a storage channel, such as a channel fornmed when one
person transmts an input file froma p%sonal conputer to an Internet 25
Service Provider (I1SP) over a telephone*tine, the input file is stored on a
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Fig. 2. Enceeerfroklehaniel REOVTEEAIMIEIK, iR tositipalns taldsatikey cidbe ®ach group
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stored in aRvergpumel Mongdl mpy,be et alad of tgag by agreeraent geenagger Ha aRdy gener at or
120 shown igeggg%.ls},_) is an input to value function selector 210, group
r
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As explained above, channel 145 can be a real-time channel, such as a path

20  through the Intemet or a broadcast link from a television transmitter to a television
recipient or a telephone connection from one point to another, or channel 145 can be a
storage channel, such as a CD-ROM, disk drive, Web site, or the like. Channel 145 might
even be a combination of a real-time channel and a storage channel, such as a channel
formed when one person transmits an input file from a personal computer to an Internet

25 Service Provider (ISP) over a telephone line, the input file is stored on a Web server and
is subsequently transmitted to a recipient over the Internet.

Because channel 145 is assumed to be an erasure channel, communications
system 100 does not assume a one-to-one correspondence between the groups of output
symbols that exit receive module 150 and the groups of output symbols that go into

30  transmit module 140. In fact, where channel 145 comprises a packet network,
communications system 100 might not even be able to assume that the relative order of
any two or more packets is preserved in transit through channel 145, Therefore, the key

of the groups of output symbols is determined using one or more of the keying schemes



20 220. The nunber of input synbols Kis also provided to these four
conponents, 210, 212, 215 and 220. A calculator 225 is coupled to recel ve
out puts from val ue function sel ector 210, group size selector 212, V&M@%ZUU‘
sel ector 215, associator 220 and the input synbol buffer 205, and has an
out put for groups of output synbol values. It should be wunderstood that

ot her equivalent arrangements to the eI enments shown in Fig. 2 mght be 25
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where b is fecsligqsssel ector 212
i s not nee 8& qem‘ll St%gg{l%gg bhﬂ%édféon%d?%g]?e tche val ue of b. For

exanple, t h:ﬁzcgde@lllps sdez memeg&‘;trohdets}gtkdyoegeoenatof 60 ‘aalgbthbr withée, G |)=b=4 and

each group of output symbol s co ses f our,, out
enbodi ment SOTEEPHYNS EQLES %‘QI“U%@ re@ﬁﬁrﬁh‘é?pgywﬁéqm@gmg g(%qa Eig(;[?’yl ng
val ues of %g)q n?kﬁécoti&rlsgrﬂ)rnﬁ’ﬁcfc's%e%%v%@ggﬁﬁfs pohe ah-rbputlﬁlﬂﬁ result is

essentially e Sane as the encoder described _in Luby Usi ng_key | and
t he nurter Tedssamipert! 68 ywiiel genrrataaicemit | Weafarmug filepl{H Oréfét“éﬁtﬁ?aﬁégo% he nunber
W) of input synmbols that are to be "associates” of the group of output
symbol s hawA BesikBicoder Usi ng key 1, weight WI) and the number of input

synbol s 10 K, associ at or 220d ermnsth l.i st ositio of
i nput synbol s associ t%ed158 ¥k 4 ‘%‘Wém’@)P SW%PJ—%@I&Q ﬁ?"’”%h uPd be

under st ood it hafk Lk bigeedomag. e ef}ﬂﬂﬁécﬁic@én‘{ weth reféRtdsab Figy 3cahiehliad ed i f
associ ator 220 can generate L(I) wi t hout knowi ng WI) ahead of time. Once

AL(I) i s gelwgran dewiny thy lagigsl eauivalest phsomsiod einsesves Beréamet by dhet he nunber

as C|ate5| , 15 Once I, WI) and AL(l) are known, the
G(I) vzlfgues Sr}m%én)fig(%) B (1) (1) of the group of out put syrrbols IS

cal cul at ed by cal cul Bhare?D5 ibpeeidedwith inpat syenboluandta key f6( ¢aph 2damp ofne
e e £ e LB L0 5 K U Akt Gy
of output ssyEBIuteptose K dB(I(Proaiagd by GEkENgeneraor 203heres irf Big. 1fieaoinper
assocl ates tt) galﬁ\tla_ ln?:tlon selector 210, group size selector 212, weight selector 215 and associator
20 220. The number of input symbols K is also provided to these four components, 210,
212,215 and 220. A calculator 225 is coupled to receive outputs from value function
selector 210, group size selector 212, weight selector 215, associator 220 and the input
symbol buffer 205, and has an output for groups of output symbol values. It should be
understood that other equivalent arrangements to the elements shown in Fig. 2 might be
25 ust:d, and that this is but one example of an encoder according to the present invention.

In operation, the K input symbols are received and stored in input symbol
buffer 205. As explained above, each input symbol has a position (i.e., its original
position in the input file) and a value. The input symbols need not be stored in input
symbol buffer 205 in their respective order, so long as the position of stored input

30  symbols can be determined.
If used, group size selector 212 determines a group size G(I) from key I

and from the number of input symbols K. In one variation, the group size, G(I), is the
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20  One preferred value function used in this step is the Reed-Solomon value function, since
it satisfies this property, is easily computed and easily inverted.

For the Reed-Solomon value function, the values B(I) are computed from
the values of the associates in AL(I) according to a Reed-Solomon coding scheme. In
that scheme the Reed-Solomon redundant symbols are B(I) and, together with the input

25  symbols in AL(T), those symbols form a coded block coded using the Reed-Solomon

coding scheme.

Other suitable value functions might be used instead, including using the

XOR value function when the group size is equal to one, including methods based on
polynomials over finite fields, including methods based on linear systems of equations,
30 including methods based on Cauchy matrices over finite fields, or including other MDS

codes (of which Reed-Solomon codes is one example).
A mix of different value functions that depends on the number of

associates of the group of output symbols can also be used. For example, when the



20 sel ector 215 determnes WI), this value is provided to associator 220
and to calculator 225. Associator 220 determnes a list AL(l) of thﬁ AR 2004
positions of the WI) input synbols associated with the current out @IIM
synbol . The association is based on the value of I, on the value of WI)
and on K (if available). Once associator 220 determ nes AL(l), 25 AL(l) is
provided to calculator 225. Using list AL(l), weight WI) and either the
value function F(1) provided by value Tunction selector 210 or a
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I S(2) and t he group of output s ol g i cul ate
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gener at ed gc‘mlmsedoﬁ}' @El@thﬂolcswﬂﬁm:@deab@ﬂd hethetvehas o alt eldisasepciatesei ved 15 as
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synbol s m ght have TeN su e generated by
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together with their correspondin keP/s reconstructed fromtheir indication
by how such a distribution table might be formed and accessed is given below. Once weight
20 selector 215 determines W(I), this value is provided to associator 220 and to calculator
225.

Associator 220 determines a list AL(I) of the positions of the W(J) input
symbols associated with the current output symbol. The association is based on the value
of I, on the value of W(I) and on K (if available). Once associator 220 determines AL(I),

25  AL(T) is provided to calculator 225. Using list AL(I), weight W(I) and either the value
function F(I) provided by value function selector 210 or a preselected value function F,
calculator 225 accesses the W(I) input symbols referenced by AL(I) in input symbol
buffer 205 to calculate the value, B(I) = B_i(D),...,B_b(I), for the current group of output
symbols, where b is either the group size G(I) provided by the group size selector 212 or a

30  preselected set value, An example of a procedure for calculating AL(T) is given below,
but another suitable procedure might be used instead. Preferably, the procedure gives

each input symbol a roughly even chance of being selected as an associate for a given



key regenerator 160 and the value of K, are the input to decoder 155. The
nunber of bits, M encoded in an input synbol (i.e., its size) is

dependent on the application. The size of an output symbol and the nubriaR 2094
of output synbols in a group can also depend on the application, but m ght
al so be dependent on 25 the channel. For example, if the typical input file
is a mltiple negabyte file, the input,,file mght be broken into

t housands, tens of thousands, or hundreds of thousands of input synbols

wi th each prppbf sipieimbslamid denthedelbaion id £nay tHiundriedsieptan raplitaands of
bytes. In sone cases, the codin%ﬁgrocess m ght be sinplified if the output

symbol  vafhgéscosardaehact ahgady hayebb(l sumlads ikdr e the same size (i.e.,

representable by th fn ki r. tpdrferomdods 83ne
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group i s sefanipl sholinX@d vMat BRctidnfis Re&i-dEndR Bitoding vithBoandige Bbatd 2t he key
were to be transmtted in order to recover the key at the receiver, the

group of otheptiehs b hamammpininbraiols ipeé. Adhe dsgeritiehnpy! syEv8lnodat e t he
val ue and@@&‘ss%&tésg%&%o%@sb?z ahd 3 ARERARS berivSamlestibpestophave,

al t hough the positions o i nput synbols are 5 typically consecutive, in

many i npl el ditivertbs grohpokaymit syrebdises chlewated afisecut i ve. For exanple, if

an inp file were divided up ift 0,60 i nbol s, the positions for
t he i:ﬂ%ut synbol s woul d ran%elw O%@&@%@gfé’?@g{g(ﬁ ile in one of the

i npl enentations nentioned pEEYIPERSY2(IHALIS(KEE(I ght be i ndependently
chosen as a random 32-hit _nunber and g](ey rou ds %L out put § {‘r‘ool s m ght be
gener at ed &5/ Mpgel I’éﬁ‘i‘ﬁ@&“ﬂ‘éﬂ?rﬁ?‘%’ a?}ﬁtﬁr‘?utc b%g‘rfi&é”r“d’léoﬁ%lpped. As
shown her ej r i Gast 1o &R RS- th &dduRESt tsed0, 000 synbol i nput
fileto behﬁgg%ﬁgw?%@??ﬁfrgom ar?aﬂguffi ciently lar g}gﬁb col l ection (60,000 +
sone increnent A) of Thegeperated grobpd of quinyhsahbedsare fheptiapenitiad enbrecgiviedut

sequen those graqups of,outp e j gder 15 Fig.
4 showgglong5 e%rgo(flﬁ ﬁg%v[e. &er%%ég%g?sxﬁg@{h?h eetoe{ritt }?F'k& \[/}\F Eﬂsﬁéfﬁg?ygs act séji n common
wi t h encodearight havesdremvvsi ¢t gotten o of dendewert Fonaaapby sesommezlenecdetmct i on
selector 210, a gro selector 212, wei ght . sel ector 215, .an_associ ator
220, a buf fidt asFpeO. RNV esiF e %"‘515838“‘8?“ é’ﬁ‘PB@t‘hag;‘}lf%S?%‘;’ddé‘aF% . 415, a
reconst r UCtRLiv42RitR 8 iflicali IEOMBAIF WS 80 siité hRtiradtheifSaluést h t he encoder,
the group selector 212 and the space in 20 buffer 405 allocated for storing

the group Bilze B dptBab@) araperuratg hhs shewnpeFigs bdhpse reqqeved groups of output
20 symbols, together with their corresponding keys reconstructed from their indication by
key regenerator 160 and the value of K, are the input to decoder 155.

The number of bits, M, encoded in an input symbol (i.e., its size) 1s
dependent on the application. The size of an output symbol and the number b of output
symbols in a group can also depend on the application, but might also be dependent on

25  the channel. For example, if the typical input file is a multiple megabyte file, the input
file might be broken into thousands, tens of thousands, or hundreds of thousands of input
symbols with each input symbol comprising a few, tens, hundreds or thousands of bytes.

Tn some cases, the coding process might be simplified if the output symbol
values and the input symbol values were the same size (i.e., representable by the same

30  number of bits or selected from the same alphabet). If that is the case, then the input
symbol value size is limited when the output symbol value size is limited, such as when it
is desired to put groups of output symbols in packets and each group of output symbols

must fit into a packet of limited size and the size b of each group is set to a fixed value. If



group size is the same for all groups of output synbols. Simlarly, the

val ue function selector 210 and the space in buffer 405 all ocated {gr
storing the description of the value function is optional and m gh MR 2004
used if the value function was the sane for all groups of output synbols.
Several entries of reconstruction buffer 425 are shown, with 25 sonme input
synbol s reconstructed and with others ag yet unknown. For exanple, in Fig.
4, the input synbols at positions 0, 2, 5 and 6 have been recovered and the
i nput synbososne data gbowti thé kayswere tecbedraisited reordettotrecolver the Rew strteelrecdiner,
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with the group of output sy tiona , usling group sel ector
212 sel ect sexamply; dap ingiug BleG(drd divided npimad 6§;000Uispmgyiibalsdthe positbnsefof thact i on

sel ector 210 selects value funckio 1),.. Then, L. B(l), ) and AL(I),
optional |y &Py ﬁ&lsgﬁfllddﬁ%ﬂel ”?:é Mb,{gﬁ%&h% B Ofﬂjcdgrﬁpiﬁﬁet\gat’)ﬂﬁ%fer 405.
G oup sel eCﬁ)@:{tioaac?pre\ﬁahMﬁ ehdHEy I BhtSR | fdeh QiderdPehode &Y rapasighegiior 215 and
associ ator 220 performthe sanme operation for ‘decoder 155 as described for

encoder 115munplsr prad the giguay of quipat gmshels mightbegenyratedventrouslyfanthct i on F( 1),
the wei ght : :St: I tor 212 by
val ue f%ctt{%ﬁlﬁgﬁgﬁ?%pg%éfggm é@g ﬂv‘\:/)éi %ﬁg g&s{'grf@eé%}é’rgqé%galé%g}eg(gﬁoglscsogé ator 220
in Fig. 5 aslbwslie 008 simboltiymut fidente bk egconstmsted flom idysuffvieriydandi ng parts

shown in Fi . varies. frominpyt file to input file, it, can 10 be
communi cat e%llfégﬁ(%%@oeﬁﬁ%%?c?@%thg OEQEQH%?YT‘T%HISJ ﬁgaralﬁfﬁféfﬁ’t’]?eéerﬂ&l tﬁl"rmln ner,
such as i ngitpidist@ende thde $6RGSuh SRR wEBG4Xegt ruct or 420 scans buffer
405 | ooki ng for déjtfmoups of %I)dgtgput ?yrrbol S S\gt ored there that have wei ght at

nost their HrB%QQEEég* Those synbols are referred to herein as nenbers of

a "decodabl val ue functions with the properties 15 descri bed

above, Yroups of out pig. 4shevaodr eafbouiieghdf datodep$s5 inhitdil, 9ituangipaes Are in
the decodabl e set. becagetslel%fe unknown values of up to their _group size

i nput  synbdtPERARVLency Pt PEEO0GF SUCARPIESET HUAUSHHBHIS and t he

known val ues%]eeﬁornr@a%EJhgrselhat?;LQ12,§¥/H§9! 1AL LA 283SAMr 2065 bfffer 4947 S€, I
a value function were used that woul d allow 1nput synbols to be decoded by

a group of BUSHES SFAMLUABMbS IS d FRdledr GASGtTheamsrh@er 420 dndvi ng a wei ght
et HEAR S, oL G200 0 ML PO BLAT 1
exanpl e¥)  buffer 405 allocated for storing the group size is optional and might not be used if the
group size is the same for all groups of output symbols. Similarly, the value function
selector 210 and the space in buffer 405 allocated for storing the description of the value
function is optional and might not be used if the value function was the same for all
groups of output symbols. Several entries of reconstruction buffer 425 are shown, with
25 some input symbols reconstructed and with others as yet unknown. For example, in Fig.
4, the input symbols at positions 0, 2, 5 and 6 have been recovered and the input symbols
at positions 1, 3 and 4 have yet to be recovered.
In operation, for each received group of output symbols with key I and
values B(I) = B_I(1),...,B_b(I), decoder 155 does the following. Key I is provided to
30 value function selector 210, group selector 212, weight selector 215 and associator 220.

Using K and key I, weight selector 215 determines weight W(I). Using K, key I and
W(I), associator 220 produces the list AL(I) of W(I) positions of input symbols associated



descri bed here assune that the decodable set is those groups of output
synbols with weight at nost their group size, and extensions of t
exanples to other value function decodable conditions should be aggﬁﬁ@%mm
fromthis description. 25 Wen reconstructor 420 finds a group of output
synbols with key | that is in the decodable set, the group of output
synbol values are B(l) = B 1(I), I)(I) and optionally the val ue
function F(lI) is used to reconst r uct t VVI) val ues of unknown i nput

synbol s |'S%ﬁﬁitﬂergreﬁlp(dfbutgﬂﬁsyhﬂﬁlsr @@qasamws‘st@ck BAPUorcipiBRESr 81 BsepdctGed i nto
reconstruction burfer 425 at the ag propriate position for those input

synbol s. | f gep §iz¢ §(1).30ptermall i tukipe It vedire foprdiog selapos? Weselgeis)valuehen t he

reconstruct 4 o] K ngf u I haye al ready
been reconsf%ucot%%csﬁl #hgqﬁllelg@é éﬁg@nfd‘]&gy&ph@%&?@ %%séﬁgn% (I)é%\(é)nstruct or
420 coul d dsteded irherowneldpEmdest |(3r01[tESEImE)t 21a; tvelde furption seyédmtzst) wyightw i te the
exi sting rec?nstruct ed i nput s or conpare the v %dﬁ:ues of . the input 16
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groups of ou(But synbol s in the décodabl e Set. Once a group of out put

symbol s fr oM(Daed ﬂl@dl@d@bﬂl)eprg@tceti by groepl sql@ptcpré’daristvwfuaﬁlanﬁﬁlfptor%Vhbol it
can be del elS :g}% ?l%ytgr $RAGE bl s%lftfattfo‘?ﬁz(f‘%ﬁ el ek ggm% é’§a%¥'e 1,97 Oup of
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5 out put sy SO ensures Peconstr not t| “hual | y
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reconst r uctipHNKREWIn h AlacS iR Vval ues, the decodable set would be enpty
10 again, except for the ?act t hat sonme ot her group of out put synbols m ght

be a function of somEconstugtereAd SFiulétbufféfc‘tQﬁé‘tqkmﬂ@Hgﬁoﬁpﬁﬁf@%}i‘ﬁié}’@ dhd up to
th t
eir group.si.zg .ol 5‘121)7%%1: éﬁ't at 1Jo‘§t°tﬂé’l§%g'otf]§:§1§€ 'JE]ﬂ:QHEy@eCO%J ferrBY Ry

reconstructing 1 npu froma ne Fe set m ght
cause ot herhegemupmemﬁemuf@'L‘rtec@t;abiwbts” For \mueaftinamns withhlke pepatebl e set The

process, of redyctipn of ps. of o ut. s ol s add themto.t

decodabtée) ‘i%crléi’@f]ag Vep%rlgg #@B‘PBVW@’&E@@?W@E Wﬁj érrgrﬁ‘i%s% AR uffer 405
and reconst dddeddb@sebbdch@e tbAfkhdvid vatﬁbsg;teplnﬁthelegr@ptsnutn@yajb@tbcss tdnade have
lists AL(1) that I|ist (%omtl ons of input synbaols that have been. recovered.

V\hen r educ efetemmetlifiogsthaimenpel oppytiBmyiols: E”Srﬂéﬁ}ﬁw&‘i“ Vgiiep gt thePHsE P t h key
1, recong[g)ﬂ.}bgg tg%)areta‘gs&%t&q@ﬁt:oﬁr& ‘ithaevaﬁl}ér?ﬁﬁtfuoﬁfwe‘ré‘ﬁ’s‘éﬁ 5 WRela Mplwes t hat

have not ye en reconstructed anong the input synbols in AL(1). The
action of rigpetcembdii® bedaodsd by harow divupubfympobupdend canditputotiesy theo| s

20  having a weight of at most their group size, that condition would be used to determine
whether a group of output symbols is in the decodable set. For clarity, the examples
described here assume that the decodable set is those groups of output symbols with
weight at most their group size, and extensions of these examples to other value function
decodable conditions should be apparent from this description.

25 When reconstructor 420 finds a group of output symbols with key I that is
in the decodable set, the group of output symbol values are B(I) = B_1(I),....B_G(I){I)
and optionally the value function F(I) is used to reconstruct the W(I) values of unknown
input symbols listed in AL(I) and the reconstructed input symbols are placed into
reconstruction buffer 425 at the appropriate position for those input symbols. If W(I) is

30  strictly less than the group size G(I}, then the reconstructor 420 could reconstruct input
symbol values that have already been reconstructed in an independent way. In this case,
the reconstructor 420 could drop the independently reconstructed input symbols,

overwrite the existing reconstructed input symbols, or compare the values of the input



in buffer 405. When a group of output synbols weight is reduced to at nost
its group size (or other decodable condition occurs for other val uef MAR 2004
functions), then that group of output synbols beconmes a nenber of the
decodabl e set, which can then be acted upon by 25 reconstructor 420, In
practice, once a sufficient nunber of groups of output synbols are

recei ved, reducer 415 and reconstructops420 create a chain reaction
decoding, with reconstructor 420 decoding the decodable set to recover

nmor e i nput sEybdsindependently ebtaines and issusgn enersié they deffrry Reeanstrestent 20ryist

nbol d : f h d h
Gecodabl e DGR TR o Rl Dr R HOR sl s e SRR R o 30

are recovergde a ghep desapaysbslvioiihddgodaBid seCQRSId 1 GénbiARYEn Bigibol s in a
strai ghtforward manner, w thout nuch consideration to nepory storage,

conput at i ofymbs}dycag be deleted ssay sppesinder 400y Beketing thed W™ EretPcly |
decoding ti 1.SS)k MAR. i . i : I.hs the
nunber gf Sr ldpgn{g?ggﬁstg] Sﬁg?résgglﬁ%{)%g thatt%pgfrbe&’ogseg&etic\%ﬁd@%galﬁﬁ%§%égwt he
decoder canfbspdpymhelzed to better use those linmted resources. A Mire
Efficient Decoder Fig..5 shows a preferred odi nent _ of r.e. eff.cient
i npl ementation 5 ofﬂé{la \éég@gﬁtnggjgél?@wa]és[%tfgt ESF gne gReP eg?ﬁU‘Fé?ﬁéﬁon i's
assunmed t oidyecdivia tiie et RehBBN the \iatddebit Hi1C DinBdthaShri¥ drédp o fMaRkRIeyhRild ons
that can potentially be nore efficient ap respect to val ue

ply with p
functions &t4ed ITREIRSIYGE UGS SHLbHERPO ¥lues, the deqadable searald Phem®'y Fig. 5,
decoder;50Q,.¢ ' r t gahd £l drereaf ter
referr elg tq%ﬁla?irsw%éf%%%&%ég‘??m?%%ﬁf&g%/}r%ﬁﬁrﬁg%@ust r.ugﬁ}?teé‘%%% (hereafter
referred teomasof t5B8B1 EronstiOctddimputasymbols end up lakeibgBup kige etifer eet yeeferred to

as DSS 515 recei ye organi zer. 520, and ..recover r s DS 505
'S & tant oleRbEley Fell SRR re ecaRihe e aaN S B KepT endres ¥ pner o
row R of Ga&Jadai0 bet &iight @8usk BIHGF FtpsuT calp oynibhR tiRbe Bddpdasl fheafecaiableut

synbols that is received. A variable R keeps track unbe groups

f the r . of
of output 3% dDABEFSs pherdudiapef graups ¢iourtaarboliia 24 them 1P eRp1abl% ¢ o

zero. GBDG30R RIAELSy felfer h1€! ds KEY, VALUE, and WEIGHT for each row,
with the fields shown ‘organized in colums. The KEY field stores the key

of the group of out pRedusgrfddlenns Tuféer gab U regqusirgction Huégr 4370 BFPWHF out put
Siobol Yo e T S SR Oyt Mg ieat v o
time until ricovdred oWben atiuaendts fivs sgehoalpedvicibéepmobipt dfemtmoib pyrhieo]siweh ke
recover | ?HH rtec&}{ﬁl‘%é’s' \%(I) to be equal to the number of input symbol values that have not yet
20  been reconstructed among the input symbols in AL(I).
The action of reducer 415 reduces the weights of groups of output symbols
in buffer 405. When a group of output symbols weight is reduced to at most its group
size (or other decodable condition occurs for other value functions), then that group of
output symbols becomes a member of the decodable set, which can then be acted upon by
25  reconstructor 420. In practice, once a sufficient number of groups of output symbols are
received, reducer 415 and reconstructor 420 create a chain reaction decoding, with
reconstructor 420 decoding the decodable set to recover more input symbols, reducer 415
using those freshly recovered input symbols to reduce more groups of output symbols so
they are added to the decodable set, and so on, until all input symbols from the input file
30  arerecovered.
The decoder shown in Fig. 4 reconstructs input symbols in a
straightforward manner, without much consideration to memory storage, computation

cycles or transmission time. Where the decoder memory, decoding time or transmission



| SDS 510 is a table that stores information about input synbols, where row
P stores information about the input synbol at position P. For eachr

| SDS 510 includes storage for a REC VAL field, which eventually beédﬁE@Rzm4
the value of the 25 recovered input synbol, a REC IND field, which is
initialized to all values "no" and indicates whether or not input synbols
have been recovered, and an RL field. Wien an input synbol is recovered,
the REC IND of the input synbol is chad@ed to "yes". The RL colum is

initialized. to all "empty. list: values. r.Qu f t put_. | s are
recei ved tﬂ%ﬂe (F\”gl%?ﬁé Cgrrllsrtrri%ﬁ%me @y’“ § ‘ﬁ%‘ﬁ“’%ﬁ%‘% 35’?’%‘{2 %l? ﬂ%alin)gmrrg%“?le\ég%gr in GOSDS

505 of the lig0ted) Belfecofier@u PeidptiziPddab Settes uektiedt limpitddresdaiceki st for the i nput
synbol. DSS 515 is a stack that stores information about the decodabl e set.

A variablgﬁk - # Eigf the size of the decodable set, and it is
initialize Oreeﬁ%%l.e& b 1 6 MAR 2004 27 515, colum OUT ROWNstores row
nunbers in GOSDS 505Figf 5 gtoow ppredérradunfbotimeny ofimsre dfficiemameidacdtament |,

decoder 500 operates as . follows and as. shown in th fl h of Fig. 6
with thé cof p8sPEFdtAd éﬁt@LstaF,thff&IUEG&P%W&%%S@H%@P&W%%F%%?19mPP1 the 5

descri pti oR.Rt AlREP REQESimpleriediatiods I cad PotestidlRivk nddrk 2A1icRS agiep Gith bed
above, and both R and S aré initialized to zero (605). Wen a new group of
out put syniespsct iiesvalesctsnstivgs ofierlipyn the Reed-Salpmok #giue fusgHon. haefgragpo Big: out put

synbol val yes, B(l ) 1¢ 1 I | VALUE( R
oot Vo BT eed rgpg P koo it g8 B il el VALTELD
organi zer %26 GOSDBENS)C Alphiegnibo] furatestard 116 (haedtor edfegediopsdSDBGIHUt 10
synbols with key | stored jn row R of GOSDS._5 620). This includes addi ng
i nf or mafi orﬁlc?(tﬁla}émﬁtaslﬁglSadlfﬂfeﬁ%érgi%edatﬁﬁ BgﬁiSQEE&Veu)giOﬁ%an}%f é&ﬁrﬁ?‘?on st ored
in ISDS  510.,va$ paes: 3. the flowchart of Fig. 7. Then, Ris increnented

by one (625) to"Ccause the next group of output synbols to be stored in the
next row of GOSDS 5060SRECEY s atablpitlnt eterss infostion abgd greyws PEAUPY process

roups of aqu ' |.s, i L : ups of
outpor synoa Bt MRS ER bl PEs 365 A8 KtoAioR Wout e KRGO BYOHEAUD

del eti ng f sambslhthathe codnbd.cAvetialdd B kegpsitrciDSShs aGmbersifmpupad! agpitf yi ng
ortio of D 10 and GOSDS 505 .appropriately, in e

PP v nast oymsig Babdts S PR et grgy  hia s RGeS RS R &t er
of input syRrbRKEY,NALIEE] WEEIGHEREVAheew, willinthewlekis shiws ofpanized i eaches K,
i.e., all |nPut s%hnbol s have been recovered, decode&wgoo '4}?1 &wat es
successf ul lcglumse heheKEY fieid stereuthpkey of 1Bt gigup 204 BV Plse Tt éxt group of
out put Sy"g:?idss’tor&sthz? El%p’g of &tﬁﬁ%\g‘%‘:ﬂvgﬂlg the WEIGHE eld Qiafes HRSRHPES the

operation recel ve-organi zer 520 i s shown .
weight of the group of output symbols. The WEIGHT of a group of output symbols is

20  reduced over time until it becomes at most the group size and then can be used to recover
imput symbols.
ISDS 510 is a table that stores information about input symbols, where
row P stores information about the input symbol at position P. For each row ISDS 510
includes storage for a REC_VAL field, which eventually becomes the value of the
25  recovered input symbol, a REC_IND field, which is initialized to all values “no” and
indicates whether or not input symbols have been recovered, and an RL field. When an
input symbol is recovered, the REC_IND of the input symbol is changed to “yes”. The
‘RL column is initialized to all “empty list” values. As groups of output symbols are
received that have an input symbol as an associate, the row number in GOSDS 505 of the
30  group of output symbols is added to the RL list for the input symbol.
DSS 515 is a stack that stores information about the decodable set. A

variable 8 keeps track of the size of the decodable set, and it is initialized to zero. In DSS



in Fig. 7, which refers to Figs. 9-12. Wen a group of output synbols with
values B(l) =B.I(l),..., B JI)(l) and key | arrives, receive organj 220
perfornms the 25 followi ng operations, referring to Fig. 7. Wi ght ViéWAR 104
conputed froml and K (705) and list AL(l) of positions of associates is
conputed froml, W1), and K (710). Figs. 11-12 show the details of one
conputation of WI) and Figs. 9-10 sh the details of one conputation of
AL(T). Referring again to Fig. 7, for each position P on list AL(l), if

i nput synbgls 3RmR GIST IROWIstsaMewedmbersén GOSDSREGS of (P} ofoltpat” in | SDS
510, then Ris added to list RL(P) in I1SDS 510, otherwi se if input synbol
Pis recoveymbpls.i e., if RECCND(P) =."yes" in |SDS 510, then WI) is

d ted b | s RhodAS 5. 505
(725 VEIGHT(R) 1o FRak s tens i Sy onctBils o land e A °1 6 R

2004 28 nbstvclEt of Fig. lGevittt thecarespapdoi stens piRig symdiskisd pareathgterlydn fhse
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i s i ncr emeAFSHPYRR Yl RESES | T—SF’ %%{?Sr ?/ﬁ}]rs é%%ﬁ&gggggegﬁﬁrﬁgg%%g%) ﬁt?lrlssj (740) .
A flowchar tind Hafe iflB8Edel ReSrOHO5 0O PFhat 4 v gbup efauputgypbalséssorival5 is 5

shown in Fig: 8(a), which refers to Figs. 9-12. t hat operati recovery
processor ), ifei, fhetkey harddge g@“@é%oqtli’“ttsﬂéb?iéféﬁ‘ﬂ%t%ﬁé“g%xl(ﬁ’S"ﬁiﬁ(ﬁa)’i e, if
S =0, andy sl b ol { o L &0 10%. ghhi faesdspedabl e set i s
not enpty, %Yéﬁ?gs%tstbggﬁcgg%%@IE))?/&(%%&%8%5)%?’%3? LZ(Trow nunber R of the
group of oysIBhit Regivieakgnizer I20asitadn £alledt)8ScBd Brerard)ed graupedf, oulvé ori gi nal

key of .the output . synbpl EY(R | Jnto | 10 (835)
in orddP t&BY lﬁ{ttﬁx%gst%‘f?‘i%(&f%‘ﬁ@ %‘Lﬁg@ﬁ?w 552?2??‘%21%‘%?93‘?’%‘% list of
associ ﬁt es infléllﬂ{altign le; GORPSGNS Eft I()S%Sls ﬁﬁﬂﬁ)priaieiy mdgig ihﬁmni)atipmstos:yirim?ﬂl%S [ InI

AL(I ave alrea een recovered,_ i e.,_if. REC | NXP y ! r all P
i n( A?_( 1) (84%)s Sliqu@?nﬁ]@cf@ﬁ}‘éﬁh?“ Bfﬁée@s@?cn’ %%“&‘F@ﬁ%teg&wagéﬁzﬁg?‘{ %aiugc el enent
of the decm&@g@\%opdﬁ%u@%ﬂdm%%e%réd(inMS%Q%M&@OSEXBOS.CRWG, t he
group of output Synbols stored at row nunber R in GOSPS 505 is 15 used to

recover al IprachsondMriothen valled éwprotess apups efyvtyul syrphds indpedegedalle f5t apG | Sps
510. is is,performed by utilizi 3 gecover
Che’ up oo & FEPeRRBRR Shp bt Ik AR s A LT R e o of
out put synlad detedngefonahd dedddebll poworeddh DES 505, usinpandsyodibling partigas(al) (850) .

Then, for all positions P for which the  input, synbol value_.is_recovered,
REC VAL(P) 18RS S4 a'tdoG@FﬂéSP@&RP&%@@%%%"%?EBEJF ﬂ%&“?gki%ﬁgk’%ﬂ%‘% "0 (852)
and REC | N() ﬂeéod%%odl&eésg'e&%'f( of e inGfhberdifenpulleyrhtititithashave Okevzk sveredias been

recovered in’'| SDS 510 (852). A variation of the process shom in FE@O 8(a)
i s shown i andivgen B{spium Thispehes K, i.e., all mput symbols have been recovered, decoder

20  terminates successfully, otherwise it returns to step 610 to receive the next group of
output symbols, as shown in 635 and 640.

A flowchart that describes the operation of receive organizer 520 is shown
in Fig. 7, which refers to Figs. 9-12. When a group of output 'symbols with values
B(I)=B_1({I},...,.B_G(I)({I) and key I arrives, receive organizer 520 performs the

25  following operations, referring to Fig. 7. Weight W(I) is computed from [ and K (705)
and list AL(I) of positions of associates is computed from I, W(J), and K (710). Figs.
11-12 show the details of one computation of W(I) and Figs. 9-10 show the details of one
computation of AL(I).

Referring again to Fig. 7, for each position P on list AL(I), if input symbol

30 P is not recovered, i.e., if REC_IND(P) = “no” in ISDS 510, then R is added to list RL(P)
in ISDS 510, otherwise if input symbol P is recovered, i.e., if REC_IND(P) = “yes” in
ISDS 510, then W(I) is decremented by one (720). Then, WEIGHT(R) is set to W(I) in
GOSDS 505 (725). WEIGHT(R) is then compared to G(I) (730). If WEIGHT(R) is at



I nstead of perform ng steps 850, 852, 855 and 860 for each group of out put
synbols as it is processed, the value of R can be stored in an execution
schedul e for | ater processing, as 25 shown in steps 851, 853, 856 ahtl MAR 2004
of Fig. 8(b). An exanple of deferred execution processing is shown in Fig.
8(c) including steps referenced as 870, 875, 880 and 885. In this
variation, the flowhart showmn in Fig. 6 is nodified by initializing Eto
zero in step 605. The deferred processing of the execution schedule ran
occur after the decoder determ nes thag the received synbols are enough to
decode the entire file, e.g., at step 640 30 after it is known that al

i nput sy mbowissGE),ahencthe gengbifentpuhsuumds sadded toghpdeialably sehaee the input
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rig. 8(b), at " step 855, or respectivel'y 856, the groups of output synbols

that still have the4 fisvchagsbatalestibes one opesptinstafiredgyeniprocessor thisve been

d,, | .S) | s. i if | h h
out Sy et SRR s BT BT 8 D2 2 s bl St R bbb St | "o
r ecover edfirdrehecRa e s @bihk idetodzbRIsciis jethpty, 1.6¢ RS andIf sbesipasedinely | ust

coul d have been . recovered, ic&put sgy,nbol val ue, the row nunbers of _these
groups of TuR(R05s §HDe 15the decadabissef ismat eprtystosn 8ds dpcrrmentpd byoneddbh row

nb R' .| ! i f
Mocovery ATERIOT PR E G froli3 or SEOLETRNCRs NadBZ o DS IBTEANNT o o
out put sy hed,shd drigieal key 06 the U sHAbe1, KE YR o GOIRR 50515 kAdedimesd t he

group, of output synbols in row R' of ., S 505 to, hecqne I ght equal to
t he g}Q)up?Ss'iis & otdegto copgpptgling priginal wight @ﬁ@mmﬂﬁﬂ@%ﬁ!\%ﬁﬁlﬁﬁs out put

nbol s i degcqd ' d
isﬁcr gmsan!t ?%H%?% %ﬁ%ﬁ EE?QSQ@r Z@p@g{g%}glpﬁ@é% E&WFW%gygggﬁnused for
storing r meomradidres iDREGr INIDS) of “yesdUffop all Py IgI)s(B4W), ticntreddveR) picsesset ur ned
to f 860 t] I 1 5 eSS ti t st
805, A ASLOAPE BPCHARR ARG oh Pt Hee AR AR SRS BUp PEre Bty
synbol s Keyxtt QtRGHe] e eoup lbutpus YJHB1S stotedeat roW hantbet RN fil GOEDSHS0H st he
wei ght . WI) and the {ist AL(1) of positions of associates for a kk?/ 1) can

t ake B vapsedity resoveroihihe upowisvedigsefinpus Rssbels that gee InALEHind SRS K1 ue by

both the f | (] ender d the

reci pi ent %H&?gg%g%ﬁ%\c}gﬁ%%%g@gnﬁ ‘f %%%?a%%;agés/%dgﬁﬁodﬁ Bé%gkﬁes%n%t%ﬁgont ain the
sane | i st usinopesvaliss s ipat shotdls BnADAPusiag thedeonrlef odtput syhidosestaekend | . The
B e g ok St S 5 40 50 T B A ostioha  cof Sfkch ¢

input symbol value is recovered, REC_VAL(P) is set to the recovered input symbol value
20 inISDS 510 (852) and REC_IND(P) is st to “yes” to indicate the input symbol value
has been recovered in ISDS 510 (852).
A variation of the process shown in Fig. 8(a) is shown in Fig. 8(b). There,

instead of performing steps 850, 852; 855 and 860 for each group of output symbols as it
is processed, the value of R’ can be stored in an execution schedule for later processing, as
25  shownin steps 851, 853, 856 and 861 of Fig. 8(b). An example of deferred execution
processiag is shown in Fig. 8(c) including steps referenced as 8§70, 875, 880 and 885. In
this variation, the flowchart shown in Fig. 6 is modified by initializing E to zero in step
605. The deferred processing of the execution schedule can occur after the decoder
determine's'that the received symbols are enough to decode the entire file, e.g., at step 640
30 after it is known that all input symbols are recoverable. In some cases, especially where
the input symbols are large, the execution of the schedule could be deferred unti] the input

file, or portions thereof, are needed at the receiver.



I n one-enbodi nent, WI) and AL(l) are determ ned in a manner designed 25
to mmc a random process. To satisfy the requirenent that the encoder and
decoder produce the sane result with respect to the sane key, a 16 MAR 2004
pseudor andom sequence coul d be generated by both encoder and decoder
seeded with the key. Instead of a pseudorandorn sequence, a truly random
sequence m ght be used for the generation of WI) and/or AL(7), but for
that to be usefiil, the random sequence used for generating WI) and AL(T)
would 30 need to be communicated to the recipient. In the decoder shown in
Fig. 4, the buffer 405 requires storagegfor each group of output synbols
list of positions of associates, i.e., storage in the colum |abeled 1 6
MAR 2004 30 AL(1). Ibreitheroreaidr, i.ci, andithaeFigog(e), @hwthelml‘gg gb¥eegemot

require th' stora a I| t ., of assqcj.a ecal cu as it
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bot h pl acegecrebhdntdd Wdneltd rafes 06k &coleryd 30 tHeSnut k@Mbel in pbsitiba P EnOf i nput
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posi tions eaociale 6f thetgaenposf outpait gmgends mdﬁWdii’tqflﬁO%Q&ﬁaﬁ sIfithis adification As
h Fi d
o oe ol Sy bPGp SRARRAAPARITR BPBOHR e plonbhbianpiuaplo " andom
gener at eﬁb thie fgeoupi stz, 4., W;rFﬁGHﬂ‘pmr]E) =fG(I<EEY&"Bdihuﬁt}edgm0pbhantpEf@nerMr of
n 1 | S ri me. u | 1 n ILNS Wt
synbol 5. MG R etodepi PR atise U R IS e TR iekna S PEORE | <
i dentifi ed(SS'Sfre%écﬁvéH gsd)e 'F\ﬂaﬂl?nthgspﬁe Ksed foP&akg foW Sumb&€bf b‘éuﬁ@ép) i nput

synbols are added_ to the in ile and Kis reset to P. For is nodified

i nput fil eoumvwhm@pﬂlsbmﬁ’dssrterlwgit@fﬁea%%(&@%sesawéwwnqﬁh)e@das shown in

20 Fig)59 g3 bﬁﬁulg_ggrseéfgtml ment, ASSOC_CALC 910 operates as described
bel ow and as s%%wn |1n the flowhart of Fig. 10. The first step is to use

the key 1, ,the_nu f ut synbols K and the table of randombits
ASSCOC_RBI T%%@?M% integer values X and Y that have the
property that X is athd @affin®Remantod offagiut KymbolaRel 16 dsSoc@dted input
symbols (i.t., the determination of the weight W(T) and the list AL(T) of positions of
associates for a key I) can take a variety of forms. W(I) should be chosen to be the same
20  value by both the encoder and decoder for the same key I (in the sender and the recipient,
réspectively). Similarly, AL(D) should be chosen to contain the same list of positions by
both encoder and decoder for the same key I. The associator is the object that calculates
or generates AL(I) from I and usually W(I) and K.
In oneembodiment, W(I) aud AL(I} are determined in a manner designed
25  to rmimic a random process. To satisfy the requirement that the encoder and decoder
produce the same result with respect to the same key, a pseudorandom sequence could be
generated by both encoder and decoder seeded with the key. Instead of a pseudorandom
sequence, a truly random sequence might be used for the generation of W(I) and/or AL(T),
but for that to be useful, the random sequence used for generating W(I) and AL(T) would
30 need to be communicated to the recipient.
In the decoder shown in Fig. 4, the buffer 405 requires storage for each

group of output symbols List of positions of associates, i.e., storage in the column labeled



25 |l east zero and at nost K-1 (1005). Preferably, X and Y are independently
and uniformy distributed within their respective ranges. Next, an array
V[] with WI) entries is initialized for storage of AL(l) as its gqfﬁgéﬁ
are calculated (1010). Since V[] is just tenporary storage for on ,04
it would occupy much | ess nenory than the AL(l) colurrin of buffer 405
(see Fig. 4). V[O] (this is the first elenment of the list AL(l)) is set to
Y 30 (1015). Then, for all values of J3ygtarting at I and ending at WI)-1,
the value of V[J] is set to (V[J-1] + X) nod K, as shown in steps

1020- 1050. ASi(Hc & himios: qifidiens dagedenshpyn isFigt S dops &pt IRquigg thisgforagfe b&FRPsey al ues
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blank (e.g., set to zero) input symbols are added to the input file and K is reset to P. For
this modified input file, lists AL(T) of positions of associates are computed as shown in
20  Fig. 9and 10.

In this embodiment, ASSOC_CALC 910 operates as described below and
as shown in the flowchart of Fig. 10. The first step is to use the key I, the number of
input symbols K and the table of random bits ASSOC_RBITS 905 to generate two integer
values X and Y that have the property that X is at least one and at most K-1, and Y is at

25  least zero and at most K-1 (1005). Preferably, X and Y are independently and uniformly
distributed within their respective ranges. Next, an array V[] with W(I) entries is
initialized for storage of AL(I) as its members are calculated (1010). Since V[] is just
temporary storage for one list, it would occupy much less memory than the AL(I) column
of buffer 405 (see Fig. 4). V[0] (this is the first element of the list AL(I)) is set to Y

30  (1015). Then, for all values of J starting at 1 and ending at W(I)-1, the value of V[I] 1s set
to (V[J-1] + X) mod K, as shown in steps 1020-1050. Since K is prime and W(I) 1s at
most K, all of the V[] values wili be unique. As shown, the “mod K” operation can be 2

simple compare and subtract operation, i.¢., steps 1035 and 1040. Thus, the process of



25 WI_DI STRIB 1120. Process WI_INIT 1105 is invoked only once when the
first key is passed in to initialize table WI_DI STRIB 1120. The desi gn of
W_DI STRIB 1120 is an inportant aspect of the system and is consi HEMAR 2004
|l ater in nuch nore detail. Process W _ CALC 1110 is invoked on each call to
produce a weight WI) based on a key I. As shown in the flowhart of Fig.
12, WI_CALC 1110 uses the key and random bits stored 30 in table WI RBITS
to generate a random nunber R (1205). 3Then the value of Ris used to
select a row nunber Lin table WI_D| STRLB 1120. 1 MAR %'%%4 32. As shown in
Fig. 11, tomedusingthedist prpostieniafNeoiins ofa SHEN SPUBDOSTHPE SYIDEISSF 78N
i ncr easi ng t?eqlltuence of positive integers ending in the value MAX VAL. The
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gener ai4 ng%ewa)img 801 QRGreferatith eherreédhedd of a mathodibidtalauipting geraater ALY W1 ),
or preferably the seed used in a nethod of calculating generator WI), is
kept secr ets KepAsesgl er nat i ve Decoder 25 Upon reading this disclosure, it
shoul d be clear to those of skill in the art that a receiver can work nore

ef ficiently wian Sehetor le aini ons descri bed above. For

The performance and efficiency of the encoder/decoder is dependent on the
distribution of weights and some distributions are better than others. The operational
20  aspects of weight selection are discussed below, followed by a description of some
important weight distributions. The block diagram of Fig. 11 and the flowchart of Fig. 12
are used to illustrate these concepts.
As shown in Fig. 11, the weight selector comprises two processes
WT_INIT 1105 and WT_CALC 1110, and two tables WT_RBITS 1115 and
25 WT_DISTRIB 1120. Process WT_INIT 1105 is invoked only once when the first key is
passed in to initialize table WT_DISTRIB 1120. The design of WT_DISTRIB 1120 is an
important aspect of the system, and is considered later in much more detail. Process
WT_CALC 1110 is invoked on each call to produce a weight W(I) based on akey 1. As
shown in the flowchart of Fig. 12, WT_CALC 1110 uses the key and random bits stored
30 intable WT_RBITS to generate a random number R (1205). Then the value of R is used
to select a row number L-in table WT_DISTRIB 1120.



exanple, the receiver mght be nore efficient if it buffered packets and
only applied the recovery rule once a group of packets arrived. Th(/@MAR 2004
nodi fication reduces conputational tinme spent in doing subsequentl
unnecessary operations and reduces overhead due to 30 context switching. In
particul ar, since the decoder cannot hope to recover the original file of
K i nput synbols before at |east K out synbol s (assune sane size input
and output 1 6 MAR 2004 33 synbols) arrive in packets, it can be
beneficial to wait uxddhbwain Figasl thé eantepiitths RN colamn iof & Ha¥STBIDegi nni ng
t he decodi ng2 process. Fig. 13 shows a different method OWCQ ing, which
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methods of calculating or generating W(I), so long as the method of calculating or

generating W(I), or preferably the seed used in a method of calculating generator W(I), is

kept secret.

An Alternative Decoder

25 Upon reading this disclosure, it should be clear to those of skill in the art

that a recejver can work more efficiently than the implementations described above. For
example, the receiver might be more efficient if it buffered packets and only applied the
recovery rule once a group of packets arrived. This modification reduces computational
time spent in doing subsequently unnecessary operations and reduces overhead due to

30 context switching. In particular, since the decoder cannot hope to recover the original file

of K input symbols before at least K output symbols (assume same size input and output



to Fig. 14 and Fig. 15. Fig. 14 shows the parts that conprise the decoder,
which is the 30 sane as those shown in Fig. 5 except for the add't'T(ErMARfZI]m
tabl e VEI GHT SORT 1405 and the EXECUTI ON LI ST 1420 used to store the
execution schedule fornmed as described in Fig. 8(b). Table WEIGHT SORT is
used to store batches of row nunbers in 1 6 MAR 2004 34 GOSDS 505 of
groups of output synbols as they are rgfelved sorted in order of

i ncreasi ng weight. The WI_VAL colum iS5 used to store weights, and the

ROMLI ST BOM) abrive s BAtkELS, iSEaAR besRcnumbesisumf agikeasy FSowputayhpels symbol s
in GOSDS 505. In general, the row nunbers of all groups of output synbols
with wei ghanWE&fAm(h_e);mameﬂﬁ deeohBRIPIOPESROW LI ST(L). This table is used to

process the batch ofggrg %‘ﬁgi d1?f‘é%_§9pﬁleti§é' H.#L)c’i)éc§d1h e cRided ME E&%%fgt@g

wei ght, as shown in s ‘ep owwe t groups of ou

symbol s ar exgressed ﬂﬁﬂ@ﬁd&bhldﬂﬁlalwﬁﬁﬁaﬁmnﬁﬂhepmceﬁelsdzctb)récdvmdemfmg} At
synbol, and it .is ljkely, as the |larger @E 3}} L{ES é);IF uﬁrecméénbols
cone al 6ngTh?WaW%‘?m’6’FthWéF‘?‘th&é‘g% elp 3t e peladit e VdEiePed, and
thus it saygsp ssé’ftlﬁltt[ﬁ%)h@olléﬁn(%@tcfl&eas]&o% K1 P50 mag eizs paae firéthatcleécsader can
recover space used by recovered input |inks, and groups of oufput synbols

that are bed thgt the tnid sgmbengif IOPtPHW@bPE\Ab%m@|1%Ké‘sAﬂWE‘er9é\t15 s8¢0ver ed) .
Processing ét%lfllpsftl%fnu%l’&ﬁc{rpl? gﬁ%cﬁ%KQIQNECRﬁ% {RE AR BAERLE Qiroﬁpsséfzes in

order of increasin ry requirenments as well as the
processi ngoutpht gyﬁmmsnsameentfesi thAgrcmlpamﬁoutput Bygbold Bre psddeget 2y bafereeutikin K

out put synbols in ou nbol d

synbol éal nr@ﬁ@epgg@gﬁzgﬁgggg@ C(fsi lél?s qf\%{p ﬁ@@@%ﬁs 1§%n§1 E)é?e@gf%g gbegi ns
(1515) . Her@ovahe pRseddbes 25 Te3 DR eEyrsi&ethe Apitidaisiadet aud ) p&d:bversypm«sjmbtamd K i nput
symbols in the input file. Initially, the decoder

recei pt of ﬁtOﬁJGBTNJPF of opptFmbEls R ERduced gty ghwostdh %%@nﬁ%ézﬁé%fgferghoul d not
expect to tK 1§€1Lt% Bolk RGRY SdhidvRe uéif'i’ﬂ'ﬁe fidt b&tch 69?90[1]@@51’ duliAi symbol ) tiedit put

symbol out pu S anyway, and cannot possib recover an_ar b| trary
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used to qumkly calculatc those lists as needed. Another storage need is for storing, for

20 each as yet unrecovered input symbol, the row number in GOSDS 505 of the groups of
output symbols that have the input symbol as an associate, i.e., the space for the hists
shown in the RL column in table ISDS 510 of Fig. 5. As already described in step 855 of
Fig. 8, one use of this storage is to be able to quickly identify which groups of output
symbols are reducible when a given input symbol is reconstructed. Unless it is done

25  efficiently, the storage required for these lists would be proportional to the total number

of associates of all groups of output symbols used to recover ail the input symbols.

A Presorting Decoder
A more preferred embodiment of the decoder is now described, referring

to Fig. 14 and Fig. 15. Fig. 14 shows the parts that comprise the decoder, which is the
30  same as those shown in Fig. 5 except for the addition of a table WEIGHT SORT 1405

and the EXECUTION LIST 1420 used to store the execution schedule formed as

described in Fig. 8(b). Table WEIGHT SORT is used to store batches of row numbers in



30 group of output synbols. Then, the rest of the operation of the decoder
shown in Fig. 15 is exactly the sane as for the decoder shown in Fq@. %mm
except that groups of output synbols are processed in order of increasing
wei ght, as shown in step 1520 . 16 MAR 2004 35 Normally, K + A out put
synbols will suffice to recover all input synmbols. However, sone sets
groups of output synbols containing K+%ﬁ out put synbols in all mght not

suffice to recover all input synmbols. Th such cases, batches of G
addi ti onal GoRESSPSS oFyriNes §f dft EeeRilvadhdynrgreotipal sndd imerepsfocessed untii |

all input synbols are recovered. A good setting for i .. Fl.gs. 16-19
shows a snapshsng veighh EealpleAhgalupn lﬁwdﬁ?ﬁﬁréé’%g%%@?ﬁ?g’é}éﬁnng 15. In

this exanpl t he u i i 5@ qups of
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gssocr:]i at es géﬂegﬂ,lﬁﬁe rowl fi6kers dfell Boqupd 60dBput 3:??@@ with ezight Wil CALEd aBs shown

y the arrowed lines in Fig, 16. .10 Initia w O 0 ynbol s

W th Key 230midn Banas ST B tisginye atrlihafis st b BT by e Bty 22

2(AE F)), keoisi @M_ovaicfeaﬁgg Beipht, ahokYn 835152001 Fad. ues LopREigHC, F, G H) ,
R5 2(C,F,GH)) (the first and third r_oupi of output s nbglvs have ., wei ght
two and t herangs qfemfmmymmis g 1%@]?@2%@%&)/5&9%% ‘&1{5; Onrg %é’é?‘hﬂll’%{hd fourth
groups ave wei .S t. - }p&% shRem¥alowe thatnction is
t he Reed- Séylgg\n@hg’?éﬁ\sltgpﬁg’%fsg%gﬂgon mg}?t r %grg‘le%u_tasnd gtor%]d, [ ngé&DS 505 as
shown in Fingpst dftheiTiseodiaey wiliuirbaty bemecGDSBS ab0 S &t sgyesrsebbtamialiom thesT in t he

row corresponding to th i ght of the output,,s in Fig. 18.
The gr d@ips 115K S‘&{?@ﬁaﬁacegﬁﬁgﬁggfdﬁaw&w SR%BSaefigﬂlggr%%rgsv UEEW%MPOW 2 of
GOSDS 505. gmp%f t'\s}ﬂc{wﬁm W& FRELsSEPOINdaYE foew graiqss wft yewt put

synbol s of “wer ght AL(0) = 2, contains row nunbers 0 and 2, as 20 shown

in Fig. 18re@vereflarly, WI_VAL(l) = 3 and ROWVLIST(l) contains | and W
VAL(2) = 4 and ROV L : i i LU T ol heteRlze€@RSS, the
bialls g%%%%{)frsb%qﬁt sﬁtlbotlﬁngbfaféﬁésm apProbAgteRiz

first two groups of outpu i'n aorder i ncreasi ng wei ght have been
processed, ordee of tredsing weiphtdbweosthpuensynigisenents efivell &fthe gOGESINB05 has
been pr%cessed bé recei ve organi zer 520 and this third group of output 25
synbol d i s TPAyyem Hout to be processed by recovery processor 525. G oups of
out put synbols in rawshdmARE 1 bavightal meedyanie entpadgedotsantghmips ehedul e to

The.or oup’ shoLBRRCISGRRACHIR 4 ot ST oieRrae Sawehae TAPeboa0t ot e ol
2o 11 Bty Al b0, et egeyeraseips i b e 2
505. The grsgmpolehindKtiput sgybrioinghd inpetdie. | Ingfallpspeesds sHERIYMAE E9Tassoci at es
20  receipt of the K + A output symbols in groups, since the decoder should not expect to be
a‘ble to recover the input file from less than K + A output symbol output symbols anyway,
and cannot possibly recover an arbitrary input file from less than K output symbols. In
practice, 5.4/K was found to be a good value for A.
The row numbers in GOSDS 505 of received groups of output symbols are
75 stored in table WEIGHT SORT 1405 of Fig. 14 in order of increasing weight, as shown in
step 1515 of Fig. 15. If T is the mumber of possible group of output symbol weights then
for values of L between 1 and T, list ROW_LIST(L) contains al! received groups of
output symbols of weight WT_VAL(L), where I=WT _VAL(1) < WT_VAL(2) <
WT_VAL(3) <... < WT_VAL(T) and WT_VAL(T) is the maximum weight of any
30  group of output symbols. Then, the rest of the operation of the decoder shown in Fig. 15

is exactly the same as for the decoder shown in Fig. 13, except that groups of output

symbols are processed in order of increasing weight, as shown in step 1520 .



in positions 0, 4, and 5. The associate in positions 0 has al ready been

mar ked as recovered, and thus there is no link fromit back to rowﬁ%t
caused the weight of this 1 6 MAR 2004 36 group of output synbols g 2004
reduced from3 to 2, which will trigger the recovery of the remaining

I nput synmbols in positions 4, 5, 6 and 7 once recovery processor 525 is
executed). The associates in positions 4 and 5 have not been recovered, and
thus the receive organizer 520 added a link fromposition 4 and from
position 5 in JSDS 510 to 5 row 1 in (§§SDS 505. This is all shown in Fig.
17. Thus, at this point in the process;"a total of only five links from

i nput symbol s back g, G04A8 +of o@phiyinbeXHANlsE e e FecBRetall ihpRByADOLs.
associ ates are in use. Thi's conpares favorably with the stral ghtfgg{ward

i mpl enent ddowevet,samegels graups DU SIIBYS LHDtAREBEK S BBIPUL $4Yt oup of
out put synbols hawing it s ' ' A jare

el even posH txéotssagdﬁe?? Wgﬁ%f@%ﬁ%@]ﬁe@%ﬁn S'El ﬁ‘eé%g%ib%s infe%'?%t!iggﬁe‘a space for
links is dsvapaisi@Bblk wrereckivddn ghpanisthagplobesspt oisll inprsymbels arm Fi gs. 14
and 15 over the process described,in Fig. 13, e.g., the savings in space

i s typiScallegovgradach gpodoriting G i5VIn |ink space when the number of i nput

synbol s i s 50,000. T X q@ggmt,pgsgap%%épggf%{a}r@g%b@r&f!ﬁﬁé&ée&hI&&ﬁﬁ%&ght

groups of output synpo are nore t synbols at the
begi nni ng iafFig.hs. i cdeasmib, theegrowt sizdie ten dr allrmlovpsaandeoungioghs ofewpgs of

t put nmbol h li kel f nbol t
Che’end ofSEHE BEa 4o Tehos, (S e narr grotrie b ipor e 100, oY 0o ©

process t hgsggk 0Lgad 0 0f50941t 18650, 150PN) isditRedisd@bwalby e ire@sdd gnestn Gy, 16A
further advantage of the process described in Fi 14 and 15 over Fig. 13

S.
i s that0 t haitiallycgranpipfiontmy pnakaly yitsboy 2%%@%6&26&?); keni 2 pud YaeSiuse t he
smal | er wejght . gr I APk | be used to
recover in —‘@@'@P@Sﬁ%ﬁﬁfﬁgwéﬁémﬁg%ﬁf gro%pésjsg%h?lﬂ]%lﬁt synbol s
(since the(rRsma(d.ErG, YRR 2(QFORIED) (die first pudithisd ploap of anfput Gontsildeavwed first),
and the cost, of recqverin articul.ar input.s ol difrect nds on
the wei ght WeiBht e &Fp"%‘?e @B'E) 1s %@%@ﬁ’%@%ﬁ%ﬁé&%@ﬁi{?ﬁ“ﬂ%@ﬁpig shows
a_conpl et e, K% SiitirPhreria doirRedpettivell, andtha VR funiiib s the ReelSaiduac ut ed

will recover all elnggﬁql nput synbol s based on the four groups of output

Symbol E5 of VaNGUBCET araragsivodeRBEIorH i GBI SODRESIowR i Kkg- Wip R ARY
oo B 0 S L s ey 6 e
30 opti m zthtiootput synfitedl s showharEgt Ye Thegosupis o cuput $ymedadgnef waghivdtdie i s
COStlY OF LI Lo 20w MISEE A LI WSS, SR dsTeapihlioy. Wi thou
groups of output symbols of weight WT_VAL(0) = 2, contaius row numbers § and 2, as
20  shownin Fig. 18. Similarly, WT_VAL(1) =3 and ROW_LIST(1) contains 1 and
WT _VAL(2)=4 apd ROW_LIST(2) contains 3.
At this point in the process, the first two groups of output symbols in order
of increasing weight have been processed, the third group of sutput symbols in row 1 of
GQOSDS 505 has been processed by receive organizer 520 and this third group of output
25  symbols is just about to be processed by recovery processor 525, Groups of output
symbols in rows 0 and 2 have already been added to the schedule to eventually recover
input symbols in positions 0, 3, 1 and 2, respectively. The group of output symbols in
row 3 of GOSDS 505 has three associates at positions $, 6 and 7 that have not as yet been
recovered, and thus there are )inks from positions 5, 6 and 7 in ISDS 510 back to row 3 in
30 GOSDS 505. The group of output symbols in row 1 of GOSDS 505 has three associates
in positions 0, 4, and 5. The associate in positions 0 has aiready been marked as

recavered, and thus there is no link from it back to row 1 (it caused the weight of this



out put synbols. Typically, the sufficient nunber of output synbols needed
to reconstruct 1 6 MAR 2004 37 an input file is slightly larger than the
nunber of input synbols in the original input file (assumng the satf MARZ804
i nput and out put symbols). It can be shown that an arbitrary input file
cannot be recovered when fewer bits have been received than are in the
input file. Therefore, a perfect coding schene will allow recovery of an
input file fromany set 5 of groups of output synbols encoding the sane
nunber of bits as the input file, and one neasure of coding efficiency is
how few extra bits are needed under expected. conditions. In the decoder
shown in Fig. 5, the maxi mum efficiency;ds obtained when recovery processor
525 recovers the | ast unknown input synbol after the decoder has received
exactly K Quéyptif caipibgnsbold th bewedacedrizom R todf whith syliiigesr havesopera i técei ved

b 10 the decoder, by the tine all el npyt s I zovered, then
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before the end of the reconstedcti ' . el s, so that
addi ti onal [g’é’{‘? 6%““65‘8%?8&“3%:%‘61"8 g%%?\ aglgrr%glg‘flﬁlgl?gﬁ% htzar(e not needed.
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group ofg size b, for Iﬁ?eﬁe@ﬁ,&heszﬂiﬁgﬂﬁ QutahOEpadese linkeld dashaivally redubdds
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the 25 pl ot vary” for" any nction for determ ning weights and
associ at es, inputckymbalsds SGIWo Trargasereive this reguationiimihatsmier weigbheroBPRfps of
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processis Theisy atithe endp et indviseaighogrouishod natpissyal izyase wmeh groouipkady¥ toout put
synbol s in the decodabl e set that n be .used to recover e .Nex k.nput
Symbol 5. Fi GO E0P A B SOt Gl herosRs RS R R bl oy b be
i deal di st rinBktsisente tdNHob&:e upis Bf bitp Bt syALbIsad ofderof theredtmppdeihe set i s
enpty before recovery is conpleted, .i.e.,.. affer ly t . 100, 000
i nput sy b ofusther advanpes AL e PIosasT g“&%‘?‘ﬂd?}?lféh Wﬁgd%mf ﬁ% ?%’é‘é#“gg]?e’st ri bution
IS decoding is typically 30% to 40% faster. This is because the smaller weight groups of

20  output symbols are more likely to be used to recover input symbols than the heavier

weight groups of output symbols (since the smaller weight groups of output symbols are
considered first), and the cost of recovering a particular input symbol directly depends on
the weight of the group of output symbols used to recover it.
Fig. 19 shows a complete execution schedule for this example, which
25  when executed will recover all eight input symbols based on the four groups of output
symbols of group size two. '

Selectinp a Weight Distribution

An important optimization is to design the coding process so that an input
file can be fully reconstructed with as few groups of output symbols as possible. This
30  optimizabion is helpful where the transmission time and bandwidth is costly or limited, or
where an input file must be decoded quickly, without waiting for additional groups of
output symbols. Typically, the sufficient number of output symbols needed to reconstruct



typical, i.e., for the ideal distribution random fluctuations al nost

al xrays enpty the 16 MAR 2004 38 decodable set before all input syngﬁls
are recovered, and this is the reason that a nore robust distributildhMARs2004
needed as described below. Efficiency is inproved by limting the nunber of
times group of output synbols in the decodable set has strictly |ess than
Its group size unknown input synbols 5 as associates when it is used to
reconstruct values of associates. This can be acconplished by suitable
selection of the function for generating WI). Thus, while it is possible
to conpletely recover an input file witd7any desired degree of certainty,

by receiving.enough gr of output synbagls, it is preferaple to_design a
group chai ﬂgl’@é’é#?ﬂdﬁg‘&g’gﬁﬁ@'g?d F EPPH ‘%@fﬂﬁ?éﬁ Rreenahispat file 5 high
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times. By accepti sone_snal |l _ponzero value for A, an inproved . .
communi cat F&%B§9£°?%ﬁlﬁecféﬁ°15%°}fdbp%‘vﬁ% exmgnbits arg Reedad vpder gxpestedyonditinteved in
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In fact, many 25 distributions wll pe , as snhm iations in

t he chosenthat BISEiH8 078 e wepty kefere resonginiciion irsbmpise igexherwrds,faor mance.  The
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wi |l now be descri sl ze o groups of
out put 15ynbuol encoding/Mecodmpgeshouil be atrafged satifat Reck 906 nidry thannts@gdlr b. The

i stri but1 SRETRORE edt SR HPF e DR Pe et PREBR SR BLBE) are
chosen accexcghnmetion aing Kaealolitpt e, kb hatiE&litiddalédtOst G olimt Symbdiest
wei ght is lgmatgllgeé ir}legrlugsga?es[tm\ggéd%gt s K, where K is the nunber of input
This point is illustrated in Fig. 20. That figure shows a plot of the size of 5
20  decodable set versus the number of input symbols reconstructed where the decoder is
operating with K/b groups of cutput symbols, cach group of size b, for an ideal
distribution deseribed below. In this example, A =0, i.6., the number of output symbols
received in groups to decode ali the K input symbols is the minimum possible number
{assuming input and output symbols are the same size). It should be understood that the
25  plot may vary for any given function for determining weights and associates, and would
also vary depending on which particular groups of output symbols are received. In that
plot, the expected size of the decodable set size is one at first and remains one throughout
the recovery process. Thus, in expected behavior, there is always one group of output
symbols in the decodable set that can be used to recover the next b input symbols. Fig. 20
30  also shows an example of the actual behavior of the ideal distribution. Notice that in this
actual run the decodable set is empty before recovery is completed, i.e., after only two of
the 100,000 input symbols are recovered. This actual behavior of the ideal distribution is

typical, i.€., for the ideal distribution random fluctuations almost always empty the



1 6 MAR 2004 39 synbols. In the ideal distribution, a weight equal to a
value of i is chosen with the followi ng probability p: for i=b: p:QI X an
for i=b+l,...,K p=b/(i(i-1)). Once a weight WI) chosen, a |i st AL(I"J)%'IQR 004
W) associated i nput synbols are chosen independently and uniformy at
random (or pseudorandomy, if needed), making sure that 5 all chosen

associ ates are distinct. Thus, the fir % associate is randomy sel ected
anong the K input synbols, each haviné a probability of 1/K of being

sel ected. Tag,daBRQBhedsis A inphiesyhibbls W tecdverddnafl thanderhyasselnaci adraanong the
remai ning K-1 synbols. The "weight probability distribution showm above has

t he proper trgbushaistribitiorie negded angaserigd balowexact |y as expected, exactly K/b
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in Fig. 20 sgmbbhén geldecbdhiblneet hkdosteat Briesshiematspeows sizchmimavas oypunhgtnbods of
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most b groupg; 0l ngﬂggodiﬁ%g%%q%s, (g)l;lcch?ﬁ gh%zy%/ﬁe Q%ﬂﬁ?ﬁﬁ&p;tﬁoﬁ@ﬁ rodpg il the

recovery process 1s near the en ~recovery of the input synbols. The
extra supplwheé edvhghipnesygyiiol depeudssonat! o unpputymbpisbontshis feadpntordeges t he
chance at, near t end of t recqover rocess. far.each,y unr ecovered
i nput s nboqnc?(ﬁﬁﬁn qcPé]%g@FS'{%a%cf&'ngés rgﬁnﬁggFOﬂgﬁﬁopvﬁguegt%ﬂ%b%{s that will

have that iigpudved symiBahicaton By 06 ktodiannd. at nost b-1 other as yet
unr ecovered associ ates. Myre specificall ¥ the nodified wei g(pt i st.ri bution
is as follows: for SRl vles Picd cfiphe dehisyed in groupqapp reactiog ydding by Usig

p=-nb/ (i (i -} CdsrbiFiatd Kroibudd to deMrmi el iiEgroup sizdS; iRt idistribution for

groups of output symbols, i.e., the distribution of W(I) over all I, and the distribution of

20  associates over the groups of output symbols, i.e., the memberships of AL(T) over all I It
should be emphasized that while the decoding process can be applied regardless of the
group sizes, the weight distribution and the distribution on the choice of the associates,
the preferred embodiments will use group sizes, weight distributions and distributions on
the choice of associates specifically chosen for near optimal performance. In fact, many

25  distributions will perform well, as small variations in the chosen distribution may lead to
only small changes in performance.

The methodology for determining the distributions in one preferred
embodiment will now be described. In this embodiment, the group size of all groups of
output symbols is the same value b for a fixed positive integer b. The actual weight

30 distributions used are based on an ideal mathematical distribution. In the ideal weight
distribution, the weights W(I) are chosen according to an “ideal” probability distribution.

The smallest weight is b and the largest weight is K, where K is the number of input



16 MAR 2004 40 where K is the, nunber of input synbols, R and R2 are
tunable paranmeters and n is a normalization factor used so that the p
values all sumto one. The calculation of HNi) and sanple val ues fdrb RAR 2004
and R2 are shown in detail in Appendix A There, the C4-+ synbols

nStar-tRi ppl eSi ze, nRi ppl eTargetSi ze and 5 nSynbols correspond with R, R2
and K, respectively, in the above equations. This nodified distribution is
simlar to the ideal mathematical weight39distribution, with nore groups of

out put synbol s _.of i,,qht and of higher wejght and _ the distribution
rescal ed accér‘rﬁ-n dl?orllsg},@.t&,&geaiﬂlé%r‘i?up‘??’f"l‘?%lgr??'biﬂulal tgc? NRSE: bifgpﬁﬁ‘i‘,w‘ﬂl the
det en- ni nes fdllewiny grolsbilfty pcti on of weight b groups of output symbols as
well as 10 determining the multiple of the increased probability of weight
b synmbols and R2 det enni nd& Ehe boundary Webfsendt he "hi gher” weights and
the "not so high" weights. foGabtl,chi$i ces f erbiRLi-Bhd R2 general |y depend on
K/'b and can be determ ned enpirically. For exanple, having Rl equal to 1.4
ti mes the sqQOacea weight H{I) slidsen, amist AAADefUd{]) 4s00atpd inpusyhbbisnesciidaen f ourt h
root of K/b rks |l _in.practice., Thus, for 15 K = 4000 and b = 5,
setting RL = ?egg%ﬁﬁfn‘h:mf%rﬁ@r%éﬁ\%ﬁnl or ‘é‘?%”}@df”?%m‘?%dnbk@g sure dt t i ng
Rl = 250 sindalRehoserB@somutdsaraMbtingt, M, (RefiA is@&ciﬁ@is%c%ﬁﬂl?@éleﬁ@d &o@tﬁefﬁ.
0 is

are shown ip Appendix A Fig. 21 shows that the expected behavi or
di st ri but i on® TR $¥EEGG, gachdeBiag B Peobakitityrfd8f af ediye selactrd. (Mheoeaghdut t he
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the expected behavior i§ unlike o enpty t I "betore all
i nput symbol eightprebdiedietibutmabewn setveiingtic bometth ehanitighdysteg Ihavdgut i on

ensure that ny lass congdi.tions reception of a ni nal. numer of
out put synbo%gtg{%gqxéesm%e%)@\‘}ﬁ gjbo?O%SIOfP‘ﬁtBE&SYE@?HIBé’fOéﬂ‘{E’et Wrgﬁ‘f‘ﬁrﬁtna‘&?&ﬁi lity.

Al t hough1@ heardee@nsit dlLiapit@PmPsIQCHES & c6ted beliabio for aviged] iskinttbats dHewhhe
the different process used to build the code

one used for, }orgﬁgo codﬁ, |

| eads to 25 Bis fdyhafond lipe lfowives bpeusy of thinmndam natere of selgetsnrafilend
earlier, they hd the aisbéieds, hod v | ' 8{&? FaleAe
significantly less tﬁan_ folr §f(%)lr ngdg&g%&ggﬁ?&%%&?ﬁgﬁg@e 0 mtggrgb@? aIQGroup
chai n react i $ad Boliededoding iprasesseths progess wolkh sotfaiwaysbe ke shadt vaty. @ ckampado

Cnder | yi ng Then ar ol B BERE Bello SRR P L P BB UTE SR 2004
41  PropEr t | BencefthSiins v@ight disGibaiiom iRea bt hediflsddeaevhe imprbede. of groups of
output symbol s gener atcgsgera 1}(1:: thseeiarétst ptapagl%lflegrshfog' gegiven setting can be found by
computer simulation. However, a simple variation on the ideal weight distribution is an
effective option. In this simple variation, the ideal weight distribution is modified slightly
by increasing the probability of groups of output symbols of weight b and of high weight
20 groups of output symbols, to reduce the chance of the decodable set emptying before all
K input symbols are recovered. The extra supply of weight b groups of output symbols
decreases the chance that the process will run out of weight at most b groups of output
symbols (i.e., empty the decodable set) until the recovery process is near the end of the
recovery of the input symbols. The extra supply of high weight groups of output symbols
25  increases the chance that, near the end of the recovery process, for each yet unrecovered
input symbol there will be at least one group of output symbols that will have that input
symbol as an associate and at most b-1 other as yet unrecovered associates.

More specifically, the modified weight distribution is as follows:

for i=b: p=n-b-R1/K;
fori=b+l1,.., (K/RZ-1):  p=n-b/(i(i-1)(1-iR2/K)), and
for i=K/R2,.. K: p=-HW(1)



channel is not limted with group chain reaction coding as with other

codi ng schemes, since keys need not have a one-to-one correspondence wth

i nput synbols and the 5 nunber of different values of | is not i mit lab MAR 2004
some small constant fraction of the nunber of input synbols. Therefore, it
is likely that even if the decodabl e set goes enpty before the input file

is reconstructed, the decodi ng process zw not fail, since the decoder

can gather as nmany nore groups of output’ synbols as needed t o get at | east
one nmore group of output symbols of weight its group size. Wen that group

of output Symbol s of s el ah nlchihy OF AR Shphs! 1 LRCEL U8danale PORUl ates the
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values in t initial pl |t f the file into,in t.s ol s, based on
e et ofthy difbbsh reicaled RrierdingS. RS i ap iRy B o The
decodi ng prRe@simeyvelidiiigrRiich &SSEMt bakdips opaﬁﬁmagﬁeols%%ntasthat groups of
out put symbols would arrive in bunches as each packet was received. The

settingl®f defppminingtheaiultaiioidhe mwa@?mlablbbfz@sﬂeil@t b§wbp1; aafl &ated by 25
th f f
e ot~ oot b B OATHON Gl D SHELAIMONES AP g oups o

syst em groups b| ts oGoodahcacasrfmrdlbatdI&b’lgenerfailad@tshdneéﬁf&saz@camrbegroups bits

i n other desi Si.ze be w th acket
gr oupi ng sﬁi}gd g ?léy Ogorﬁ}éag?@ﬁéﬁav%al 'd"gt & HitRes t% Squ%ﬁgggorfg{d%s of
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with the (p055|bly vary si ze deterni nes. t u ol _size.

For sinj i dFfy#000 F’Ffbbﬂés‘i‘ig‘ équR%EIIQ veoEls Welb ”‘fqﬁb%tlsséyh%(g%”@ Zé& equal
to the out %‘éftm?ﬂbﬂﬁs%a@u -b% wbiks heMd?PH'étalﬁﬁtc@lcUﬁh@]% & i ddasteqnt i nput
synbol size nore convenient, It can be used 004 42 Anot her

factor in cébeni Appaydixhe Figplit shoytiot thszlemected b@ba\@q’fdtfélés giseibufiput synbol
IR TR RN T S
reception oaenhemgthefrandom fluctuations from the expected behavior is unlikely to empty the
20 decodable set before all input symbols are recovered. Proper settings for the weight
distribution ensure that under any loss conditions reception of a minimal number of
output symbols enables recovery of all input symbols with high probability.
Although the reconstruction processes described above is similar to the
one used for Tornado codes, the different process used to build the code leads to
25  extremely different effects. In particular, as described earlier, the memory required for
group chain reaction encoding is significantly less than for Tormado codes, and the ease of
use of group chain reaction codes in diverse situations far exceeds that of Tornado codes,
at possibly the expense of some speed. The mathematical details underlying the

processes are described in more detail below.



5%to 10% w th noderate fluctuations, whereas K = 80,000 | eads to an
average reception 5 overhead of 1%to 2% wth very little fluctuatlon

an exanple, in one test conprising 1,000,000 trials with K = 80, 00bf MARé’U[M
recepti on overhead never exceeded 4% The above-described encodi ng process
produces a stream of packets containing groups of output synbols based on
the original file. The groups of output,, synbols hold an encoded form of
the file, or nmore succinctly the encoddd file. Each 10 group of output
synbol s i n prfiRrsk be8sME SrasTeRAed idadependent | y of al | other groups of

out put synbol's,” and there s no Tower or up bound on the nunber of
groups of output syhbotunhenaf srews Otﬁemvu@armgdls gandatyd prd seabhequahdlt wit h
each group t s T f i nput
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sequencé ofUREFFLf ¢ erf)‘gé( Aol E’“’@téij\@rséfnéw Cg’éﬁﬂ’é 19 @0t chain
reaction deGRELNT ifAS sﬁnHH]SOpIQ{CFeYorE heds 1ikEly e el i PinB Akcddable seeddes Bfiptspl i t
into K equal -si zed i nput synbols and eac% out put synmbol value is the sane

|l ength as baferd thpinpusiileboteconainued, thealecading frptess wihnasdail, st reegcddebm K + A
out put symhol s 20 av exanpl e,
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needed to cr@R&OMEht Edige tedRdtfon ol g@vmhsﬂy 5&@6{96&@5@1&5 of\WGE syAntAs dicbv@luioar

col | ection packets cont ai ni ng K + A out put synbols are not, enough to
decode the veqnghtlatempﬁﬁmrgrwpélzetsn@aﬁ Hysti£ars, i @rri,@e u§6d|tp TecPREBEIAM e i f t he
receiver her nore packets from one or nore sources of packets.
Because the er of groups of output synbols is only linmted by the

resol ution of I , wel In mostef thearankples d@sgﬁ@&p@omfthgumpuandsgmwmioﬁmbl d be

able to be er at d For exa f. illion
di f f er et @V%E?J °B1°% &rﬁ}ﬂﬁsan@ﬂ‘n@%‘?ﬁ?&bgs @?E'Iuﬁia&h é’u%enertgéi Sdr li:'v\}ﬁ’ '%fss{gcséat he file
coul d conprih 8ge HacketFOpaREt Yelpuitunitysirehsport tiat Rrefthérireesivedrih jts antmaul dr nunber

of those four billion groups of output synbols would be g t.ed and
transm tt edosiuity entiredyla I agpe ?!‘ét?qdﬁp?ﬂt%/ thewa{fquawmwftﬁ% ‘SQ P ecover ed

with a very,sos ﬂacitét%eﬁtaﬁ@se%raf Q@uﬂ%%?%ht?ht%y%@l&p?h@fslz@ﬁfQ{J&utﬁwﬁ’?ﬁhb& and an
excellent 16 MAR 2 probabi ity that the input file can be recovered
with sli ght\laylent)ﬂlen sdﬁatna szﬂtmneéﬂﬂmﬁtﬁ size of Hhesupt ﬁﬁ'ﬂbﬁa"talqehél ‘ihﬁﬁﬂj't‘a synbol
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{possibly varying) group size. The decoding process would remain essentially

unchanged, except that groups of output symbols would arrive in bunches as each packet
was received.
The setting of input symbol and output symbol sizes is usually dictated by
25  the size of the file and the communication system over which the groups of cutput
symbols are to be transmitted. For example, if a communication system groups bits of
data into packets of a defined size or groups bits in other ways, the design of symbol sizes
begins with the packet or grouping size. From there, a designer would determine how
many groups of output symbols will be carried in one packet or group and that together
30 with the (possibly varying) group size determines the output symbol size. For simplicity,
the designer would likely set the input symbol size equal to the output symbol size, but if

the input data makes a different input symbol size more convenient, it can be used.



group of out put symbol s is proportional to log K and so the total number of
arithnmetic 5 operations required to decode and recover the input fi I?
proportional to Klog K As shown above, an efficient decoding procéséMA 2004
exists that uses only slightly nore nenory than the nmenory required to
store the input file (typically around 15% nore). The above nunbers show
significant reductions in operations a storage conpared with previously
known codi ng techni ques. 10 For exanpl e, standard Reed- Sol onon codes are a
standard code for conpiet factbi eristeapiplingahd inpassymbbl dizesis an clavoske fReaghuBol omon
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depends on MU RyTeRRlS LEONSSRBBAY BEcratafeeraipstofh eu gDt YRS At notdige gener ally
the nunper gf.s ?J%k%?se g:l‘?cL @gﬂ@]@ @al%@&ﬁﬁ%&ﬁ%e é]% ﬁ\wq r'g%d({?ﬁg

practice, accep able % are ver
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o rove, For eoe” oatFalbianTted BudtenuEe e pmnSRIar wesbbihel fifthn v

st andard cqﬂ%pmsm IKequaB&z@nelplemscas afPEac bRy mboenealsd I@rﬂwaﬂic leqde uses
K =24 and N = 26 and anot her standard code uses K = 43 a N = 45

St andar d Re€dR SBMbHHHOL BHles tieadh tle Farshi ierqvered ff%ﬁs*nﬁé%ﬁt% SHTOUPRS 11 | es
(MPEG i %) & average, where A is small compared to K. For example, A might be 500 for K = 20,000.

of t ens

Since the particular groups of output symbols are generated in a random or pseudorandom
order, and the loss of particular groups of output symbols in transit is assumed arbitrary,
some small variance exists in the actual number of groups of output symbols needed to
recover the input file. In some cases, where a particular collectipn packets containing

25 K+ A output symbols are not enough to decode the entire input file, the input file is still
recoverable if the receiver can gather more packets from one or more sources of packets.

Because the number of groups of output symbols is only limited by the

resolution of I, well more than K + A groups of output symbols should be able to be
generated. For example, if I is a 32-bit number, four billion different groups of output

30 symbols could be generated, whereas the file could comprise K = 50,000 input symbols.
In practice, only a small number of those four billion groups of output symbols would be
generated and transmitted and it is a near certainty that an input file can be recovered with

a very small fraction of the possible groups of output symbols and an excellent



5 file format for video and audi o streans) use K = 188 and N = 204,
generally these large values require specialized hardware. Faster

i npl enent ati ons of standard Reed- Sol onon codes are known to exi st MiMARZUM
allow encoding intime cK log K and decoding in tinme ¢ K (log K)2, but c
and c¢' are prohibitively large constants that nake these inplenentations
sl ower than other 10 inplenentations of, standard Reed- Sol onon codes for all
but very large values of K, i.e., the Brtici ency crossover point is for
val ues of K hapinisty a0 UL S fiklcad BORcQlerdiMAHSARAGY moldgn K RlpyY §hiissts of K
bel ow t he crossover point, the other inplenentations of standard

Reed- Sol onof@swodesthartbe psitsembolAfze hothg kendws thagttput sympblenait at i ons are
faster than the ot heIrhei r‘g)fllemantbati ns at. val ues of K ggove t he grossover
point, the faster 15 1Pl EHEALEPFCHE RIS S PBHRTORI Y HEL & UAITES S K t han
group chai ngmemefdutput eantesds is Pyopoicadns logfK amimni theidel nBabaugaritindibe speed

limtations, only small values of K and N are .generally fgasihle for
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separately coded. 20 Such splitting decreases the effectiveness of the
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st andard Reed-,Sol enpn. cades, i .hat. any K disti.nct out put nbol an be
Csod byt hatpabgrREREFEER redhstiolfhin Phbtar{ont pd ke ARG witl RIS S

| east K outrouin caytifip@dcinigtie®. required to decode an arbitrary input file, and
hence standard 25 Reed- Sol oppn cod re opti | in thi regard since Kis

also th Oa_maxi mum nunB&F e’ﬁfnp?%ﬁ?‘ﬁﬁff}gm&%‘g’géﬁ“f’éSﬁﬁaﬁaég‘%ﬁgri nput file.
G oup chai Ncon@R&Eida@bn li€iond. "WER RtbxBad Ree_dgﬁﬂkﬁﬁ@d &dﬁef»,@ﬁﬂlﬂnﬁﬁsﬁlgis*spﬁtom put

synbols, where Ais small conpared to a suitably chosen K, or slightly

nore than KnBUE Hipnt syrked & with grovmehain isactige codingvdukthg Fpinpeetyimdsls 1descr i bed

previ ously, i i . i i [ I nbols is
O oat 1y 30 BA AR EaRoR RATP LN G Whdhe RACHIANG mdd
seamnl essl y Yedoreltle dnewdpey prbcdsebegink. GhivkBnt2B3G4vidbthe Yeeserainvensorpfwhidie Basi c

Co icati Sy.st nbodi t f i cati t di toth
pr esent 15| RGBT BT B Al Ve o RRIP: RROLPBGER 8escr i bed above 1n

detail. The el ements Oie alit&@e o CRIIRY AiBIdcterBafAt Xt 8NGSUps of output
advant ageously use nore than one channel. 5 Figs. 22-23 show s%lzt.ems

bet ween two® d§ Bkl B s PRSPIHOTR SRRl PR SV BRYS S8Rt AL ¢ hat

shown in Fighe tda pddt&hhideflr R MME Feciidd begdfingd!@Per 8om § ofQfipMt er 2200
sendi ng an ir?r;u?pgi |l e 22610r to a regiﬂgi en‘taggcén ut errOISZ%nggr a

symbols have already passed it by, the recipient can just listen for a little longer and pick
20 up more groups of output symbols. Another advantage is that since the recipient may be
gathering groups of output symbols produced from multiple encoders, each encoder may
have to provide only a simall fraction of the groups of output symbols needed to decode
the input symbols and the number of groups of output symbols from one encoder may
depend on how many encoders are supplying the recipient with groups of output symbols.
25 .Standard Reed-Solomon codes also require substantially more time than
chain reaction codes, for both encoding and decoding. For example, the number of
arithmetic operations required to produce each output symbol with standard
Reed-Solomeon is proportional to K. The number of arithmetic operations required for
decoding standard Reed-Solomon codes depends on which output symbols arrive at the
30 recipient, but generally the number of such operations is proportional to (N-K}-K. Hence,
in practice, acceptable values of K and N are very small, on the order of tens and possibly

up to small hundreds. For example, Cross-Interleaved Reed-Solomon codes are used on



network 2230. The second exanple (Fig. 23) has a sender conputer 2300
broadcasting an input file 2310 to recipient conputers 2320 (only one is
shown) over a wireless 10 channel 2330. Instead of network 2330, an¥ $g@%5
physi cal conmmuni cati ons nmedium such as the wires of the Internet, ﬁi t£004
be used. Wreless channel 2330 mght be a wreless radio channel, a pager
link, a satellite link, an infrared link or the like. The configuration
shown in Fig. 23 mght also be used w i wired or unwired media when one
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cont ai an | e of the transpitted fileg. If the file is a byte file,
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original megabyte file fromthat negabyte. Because group chain reaction
coding works with a Basfusrnidls petd Iénltaifons,ynlfa%@“f‘&a&?ﬁpﬁg AADhaSi t t ed

t d d : ' th
stream 0‘@3{;8@?&3@%@%@?{% es%ﬁvgd \%@e 06o15#BE it e8! Ceﬁseg@hﬁ&?ﬂﬂ&r u_s:,C&{‘ﬁakAgier e

advant ages th group chain reacti on codi ng.
particul ar filestrequirze tHatithbdildsrheaplttastt nesy autddes 4nd gaessubfitessniretelacqdad-t i cul ar
¢ hannelZO\M té?lgllljgplitting decreases the effectiveness of the codes to protect against packet loss in
transmission.
One feature of standard Reed-Solomon codes is that any K distinet output
symbols can be used by the recipient to decode the input file. It is provable that at least K
output symbols are required to decode an arbitrary input file, and hence standard
25  Reed-Solomon codes are optimal in this regard since K is also the maximum number of
output symbols needed to decode the input file. Group chain reaction coding, in contrast,
generally requires K + A output symbols, where A is small compared to a suitably chosen
K, or slightly more than K output symbols in total. In the network applications described
previously, this disadvantage of possibly needing A additional symbols is greatly

30  overshadowed by the speed advantage and the ability to seamlessly handle larger files.



coordi nati on between the receiver and the transmtter. The receiver sinply
tunes into a broadcast channel for a video of interest and captures eno%hh
data to reconstruct the 10 original video, wthout having to fi gure1 B AR 7004
when the transm ssion started or how to get copies of |ost portions of the
broadcast. These concepts are illustrated in Figs_ 24-25. Fig. 24
illustrates an arrangenent wherein onﬁarecei ver 2402 receives data from

three transmtters 2404 (individually“denoted "A", "B" and "C') over three

channel s 2406, dRics 1RHAREIMBMniGA dWtdpe used to triple the bandwi dth
avail abl e to e recerver or to deal wth transmtters not being available
| ong enough to obt ai Emhedimants pEcomrmenigetionsaifpsEReorinane Hetrresent As

| ndi cated. £aeho ! FAISHLE E-2A0de SRR, RS BN DlerdR! HRSoiorltd of BN S(1)
val ue represents a ﬁey Fand a gr oup o1 ou put syr?bo val ues (Cif) =

B 1(1), ... ckBobifrkhis chinBe tiaended to adhiredgebslyexs naira deln abovieannElor exanpl e, the
val ue S(SnA + iAf"A) s the k%%vm'th val ue 20 nA + i An' A followed by the

group of output synbBIBE A& LrIUY SYRENGERICCR W AFCRFUICTARPOP PR IEF G WA are

random y chgsainRUiReFstds sRSiaiHRAHoh I FigansThd el ex244d (ig. 22ndagd’ i s the
sequence nunber of a packet that is sent fromtransmtter 2404(A) . The

sequence ofsendeeyanutaFRoheending as friput 2le 2210 toragtEpight spmpubari24eR oY dm t he
sequence of_ ke 0 ’ ) r Ltters are
ot dupl oA TR 2105 ik Bekefl by (AR2F) ek HeBnacP orbbR 1400 BRI 01 e
the key seguénmefilesdo atregaeht dormpniers 2308 fonlyom if simptn) omend wirpless mat i on

L ansm I oD RBHTRP. THEALR B A R e RAT TSRO PEUE 2404 a0

not need t QuiiLasS¥aWREQITItHS Rt GRRKHenddde dVirelBss@ha@te] DII0 miphdbipb i cat e
efforts. In fact, w thout coordination, ?ach transm.tter ii likely to 30
send a sequdress rig@gansl iaeeeriak) sty lak.opinfgareq jinkeor thghke, Th6," A 2E nB +
batfn no + |68 Gy IfFigl Bmikht A1 ehSe SPRYSNEE oPUIPIRL Bedia ¥nBREKE
transm ttecfb‘g@gug%ﬂo\eg:gﬁ{;\?%lr@&%‘ zgx,mlg,bfT Ige SAT C resge_cti_vel y? ??;mol1 wher e nA,
ri' A na, nesierisnending miape fakdomyycopiosswhentizaespicabis obiaatiegithgi t h SAT A,
SAT B, T.C, .respectively.). 16 MAR 2004.47 S .a I i on of
b+ ASgr GBS TETEGh ElY ST Ay Be iR BB ReLt PR 2
groups of qgpdnpukndznbol s, can be used to recover an input file, the
uncoordi nated transm ssjions are additive jnstead of duplicagtive. This
"information additi vi*yhouldbs apparsrtuper padiggithe %H‘“ﬁl"(ff’“ o, %ﬁé’?‘é‘fp %BBW es 5

of one i npyt, fibh B0 nahEdREMEIAE& olc@n Be Pledt@bdnti% ME obéransgsyt t ers 2504
(two of which are shown in the figure). Transmtters 2504 | ndependently

transmt groonpsissén medipu suhabaFempusmerwriedhd ntpametemebiit WHEESOf i nput
file 252%2 Netlor Qf?‘ 4 Qa‘ta’el,ll?tc %gt(\)v%rﬁ, %s crigt(r\'e%hlvoqrpﬁcl-?eﬁge% datd with desirable properties.
One such desirable property is that, once a decoding agent receives any set of sufficiently
many packets from the stream, it can reconstruct the original file extremely quickly.
Group chain reaction coding is also useful in situations where many agents are involved,
such as when one transmitting agent is sending the file to multiple receiving agentsin a
25  multicast or broadcast sctting.

The group chain reaction coding scheme is also useful in situations where
multiple transmitting agents are sending the same file to multiple receiving agents. This
allows for improved robustness against localized failure of the network infrastructure,
allows receiving agents to seamlessly change from receiving packets from one

30 transmitting agent to another, and allows receiving agents to speed up their download by
receiving from more than one transmitting agent at the same time.

In.one aspect, the group chain reaction coding process described above

performs the digital equivalent of a holographic image, where each part of a transmission



each transmtter uses a distinct set of keys for synbol generation, the
streans are likely to be independent and additive (i.e., they add to the

i nformation pool used to recover input 10 synbols) rather than dupl il 6aMAR2804
Each transmtter of the two shown mght need to only transmt (Kb + A)/2
groups of output synbols before the receiver's decoder is able to recover
the entire input file. Using two receivers and two transmtters, the total
anount of information received by a receiver unit 2510 can be as nuch as
four tinmes the informati on available 15 over one channel 2506. The anount
of information nmight be less than four 44 nes the single channel infornmation

if, f le, the t i 1t th data to_ both
BEREEC A R TN TR X KR
at | east ﬂﬁb’%{é‘nfn:ﬁ;gtec? g&%ﬁ@%xﬁﬂhwm ;ﬁ!@.@; s #6ARbNEath lAuOsdak nal file

directly, especia i's Iost in“the channel. Note that, even if
t he transnesttaoerimdhatdaiscodsthy odrinalgnepabyte fde fromrbatagegeabyléi vers are in
view at different tiges, .t e 4 n_adyv Eigg P \VA ne
receiver |istening tgg%a’él‘é%grt%p ﬁtéérﬁ taré'lF o %n% g?r&ggj,‘ﬁr e%g?d\%%a%%% 510
perforns t Hga Hfowniheibansmistedsiraum, dowhheds dowdtineastodfe schakuladeor chhfrentiecoder

155, key regenerator 160 and ,jnput file reassemhl er 165 shown ip Fig. 1.
In some enﬁ%ﬂ?‘%ﬁb‘é?‘“ﬁﬂﬁ&ﬁ Fiv °Z§d§°‘?a§s‘éﬁ§’oﬂ8wnaﬁ%ﬁé°‘éﬁﬁﬁﬂgﬁ device 25
havi ng tm%%EQ%ﬁi%eé&\II@ﬁé orloBEaCORRULh SRS Vird®n 62 3 pRftieMiafiehRRe]l Withdut for
one transmtter and another output for the other transmtter. O her

vari at i ons cofrdinaberebetwremibl seceivaoaiddhe Farsypiete rkheu prpiver sy gres {IRp &

i scl 0sUr € prdabiedsPeilaBuf ot N HRESLARM:d:L MG duBfc 50000, BRRE RLYRABLREE! NOdS
described "hérérn nmay arso’ be Used in Ot Rer Commml cation situations and
are notl¢l i etigmedl Haed Onthonrhavinpad Higme onetvhen ke tmnstissien stacted ot kowéd getFor
exanpl e, conpact, di sk teChE{%%géé al so uses erasure and error-correcting
codes to h&MIFEokIRY RoFiiEs QRS &8P -ched di sks and woul d benefit from the

use of group chain rgaedeicdncpRdesilinBurRE@M Fgs. 2AI20 AL ThRetRcR.  As
anot her exanple, satellite systens may use erasure codes in order to trade
of f power mBangRRcRhWhersin onesensiver AR Isca v defadfnemitlrse Bansmytips g4l ul |y

al | owing T GhalVRiRuIS hRIeL DA, FBAE A6 )R hres Ui CHRCC M et B3GR 2R 001 NG
woul d be usetul 1n”that application. S0, erasure codes ave been used to
devel op5 RAbDuUSadad driplatite bandwidsh axfailabid dptwdestivedoslosdeabyith brssohitiers not
reliabilit ' ' he.. | nventi herefore
prove usef éFB% r?l"%f%!e&fgéé g%ﬁ%%' g‘%@%%ﬁsﬁ écﬁté%ufgé %{ah’eéng’bog\r(}te&a%{n% 'e}é\,‘e’ wher e
codes arc Gskchtdd) edchricHnemitive 24(pr ehdearstreai gfotabuet, HIDL JEakDSEY valueer r oneous

dat . I S O R ey T an B 2ot oF Oupht synibel alues B ~ B 14115, 65 Hhé v&'sp '°

which is explained above. For example, the value S(ny -+ 140’4} is the key with value

20 na +ian'a followed by the group of output symbols with values B{na +isn's), where ny
and ' are randomly chosen numbers associated with transmitter 2404(A), and i, is the
sequence number of 2 packet that is sent from transmitter 2404(A) . The sequence of
keys from oné transmitter is preferably distmet from the sequence of keys from the other
trapsmitters, so that the transmitters are not duplicating efforts. This is {llustrated in Fig.

25 24 by the fact thet the key sequence nsed at each transmitter is a function of information
that is particular to that transmitter, e.g., the key sequence for transmitter 2404(A)
depends on na aod 0'a.

Note that transmitters 2404 do not need to be synchronized or coordinated

m order not to duplicate efforts. In fact, without coordination, each transmuitter is likely to

30  send a sequence of keys that are largely distinct (i.e., na+ is0's # na+1an's # Ng + len'e,
where i,, ip, ic 15 the sequence number of a packet transmitted ’dy satellite SAT A, SAT
B, SAT C, respectively, and where na, s, ip, 0's, D¢, 0'c are randomly chosen numbers
associated with SAT A, SAT B, SAT C, respectively.).



perform the comruni cation processes descri bed above arc provided to two or

nmore nulti-purpose conputing nmachi nes that comruni cate over a possibly

| ossy 10 conmuni cati ons nmedium The nunber of nmachines may range fr dih MREI004
sender and one recipient to any nunber of nachi nes sendi ng and/ or

recei ving. The communi cations nedium connecting the machi nes may be wred,
optical, wreless, or the |like. The apove-described conmunications systens
have many uses, which should be apparent fromthis description. is The

above description i sijdelYsidoRteMeiANE IO A BRhFd Gldudt sRsHLs, Vedybat i ons  of
the invention wll becone apparent to those of skill in the art upon review
of this divgkhkdsubwmchdind Gedparaps phautpuventdlssas houded to fRaYERBIPUL he

determ ned.not with ,refere . Welall but instead shoul d
be. det er m fibaatbiodraf S ErERARbR A RRRRIG ARSI OUL DS be STo
scope of equi val ent sThisl'GnfMaktiz0 addi datyARPENDaxedAga i BOURGE 2C0DEerE ) EFIeNGS 1.
DFSoIitonDistri_bution.ci)p 5 . . . 5 £ whict

11111119 1 1 ofomemnuf fife/25P% preprqvided o p purality o tranpipitiers, 3508 (1 o Mish 87 1 4
DFSol i t onDysthiiRukel PRranéhitil BERhEQD @ffansr,nlﬁeg{élaﬁssg)ﬂdu& iisbals but i on
cl ass. /%@%T gkp@gf)ﬁb?ﬁ?élé]#ggg?ﬁ@ut@on o? t he wei ghts oflﬁgfbjou s of

out put  10gswrbgl fion thecontpuls elinpu 502 emer ahareby 258AdO TaseNeE S Pefrred to

by the Key Decodelic e dilindest gﬁéyM‘?lrSyﬁQ'&h%Qﬁerﬁ{bqh PRQYreAhLarBBRAGHAL €d

with a key:
11711 11belinfdpehdéht Addlaiditive Kilel, lthel/Jadt kd thk i fbindatidh pbdllused foltkdabiet inpht /| |

ﬁ: Rg: 33@ <;§F$p?l | trz(lmetr)iﬂiltnrcliugllljgaiieen'g'a'::h %i'gn#simr}ﬁér%?%)ejlhgg s gwdl? nnﬁé}}t%epd to only
LU LU fodshod (g o bk ot blthltlshrnbl belthd febditdrdd decbder id 48t fol 111/

20Construction/ Destruction
1171 ul 1]/ yecgyer ghelentite/ipput e, | | 1222220/ 102/ // 0/ 07707V EEEEEL e/

CDFSol i tonDi stri but 'l%i'ng Vel QRS a8 (hd Bt §%BRRI0% information

received by a receiver unit 2510 can be as much as four times the information available
15  over one channel 2506. The amount of information might be less than four times the
single channel information if, for example, the transmitters broadcast the same data to
both receivers. In that case, the amount of information at receiver unit 2510 is at least
doubie the rate that can be achieved by sending the original file directly, especially if data
is lost in the channel, Note that, even if the transmitters broadcast only one signal, but the
20 receivers are in view at different times, there is an advantage to having more than one
receiver listening to each transmitter. In Fig. 25, receiver unit 2510 performs the
functions similar to the functions of receiver 150, decoder 155, key regenerator 160 and
input file reassembler 165 shown in Fig. 1.
' In some embodiments, input file 2502 is encoded in one computing device
25  having two encoders so that the computing device can provide one output for one
transmitter and another output for the other transmitter. Other variations of these

examples should be apparent upon review of this disclosure.

It is to be understood that the coding apparatus and methods described
herein may also be used in other communication situations and are not limited to
30  communications networks such as the Internet. For example, compact disk technology
also uses erasure and error-correcting codes to handle the problem of scratched disks and
would benefit from the use of group chain reaction codes in storing information thereon.

As another example, satellite systems may use erasure codes in order to trade off power



int nArity, 25int nRippleTargetSize, intnStartR ppl eSize) {m nSegnents =
nSegnments; 30 Unless the values of R and S are specified, use the constants
/1 fromthe h file with the fornulas based on the fourth root and thdé MAR 2004
square root of the nunber of synmbols. 35 mnRi ppl eTarget Size =

NRi ppl eTarget Si ze; 40 if (! mnRippleTargetSi ze) mnRi ppleTargetSi ze =

i nt (knRAdd + kdRFactor * sgrt(sgrt(m_nggrbol s/nArity))); mnStartRi ppleSi ze
= nStartRippleSize; if (!mnStartRi ppleSize) mnStartRi ppl eSi ze =

i nt ( kdSFaCt@7u1fen'&gu’stf6mdﬁSMfm6h SupRedfulyy Allowidfor more errors by reducing powcr
Lv/srrrvrvrrarerrvees g rvreevee/erreer e/ e e/ e/ rarng
par anet er s 4§ BFN chapireashonirosing Wad bhused inth P‘saPPH‘éatWBdlAfl‘ToeamF{HEﬁ% es

di stributiqp, Wt urs&pt%rd%gel?ﬁwgﬁaﬁlﬁaﬁtarﬁﬁ% &hfﬁc MhdEnt gk systemdNom nModul us

= I << knPrecision ; previ ous” vari atlon of the” Robust
di st ri but i onliabilge of mforinatién asragmeTlmaduu‘@ntlﬁVdVARi mﬁﬂhesﬁommﬂcﬂms@klmds—

T SRR S P Shmd BRERBos, <
m nSynbol s; prolﬁeﬂmoﬁﬁmermrawlo@g&r\eabm@m daa. of t he Robust i st r i bution, J/
(rjm;l'?iu |2;<| nds is 0 rm-Il-nal'aolmK\':I pr}g erred g'mbgd?nrqen S, ggts gfﬁstﬁ%’c@@n?%r Et SI ze; d > L
perform the communication processes described above are provided to two or more
multi-purpose computing machines that communicate over a possibly lossy
10 communications medium. The number of machines may range from one sender and one
recipient to any number of machines sending and/or receiving. The communications
medium connecting the machines may be wired, optical, wireless, or the like. The
above-described communications systems have many uses, which should be apparent
from this description.
15 The above description is illustrative and not restrictive. Many variations
of the invention will become apparent to those of skill in the art upon review of this
disclosure. The scope of the invention should, therefore, be determined not with

reference to the above description, but instead should be determined with reference to the

appended claims along with their full scope of equivalents.



m nTai | Ki nds++; // becones |og_2(Ri ppleTargetSize) + 1 10 mKi nds =

m nRobust Kinds + mnTail Kinds; if (mnKinds > mnSynbols) { mnTai hﬁ/\@ﬁ -
m nSynbol s - m nRobustKi nds; 15 m nKinds = mnSynbols; } 20 m anKi SZW
= new i nt[ m nKinds]; m anKi ndCurul ati veDensity = new int[ m nKinds]; //

adKi ndFraction is the un-normalized distribution double* adKindFraction =
new doubl e [m nKinds]; // Wight mnArity output symbols: 25

adKi ndFracti on [ 0] doubl e (nArity*mnngart R ppl eSi ze)/ doubl e
(m.nsynbols); m anKi ndwe ht [ 0]é m_nAri t /] Densities according to the
Robust Soliton di StfléﬁFE X A3 OP-B‘FE(QWP X’IS.L LINGS< m nRobust Ki nds; i ++) int
N\W =1 + mnArity; adKindFraction[i] = adKi ndFractl on[i-I] + 35

doubl e(nArity)/ (doubl e( nvvt) * doubl e(n\W-1) (1.0 - (double

((nW) * m nRilpPEsqiipnissibutioncgaubl e (m nSynbols)))); m anKi ndwei ght[i] =
nW:; } 40 45 int nRPower—l int j; for (i =0; i < mnTailKinds; i++)
nRPower *= 21 1 ITARBGWE/ /1 &/ IRER | ONGE/ [8F 1727 B Iy VRV ppl/éTar/det/3i/ 24/ /Dénsi ti es
for the tapef/eeFspaitonbistrimtéerdcrd: the distribution: The weights go down
from m nSegrgnt s biFPaeTeREIGP F Do SRATOHITMBEPLISARP Y e @&#Sity is inversely

proport i Onal//t 'Ph Qx%b%ilgm d1§\9:143(1t1]on ré‘fnt?hef &Ql@hgs e él%uBBP?V\&ftput

10 // symbols is computed in the constructor and then is referred to by
// the Key Decoder when it decides what weight and pool are associated
// with a key.
LELPELTEEII T TEEI IR0l i il iiitiridiiiriizrlrziiiiiiiiiillly

15  #include "DFSclitonDistribution.h"
#include "DFRandomBits.h"
#include <math.h>

LILITETELETTT I T 207 F 7707708070l i iiiiiiiiyiriitilireiit
20 // Construction/Destruction

FIIHITIEIIT 1000000000001 0 0000708700000 80 0000000077870 7000107107177

CDFSolitonbistribution: :CDFSolitenDistributiont
int nsymbols,
25  int narity,
int nRippleTargetSize,
int nStartRippleSize)
(
m_nSegments = nSegments;
30
// Unless the values of R and § are specified, use the constants
// from the .h file with the formulas based on the fourth root
// and the sguare root of the number of symbols.

35 m_nRippleTargetSize = nRippleTargetSize;

if (!m_nRippleTargetsize)
m_nRippleTargetSize =
int (knRAdd + kdRFactor * sqrt(sgrt(m nSymbols/naArity)}}};
40
m _nStartRippleSize = nStartRippleSize;

if {tm_nStartRippleSize)
m_nStartRippleSize = int(kdSFactor * sgrt(m nSymbols/nArity));
45
FEITEETTETIPITLI 0000070700007 0007070070100007070017777777
// Compute parameters of the Soliton distribution:
/7
// This is the modified Robust dlstrlbutlon with tapered
50 // density at weights N/R, 2N/R,.
//////////////////////////////f///////////////////////////

m_nModulus = 0x1 << knPrecision ;

55 // For the previous variation of the Robust distribution, use
// "-1" as the value



for (i=mnRobustKinds, j=2; i < mnKinds; i++ |*=2) 55 adKindFraction[i) =
adKi ndFraction[i-1] + kdTFactor/(mnArity*m_ nAr| ty) * 16 MAR 200
doubl e(nRPower ) / doubl e(j *msynbol s); m ankKi ndWei ght[i) = 4
(j*m.nsynbol s)/nRPower; } // Normalize to mnMdulus 1 6 MAR 2004 51 for
(i=0; 1 < mnKinds; i++) m anKi ndCunul ativeDensity[i] =

i nt (adKi ndFraction[i] double (m nMdul us)/adKi ndFracti on[ mKi nds-1]); 5
dﬁ/laet e[] hadKi ndFract i on' // Cal cul ate Haxi mum and average weight m
nX\/\/elgt-O nKi n b anki ht[i] > m
nMaxwei ght) nf "I{?Eb“tg(l by n nsﬁm\? S{ﬂ,g‘ glﬁjt %”Segi;guﬁt mqp&rt(qn%géﬁagev\él ]ght() :
CDFSol i t onDi st

=S I’I buWQﬁ‘oQu K:|.2'1QSI']c <H§ﬂ|@!§i§1dv\él ght)
del ete[] m.anKin V@ﬂ g]ﬁstmm (m an mJI at| VeDeI?]él ty) delete[] m
ankKi nnglrruI at WEIQE{}&I ﬁ%v:u}usVOéLQatlon of the Robust distributiom,
CDFSol i t onDi syf imbntdioRinaeoigout eAver agewei ght () { int i ; 25 double dTenp
dTenp = doubl e(+ranibindd\ei ght [ O ) doubl e(m anki ndCurruI ativeDensity(0l) for
(i=i; i <m nEpdsnt ﬂ+=+y|nR1ppleTargetslze, d > 1; d /= 2}
m_ nTailkinds++; // becomes log_ 2(R1ppleTarget51ze) + 1
10

m nKinds = m_nRobustKinds + m_nTailkinds;
if {m_nKinds > m_nSymbols)

{
m_nTailKinds = m_nSymbols - m_nRobustKinds;
15 m_nKinds = m_nSymbols;

}

m_anKindWeight = new int[m_nKinds];
m_anKindCumulativeDensity = new int[m_nKinds];

20
// adKindFraction is the un-normalized distribution
double* adKindFraction = new double [m _nKinds];

// Weight m nArity output symbols:
25 adKindFraction[0] =
double (nArity*m_nStartRippleSize)/double (m_nSymbols);
m_anXindweight [0] = m_nArity;

// Densities according to the Robust Soliton distribution:
30 for (int i=1; i < m_nRobustKinds; i++)

{

int nWt = i + m_nArity;

adKindFraction{il] = adKindFraction[i-1] +
35 double (nArity)/ (double (nWt) * double (nWt-1) *
(1.0 - (double{(nWt)*m nRippleTargetSize}/double (m_nSymbols))});

m_anKindwWeight {i] = nWt;
}
40
int nRPower = 1;
int j;
for (i = 0; i < m_nTailKinds; i+4)
45 nRPower *= 2; //nRPower is next power of 2 > m_nRippleTargetSize
// Densities for the tapered tail at the end of the distribution:
// The weights go down from m_nSegments by a factor of 2 each time
// and the density is inversely proportional to the weight.
50 // 4 runs from 2 up to nRPower
for (i=m_nRobustKinds, j=2; i < w_nKinds; i++, j*=2)
{
adKindFraction{i] = adKindFraction[i-1]
+ kdTFactor/(m_nArity*m nhrity) *
55 double (nRPower) /double (j*m_nSymbols) ;
m_anKindWeight [i] = {j*m_nSymbols) /nRPower;

}

// Normalize to m_nMedulus



dTenp += doubl e(m anKi ndWei ght[i]) 30 double (m anKi ndCunul ativeDensity 11)
- m anKi ndCunul ativeDensity[i-1]) m dAverageWi ght = (dTenp/ m nnodul us) +
1, } 16 MAR 2904 52 2. DFSolitonDistribution.h 16 MAR 2004
Lerz72terererrrrereraartetr2zrrrra2atitetr bt etz zeere/ e/ e/
5DFSolitonDi stribution.h: interface for the CDFSolitonDi stribution class.
/1 Note: The class CDFDom noKeyDecoder conputes the weight and pool of

nei ghbors for a given out put synbol key. It refers to this class for 10//
the probability distribution for the vvei%hts and it refers to the
CDFRandonBi t s ctassibori khe nkammdom+knt egers used to nmake thechoi ces.

LT TTTTTE 22110 Id_pAkibE¢yrul 44 i fRenb 4T |=| $gtlthdHipgRyart Jou/ley 4 [ [/ 1/ 1/ 1|

15i ncl ude "DFRandonBits. h" // cioxbie (@DRRIWFISHMsdKsndFraction [m_nKinds-1]);
IIIII!/II&IIIIIéellle%I[I]IElidl,{illj&lrlalgiloll_lIIII11I/IIIIIIIIIIIIIIIIIII/1IIIIIII 20/ /
Const ants” used i the calculation of the distribution // // The arithnetic

preci sion of thg dishlidUkd:QRuk Andiat-erageSthgntdensity of the distribution is
scal ed to 2powet_ntbweigtal e@,; constint knPrecision = 28; // Constants
relating to thefealicdlat <onngindR; ihe "ripple target size". This value is
the expedled ripplié &-paKindveigat bigon qepMagitiopbl 30 /ﬁFP stribution". R gets
the val ue kdRFactor * 4th root WMSRIGEERGA™ "rRETRORF 147 t he number of

i nput synbol s (SEHNRALS)gewdlst(ydoubl e kdRFactor = 2.1; const int knRadd =
2; 35 40

15
CDFSclitonbDistribution: :~CDFSclitonDistribution(}
(
if (m_anKindWeight} delete[] m_anKindWeight;
if (m_anKindCumulativeDensity) delete([] m_anKindCumulativeDensity;
20 )
void CDFSolitonDistribution: :ComputeAverageWeight ()
{
int i ;
25 double dTemp ;

dTemp = double (m_anKindWeight [0])} *
double (m_anKindCumulativeDensity[0]) ;
for (i=1; i < m_nKinds; i++)
dTemp += double(m_anKindWeight [i]} *
30 double (m_anKindCumulativeDensity[i] -
m anKindCumulativeDensity[i-1]) ;
m_dAverageWelght = (dTemp/m_nModulus) + 1;



S is the expected size of the ripple at the start of decoding, /

t he expected nunber of weight 1 output synbols when N synbols // are
received. // S = kdSFactor * sqrt(N) const double kdSFactor = 1.4:10 MARTE084
tail of the distribution is given higher density at degrees N, // N2,..
down to VR The distribution density is inversely proportional to the
synbol weight with kdTFactor as a constant of proportionality. The
resulting distribution is still scaledi%ccording 45 to the precision
above. // A prior value of 1.6 was used, but we increased it to 1.8 to cut
/1 down on "outliers", for which a long tine is spent waiting for one //

| ast synbol.DNEbplitdndistiitioedsed it all the way up to 2.4 to take care 50 //
of one outlier (in a mllion) that happened with 40000 synmbols, const
doubl e kdThact,0f, 7,214y, /5y R4 1 RNy DYDY By P RFY /551 F K11 8P 18} B S
COFDor 808y BAerak e U i s, VR 250 555

10200 EET T 212/ 1 ikt ddehdd ¥ha 1rhd 1dorbblilebhBilsk biduchibd IcDbéd 211/ 1/ /1 /

/1 Qut put Synbol Key and I nput Synmbol Position /f This class defines the
types TKey/amgtaPase silasrd CRRPonorokpyRegedersyerate PESE tiedANY fré\BBdsty cal | ed

/' meani ng
/

"Index"), Of HeioRtras<es & Fafern@daut RESeel fPes ISHEGREE a1 B %t B fesE bel ow
A 1 IPELTT %llf?ﬁlijsgﬁrp’ir“@;g? rglggéjf’lqu %%f;gmggg/gag gﬁihﬁ?gﬁEigg o
ef uns I nt 32

) . . ! rgned _in ey: typedef int
725 1 B 1CDRS0) i @Iy SRS DA DXYG 7777777777017100770770107771111

15  #include "DFRandomBits.h"
//class CDFRandomBits;

t ypedef un } gne n Jfﬁé?; fB type
TPos; 15 2

JILIIIITIETIIEITT0 0008100000000 0 0708000070000 7 07000700 771017¢07
!/
20 // constants used in the calculation of the distribution
/7
JIATIIIIEIE 000000000000 8000807 00007000000 7000007007000707771701077

// The arithmetic precision of the distribution in bits.
25 // The density of the distribution is scaled to 2power this value.
const- int knPrecision = 28;

// Constants relating to the calculation of R, the "ripple target size".
// This value is the expected ripple size in the "Robust Soliton
30 // Distribution". R gets the value kdRFactor * 4th root N + knRadd
// where N is the number of input symbols (segments}.
const double kdRFactor = 2.1;
const int knRadd = 2;

35 // S is the expected size of the ripple at the start of deceding,
// meaning the expected number of weight 1 output symbols when N symbols
// are received.
// 8 = kdSFactor * sgrt(N)
const double kdSFactor = 1.4;
40
// The tail of the distribution is given higher density at degrees N,
// ¥/2,... down to N/R. The distribution density is inversely
// proportional to the symbol weight with kdTFactor as a constant of _
// proportionality. The resulting distribution is still scaled according
45 // to the precision above.

// A prior value of 1.6 was used, but we increased it to 1.8 to cut

// down on "outliers", for which a long time is spent waiting for one

// last symbol. We then increased it all the way up to 2.4 to take care
50 // of one outlier (in a million) that happened with 40000 symbols.

const double kdTFactor = 2.4;

class CDFSolitonDistribution

55 friend class CDFDominoKeyDecoder;

public:



int nsynbols, int nArity = 1, int nRi ppleTargetsize = O int

nStart Ri ppl eSize = 0); virtual -CDFSolitonDistribution(); inline double
dAver ageVei ght () {returnnmdAverageWeight; inline int nMax\Wei ght () 16 MAR 2004
{returnmnMaxwei ght; inline int nParameterR() {returnm.nRippleTargetSize;
inline int nParanmeters() {returnrn_nstartRippl eSize; each kind corresponds
to a degree) for output synmbols // with that weight. // The probability
di stribution conprises an array of Ki ns where wei ght (previously referred
and a densi ty//(/wpfbab)//'/PM)//mlfym/m’t//Mlmﬂﬁ/@/{/ﬂfethm/mﬂwndsnmI vat e:
to as associglortbutSsgeubleynadAuphageweilghtsicier d Conput eAver ageVei ght (;
int mnRi ppledargetSize; int mnStartR ppleSize; 40 f/ mnKinds is the
size of the aff ayid hatsshddfdsed hike prpdralbkdy tyd THpststplinpofer Fiputs t he
nunber df di ffleferolvisisghicn Ofrepinupiit Ca!slfﬁ‘b bingethat are possible. int m

o sty iy ”dﬁ/faMg e Wﬁ@? B W 1 Fg’?‘jr{??e?e Wik ﬁémbw

di stribution. //1 Ry B PRORUSK dS; —gept rn nTailKinds; 50 int mnMdulus; Il
2to tlﬂ@ Preci RleQdy unsigned _int3i2 TKey;
typedef int TPos,

CDFSolitonbistribution(
int nSymbols,
15 int nhArity
int nRippleTargetSize
int nStartRippleSize

nonon
o o+
— o m

virtual -CDFSolitonDistribution();

20
inline double dAverageWeight () { return m_dAverageWeight; ¥
inline int nMaxWeight (} { return m_nMaxWeight; Vi
inline int nParameterR () { return m_nRippleTargetSize; };
inline int nParameters ()} { return m_nStartRippleSize; ¥
25
// The probability distribution comprises an array of kinds where
// each kind corresponds to a weight (previously referred to as
// degree) for output symbols and a density {probability) associated
// with that weight.
a0
inline int nKinds () { return m_nKinds; }i
private:
35 double m_dAverageWeight;
void ComputeaverageWeight () ;
int m_nRippleTargetSize;
int m _nStartRippleSize;
40 // m_nKinds is the size of the array that holds the probability
// distribution. It is the number of different weights of output
// symbols that are possible.
int m_nKinds;
45 // The following are the number of kinds from the truncated robust
// soliton distribution and the number of kinds due to the tapered
// rtail distribution.
int m_nRobustKinds;
int m_nTailKinds;
50
int m_nModulus; // 2 to the precision
intw m_anKindWeight; // the weight corresponding to a kind
int* m_anKindCumulativeDensity; // probability density of a kind
55
int m_nSymbols;
int m_nArity;

int m_nMaxWeight;



int* manKi ndWeight; // the weight int* m anKi ndCunul ativeDensity; // 55
int mnSynbols; int mnArity; int mnMuxweight; corresponding to Taﬁlhi ﬁh4
probability density of a kind }; 16 MAR 2004 54 WHAT IS CLAIMED I S: _AL ,ﬂ\
met hod of generating a group of output symbols, a group being one or nore 2
out put synbol s wherein each output synbol is selected from an out put

al phabet and the 3 group is such that ét%n input file, conprising an ordered

plurality of input synbols each 4 select'ed froman input al phabet, is

recover abl QWWSBCERFM%]§:UC|1 groups, the nethod 5 conprising the steps
of: 6 obtaimng a Key T tor the group, wherein the key is selected froma

key al phabet and 7 the nunber of possible kegs in the key al phabet is nuch
| arger than t he Amete of gensfating p EtouR P hersP SyRDeIRa §TAPR PEIPE pias Orgmore

| cul at 1) f
the or ot A RERD g Rn s AR B ERALRE Wiyttt swabd e} 1"
synbol s hssgoulﬁx‘senbmmathnnﬂpm fileecoppoiging amnnﬁemdeprlmhywénrgm syribcls eachosi ti ve

i nt egers tha bet.ween | east u nd are, qreater than one
for at lbas¥ eﬁﬁ@ frpm) AR a‘Pﬁa]%ﬁHds rf%‘“’ﬁ@ﬁ@‘r%@?ﬁ té’ﬁs‘b HHYPss %ﬁ?él ue for
each outgput Mﬂhm%té ber.group froma 14 predeterm ned function of the
associ at ed i nput synbol s indicated by AL(l). .1 2. The method of clajm1,
wher ei n & he stabpigns akewd far thg skwp, Whesdmpieikspss sglested from 2 koy glababsf 314 ng key

| according to a tﬂ%ﬂ% S %§ b 'ﬁeﬁrln o ?%lgﬁ%?fgrﬁmqtafg‘epthaﬁ th: mﬂmﬁr met hod

of claiml, wherel cal cu conprises a step of
cal cul atd ng W) @mts}mbglstmtlmmmﬂ@m function or pseudorandom f unctl on of

1. 1 4. Therret rente rises a
step of 72 calcc?[]ﬁlg?f‘f'%écﬁ‘alﬁ% {elefs eéﬂnﬁlne gumﬁélgﬁ%ﬂahg uncw gok tl%’?grggaﬁdor andom
functiom of I. 1 ‘Bherelh@L(Bish@dnditatich afm(masm@reeumpm hﬁnschlepsscélmamml ating
conprises a step of 2 calculating.a nunber, % r§ I:stlnthe
group where G(I) hseguRh3ay wﬁv&mqulwseﬁfe%re Pl v IRiGREE hat@ &peLicated
accordipg to a raRgRi RaLiORRE (RICIHE WA LAMone value of I; and

13 generating an output symbol value for each output symbol in the group from a
14 predetermined function of the associated input symbols indicated by AL(I).
1 2. The method of claim 1, wherein the step of obtaining key I comprises a step of

2 caleulating key I according to a randomt function or pseudorandom function.

1 3. The method of claim 1, wherein the step of calculating comprises a step of

2 calculating W(I) according to a random function or pseudorandom function of I.

1 4. The method of claim 1, wherein the step of calculating comprises a step of

2 caleulating AL(I) according to a random function or pseudorandom function of 1.

1 5. The method of claim 1, wherein the step of calculating comprises a step of
2 calculating a number, G(I), of output symbols in the group where G(I) is a positive
3 integer, said number, G(I), calculated according to a random function or pseudorandom
4

function of I.

i 6. The method of claim 1, wherein the step of calculating comprises the steps of:

2 calculating, according to a predetermined function of I and a probability distribution,
3 a weight W(I), wherein the probability distribution is over at least two positive
4

integers, at least one of which is greater than one;



4 function of 1. 1 6. The nethod of claim1, wherein the step of

cal cul ating conprises the steps of 2 calculating, according to a

predeterm ned function of | and a probability distribution, 3 a el @IW\R 2004
W), wherein the probability distribution is over at |east two positive 4
integers, at |east one of which is ffeater than one; 1 6 MAR 2004 55 5

cal cul a§i ng ac:+1&ﬁ£ﬁng'lt1{s§en§r§;fod1?%%&@&%@? and 6 repeating the step of

calculating a list éntr until WI) list entries are 7

cal cul abed. lrepeatihfgehesdphddalodlatigad et EntryfoelieiAL(DatibWED 16f ertadscand at i ng
W) copprises agﬂ?f}uﬁg of 2 determning WI) such that Wapproxi mates a
predet ef m ned di ion over the key 3 al phabet. 1 8. The nethod of
claim7, wherein the predetermned distribution is a uniform 2

di stribution.71T8 mdiied sRILIMGE, dheelirmhiitéd oMhaRuRIAg NE) RhesRESS ftmed
distributionis a bell curve 2 distribution. 1 10, The nmethod of claim?7,
wher ei n? t hEStHIEEEE &Y (H shelithal Wiappoutmades § edstremined distuiion pverhe key
probabi4ity,ofped/ K, where K is the nunber of input synbols in the input
file, and 3"Wsi has a probability of I/i(i-1) for i=2,...K 1 11. The

met hod of claim 1, wherein the predeterm ned function of the associated 2
i nput synbol s8.i Kbk wethediofnpaim T, wherein tHeprsdetemranedaigobefiangs £ andorReed- Sol onon
code. 1,12 ism‘ﬁtigﬂat hod of claim1l, wherein the input al phabet and the

out put al pﬂaioet are 2 the sane al phabet. 1 13. The nethod of claim1,
wherein the i nput al phabet conprises 2M synbols and 2 each input synbol
encodes! M bi #.sThewiethhépdlaimt hevhewgingbe prlipermbedd desnpetiongs a 2rIDC8Veynbol s and
each grQUpd‘%{dbﬁg&PUt synbol s encodes Mo bits. 1 14. The nmethod of claim1,
wher ei n“ eath su Séquent key | is one greater than the 2 preceding key. 1
15. A method of encoding a plurality of groups of output synbols, each
accordi hg to 1@ Ttheanethdd oftcheem e vherdinftbe priadaterommdrdi giimgiostiepsh dfat 3vV=1

and- "ot ptcmepardion SR, Moot & el v Bt e BphRaReagE 2™ °

out put Zequenites i probibilxg of 140MS ick i-exl. ®Khr ough a data erasure channel. 1 6
MAR 2004

1 11. The method of claim 1, wherein the predetermined function of the associated

2 input symbols indicated by AL(I) is determined according to a Reed-Solomon code.

1 12. The method of claim 1, wherein the input alphabet and the output alphabet are

2 the same alphabet.

1 13. The method of claim 1, wherein the input alphabet comprises 2" symbols and
2 each input symbol encodes Mi bits and wherein the output alphabet comprises Mo

3 symbols and each group of output symbols encodes Mo bits.

1 14. The method of claim 1, wherein each subsequent key I is one greater than the

2 preceding key.

15. A method of encoding a plurality of groups of output symbols, each according to
claim 1, the method further comprising steps of:
generating key I for each of the groups of output symbols to be generated; and

outputting each of the generated groups of output symbols as an output sequence to

[ R < Ot o

be transmitted through a data erasure chaanel.



56 1 16. The nethod of claim 15, wherein each key | is selected

i ndependently of other 2 selected keys. 1 17. The nmethod of claiml1,
wherein the step of calculating AL(1) conprises the steps 2 of 3 16 MARZ004
identifying the nunber K of input synmbols in the input file, at |east
approximately 4 and a weight WI);c5 determ ning the smallest prime nunber
P greater than or equal to K, 6 if Pis greater than K, at least logically

padding the input file with P-K paddi ng inpyt synbol s; . 8.geperating a
first inAteger & $hemethpdef cjaim 1%, ‘Eh@elaﬁg‘hé‘eggé%??gec}eﬂtl%‘ge@Fl1d\?nggSEOtE"FFat 9
0_Y<P; a?d Jsglfgtgéf g the J-th entry in AL(J) to ((Y + (J-1) X) nod P) for
each J from1to WI1). 1 18. The method of claim 17, wherein the step of
setting the J-th entry in AL.(iB for 2 each J conprises the steps of 3
settinglthe fil7sThemeihyd of Jaig] L, vhergin the stepyofratcylating AL{BCPMRESEHRE SSRh entry
V[J] in th%_array Vito (V[J-1] + X) nod P) for each J from1l to 5 WI)
m nus onNe; and 6 using the array V as the list AL(l). 1 19. A nethod of
transm Bting déhafyingothe Aursion Ko itpmt synoteds in tlzt input fow et leastpapioaimatly
comuni cati on chanpel ,. ising the steps of: 3 a) arranging the data to
be tranénitted a& ?1""8%35‘2\%[& set of input synbols, each 4 selected froman
i nput alsphabetye@Ainha\hd BnaMcR Phile nORbEP frbRetBirdor equil)to Ggnerating a
plurality of groups of output synbols, erei n each output synbol. is 6
sel ect ed f r omifhisameatanthan Ko pblsast logisplby padgingdbsingridlp wath B-Kapiige vty of
groups i7s 7 gengﬁ%(gg by the steps of. 8 selecting, froma key al phabet, a
key | for the group b€ing generated; 9 determining a weight, WI), as a
functi o of | gendisingiafirsintgidr X dththet 16 XooBiand vweedond éyeges Yisvgh thadry bet ween
at |east two values and over the key 11 al phabet and are greater than one
for at |%ast son@%Yeﬁg?imﬁ‘ the key 12 al phabet; 16 MAR 2004 57 13 sel ecting
W) of fhe i L GGar i Peranf. ida" M calh J HowsS1 fowng 14 a
1(0|‘ " Ogawu% @éﬁﬁ%ﬁtﬁﬁ%ﬁé@gﬁ (@)t KilddF) )

list AL i nput sy ssoci ated with the group;

1 18. The method of claim 17, wherein the step of setting the J-th entry in AL(I) for
2 each J comprises the steps of:
3 setting the first entry V[J=0] in an array V to Y;
4 setting the J-th entry V[J] in the array V to (V[J-1] + X) mod P) for each J from 1 to
5 W(I) minus one; and
6 using the array V as the list AL(I).
1 19. A method of transmitting data from a source to a destination over a packet
2  communication channel, comprising the steps of:
3 a) arranging the data to be transmitted as an ordered set of input symbols, each
4 selected from an input alphabet and having a position in the data;
5 b) generating a plurality of groups of output symbols, wherein each output symbol is
6 selected from an output alphabet, wherein each group of the plurality of groups is
7 generated by the steps of:
g selecting, from a key alphabet, a key I for the group being generated,;
9 determining a weight, W(I), as a function of I, wherein weights W are
10 positive integers that vary between at least two values and over the key
11 alphabet and are greater than one for at least some keys in the key
12 alphabet;



15 determ ning a nunmber, I), of output synbols in the group; and 16

cal culating a value B(T) of each output synbol in the group froma }% 2004
predet erm ned val ue function of the associated WI) input synbols; é“@)
packetizing at |east one of the groups of output synbols of at |east one of
the 19 plurality of groups into each of a plurality of packets; 20 d)
transmitting the plurality of packets &Ver the packet communication
channel; 21 e) receiving at |east sonme of the plurality of packets at the

destinati on; d 22 f) decodi the data f th | it f i ved
packetls. 1 20 TheelrekaB (! BRAnei 2oR0he-aId el SEEIPHTL DU FRG Ene
data qgnprises the : LG aRAGAH ®eeta@d group of

out puﬁq’synbol s by thé%&gg‘@gfw(ﬁiﬁgt%@ts@?%sg%g thteH ke?c?@for t he group;
5 b) dgternmining tdeeerintrigha nvigler, G, of ketpyy Dupolsindhsgoppcder i ni ng t he

) associated input synbols he group: 7, 2). determ ping i f enough
?Af]f er ntion is reccsrwg’&%géva]é‘ﬁ% oiﬁiiphwbgyﬁlfﬁélglﬁ 2R ﬂ'%m% decodi gg
i nput dﬁy”bo' s that Cﬁeﬁ%ﬂﬁfé@%ﬁefﬁﬁﬂﬁbﬁB?tﬂef&i%ﬁﬁ?édiwmﬁmhmﬂelsgl 21. The

met hod of cl ai m 20, erein the step of detennining the ke(y | conprises a 2
step of8 at | epsgacietizinigt leasicme of tiergtetpstof sutpslsymbolodh 4 iast Aspithed in

packet s, received ovuer gm-ﬁgi Lhan. channel . 1 22. The net hod
of clai“m 19, vwmpe%’feaﬁﬁ‘%fr%‘“@’?z‘b‘%@ﬁ?ef@ﬁ’ I ng tqr(igaédéa%%é conprises the 2 steps
of : 3 ) prodpssimpiteag therphaelityed perketspverf tho pagkst cgymioicatidychaneelst eps of :
4 a) determ ning the wejght [).for the receive r -5 b)) .determning
the Wb ass&ii%?—i&mgﬁb ?Sté B%Q‘eﬂ’g?alfqﬁé’ P@?&ﬁsﬁgﬁ’%ﬁ%&ﬁﬁ}ég’n%ld 6 c) storing
the vajpues B(fl) a@bdibp thethtPpm S Hladaityd! rédtregpacixtd.n a group-0f- 7

out put -synbol’s table along with tthe weight WI) and the positions of the
WI) 8 associates for the received group; 9 2) recejving additiopal groups
of out put syn%l'Ehaaméﬂlpﬁ‘@f:@%l@r%“{h‘?&*ﬁ@é@@&fﬁﬁcwg%déﬁéﬁmﬂ‘s Cits
substepzs; & R 2004 58 11 3) for each group of output symbols, GOS 1,
havi ng a wel ht" of at nost a group size 12 and not being denoted as a
used- uB _grouplpﬁroousi;ngtcammtniv;si,grp@¢ﬁnwhpwhgymb@shBﬁSIfém off 14 a)

cal cul a‘{I ng i anth d%%’m%bx‘"mfgt{aé’ﬂe;%%es nbol positions corresponding to GOSI;

oup;
5 b) determining the weight W(I) for the group; and
6 ¢) determining the W(I) associated input symbols for the group;
7 2) determining if enough information is received to decode any input symbols; and
8 3) decoding input symbols that can be decoded from the information received.

—

21. The method of ¢laim 20, wherein the step of determining the key I comprises a

2 step of at least partially determining the key I from data supplied in packets received over

L2

the packet communication channel.

22. The method of claim 19, wherein the step of decoding the data comprises the
steps of:-
1) processing each received group of output symbols by the steps of:
a) determining the weight W(I) for the received group;
b) determining the W(I) associated input symbols for the received group; and
¢) storing the values B(T) of the output symbols of the group ina group-of-
output-symbols table along with the weight W(I) and the positions of the W(I}

associates for the received group;

O a =~ A L B W R

2) receiving additional groups of output symbols and processing them according to

—
=

step 1) and its substeps;



15 b) identifying connected groups of output synbols in the group-of-output
16 synbols table, wherein a connected group of output synbols is a ?ggﬁ@ @@
17 output synbols that is a function of at |east one input symbol p J
in step 18 3)a); 19 e) recalculating the connected groups of out put
synbols to be independent of the 20 input synbols processed in step 3)a);
21 d) decrenenting the weights ' of theigroups of output synbols
recalculated in step 22 3)c) to reflect their independence of the input

nbol d i t 3 : 3 4.e), d ti I d-
ot patilsybol ) (ERERSBETONP 0f SHEE DS GRS 1 PEYRE BOHE BT B0 SRR S e
or der e et 0f Lpil EHERRhSo] B a BRANGAYEY rbifur biiRbdle Jormaaiinythe L 23. The

met ho f claim?22, wherein the step o0f denoting is a step of assignhing a
2 wei gt of zeretepoofhe used-up output synbol. 1 24, The method of claim

22, in the.st f ti ' . A d-

ar oup B - out put s ABYR B RSB RDBb B Pule R sSrEPREpR® HeBuy T
net hodisof cl ai M)l Yenifigigeioantdiel goeps aifonguk eprEdlnm the grouptafpugiutpacket i zi ng
2 at |east one. group of output, 6 synbols fromat |east one group of, a
plurality of gr ouﬁ)émg‘?ls b, iMheeIsA sRAGPLed BROYD e&ewpb‘éw@p}s ‘gﬁ *od

furthey; conprisin ekt L 06,4060 4 st LNt t
syrrbolelg7 within a %3@@ aso ath%z%t of tlts?1e ﬁge;ﬂs#or t esg?%ggﬁ%?&g%@%ut ut
synbol¥ 1 6 MAR EB0/A 59 1 26, The nethod of claim11l, wherein the step of

cal culgting conprise .St of 2.calcul atin n er, L 0f .0 ut
synbol ¥ in thenﬁr &Fﬁﬁ\ﬂﬁw-‘éﬁ%ﬁﬁmﬁ%&ﬂ@éi P t%“?@g%rto %%%%ep@en[t Rg&@ame
positiage integer fisut drhvolopraesséd inlstepB)ay. A nethod of generating a group
of out put synbol s, a group being one or nore 2 output synbols wherein each

out putZlsynbol 9 derrenerirethewezhtsed thnarowmsniantout sppbalnecalgulgiedup sic such
t hat i nput fil LShO0; | |4 fo 1 : . each 4
sel ec'?ietd from an ?%%8‘?@%%@%@%@@%&%\?&%%#@ sﬁléﬁ}ﬂgr%%?&é%gﬁ%%@% t oups,

the method 5 conprdsing the steps of 6 determining, for a given group, a

| i st that indi gates oci ated input s ols to be 7 associated with
the grdup, Wner% &W@“ﬁ%@iﬁﬁ*/@ﬁﬁ?éﬁ&é%@é@ | east two groups 8 have
di fferent val gegpéting ¥eps spGiciphd) iiteantil e ovdipddeseVb] impat saitels jshan one

for at__ 9 | east one grou'% and where the nunber of possible groups is nuch
| ar gerzq han t he recovered at the destination.

1 23, The method of claim 22, wherein the step of denoting is a step of assigning a
2 weight of zero to the used-up outpuit symbol.

1 24, The method of claim 22, wherein the step of denoting comprnises a step of

2

removing the used-up group of cutput symbols from the group-of-cutput-symbols table.

25. The method of claim 19, wherein the step of packetizing is a step of packetizing
at least one group of output symbols from at least one group of a plurality of groups of
output symbols into each packet, the method further comprising a step of using the
position of a group of output symbols within a packet as a part of the key for the group of

thh B oW N

output symbols.



10 nunber of input synmbols in the input file; and 11 generating. an out put
synbol value for each output synmbol in the group froma 12 predeterm ned
function of the Wassociated i nput synbols indicated by AL. 1 28, FU? 0
met hod of claim 27, further conprising the steps of: 2 cal cul ating H@%ﬁ%%
key | associated with the given group; and 3 calculating AL fromkey 1. 1
29. The nmethod of claim 28, wherein the st¥ps of calculating use a
probability 2 distribution. 1 30. A nmethod of transmitting the information
content of an input file, where the input 2 file is an ordered plurality
of input synbols each selected froman input al phabet and the 3 input file
i s recoverabl e £6.0Themstabdd of claint huthessintiel ssepefchlcnlating terptises i stap dfut put

al phabet,_ 4 the pethod.co I skng. the steps..Qof | . ' of
ar bups. of? o EREA SRR G BBk SEbReT P areaehi S 1Ea BoRhyf ke

wher ei n efichygf Quie RnctRsitipt titedet fof alifvalieoofds i s generated by the steps of
7 a) determining a list AL that indicates Wassoci ated i nput synbols to be

8 associated with the group, where Wis ositive,integer,.at |least two 9
oroups have. di f Fér Arete eliengiugs GOU of SREl YHYPEwE SIPEPWFISE GEEAERTCL han

10 f ' [ Hech 11
one 10§ atbwéﬁmgge%l%?&q Bach%%%ﬁgﬁﬂ@ﬁle&éd ﬁ&ﬁ%h%};@uﬂﬁl@ﬁﬂiet lafid (BeC

| ar ger than I nput s In the input file; and 6 MAR 2004

60 12 b) Yengrempiisgrchthaoa pput Sepdrmbprisiigiee drderedploality o pmpuksymisils ¢a¢hit he

group 13 froma predeterm ned function of the Wassoci [ ol s

0" b cat edsdiod i Ak ABRRIE s P e HORA SLopGR By SP Mo 3

31. The net hogmpfisifd deMepPof:Wherein the step of generating a plurality of

groups is a 2 step of generating indei)_endent pluralities of groups at_ each
1

of a plur@lity éetcEeinmgetor agheaarep, 8listel Pratiodicats & agosiaeddepemibels A be
that eachysource of. bl B\ifitht bXuBlwiid9FRS S Mess, Vheie dt lehstifotfou
ynmpol's w r T o |

S
associ ated i nput s hou quiring reference I sts generated by
ot her $ sBurces of havesdifitreniatalitey farf Wsissochues! thereivisht wiere W ikigpateiént ose firrge

entirely duplicati the 6 inforjmtion outpuf of. another. i ndependent

sour ce. 1932. The W%?“pcﬁnﬁoﬁ%éh“fw%ﬁg? ItoéﬂBEi%?‘f'Pg" lénglfggug?re‘ﬂm the
di stribugpng the ph%@éﬂdf}nlﬁfts)&nwmh@mﬁt flepddd al ity of channels such
that the information content provided by one channel 3 is not entirely

dupl i cat ilVe of ReeritivRANPatHUS Fyelnl valie ferreaemoittneysyateahindhe grougdrontae net hod
ooy homags: 0o S pikdBRnRbe Rulof 6 BE T HD0uEe T SfifborSiRRBainy L. from 2

key al phabet, a ke or the group being gener d,” wherein the “ke
1 28, The méthod of claim 27, further comprising the steps of:
2 caleulating W from a key I associated with the given group; and
3 calculating AL from key 1.
1 29, The method of claim 28, wherein the steps of calculating use a probability

2  distpbuation.

k 30. A method of transmitting the information content of an input file, where the input
2 fileis an ordered plurality of ipput symbols each selected from an input alphabet and the

3 input file is recoverable from a set of output symbols each selected from an output alphabet,
4  the method comprising the steps of:

5 generating a plurality of groups of output symbols, a group being one or more output

6 symbols wherein each group of the plurality of groups is generated by the steps of:
7 a) determining a list AL that indicates W associated input symbols to be

B associated with the group, where W is a positive intcger, at least two

9 groups have different values for W associated therewith, W is greater than
10 one for at least one group, and the number of possible groups is much
11 larger than the number of input symbols in the input file; and



3 al phabet contains many nore nmenbers than the nunber of input synmbols in
the 4 ordered set of input synbols; 5 determning a weight, WI), as a
function of |I; 6 selecting W1) of the input synbols according to aj§ MAR 2004
function of I, thus formng a list AL(i) 7 of W1) input synbols
associated wth the group; 8 determning a nunber, G 1), of output synbols
in the group; and 9 calculating a val ue B( 1@jof each of the I) output

synbols in the group froma 10 predetermn val ue function of the
associated W1) input syrrbol s. 1 34. The nmethod of cl ai m 33, wherein the

step of gegerating apl é ‘@HB ' ﬁpg;ﬂ;:

i ndependeﬁ? pluraliti e\év% éntga?ﬁgg e;ngﬁX%glfav ﬁ"ﬁ%g @ so:ljggtgg group
wherein 33the pluraliti esﬂame;mmmﬁ%rfbndtmnbh&a%aﬂbcmmdmmmﬁnbdﬂe
plurality of sources selects, |t keys wi t hout requiri reference to
keys generdted by ot her somdb‘é? .&Hén‘ﬂafrﬁ?%’?m’t“ﬁﬂlﬁg Bg’é 1f1W"?I‘-I”B‘ﬂ"tl’sbne
I ndependent source entirely duplicating the information output of another

6 i ndependgnt sounCahe hietod of BGIMISE hﬂﬂr@ﬁﬂﬁlsﬁ,pmfgemriwgtamaﬁmgw G @

step of distributing the pluraljty ‘of 2 groups over, a Iurallté of channel S
such that £he stmfodsmersting irdsaensifet Pdvrab?%féﬁ SEEPH pleagihalhplprahity olsopgges, wherein

t |y dypl f [yl R
2004 617 1 36, BB o e e B s i
plurality éf disarqfesss;iateg mp@hﬂﬂnwwﬂnmmuws referegeetp lnatsmngmgbvmhedat a
to be t t b t
SRR A e Ea T R RS S R R

channel s, & gﬁmﬂoﬁnheinngqmnefﬂbthwhﬁemﬁmtso&ymol s, wherein each group o f
the 6 pI urality of groups is generated by the-steps of: 7 1) selecting,

froma key,al phahet ,a k I roup bei.n enerated, wherein .8 the
key al phabet con?‘g' Fae ﬁé%ﬁ?‘é‘%ﬁ%&‘?‘é f’ﬁ‘&ﬂnﬂ‘g %ﬁ?‘rﬁé& %’gﬁﬁ‘%ﬁf E‘W‘BE

in the order egr&gks o0ér 4 pliddlitySf Biahsls sidh 1Bt tlehedriatibr@ntentBic¥itted bBNonk ch@amed
function of 1, wherein wej ghts W are posjtive i | |nt§:%ers that vary

bet ween at 31 edSEOkeRBrelstupbSatve of e dnfgraation copigatplgpRhershanRel. 12 | east sone
keys in the key al phabet; 13 3) selecting WT) of the input synbols

according §o a ftmcrrh@ﬂma{odlofcmmgo fﬂaﬁ@nﬁ&c@tep%@d&bﬁﬁmﬁlg(cbhpﬁﬁeswI) i nput
synbol s associated with the grou 4) determning a nunbér, 1), of

out put synBol s i hcleviegiens: ke& galﬁta)keaélf@ruhagnongbany apmesatest, Mheegin giedteyof
the (1) ogtput symphsud Bodlfs AaBHRoI RBkrs than the number of i input symbols in the
4 ordered set of input symbols;
determining a weight, W(I), as a function of I;
selecting W(T) of the input symbols according to a function of I, thus forming a list AL(I)
of W(1) input symbols associated with the group;

3

6

7

8 determining a number, G(I), of output symbols in the group; and

9 calculating a vaiue B(I) of each of the G(I) output symbols in the group from a
0

1 predetermined value function of the associated W(T) input symbols.

34, The method of claim 33, wherein the step of generating a plurality of groups is a
step of generating independent pluralities of groups at each of a plurality of sources, wherein
the pluralities are independent in that each source of the plurality of sources selects its keys

1

2

3

4 without requiring reference to keys generated by other sources of the plurality of sources
5  without one independent source entirely duplicating the information output of another

6

independent source.

35. The method of claim 33, further comprising a step of distributing the plurality of
2 proups over a plurality of channels such that the information content provided by one channel
3 15 not entirely duplicative of the information content of another channel.



17 predeterm ned val ue function of the associated W1) input synbols; 18 c)
packerizing at | east one of the plurality of groups into each of a
plurality of packets; 19 and 20 d) transmitting the plurality of ﬂéik%R;M4
over the plurality of channels, wherein at least 21 two of the plurality
of channels carry packets contai ning groups generated with 22 distinct
values for key I. 1 37. The nethod of claig) 36, wherein the source
conprises a single source that generates 2 values for key | for the single
source and distributes resulting groups over the plurality of 3 channels
such that the groups received fromany two of the plurality of channels are
not 4 entirely3gupl medbd ¥rantmtiM RI2006k ddutke Houghephetlitoof dranstlsi m 36,
wherein the values for key | are selected i ndependently 2 for each of the
pl urality2of comarimeg thestephofhat the groups received fromany two 3 of the

pluralityjof channel 5.8l Ge BAL 1Y tdnSio¥ted'dP b 6¥ctedSer of input symbols;

4 b) generating a plurality of groups of output symbols for each of the plurality of
5 channels, 2 group being one or more output symbols, wherein each group of the
6 plurality of groups is generated by the'steps of:
7 1) selecting, from a key alphabet, a key 1 for the group being generated, whergin
8 the key alphabet ¢ontains many more members than the number of input
9 symbols in the ordered set of input symbols;
10 2) determining a weight, W(I), as a function of I, wherein weights W are positive
11 | integers that vary between at least two values and are greater than one for at
12 least some keys in the key alphabet;
13 3) selecting W(I) of the input symbols according to a function of I, thus forming a
14 list AL(T) of W(I) input symbols associated with the group;
15 4) determining a number, G(I), of output symbols i the group; and
16 5) caloulating a value B(I) of each of the G(I) output symbols in the group from a
17 predetermined value function of the associated W(J) input symbols;
18 c) packerizing at least one of the plurality of groups into each of a plurality of packets;
19 and
20 d) transmitting the plurality of packets over the plurality of chanpels, wherein at least
21 two of the plurality of channels carry packets containing groups generated with
22 distinct values for key L.
1 37. The method of claim 36, wherein the source comprises a single source that generates
2 values for key I for the single source and distributes resilting groups over the phurality of
3 channels such thet the groups received from any two of the plurality of channels are not
4  entrely duplicative.



1

16 MAR 2004

62

38. The method of claim 36, wherein the values for key I are selected independently
for each of the plurality of channels such that the groups received from any two
of the plurality of channels are not entirely duplicative,--





