;e3e. *6 T:JP9-2002-0060-JP1 Specification 1. Title of Invention:

Col | aboration Server, Collaboration System and Sessimn 2domgoentgedet hod

2. Cains: 1. A collaboration server for supporting collaborative work by

mul ti ple term nals exchangi ng data through a network, conprising: resource
acquiring neans for acquiring a resource in response to requests fromthe

termnals and returning it to the requesting terninals;”mﬂmW '
managenent neans for managi ng a col | aborative work sessi ﬂMMﬁmmmH

ter m nalspecifer®idioshen receiving in a certain session an aggyi,sition
request fromany user termnal other than that of a session owner to
acquire a resource, the access to which is authorized to only the session

owner, sai @Y RLHEIdNg means acquires the resource based on the

access authorization of the session owner. _
Collaboration Server, Collaboration System, and

Session Management Method

2. Claims:

1. A collaboration server for supporting
collaborative work by multiple terminals exchanging data
through a network, comprising:

resource acquiring means for acquiring a resource in
response to requests from the terminals and returning it to
the requesting terminals; and

session management means for managing a
collaborative work session by the terminals, wherein

when receiving in a certain session an acquisition
request from any user terminal other than that of a session
owner to acquire a resource, the access to which is
authorized to only the session owner, said resource acquiring
means acquires the resource based on the access authorization
of the session owner.

2. The collaboration server according to claim 1,
wherein said resource acquiring means acquires the resource
by adding information, indicative of the access authorization
acqguired from an access request from the session owner's
terminal, to the resource acquiring request from the user
terminal other than that of the session owner.

3. The collaboration server according to claim 1,
wherein when receiving the resource acquiring request for the
resource from the user terminal other than that of the
session owner, said resource acquiring means acquires the
resource by letting the session owner's terminal make an

access request for the resource.

I
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2. The col |l aboration server according to claim1l1, wherein said resource
acquiring neans acquires the resource by addi ng i nf aresat2ioon,- oosdi-ga#l ve of
t he access authorization acquired froman access request fromthe session
owner's termnal, to the resource acquiring request fromthe user term nal
ot her than that of the session owner. 3. The coll aboration server according
to claim1) wherein when receiving the resource acquiring request for the
resource fromthe user term nal other than that of the session owner, said

resource acquirigg ATRANSI BFSHH i IS VAS HEC &UPpdAatidg the session
owner's term nal make an_access request for the resource. 1

JP9- 200EG3GFCTeLi¥e NozH byhrditiied esderdrineds Sxshenging d&%%aborati ve

wor k by ¢Rddhighl & HRITHAA,S Rxpianrdinyd data through a network, conprising:
resource acquiring nmeans for acquiring a resource in response to requests

fromthe term nHSSWAFT AUFHITIGT eI HOT SABET MY tFrrAIRNESS dit
sessi on IRNAGENEl, TRARS Y ATRAAGHD (2 5AllAR0RA Y& ciBik iReSY Qi by the

termi nals, "'wherein 'vvhen receiving in a certain session an access request
for an d&decegem@Esitrigld denmds@lisce anid hout aut hentication i nformation, said

resource acqui rié&é’i‘%ﬂﬁ%aﬁﬁ%ﬂ&& %H&s‘é&ﬁ q@arpaagfth%cgw I nformation
i ndi cati ng access authori zatl on acqul red rom anot her access request f or
t he resowldabgirehting harki cesisgen Myorthet iteyminals, wherein

when receiving in a certain session an access
request for an access-controlled resource without
authentication information, said resource acquiring means
acquires the resource based on information indicating access
authorization acquired from another access request for the
resource with authentication information.

5. A collaboration server for supporting
collaborative work by multiple terminals exchanging data
through a network, comprising:

a send/receive controller for acquiring a resource
in response to requests from the terminals and returning it
to the resource requesting terminals; and

a session manager for managing a collaborative work
session by the terminals, wherein

when authentication information indicating access
authorization is included in an acquisition request from a
certain terminal for a particular resource, said send/receive
controller stores the authentication information in a
predetermined storage device, and when no authentication
information is included in an acquisition request from
another certain terminal for the resource, said send/receive
controller adds the stored authentication information to the
acquisition request concerned and sends it to a resource
server.

6. The collaboration server according to claim 5,



5. A coll aboration server for supporting collaborative work by multiple
term nal s exchangi ng data through a network, conpri SiP9g:208 2s-&od/or-aJ@Ed ve
controller for acquiring a resource in response to requests fromthe
termnals and returning it to the resource requesting termnals; and a
sessi on manager for managing a col |l aborative work session by the termnals,
wherei n when aut hentication information indicating access authorization is
included in an acquisition request froma certain termnal for a particular

I eSOUr CheTdith $RAEY ReRI/ MR @Rl Qdndircili@iresddd rdet hert i cation _
information in a predeterm ned storage device) and when no authentication

i nf or maAUGAR e HGRGLde d LR TR EORUILEOM SR SFRSS HHIGR FFGHIRET certain
term naly @i vidie FreP W GRss3nd VARG HEC @hee selildl,| eh@ddD e tHeor ed
authentication information to the acquisition request concerned and sends
it to a3udd@mtdécaddioreriniprmptd ofp|ing¥deabiresled@rwdmesc &oFia%¢ to clai m 5,
2 JP9-QQ2-0060-JP1 wherein said send/receive controller acquires the
authentication information fromthe acquisition request received froma
sessi on owner i 1Y ¢ h&hsegsldmbouadt irorsey vare anadrhiiedid chdaim drmation in

the predelermned sf 908 S G8 abqulia o] 3RQAldOn,S61 el akgrding to

claim6, wherein when receiving an acquisition request fromany user
t er m naltegmtigwlt e earhdthagf thisd ofsdihen s@msdon pwnerh i@ eoedi t8 on that no

aut hent i ealdiQN Ji AP LRy chetltd @t o3l JiSEeIE GYULL! LS5 4 emoves
an input request for the authentication infornation from a response to the
acqui si tsieavdl /meqedste. c®n thoddldrabemaviesn agy singmtc grgguiesitngommiihe pl e

ter m nal ?ﬁt%%r{q@tQ%ndq%%o%g#%% 3 UG MOTH Lo e frQr GOl ARArALd v, wor k;

and a cdl oration server acquires a resource 1 n response to requests
from t heegrestnal s and sends it to each terminal) wherein when receiving in

a.certain sessi qn %reqﬂesot t g .access ,an access-controll ed resource froma
CO aporatlion . Im

term nal not havi'ng access peri S50 to the fresourte, said col | aboration
server acqui res mule irpdso Ureoenius Iy eacdessy iag himtia athoougd ancdtvesrk er m nal
to the ﬁ%?%%ﬁ%%rm collaborative work; and

a collaboration server that acquires a resource in
response to requests from the terminals and sends it to each
terminal, wherein

when receiving in a certain session a request to
access an access-controlled resource from a terminal not
having access permission to the resource, said collaboration
server acqguires the resource using access authbrization of
another terminal to the resource.

9. The collaboration system according to claim 8,
wherein when receiving the request to access the
access-controlled resource from the terminal not having
access permission to the resource, said collaboration server
acquires the resource by letting another terminal having
access permission to the resource make an access request for
the resource.

10. A session management method for a collaboration

server for supporting collaborative work by multiple

terminals exchanging data through a network, comprising the



9. The coll aboration system according to claim8, wherein when receiving
the request to access the access-controll ed resour cagpor-emohke oedr-rirtal not
havi ng access permi ssion to the resource, said collaboration server
acquires the resource by letting another term nal having access perni ssion
to the resource nmake an access request for the resource. 10. A session
managenent nethod for a coll aboration server for supporting coll aborative
work by multiple term nals exchangi ng data through a network, conprising
the 3 gIRPs2QF2- 0060-JP1 steps of: adding prestored authentication
information to an_acquisition request for a particular resource froma

certain term nal2dH&¥ RFeahITaH AR IGH O IRIHP I *CR i %Ry 3ftcess

aut hor i 2alguaR it onh & RTRW T r % Padtuded ar i ACRUIFHd QN Jaquast ;
sending a target resource server the received acquisition request or

aut hent i*GAMIGR 1 h’F’(ﬁnnﬁltOi @M%@éd_cééc}mnsilﬂ%“\aéd@@stlwm AGHF
responsey (i 1Ay H 1Y ik 3CHdured HESAMSR A Lke iy MdiRli A% {idie sender

of the acquisition request. 11. The session managenent method according to
clai m 1oefaweser conprising a step of acquiring authentication information

froman acqui si td s e 9eeccei rdy : essi on owner
in the coll aboraételq{\giem\%ghsctsaeéa onf/%%dhg%;]rslt‘%g’éllf tJ'lrﬂn‘gZLIepcﬁgtal(:})ze?t%r m ned storage
devi ce. afZuiRid ioas gieqy esdn age mavth epdtilved imec dndiongaitd osl-@idAerd furt her
COMPY | SiNG o5k AROh TN WP A JARY P Ya e d Ngiml | on i ndli cat i ng
access authorization Lo the resource fromthe esponse prior to returning

t he response whereturnigenttdre sasfuitdesd ressgmarste donttdian teroinesl iaoh

i ndi catihg tsréq{tde@ﬁ%%%%uF%%é#'%%ﬁ%ﬁ%e ntrolled. 3. Detailed Description

of the Invention: € inhvention] This invention relates to
a col | aborati on 1slyst éthe s d igirs maradgquien tc ongpultet saqeyddimg dod | abor ati ve
work on QmnN ¢ §3WHEES JoipUE 1 e o Qs liBRckaround art]

authentication information from an acquisition request

received from the terminal of a session owner in the

collaborative work session and storing it in a predetermined

storage device.

12. The session management method according to

claim 10 further comprising a step of removing an input

request for information indicating access authorization to

the resource from the response prior to returning the

response when the contents of the response contain

information indicating that the resource is

access-controlled.

3. Detailed Description of the Invention:
[0001]
[Field of the invention]

This invention relates to a collaboration system
that lets multiple computers perform collaborative work on
common resources through a network.

[0002]

[Background art]



4  JP9-2002-0060-JP1 Wth the w despread use of conputer networks, it has
been becom ng easier to access data or resources betlr9eR00Rl-0i0pl0e IJPGNpuUt er s
t hese days. To prevent unauthorized user access to files, databases, and
networks, it is common practice to conduct access control that defines the
| evel of access perm ssion (search only, updatable, etc.) to be granted to
each user. [0003] Anmong nul tiple conputers connected through a network,
synchroni zati ons of input and output operations and data processing can

al so be achi evedi thn teleheii deRpEeadd uG@MIEN doMRAe elrS n@@RRTXsgd iGN Hake
di splay_ screens of the myltiple conputers, or an input to one conmputer is
ref | ect B§eBnPEREMOPHePAESRBULEr 8CCBSENFR LRI 8Tt EERRYEGEY, PR ¥ EEPem

(herei nhahewpieakbRgudereokhaber ahiyan syst grelent RBGAFHBE iYedesReead, :
which lets each coq&uter generate a conmon working screen on its display to
conduct 2866BF&bSPafi+eSwoAR2PEEES) SNENNEtWErKEhoL At 6N COPHOPEM enabl es

nul tipl grdgeheet @0ACERARCR GREERE EERRYLEC tAht! B rIAlR thae1elRar ¢fore,
when access control is conducted in the collaboration system all users

doi ng cerkassr Rerds@dPrR HEearRlyendvceyddpsphilesi 6fct o tRebear get

resour cgr;h@Q@5k ol BLohl gRE, L0 be solved by the invention] As stated above,
when acCess control is conducted in the collaboration system all the users
doi ng the col | ad®0&Bilve work nust be authorized to access the target

resource in vieyaf b &MS &C Wk Vot QRN S ve LN i w@&ting to do
col | aborative work gﬁxﬁheq#%rgef %ésghrce, Sone ?P the Users doi ng the
col | aboratiweskwosknghyondrzaltavaest bé avpuss apdr pusvugn operefid ongsemdce. For

eXATD! © ot UeheokBeB1 680 R NG 80 B8 BALCOLATRVIR ol 1B 2004,0060- IPL
(Cust onmer Relationshi nagenent’) services, an agent offers’a
guest i ogoangnansage sesgieveraited eacltheustiepdrywsicireensf efrithg to a Wb

T T e R T S
enabl e bhe thgenther boopstetrse \Wisipggehdgr iteghnodoggssiaosystem
(hereinbelow, called a "collaboration system") is becoming
widespread, which lets each computer generate a common
working screen on its display to conduct collaborative work.

[0004]

Such a collaboration system enables multiple users
to access a common resource at the same time. Therefore,
when access control is conducted in the collaboration system,
all users doing collaborative work must have access
permission to the target resource.

[0005]

[Problems to be solved by the invention]

As stated above, when access control is conducted in
the collaboration system, all the users doing the
collaborative work must be authorized to access the target
resource in view of system security.

However, even if wanting to do collaborative work on
the target resource, some of the users doing the

collaborative work may not have the access permission to the

resource. For example, there is a case where, as part of CRM



[0006] If in such a case the access authorization could be tenporarily
granted to the other user not having the access per @P9si2002t-0 O6loe JPEsour ce,
a flexible) useful collaboration systemcan be realized. It is therefore an
object of this invention to realize access control in a collaboration
systemin which, even when only particular one of users working together
has access perm ssion to a resource, the other users are allowed to access
t he resource under certain conditions. [0007] [Means for solving the

pr obl emglulst oatlet-aiR@12¢ ibAS hABO VR nAlbjed@ht )t RR rivi Rt @ iayenploFRiHsed as a
col | aboration server for supporting collaborative work by nmultiple

t er ni naPs WeEHARFI- AGIdADEWERT 5EFF 18 n ¥tk 182 CTh SusHomEFovRiilén ser ver

i ncl udes FRIQUNLEE tACAUINEN BaFRART AFRE BeRWnNGhR RSV iahd esponse to
requests fromthe termnals and returning it to the requesting termnals,
and sesg96Rtnandgetdie f8SSs FIYCdfagrly &hColcugberes Ve swdhe sessi on by
the tergicRalss plRniilisd ofl HUC WL wel PR FSCaILV iR defd i3 atflld Al ehadileOn an
acqui sition request fromany user termnal other than that of a session
owner t ¢hgcqgiend &or byowsee theh¥edc page Ky nimidc rhies sggtsiiomi-zed to only the
session owner, thgdgsource acquiring means acquires the resource based on
t he access authorization of the session owner. It allows the other user to
share the access B in F@IpE0 2366 ChkPh caastordutdtdsre adfiathecgalsk il owner
during ‘ i_qn.. [0Q08] ..[o [ i : Les acquiring
means ag%ﬁfterg?tlﬁ‘??g%&etgke%%r é:sh-c%urocl:%zlebq? u%&%?%%ﬁ n grlngteitcr)%, %%%&%gati ve of
t he accessrdssion zat ithe aegeures,f rohlaxiddess sisedaqle sto ifladmratd ogessi on
owner's r.m nal I urce acquiring request fromthe user term na
ot her tﬁ&%t{%‘at%a)& tb%hté:%g‘;‘elsl%ise(;%ri owner. When receiving the resource acquiring
request for the esicurdedafome o useredterafi ndlisotierertthiaon tdwat of t he
session_0 ger, %yensifcha ing not yet t%@%%ﬁ?bﬂ“%” not, stgpet;he

i nf or matioen HATdPCAS ﬁg RS T8cc &8s LaTNIPPLEA 3 acdﬁﬁf@blf?ghffhé access
request evemmwhiea ®edyi Earadeerl'ax foereriofalys etrfse woakduoC & cayeney Mg sTeans

wi Il acquire the resource by letting the session _owner's term.nal ke an
Rccess AESSES PRSMIERE PodSlPcd STO008) ARG NP SRl IRESr A on MG of t he
i nventi ae alcesisnthed e sotsee G deaq Wwerr tag nmeansd iftdfon&cqui ri ng a resour ce
in response to r[ﬁoch%e?sjts fromtermnals and returning it to the resource
requesting termmnals,” and sessi on managenent neans for nmanagi ng a

col | aborati ve woiMessasSican dplwihey tereripadislents] this structure, when
receiving in a certain session an_acces xeqyest for an access-controlled
resource w t hout'™ GHEH S i iRVt HG B Yt g ri ng means
acqui r eSniplenea@d &8 hased 1ebdritdiomiseavdmdidiatsutpaaatess aut hori zati on
acquired from another access request for the resource wi.th authentication

i nf or matS°dr 2PFEFATY Sst%A ofWer™ 184S H5FFHEHT & B4 11 5%hvent i on

i ncl udexhacsid/ar eRawea kCoNtIhe eyl fa®o radqwn igtgveer E3IAGRd N response to
requests fromterm ngls and returni ng it tg the resource requestin

term na|r§,so%{&eaa§g§§ir&ﬁgnm fID&'r -Fqulrlng a resource 1n respon%e

to requests from the terminals and returning it to the
requesting terminals, and session management means for
managing a collaborative work session by the terminals. In
this structure, when receiving in a certain session an
acquisition request from any user terminal other than that of
a session owner to acquire a resource, the access to which is
authorized to only the session owner, the resource acquiring
means acquires the resource based on the access authorization
of the session owner.

It allows the other user to share the access



JP9-2002- 0060- JP1 managi ng a col | aborative work session by the term nals.
In this structure, when authentication informtion rdi-eani2rng 0d80caPL
authorization is included in an acquisition request froma certain term nal
for a particular resource, the send/receive controller stores the

aut hentication information in a predeterm ned storage device. Wen no
authentication information is included in an acquisition request from

anot her certain termnal for the resource) the send/receive controller adds
the stoaedhautikaftbaabifofhienkes@bnobwhert deraaguionilli @he’ @@¢@Sbnconcer ned
and sends it to a resource server. [0011] To be nore specific, the

send/ recei ve cort®®d8ler acquires authentication information fromthe

acqui sition requestd aRieV@pddidNcd TSI R ddinBach S essn, and
stores the authentication information. |t allows another user to access the
r esour c8CAN1ELEN thEs SEGNCHNGEr TEROUEECSY AGCRSSI FRfiogRadfofhe sessi on
owner. kuglibakiveher LeeChakiclds23udhdishiiion hequsted FXOARY user

term nal other than that of the session owner in such a condition that no
aut hent PESEEEN TeALEEFafron thessesedont Renea@ tegaiinaleonkor dlhicer renoves
an | NPULcEBAYES! ok 1lHifoAERERE:CRLAN dhitf AETR! kAl kAl BehesPansq Lo the
acquisition request, andreturns it to the sender of the acqui sition
request thpt difsiblesesidoneomingzl- acquiring the response frominputting the
aut henti cation iRf.ornat] ; th j r_. cquj.sition
request for the&gggbE?%%ﬂsﬁiﬁﬁgjﬁBﬁﬁgﬁﬁégﬁ$é%%g ]gﬁﬁ?g%% afﬁ?g%ﬁitivities
so t hat thiee reepnirgal Lxoquithienyselre teggpoade ot ratiainy ¢hialte ofesder ce. From
Lhen oneaRy oS Bln@lCEyEal ¢ REvIGTSHAR QURCL (£ ALIUIGINgesour ce i n
a manner based on the access authorization of the session owner. [0012] 8
JP9- 2002t0060LhR] iThermatdrn dndisaglivg itinel ereesed aashardalltidloor at i on
system pav;ded Wbl 28k gRe.gk LRe.aler erehl laed ol analallag servers.
The col ["aborat’1 on systen1|ncFu es I"t'i pl'é Termnal’ s éxchangi ng data

t hr oughtarménadr, k the pesbormecakckaliaiagi weansr kwildandcigud reolthabor at i on

kche pe ki seolthaboration
and soni8oPr Bl YR e REnAPS  prBe PR SRR & BEURRRY bR MG in n

cert ai nagessisoregurstiuéstr theaceassrare.access-controlled resource froma
term nal not ha 5%%93CC955 perm ssion to the resource, the collaboration
server acquires & esource using access authorization of another term nal
to the resourceAnbthieer moldadpeeitfion sshernr edeithendmramguestalise access an
access-gontr Llegeresource fLonk% tern%nal Qot h%yin access permssion to
t he resource? Eh&CESPF B0 SEP SR 188y PERPEC 4Ty BSWRE 858uf@3°§§cfeﬂping
anot her responsal tbaviengeatcessopeterainan st andheetesaihge itake @&heaccess
requestrfor the resour%e. [g0135 TQe invgntion.is further inplenented as a
sessi on*FERAGETeAENECHAT St 6P EIER 5 ' cBPCasEP A PN "EAIER SRS BGRES! t

col | abofatri manwgikgby evltiapbeatéra wokk exelang by daka tiehminghsa net work.
The sessi_gn ganaggneg& met hod i ncludes.a step of adding prestored

aut hent i C8t F8ASi RFSPTELESn PECEnTEEGIVITEI Rt PeGRESE1P0PSE5H8Pt BRI ar
resour cacteem aegeekai fiokreani AakevBerondratlleantrecdirer wifthommt i on

i ndi catin ac&ess authorizatign i S igéluded in the ac%uisition request, a
st ep ofaggﬁap JCELERPgAPTPETB OB s&FFer SPRETFEC LAY TARulEPPon request
or aut haptiud¢zesomnhentresoatricenbaddad oaC quifsirina@d ohequdsiicaditgaagdiekisng a
respons nd.a ste returni_ng the acquired resepnse to the term nal as

. f
the sendbERFiZREIRBALTIFER FEHBeaROtgs1AFCesS request for the

resource with authentication information.

[0010]

Still another collaboration server of the invention
includes a send/receive controller for acquiring a resource
in response to requests from terminals and returning it to

the resource requesting terminals, and a session manager for



JP9-2002-0060-JP1 More preferably) the session managenent nethod further
i ncludes a step of acquiring authentication infornatjiren 2foro@moas cadeai sition
request received fromthe termnal of a session owner in the collaborative
wor k session and storing it in a predeterm ned storage device. Furthernore)
it my include a step of renoving an input request for information
i ndi cating access authorization (that is, a WWVAuthenticate header) from
the response prior to returning the response when the contents of the
r esponsgameQtiaign al kbanabran ikddivealk REslshahn the thiRSArelnads. 1In
access-controlled (that is, a status code 401). [0016] [ Pref erred
embodi &R Sof LENE tukPen iG] aPE SR ERtIoN WHToHak 158 dasdcadds n det ai |
based 0B c2Rs8MAAFHERAL aitliloWSt rsatﬁ@1luraefdhqna%orsr&ﬁ>ﬂs&9;1%awe@%stFI g. 1is
a bl ock diagram for explaining an exenplary configuration of net wor k
syst em fFoRhitcifex tédm &sgrdriadn Loys Pepraddsidiang rte@qurar@eerrﬁ@@ ment is
appl i eds e /3R vie cBn@r ot 1 elrlist RRIMRHE SR HIAHIRG RS stH8IPrAd!i$p100 on
whi ch nultiple users do collaborative work, a collaboration server 200
suppor t itfg at P& el eFadagdc slticassicadierd ogor kwnt me taythierdlisatden and a Wb
server 30QRtaVi;dng sVéh 5 oyn as a a8t i8S n & col l aborative
wor k. The go at%orat |Son gerver %3‘0 CQ;?lelr mttnlgl s%3r , ét he Web server
300 nay apetberpgestain ttlerménadr IfO(rariéll@l InetaoeHC&sud:hlea§am/m1lvms or
per sonal ters, i C h rQu t.wor k 40 The
et vor K 700 e e 2 hE e Pae A e Rl Bnde AR TS CAts
Net wor k)acaruiIsAltll@InomlquArsw catcwomle)d, amd tslemds kie, twi tah nesoadtcer Wi r el ess
transm gg channel s. [0017] Fig. 2 is a block diagram show ng the general
structuré of d col |l aboration system according to the 10 JP9-2002- 0060- JP1
enbodi ment constlOfatldd using the network systemshown in Fig. 1. In the
enbodi nent, a d crleotn[{oqrr}a W ec1b§ ma beI Q) feca lcvoel I abotr ati,on system used
when a custonmer ‘and an agen cto rI Fowsing L1 SiFon veb
page. Rekeuiireg b.ﬁltlﬁle@.t13,atl1ltbnt hafmhdaa:timnatfr@tm $het @mqufi stilvd canbodi nent )
the term n%les t1 Q ervfcdglorp aborsastl ve work under d he control of. the
col | abof &6 "sérver Vs Fﬁ & EE5PA58Y SMAPE oY KA S8%°%¢¢ v hE™%5essi on”
bel ow) . siteriehe thesauahentheattdion AalfortAdiaccesI t kg 1\Whis seoteer300 t hr ough
t he col | abor t| on serv%ﬁzoo to_acquire a. target, \\eb %(a?q__te é_‘contents In
Fig. 2, "OW t é’r HRESS &PE LRGN 1&s SE5H é;ée%@ﬁ(?nnémt T r and
t he agelam,thbu-tlzhhrlem @t rmree ste@l’smolmalo?wnmy be practically connected
t oget her. Inth% %hown escrlegﬂ,l if it i,s necessar odgffferentiate
bet ween the ter mal*®f00 R LS AT et 5™ t he
agent, amhphabketr calrmieblieb:hare thppentad aF il Is)é%':‘sﬂdnk@;vﬁﬂé&{ ager term nal
100a and a%ent t er.m nal J&Ol% . . . . .

suc condition at no authentication information is

stored, the send/receive controller removes an input request

for the authentication information from a response to the

acquisition request, and returns it to the sender of the

acquisition request. It disables the terminal acquiring the

response from inputting the authentication information, but

the session owner sends an acquisition request for the

resource in the normal course of collaborative activities so

that the terminal acquiring the response can acquire the

resource. From then on, any user other than the session

owner can acquire the resource in a manner based on the

access authorization of the session owner.

[0012]



O herwise, if not necessary to differentiate between them they are sinply
mentioned as termnals 100. Simlar considerations appl-goba-soeoctenal

el enents of each termnal 100 (such as browser and client programto be
described later) . [0018] Though not particularly shown here) the term nal
100 inpl enented by a conputer system has appropriate hardware. The hardware
I ncl udes a CPU (Central Processing Unit) perform ng data processing under
program control, and a storage device, such as a nmain nmenory or nagnetic

di sk drive, storheg inhenpieg a® faQls o ARip1metit dde sCRU cand atida@dsrdat a. |t
al so includes a display device as output neans such as an LCD (Liquid
CrystalSDP§EWa9f°8Fd€§TW&F§pP&V °Pﬁp8€ &8¢ edorspeRtiongdkeyboard and a

mouse, aBdiapbehvebk kBkoekace Tae tb11adBPatd04- A9&RedPincanarst i On
t hrough the network 400 to the other term nal 100, the collaboration server

200, anBUuftkéPhebteemiaplgoexchopgdpadasrofBriongti g netWERK t€r ni nal 100

further b&}%s&ﬁleéoql15%&&1%&%@%9&1 Pahl 1@ 2rd13p62hlkabar akkoR CRRARLOI part
120 as functions for realizing a Web-based col [ aborative session. The task

execut | BAIPAFES1R0YRPSCHTEEr EBak eSOPRREr &Chr6eMesksc XS/ et he CPU under
program.genthah s Zhe E@ﬁﬁse§%c%5'QQcBaE%r%lﬁaﬁcce§%e%hEEes@%ﬁc%%&%er 300 on

the network 400 to acquire a required Wb page, shows the Wb page on the
screen whephsedeipliag davieceeriadnr eksedry pnpeQuest ¢© opeessi ens on t he

Véb pagg §§§hc@ﬁtgeﬁiﬁed' E}Ego?E:c%C'%‘}'oln' a9 t%frmgﬂf‘:l'lnwétt L%%gea%%@%e of

dlsplaye page, annot ati ons tware | nting the task
executlDﬁrpaBSlQmotoamhber&SbD@ﬂ@ertQaCHOééabb¢a@sohtSEmNemnepqupb@rer or

Net scapenbaylgdhotef f yeta§§geg SRTILR GA1 A0S SEOLRochd2Rb rhifar

col | aborat’i on contro I's al So Virt
to the resource

To be more specific, when receiving a request to
access an access-controlled resource from a terminal not
having access permission to the resource, the collaboration
server acquires the resource by letting another terminal
having access permission to the resource make an access
request for the resource.

[0013]

The invention is further implemented as a session
management method for such a collaboration server to support
collaborative work by multiple terminals exchanging data
through a network. The sessjion management method includes a
step of adding prestored authentication information to an
acquisition request for a particular resource from a certain
terminal when no authentication information indicating access
authorization is included in the acquisition request, a step
of sending a target resource server the received acquisition
request or authentication information-added acquisition
request and acquiring a response, and a step of returning the
acquired response to the terminal as the sender of the
acquisition request.

[0014]



sof tware bl ock executed by the CPU under programcontrol, and synchronizes
operations performed on the Wb page by the task exgeet-i2on2pantolb®ibet ween
the term nals 100 working in the session. The collaboration control part
120 can be inplenented using a client program of existing collaboration
system The client program may be preinstalled by the user in the conputer
of the termnal 100, or provided in the formof a Java applet and

downl oaded fromthe coll aboration server 200 when the col | aborative session
starts. [0021] Trawdhridte Rty ,C WY |36 sH1QM Mifyendit GRIdRPrati on server
200 has appropriate hardware. The har dwar e |ncI udes a CPU (Central

Pr ocessitHg theirt yingdudsenin g te@ & fprcedsing anddentdsgtdmncontrol ; a
storage ;dewiraat iSHCErbd and B2RQ@4+dQG0 LAY 3 JMIiR JB ok themignetl c
disk drive, storing the programfor control of the CPU and various data

i ncl udi ﬁgrvwaéa@ésa 96 54 oM OWRR (1Mt dihfeac@ Mlghor@tide Work Gestgdon

term nalsalQQobingual Lhe ekunide 4nS oI d iddige 2, the

col | aboration server 200 al So includes a SeSSI on managenent part 210 for
managi ng a col | dvertdErme rsessiitomayy i uds @ redlep 100, remny iy HITP

send/re Qle r.esouyr. rates
bet vveenq?l?gl%t g(r%%fu |SE%6([) 1%%%53%&1?21 g cad%q gl n sgzlsttgl%?r} %[t(t)l(s) 2] The
sessi on (m&gemnta pain- A2LGeng ig atier tmaldesdf tfwame tthleocnese»oemﬁ et ipr t he CPU

under prQ rol) a ge e | I r i e
term naI s %(?"& gél |ft}lcalr}%SE’T)%?’?3 c?veléa[ﬁes?%% ccg’c% %[ ts%%% ?r%rs eaés% user and
manages cplmetasessmrmmntaothhmdalmIae:lm th'E}tertha/\h@rsomncie @flse users join a

session) a p0| nter in.the tabI e 21 9 the table 211 is updated
so that )at & 5T 6P TR Ir1Il B:lse(lé?’he $&ite % aAchS Falb e ?)e“The cache table 211
and the UAI tabl®02¥3 are stor ed in the storage device, and predeterm ned -
|nfornat[|Poréf|e§rrr%g| ereld i bI %SVI s esponse to user oper ati ons.
Det ai | s 'Of the Caclie La Ime GA-%%BI e 212 will be described

| ater. [0023] Tktmd—l'ﬁ'FRemerr eaa]yew.c:mrner dlegpariberP(in Setadlr theededsof t war e
bl ock executed the Li ram ontrol. |t controls .the network
“nter f abE BP EREOAIAERCer HINATEANE A e ASIOIRE g CAYEE200 o
acquire a Wb paggg f rmrmst ke mrcﬁﬂetdarargmﬂd D esgrMeeim i 4 response to
requestsfro?thetermnalaﬁloo dtoretyrn it to the reqguesting

§ o e

t er mi nalf&eIBo 25 Wh SR I et SFIPTE RS 5T & Ped in the
cache t zbleadbrattibe HVEReseRrEdrEHINGE OO lerpidimd2(t rief Wpkd itdge cached

Wb page to the re%%eosv}r{ r\\q1 t er m na'I sthlloso neltswor]e] PS%SZtOGQHZ 10n0c Ou- eF'Sl
terminals 100 on which multiple users do collaborative work,
a collaboration server 200 supporting the Web-based
collaborative work by the terminals 100, and a Web server 300
providing Web contents as a target resource in the
collaborative work. The collaboration server 200, the
terminals 100, and the Web server 300 may be computers with
network capabilities, such as workstations or personal
computers, which can exchange data through a network 400.

The network 400 may be the Internet, any other Web-based WAN
(Wide Area Network) or LAN (Local Area Network), or the like,
with wired or wireless transmission channels.

[0017]

Fig. 2 is a block diagram showing the general

structure of a collaboration system according to the

10



[0024] Fig. 3 is an illustration showing the structures of the cache tables
211 and UAlI table 212 used for session managenent by Hhe 0SS 0ED -TE1agenent
part 210. The cache tables 211 are created on a user basis. In each cache
table 211, a Wb page acquired and cached based on operations by the user
concerned is registered in association with its URL (Uniform Resource
Locator). In a certain session, when receiving a request froma certain
termnal 100 for a URL registered in the cache table 211, the collaboration

server 2aJdaents ddnd el W magdad adhiedierdyistan HMdwhased )y t he

cache table 211. Also registered in the cache table 211 is authentication

i nf or matli-on I FPCa e HEEEss AudFFIARGIGR ofl ld fesqase dadav Qfsér

initiaticd 16k V0 By et M MERRANGE A% t¥ndr RadIesrHdRed b get ail

| ater, use of the authentication information registered in the cache table

211 enaficgStABE thd Lgs DreowsFdng @ FemmMeR i(Wek IRrdsession to access the Wb

page based on thg Accesy; ay t}pir%_zaé [ oir}% q{)l,ret e BSESSE At W &y AU NG only the
a

session. [0025] Registered in the Ual e 212 are ID information

i dent i f ey eadedimeat .t heartsmipals 194 merfory e ldedaraidive evonko t he
cache t bl 2thd Wori®15e3519Mk Idb MUl A& SR Jek RAYY | Girad i ng. In the
enbodi nent, a coeokiot-?, I I.%I\/%iﬁil?e (he\rMe% nbel ow, }ggbrr eeé:l at ed (ﬁ'gﬂ‘ UAI"), 1s
used as aoid alregatiipe nogrkrets orel kst Wiser's qraridne] peetlion [ n Ie ddvet ain
sessi on). A AUN! Ghd 4ALANG JPR &AL G5 & LAROYA S the
owner of the séssion in I'Ch the users participate’1s reql stered.> Thus,
one caclthet aglld adblraits aghasesyean@A0Y par tacciypard ;1 itamyer degsipayge Wen a
user par(tcioclz_lit%erlltti ng in a certain session 14  JP9-2002-0060-JP1 wi t hdraws
fromthe séssion) the pointer to the cache table 211 used in the session is
erased from t he BntRiy .of2 t hewvassrrmima e 100 dm=blchdBdP.asThen, a new cache
table 211 for the.user as.a new.sessiaon er nmay ,be.created as required,
and in SOCH APCESe % tﬁoiscrll"teerc%sotcfnheer r?enveozggxc%eag[ Aie bi’ltlatlthsrereegcirst ered in
the ent mpref tehranidall st afalye izl 2 rgdi(iz(E]1 Isx anpiresc tofd itidetdtdraon dfn alsessi on,

ti f_tasks, and terninat, f th ion in, | cal f
col | abor@ie B% PASHEP A rdw e oS IBRFTY (9 SUESHERFIRES that the

nunber @fetiwss@rns the ttermiciadt @oer fand tAgendus tackd b adsd Aerdntiiddlates wit h
a request fromthe custqonmer. It is . further assuned that, ugh nultiple
agent s |°stf?’rorﬁl'$? &?«?“&f' tar}é)r‘aad’eerﬁlscaﬁagﬁthe&aﬁ &S r?qpr?émtsegjgﬁ%on with the
cust onersu flfixddie likid icals tondre, t i i motal alHdagenteadrmigeit 1 .al ready
been Iog%te in.the callaboration server %%O#OOZ%A first, the customner
oper at es TS0 MRS SERTY % 1O S 4 a5t fhSh server

200. At thdys are®inidle sReHivhdmragasmiinzard 12k0 ofsilntia a0l | abor ati on
server 200 sets a ,UA ideg:ifé/igﬁgcthe us reqi sters, the UAI
¥o)t%

i nf or matSoOF {AS&R T OGP ) a5t r(ﬁs}grjw{#t AR 212;
and creato@s @ueaches badweedlhnd dlliedid g¥dagi=amics B asdaried when
requi rec{)atferrc;rpthe col | aboration server 200 to the customer term nal 100a.
[0018]
Though not particularly shown here, the terminal 100
implemented by a computer system has appropriate hardware.
The hardware includes a CPU (Central Processing Unit)
performing data processing under program control, and a.
storage device, such as a main memory or magnetic disk drive,
storing the program for control of the CPU and various data.
It also includes a display device as output means such as an
LCD (Liquid Crystal Display) or CRT display, input devices

such as a keyboard and a mouse, and a network interface for

11



Note that the aforenentioned operations have already been conpleted for the
agent and the agent term nal 100b. [0028) Suppose nggo-that-aoeéol-bahorative
session-initiating request is sent fromthe custoner term nal 100a to the
15 JP9-2002- 0060- JP1 col | aborati on server 200. Upon receipt of the
request, the session managenent part 210 of the coll aboration server 200
all ocates an agent as the working partner for the session, and initiates
the session. The agent as the partner may be all ocated as designated by the
cust oneeponfibc@soapphepugat ehy aekaoikd4boomvaknagotheragerinsnavainbabl e for
t he sessjon éfor exanghe, t he agents not pﬁrticipating in_any ot her

sessi onf&t CPhéaPPRE thABN SERESLed0on2PHi P&t 'R FELYESt 38 made. W th the
agent al |l ocated [fp@1lbhe custoner, the cache table pointer in the entry of

t he agent (UAI [0002] here) in the UAI table 212 is updated to point the
cache tabl e 2112APoFhoM® dfsFder 2.1 Hheniteradaal 109 Jurdhesl cache table
211 is dgbehads a0t¢hbRt ekBELRIBRA! paRd §RO auat aMehi13BBLealRen0Ne cache
table 211 in this session. [0029] Then, suppose that an acquisition request
for a WePnpageé RRrK A20epsafvnoRions Semt repdidring fRa¥rbekasedi on part 110a
of the gUshLQPEBLaLEL @ Baks10Aa to the coll aboration server 200. Upon recei pt
of the request) the HITP send/receive control part 220 of the coll aboration
server 200 acce§%es talsk wxecsiddwar peat ddlr dspendilrfuad sled tWRiret o acquire
the VebopagR efEUEELAILEY chle cRyihakll 8RcbedliCshn kBT VehRaGEsRequI red s
cached 1n the storage dévice of the col 'aboration server ) an

r egi st ersdcihirhepsathadlfabkceesses The Webhseérvel pa§eoins thieenetwogkned to
t he cus t e 0 A 0 he p u d_by e
custone?epg?ﬁiﬁgﬁhgggaﬁiggggéggﬁeheﬁrﬁgggfs?ﬂ&ﬁgn%g%eh?gsgﬁégeggtF%E part
110a di spkags tlie tWebdpapéayn delé cei, s phdy rédlieces, inpatcdevalber ati on
control tifie h e rgi_n 0 f e f URL.

Thi s no??g%%gﬁﬁg% ﬁgykﬁg ﬁggeﬁﬁﬁgoﬁéﬁgghggcgk?é%o????ohgsgggggqgag, or

di rect| pff aominpetl6orm)Pg- 2086Rg@06d- dRtprdayednpageer andawri@lagt oft he
agent term 1 . T |l aborati on nt.r part.,12 of .t he agent

For mi nalPO0A 8881 vi ng CER e RoC TP e aer B PSPl ERE N, AECE Ak P BRLE on part
110b t oladguanebthe Wwerbwpagesacht he MRcrasoiffie Id¢strneat Egplbasedoan t he
notificateiona %0@31# Then, whengansac§ui%Bti%n.re%uest fo& t he Wb page
with thecOREAPE NBXEIPFOm £RE™ NSk SEREELTPERUBAFATITEE 6P Phe agent

term nal 100b tdowhle]lcol | aborati on server 200) since the Wb page at the
URL has al ready_been ched, .t.he HITP send/recei.ve .control part 22Q returns
the cached Wb g ecfg STEJSR CEPHT §|Pf63b32° iS700S% PRl

software block executed by the CPU under program controcl, and
synchronizes operations performed on the Web page by the task
execution part 110 between the terminals 100 working in the
session. The collaboration control part 120 can be
implemented using a client program of existing collaboration
system. The client program may be preinstalled by the user
in the computer of the terminal 100, or provided in the form
of a Java applet and downloaded from the collaboration server
200 when the collaborative session starts.

[0021]

Though not particularly shown here, the
collaboration server 200 has appropriate hardware. The
hardware includes a CPU (Central Processing Unit) performing

data processing under program control; a storage device, such

12



The cached Wb page is sent to the custonmer term nal 100a and the agent
term nal 100b, rather than acquired fromthe Wb semrar-230Q -@\0&0y- JE1TE.
This is because, for exanple, when the contents or |ayout of the Wb page

i s dynam cal Iy changed every tinme the acquisition request is honored or to
suit each acquisition request sender, if the custoner termnal 100a and the
agent term nal 100b acquire the Wb page at different tines, its contents
or layout could be made different to nmake the col |l aborative work

i npossi Blsea WA idl hemody’ &% madeedald Wk Qfrithke SR ieached Pebgrage to
both the custoner termnal 100a and the agent term_nal 100b_ensures that

t he wor EOFaRoB&T@dn&LokhenEPHe B sh y@ tiios dd as dme 1adhingn Weba padesyout .
[0032] Tha af aeew®rki QRed r¢RAlicdNS At Akl o Ara Ga%hmiMaale 1309i ven Vieb
page in glrogress in the session is changed to another Web page (URL). The
sane goé&drpyehcliegaesvoyRl 400om t he agent side. In this case, a Wb page
URL acquired by RSN g N Q@b d [ f4 mer

term nal 100a sgt{%at botlhrlt \%Irl]rq ?c'qw re‘it%elrag;gn%tg%cﬁ%(ftl{}%brc%?gog. 17

JP9- 200218064 nFPudplkecn Sles sdganmamagiemhears prdm2lfe foas siamagiamanew cache
table 2 [ .ed, the inter i he e of the agent
(Too0z] P PPEEahioR, sBAS (oA HARHE SRpmlpAle A, A Rk,

new y- ceeadédecaive cablteoll pagCaliRd Bsblreskrrice Ricguil)ingOmeame ot her

hand, t r t si.qn r, wi-t-hdraws fr.om th ession, a
new ca\gﬁglgttagﬁgq%%%%% grgggte%%, §:gtlnd t% ﬁé“q\gfaggﬁe\ﬂogbﬁzg ﬁ&qn ar ian%t e entry of
t he agepigieninhéhbAlsesaliloa.212 is updated in the same manner to point its
own cache table %30122 Thus, since the custoner takes over the existing cache
tabl e 211, the a[ut hentication informati on stored there can never be used by
anyone el se. [00%¥ slestsivs asswwyeneant ddret 24 cchange victarlddRL of a Web page

(contents t he cess tao which.is restricted to only the custqnmer, .is made
in the SB6VE2KEN igﬁ'%de%‘gs%lit % By ttfixg CL]JDlsUt(Sl Frakd CHE e "é_roﬂn &% case,
if the castgesr thes coadabblratliie clkasjenabgadhel tidramiaganrt 109i.nce havi ng
perm ssi,on tq.access the Wb page concerned, t cystoner _can acquire the
heb pagEPRetRsiaidty GfobTERoTNe SABHE CATLE S0 Ladin M8t BeE Hidye
cached manthescahlaesationn ineavenIi2@apblicherehy ameeycivheg amuleipilen on the
Vb page.SF%OO34 On the qther hand, .if the %%ent has .made _the URL change

ahead oFSERE TiloRefeSEiRPe PhRCATEST dBedPRolar@biér fildsiton 6 access

the Webcpepe, thbeecehhaher apidatedesvethd@0 than il rac guilne uiske theb page from
the Web server 300. Hotl rrgkes it inposg%bl e_to conduct. a_session on the Wb
€asdPLienh

page. | f28GcHag 1ol | db6r SBChE SpPleEmPddc PG e FAh&2B50di nent
acqui regithar¥thtpaga Wni t@et ke otagieo d@eri% edUhhan predet@iminka Mt i on
acquired_from &he cystoner, term._nal 1?%1& ‘ﬂie fqllow ng. provides a

speci fi ¢Rf8EMaFAEN,46- F6EA6 L EBE IO SRSt itGR 1 S0 F SEP RS, tanY S8 ar €

fl owchabperheionxspl abeitad1ishef the cache table 211 and the UAI table

212 will be described later.

[0023]

The HTTP send/receive control part 220 is a virtual
software block executed by the CPU under program control. It
controls the network interface of the computer implementing
the collaboration server 200 to acquire a Web page from the
predetermined Web server 300 in response to requests from the
terminals 100 and to return it to the requesting terminals
100. When honoring requests for a Web page registered in the
cache table 211, the HTTP send/receive control part 220

returns the cached Web page to the requesting terminals 100.
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operation of the collaboration server 200 in the enbodi ment. As shown in
Figs. 4 and 5, when receiving an acqui sition requestTPOHEDR 2r-&@@dstIP1f or a
Wb page froma certain termnal 100 (step 401), the HTTP send/receive
control part 220 of the coll aboration server 200 checks whet her the

acqui sition request has been issued froma session owner (step 402). Wen
it is fromthe session owner, the HITP send/receive control part 220 then
checks whet her authentication information (Authorization header) is
included in the @opgu)sition request (step 403). [0036] Wen the

aut hentication information is included in the acquisition request fromthe
session owner, tHE -HPTP S &M/ rldds Wre o ridiowiard B sgdiisfe of

aut hent itgat ic@RnenfrabTRi 2711 Rnidh@ast AR 3aY% R dsSiRR 4Qbsioand refers to
the UAI table 212 and the cache table 211 to check whether an URL specified
by the HEHISMENSN b¥efies Eeiss io8gmanagemendt ®3r4091L0-On t he ot her hand)
when the acqui st JBGHpIeE MAl THUN NG (SR TrPh QU paligthen the

authentication information is not included in the acquisition request from
t he sesdiogashn&rrhendalgieP 2ddnd/er #ed Pa deo oAyl nesk angh Tagheck agiest her

the URL spegichia@d R by 1dedtisdy! icQh Jehuesti d $dfdrah@iedd n the cache
tabl e Zfl (%t?egsqff(%z, %3, and 405). Ie?q’t he URL igg r%g%;terned in the cache
t abl e 28Bsochie tHPTIPwidid /itec &iRfe (Fvithiogim Resowrze desakorihet Her at he

cont ent f R.resp il S . ati.o i R is a status
code 40 ,eq.ttﬁgﬁ ?}Fsﬁﬁgt'hgﬁ%ﬁg%%ﬁs’éﬁps% n Fié%is'é: Fﬁ\gé [;htecjr%ﬁgsllnno access
per m ssitermisEdp 1906)for] GOYRL \Neai stteereldT R rtdeporsdecaeid@ 24 Inotthehe

st at us P9- - 0060-JP. o L t ent re.regarded as
t he Wsb%%gg'gib%g&t}ég?le%%b%e%hg%a?ccftjﬁtil%sorltm%e%%?&%% %%e%r %T% fee,%ot ﬁ‘él TP
send/ r eceirwé n@adntlio®l bpaeid 220 tdhieedeshshatalidre 2114 .acqui sition request is
fromthe session.ower, .and if.it i.s from.th SSi awner, it returns the
Wb page (HTTP ;}‘elssﬁonrséélﬁ oeriehde nertr%nlena a%et(agqeleepsﬁ?tbfsand 410). Wen the
acqui si auahenddeasti ons imdto rivadrdnh € g ssitdmgo\aere s st las tHB IR zearidir edfei ve
control ap%retss%%% %Q,eceks (\{\llré%trher ittFlerte S ¢ V\Yé\YéVSAS\ultorrlsntti cate r‘}v%%der in the
HTTP response Cached Esteps 407 and i‘é’g). i e T ¥'s determned at step
406 t hataiglee HEEPwiadpbresdessridited e steataid dederdOliset lvgfr ehies no

WAV Aut hent i cat.e _header, defi.nition.. Therefare, .the TP .send/ r.egei ve
cont r ol ARARERTIGaRaRR o RarE R, 23 AT dep R FAChS 1HEBIE didal oo
(step 4EmRpb1el0381 then usteriss pdattdroiipaad nat ist ehedGesigiain ttee addeszpeci fi ed
by the uisition request is not register in the cache table 211, and at
Step 406TEnMEY RESETPE PR S4B AHEET S ANOEATIE ™ Ge HEL SSSTHER t he
Wb pagewhequduirdthigbyniliye the]wesidiioon request has not been cached yet, the
procedur e goes t[%o%gsﬁcessi ng (Fig. 5 for acquiring the Wb page fromthe
Wb server 300. , the HTTP send/receive control part 220 checks

whet her the aut retistaidea imnftaidraiADrEabl d el S e D AW rmes isdror ed i n

t he stor, etd vi,ce, and if stored, adds _the authenticati,on information to
the acqdi*SPtitoN 1P&qEESY 1°6h e AEHHGTR d"(§?‘§ps§e§(§f°5h&“§of). Then the
HTTP sepdiheeai t® et elcheardabd20 23andsd theae@sssicn dn meguesttHeo t he Wb

server 300 cqrrespondi,ng to the URL specified by the acquisition request
(step 508FF alﬁdPPE&éiC\}Qgtﬁl?@-HTﬁB rté’fp(‘?r‘f‘?é’dﬁ“lﬁﬁ/tt'h@ W& ver 300 to cache

the Sa“&ﬁ&%%e9§15%e§@.dtn5@%g,T%bﬁg'i’art%ﬁp%?“’u%%q‘)",r‘i@ akelihg khae is

ei ther the Web page requested by the acquisition request or the 20

JP9- 2002s@360DJ Rh foiratars oxode FAXL usedisc gaintg ctifpatt itnge iac quicsirttiadm r equest

IS not n th S .authaori i 0 t Vgg ge.. . In the latter

case, t%%%%%%’résg’gﬁg%%?n&%u&g% tcf]a?}\ﬁ(/&k‘a%}t eﬁlll atv%%hgé)der t hat requests

i nput of(amstledattiedatiich)i rdher matniean dfndiheatsess ion time wdeds S heutus@riszat i on

to the Ve R39%atk?98k ellele . TR SO SRR (G2l 91 1P 220 checks
shared among participants in one session.

When a user participating in a certain session
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whet her the acquisition request has been issued fromthe session owner, and
if it is fromthe session owner, returns the HITP rZBponge2cathedInl step
505 to the termnal 100 (steps 407 and 410 in Fig. 4). Wen the acquisition
request is not fromthe session owner, the HITP send/receive control part
220 checks whether there is the WWVAut henticate header in the HITP
response cached (steps 407 and 408). If there is no WWVM Aut henti cate
header, since the HITP response is regarded as the Wb page requested by
the acowichdiowsr egomSthet Beskidl, sSend/ pecetye eenthel cpane 2aPi1eeturns the
Wb page (HITP_response) to,the termnal, 100 (step 410%. %h t he ot her hand,
if the Whefetti EREeSRBALER &%) eFasefnEreRTEPe8RbRL e stPEgUPEEd as the

status ¢RUdendOdax! pabhis2iggardhesi Ngenanyclsre hHEE bhancbhermessi on
owner has no access pernmission to the Wb page and cannot return the

aut hent Re8¥i 8% #nReYnBEFBAPNt ABNEATPAXCRE/ FEERFGE 8BnTPERIpAFt 228 del etes
Lhe VWWK&“EH?Etécéééeheédﬁéihbéi E8UHRE! Sel"BHLNA! thBgeayt RenLi cation

i nformati on tep 409y and returns the HITP response to the terminal 100
(step 4ueyistepad]irheheopnbrvngfpehei HAE LHakéealleéd description of how the
customer (UAI [Q@Qik) and the agent (UAI [0002]) works on a Wb page, the
access to which'is restricted to only the custoner, in a collaboration
sessi on under tEBzamphesobfofinitkédazion 9P9a28€2s3080- #RECESHPAbOEAL i ON
server pe i Ik e LQE o] < LaQn anple 1>
Firet, FRerBbeaih PlzhinhPRolI0E tnltREERIGH TG e e R e o
accessesohhaherativeoactbvibdepewipigaonhbaddescribedgentt is i s assuned

h th t ed/ . h

T or ot echeaPiSa HEER Eha P ERRCAINEEY S PULES! £, EA, CETRLBRR: And cess i

perm tt adentt hatfletbanseaaibenintatiabasi wibhnat requéasefrbo® shd password)
0041] $ th ; Lsiti t

[ orot betSAFPBEThy it C(CET PRCRPEcRRarRad Roaf) rhofel MPERB . asups

execut i eripaltoidlPaoné dhethusageerst panthalipafba o the eekkaborati on
server Zggh EFe Augpgkg%ation header as the authentication information is
not includéd A FhPs acqui sition request (access request w thout

aut henti cati on iInf ahentindn)alSisna¢et heéheoteespoadi n§0¥Vébfpagehhas not been
cached up t his_tinme, the acquisition uest .is sent fromthe

col | abof S Enber broany Paofhitadst,oh, ERe385" 1aBetePint BBES 405, sou,
and 503200.Figs. 4 and 5). Then, since no authentication information is

i ncluded in the[gﬁgzbsition request, the HITP response with the status code
401 is returned the Wb server 300 to the collaboration server 200
(see step 504). AtheidsTR raspenseocmes! vppezatlee WA/ Auklteniercat e header t hat

e A AR I R T T I O R A T
the custnirertimeli phe i68aitaemanhgpmen@5padB721andf4tfp. [0042] The
custoner § SAbAEL 4008 LUSL FR bgRe' Kot NaITE L RB0RRg g v on the
(customer), registers the UAI information (UAI [0001] here)
set for the customer in the UAI table 212, and creates a
cache table 211. A client program is transferred, when
required, from the collaboration server 200 to the customer
terminal 100a.
Note that the aforementioned operations have already
been completed for the agent and the agent terminal 100b.
[0028]
Suppose next that a collaborative session-initiating

request is sent from the customer terminal 100a to the
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JP9-2002-0060-JP1 input field box requesting input of user ID and password
based on the WWV Aut henticate header. Fig. 6 shows arp%xagd-@ oHotde

di spl ay screen on the custoner terminal 100a. In Fig. 6, an input field box
602 is displayed on a browser w ndow 601 displayed by the task execution
part 110a. The custoner enters user |ID and password, and confirnms them (by
pressing the OK button) to send the collaboration server 200 an acqui sition
request with authentication information (Authorization header) i ncluding
the usercdiR A aRBTWWH Y 30 d.0 agifl e ddin ™ RALE @lquest, the

I protected/foo.htm (access request with authentication information).

[0043] FfEESM FFGagEmsttsdanyy 2100 af thhe o ks oratian isenvesh 34% or mat i on
i ncl uded 4iy! o qaiLe j r idad e storage
devi ce (se%iﬁ%i%ﬁ%ﬂ%f). Al ?ﬁoﬂ%ﬁpdt \r%%ta%}g ﬁps%a%} c%eeé %—Qi nin

r espons@nd iHd iad@s dihd gressdqrest The meentha sHthe mespoese Wiy tbe he
status reVvigs i ubsetec;}] C 1,5 L t he
acqui si %ﬁg%c%%eggsat% i's f(??ﬁv?/;tfegig(?fs:g%afche co ﬁb(@%gt#gr?tp%e%@elflafo%&t o the
Wb ser \s@le30ed fawnstaapnal(8le 406830 50 B VadinidEes)LorS)tive sedws iaut higivtd cat i on

i nformat] WS | u i J:Sistd es 1.8 1] e .required
Web pageel xl‘%@\ IJrltsaet'u?:rgfleed %ﬁ%{n‘?st H&%@%@éﬁ%ﬁ%% 31 tahé} r(gaoﬁshieaxlbgs}r%‘zastsltlc?‘r?f‘)server
200 (seatstdye 304e vwhHen Wie poges ioquinigd & tsimpaodegphe st tike metder.age devi ce
of the coll aborat.i.qn server 200 nd sent_to,the custonmer termnal 100a
(see steps 505) %4]0'% tz’h% a}l-gfﬂ')‘zt a}]flacbcoaf%eéc:rt%i%rheerc%%?%eer'uste}?eI‘ﬁ'%hed
passwor ctabl e Ipeiattereriin ddted emtiny arfmathieragame WUnNIg, [ 0 0Rde Hdre )HERP

response . w e.stat code 4 is retur.ned ain, .th st r st
start 0\9}:ehre ?J}gtmqﬁ? estzé% of° i%cﬁ?ﬁ%ﬁigmufeorl E":D tg%d Cr?ac&?/\gzragﬂe[ %4]&3”3

JP9- 20020 @rsHemethen Irhecldiss tammmy, tiaramoailgiHila e e lide \Méh page at
[ protected/ foa html, .the coll aboratio ontrol_part 120a of the custoner

t er ni naldeecll(?('fae%otsﬁ itg’éar]:t HE A FEF ea\"rﬁ]ﬁgie ﬁ’(fbtdgq‘era %?‘?aﬁ?gethcﬁ UL as the
sessi on daahgettabld 2a Indmadhiecowesssiafn .activities in a col | aboration
session. Upon rel;ed'iit of this notification, the task execution part 110b of
the agent term nH9%%tob sends the col | aboration server 200 an acquisition

request for the Mén pageomdsd prd ecireHd@oi $i td o Glgd ot st ed/Waw. htm ) .
Al t hough the acwi sitiaon request, i ncludes no Authorization header as
aut hent PE&S & Hhfo it Whde tsr?é"\/‘é%oﬁ‘hgté‘eact@ﬁkr I TR to the

acqui si tliioa lEquds dusydridie waationr towarvialcnkdGbihasAldeady been cached
in the collaboration _server 200, the V\ébrpa e is returned to the agent
t er ni nalSeFI®F A% sRRR FPEFRPUCE U, edg@,s‘zétof)h%églwand 410). Thus,

since t henyder@vd &idfitiall Hla aub (dre Bgetotiindiali e Rave aaqui red
the same Wb page _cached in the coll aboration server 200, they can conduct
a sessi &F55 5% W Wey &R 50 lsidssrddinghde ffeadii 4% on request

for anotahefuited HhROWeY dayotrehrdded Py ihd Gehuipiatien edldagstht ) is
sent fromthe task execution part 110b of the agent term nal 100b to the

col | abor R HifhsPAGS asErirak IRCIHeS & ddivatarade idevd ar i Hhdde

accessi Rl 16ddrattiems ag-vad i cald aled v 1190 e (e HRltable

[ protected/foo.htm . Since the correspondi ng Wb page has not been cached
yet up t23%hi Fhe m@chad Rebapds dF AR IR WEER S &y dh ey s tamer

acqui si tdedmim@auasioasent fromthe agent term nal 100b includes no

Aut hori zati on header as authentication information to access the Wb page
at /protected/ bak®dtH . However, since the Authorization header extracted

fromthe previ oys&f G iWd®HdfiUestudd ¥R e HSIQAR ol T ind0a 24
100a is acquired (that is, when the task execution part 110a
displays the Web page on the display device), the
collaboration control part 120a notifies the agent terminal
100b of the change of URL. This notification may be made

through the collaboration server 200, or directly from the
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JP9-2002-0060-JP1 is stored in the collaboration server 200 (see Fig. 3),
the stored Authorization header is added to the acquimsitdowe tepuesipiand
sent fromthe collaboration server 200 to the Wb server 300 (see steps 401
to 403, 405, and 501 to 503). In this case, since the authentication
information is included in the acquisition request, the required Wb page
is returned fromthe Wb server 300 to the coll aboration server 200 (see
step 504). The Web page is cached in the storage device of the

col | aborRidtmere tedmizid, 1@h SRNtHS ddid tAq&nmilRiIM1tAp 100b (see steps
505, 407, 408, and 410). [0046] Wen the agent term nal 100b acquires the
Veb page at /pr SRRt inkeratidon t¢rRN N Bratidb «hthe agent 120b of the
agent t Ald¥infidla 1l AWl dd i35 G S LRI St ldhal: ki0d s 1t of URL
as the session target in the rormal course of activities in a collaboration
sessi on.exHeart idie pagdt didld tter gmiire00headtal mege vt \Wite iRje ast the

/ protec LNt i R rm;[]r} : t e agent term nal 100b acquired
t he V\ébtd%;yggelq%ﬂldgr (yta%ce%d;gwfsoo. t g{slcﬁdé:n Al%dned above. Thus) since the
custoner term nal003da and the agent term nal 100b have acquired the sane
Wb page cached he .cql | abo [on server 200, the an nduct a session
on the Wb page.é%4%he3{baerfaa{%4\l%<§lr%f e T g(t]‘%]o%/h%l%evg%bripﬁq%n w il be
made of wiileh dgher AIRIoM sveemtt Heraagerite araceds S qut iaoc gesrtc ArtaloldfedHAED page

ahead of_ th ust Qner.. se .that cqui.sition request. for, the Wb page
at /pr otagcetng:d/ TS ](%é%?%/oprt eecctoglgﬂ?boo HAD) SN T o ERE t ask
execut i ahepdted PHYe @it tdhee aAdnthaseratinveddyl Hert acddedoldab®TE on server

200. The A orization _header a JP9-2002-0060- JP aut henti cation
ot or maEei /A ISR e 220 R S eRrae W, BRdHd o
correspaha ragyendh teage s 10mb been cached up to this tine, the acquisition
request is sent fromthe c%l aboration server 2Q0 to the Wb server. 300
(see steps 401 t %ﬁﬂClB‘?ﬁ, hPat)s BRI 9 e PSRN R

i nf or natlioda iahd NteldRent) ddignidtquiliol onrdievhard keddiRd exanse with
the status code 401 is returned fromthe Wb server 300 to the

col | aborRE HER SAFYETRPY SHE TSt i ha) ThHRL SRS GG SOT EHARRIE 1 he
WAN Aut Revein aadee deragiritd bt ITB@HAStSE iTHaltwe) gt d yidntiald 10y

i nf or mat i on. %0048 The HTTP response i,s cached in t hg}qs# or e}ige devi ce of
the col XBGEST &Y L&t e dde WS 4P RISt % SRS RFFC 1n this
case, Sisude tdmgaijuilsationlrefiidsd Ssdiderd, he ff a/HE MAls tfmdhe session
owner and is diisabled from.inputting the authentication informtion, the

WAV Aut FREFACRe 1908089 Shfelagsid ((&F&idadpd B acgyd tpothe WPRD) . The
agent t gaienalt HIGHF drait hamdSCaipe &I diblR Y aSsRse HuSI @S mEd t'S

di spl ay device a screen notifying the agent that the agent termnal is not
aut hor | 28d f6F sBc & mafigy the ﬂﬁ%%%&é’rﬁpl‘@%‘f HResRidiSy s een on the

agent t uHeahvokd. tHe el ivaryoY thd M) ddHE Hd Hddratt AATS
restriction is inposed is displayed wthout displaying an i ndput field box

on a br &RSeryH FEETHRAH aBPé%IF ARG Hda faendx &M id? pardPriob. [ 0049]
Whien t hena@@ds tt@1ad e WK reeeiveadhe T Hhd e pRyavidiitd havest at us
code 401, the collaboratjaon control part 120b of the agent term nal 100b
noti fi eS$3Mfe CORLESHS 3 iayQauto00a of a change of URL as the session
target in the nogggdajcourse of activities in a collaboration session. Upon

recei pt of this notification, the task execution part 110a of
The aforementioned operations also apply to a case

where a given Web page in progress in the session is changed
to another Web page (URL). The same goes for change of URL
from the agent side. In this case, a Web page URL acqguired
by the agent terminal 100b is notified to the customer
terminal 100a so that both will acquire the same cached Web

page.
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26  JP9-2002- 0060-JP1 the custoner term nal 100a sends the col |l aboration
server 200 an acquisition request for the Wb page atp9-oa2edtosd/-fgea. ht n
(CGET /protected/foo.htm). The acquisition request does not include the
Aut hori zati on header as authentication information (see steps 401 to 404).
[0050] In the collaboration server 200) although the cache is searched
again in response to the acquisition request, since the HITP response with
the status code 401 previously received has been cached up to this tineg,

t he acqui sition wirglese isgdmy wWardet-dwoAdie i |y iadd ,om spswer 200 to
the Web server 300 (see steps 405) 406, 501, and 503). Since the

aut hent ic@&dyeorratieorid: ilsh Gre i RAGEEE iGR e tARdE FHNGSY dduest, t he

HTTP 1 espenes i bl ReStadfent QO 04q] iins Figf.unned f rom iag \Welpiserver 300
to the collaboration server 200 g_*ege step 504). This HITP response i ncl udes

t he WWAVRAS Heéntipdaite dhday @O imtfatt hee qeadivs qr@a&tedofcatq%)@ F@Hentddat i on

i nfor maticRrheMRAPTETR 2 83P¥IRE 139 .Caghedd Jthe SR WIRH GhLof the
col | aboration server 200, and sent to the custonmer term nal 100a (see step.

505, 407cus6¥mme4:1@)s thieu$ e s oFh QmeTh wHitdhdraws g os itden sesfuesti ®g i nput
of cust QRS '3 HRC Tt alR AR 1PASS WY Hed, diatR R c%%ﬁé‘ﬁcrr%%o'p%n%‘é ce of

the custoner term naI 100a. “Then, I n response to the TP r ésponse, an
acqui si tllnortheecwpetg'ry Wift EheuEigemt dat ithre [UATortmitlieo R 1(2AL}t9nolrnd@a3tqdonrheader)

i ncl udi Ry, P.s Ry 43 3l Ras Sch"éoro%nt QAGIH1lNS MED RAGE at

/protecte I's sent fromthe custonmer term nal "100a to 't he
col | aborsdmicen t§r@r\pe1|stm@r [te0EE oMexr ddld sxdrsdtiingn csaheerta(@ dtlnacts t he

aut hent i gat 'a‘?.ﬂ-.h!e’?l‘c qIJTRLI QD m&gJeVI it d(P st%g:f%cq:lﬂe?et A RS bod GeRla/ed.

and stores it In e storage
by anyone else

[0033]

Let us assume next that a change to a URL of a Web
page (contents), the access to which is restricted to only
the customer, is made in the above-mentioned session by the
customer and the agent.

In this case, if the customer has made the URL
change ahead of the agent, since having permission to access
the Web page concerned, the customer can acquire the Web page
without any problem. The agent can also acquire the Web page
cached in the collaboration server 200, thereby conducting a
session on the Web page.

[0034]

Oon the other hand, if the agent has made the URL
change ahead of the customer, since the agent does not ‘have
permission to access the Web page, the collaboration server
200 cannot acquire the Web page from the Web server 300. It
makes it impossible to conduct a session on the Web page.

In such a case, the collaboration system according
to the embodiment acquires the Web page using the customer'é
authentication information acquired from the customer

terminal 100a. The following provides a specific
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JP9-2002- 0060- JP1 steps 401 to 404). Although the cache is searched again
in response to the acquisition request, since the HFPP-respenseowrph t he
status code 401 previously received has been cached up to this time, the
acquisition request is forwarded fromthe coll aboration server 200 to the
Wb server 300 (see steps 405, 406, 501, and 503). Since the authentication
information is included in the acquisition request this tine, the required
Wb page is returned fromthe Wb server 300 to the collaboration server
200 (segesteppb94n. The Wb page acquired is cached in the storage device
of the coll aboration_server 200) and sent to the custoner term nal 100a
(see steps 505, (88?25)and 410). 1f both or either of the user ID and

password in thepadihent baat 508 renfFRLRRELOR s2E8  MeQBd o 1 PliRGE thize HTTP
response with the status code 401 is returned again, the custoner nust

start ovePTREdANtAE ShepcellpRputing agévercﬂagdiﬁa§§ﬁoemboﬁémsef-Up to
this time, the agegholfr Thnaligk00R Bag already recelvedqt bg HTTP response
for the URL /protected/foo.htim, and the collaboration control part 120 of
each teRAIRAB1LOONr E€GYAFEedHTRAL reAveR) Kas Be¥WAbspAghr §nPRed bet ween
each ot bera Bt tEPR1HGE 168 t Bg HTTPLEeRRRpS ' y the agent
term nal 108 S tﬁé statBs ggggp40?)ﬁZoF t he targg%aaggggggg. If this
state coantngésparhe2@8seofohhei kblhgborasion Eervert RBPefbeekmecessary for
t he age i . L ese a I SLLIOE e or. the Web page
and acqﬂb?%ﬁ%ggeaéb;gggéggg%ﬁédg?ﬁﬁgﬁg g%?lggé?a F%ﬁgge?%8& 00 so as to
synchr oaezeibheowRerbéswern4PReé . ag¥henantd castopwr ther sesalisn bwnehe

af orenepi Lo p he _C eptcation _inf i i.s stored
" the. CBF ABorapRaa7 Becbareothe By PHke 220 thel chRLRETRheBReEY Tir i
100b seadshehtiesfupsi thénrmegiest (Ahthdrokathenchetdee) tier impahdad
JP9-2002-0 - . th t 1N 00b can acquire any Wb page
accessi%Pegggt%E%H%ggg%ﬁéngfggggkn(?%g%r%g on. Once the authentication

i nformation has [0@88]lstored in the coll aboration server 200, even if the
custorer term ng 1008 agaessss Lhe (WL sLhrotected fgo.hini agaig or the
URL / protected/ ar ntnt, 2Uhe CAatRent i PEatiion SR o rat i on stBPe can be used
wi t hout thheanqedist olohheequetomEromotheeneesibheowser, | BhanBTpasswor d.

[ 0053] As scribed aboye and_acc ing tot enbodi nent ,  aut henti cation
[t or P el BEGREVACaRERoh BaBE BRDoRAeF SRat RoRRECsR LA Hl co ¢ he
access ohfekmabhibs festhectedrhgeonkyitbe (sespi andspwnend refskered in the
col | aborati server | kes ssi b a ss from anot h user

cort o Fari AT RePRE 208-pbh FBrng=PRE kRPN ener EatPoRRPRROPRAEPSA 8P access
aut hor i grLi epeofi fiba bgsshenaewnesifsea rbqueaseief reptietecead/ baephtm in
Oper at i anpl e . en en angother . user accesses such an .
acecs. SBATr of PBatPEsBEFEE ARBAq BRefnhEcatrBns ohach, ZERNEa A8 B8ESi on
owner i pgpesli ahel gesBibhabeseaccesswhen YRk aypabnedcaatiban with the user
concerned, the user, can acqui&e e.resource nere y resendigggthe access

t he, ly b
request ~TEQEPAEL SR EiaﬁBFelEf.u?ﬁEslﬁeéﬁg Pﬁ8F1?ﬁ§¥8§eFeﬁ8§SFh Bssi on

owner achnessebBgoheseHeee theUadTPheecnagesseawthebhzabiopaet the session
owner . L0054g TFe foregentioned og&nation exanpl es ,assuned that both of
the WebSPEGEE Y eFE?Bt& EeURFoBPREAT 18HAY pFBEeBFERABAF 1RPNF ©9PES ccessi bl e
with thessaegiauthbeat iaathencasher gabilen21dn (shepet hee,haod, ahda session
i's conducted b¥ accessing, Wb pages at Aﬁrotectedllfoo.htn1 and

/ prot ect8a2rbatEnfhe HREsEEngePASHPEREr &Rt thECERSPEORRPORI 41ai FBEL Ori es,

since ageessSsenllykekeli§e control part 220 checks whether the
contents of an HTTP response cached in association with the
URL is a status code 401, that is, whether the contents
indicate that there is no access permission (step 406).
[0037]

When the HTTP response cached is not the status code
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29 JP9-2002- 0060- JP1 generally perfornmed on a directory basis) different
user | Ds and passwords may be required to access theoye-Web2page.-Jen this
case, the session owner accesses each Wb page to | et another user acquire
the resource. It is therefore necessary for the collaboration server 200 to
prepare and manage a table or the like in which each piece of
authentication information is associated with a directory accessible with
the authentication information. [0055] As described above, in QOperation

Exanpl e 431 ,WigR cheheas Tont edWie a ritas caaadieded sa thes @elC paglehe URL is
synchroni zed but_ the contents of the display screen are different between

the ses&iONSEMEE by (BEnPRAVIEGE 10Rd T&AEREr uSEETEELFenalPROBT TP ot her
wor ds, tshedl/aeaRl VR PR 1 $aditSBhaY et @R st MBI @MW 1% ilt8lod nal 100
and a nessage screen (see Fig. 7) based on the status code 401 is displayed
on anot FEAUESEr e lFiofaltNEOG L S Obh @WHISET afiiehn 1for LURE Syredhrtdiei zat i on
provi ded Ry ;or nec0! 13RI RN Hon! Ba R (HaS aldspadsieqr hared,

anot her user termnal 100 cannot autonatically acquire the target Wb page
agai n. Tteardéngde 100nhd s&epseddit iadded 1€nbodi ment is such that the Web page

I's synchroni zed ygpl tW%éJﬁﬁ%l@fg%%qQﬁsfteQ%eﬁoé A e fdUB 0L her

user termnal 100 (agent term na . Alternatively, the functionality
or ot hervwheat utds &TTPhseadl/ Iralseiae eendewir pantari2 0l 2herke phedheanded,

t hough ssin %%?Q | icat ed. e .ex Si J o that the

| ayout %%%%%éafi%é 0 ?ﬁ%hgﬁgggﬁ% |§%Fg}gd1§hE§%bﬁ&?51%F%§%Ef%b i s conpared
W th t heagthiesr ,(skedswidi Emaly 488 )not Sratceh)i tt He PertmmeinefO@ totsit@p t han t he
SeSST 0N RN TlS AN GLLRrAs I I ALIUSORIAIIRY, Loltle Veb
page. It ‘enabl’es automatiCc s RChroni-zation of both screens. [0 “The
above deéscmiopWWyi Aashiemsd caltat hdfadeasdy Ceddgiiariod) ThRIeZ0G2-,006@ JP1
owner) ALl

h&ﬁ&’%%h% r%%%i%%!%%% &% Iogx%eaapreQ%ﬁn%h%h%P%% Sp%?%”N%%fyL
However, “since each parti ci pant i N sESSi o 1S specifie ram t'he "UA

t abl e 2i2sponsk)clct thet eremmialall Q@ Oused epy 468h user or participant is

| i sted, access aHhﬂﬁﬁization can be given to the terminal 100 (session
owner's termnal) 1°n"each session. In this case, when an access request for

a certain resoumten dthade dagtemmamamaltt Erdz ad % et thadhel GRL t he
col | aborati an.servyer 200 uses access authorization of anoqther, t.erm,nal 100
SO aooEbE ARt B rhe” AtARR B EARE sk A wP Feo B S0 gh Ere
- [ Advant agehef thbae 2uant iaod aAs stewc diolse d hato\td ea mt Tac ec@isghonget 0 t he
i nvention, ,access control can he realized in the_coll aboration temin
w o Qe aR SRR Srarere dole 48 oS £ Wk W FA0R G She Srrees
per m ssibgn the acoedeuitden teeueishehayds@o: de@nildached tyetaceaess t he
resource _under certain conditions. 4 D%scriptiqn,of t he Dr aw ngs:

g

[Fro TPPEoeE BRe 6 AGeanroroediimihg L2 SROHITARY Co% Moo at fon of
- a net Wohlagey e ttheWiiebh s r&@ld aer.ati on system according to an embodi nent
's applied. First, the HTTP send/receive control part 220 checks

whether the authentication information on the session owner

is stored in the storage device, and if stored, adds the

authentication information to the acquisition request from

the terminal 100 (steps 501 and 502). Then the HTTP

send/receive control part 220 sends the acquisition request

to the Web server 300 corresponding to the URL specified by

the acquisition request (step 503), and receives the HTTP

response from the Web server 300 to cache the same (steps 504

and 505). The HTTP response acquired at this time is either

the Web page requested by the acquisition request or the
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[Fig. 2] It is a block diagramshow ng the general structure of the

col | aboration system according to the enbodi nent coggbraobedogsbngpeiihe
network systemshown in Fig. 1. [Fig. 3] It is an illustration show ng
configurations of cache tables and UAI table used for session nanagenent by
a session managenent part. [Fig. 4] It is a flowhart for explaining the
operation of the coll aboration server in the enbodi nent when the
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terminal 100 (step 410).

On the other hand, if the WWW-Authenticate header
exists, the HTTP response is regarded as the status code 401.
In this regard, since any user other than the session owner
has no access permission to the Web page and cannot return
the authentication information, the HTTP send/receive control
part 220 deletes the WWW-Authenticate header that requests
input of the authentication information (step 409) and
returns the HTTP response to the terminal 100 (step 410).

[0040]

The following provides a detailed description of how
the customer (UAI [0001]) and the agent (UAI {0002]) works on
a Web page, the access to which is restricted to only the

customer, in a collaboration session under the control of the
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10\ when the customer accesses an access-controlled Web page
ahead of the agent. It is assumed here that the customer
accesses URLs /protected/foo.html and /protected/bar.html as
the access-controlled Web pages to which access is permitted
with the same authentication information (user ID and
password) .
[0041]
Suppose that an acquisition request for the Web page
at /protected/foo.html (GET /protected/foo.html) is sent from
the task execution part 110a of the customer terminal 100a to
the collaboration server 200. The Authorization header as
the authentication information is not included in this
acquisition request (access request without authentication
information). Since the corresponding Web page has not been
cached up to this time, the acquisition request is sent from
the collaboration server 200 to the Web server 300 (see steps
401 to 405, 501, and 503 in Figs. 4 and 5). Then, since no
authentication information is included in the acquisition
request, the HTTP response with the status code 401 is
returned from the Web server 300 to the collaboration server
200 (see step 504). The HTTP response includes the
WWW-Authenticate header that requests input of the
authentication information.
The HTTP response is cached in the storage device of
the collaboration server 200, and sent to the customer
terminal 100a (see steps 505, 407, and 410).
[0042]
The customer terminal 100a that has received the

HTTP response displays on the screen of the display device an
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10\ In Fig. 6, an input field box 602 is displayed on a browser

window 601 displayed by the task execution part 110a.
The customer enters user ID and password, and
confirms them (by pressing the OK button) to send the

collaboration server 200 an acquisition regquest with

authentication information (Authorization header) including

the user ID and password so as to acquire the Web page

at

/protected/foo.html (access request with authentication

information).
[0043]
The collaboration server 200 extracts the

authentication information included in the acquisition

request received, and stores it in the storage device (see

steps 401 to 404). Although the cache is searched again in

response to the acquisition request, since the HTTP response

with the status code 401 previously received has been cached
up to this time, the acquisition request is forwarded from
the collaboration server 200 to the Web server 300 (see steps
405, 406, 501, and 503). Since the authehtication
information is included in the acquisition request this time,
the required Web page is returned from the Web server 300 to
the collaboration server 200 (see step 504).

The Web page acquired is cached in the storage
device of the collaboration server 200, and sent to the
customer terminal 100a (see steps 505, 407, and 410).

If both or either of the user ID and password in the
authentication information are wrong, since the HTTP response
with the status code 401 is returned again, the customer must
start over from the step of inputting user ID and password.

[0044] |
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When the customer terminal 100a acquires the Web

page at /protected/foo.html, the collaboration control part
120a of the customer terminal 100a notifies the agent
terminal 100b of a change of URL as the session target in the
normal course of activities in a collaboration session. Upon
receipt of this notification, the task execution part 110b of
the agent terminal 100b sends the collaboration server 200 an
acquisition request for the Web page at /protected/foo.html
(GET /protected/foo.html). Although the acquisition request
includes no Authorization header as authentication
information, since the Web page acquired in response to the
acquisition request from the customer terminal 100a has
already been cached in the collaboration server 200, the Web
page is returned to the agent terminal 100b (see steps 401 to
403, 405, 406, 407, 408, and 410).

Thus, since the customer terminal 100a and the agent
terminal 100b have acquired the same Web page cached in the
collaboration server 200, they can conduct a session on the
Web page.

[0045]

. Suppose next that an acquisition request for another
Web page at /protected/bar.html (GET /protected/bar.html) is
sent from the task execution part 110b of the agent terminal
100b to the collaboration server 200. The URL
/protected/bar.html is a Web page accessible with the same
authentication information as the URL /protected/foo.html.
Since the corresponding Web page has not been cached yet up
to this time, it is acquired from the Web server 300.

The acquisition request sent from the agent terminal
100b includes no Authorization header as authentication
information to access the Web page at /protected/bar.html.
However, since the Authorization header extracted from the

previous acquisition request from the customer terminal 100a
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is stored in the collaboration server 200 (see Fig. 3), the
stored Authorization header is added to the acqguisition
request and sent from the collaboration server 200 to the Web
server 300 (see steps 401 to 403, 405, and 501 to 503).

In this case, since the authentication information
is included in the acquisition request, the required Web page
is returned from the Web server 300 to the collaboration
server 200 (see step 504). The Web page is cached in the
storage device of the collaboration server 200, and sent to
the agent terminal 100b (see steps 505, 407, 408, and 410).

[0046]

When the agent terminal 100b acquires the Web page
at /protected/bar.html, the collaboration control part 120b
of the agent terminal 100b notifies the customer terminal
100a of a change of URL as the session target in the normal
course of activities in a collaboration session. Then the
customer terminal 100a acquires the Web page at
/protected/bar.html in the same manner as the agent terminal
100b acquired the Web page at /protected/foo.html as
mentioned ahove.

Thus, since the customer terminal 100a and the agent
terminal 100b have acquired the same Web page cached in the
collaboration server 200, they can conduct a session on the
Web page.

[0047]
<{Operation Example 2>

Next, the description will be made of the operation
when the agent accesses an access-controlled Web page ahead
of the customer.

.Suppose that an acquisition request for the Web page
at /protected/foo.html (GET /protected/foo.html) is sent from
the task execution part 110b of the agenﬁ terminal 100b to

the collaboration server 200. The Authorization header as
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the authentication information is not included in this
acquisition request. Since the corresponding Web page has
not been cached up to this time, the acquisition request is
sent from the collaboration server 200 to the Web server 300
(see steps 401 to 405, 501, and 503). Then, since no
authentication information is included in the acquisition
request, the HTTP response with the status code 401 is
returned from the Web server 300 to the collaboration server
200 (see step 504). The HTTP response includes the
WWW-Authenticate header that requests input of the
authentication information.

[0048]

The HTTP response is cached in the storage device of
the collaboration server 200, and sent to the agent terminal
100b. In this case, since the agent terminal 100b is not the
terminal of the session owner and is disabled from inputting
the authentication information, the WWW-Authenticate header
is deleted (see steps 505, and 407 to 410).

The agent terminal 100b that has received the HTTP
response displays on its display device a screen notifving
the agent that the agent terminal is not authorized to
access. Fig. 7 shows an example of the display screen on the
agent terminal 100b. In Fig. 7, only a message indicating
that access restriction is imposed is displayed without
displaying an input field box on a browser window 701
displayed by the task execution part 110b.

[0049]

When the agent terminal 100b receives the HTTP
response with the status code 401, the collaboration control
part 120b of the agent terminal 100b notifies the customer
terminal 100a of a change of URL as the session target in the
normal course of activities in a collaboration session. Upon

receipt of this notification, the task execution part 110a of

26



10: 10:=10% & ()-!'Sm'10%c& ()-/SmM'10% & ()-/)_" ?asaccc{Y7/~_ @1
1V # 109VE () - ! f#1 109V () - #! 109V () - JP9-2002-0060-JP1
f#10%& ()-)! SY"10%vVE () - @ SY" 10%WWK' () - @ccccde. gi _= 1°
111SZ" 100\ & ()-0'SZ"10%\ & ()-0SZ"10% & ()-0@®@10% & ()- 10M 10M
10M=1098 () -ijjJji))kk~=1 111SmM10% 0" o0& ()-f/SmM10% & ()-f/S10% o0& () -
10\ 10\ 10\=10% & ()-!SZ"10% ()-O0k?nptqgzqg}q~qqqz[PE: 1 1! 10'o
the customer terminal 100a sends the collaboration server 200
an acquisition request for the Web page at
/protected/foo.html (GET /protected/foo.html). The
acquisition request does not include the Authorization header
as authentication information (see steps 401 to 404).

[0050]

In the collaboration server 200, although the cache
is searched again in response to the acquisition request,
since the HTTP response with the status code 401 previously
receivéd has been cached up to this time, the acquisition
request is forwarded from the collaboration server 200 to the
Web server 300 (see steps 405, 406, 501, and 503). Since the
authentication information is not included in the acquisition
request, the HTTP response with the status code 401 is
returned from the Web server 300 to the collaboration server
200 (see step 504). This HTTP response includes the
WWW-Authenticate header that requests input of the
authentication information.

The HTTP response is cached in the storage device of
the collaboration server 200, and sent to the customer
terminal 100a (see step. 505, 407, and 410). Thus, as shown
in Fig. 6, the screen requesting input of customer's user ID
and password is displayed on the display device of the
customer terminal 100a. Then, in response to the HTTP
response, an acquisition request with authentication
information (Authorization header) including the customer ID
and password to acquire the Web page at /protected/foo.html
is sent from the customer terminal 100a to the collaboration
server 200.

[0051]

The collaboration server 200 extracts the
authentication information included in the acquisition

request received, and stores it in the storage device (see
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steps 401 to 404). Although the cache is searched again in

response to the acquisition request, since the HTTP response
with the status code 401 previously received has been cached
up to this time, the acquisition request is forwarded from
the collaboration server 200 to the Web server 300 (see steps
405, 406, 501, and 503). Since the authentication
information is included in the acquisition request this time,
the required Web page is returned from the Web server 300 to
the collaboration server 200 (see step 504).

The Web page acquired is cached in the storage
device of the collaboration server 200, and sent to the
customer terminal 100a (see steps 505, 407, and 410).

If both or either of the user ID and password in the
authentication information are wrong, since the HTTP response
with thé status code 401 is returned again, the customer must
start over from the step of inputting user ID and password.

[0052]

Up to this time, the agent terminal 100b has already
received the HTTP response for the URL /protected/foo.html,
and the collaboration control part 120 of each terminal 100
recognizes that the URL has been synchronized between each
other. But the fact is that the HTTP response received by
the agent terminal 100b is the status code 401, not the
target Web page. 1If this state continues, the session will
not start. It is therefore necessary for the agent terminal
100b to resend the acquisition request for the Web page and
acquire the Web page cached in the collaboration server 200
so as to synchronize the URL between the agent and customer
terminals.

In the aforementioned process, the customer
authentication information is stored in the collaboration
server 200. From then on, even when the agent terminal 100b

sends the acquisition request ahead of the customer terminal
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in the collaboration server 200, even if the customer
terminal 100a accesses the URL /protected/foo.html again or
the URL /protected/bar.html, the authentication information
stored can be used without the need for the customer to
reenter the user ID and password.

[0053]

As described above and according to the embodiment,
authentication information acquired when a session owner has
accessed a resource, the access of which is restricted to
only the session owner, is stored in the collaboration server
200. It makes possible access from another user
participating in the session using the authentication
information or access authorization of the session owner (see
the case of /protected/bar.html in Operation Example 1).

Even when another user accesses such an
access-controlled resource ahead of the session owner, since
the session owner immediately initiates access for URL
synchronization with the user concerned, the user can acquire
the resource merely by resending the access request
(Operation Example 2). This means that the user has the
session owner access the resource to use the access
authorization of the session owner.

[0054]

The aforementioned operation examples assumed that
both of the Web pages at /protected/foo.html and
/protected/bar.html are accessible with the same
authentication information. On the other hand, if a session
is conducted by accessing Web pages at /protectedl/foo.html
and /protected2/bar.html existing in different

access-controlled directories, since access control is
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generally performed on a directory basis, different user IDs

and passwords may be required to access these Web pages. 1In
this case, the session owner accesses each Web page to let
another user acquire the resource. It is therefore necessary
for the collaboration server 200 to prepare and.manage a
table or the like in which each piece of authentication
information is associated with a directory accessible with
the authentication information.

[0055]

As described above, in Operation Example 2, when the
session owner has acquired a resource, the URL is
synchronized but the contents of the display screen are
different between the session owner's terminal 100 and
another user terminal 100. In other words, the target Web
page is displayed on the session owner's terminal 100 and a-
message screen (see Fig. 7) based on the status code 401 is
displayed on another user terminal 100. In the operation for
URL synchronization provided by normal collaboration, since
the URL has already been shared, another user terminal 100
cannot automatically acquire the target Web page again.
Therefore, the aforementioned embodiment is such that the Web
page is synchronized only when the acquisition request is
resent from another user terminal 100 (agent terminal 100b).

Alternatively, the functionality or other features
of the collaboration control part 120 may be extended, though
processing becomes complicated. The extension is made so
that the layout or the like of the screen displayed on each
terminal 100 is compared with the other, and when they do not
match, the terminal 100 other than the session owner is
controlled to resend the acquisition request for the Web
page. It enables automatic synchronization of both screens.

[0056]

The above description assumed that the user (session
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permission. However, since each participant in a session is
specified from the UAI table 212 in which the terminal 100
used by each user or participant is listed, access
authorization can be given to the terminal 100 (session
owner's terminal) in each session. In this case, when an
access request for a certain resource is made from an
unauthorized terminal 100, the collaboration server 200 uses
access authorization of another terminal 100 to acquire the
resource and return it to each terminal 100.

[0057]
[Advantage of the invention]

As described above and according to the invention,
access control can be realized in the collaboration system in
which, even when only particular one of users working
together has access permission to a resource, the other users

are allowed to access the resource under certain conditions.

4. Brief Description of the Drawings:

[Fig. 1] It is a block diagram for explaining an
exemplary configuration of a network system to which a
collaboration system according to an embodiment is applied.

[Fig. 2] It is a block diagram showing the general
structure of the collaboration system according to the
embodiment constructed using the network system shown in Fig.
1.

(Fig. 3] It is an illustration showing
configurations of cache tables and UAI table used for session
management by a session management part.

[Fig. 4] It is a flowchart for explaining the
operation of the collaboration server in the embodiment when
the collaboration server honors an acquisition reguest and

returns an HTTP response.
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on a customer terminal when receiving a status code 401.
[Fig. 7] It shows an example of the display screen
on an agent termimal when receiving the status code 401.

[Description of reference numerals]

100 ... Terminal, 110 ... Task execution part, 120 ...
Collaboration control part, 200 ... Collaboration server,
210 ... Session management part, 211 ... Cache table,
212 ... UAI table, 220 ... HTTP send/receive control part,
300 ... Web server, 400 ... Network.
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