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(1) Field of the Invention The present invention relates to a system an

met hod whi ch K ire g such as nusic and vi deos distributed
Vi a connunic&ﬂ?@ﬁgqgflghgggggggﬁggﬁﬂg%d especially relates to a 10
technique that is @ententdisage Management! Systenedndufontent Usagage
rights of the content and to control over the psage of the content such as
to restrict the number of times t38?@3985@%@xpﬁ@§ﬂ¥%ntent, etc. 15 (2)
Description of the Prior Art In recent years, systens that distribute sone
digital productions such as nusic, videos and ganes via the Internet or

digital br6adBACKGRAUNDLOF THE INVENREON part of themis nowin a
phase for pr ac‘(tifal Fiafd EPEh%i fhienitibpd these contents, 20 the
r an

met hodol ogy of ght "managenent and usage control (DRM Digital Rights
Managenent ), whi Ther psesént dnveatiomirelated tor apsystermni and( phethi@d awbach)
novi ng and copying for the distrihuted content. have .al so Qeen..exam ned
from's vi ewpoenaee s didftacdhtank siEn s rilsic 845 ets JisHITHER Vs
di gi tal conterdorfimtniditions @Ysb?ﬁédc%%tﬁ?,n and b'@ﬁeﬂ:@@ﬂ?eﬁléﬁﬁ'@e@
Pat ent Application Nos.2000-48076 and 2000-293439, have been nodeled to
di stri but d%a Jeshpiduecthat is Redormed inop suaple andagsuned MmanmemEo
content itself gq{;qép | [

user term nal mégia‘i};sel 51. O?Fgﬁg?pﬁgérﬁngﬁggtge gsft}g'éér] %ﬁ{oghtggﬂ %ﬁggh@s{g@
ri ght to see tdontendvsechnas toxresthnickethe musmbereofitimesctarireprodece the
the content q nmoyie together with its usage rule indicating, "Matrix
con be 1 ol ReCS |

15 - (2) Description of the Pl;ipr Art
In recent vyears, systems that distribute some digital
productions such as music, videos and games via the Internet or
digital broadcasting have been developed and a part of them is
now in a phase for practical use. For distributing these contents,
20 the methodology of right management and usage control (DRM:
Digital Rights Management), which restricts the numbers of
reproduction (play/playback), moving and copying for the
distributed content, have also been examined from a viewpoint of

copyrights protection, etc.

-25 The conventional digital content distribution systems, as seen
in the Japanese Laid-Open Patent Application Nos.2000-48076
“and 2000-293439, have been modeled to distribute a usage rule of
the content for each user together with the content itself to a
recipient side to make everything be managed by a user terminal
30. side. |
For example, in case a user wants to purchase a right to see the
movie "Matrix" three times, the user terminal receives the content
of the movie together with its usage rule indicating, "Matrix can be



viewed three tines" via communication froma distribution server, and the
reproduction of the content is under the managenent according to the rule.
Once the abovenentioned rules are sent to the user termnal, s the

When "Nt i x» VEWHGL B8 prESe oracs iR tatlobi ol 3P 8iste| i <Gt ™"
termnal, a pramgsthd repraduction ok the evatehedis’ and@citheyneanbgeméent
nunber of views all owed |Baéhe usage rules managed io by the termnal.

Then, a proce®CGAding e t¥1®r ohi bit any views when the number of views
itted b [ 'y [ '
permtte econ’e%\r‘g r?l;\%u%l?%\rl]émnégshﬂé% H[;é Lint 86 tﬁ%’"\ﬁ%%tb@l?;ﬁl\mal,

digital content distribution server

equi pped wist h theudistributignrsenveriis satlabges involvedawitht thesisage rule of

i nformati on, 3%%% gf the users registered as a nenber, a content

I nformation d Ys&M1003 that stores a content key to encrypt the content

and usage rul es WhendMahtix" dscvieveed blatrebredultitg theicontentsstorednaent ,
a user authentication unit 1002 that executes yser authenticati o‘%r eaac.?l'?

content infor HACHEREMUNRALNA RTACEsSO0 FRdUCEM oNne:ts e¥RcEted

oo con ! o i i nt
L7 M b 6 bl S STIES !

by the usdo0' s hwthederminatailihen,sa@rogess islexecuit®d soqprohibibanynviews

content  dar abadhendilfe MMBRFHE Vs denid R ARk EIGT . 1005 ¢ hat
encrypts the conFigut lwishows he stroictute kef thied conmventionahtdigitalncont@i®
t hat communi ccix er term nal 2000. On the other hand, the user-

tgs \MFIh a u
terminal 2000 IStRIBYHIANSYRFEM-2 30 communi cation unit 2001 t hat

conmuni cates wit j diseriiution Rerver 1660 18'eqlippedwitiVal B56F méhapeﬁaehege
unit 2002 that stores ID information, a_storage unit 2003 (HDD) {hat
stores thdScorflai@basact(filedhal skarest IPninforanabionde @tgpt Pbnthei tserse

that -2 registered as a member, a content information database 1003 that

stores a content key to encrypt the content and usage rules of

content, a content database 1006 that stores a content, a user

authentication unit 1002 that executes user authentication, a

20 content information generation unit 1004 that generates content

information including usage rules of content and information of a

content key, a content encryption unit 1005 that encrypts the

content information by the user's unique information such as a

user ID, etc., a content acquisition unit 1007 that acquires the

25 content specified from the content database 1006, a content

information encryption unit 1008 that encrypts the content with

the content key and a communication unit 1009 that
communicates with a user terminal 2000.

On the other hand, the user terminal 2000 is equipped with a

30 communication unit 2001 that communicates with the distribution

server 1000, an ID information storage unit 2002 that stores ID

information, a storage unit 2003 (HDD) that stores the content

encrypted, a content information decryption unit 2006 that
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decrypts the content key and usage rules fromthe content information
recei ved, a usage rul e managenent unit 2007 that manages the usage rules
and the content key of the content, a usage ruI e processing unit 2008 t hat

processes the en the cont repr,odu a, .con
decryption unl‘f ltﬁﬁt C&’Y\i}%t é(etyhea'a m”ér?t q)y'pl'“%g %E&man‘fhé §8ﬁtﬁmred
fromthe UsaGﬁdehﬁter%%@l\V'édU'H tu nienmidwagehrentriumite200Znthat
external nedia access unit 2004 that ou puts the content to an external

medi a 5000. 10MANGges 5h©m§5§99r6¢|@§saf‘ldoﬁh¢o¢°ﬂ%n'€:é’§y oficthe gontent raul
h
2000  purc asgfséoqgm Focddd thﬁi@@dfk*’dﬁdt%rééég s]‘?@pur é"rﬁlﬁe

dlglta| conte I On SyS en a user reques ase
content, the wbemrtheamnhentmst réppaducnedhea wcomterdr deasy ptioto uaity 2065 |1 D

15 informatio he user .term nal Q0 ich is stored in.th D

i nf or mati on 535' géeﬁ'ﬁ\(l?tszébg C%ﬂge'gér%cy tm]?. gor\%ﬁnﬁf'ﬁmq%r ¢Hompthe
cont ent _pur chagfadequtsiprotessingi shlt BOUBIWIRGN ttie HORS atE1AMY addcanser
aut hentication unit 1002 receiving this infornmation

conmuni cat i on @¥ernapdguegia decessunib 2084 U@t/@r‘-‘tpiﬁéoth,%lq ‘@é"q tow@nn

the ID i nfornfg){t(é@néq %ﬁa'é Bgg§ user managenent database 1001 to execute
user authenticatlion t hen passes the content purchase request to the

content i1af or maFigan2 gdrowsita pnooess flmocfoq-stt(measeztherusecctemnnal 2000

content. pur chauiichasHy Hhe' cARReaE SE6H Thed distriblBorhsBRFER L 6P0; UF s o
of the purchastﬂgmamﬁmﬁeﬁtr@mthlmw@m@ﬁtemnforrrat|on dat abase 1003 and

t hen passes the ntent key with the .information of th ur chase t ent
to the content Bg‘ﬂlﬁ'&w@l t'?;% FuliQqUeRFs. sopufa'%aﬁﬁnt i ARy ,| o

including i ”féUrﬁWlhﬁftéﬂoﬁ henits2o0 1’ 'fﬁ%ffé‘@lé‘é?“f@l%lﬂf@b’zm@%lﬁ?ég md

passed to the content i nformation encryptlon uni t , and t hen
cont ent i dfor dafeunasin \ft the user te@o'sn@ﬂ.czqgﬂsvwm@hctsnsmed - the ID

information storage unit 2002, and sends this ID information with
the content purchase request to the distribution server 1000
(51001).

The user authentication unit 1002 receiving this information

20 through the communication unit 1009 on the distribution server
1000 collates it with the ID information stored in the user
management database 1001 to execute user authentication, and
then passes the content purchase request to the content
information generation unit 1004 (S1002).

25 The content information generation unit 1004 executes a billing
brocess for the content purchase, acquires the usage rule and the
content key information of the purchased content from the content
information database 1003, and then passes the content key with
the information of the purchased content to the content

30 acquisition unit 1007. Also, the content information including
information of the usage rule and content key is generated and
passed to the content information encryption unit 1005, and then
the content information encryption unit 1005 encrypts the content
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i nformati on (S1003). The content acquisition unit 1007 acquires the

rel evant content fromthe content database 1006, and the content
encryption unit 1008 encrypts this content by the content key (S1004). 5
The conmuni catign un'bl 12@3 the distribution server 1000 sends the
encrypt ed contBHRFMALIQT, rpgf%/)pt ed content information to the user

term nal 2000. TyRecsumteEntcatqaisition uAPO1007 hquirey therelevanteontent
receives the encrypted content, and t he io information

ncrypt ed cont ent
i ncl udi ng t he fE@RAL &he mtmdagag@seulﬁomfeﬁ? &RONtERb HNCrYRTIQR UL e
content to th r }*H”t's't t ent
information i 21 a go sent totfﬁ%gé’%@%ﬁéﬁ?ymﬁﬁgg:?ég% eé?lgal n unit 20086.
The contens i nf oT het commedigatiom umit 11009 oodhealdistribputionesenvey ptQRQ0

fhem 1n the urd ith¥ -Bndsuntid FPhTEhe7 YndoaE Hhdrpted CoRtent®
process fl ow fiafokmatias ottt user termine! 268000 reproduces the content in

this digital content distribution system 0 Wen the user, request )
reproduce the coﬁﬁ@ntqommuﬂé%éoﬂullﬁ”ﬁr'(?&é%i Yy Gher uskis r@d’(ﬁmr}és%é’l@o

usage rules a n e I t t bg} PESRY ' he
usage rul e -mﬁ%ﬁﬂ%ﬁt ttll}ﬁi %’ea%@@pfégog%rﬁgﬁl cmkghgaheéﬂg%er of %n‘t?n‘t
repr oduct ilon (information iinsluding the wentent kpycandaysagetmdedsdigemationul e

hurber” of r eprGULBEn e SRHGEBE Blnkent' G2 he, SRt WiEag80s, soife
usage rul e anctofedc{81006)key are stored in the usage rule managenent
el evant  cont ent The cantent Titsiiuetian 1€ sl sedsgssshe strtgntdnrhEmasionn
by the conterdedipthoRYuRFE 2008 tTReUEdAtent! MfBFATARTSNNAeePyptidiP&unitand
reproduces the content (S2007). -4 . .
15 2006 decrypts the encrypted content information, takes out the
' content key and usage rule, and stores them in the usage rule
management unit 2007 (S1007).
Fig. 3 shows a process flow for the case the user terminal 2000
reproduces the content in this digital content distribution system.
20 When the user requests to reproduce the content, the usage
rule processing unit 2008 acquires the usage rules and content kéy
for the relevant content being managed in the usage rule
management unit 2007 (S2001) and checks the number of
reproduction (how many times it allows to rep'roduce) in the usage
25 rule (S2002).
If the number of reproduction is bigger than zero (52003), the
number of reproduction in the usage rule is decremented (52004)
and the usage rule and the content key are stored in the usage rule
management unit 2007 (S2005).
30 The content decryption unit 2005 acquires the relevant content
from the storage unit 2003 (S2006), decrypts the content by the
content key provided from the usage rule processing unit 2008,
and reproduces the content (52007).
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When the nunber of reproduction is not bigger than O in Step S2003, it
term nates the reproduction process. The imge/sound reproduced in the
content are output from the content decryption unit 2005. Also, if the

content is noved out . s or. copied to the external ngedia 5000, th .
i mage/ sound of the M?Bnth%r‘g-%&ﬁfupftr@ﬁ uskiaRnig “P&db@%%@ﬁﬁinaot%

external medigyar SoRRINIK teithatkl 816 FeotBaReich phécksaks of

confidential i mat | or, I nformation storage unit 2002, the
cont ent i nformati onThievirdageysouod reprodwosd dindhencontenfare iodtpatdfgontnt

' o Csecuri g el frerRptr uht 20052 A8y, fEeide EohtRRt s ok e bat
| oaded to the giseppied ntaahe?@&ernbh mieidiacsee0, Wwiee irhagefsoumeal iofntioé
the usage rule and .15 content, key. .is trans&ir red, t osb?ﬁ} usagﬁ_l rul e

processi ng uniGOTIGHE are AyEMet §eathe rexternal madia vigothe xdegnal
i nformation i snelligadde’d @ﬁg: ggbgut fromthe security nodule. Then, the
: : 5

usage rule processing unit ecrypts these information to use. |

addi ti on, when the Upappdente am:ddtauykiyeathseoﬁwgﬁidemtsjat@nfﬂmaiwmg?mit
2008 i in. - i 0 i LS .

Choe hoan toan LM ARBR, (MAEIHRTED 200, € Contbnt 1RGFHRikfoh

o ey Ot cechypton Ui 2006 and the usageauls maragomennuet 2007
o e Lsaodhiiianglk B8 beh ¥l iftermation Sre g nrily Eeffizefiiaer o
are probl ens 3§edtﬁ4iw3\fhoﬂ&)e%Wseénma%f@,nbnwhﬁ@s@tuﬁ'h% HecedEald use

is necessary for the user termnal so that it may require having 30 high
| oaded functi de9ded taghesuser ermiaal 2000.Si nce the distribution server is

Pt ot o cons oot ThT0Fas8 beAT I GFTIGN: F 155 Rkt e ans,
when the 15s content key is transferred to the usage rule processing unit 2008
-from the usage rule management unit 2007, these information is
encrypted and output from the security module. Then, the usage
rule processing unit 2008 decrypts these information to use. In
addition, when the usage rule updated by the usage rule
20 processing unit 2008 is stored in the usage rule management unit
2007, it is encrypted oncé again for sending out to the security
module.
In the conventional digital content distribution system, the
usage rule of the content for each user is managed in such a way
25 by the user terminal side. |
However, when the usage rules for each user are managed at
the user terminal, there are problems as follow.
(1) A complex management scheme of the usage rule is
necessary for the user terminal so that it may require having
30 high loaded functions on the user terminal.
(2) Since the distribution server is not involved with any usage
and right management processes for the distributed content
at all, it is unable to track the content and detect when the



content has been copied to what nedia even if the content is copied or the
| i ke happens on the user termnal. (3) Wen the storage nmechanism (HDD) in
the user termnal is crashed, it is difficult to restore the usage rule,

The i nformat o) Cheebt e BERRECARI th17hak fielRy bvEfL it coRseRtie™ "

the nunber of reproopieti onthé ltke dvaggperss lon thetuserutegninal.e for a
previ ously purghased, content .if any new caonte Ls.10 purchase or, to.add
B Pew lsage r . - SHREN HRE stosads mehaiany P Blaity BB e Seetingl 45
software on the  dicrhShed! iels aRFicult 89Fedtsre theliske rihe! etr Becduse
actually difficult to p_er’formthe processes for such service to expand
some usageSrul e or thereds aonmeans ethes than thenusey termingy te paipdain
possi ble to consid a. ; whi ch makes all of each user's usage rule
be managed at the %h %mgﬁﬁ%ﬂn erver side, and nakes the user term nal,
wi t hout havi ngt)anyFarothose casestte pesfgerm uservigeqsuch @ise toomake theel f

ibly th tent Kk ly jif th tent is.en ted) f 20.th
(st but i on ser vemumPerGARPEABSHIan oh L A g mat I JRcde usaiR alie!,
such a case, there fop g BFWi@BI?SPEgEHQ%d Eéhﬁ@hf‘cﬁ éhg;ﬁejv@ EOn ket g

over the use of the content after content has been nded_over to the
user ternilfal, the REhaseashnoRato caddudeneme usagentulg t abey Bnbecomes

limtation 25 (espegi p L VAR E HM@%’ T
present invention ﬁ‘gé;éa%a%a?fybftg {:Qgégltévgthrl?ese con'\ﬁ/ée]r:?ﬂgng# pro %&h&fﬁe
ai ming at provi di nglistrdbotion sepegeangousenterminal.shiserefiored itsactually
managenent net hods

a user termnal i n%{?ﬁgﬁ’%ﬁr@bgﬁﬁéﬁggﬂfeei?héﬁﬁﬁég&b% .orﬁli‘lﬁ%sgg{e;yﬁ,f& gﬂ%%&é -
| oads of process a&Hraet isageauleadmtoddd bnew eafer to achieve
abovement ilgned ob] %&ditwﬁaﬁﬁmit?nr;lay also be possible to consider a model,.
which makes all of each user's usage rule be managed at the
distribution server side, and makes the user terminal, without
having any control over the usage ruie, acquire the content itself
(or possibly the content key only if the content is encrypted) from
20 the distribution server via communication each time it is viewed.
However, in such a case, there is a problem as follows. ;
(5) Since there is no control over the use of the content after the
content has been handed over to the user terminal, the user
terminal can use the content without any limitation

25 (especially, reproduction). -

SUMMARY OF THE INVENTION
The present invention Iis available to solve these
conventional problems, aiming at providing a content usage
30 ménagement system and content management methods, etc. that
make the server control usage of a content in a user terminal in a
simple and assured manner without giving any extra loads of
process onto the user terminal.



usage nmanagenent systemrelated to the present invention includes a
termnal device that uses a content as a digital production, and a server
device that nanages usage of the content 5 on the ternmnal device via a

transm ssion |ine, erein the rver eV| ce includes h gon
memory unit oper abl ﬁ?t% d%rﬁ?r 'Fvﬁhta ﬁﬂ?‘q{}fe e?&lee‘lt]:gtgwg é@é@%ﬁ
right of the gRRARN MATEGENREhE SystetAr rafgtedeto t tket preseat deveatiorand
a license ticket issuance unit_ operable to generate a |license ticket b sed

on to a requedfckudes sauserminal i @ﬂvlq%fm%tu%ﬂstﬁa@qmmataés ) bgllta

th d t th

Lhe vease 11 IBrotfickiddahd 4 BEryeRHEUACe ot Menblies hespa prtkebntadt t ne

operabl e to rerethe terminad adedcei vieca transrmssmm Hme,smhmaﬂd:hecser\aem a
t ent trol bl t 15

sccording to. diviteaiptilidas °F B8R (BrGeREn ehbEd MrutnSesfRbfEite,

this specifi C@héﬁi‘orlzéfﬁgﬁtGﬁﬁﬁﬁna@iforﬁrémwnto an@éalgea-ight of ap&y Qéht)@ﬁt for
usi ng the content such as "reproduction copylng

the content, qmiﬂedngo dfUSSe WAt BEEST eaé%“’@'egﬁw c%’tﬁbl@ H-'rﬁﬁ@/en
further i ncl ”(t{ sﬁﬁ@ﬁpf@ﬁab?ﬁp 58%@&*&? a3 t vance? |ff

"license |nforna 1 on icense tiIcC et I n
t he content usapequestdeomna user as kighpdnéarmatiomdhat iwd@cattesealpameé

i cati vo 2" the Dol TASHE SikitiRE: 4 SRE Fraf A HiTed theditahRhHicRat "

e L heXf tor thishetdreninala deviee; cand the Eeﬁ'fm?ﬁ'eege""i??mfgg???'a to
the usage ri gWﬁcefwmgcaﬂéﬁoeﬁraEie Tocescrine tik ieense Heket Rent framd

5 ot necessavbpiddviee! 8 BorteAcasige CEHINGE LbIEopBFabRe Hé%ﬂﬁltrrbgct

entitled to the user, usage of he content can be controlled just
managi ng a5partsage oﬁéh@s@@etemt gncoedtng tedheousageudghtindicatedapvkhen

the |icense t'%%@fve@rfﬂ:ense E'Jr&r @by remar kably reduces a | oad of process
required for t

In this specification, “usage (use)” of a content includes all
- operations for using the content such as “reproduction (play)”,
“*moving”, “copying” of the content, “printing” of the content for an

20 electronic book, and even further includes pre-actions for these
operations such as downloading of “license information” (i.e. to
download a license ticket in advance).

In the content usage management system composed in
such a way, the license ticket issuance unit generates the license

25 ticket as right information indicating a part of the usage right
entitied to the user and sends the license ticket to the terminal
device. Also, the content usage control unit in the terminal device
controls the usage of the content according to the usage right
indicated on the received license ticket.

30 Therefore, it is not necessary for the terminal device to
manage the entire usage right entitled to the user, and usage of
the content can be controlled just by managing a part of the usage
right entitled to the user that is shown on the license ticket, and



managenent by the term nal device. Additional I'y, the server device can
grasp a status of content usage on each termnal in accordance with the
| i cense ticket issuance. When the content is 5 copied at the term nal

Copyi ng per m SBRERDY: ECTATKED NnERauARS  dolspd, A PROCHES FEr e 3brring,q

to keep trackp9hnh@erientepy thel Ternipcaudeviee. sedditiofanysethe! dervée
usage right entitléd to the user, it is easy to restore usage rules, etc.

of the user we@vigeicARtGFaRR FtatYSN) CORtERt Ysaaeran eachcenmindlalhed.
It also makesdd-fantel Riflf thd ﬁc@pEEoﬁE%Sfi§§u§ﬂ@bf‘%ﬁ@?ﬂ:ﬁétéé‘nt@??‘?s
rule or for providing sone service to expand a usage rule, for ~exanple,
adding 1 ts tlvepiedist thé teemrindddeiaei it i passibke,r by anaking e quenyeto .
Furthernore, since the content_usage control uni.t 15 on t rmpal device
control s usagihﬁf SERLEE AR VERLE 5%'&59&9@5'99 PETYZFION §ﬂtgéﬁéﬁetcé“%%noﬂ1? he
received |icepgpy Wisctakeh tdSMNRSHediuh Mfdtol keep TraER off Eivencomiteatysed
unlimtedly by the termnal device. Herein the |icense ticket issuance

uni t acquir es AlsPedReRUSO Gher SRF V@I device thrldssEheiusage £1ght enfitiedeto
usage right epjity ti@ r r LEe ' I I ng
to the reques?bbaﬁggr’sigﬂgﬁiwe%ﬁi%eeﬁggétl?%ﬁ?q‘tdcljéghgitgépﬁﬁbg uggti‘@zeﬁﬁi
can al so he ftaragedunit JHRDJt em thiecéasminatkdevidentisi arasheds Ik ailsd num

unit of a us [1.ght l,ud i.n e ri |t { e
and 25 to sengﬁghgsl ‘ltc%%gz #’l ggg{:ug%hq Wg'%t%%%ﬁ’n @PEQZ@*@;&%}? g&ﬁgé}&ée
structure, it ruseposSop! prwicuhPssométgéMﬂcef to's@gpahdr at beagenrald, fon
each term nal device in a. detaj eﬂ | evel-, an? to m,ni mze,thg | oad of
process requi @M enﬁﬁgéﬁ'ﬂg} tpd Gs’&@@"b?'_’gﬁ reRroducEigmnin £ ?rﬂmedfé'\'/ﬁ*ce.
S0 1n additi ot ¢ cint@ite FurthBlmigre, Minka the comtbntusdgé cdritvby dafit
detective information to detect ether any detail of the Ticense ticket
has been d4Ft eicdtthederminalidevice conteglsuisageof the wantemtyaccording tos

on the |icense, yigketright iRBfCAVERPBR tHEHEREIVEY IiReRlk ABkYL, RAAZSLSE

above content
prevent the content from being used unlimitedly by the terminal

device.
Herein the license ticket issuance unit acquires a request

20 from the user that specifies a part of the usage right entitled to the

| user, generates a license ticket corresponding to the request, and
sends the license ticket to the terminal device. It can also be
featured to generate a license ticket that indicates a minimum unit
of a usage right included in the usage right entitled to the user, and

25 to send the license ticket to the terminal device. In such a-
structure, it is possible to grasp a status of usage for the content
on each terminal device in a detailed level, and to minimize the
load of process required for managing the usage right on the each
terminal device. '

30 In addition, the license ticket may be in a structure that
includes detective information to detect whether any detail of the
license ticket has been altered. Because of this, it ensures to
prevent any alterations on the license ticket.



usage system but also realized as a server device and as a' term nal
devi ce, which conposes the system The invention may also be realized as a
content usage managenent nethod using s characteristic nmeans that realize

t he server device ang,the ternjnal device rogram steps. ,Additiopally,
it may be realized ib@&%%%%\ﬁ%ﬂ?ﬂﬂér"ﬁﬁ?g‘éygeaﬁzsgn% aP&%ﬁJFQP?eBLc.
to execute thhsiapterh! Hay SB0TRAREERIAS 1@ S8RidOtellde Al @5 ogram
can be distributed extensively via transm ssion nmedia 10 such as the

I nternet, recdegeinal devise, vhictpgompngescths systenr bhscioyantianomaye
DRAW NGS Th dnQt . 0b] f [ [
w1 becors agiedend PSRN s 5 RfiRREEEAgR fafidbiiient mEbfod, YRy O
conj unct i os widharalctesistiopaaany thatv replizéathel Isesveat devispeaind cthe

mbodi f the i ti.on. In the Draw ngs; . Fig 1, b di
Pt Shows 5 4eFing! Sy iCRias BrbBFoohsRenay Hadifurald fuReSEbel Ay,
system 20 Fi Gyeh i asaal ppoigeaa (tHAaimInss 4 Bﬁeﬁg@ﬁ:slsscdrhgrmtéﬁnte&%t., t6

purchased in the conventional digital content distribution system Fig. 3
i s a flow chareXegie these stepspr déddaywhenubbrcessary toemantfiesd but the

conventional Nl C e ' ' ' @_ﬁg g LS\ ' hat

shows an overi#@i@r‘“c?ﬂbeegf aﬁ#gm%%%%en lﬁg]a\éeﬁ?aﬁgégﬁ\ﬁ%lsﬁ?é%@ié '
rel at ed t aot hesyoheasrthe énberdhielntecdtidablé mediaf (evgtiDYVA) dhdcdo dimgr am
that shows structures of the server 100 and the user term nals 200ar200c

described in Fig. 4. 30 Fig. 6 is a diagramthat shows a structure sanple
of the user 'BRIEFMDESCRIFPTION OFCTHEEDRAWIMGS. Fig. 7 is a diagram

Labl e 121 descr | bed TSR @Nd: OkneripgIoets.sadvantanss and 'SAbIEES, of the
structure samjh@eptidiewill| BEESFe N BPERENEFIEMACEhECfollBwWihg: description
15 thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the
Drawings: .
Fig.1 is a block diagram that shows a structure of the
.cconventional digital content distribution system.
20 Fig. 2 is a flow chart that shows the process when content is
purchased in the conventional digital content distribution system.
Fig. 3 is a flow chart that shows the process when content is
reproduced In the conventional digital content distribution system.
ng. 4 is a diagram that shows an overall structure of the
25 content usage management system 1 related to the present
embodiment.
Fig. 5 is a functional block diagram that shows structures of
the server 100 and the user terminals 200a~200c described in Fig.
4, '
30 Fig. 6 is a diagram that shows a structure sample of the user
management table 111 described in Fig. 5.
Fig. 7 is a diagram that shows a structure sample of the user
right information management table 121 described in Fig. 5.
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Fig. 9 is a diagramthat shows a LT data formstructure generated by the
content information generation unit 170. 5 Fig. 10 is a flow chart that
shows a process respectively executed on the user term nal 200a and server

100 when the user urchases the content . through_this te 1g. Ll.s a
di agram t hat shows E'Qb%t &Htd PSHQE];%E@FeQHOW%l?_ S‘i"d@%%? %n{é%‘%lgb am
that shows a qridryd iIPfOrPhaEBNnsS@es&fibeddn Fid.05.13 is a flow chart that

shows a process respectively executed on the user termninal 200a and, server

100 when the user g4 i%ds andiagiaranthat, shaws 3 skkfats ferm struckuge

di agram t hat | £5trh | i-sn a di agram
that shows a m&#eﬁgggﬁghggénﬁzhreenaﬁﬂrzgéﬁgiﬁgﬁaﬂginggrlfg't hat shows
a rel ationshi p bet wFég. tiik is2d flewgehaut ehatxshews @ procdisst respeetivedyt he
user termnal and fluyctuations in the rul es _mana b he,server.
Fro . 171 o a afrpter Bhahd i3te Briifal s And 3ehuen 1fh Whed g hker
permtting to ppcHwS thd ddritentadf-oligithRsysteam.18 is a flow chart that
shows a process executed by the 25 user term nal 200a for a case the

content or LT is noVé@. ddt 1 @ diagrarahathahowsipcontent purchiase sereen o
s a diagramthat shows a noving content selection screen. 30 DESCRI PTI ON
OF THE PREFE "EMBODI MENTS The following is a detailed explanation of
enbodi nenti® for th&igrdeis ai diagramrthatt showissacoertent puwrhase screen i s
a di agr amtha@hows an overall structure of the -io content usage
managenent sy M1 related to this enbodinent. In this content usage

managenment system 1Figsag isi ghtiow( chatbsthatf shows la prvioess, respeltisety

[ dt wh
asSTaned 1o A gxecuted on the user terminal 200a and server 100 when the user
utilizes the content in this system.
15 Fig. 14 is a diagram that shows a using content selection

screen.

_ Fig. 15 is a diagram that shows a content usage request
screen. |
Fig. 16 is a diagram that shows a relationship between the
20 usage rules extracted and distributed to the user terminal and
fluctuations in the usage rules managed by the server.
Fig. 17 is a diagram that shows a relationship between the
usage rule permitting to use once and its usage duration.
Fig. 18 is a flow chart that shows a process executed by the
25 user terminal 200a for a case the content or LT is moved out to
some external media in this system. -
Fig. 19 is a diagram that shows a moving content selection
screen. |

30 DESCRIPTION OF THE PREFERRED EMBODIMENTS
The following is a detailed explanation of embodiments for
the present invention with reference to figures.
Fig. 4 is a diagram that shows an overall structure of the
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pur chases the digitized content such as nusic, videos and books, 5 are
managed mainly at a center side in a dynamc way, and a license ticket
(hereinafter also referred to as "LT") is distributed based upon a request

Leage T a1 ARFE Weide eRBnSRRehe SR Felsttfh thidehBoqBReRy ...

by the system. The iMSﬁl'ﬁgld:(mtemﬂ ugageantemageniéitt sgsténr 19tusagentights
user termnals_200a to_ 200c of the users who use the content and a

conmmuni cat i on (lic@N&K fabceash: cepkarb: Whitsarg assigoedTie o UseSr WP s
a conputer 5”rcéll@Sﬁrﬁfﬁétcﬁb'lqgea%nféﬁlﬁépﬁﬁsaé‘?nﬁsH:se\Fl Sﬁﬂeﬂboks

server, content utron server I'ng server, and | icense
managenent sserare mapagedmainiyeatfaccenter sédecin m@iymaamg@s/vaye andrawho

b the cont elcaTastlalet ChpPeinaTt ot S GRIRHESY . 35, AEPL difprillfed o
that accepts aﬂa/se@quehsat pegaese fcrolm cm@msenclwmcaﬂ rhlakes thét eontentd
referred to as 'll'lssuance request"”) fro

Oa
o0a erc . bravallahleots usemithins stene ObuPaas airsdncLiasaining Fhree he
i |
user term na g 80byieet toryriufitd of thaconfedr by Ve SysestThe Systenser

termnals 200 e encre/
cont ent atlot hdnghudesra serwend @0 10cated atnaccentar; diser terminalsT200autdice

bnd the ext r a0 36 MRSV HAA" uSBY s, CBRECAE B8, RO CorbitnfRligy'
(I'icense) for networkh380 thabromrheatst tlress @len@éretsuser ternminals 200a to

200 th ter d | t ile
i or mat | on-tor m nal NISETVET 100; 1 P SO PLERT wuich, AP FLMGHSISURA And

client for theusriticHs 189. a SRes inedldgemidit wetvelrercomedrt Jeeributidnc

access the web page on the server 100 according to the user's operation by
usi ng tooll§ -SErvaicHPidlingnserveer and JiceRse m@nagemenic S@rVeE colf e

b o "L EeRHecEC e SRAVERGD AP s b el o thiEncS
system 1 and the terminal owned by h|m accepts any purchase of
the content from the user terminals 200a to 200c, holds a web
page that accepts any requests to issue a license ticket

20 (hereinafter also referred to as "LT issuance request") from the
user terminals 200a to 200c, etc., bills based upon the content
purchase request coming from the user terminals 200a to 200c,
distributes the encrypted content to the user terminals 200a to
200c and also distributes LT to use the encrypted content at the

25 user terminals 200a to 200c according to the LT issuance request.
This LT includes a content key to decrypt the encrypted content -
and the extracted usage rules taken out partially from the usage
rights (license) for the content granted to the user.

The user terminals 200a to 200c are the computer device

.30 such as a personal computer, mobile information terminal, digital
television receiver and functions as a client for the server 100.
Specifically, the user terminals 200a to 200c access the web page

on the server 100 according to the user’s operation by using tools
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content within a scope of the extracted usage rules on LT. 5 It is possible
to attach an-external nmedia 500b for the user termnal- 200b (for exanple,
an SD card) and an external nmedia 500c for the user term nal 200c (for

capabl & of copHa e e HferiFthed G5Rr ShrcaRlS; s2 g FoiEntardads .o
200a to the t qegpieditnahd TRdcivelhie ébﬁtéﬁ@%sﬂﬁﬂutéﬂ[@@m thetlleigsudeeé on

the wuser term nals 200b and 200c. The communi cati on network 300 js t{"he

conmuni cat i on reqatast feraising the sentent aedcmﬁmwectehe bhsaRddeproause
Internet and q‘@ﬁ%r@’\ﬁuﬁﬂuﬁ% %%Bp%ogﬂg}ecétt@?:ggr isa é u‘i‘nagtd’\% LTLO

br oadcasti ng. I's a functrion | cates
structuress of t he fbis @ossiblenba attachtam raxtelrnatmnedia) 500k fohdhe userFi g.

4. Since the funct t cture t he s 20 Q A
Ydent! cal, 1 néehinal aoRuf 3 K8 mileL i S5 ral A Brf ftethafamegid
comuni cat i on 5000F0k the) userdleronmylve008 (foe éxamme -Em? I@taﬁd) ftﬁothé
roughly conprised of a data unit (a user managengnt énp user rig

i nfor mat i on DiISEfterssinalnd00a,asdhig stuatyredoto Hﬁocmli) f eepying a/ﬂ*ﬁ’ch
s real 12ed DinbfngdMAcbtEnt i 13¢ AERS i thEcy 86 debhihaloa t the

pr ocessi ng unit ser aut ent lcation u user ri ht processi ng
unit 160, 10| i cternahioedia Balﬁlhgandr!a&monaudu nenm:lucmgﬁm comtenmtn the

generation un 7 encryption unit 175, content
acqui sition ur#ste]r g%frﬁ%@e Pbg gbﬁpg *unit 185, and conmunication unit
190) which-is reali Zé@ byommuhicatione reatsvodo 390CHY, tRéMcorMunicatiomnd

th t ted f CPU., Th t. DB 0 stores. the
User "1 nfor mmt TORUIA STOVIGE By SOEE Wi forUNUNIGetaNARBER 3% ThR IesnREnt

usage nanagergid SEATYM hnd O WAIBES SQ@ﬁirf'nu‘hlcaﬂoﬁrsde"suEﬁ PEs t Rigital?

user rights under its managenent, the user managenent DB 110 uses an
uni que cl ilént hnoadeasHngd | D) assigned by the user terninal to associate

the rights to the uggg, 5N6Y FBhLABNAIBIBEk Wagram that indicates structures
of the server 100 and user terminals 200a to 200c shown in Fig. 4.
Since the functional structure in the user terminals 200a to 200c is
, identical, the user terminal 200a represents all in the figure. The
20 communication network 300 is also shown in the figure. '

The server 100 is roughly comprised of a data unit (a user
management DB 110, user right information DB 120, content
information DB 130, and content DB 140) which is realized by the
data file, etc. stored in the hard disk, etc., a processing unit (a

25 user authentication unit 150, user right processing unit 160,
license information generation unit 165, content information
generation unit 170, content information encryption unit 175,
content acquisition unit 180, content ehcryption unit 185, and
communication unit 190) which is realized by the hardware such

30 as CPU, RAM, ROM, etc., and the program, etc. executed from CPU.

The user management DB 110 stores the user information,
etc. of the user registered as a member to this content usage
management system 1. To be more specific, in order to put the
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the user ID It is a nenory unit to nmenorize nultiple user 5 managenent
tables 111 to register and manage the client ID of the user term nal owned
by the user who has registered as a nenber, the unique ID information
assigned to the user

h h
f o mati on wafdlghE?émm'ﬂiﬁiar'aﬁi”fg%%”g'tetofhékf%im“fﬁ%?a&ﬁen%fﬁ& fhe

content. To bgswRegr | &mdd@ &¥eht ' iDh{termimdimaD oraddigheéd iy aHemser
unit to nenorize nultiple user right information nmanagenent tables 121 to

manage the cofiesminapipcassedialg the rights kadhenusesinrarmatieadacluding
(License)  engpel eerOTIC IR o HnelfryCUnfE 1o Sheribhbo FHBIARR Bsef Fo!

15 exanpl e, reprodu usage
The contens | mhanagemenbRatdésst bleto rrelgasimj' anﬂomaamage thoe cﬂimlhcblat efit

(such as a content key o] t he nt ent i.nf ormation DB
130 hol ds nul ltf'ﬁl HSFSn%%rrm"&gc@’mﬁg E? éﬁ@Fthhé) J@rﬂ'ﬁiﬁ ift ent
key table 132 rﬁéﬁibélecﬂféjilrﬁ%luéOIIDeﬂn#'brﬁfatli’@hV@ﬁlgHéﬂ Q@rttlﬁlfl.lsle@%ﬂa]tlfé\d
the content ID, and_ "so on he content DB 140 stores the content. To be

more speci fi c UserHafepmation of th® usedy es and hol ds multiple contents 141
and a 25 content t t o] nt
and t he content a?hg éééF Qg!.'hen |ga |t§)i‘%£:|ulr?|rst3 1%%%;:%&%"‘@%;5?% t%)@ﬁ€
user. Spagif i(haenﬁe)tméommtmmfberthmmmtﬂniunTo besspecific,tthe user right

door 1D 1 om IPEAEA,IHE | 44 150, Tiebby WAPEY nBRmOfizg i Bhiede e °

purchase requekjhiifdrmeatioh nsavageenentitables NXeitpehdrage tthe veatent
term nals 200a to, 200c The user authentication unit 150 Eg pElate t he

user i nf or mat PYITChRseck by. the yger R ddeFremaining usage & HCeRSRLss,
etc. are changafitiedNtb the ﬁ@grtﬁﬁ' Ell\éeéﬁnﬂé?\ﬂ ggﬁ'héaéﬁeusﬁﬁéaﬂé’ﬁ@& {eéte

111 if sonme user's termnal device I s purchas
15 example, reproductlon moving, copying, printing, usage duration,
etc.)

The content information DB 130 stores related information
of the content (such as a content key). To put it concretely, the
content information DB 130 holds multiple content keys 131 that

20 encrypts the content, a content key table 132 that records a
correlation between the content key 131 and the content ID, and
SO on.

The content DB 140 stores the content. To be more specific,

the content DB 140 stores and holds multiple contents 141 and a
25 content table 142 that records a correlation between the content
and the content ID. |

The user authentication unit 150 authenticates the user.
Specifically, the user authentication unit 150 uses the user
management table 111 to specify the rights managed on the

30 server and a user ID from the ID information (client ID) contained
in the content purchase request and the LT issuance request
received from the user terminals 200a to 200c. The user
authentication unit 150 may update the user information in the
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The user right processing unit 160 registers the user right 5 information
for the content according to the purchase requests and updates the right
i nformati on according to the usage requests. To be specific, after a

aser 11 oht pr SEsarae et T1 .4 DRer BhRRCsE ERE- e HHRe, | "
user right i nfamdmﬁbgnadaom@rdmmo telthe Useri mdrtegenment tgble 111 if
information DB 120. Since the bll{@ngﬁprocess itself is not a nature of the

present i nver®OMBR, USPES Jermisa | ISi PYrEh s is not described in the
figure. Also, when trpg H§ 3 rﬁgﬁggl‘&e{%ﬂ‘\ﬁtlﬁ’iﬁleB“ré@i'sié?é thel ggeF E’y

the content provider as Ur- User on server)
t he user rBghtinfoifroatian dﬂrnﬁmagmnmnt accoeding tas thespugebase requests

o cesal g e Byl e Pk (oFBF¥Tah SR Kb o8 Usdd@Phguests,.
DT an thas Rebe specif L@riffgfrao?“r']mg prokess qmexmm‘??tfgﬂﬁf’?m tie
ses Lhe CeAonans PuircBast: redyeats thE UsEY| (IBBks BrORRSSIG | AT 160
generat i on U”'r‘egl@%ersggﬁsgﬁ-lg\ﬁlmm e Wer. $808hES uder Gt HPo AW

UR- Us nanaged o th the details decrenented Tor the extracted
UR- Uc. Furloherrnan@gamentrtabée By lndthe useridght dnformasiamdBil2e.

[ nformati on 11 om t1&iA%e ¥ Sling’ BACELs ki RXABEFpatird ¥ fhd Brasent

notification to add sone usages Or usa
duration as a lnvemmlom;ehherpastelo‘flﬁm tb)lltri@ pmmr@st |$)llmi'r deschibed dn thght

processing unig 160 date | i cense. i.nformation e [ ch bhuyer
B0 The | 1 censdigirey ABGd.cRnsim Ene, fH1° Eiatt HoESqlstaretean intial a8l B8ET

of the contentpyapHel coettat pRéVIdEH A9TURUSqUSAYe RUle fsUeer amfs@rrvafrpon
generation unit 170 acquires the content key fromthe content information

DB 130 annger\’éPbﬁrbés the user cdahéninformatign mapeged n the serven s
LT e A e 5 T SRS
cont ent user right processing unit 160 confirms whether it is possible to
extract the usage right UR-Uc (Usage Rule for User on client) from
the right information UR-Us at that point to the user or not. And,
20 once it is confirmed, it passes the requested usage right UR-Us to
the license information generation unit 165, and at the same time,
" updates a right information UR-Us managed on the server with the
details decremented for the eXtracted UR-Uc. Furthermore, if
there is a notification to change the right information from the
25 content provider, for example, if there is a notification to add some
- extra numbers of usages or to extend the usage duration as a
complimentary service to the content buyers, the user right
processing unit 160 updates the license information evenly for
each buvyer.
30 The license information generation unit 165 generates the
usage rights of the content and license information requested.
The content information generation unit 170 acquires the

content key from the content information DB 130 and generates
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i nformation generation unit 170 acquires the content key 130 5
corresponding to the content ID by access the content information DB .130
with the content key tabIe 132, and generates LT which includes this

content. key, he ext us e r yl UR- Uc d he. | i cens |on
provi ded from thRecon dTﬁ Q@%F%&Wﬁ%%ﬁ? ?Ws§ ﬁﬁﬂ{gngg'

| nformation ery‘rbsomeerfrum théifcém‘é wifornh 8Boncgahenation Ghrt&16§nand the
Specifically, when the content key and footer on LT are t he content

i nf or mat i on eﬁ@mpntd@wmftorMIencawwemeg bedpose sneﬂ@@débe cantent

t t t t | t
D of the usIFEIRERR SIFIRE IRICITY atdultes e’ SOMEBRL key TACET
LT. In such acmyespondmgdsochmoci)nbeham ey accessdhe centenbinformahiare
bound to the hol dj n he ¢l ient . _Usin ubl i .
ryot ogr aphy, 15 130 WELhe Coatets, e b ads anel gesRidres LEMhich 1y
al so be encryphefides this Tontehtkkey, tharestikritedenshge pale/ FURMNUCY amd
termnal. Also, SAC (Secure Aut hent1 cated Channel) in a correlated

aut hentlcatloﬁh§ué'r¢ea'§eS$D ermation spEeuided Jrem” ther Beapge Bataisaation:
server 100 an%%} 6?' s 200a to 200c, and 25 if a secure

conmuni cati on anne s assured bet ween the server and the termnals, the
encryptionoof the | Thensontentrinformatien enciyption(uoit tdisdenerypts the

However, in t expl anation is given based on the prem se
that the cont g@tgﬁgf'gr@ﬁtaa}#'ﬂncryptlon unit 175 executes the LT
encryption 30 procsixec@ﬂdauwtwﬁéﬁ thegeontehtdkey t antihéoster asn tET rarel s.
The cont ent ac on unit 180 ac uires the s eC|f|eq_S %ntent fE t he
content DB 14@HGRA HERSQNERIINTOEMatan SACOMUIORCHTI L7 BoRnGFYPES 8bis
refers to thefé@ﬁéﬁ‘fﬁnééaea ﬂﬁs'éhé%t?&@tﬁﬂ‘exa@inég dricryiid Bb?éétthe

cont ent 141 corresponds to the content 1D passes it t

content edér y;bm blnelncﬁrmlm IDrgeliepttIénx oértbeyusebmeummalsaao&a:t9p2@0che

content. T0 which has made a request to Issue LT. In such a way of the
encryption handled by the client ID, LT can be bound to the user
terminal holding the client ID. _

Using public key cryptography, it may be encrypted by the

20 public key of the user. It may also be encrypted with a secret key
shared between the server and the terminal.

Also, SAC (Secure Authenticated Channel) in a correlated
authentication such as SSL (Secure Sockets Layer) is formed
between the server 100 and the user terminals 200a to 200c¢, and

25 If a secure communication channel is assured between the server
and the terminals, the encryption of the license information is
optional (not mandatory). However, in this embodiment, the
explanation Is given based on the premise that the content
information encryption unit 175 executes the LT encryption

30 process and that SAC is generated with the server terminals.

The content acquisition unit 180 acquires the specified
content from the content DB 140. To be more specific, the content
acquisition unit 180 refers to the content table 142 in the content
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put it concretely, the content encryption unit 185 encrypts the 5 content
provided fromthe content encryption unit 185. The content key handl es
this encryption. A conmunication unit 190 comruni cates with the user

term nal 200. _T. nore specific,.. the co i,gation unit 190 s

communi cat i on atﬁﬁ)a@%& ?\ﬁqgqus“?%a‘fm}ﬁpég“ r &'EH 59'3-&5_&9&(“ 3°e¥|le.
stated on the copitePRID,! BAH FATEREIIE RbSheVcbRtéNE erfd@iyptic mriele200a to
200c via the communication network 300. It _analyzes commands and nessages

sent fromthe user T&encRAtent@NENtRIioooUNiLASDLNGYRISHthecontant:, Tomy
st 2D S Sorhbcl ne SR i 188 ensipusteer

provi ded from e conten ncryp he user termnals 200a
to 200c, di stocntends providedi deainT ridhe t centemt eancryptionatinit A85.y khen

unit 175 to the user (ternmnaks 200a to 20Qc, and then generates SAC with
the server. ngrﬁgnf;tlﬁ%yrﬂmgst gu%’g‘r"_“f%‘?ﬁ‘nal -200 is equipped with a
20 communi cation uniyt cbidm@nRiatioRnuwit t1960cohimutiieatasi with stive aggepni t
230, content storage unit 240, LT storage _unit 245, content infaQrmation

decryption uniterogdal |3Q@nde bairpergt$Recific, dhe sopamunication WykidS is
decryption uni i i j -

comrﬁlr[])i cation %ﬁﬁﬁwggm?ﬁﬂ%@% t@vﬁﬁ?ﬁ??ﬁﬁe@?&;&%ﬂ%ﬁp%q%ams,
speci fi ¢, 10he etenmshsitedt ioon the weh opageathab eominounicatesniveithatbe usech
conmuni cates . r La_the [ i _ usi-pg
t he browser g&?ﬁvﬁ%@s Séqqg ﬁq ]22&1%% m%%&gﬁm&ﬁ%g%gﬁé%{’hﬁﬁ%asé%o
request and f @ndiyeesTcosmmamis angleséssages ek fromheheegsestterfiipals he

operation unit 0 es t content sent fromthe server, 100 to the
cont ont st or ag S0 e 206C, andrbased ron theresit omay.FeANESh Bsprogess to

gener at es SACtWel lisé P8 utRABRRIUARTOA g@@,nhtstirzéll&e%g&@ th'tén%‘fﬁsr‘bgﬂdéﬁcfroﬁ*ﬂe

operation unit 220 is a user interface, wh accepts user' erations,
and di spl d§s tthe erptenigensryptieadupit 188 to the user terminals 200a to 200c,

distributes LT provided from the content information encryption
unit 175 to the user terminals 200a to 200c, and then generates
SAC with the server. |

On the other hand, the user terminal 200 is equipped with a

20 communication unit -210, operation unit 220, ID information
storage unit 230, content storage unit 240, LT storage unit 245,
content information decryption unit 250, license information
processing unit 260, content decryption unit 270 and external
media access unit 280.

25 The communication unit 210 communicates with the server
100. To be more specific, the communication unit 210 is a
communication interface, which communicates with the server
100 via the communication network 300 using the browser
software, etc. It sends a message for the content purchase

30 request and for the LT issuance request according to the request
from the operation unit 220, stores the content sent from the
server 100 to the content storage unit 240, stores LT to the LT
storage unit 245, and generates SAC with the communication unit
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server 100, and so on. 5 The ID information storage unit 230 stores ID
information (client ID) of the termnal. To be nore specific, the ID
informati on storage unit 230 stores and holds the unique client ID
previ ously rﬁ)&ﬁjded for each iiﬁ mnal. Also, the ID information storage
unit 230 may @n Hae meivier ‘private keys in the public key io

cryptography for enTp)éObb%aban |UnithE20e@ at usey |'n'tei‘fé9c§hwrﬁéhk8tcepts
encryption met hod e content storage unit 240 is conprlsed

fo
exanpl e, HDDUS&r(s omts@es,asamdedmaygt mecwﬂbernagqh@rwdﬁd)rla\getnﬁu t

245 stores LT f ommuni cation unit 210. The content
I nformati on dé???%{l%wu%‘“?‘ Ego @ecrypts the content key and license

informatios from t hFheelbi hforovationt stonaige it @8Q ls'fbreid[benﬁ@%matmn
speci fic, thecnt tion, e tion unit 250 t.s .t he cont ent
key, etc. i ncI(Eﬁ nI:P F%b%ﬁﬂ@ﬁ‘q Clrpﬁﬁe “P%Fé%f‘g‘a? ipfoLBatien ne

client ID, th%tafagét@mtkzxo' store’ 8ull heldeLYher yRiqus @ﬁ@nt 1) ﬁﬁlﬁnéﬁ%h@t
key in the shared “key encryption nethod. The |icense information

processi ng uni@mbeddectfer eagh tepminals Alse, Ebpt D dnfasmation stosge pnitd
on the license o] |f C h
I nformati on processéry HPC{ % é‘é’?lﬁg -qul?ﬂgg?’g ?((% ct'?oﬁhfas%ycysgcfg?@ | f
possi bl e, 1bt mptegraphycﬁm'eemcﬂmting LTh e rctive secrelbkeypnlthe shiaredXey and
nonitors that repr process for the content. handl ed by the
cont ent decryﬁn‘ﬁwpgpﬁ c;ﬁ%hgarlows the extracted 30 usage rules. The
content decryption Ue caﬁﬁeﬂﬁgtbpéget@mtcmoeiﬁtcomm'ﬁg@d&ﬂ‘ Fortdveanplegnt
key acquired fromthe Ii i nformation procesmag uni t 260.

o

c
Speci fical ly, HRP, c@ﬁﬁeﬁﬂdqsﬁqr%m9rﬁfiqr¥ﬁtﬁidt contenkcrypts the encrypted
content with the copeniTkeytdyarid dethit™ RS NastorBENSET | MeHE™HEM the

processing unit 260 and reproduces the content under the managenent of the
15 communication unit 210.
The content information decryption unit 250 decrypts the
~ content key and license information from the received content
information (LT). To be more specific, the content information
decryption unit 250 decrypts the content key, etc. included in LT
20 stored in the LT storage unit 245 by using the client ID, the private
key in the public key cryptography, or the secret key in the shared
key encryption method.
The license information processing unit 260 identifies
whether the content key can be used based on the license
25 information or not. To be more specific, the license information
processing unit 260 decides if the reproduction is possible. If
possible, it passes the content key to the content decryption unit
270 and monitors that the reproduction process for the content
handled by the content decryption unit 270 follows the extracted
30 usage rules.
The content decryption unit 270 decrypts the content
encrypted by the content key acquired from the license
information processing - unit 260. Specifically, the content
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i cense information processing unit 260. 5 The external nedia access unit
280 outputs either the content or LT or both to the external nedia 500b or
the external nedia 500c. The abovenentioned ID i nformation storage unit

230, LT storage unii 245 nf o i on dec on u |t 25

[ cense i nf o ARGryRtiatoaol &y GnrecheBtErtng cetfiuited cCotfent Wik the,r °
whi ch har dwar %dn?cemrnw P’r@%iééé'ﬁ'on‘f thel ﬁ@éﬁs@f?nfcﬂﬂnlaaorpp?dcégyi uhit
built-in mcrao chip. his case, the decryption of the encrypte Ilcense

i nf ormati on adbQ @@rl@ﬁrwu@s the condasas undes: the i BanAgeMand
t he securi ty E.J“ onal WQ{‘}nsbﬁg@eéﬁnp ‘gnﬁnﬁgbpt ion of the |i cense

information is O acqui omthe server in a situation
where SAC bBas been Thst al’bthesrhadi mida ad encgssi a.lmpraB@smutpdeecaJtlmelrothey

for the case li.cen I nf.or.na has, been encr.) refo it,is
2 stour desi GONEGRLER LG oL M Bxeeiian raaid S0n AR Rolerby!
confidential iRédig®o@d., and makes it inpossible for any ext er naI ent ity

toillegally access_the client 1D, content key contained in LT
rules and any criti dhe abeyemeationed |H90|ﬂfﬁfmﬂf|0ﬂ stceragegmmtoZBO T

copyri ght prms%@i'é@?t ufie fﬁ“rdotrﬁ:he f'kﬂl%rji‘ﬁéﬁb e 9@&(9’2 unit 250 a

tarrper resi st an war e. I cense 1 n processi ng Cl'.lnl t
260 may bdol odiesrse informpabion Processing henits 260 tareniocated rint Aeseocurent

cach user o THREUIEFhicth HAFHWAER 18 tahler-PBYs R, FhE thetdheb ahoft ©
Z In gest E?:dc?ﬂmu haviig e buf-(wrmpcio chnp! ant el basémhesmécryﬁpﬂanr Mﬂt ed

conte storage unit 240 of the user ter
The comtont "thbrentonptan ket fatmafiosoand fherRareass famiae lighnse
co d, th 048R ST
-1g| gerver (130(r) fro htﬁﬂguse Ittgeﬁréra]q naéggg%1rshe se ngodi%% glc‘)'(tr)] |rr$§nsm€é‘e
usage rul d5( otheonciyptiam- of the ligenseniafarmagivsstisd aptionak ifiséT, isind

It there are URARFEHIRTMOthE Sevel intadbfiudtiit S Hdle SAC has been
established, the decryption process is executed only for the case
the license information has been encrypted. Therefore, it is a stout
design against any fierce physical attacks to steal these

20 confidential information, and makes it impossible for any external
entity to illegally access the client ID, content key contained in LT,
usage rules and any critical & confidential information in the light
of copyright protection. The security module herein may be the
tamper-resistant software. Also, the license information

25 processing unit 260 may be located in a secure place of the user
terminal. '

In the content usage management system 1 structured in
this way, the right information of each user for the content is all
managed basically at the distribution side. The content purchased

30 (or pre-contracted) by the user is encrypted and stored in the
content storage unit 240 of the user terminal 200a. If the content
stored on the user terminal 200 is reproduced, moved and copied,
the request and LT issuance request messages are output on the
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content information and LT that includes "license information" and 5 the
content key to the user. The license.information is conprised of
enabl e/ di sabl e information for reproduction, noving and copying of the

Frrens Tnvor Rervr 108 BRBRd Saek JerbSal Sabr mid SeBETTRD BB he
1o purchase, Qfé usﬁgé Fﬁl@gof"&ﬂ\t?ﬁﬁﬁ)'e Yrd *ferqqm %@ntémuréweéued e

user is put under t managenent o user right information DB 120 on

the server l0GheTaser,tame if there bee usage pghtspel the ssesdi distribltessthen i s

el - The. ool NIRRT o Pr sRprIngPaes HREEnSe BEdtch and
(bil'ling) applthedcontént key tadbesusen 'ﬁhevmemlsé)uhfmmaxm esncormprised |

of the programs in e, pertjnent_cha b seen o e .a channel. contract
i s signed. InOfk rﬁ@aé&{é’p uwprmaﬂ Wetiehey MRPYING

contract infq dgwrm @ oftheh& H’é@ﬁt hWthéﬂié&ﬂéfﬁﬁnaMs‘és@thé ¢énierft pgram

to show a confi af’i on sanp the user managenent table 111 descri bed
in Fig. S. Thitheuway panagbtﬂdnnttam Iécqns_eusffwngitlogbd of the user ID

assigned to the use h e h
management system 1'f[f"‘ﬂ?e ugg?Plﬁ ma | on ‘N‘;{’ dua@ﬁ%ﬂ%{% I’H%;ﬁﬁ"elthe
No. 1", "Tdb Npuwichase,, etd; rchie us;age Eilmrd:gal‘dmg theassntem adquiitedthy s

h "d.i
user 1D, or o e el (G R L e h8Bagdpeft; Of el Hegrs ight e

usage nanagengAfoEmatRsh DB B2 0edthe gervee 110G THR ?9653%3!%’&! faslélpag
structured in this way, once the 30 client IDis identified, the user |ID of

the user who dWsUSAdNOdElThis systemeisnalsoapplicable teiqther madelsisueh can
fied. h
be specifie afb%uﬂsdr?bé‘dgg%[éahﬂ*ﬁ@teﬁ d%lc?gte dﬂ%é@%ds éilgﬁ’ the

user right informtion mana nt t escri
user ri ghtlsi nftherfororationagsiendar toatd &ie2 paymest Ohillingg appbetd (1) the

user 1D and t %o%ﬁﬁ%é%ﬁwmgﬁltgﬂﬂﬁ%st%{ AW diY ofthe prbgParhd i

content ID, a
the pertinent channel be seen once a channel contract is signed. In

this case, the user right information DB 120 retains the contract
information as the user right information. '

20 Fig. 6 is a diagram to show a configuration sample of the
user management table 111 described in Fig. 5.

This user management table 111 is comprised of the user ID
assigned to the user who has become a member of this content
usage management system 1, the user information ("Name",

25 "Address", "Tel No.1", "Tel No.2", ..., "E-mail 1", "E-mail 2"...),
associated with this user ID, the client ID ("Client ID 1", "Client ID
2", "Client ID 3"...) that is pre-assigned to the user terminal used
by this user in the content usage management system 1. By means
of the user management table 111 structured in this way, once the

30 - client ID is identified, the user ID of the user who owns the
terminal device having of a particular client ID can be specified.

Fig. 7 is a diagram that shows a configuration sample of the
user right information management table 121 described in Fig. 5.
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of the user's usage rights (UR- Us) nmanaged by the server and the 5
remai ni ng informati on set per each usage schene of the usage rights
(license) entitled to the user. The renmaining information set per each

STl Teproduce. mobBrs LSE) okt dntanation RehRaEmehREABRE Tas Bokef By |
how many pri ngRat %nlehtcem 16r nader EHDCandl the tdentent DN ePrihenuconterstage
duration set and attached to the renmaining i nformatlgn shows t he r'ﬁm mum

length of t.mcaalseqe!awtbeu@eerﬁedcthﬁ@ﬁnteaﬁéamn Epnpeisedhef t
A Br%%saseﬁvtscusa@m eﬂﬁis age a once 5?@ %\gﬁé%r\}é}d& l‘h? the

time duration counting the c an accunu
usage dur asi omeshaindnghinfarmatibat set pemaaiumtagm saigmehef divet elStag&an

For each of 1 RRGn{issade) diel B e y3r The' sl birdita i o

according to iper eachenisayeitgdhdecsndiiateshees ettwblyaﬂh&t 2fove mesiyned
as the remaining information of the hl cense at the tine of e content

pur chase. Evedifgs @ach e farnstil repradugeesmeye, |qpﬂ\he yfenggnt
having differenirchd eHngrl‘ g A8 E&R U é‘gﬁ H(erﬁ'\a;fﬁfc FiRtolYs HE

the initial value my accor |ngtothe ase price. en
t he remai ndng Mmake; mc; oMSQBth mmmngenhuwoms w@g@wduraﬂoabset @ndyl y

Exirneted "baabkachiey i Bftdiniha oo Sty e neRdipfunt (HgR | O
Y e mesraiowet oo Juse ﬁg%vﬁgﬁtegtef r?éﬁ fsdm Y by che
e b L Rl By Lo Brotass, ekt o (Ghiny degioon* EifeSnol i
diagramto Sh(?Wd?cét@’%f t9E A HEITOE Guntif tl"’léQﬂﬁ'ﬂ:ér‘ftf Qéﬁg@ a8 once

described in Fig -20 This license informafion is generate
extracted15 us@gbd ﬁl"gﬁﬁcuﬂl!i#‘aéﬁﬂr’rﬁﬁéget%@raﬂﬂﬁr%@\"énth# aﬁqlﬁfﬁmﬁ‘ijgﬁd'ém%l e

elements in tRe,riRAF thatGhe 8BAtEAt CaRPbeSESeql one or nultiple
In the details of usage rights, an initial value is pre-defined
for each of the contents by the content provider and the server
manager according to the content's attributes, and the initial value
20 Is assigned as the remaining information of the license at the time
of the content purchase. Even for the same content, if the sales
are in the style of having different prices depended on the usage
rules acquired by the user, the initial value may be different
according to the purchase price. Then, the remaining information
25 of the license may be decremented .accordingly from the initial
value for each of the usage rules and license information extracted
based upon the user's LT issuance request, or may be incremented
by a request of the content provider's service offer.
Although this user right information management table 121
30 . manages the usage right by the user ID, it may also manage the
right by the client ID.
Fig. 8 is a diagram to show a configuration sample of the
license information described in Fig. 5. ‘
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enabl e/ di sabl e i nformation regarding the use of the content. Each s of the
enabl e/ di sable information is structured only froma paranmeter that shows
Yes/No. a in Fig. 8 indicates enable/disable information for an action of

movi ng. and 1 i nai OIS aIGEH anspeiiSacis Hetdesl it BienbkeRicRy .

and io the nugiegageotights maé)kshﬂbléf;ltthﬁe infortmatioanofiepitichom Usage rule
attributes of the content's. Althou he gase of the m mum usage H&ht

has been expeiementssin therusagey ] ‘i%‘?ﬁ\l?é’éﬁed PREPT SMKitiP
generate as ”%%tﬁé?ngét‘at@% h'ﬁg?ﬁlaq'flgﬁtr%g%?dﬁﬁgw fide 6f EhetYn tC”E'I acH he

enabl e/ di sabl e 1'n to generate | cense
i nformati on vvlmfcrthencamalble/tdmab@gmfomhmtlonorisnﬁlttlﬂpltw'emnmhe fifomi rees.

Fi 8 also s | i cense, nf sed
of ga rul e for?’%\ﬁﬁﬁ?% usg'attof %pﬁgv%oﬁfi o"novx%ver h aI o] bgjéé?g?
structure eaclen%(blestflmmﬂet mforﬂmtimeﬁcebanf aqcrw%nﬁmfalsredpwdmfutm,t B
| nf or mat i o’ f & &a&”e\séﬁ@mecf%ﬁgéﬂ FotitoTavatiag for SnHAIPE AP ViBEmand
structure of thejndegtesiendbryaanme iy hTaél‘?Bﬁr@FESBWn%h?h"eONﬁ@tand

i nformati on 5 gener ation un| ener at ed e content
i nformati ad g&her auraberuift theoeurtabieﬁdlsasma mqunmatrpmed{eeendmra@e

| i cense infor as the operating details of the
content, one @Eﬁﬁﬁé‘asﬁ’fg}?%ﬁ‘%ﬁ% ock(s) 620#1N620#n to show the rul es,
etc. for the 3o acAlthough thetcage lofy thegmihbmuridOsage kiglitbdtas bekh

The LT head 61' ' f LT identifi 611 that, .sh t hi s, dat
o the 11 consEXekied nRER ot F1e HuSEb AR Shedatag hrdR SUPAEH 6

versi on nunbey éiﬂe?rattéahssﬁﬁﬁy té)ﬁ:rac{-’édV@éégé”rl@thPé@ﬁédi?ést@tﬁ Hefiped in

the content usa e management system 1 sh owWs data size of

the entird5LToM¥ntBAt eﬂﬂb'@id'&aﬂﬁ $|R€Q/ﬁ“§tl&fht @Mt IabS@f it i allawed to
associ ated W ifaddiiste the license information which includes the usage rules

for multiple numbers of times. Fig. 8 also shows a sample that a
piece of license information is composed of a rule for multiple use
of the content; however, it is also possible to structure each
20 component of the license information as independent information,
and multiple components are bound and handled as license
information for one content.
Fig. 9 is a diagram to show a data format structure of the
content information and LT generated by the content information
25 generation unit 170.
LT 600 generated by the content information generation
unit 170 is comprised of the LT header 610 and license information,
i.e. an action as the operating details of the content, one or more
LT action tag block(s) 620#1~620#n to show the rules, etc. for the
30 action, LT content key tag block 630 and LT footer 640.
The LT header 610 is comprised of a LT identifier 611 that
shows this data is the license ticket handled in the content usage
management system 1, version number 612 that shows the
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LT, UR-Us ID 615 that shows an ID of UR-Us originated this LT s issuance,
starting tine 616 for a LT effective period that shows the date and tine
when this LT becones effective, ending time 617 for the LT effective

period that shows.the_date.and tine en this LT CONes. | i T
novi ng perm sYEERIN 95 sgpglﬁﬁg{:lomo%mﬁppdt %a?%gopggng&ﬁsa‘g#ﬁﬁﬁﬁéeﬁenf
al | owed from gpeteffl, L97$Nz8% 1 83¢had sioWwsekdtel side oFthe erntiemTheontent
termnal, and LT encryption method 619 that shows an encryg%’._lq(;:p| net h

] d
(DES, AES, etdD)614khateshows acantesndntlRef the content asgos With tﬂb%t er
640. The LT i t ' iith, H D
531 thar showd Tt IR B8, EPCBES; B SIRANE R IDTEMURSES Sligifdedthio vt
t he maxi mum céssuanoesstaring time 646 f&d2a Lieffebtive parodaiatushowsgthe of

time to operatg,the ntent . consecutivel t h qunt deci.si o r

Val e 62" ¢ haddaterend e wheth ERE bt BiranesErE i SHD LI 7 o

operation as tReCET efféctiverp&rodt eiattshoWthe date aimel tiwie whenutiisr LDf

20 operations for the content with this LT, and the cunul at ed usage
q i€ that shals f

duration 625 RAOTBRSWNSIRCEYBuKII BIOVIAG PREMISEIAN i
can be used. '?ﬁ&@iﬁ’t_!l; "the %r{[%gitﬂ‘ﬂ?‘ £eng! HH%?ed'sﬁ%a G'Héaﬂ*séi“,tér?ﬁiﬁaf@' e
content a 0 I [ nd you d

even though the I'S urs-long novie and ave to suspen
(pause) itlg r somoevextermaioanediacor anathernuser teaninal ngndolh enanyipdion it

hecamiat oo omeBRdf 618 fnat S 20 habEThERE° MG (RS RES s eto)
e ot & BFPled Lo LTOLT Contentikeytay bIOthE30mhd A rdotersa0nge:
o ot e 5 PhouTBE LT attion. sag: DI A0 Firesatiten Hii cogbarised. oF
it counts as tRRCECHMBANTD Bglcﬂﬁ‘éﬁghOWfﬁé iID”t(_‘ Bﬁéﬁﬁ‘)y tife _ﬁtﬁiﬁrﬁdeﬁﬁiﬂéh@r

user termnal 200a. And if certain time duration is specified to
val ue, -3 ittheogantens, dhee MAKIMUM caDHAIQUR: URAGR i duratipsobRRe thatue

i contens 1 1RGP RN SRt IERGHAC G Yd | g et OB 2Lbfitent’
consecutively, the count decision threshold value 623 that
indicates as the time duration counting the content operation as
once, a number counter 624 that shows the maximum number of

20 operations for the content with this LT, and the accumulated usage
duration 625 that shows the accumulative time duration that the
content can be used. Regarding the maximum continuous usage
duration, for example, even though the content is a 2 hours-long
movie and you have to suspend (pause) its reproduction for some

25 reasbn such as going to a bathroom, it is usually set longer than 2
hours (for instance, 4 hours). The accumulated usage duration is
used to have more strict control over the usage than the maximum
continuous usage duration, and usually set longer than 2 hours,
but shorter than the maximum continuous usage duration (for

30 instance, 3 hours).

If the count decision threshold value 623 is "0", it counts as
once when the content operation (usage) is started on the user

terminal 200a. And if certain time duration is specified to the value,
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threshold value is effective (if it is not "0"), it is only subtracted at 5
the point when the consecutive operation tinme of the content reaches the
value in the count decision threshold value. Also the subtraction of the

nunber count ek i I.ng: Ut ver.aner atd o

Addi tional Iy, 1§ héuﬂ?%@asﬁﬁhﬁpf’\&hs?&t{ P‘?%?ﬁ?ﬂﬁgn@ﬁﬂﬁﬁco’ﬁt onthey 3jug et

dur at ijon 622 fmd¢hieonuhise pcounteatazi }is sxhﬂ:amcbbd zﬁ\ieTny ﬁmeshhga operatiom
accordance with the operation_ time of the content.. time duration set
for the naxi mS’E1 tg@nt IS Jakss delage-oHeweves jslfbt t%@ugger&%ﬂ%
the pause, ""@ﬁfré@ﬁoid’@a%@ﬁé@ffé&'i‘vé itRaBRFSE 0" ), ¢ i5ehIpsEBtiattetngt
time duration set in the accunul ated usage duration 625. It shows 15 enable
if the val sie thet pointinvbencshe: consecutive eperatien thoas of dthenbcenteny,

d sh th Lnj | i 4
o aloe e o cBRRhBe e e drithe dourt BeEiSkR thAsshotd BalyEo MG s
tag bl 1<:3g:k 63?,stwrt]iteacti?hetmf Kiye andnitver t@ﬂu?ﬁgr ylLsTi mnEePnlWStdgﬁngy_gm the
encr IoNn O e CO en aSSOCI a W | are, s [ ed.

PoorLP 690 It conSs it onsTRion mAGciHo halVmtberunte Bt cis St ToF the
attached, a haslxHalyh dohtitlolisa&mie duatfon 22 afd forvek & timulated

alterations on the LT header 610 to The part 25 just before the LT footer
640, whi cA0neaisage dyation@ne supsragted dnt ageordgneagwiihb dhes9peratiaibugh

the content 'W@%S ot EReSEOEEANt "ithd hﬁ[ﬁé 46i46ibn SHE ‘PBrtﬂ%é tnaAffund he
y De an | (0] ntent

content ID ma set as entifier assoclate the co
i nf or mati on wicomtimeousnusage alutation e622i is 38ubtradiedoravempduting the

maki ng the content information specified. by the content 1D acquired at the
(e of the oA, WEEERs thE sdRfEctidiis%oPhed WhBbdin BRlte £t die
bl ock. Regar dithfiet d@r@@ohesit wstYe ateungaiateld asagenddration625: #Bshows
enbodi nent of th rﬁ'ig‘g[‘él vention as structured ahove, the actiops taken

pr. [ :
for the cdft e@N3RILC! alie imEhemymbrigcgdnter 644 s dcPEMBAFRs ShWHe

flow chart shepgable ff @, ah8 shows the minimum usage rule if 1. Therefore, the
number counter 624 may also be used as the enable/disable
information.
In the LT content key tag block 630, the content key and the
20 decryption key that decrypts the encryption of the content
associated with this LT are stored.
| The LT footer 640 is an optional block that may or may not
be attached. If attached, a hash value by SHA-1 algorithm is
stored to avoid any aiterations on the LT header 610 to the part
25 just before the LT footer 640, which means the part up to the LT
content key tag block 630.
Although the content ID has been stored into the LT header
610 on this LT 600, the content ID may be set as an identifier to
associate the content information with the content, and thereby it
30 may become important for making the content information
specified by the content ID acquired at the time of the content
usage. In such a case, it may be stored in the tag block.
Regarding the content usage management system 1 in the
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Fig. 10 is a flow chart, which shows processes executed 5 respectively at
the user termnal 200a and on the server 100 when a user purchases the
content in this system Wen the content is purchased, the user at the user

server 100, afnBoAGe fcBEE bLarent yantiaf FEEFRCRAEE 1808, Fhd 1°
Fig. 11. The cqutiemé takethfoe the eentéht puratrabse whadf benexplairedd brelow
categories which are available for_a networkaurcha e i rl this system such

as "nmusic", "duitBsrefergnges tonthefiewsehart,ghopdr in Fig. 10.- h5i g Tv
prograns”, a check t | gc at ' é\ga%é a
"Back" button, and SO 'onl.cO ls,g tshﬂogg'?’ggaoﬁriil @P%mﬁ%ﬁ?eﬁtﬁo%o > péu*% lgfs%% i s
musi ¢, the5 udespestivalysat the aserderoninaliz002@nd pndibe sarvee 10wherx

contont_pur chsgseh RufeaE bRt BRiuethe ™ 50" mhi o Cont ent

purchase screen (2) Wheforthe ssshieintt e puaichased, theaidserofat’ die ensetr D',

"title", "right infor ion", "sale rice" for th cks bel ongi ng t.,0
misic. A checkesTANG) 290Rceberatas theonerasiomhyinif 220, Araessesa BeR-
button, etc. T qan | O/ n OFHAA ?{ﬁ% t
by the 25 cont%ﬁn‘?e gdogﬁge%éiﬁrﬂﬁgg't necl F%P?F%P@gggﬂtﬁﬁt er Of%s'é“é@ﬁeéﬁ‘
reproduct i1én, (Iuinsicated ipvifigg, 1 hunber of copying, usage duration, etc. I|f

operat] on unit 220, THE cadtesit pREChRSE ROl P s madt b B P Eidcstion 1o
Ceorge", and pfesabtegoties' Whichaard dxdilabla ford evetwlirkhipsirchasenin this

h t. Lf there i, t , he . . hase, t h
ot ont - 1 ha ctatem sHaRs iTadslsT 0 R e b oIS ok Sn MEYAES ot e

SAC wi th t he CYETdNTSAPrograms”, 180 checkhboseitveselddt. thegdd Edesgofes) rgs
the IDinformgtion (client D of the user termnal 200 that is stored in

the | D i nfldr nﬁ'tN%t"sPH_F'an é_r{ul?zaf’éébbuam, 3BAJSOtAE content purchase
request nessage i nclip¢hBocdtdigory of the content to be purchased is music, the

user operates the operation unit 220, clicks on the check box
corresponding to "music", and pressés the "Next" button. This
makes the content purchase screen (2) shown in Fig. 12 displayed.
20 This content purchase screen (2) is comprised of the
category, details of "content ID", "title", "right information",
"sales price" for the tracks belonging to music, a check box to
select these tracks, a "Purchase" button, a "Back” button, etc. The
"right information " shows the original usage rules set by the
25 content provider such as the initial value, number of reproduction,
number of moving, number of copying, usage duration, etc. If the
track to be purchased is "Surf-riding George", the user operates
the operation unit 220, clicks on the check box corresponding to
"Surf-riding George", and presses the "Purchase" button to enter

30 his content purchase request.
If there is a request made by the user to purchase the
content, the communication unit 210 in the user terminal 200a
generates SAC with the communication unit 190 on the server 100,
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information to the server 100 (Si). This content purchase request s nessage
I's conprised of, for exanple, a nessage |ID that indicates the content
purchase, the content ID of the content requested to be purchased, the

client ID of e user ter request urchase. Onc
t he user aut thFFCQWBH’e&n fﬁ) ng ﬁpb toﬁ?ﬂpﬂiﬁlw tﬁ‘?'fm ltehe
comuni cat i on 2@y tth%Qolso%téP@d SiY the I@Omfdﬁméﬂlo'rﬂtsﬁéréﬁé uﬁnelzzmi, b'ﬁd
information with the IDinformation stored in the user managenment DB_110

for the user sendsntheacoptent pUr¢hase sraquestnessager mwneq&l@!ﬂ Dy
th h i e t 15
au'ta hg?]'? |r C:"i![ ?O?]nﬁjdg{rﬁﬁﬁi?ﬁ lelrglsgﬁéé@h£§é)s(951ﬁaﬁggseﬁéﬂggﬁe@whﬂ%fe #&bec I es
the user 1D fmessa\geamoermmiéedaoﬂ foreaxamples at message 1D bhathindicatest

| D, et th nt r er est. to e er ri rocessi nit
160, “After exeBg satant PLrEHgss, sBESESPER Nt 1ot thE cohtis Beftesadtta
user right pr ‘b@eﬁﬁrﬁﬁayédt thelclieat IDeof thbeu#életeﬁm’hﬂhthat Wé@ﬁ@ts(ﬂhé or
the content purchase to t he user right information DB 120(S3).

Speci fi cal | y, coRéepurchafe.pr ocessing unit 160 speC| fies the user right

nformation mnagenBiicd 3phe . 1er( SabthEhtication SriPe 15" rekBivey Hhle.

East XX) who purchases the §5 conten romthe user access
t he user noghinfanmhatios thorouh the. comenuhication unsiérl 90 glmtttpe seewer AQQni t

o % o or € S heRSoBRE Fe4iekP 150 G Beffod "BHE"RHE tpl PyfehehBfioke
i nformati on Astered iihthéctuser snahagkenentDB llufmfmtathemsldilabtﬁmt@at’amck

1 respecti vel fields the lLicense information per. ea cont ent
For e ot o PO PRRFES iRt COMtENTaBWINAcE KETeSa b0 aihe nLaPkarIaht

(Nos. of reprg}aebserh MAUHIEI 60 92, N%To gﬂﬂ: )|t0fc6ﬁ€réﬂé'l | akh@al yeer set

by the content provi er is entered.. -25 The the user right processing
unit 160 passaditheaticationtunib 150 nefiers dattha uSﬁfdﬁﬁﬁﬁlQﬁmQBﬁéiﬁMeoﬂlml t

170. The cont gpb AES Y LGB B FFSHH G WidntlrS, 3nH thER pdéses the user

ID, the content ID, etc. as the content purchase request to the
user right processing unit 160.

After executing a billing process for the content purchase,

20 the user right processing unit 160 registers the user's right

information for the content purchase to the user right information

DB 120(S3). Specifically, the user right processing unit 160

specifies the user right information management table 121 (See

Fig. 7) for the user (for example, East XX) who purchases the

25 content from the user ID "pana 01" by access the user right

information DB 120. And then the user right proce'ssing unit 160

stores Track 1 respectively to a field of the content ID on the user

right information management table 121 and stores the ID, "right

information A" and its details of the right information UR-Us for

30 Track 1 respectively to fields of the license information per each

content ID. For the details of this right information A, the

remaining information (Nos. of reproduction, moving and copying,

etc.) of the initial values set by the content provider is entered.
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related information (such as the content key) of the concerned 5 content
fromthe content information DB 130 (S4). Specifically, the content
i nformati on generation unit 170 accesses the content information DB 130,

acquires the n : r ' 0 I

eference 1o THEEHSHs ot PTGt 160G The chtedt 1p to,
key and the cdheecontdnt mﬁdrmatmhegmeratlanqunm wm unit 180. The content
acquisition unit 18 erne con e content,.DB

o o e nont eotna- dBpk8Re IfarPatios ‘daestation uif T7d adtreR Wik
content key. Telé&mhpoﬁﬁ%idn C(suc‘li’%scﬁﬁéeﬁén?éﬂtﬂlééyi of the tcoféerned

accesses the content 1313 15 acquires the content corresponding to
the contenf | OORtent fr@ﬂarmé@nt@nmmfmmahpnt 85 &30 (S4hd Speciticaliye

acquired  contpf coﬁf@nﬂr‘nf‘ﬂﬁnéﬁo@%p&?ﬁ Lt 1W9EEE§’5¥E%U EHhié"lfit

content i nformation generati on uni e cont ent encr t1on
185. The cont énformmation DB 130} at&&imrthpt sonbtent &key 18d EOrmaBpmdlmg/

160, e commith (K FBATERE 1D, Bl fefBEENcE R0UPE soRtehhkeriBlIR 130, dhd ™ '
content to theausris tifé radaﬂhré@(bor(t%?bt kéyemd bige tritemterb ‘t@rtfl'\@tohﬁent

received (S6), the _25 conmunication unit 210 of the user termnal 200
sends t he 10coRGAMISIION HNIE B Qnt storage unit 240 to have it stored (S7).

Throughout these prgg,%s t@ﬁ%c%ﬁﬁ él?%?ﬁcdﬁi‘feh%d %c‘d}ﬁ %é'slfﬁe t&redred00a

and on the server 1 e sesslo content ase 1s conpleted.
30 Since SAC mrtj,em\atrfatoam thet oentent DR 440,t andi tine cenoanhmmrymlonaumt

w thin the scodt Rty PEREHEL GBBKERL WK 1R EGfidht Revy vS ¥ fadfBpBEMC™

prevent the cdqhieeodpntent aegtisitipresinit -180 weesgesithencbateat P40 and t he
network. Fig. 13 i,s a &Lom/ch rt to show t he %rocesses conduyct ed

respecti vdfy iqCquiEesstpe; é?‘?ﬁ t erreshresing cta ke, comtete D with
references to the content table 142, and passes the acquired

content, the client ID, and the content key received from the
content information generation unit 170 to the content encryption
unit 185. The content encryption unit 185 encrypts the received .
20 content by the content key and passes the encrypted content to
the communication unit 190. The communication unit 190 on the
server 100 sends the encrypted content to the user terminal 200
(S5). '
Once the encrypted content is received (S6), the
25 communication unit 210 of the user terminal 200 sends the
content to the content storage unit 240 to have it stored (S7).
Throughout these processes executed respectively in the
user terminal 200a and on the server 100, the session for the
content purchase is completed.
30 Since SAC is generated between the user terminal 200a and
the server 100 and the encrypted communication takes place with
a shared session key within the session for the content purchase
session, it is possible to prevent the content purchase request
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the user uses the content in this system 5 If the content is used, the
user at the user termnal 200a operates the operation unit 220 to display
t he using content selection screen shown in the Fig. 14. This using

content pur cTRSa5a@E TRt RIRGTEKDREE D0 PE hefwbricon °0r Lo
pre-application of F X dosa floskahdrtrtd ishowntieet proeesses rcoriduicteckt c.
and check boxes for xﬂngggéents

Next " d "Back" . butt If th
Content 1s usE@sPeRE! uset termipat e ancon thisservar a00CHNeD &
usage i nf or @y gr YEBcENS @UntEALIR S gysterduced. To put it

concr et er t he user ISp ays he usin cont'ent sel ection screen as shown
in Fig. 145 marks off the emtﬁnt iougad, the user attthe ugen terminab2dlae

(Tor, exame. ok, 83 GRPatEl, hiscaz " Nishiay i Bihd qntOl
MR sttt tnanavi i iagiiob st bifiog 52?‘2'3“1%“
action, text ISSKEED 38t cPmpBBadhRe e SBtie o conteht oIl &F Wi Eantant

"Back” button,nfichastd abgarthéf Udet eat XhEOT us&F lﬁéﬁﬁﬁnh'ﬂf POB4) OBr tde

user 25 operates the operation unit , marks on the check box reqU|red
for the rduedrengpadication efrthenheelpaetti@mbﬁoremﬁp@tenémr@d@@ntaactm
noving) of th on t t u riud (") S
of requests (Fer!:Ef héga &@l%lggxéé‘a%r ﬂ,ﬁgs%g(%\nﬁ%e) ! fgfré%{rt:pro ucwggﬁand
"1(once)" fortnﬂiong)eﬂ:the t ext box for the 3o requestlng detalls bei ng

mar ked. |If the chec X 1s Jqmarked Xt box i ted 1" a
The"mt ni mum usage. r 47 EnSSnfaHY & ustde thibhser petaiesithe, Shertial urif
nore, he can 2@ gnenteritdree HigMwagee MFormatiohhof thé tcdritemx tol fbe
there is a content reproductlon request fromthe user, the, co ni cation

uni t 210 ilA t HEPFeEuUCEs. nilRalPUlndt geoneratelysibe user displays the using
content selection screen as shown in Fig. 14, marks on the check

box for the content he wants to reproduce (for example,
Surf-riding George) and clicks on the "Next" button. And then, he
displays the content usage request screen as shown in Fig. 15. The
20 content usage request screen is comprised of actions available for
this content, reproduction, moving and copying, check box to
select the action, text box to enter the number of actions, a
"Decide" butten, a "Back" button, etc.
As a part of the entry for the usage information, the user
25 operates the operation unit 220, marks on the check box required
for the requesting details (in this particular example, reproduction
and moving) of the content selected (Surf-riding George), enters
the numbers of requests (In this particular example, "2 (twice)"
for reproduction and "1(once)" for moving) in the text box for the
30 requesting details being marked.
If the check box is marked, the text box is defaulted to "1"
as the minimum usage rule. Then if the user wants to use it "2
(twice)" or more, he can simply enter the number he wants in the
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wi th the comunication unit 190 on the server 100, acquires the 51D

i nformation (client 1D): on the user termnal 200 stored in the ID

i nformati on storage unit 230, and then sends the LT issuance request
nmessage i ncl ui’g?grﬁg&s IDinformation to the server 100 (S11). This LT

| ssuance requ age, for exanple, is conprised of the nessage ID that

| Edl cates the Lg | smﬂzem ivarcontgit r dudtioR r(e‘quemﬁmmarl;nemaelg the of
the content ta e use conte roduction re eSt the re

o ot Fon ( Eatemyaicatian sinier LERORNS e kSTHIBR! dnd sl fratat SAG o2
details of th%ﬁﬁr%r?élfco%ﬁﬂwtaﬂmhrﬂﬂqgn 'owthé%éﬁ\fér 19@6\%&@1@@@1& of

the user termnal that requests to 1 ssue . he user aut entication

unit 150 tBat IDeu-d’wesatmns(clierntdrmaonmhe/uaermerﬁunabmihstw’red;rn thed® on
th 10 I

[ n?of?r;;/iez)n s?BFiﬁha@{%ﬁfh tjf'ﬁgbg mggg%@%?%eﬁéﬁegsﬂﬂdgephguﬁen S|ucaa Fon
e L T ghl e T L g e et eal o the,
the user ri racess, | . To,be nore spe ica , e
user aut hengl é§0]1®n &ﬁh%gl"lslg f%ﬁ‘@%&?o éﬂé’%ermﬁéﬁggéere:ﬁpr tea?fﬂ%'pﬁi 1S
specifies the ddﬁﬁbriééd ré’FntHé? ﬁl'e'sgﬁbe' QD afht NAYieatsesthd NET Ukud e and

the client 1D, content requesting information, etc. as a request to

reproduce 10he regmast: QQ‘D‘H&F IRetfar gKBmQ@,pT@de@)anLﬁhQ cogenthto ker
ri ght processi n| tcojrﬁgnq_.onpé dhE el Lpégt |p%0r éonrégpietgtrelﬁ.t%

content reques I'S reg ere oto th usér right "I nfor
120 (S13). Spenfcblrmalthn {(Twicsefori gaproductiessi rancmi fot 6navingyethabe

managensnt t athEICBEES VS gtERUS Ariie S8Rt fiSabede it gl e IRROR,
who uses the exmhg!é hiat0o1) hef tiserusdp taranpiil’thatheequiebts ueeitssuegm
pr ocessi ng unit 160_refers to Track |nl°t he flltel d50f t he conten\tle th-|528
on the usdf right iAN& nHEEEN Qﬁﬁ!ﬂjmﬁ NabHBIt 2150 nEhabnrecsives s
(B 5 % oformekieh g, e FonTiiedtion, Ui £981 ohthe! SbRVeR 100
collates the ID information received with the ID information stored
in the user management DB 110 for user authentication and
passes the user information and the content reproduction request
20 to the user right processing unit 160 (S12). To be more specifically,
the user authentication unit 150 refers to the user management
table 111, specifies the user ID from the client ID, and then passes
the user ID, and the client ID, content ID, requestin'g information,
etc. as a request to reproduce the content to the user right
25 processing unit 160.

The user right processing unit 160 confirms the user right
information for the content requested, which is registered to the
user right information DB 120 (S13). Specifically, the user right
processing unit 160 accesses the user right information DB 120

30 and specifies the user right information management table 121
(See the Fig. 7) for the user (for example, East XX) who uses the
content from the user ID "panall1”. Then, the user right

processing unit 160 refers to Track 1 in the field of the content ID
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novi ng requested are still remaining in the information, and so on. 5 In
the case of a subscribed nodel (pre-contracted nodel), confirmation to the
user right information is conducted by the validation in which

Soer hob s Tt n ST EhE e 16 IRUERRER T BIAKEberEnt RERI 21, Hifk BRHIRIS ' e
o Stored i op femOHLEIon Bha eauR care cam .emc'"“dng"; g?ﬁg remaining
reports the erlBFYEMaL mméJRTlf»\ bdfTrakk of fhausBerbwt sepsaduttion andnt

i nformation tgy ifg?ng GRsted™ Y Sl I‘th‘?ﬂﬁf(%‘fﬁ ?Iiﬁ‘%gﬁfé {éﬁfroﬁl%&% on.

details of the Infornmation for repr fent s
nunber avdil abl e fdin tri’EplcaSecof (ah',subsdrlsb:aﬂ esodel {preheontractedgnodel),

Lonor At st he Sarfanroatin 4EhEne, HEARC gt TR RS 36 RASEuERA R %he
t h?olrjrsr:'[ | (r) In ghteVnatIEcg@ﬁaﬁl mv%mEh éﬁBsaﬁ@tmqe@ntrat?l geetﬁmqmttewmntent
D oceael o uaig Shahidad, Shehe: ?f&*‘ellﬁse'hbeﬁ Ehe'cinqannad ShbscriBtion

reproduction, g/Thpge” for noving and "3 tinmes" for copyi ng in the
renalnlng information of the content ID for the user |D "panaOl" to "8
ti mes" forloreproducWben tlmdughtdnfmatgonrf@rzsepmdum ther reqpested | n

101 mes o8 CMEIRERtIERTh the FEistarRiTYRE RiarBt i (ST e nce
i nformation gesar atight uprocéﬁﬁnrgasamtt i1<60 | repoets nthemaeénablefdisablee”

f duct, " f t f t. 30
ganer 1 on unilharBEAR AidaR dUSAR hesed S EBR fghy IRIPHTISN 48 the o

the discreti Orlléénéé‘Qn*FGerﬁtléﬂ d?enéi'atlénaiﬁﬁt PDSS) tﬁﬁdéﬂas Fetdilhofugee

right as LT, which is_not net the usage right -29 requested fromthe
user termildal .right éﬂ@@fﬁﬂétloél/efprfrﬁﬁéodyétloﬂ efdeeeemesnisethe t RUMbgHt

tL$ ;rgﬁggdftce té\ﬁ‘augtf’afeenfoﬁ WéSrod GEAHGhYY ditf 5EBFESIURL Q) Eh@huske? fgRE as
possible to

information DB 120 (515). The license information generation unit

165 generates the license information based on the information

provided from the user right processing unit 160 and passes it to

20 the content information generation unit 170 (S15). To be specific,

the user right processing unit 160, as shown in Fig. 16, updates

"10 times" for reproduction, "Twice" for moving and "3 times" for

copying in the remaining information of the content ID for the user

ID "panaQ1"” to "8 times" for reproduction, "Once" for moving and

25 "3 times" for copying. In other words, the usage rules (UR-Us) for

reproduction are decremented from 10 times to 8 times and for

moving from 3 times to Twice, and the license information

generation unit 165 passes the license information of "Twice" for

reproduction and "Once" for moving to the content information

30 generation unit 170, and makes it send to the user terminal 200a
as LT.

At the discretion of the server side, it is also possible to

send the usage right as LT, which is not met with the usage right
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reserve the policy for sending the m ninumusage right every time 5
according to the business decision, etc. The content information generation
unit 170 reads the content key information for the reI evant content from

th t ent t ' T
hat i nc udes EAMESEEHCthor i (R RERRIALCEON SLMDR, evRreiiTehe Hiser T
Speci fically, tehmma]!]t ﬁqﬁesggrﬂwibomLmrlm{ galtepm)tdune the ogmg?aaetwnm 600
whi ch ea , action a 0C Vi N

" Che nunber SERGINGr thiraBregrcEian right far BRcedil ud Biakss N possidis

bl ock 620 #2 *Fé‘éé?@e the é@ﬁcytfbf! s@ﬁmﬁg ﬂwmwmmhrveségé mqﬁt@wﬂwmﬁfe

nmovi ng, LT content key | ock 630 and LT footer 640. The content
i nfformati ofi @esoygingitouthe ineRg rdgrisiami 6t@ont ent information (S16).

To be nore specifi [ ypt i uRi pts
the LT content key ?515 &%r&%’}@égﬁ ﬂ%?ﬁ@’f_ﬁeggfﬁw&d&ﬁ*hgf&yﬁe}m%a |éc/)n
unit 190 on t ltontentckey 0nfammadsiarm éor theamadeypnédanterdnfroloe thendonbent
license infornation_as L o] e er termnal, 200. n.the. St S14 .. 4

the user  ri gninTomBARiAT PABabal°And” BensFarhs (ine Hantent iR A URNOKLT)
reproduction ftﬁhthh‘tluééSlQﬁH@Ctorﬂ@ﬁtGRéY dmfemii@éhs@uwo?ﬁbéﬂoheﬁsmse
nessage is sent fraomthe 25 server 100 to, the user termnal 200

repr oduct |1@n (ﬁl%%fléa“ryespﬂ?%e GRIRMe |'BfQ!'(§'ﬁ9F'|°ébd ggnerafionxaHpite, kA2
message | D | H&d RS f.T‘? h&l‘?lé Wﬁp?&he rftLFIe lehderSHI; 'I"Pag:]'ﬁ’(?ﬁ

message and e status catl ng tha epro uctlon 'S
since there |tagnb|QﬂFk BSZQ)GH‘I |haanng 62'[‘ lia trmmnunberocmnteevaiuerfdratim in

e et e TaRloR B chfaa SN pEBBrPhg SRR BSBAT Rahifacel fet
storage unit - 2B@ numbbee coamntentvalabdoratheoaction g oving) LTMt@fntekey he
nf or et d 0988y sk B0’ And gl ooderin®4Bhor Tt o SNSRI ANTOFTARIN | on

(LT) by the cldrfityption it 385 enckPpts tRRESntent information (S16). To be

| more specific, the content information encryption unit 175

encrypts the LT content key tag block 630 and the LT footer 640.

The communication unit 190 on the server 100 sends the

20 encrypted content key and the license information as LT to the

user terminal 200.

In the Step S14, if the user right information does not
contain the right information of reproduction for the requested
content, a reproduction disable response message is sent from the

25 server 100 to.the user terminal 200. This reproduction disable

| response message is comprised of, for example, the message ID

indicating that it is a response for the LT issuance request message

and the status ID indicating that the reproduction is disable since
there is no UR-Us pertinent to the request.

30 On the other hand, in the user terminal 200, the

communication unit 210 receiving the content information sends

LT and the client ID stored in the ID information storage unit 230

to the content information decryption unit 250 after the LT has

-30-



I nformati on and the content key to the license information s processing
unit 260 (S18). The license information processing unit 260 checks the
reproducti on enabl e/ di sabl e |nfornation of the license information (S19).

If OKt t t pyEt e

decr ypt ?o?\eﬁ;. %%Eﬁoét%%%)dpu'b cr%@aﬁj@t ﬁgftl ik%%%sgsﬁgﬁi'nf rrraﬁ%%ent

proceZSI ?g unmﬂﬂiﬁﬁaumplclfecr?p.titm) runlﬂnez500dert:rey;t)ts)rtgseteSbnctatﬁlgttggn@j(érrxlit:erin(tey
uctiron.Ls or _nore I (O] r I

Lo the. cont entNEREERGBERon(kH « bY7dthernlighR aR, 2B, ARSSSS LHIE HAGnSE

acquires the WFHr‘?ﬁét“bfrP”ahBe m@tt%ﬁtéiprﬁé? teNithe?4icépsd) infsithydeion t he

content with the content \é IS reproduces Track 1, "Surf-riding
Geor ge" un8ler Pﬂ’ﬁéeﬁﬁmggélﬂmh GQA&Sdredl ng to the extraction usage rules in

the license infor n r 2 h Y,

action tag bl ock EBJBQ% |c|% %ﬁw&nﬁﬁén Eg%é%%bﬁ S}/nm}tnglsmecyéﬂgs ttl‘uent
deci sion thr eseprdduetmn enbble,aﬂsah:le ﬁnfmnnatwoﬁiheslm' sieipforonationd

t he accunul at a ation hesi number unt er . val ye.

Therefore. Totoash: dhORe saBtoRiRetS2hY I BRSEEs hmEontEnt sy fadhe

met hod to deClcdﬁtéﬂDrééu Ypﬂ@nl mrﬁtegvmdmngﬁutl fit acoﬁ@«"étém rtﬁ@ Qiteﬁsél e
has passed since the star reproduction 5 By distributing t

i nfor mat i 3% abdfarmatiofepraraspitig sib260 ﬁé\e@ﬁsoiﬁ the ndlfﬁbﬂi’tﬁﬂlll@?ﬁfs@iver
it can be varigllfetibh dSrépr ?hagel o ARREY I fh\’?lﬂt&oﬂ’\@lsef lﬂ%’%s i

When content reproduction1s s i'S counted asS once
within a cert &he ¢antent keyt tufth‘e conteatsdecryptionhanite 278d utheoconBantainy

o ormat | on - ety BEG BAT 220, AEabeS BV (R ER I End Contiibidtee ¢
time limt foundb@40nE2h}, deprygistithen cohtemtceith Thd contbat dands
S T3, chrediskanfradhed, ARG Gedr et WAt e amasement " ¢
l'ess than theadeBRdii@to the extraction usage rules in the license information
processing unit 260 (522).
By the way, the LT action tag block 620#1 for the action of
reproduction includes the count decision threshold value, the
20 maximum continuous usage duration, and the accumulated usage
duration besides the number counter value.
Therefore, for content reproduction at the user terminal, it
applies a method to decide reproduction is executed once if a
certain period of time has passed since the start of reproduction.
25 | By distributing this information about the certain perlod of time
from the distribution server, it can be variable.
It is also possible to apply the method as follows. When
.content reproduction is started, it is counted as once. And if it is
within a certain period of time from the start of the reproduction,
30 any reproduction acts are regarded as the same reproduction and
permitted. The information ‘indicating its scope can be distributed
and treated as the time limit for counting the reproduction as
once.
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I nstance, pre-reproduction.). And reproduction is counted as once 5 when it
reaches the count decision threshold value. And if the tine 1is set in the
maxi mum conti nuous usage duration, it can realize a flexible usage schene,

thien ke, 11 PosSiRlGuidh B, o GRG0, FAB, 51 s WP de el

content can b@erﬂode@ﬂ* tineels peti adithad loountt dlecislorneahh&shoma vaemthe
continuous usa auratlon Also if a, certain E ﬂﬁ t"\Pé] hs set Eet he
accunul ated us8 éo yctlan s "meCQ‘ém%‘illtascﬁﬁcﬁe' dEdggpathan § er‘é‘fﬂ%&
until it reachqsedhGe agFéﬂi‘é dif‘ct‘r@ﬁgeA% ?‘éﬁ%‘d%c%ﬁrfﬁ EbﬁntédV\aﬁ'Q}nce

variety of content usafe can be provited to user. Furthernore, the
pol i cy for5makvingndbceacbes the counp@emsuoratmeﬂmld value.chnddfithedimen

2 eproduct i of Lo Bfe IBxfRLm LB jbbBL S SABECAuPBYOR, Tl PbdNze 8170,
(S17), and thﬂémbdaelsesagfeorswl’mmlafvhlt&bl malcesruprpmlsmblent& gpake, at -
term nates the rocess t hout édﬁPI’O ucl n content ﬁ S IS case

reproduction & "b""'Pg hBEUSLE FUHBY rERL Q)‘S'/be?‘:taé%sﬁo
formed with thge SﬁLth50$0ﬁjé FBBGBUW&O%IQ@G' ﬁﬂ'd:aﬂ'@ &Bﬁtehf‘etﬂn' Sbé‘O

usage 25 right UR- rel evan to the request. reproduction disab

may be nottPfi er@mpduceﬂ pentadicaHy unsil it r@@tqh@s tla@ mmmmcantlm%
reproduction %Sﬁ."&{slbe iFSa SE& g ridy S8f HhfL i %h%F
i nformation Stlp ates e con ent Can e US Just once, |cense

i nformation praucesautatediusatf®d dtﬁmtduhptthe consent aars de ra‘cnumuianeiy er
the content is use or, trigpgers the,f to_show it_J.s no nge .

f fective  angeBrooucas ndPokeceatnes, tne? pttiinhlatiVec Ssnlly drafiopy 1)
I n case the | Tfeforaf o wideoraGety @frﬁorﬂ!éﬁt' asagacéanbe ppavided ot
exanpl e, reproduction and novi ng) and a conbination of those is handl ed as

the |icendd i MS¥mation for one content, onl y the rule pertinent to this
particular usage (feyréféfidte, the policy for making decisions on the period

évailable for reproduction can be changed based on the content
type (for example,.movie and music).
When a reproduction disable response message is received
20 from the server 100 (S17), and the license information is unable to
reproduce in Step 20, it terminates the process without
reproducing the content. In. this case reproduction disable is
notified, for example, by a response message formed with the
status code ERROR_URUS, which indicates that there is no usage
25 right UR-Us relevant to the request. Also, reproduction disable
may be notified with LT containing the LT action tag block 620 of
which reproduction number counter value is set to "0".
Also, when the license information stipulates the content
can be used just once, the license information processing unit 260
30 deletes this license information after the content is used, or
triggers the flag to show it is no longer effective, and executes a
process to nullify the license information (LT).
In case the license information contains multiple action
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reproduction) is nullified. 5 Also, even if it is a subscribed nodel, on
one hand, wunlimted nunber of usage may be permtted to each of the
content (for exanple, tier billing), but on the ot'her hand an upper limt

i's defined for sa e ruI For X he upper. hl'y
charge 1. 5006ule (FaF Sampley felrodiigtpry and fafBE)sand orPmiartin
for the usage gfithdsedfs ﬁaﬁdrémésrﬁmheéngé ihFSrtion FfoBlind abAtant) Only | t
val i dat es whet her the user holds the usage rule of the concerned content

(val i dati on ofthgherygy pertingeatndie| thisf particwdans disageit i(0ed e¥aMPie: is

val i dated. Ad Moot fae right information DB 120 may be split
I nto the dat agg?gga?'clg#%{g f% gu(tlgrﬁécrjact I nformati on and for the usage rules

to be nanaged respA¢$0,veé\yenI if tibeis i aesssorilbedanodel! lawsone ramrdpr
copy the conte his conte usage nanagenent te | t |s ossi bl e
to nove the ri l |‘§ﬁ rHa (Qj=t Qgeh g?ﬁi Pﬁén'ﬁﬁtrﬁcg]nttd ﬁn t he
content to th%o??téﬁ'ﬂ%r@&@rﬁpfé’%eﬂ'ﬁllﬁ%’}? butohthe @théf"ﬁiﬂndmﬁhdj €FSS
unit 280. In such a case, the right inf ormation i s noved and copied. after

it is convertéﬂnltrftsod@ﬁﬂeéaﬁ%‘ the)uﬁagesuﬂ@or(f@a %&amréeeih@mapeﬁéumt gbob

and 500c. n r OFdf:Fﬁé

t he content Z%Olﬁﬁé%%hlgnglﬁé ?gﬁﬂqﬁo@é@%éoﬁ‘zm#??gr%ﬁ@ ﬁa med‘ieéai %OOb

and 500c. 18i nitherupperHimibforbhekisage radeyatttdve confirnhatioanof Lhei usekey

correspondin h encryptio . u l he exter nal i

S00b and so0e "t ArEakRin. I BldareS: WREthEE uld skt Boids e Tadk

use the conterule dfthet cdmeerfdd content Vatidation bfthef payp@onsenhodet)

protected by a_content ﬁrgﬂna enent get hod dlfferent fro égl S con ent usage
a

management sysAfE@y the ntoned eopbAM Iswvalidate 'E‘Oé‘fa
supporting th‘ils“é?“ﬁg'ﬁtt anéﬁg@(gW@Bm rhayt B@%pl'it!"lﬁﬂ?tﬁé bééé@%f‘on

it is - 33 unnecess e data conver si ri g A nformation
and encrypfed tb@ncentlraﬁt iformationt and. fon ghelesageartﬂllaa/vt@rlaetmta@agﬁdv

t he process e*%%ﬂ%‘é@l\fétlyt he

If the license information allows to move or copy the
content in this content usage management system 1, it is possible
to move the right information (usage rules) and the content key

20 with the content to the external media 500b and 500c via the
external media access unit 280. In such a case, the right
information is moved and copied after it is converted into the data
format supported by the external media 500b and 500c. Moreover,
encrypted conversion (re-encryption) is conducted to the content

25 in an encryption method supported by the external media 500b
and 500c. Similarly, the content key is converted into the
encryption key corresponding to the encryption method supported
by the external media 500b and 500c. Using the external media in
this way makes it possible to use the content, and at the same time,

30 copyrights of the content are protected by a content management
method different from this content usage management system 1.
However if the external media is capable of supporting the content
usage management system 1 in the present in\)ention, it is
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user termnal 200a for the case the content or LT is noved out to 5 the
external nedia. |If the content or LT is noved, the user at the user
term nal 200a operates the operatlon unit 220 to display the noving

content sel ectlon SCreen [ 19. Thi s.npvi R t | on
screen is conpiil §ﬁartyhgot ee%g dget,%tcqur%lﬂ? Qﬂg‘égléﬁﬂﬂﬁﬁfﬁbgﬁﬁ{gsed
by the user afaﬁd"édt??ﬁtéérdﬁm?érs?@ﬂaof fhetdomtentcense ticket, etc.

recei ved i n advance ese contents, check boxes for LT, a-

button, etec. kThe us B9 diLl8pisaaflewecharl o shewdhe pépésssowgwﬁécﬂ athkh® in
Fig. 19, mar |ng @Jgacgob%\x oﬁmega%eﬁmé%mﬂéﬁtwtgewgw& Hlﬁto

exanpl e, Surf-rl orge and cks ont Deci
there is a5re¢hes£xte1mafm1€d;at he content fromthe user, the license

i nformati on process unit 26 ser |, nal pa

client 1D stored i nifgla I@qqﬁ'ﬁr %‘f% ﬂ% "fserégggﬁdu%é?i?t&ﬁaai' n
the LT st oragamto§é5at@stmecepbeat102\0 UrliTEOIZIZfU Iton displapt the wiovirdO0.
The content |nforrrat|on ecrniptlon unit 250 decrypts he encrypted content

informati on @ONtER} salectiormcnasn SMqyR s Fige 19 cdide MovingaePBReRkd
the content I%@fe&ﬂohhgcl’ééﬁ”@ecbml?félggﬂﬁ IJET ﬁc?é'@gdenab ID'¢ the

| i cense i nformati on processi ng di sabl e
i nfornati an fmon’aentngurdease ehig dhentisenaat bhe user tecniinad Mah@r theis

ot o val ug erish, ket 1 B Tockdd: in (ETVSRESWRELY dolteMEl ok | ¢

(1Sgrl) mDIr? (in ticb&salee uln‘, asgtm‘c»de“ Ltngttonr étafstl'fhe uﬁ@eiadttmalys tive u,m%%%b
it is gvailahle to use es 1.n t he

br the ext or nEOTRERESEISSBON SETSRR SHARRJDJHd: HO cBrake Sbthe ARESR

270 and the gqufretRal cortentafeeswantst teStbbet Qﬁbl*—Teﬁé‘m[ﬂé pSQﬁ'Fsﬁﬁﬂ'lQr

not (S32). -34 If it cannot be processe ), I'i cense

i nf or mat i dé pr@%@fﬁ@h@l’lﬂwFllcksmmébﬁd'élaeﬁléﬂ'hbﬂtt% usage ruI es are
formatted to the infef FREFORs SPPYGLESE fbPrRoVitig ¥ EBhtent from the user,

the license information processing unit 260 in the user terminal
200a passes the client ID stored in the ID information storage unit
230 and LT stored in the LT storage unit 245 to the content
20 information decryption unit 250. The content information
decryption unit 250 decrypts the encrypted content information
(LT) by the client ID and passes the license information and the
content key to the license information processing unit 260.
The license information processing unit 260 checks the
25 enable/disable information for moving the license information,
and decides whether it is O.K. or not O.K. to use, in other words,
decides whether the number counter value in the LT action tag
block 620#2 for the action of moving is 1 or more (in the case of
"before use" or "after use and O.K. to use") (S31). If it is available
30 touse (Yes in S31), the external media 500b or the external media
500c validates through the content encryption unit 270 and the
external media access unit 280 if the LT can be processed or not
(S32).
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control information (S33). More specifically, the license 5 information
processing unit 260 deci des whether the external nedia 500b or the
external media 500c can rmanage the content wth the content control

i nformation in a. eS|stant d Gl f an ngge en
the |icense mformatf n%pr‘@d'g'ggé b UQCERSS Eb@rt'g t%éza Eﬁg 3&%‘%%;
bl lock 620 #2 fiaforrhatitth tp?otbgsm?% Ut €26 0 cdetidels wilethert thi sSYB ru!md
passes the converted content control information and the content ke

the content @& yermatted toxihe m&oemtm gepvestedninke tthe ocan \?es
the content fdpprppe Iﬁ?af'ﬁf%théﬁor ”' tMetd: @'ﬁ“ercgﬁ{:ﬁlwhe tH §fdensé th

the content key, and passes e de ed content "an 1 S content
control i nforinformapiarvi pracdssingt hﬂ'lltl 260s dadiles mathetihempthee exitegnahi t

250 10, L1, EER) b P EiR o St A M et

provi ded fromwif ﬂmtentendwntrbl warmnatna?ﬂm a d$deurt tamperrrekistanpb
or the external géﬂg”?lg' a 500c 835%, Al so the process in Step S32 is
e

possi bl e, the MP IR e U’t%%§hﬁg“%'i‘$926fp'ﬂﬁ§§@ Brocessing
content  decrypit Pb¢eonvefts tﬁaaﬁael%téig%bewm%ztfoﬁrﬂo%?ﬁg thohd e

content fromthe content storage uni ts the content b
content kdy ar@ﬂfﬁﬁe@%’teotjemf?pmatl@nn(SBH)ananldT masseﬁemefconvehked

bb0. Tre oxt erorjtaeEaRERR (ot fhotinlyabiy 1B EERESAR keVSd EnaCERRtetE! |
P et é?ﬂ"éfmmm'?amnétfn L B e B Db athes ?ﬁﬁ
onit 970 pheden bt $Erns uPIE 240, BeGrY s rbeoshiks

medi a access upith 886, c@\ﬂ‘éﬁt‘“ReWtaq{d‘f}ia% §n@caeeey pRid c%ﬁr&emnanaomat he

content being encrypted to the external med -35 the external
nmedi a 500d5( SzONteTHecM il infarmagion Wé’oé&@@ﬂrf&p”hébﬁa“%()%edﬂf‘bmatlon

external  medigRsing NEnfPBED to! thé \BiterRbf hdidSEctdsL WUt 3867 S
external media access unit 280 moves the decrypted content and
the content control information provided from the content
decryption unit 270 to the external mledia 500b or the external

20 media 500c (S35).

Also, if the process in Step S32 is possible, the license
information processing unit 260 passes LT to the content
decryption unit 270. The content decryption unit 270 acquirés the
content from the content storage unit 240, decrypts the content by

25 the content key and passes the decrypted content and LT provided
from the license information processing unit 260 to the external
media access unit 280. The external media access unit 280 moves
the decrypted content and LT provided from the content
decryption unit 270 to the external media 500b or the external

30 media 500c (S35). In this case, the content decryption unit 270
passes the content without having it decrypted to the external
media access unit 280, and the external media access unit 280 can
move the content being encrypted to the external media 500b or
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such as a nobile information term nal and a digital television 5 receiver.
If it is not available for use in Step S31, in other words, the nunber
counter in the LT action tag block 620 #2 for the action of noving is "0",

or the extern nmed] 2. 5 Ob. o media 500c cannot nanage the
content with t%hg 'Pogspg éﬁ%frratlon in a secure,

tanper - r esi st ant ”DWe?efﬁrét Eifrdiagh th@eextenmanema@mbmntme @xetial

unit. 260 terminates the nmovi ng . process. g&! re, its co&/ IS never
infringed. Al tNedid 2REChNeEORtERESIS Ryl plué%é'a ® grmlna S
flowchart, i t Sith 0 f S
changed to t he progéeszgé ?@r&ﬁf)&pﬁﬁ%}ﬁﬁ'&ﬁp%énﬂ?ﬂlﬁle Li aécq%'laﬁe In a \%!i%ﬂée

can be novéd aecebperd to the external nmedia 500b or the external nedia

user bo managed mai 119t o nohAGIRHTR BGubR IMTRfp Shf (L Blher WiEREs oing ™"

the server camumasar édﬂ&nté‘ﬁﬁ%héﬂﬁl’ a&tm‘n tag mo&ke@zoa#zmrtneaaetmi of
Al'so, in case a certain, servic rovid eci al nE %glg
|

etc. to expananNé"'Ql'ﬁht trh@f @sex f-‘F%’dW%@n i°t"e &, ext ﬁéné .
can sinply be g Nghkh [ [ r st n
nmply Zggserverh%aﬁévm PE & nt' | With ﬂflé EritehtS S Peof

t he dlstrlbutlon user termnal just needs to
control  rl@pr olﬁ@lrm@rtqomm|a1§¢cuo@ytanmp@t-cestsaaaa roedude ihiStep &33, the

i nfornmation, | | havi e : f ses
for managi ng i&#ﬂ%a{hgﬂpﬁ‘%gﬁﬁrm‘(g%é)gsﬁgowﬁﬁ?%g é@#i@&“&&éégﬁ e
managenent at priocedsstThérdfore, 363 copysighet |s:nevevdn¢lrmlgyedmaut hori zed use
by the term nal sucg s al eiﬁtlon on the usagﬁ b?@ ‘g é
clarified from abov gi‘ﬁ atfEnMeNing. HOCeSs ™ hag N SRiRIgINgd iy this
nmanagenent sy {@rcherel Ftchéﬁ’ a‘lé@ becaﬂbﬁ(e@ﬂd Qr\:dﬁy'fn'@j precksdifseep S35 is
server 100 generates LT Is therig I nformation to indicate a art
of the usd§e rahanged to the process for copymg Also, only the LT acquire
advance can be moved or copied to the external media 500b or the
external media 500c. .
B As mentioned above, it is possible.to make the content
usage of each user be managed mainly at the server side in this
20 system. Therefore, the server can grasp the usage status of the
content at each terminal. Also, in case a certain service is provided
due to a special campaign, etc. to expand the right that has
already been acquired by the user, it can simply be realized by
upgrading the user right information stored on the distribution
25 server.

Meanwhile, the user terminal just needs to control
reproduction, moving, copying, etc. based on the license
information, so that it can get rid of having any extra loads of
processes for managing complicated usage rules. Also, the

30 centralized usage rule management at the distribution server side
can avoid any unauthorized use by the terminal such as alteration
on the usage rules.

As has been clarified from above explanation, by means of
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owned by the concerned user based on the user right information 5 DB 120,
whi ch nenorizes the right information related to the usage rule of.the
content owned by the user who uses the user termnal 200a, and the request

f th f ti dwith th t i t
Lonoratton unfheT soPEant° cusag®: . FianBREment " SYSieml" Solatdd St ke,
termnal 200acop anﬁ?ci’cbﬁp@fj tHid *hm%mﬁﬁ@ﬁﬂl ‘Eﬁb' 88rvié 1130 0generates LT

receives LT sent fromthe server 100, and t'he |icense information
processi ng umthat zsot;he\mstlmt iofarmoptiaméouiidicate e paitt ehithgcusagenpule

t he usage e T

term nal devi ?@\?@%@Zﬁy mﬁe%?%ﬁ%%%égﬁ?ggg 69{% ehuse}[%g%ﬁgﬁlﬁ orr'bgg'tonon

owned by the llDBr120$ which tmemotizgs tthe rightt enfoma@mn udlabgdntmdheng a

part of the user's usrg(ﬂr agt horization in Icaﬁge on the | i cense tlcket SO
c

that it extenYSAd8 e [gpntentyowgie Vsl W@ USeS; Hie U

management i ”téFﬁnanfZUG‘éi' afl@lVtife rel idst fl*éﬁ’nsﬂié’f‘cffo@éwwﬁtlbﬁe@h%eﬁ'ols
grasp the status 20 of the content usage at each term nal device

conj uncti on wiequipped With g qantent; w@&mtlomgﬁmaray%mm&f17Qethat

Caken on ~what i If (0 BnECHERERermibaf S007, 800, Phe s kaffP) P 20 s

per m ssi onp wequippeidewith tlpesmrhhmumcatamp uunhﬂd(&),f wihich qeceives lmssent
Mor eover, because h server vice | d usage ri i 0 b
the user | the THREYERE SEVET 1OR fd e RoehSe iEFnieiBRe hFStashing 10N, |
the storage mag@whick dddtrols the tse mfrttﬁe deviteat dctordigad thé usadged
can easily conduet the. rocesses to add sone, usa e rules and to provide

service to ex orizatien edicated spcthedessiy "1" automatically for
the nunber of reprofyerbfdyrd rtﬁé"'ﬁ‘errﬂﬁ?@le éW&gdﬁgﬁnt'@ﬁeéﬁr\?oeﬁ{a age all of

Furthernore, it ensures to preven content from bei ng use mtedly
by the tedfi ndheddsage, atﬂmomzatiomamd dnagbecyserois abéadni semtrrolttﬂte

e arnoey, CRORBR eba 0ok By Sheliad B, 28 UAPETSF MAC, 688HS usnge
ticket. In thauthoriZatton laldwa!ted Ium thetlimenseavticket sorttiat it extensively
reduces the loads of process required for the management in the

terminal device. Also, the server device is able to grasp the status

20 of the content usage at each terminal device in conjunction with

the license ticket issuance. Even if a copy of the content is taken at

the terminal, it can detect at what time the copy was taken on

what media as a query is made to the server device for copy

permission, which makes it possible to keep track of the content.

25 Moreover, because the server device holds the usage authorization

owned by the user, the usage rules of the user, etc. can be restored

easily even if the storage mechanism (HDD) in the terminal device

is crashed. Also, it can easily conduct the processes to add some

usage rules and to provide service to expand the usage rules such

30 as to add "1" automatically for the number of reproduction in the

usage rules for the content. Furthermore, it ensures to prevent the

content from being used unlimitedly by the terminal device, for the

content usage control mechanism in the terminal device controls
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encrypted, is stored in the content DB 140, and then it is 5 encrypted and
distributed at the tinme of content purchase (Fig. 10, S5). However, the
content key on the server 100 can encrypts the content in advance and it

Is stored in nt ept 4 ' c Ee i I

request from ?ﬁ% ﬁggr SPtq@Baé&%%éﬁ%iﬂge@ﬁ%%%%@gﬁfﬁgs@ 3“@/\:&%%
lmares ittPossia?imﬂ]*mat@onqﬂgi?@atdlﬁoh?ﬁ%cr‘r'?tc):e(ljms?:engsd ﬁ@kﬁrver fand Ehe
atency tine o e user. 0,.in e odi nent above, e, expl anati on
has been given forl'ﬂhéﬁéas%mi)@cbﬁ?ﬁﬂ'i h@getlﬁtegﬁearﬁprﬁ?nfira"\% ntSc #A9bn,
but it is als Wﬁt‘ e SEire gﬂﬁ t hay ¢ S§d NQ.
In this case,%l eEPi'cEaén)se mf%lr‘.iﬁ'a%e%t?nt e tggr r!}’@lpd?gtar?Bg?‘gget ?)éthe
user termn fal endrypted amd distributed atdhe time of montendrpurchass(Eig. 18g LT

FoCume the: r ety ddofisnieln sREERRATE, ki) o sHRIEANS San) Lol IR ISR P .©
response when comted® iroatieahcesanded.isAtovedsimtirei contenteDBriL4D.€In ithis |
comuni cation process at time of cop'tent usa | oad of process on

h .t
T o | br b aren thitasid caupuchass echmdt, oM o Ble oHsen
he distri by . . eoRiast _
above, though diishypitaeBbntéit AaFR b BeMCEY S| Hinieh mAREspESSHIENE

encrypti on proces T at the same tinme enerate t

server tendf ndeducenthedeaghof @rosesscen the servanranddhe, latenapsimeg: of

i nformation %HEJ%B&PO” unit 175 nmay be omtted. Also, in case the |license
information i s not yet encrypted when the license information is acquired

fromthe server, it Alsy, e theo embodpnahtbabove, -the @xplanbdiomthas baeth as
atermnal ID .clig‘pt %D% and Etored men LT i stareﬂ .n the LT stq._r.a'c_le
unit 245 so t AYENFAUARE Gasef0 SeRd Ehe santeny angd L1, yidqeipmupication,

al teration ang@nyit iagisorpassibleags RBenef gie UeShtERn BAadaddl dgtrough
However, -38 encrigptlon Is not required if the LT storag& uniit 245 is

realized ilp & ingi kp this gasewdf Ehedicense infagmapian of §hendser is
formation thatyis@But&dCtsShe user terminal prior to the actual use of the
' content or the content and LT are pre-distributed at the same time
via broadcasting, it becomes possible to use the received content
immediately, and consequently it improves the response when the
20 content is used. Also, since it can eliminate the communication
~ process at the time of content usage, the load of process on the
distribution server can be reduced.
Additionally, in the embodiment above, though the content
information encryption unit 175 executes the encryption process
25 for LT at the same time SAC is generated with the server terminals,
the encryption process for LT handled by the content information
encryption unit 175 may be omitted.
Also, in case the license information is not yet encrypted
when the license information is acquired from the server, it may be
30 encrypted by user-unique information such as a terminal ID (client
ID) and stored when LT is stored in the LT storage unit 245 so that
‘disclosure of the content key, any unauthorized alteration and any
unauthorized usage by other user can be avoided. However,

-38-



~ media such as CD-ROM DVD-ROM to which various types of s encrypted
contents are recorded is distributed as a suppl enent of magazi nes, and the.
user purchases only those he likes. Or it nay also apply to the formation

by using the AP 48 o EEbaa IEEMEHT SYPYRe b 24505 reRIREIF I

t he content Sta)taﬁﬁ)élﬂrégiétaﬁ%%a\*d\haﬁel he user term nal 220a, and the user
purchases only those he likes. In these cas i f the user takes an

appropriate pur chadds@r Jt @, anmley ﬁpgﬁheo€°ﬁm|§tmtm t sponeskgcended s
generated in tjg ‘l’ée Ehg% ROM | %’VBBE@IQ ©6 w}ﬁcﬁer\)‘c’ﬁ‘ioégotyp& aﬁ' ng

SO, it becones pOSSI e for the user to mm request to 1s Issu
he uses thé cenenyptedncontentsanatiecordeidnisedisteibided as;aasupmemem of

oot rain t he pRASAZIREEn aRELHES 4 B0 ERaBHS Wy RIS R Brel” QEG A oo

apply to the fgisonaipplyt t@ttﬁélefdmatﬂﬁbltham?dl @hsﬂ@bau@h ﬁdeClalﬁHi/butes
DVD- ROM where the encry

ontent i s %)OIS SOl&lfl}nt e way
25 the 1 60ul aVaIRRBGRIPESRh CATHENtS. In aGYanca: bYnUSIG rbRitign
user who pur chdsitneFitfBréadeastifngd. rﬂﬁﬁbé tTI-FOe;Iﬁ §tb9€H Dgftﬁé‘éoﬁt'éﬁf‘éﬁéﬁb

content is generated In t% user on the ser
100. 25 TH@n, UﬁallteA‘FrOeWIthlnbébemsepdesmnalt&ﬂéq@a’!ﬂ thiee useri But@lmses

every tine th

t hough t he Lﬁ%@%%@e@ﬁ%s‘t |gﬂﬁéggﬁ%§sés§c')g e user r%’@ﬁﬁate
][gpr;)dyct![ﬁn LQrmratﬁast achqtdlg‘%mt?fed{tghmmf t!:\_m eoj;gllt mheg‘twmm;]i:?ﬂ?tés
irst in e st or,age. u re is.

opr oduct i on @eNeEAEILILEhE e right’ MroEmatien ReSerUSTolAPt i on
i s possible, igy Q:Rﬁh@%eﬁ: Bé‘@oﬁféﬁ Ebbsnﬂ’é'ﬁbﬁ fhe usereo mdkke bTredJest to

| ssuance can be reljeste - in the fornmation of the abovenenti oned

enbodi nentl3  ESUR Tuwhenhe u%ﬁj&em&temp;a&méf@ﬁ@a@m&m%me gost
hold the righipddr FEP A cONntentMistPibeltidn e ' Be ebtrdied @¥ much as

possible, the effect to restrain the price of the content itself can
also be expected.

It may also apply to the formation that the recordable media

20 such as CD-ROM, DVD-ROM where the encrypted content is
recorded to Is sold in the same way as the regular package.
According to a registration procedure taken by user who purchases
such a recorded media, the right of the purchased content is
generated in the user right information DB 120 on the server 100.

25 Then, hereafter it becomes possible to request the LT issuance
every time the content is used.

Additionally, in the embodiment above, though the LT
issuance request is made as soon as the user requests
reproduction, it may apply the method to confirm any LT existence

30 at first in the LT storage unit 245. If there is LT, it validates
whether reproduction can be' executed with the LT or not. Then, if
the reproduction is possible, it reproduces the content. Only if
there is no LT, LT issuance can be requested.

-39-



reproduction disable is notified. However, it is also possible for the 5
distribution server to conduct the process as an additional purchase for
its reproduction right based on the consensus with the user or by a tacit

case. the automati oA LEnB ARl of SRBESGTHTENAORRY, Smpdatikhe. ;.
only bills thosehehasennghol eqisests 26 tieprodudes theptantentrioes notvkold or
the case that the |jcense information contains . the enabl e/ disabl

parameter al tB@& figbb t® Fepredueei h, (NQvtagBePcopifninofid: 1§)n sthe so
possi bl e for trE?rbH%’Eﬁﬁ‘n pfgé’ﬁl@ﬁ HBtl?I‘Oérd %b%éﬁ&?ﬁ%@?&g@l@hﬁr theto

show t he per mi I On on or once or cont ent
repr oducti 6n, chsmbuelqmraeetmr Mt gonductsithe nprogessi 8si @an ocadditional ed

per st on o S¥IRNe PR rebboblchit Hops Hithd 7, thECPBRAEALRETAS",
t het us;er kt er {nthflh u%@@ao%?ObVOb d&dnb?gm@mﬁtnﬁ;%smgh ad;]ﬁ/\@iemg @ inedcehef

r tente il or FEFOAUCHDN GlisabjeednoEhis Hase, theos bR ALn RuChase Han ot
by a conbi nat iggm @Lfvgﬁg% pﬂf@:l Sé‘%?gi c?'cﬁﬁ'@ 8irlcd Wg‘i‘rtlx%‘ills':ﬂﬁo%%'ﬁ@tearé’”' y

t he reproduction ormat 1 on, e novi
enabl e/ di dabl a1s€chf ormati on are distri buted, and a conbi nati on of these can

2 ol B NbUEH YRR 8, ol For: e SO gl

reproduction, lideressd ednformagidmateortidins ctipyi nenablefdisabbbl q:éramadier

tablish L hi p bet I t ent d th '
Contont Lo pr SUBRINGEOHY dDERBBGEIaN.0 MORnG Piony RBcange. i halsase

of this li Cen%SsﬁﬁR‘f@ﬁtlﬁ’@ lidetse infopAtatioh@ecmicigde thenparamiater dithep! d

on the distribution -40 server; however, the enabl e/disable information of
" Check- i n16hedR-$hRW the ﬁ@f”ﬁ§§t§tﬂ iny fﬂé(ﬁlﬂ%@rigrﬁﬁbunllé@ﬂgé number of

information. HmtepitalieProluRtRSh Veshd! RRePBEHmELEF VEithet % d 'éhow no
permission or unlimited permission of content moving. In this case,
when the license information shows unlimited permission, the
license information processing unit 260 in the user terminal 200a
20 holds the content key and always provides the content key to the
content decryption unit 270.

Furthermore, in the license information, various types of
the rule for the content can be set by a combination of multiple
enable/disable information. For example, only the reproduction

25 enable/disable information, and the moving enable/disable
information are distributed, and a combination of these can realize
the process called “Check-in/Check-out.” When the content is
duplicated, “Check-ln/Check -out” doesn't simply duplicate |t, it
enables reproduction, disables moving (naturally, copying is

30 disabled), and establishes a relationship between the parent
content and the child content to prevent the child content from
being moved freely. In the case of this license information, the
“Check-in/Check-out” information is held on the distribution
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child (storage nedia) when it is "Checked-in/Checked-out"” is 5 managed at
the server side or the recipient side, and it can be expressed as the
distributing information only by the combination reproductlon and

novi n Therefore, it kes it os ible to nunbe ar anmet ers
di strlgbut ed t SMBTuser PW@TaF 'Fnﬁ a P('S@J’ ?Hﬁa&ggss 6HF9 of
termnal, a”d“ﬁli&l&lﬁ,ﬁc%ahﬂ?gt” AsONd b§9 wwaﬁé@mr@waess th%JQFteﬁséO
prohibit copies fromthe h

h . A t
confi gur at i on inforimati®renble nedzatlpmshmgretw@ec ﬁrth@opaéglyt \Iﬁgerv,gra)caed thethe
LT footer 640, t
Co check t he STl i@tokage" Feblid), WHER TP °F CIfbcKEd RUCHBREBET 761 O
Al fso, i {1 ssr?chtT\angg;e‘d altottve eséwdarrrsitge dmsl?]dlmTcripinmemdé; casm$et5can 29[1
Intormatl on erore u sror.ed 1.n e S a LN, e
user term nal 32%56'5 ssed ﬂﬁ}ﬁﬁ\gﬁisttf) ing pfotma P".‘W'Vﬂ%yéﬁﬁe?% ipakion
500b or the eﬁfefé?foﬂﬁét@n%% rﬁ@vﬁﬁig“ ITiaYafoye, | i@ ﬁfaqééé he pessibier to nal

200 nmoves the content to the external - nmedia 500b’ and 500c, the user
terminal 200dedicedat sumber rafr pan@mﬁmrﬁgdwé;slmmmg thewser termdnal
server 100 na r r t di a
500 i s capabl éérg:! %p@:(ggsﬁ ﬁ@%’%ﬁ p?‘c‘éﬁ%é"%ﬁ%@ﬁé |%ﬁ]d §I rc?rif: t|rt6'|?i S
capabl e, tibe sarerethéOgeneyatiomdcopées) isaehsasi té guradtibdin ctdpaeSpﬁnormttheo
nove t he content.c{a t.he user bgrm nal. At this tine, the distribution
server corrrrunlcé‘a\ V&h[engrr[)ﬂgc gr termnal, acquires the information of

the external nedia Adsoj trf:tﬁe%omguﬁa\tmnr@f gdbovecempediment thoGght theove

the content 30 or _not. Also, it possi ble to make the externa di a
access unit ﬁ@nrﬁﬁﬁmé"'%%eﬁh@%‘ﬁ?ﬁ n‘e‘i‘l tb@obTaftﬂ%ﬁt P8y citt MaYdng %EE i a
500a and 500c ; t ral
nmedi a 500a, 5 gg&a¢(§e|(:%*§ggr ﬁﬁ??@%ééﬁécﬁ onrﬁaﬂ%?‘?ﬁtt? by

what cont d6t @aah & a¢iﬂ0nnﬁg blk)¢|§ Qﬂﬂ#lbt@&ZD#SB processed.

Also, in structure of above embodiment, the distributed
license information (LT) before use was stored in the LT storage
unit 245 in the user terminal 200a, LT may be stored temporarily
in the external media 500b or the external media 500c.

20 Additionally, in case the user terminal 200 moves the
content to the external media 500b and 500c¢, the user terminal
200a validates whether the moving was allowed. However, the
server 100 may pre-determine whether the destination of the
external media 500 is capable of processing the license

25 information, and only if it is capable, the server 100 may send the
license information that permits to move the content to the user
terminal. At this time, the distribution server communicates with
the user terminal, acquires the information of the external media
as its destination, and decides whether it's OK to move the content

30 or not.

Also, it is possible to make the external media access unit
280 in the user terminal 200a authenticate the external media
500a and 500c and the user terminal 200a decide whether the

-41-



Furthernore, in the configuration of above enbodinent, the 5 server 100
manages content distribution, billing, etc. in bulk together with the
ri ght managenent; however, it may be configured to formeach of the

L4040, 2 bl ety S, St C5Ponllio Bleceising Hnihite’ !
system that CQRpbHhatich sgrwnat- cottentcd B0l YARST M atfin 98 pesiBlélits! Bﬁ'e

production, and a server evi ce that manages usage of the content on t
ternminal devi ggoa@ssed.a transmi ssion |ine, wherein the server device

i ormati on el at ed Teg CAECeTTRE (PhtigBRELRALEr SBoVR IR ERL the g
uses the tearmswivetreli0d:; manbgdges acontems adistribettiorss usititegpnetc.oprr bk to
generate a |i ense%h tick bgsed on a request froma,user as r,

F} %ght
i nformation t frdi 4t Salight ManagementynhoryRYeledtt MaNe BSer

and 1o send (dunfigapagctd ifokf dch Ner ithieTrALIN Isebaraitdly or! eofitet
device includes: 15 a receiving unit operable to receive the. |icense
ticket from tdisteibriion,deilling; eifd a content usage control unit operable
to control usage of the content according to the usage right indicated on
the received Ilicense ticket. 20 2. The content usage nanagenent system
according to Claim1l, wherein the license ticket issuance unit acquires a
request fromthe user that specifies a part of the usage right entitled to
the wuser, generates a license ticket corresponding to the request, and 25

sends the license ticket to the term nal device.
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3. The content usage managenent system according to Cd ai ml]] EE 2. wWherein

the license ticket issuance unit generates a license 30t I,tﬂgmn””m

indicates a mnimumunit of a usage right included in the !
entitled to tmi and sends the license ticket to the termnal device’
4. The conten g[érranagerrent system according to Claim1, 2 -43 111111!

01111 0111 "I4l, Atcohtiht Udade anbgeshent syseensthat ebaipriseswesrmivabr
mul ti pl e nunbers of  enabl e/ di sabl e information regardlsirzli% content usage. 5

5. The cont endeyde@dhaiHgereatcantaninpgcaAigity) produstian: andyAcs@IVER he
enabl e/ di sabl g4 f [ | el qfs%'y t f THeYWprpas VAR plo)
and copyi ng a?tdlvgégt?%ﬁt t eﬁé(;%éh%ent é’s%?eﬂri]ﬁ%f:gﬁﬁg?f’&rfsgﬁﬁe . iior“%g.c@ﬁié-"lé1
cont ent us#fige viduaatkansmissionelinegcording to daim4 or 5, wherein the
enabl e/ di sabl e i nf t . i ndi . of the content is allowed
or not all owed Onc&"@’%@&@% géﬁ\?%ﬁ?gw?é\dﬁg@ﬁ%sunl I mted nunbers of
times. 15 7. The cantight infeematRnmeaenidrys unit operadiditoomemoritenright

wherei n the enapl e/ disabl e i nformati on incl udes conditjion being as a
basis for deci@fQignation selakad ite Gs‘é‘éﬁ%ﬁcﬂgﬂﬁrﬁﬁhﬁ MMk %@Hégdc%taf ol

uni t decides {33k Wh® G985 e 'térmmapagq;&ncgngased on the condition. 8.

The content usage nmanagenment system accordl_n’g to Caim7, wherein the
conditionlPs set addicensg ticket issupnee unit efpenabledengemerate a license

Comu T on R HEATHASEh, RHCRCFRAGESF 350 UL A8 TiBhe froPRRIOR e
indicates a part of the usage right entitled to the user and to send
the license ticket to the terminal device, and

the terminal device includes:
15 a receiving unit operable to receive the license ticket from
the server device; and
a content usage control unit operable to control usage of the
content according to the usage right indicated on the received
license ticket.
20
2. The content usage management system according to Claim 1,
wherein the license ticket issuance unit acquires a request
from the user that specifies a part of the usage right entitled to the
user, generates a license ticket corresponding to the request, and
25 sends the license ticket to the terminal device.

3. The content usage management system according to Claim 1 or
2,
wherein the license ticket issuance unit generates a license
30 ticket that indicates a minimum unit of a usage right included in
the usage right entitled to the user and sends the license ticket to
the terminal device. |
4. The content usage management system according to Claim 1, 2
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content, and 30 the content usage control unit [ nt is used
once based on duration spent to reproduce the JmﬂmMIWﬁ,m%"Fomem '
usage managenent system according to Claim -44+%1 ¢i Ml (o 1 Y Y Y I A
[ 1 1 11 CLNBILITI 9, wherein the content usage control unit regards the
usage as bein aken place once if duration froma start of the
reproduction is vwthéereini aﬂidgnﬁe:eMti ind@desm}bmulﬁgé.nﬂvﬂqmwnt
usage managenent system accordi ng to an one of the preceding clains,
wherei n the | &nalle/diakle infog OUrﬁggaJéﬁBS ‘é"‘l“?ed'grq%agﬁcket to the
term nal device after the license ticket is encrypted, 10 the term nal
device further includes a decryption unit that decrypts the |icense ticket
recei ved by t e Theetontentunsageamanagenenesystemyaceording taCkaiovd 5 ol s

usage of the conte orgi.ng t ri L gk cat.ed. ted
license ticket. 1&‘“13'?&' h&“&?ﬁp@ﬂ%@d@E@&h@@g&ﬁﬁﬁ@@gﬁgﬁ%ﬁﬁﬁﬁgﬁ%ﬁ
CGaim 11, . wee ef repreddetiomt moving androbpyiagcactions figradre content is
unit are a tanper-resistant security nodule. 20 13. The content usage
management sy f@#'%ﬁer 'ﬁ@bf%f-any one of the preceding clains, wherein
the license ticket includes detective information to detect whether any
details of the Iicense ticket have been altered. 25 14. The content usage
managenentlOsy fi.efhgceant@ntgusagennpanage mentaystes ancaydingitesClaim 4 or

5,
wherein the enable/disable information indicates that usage
of the content is allowed or not allowed once or more than once
including unlimited numbers of times.
15
7. The content usage management system according to Claim 6,
wherein the enable/disable information includes a condition
being as a basis for deciding the content is used once, and
the content usage control unit decides that the content is
20 used once based on the condition.

8. The content usage management system according to Claim 7,
wherein the condition is set according to a usage style of the
content.
25
9. The content usage management system according to Claim 7 or
8,
wherein the condition is time duration spent to reproduce the
content, and
30 the content usage control unit decides the content is used
once based on duration spent to reproduce the content.

10. The content usage management system according to Claim
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wherein the content usage CW whether a |icense ticket
all ows any further usage of t EE’, ﬂu " ‘he 30 content has been
{f ,lm ‘g’,!ﬁ cket if it does not allow

used, and deletes or invalida
15. The contept usage nmanagenent system acdcording to any -45 [1I1111]
FEerrr iy ¥r11111 illl * C S one of the preceding clains, wherein the

term nal devi g¢héreinhdie contedtusaygesbatral unitacyaialy therdage bstbeing
det achabl e, and, t he content us_?g:ﬁi' cont ro& unit st oges. a license ticket in

the 5 externiPKEBcBIGESIANGR] ratigR frofa R start ik ther cerredugiomis
content and tQﬁthrﬁgﬂﬁg iHcﬁESEe }‘iﬁqrhéjgbﬁgigigﬁ_content that permts
e

further usage of the content, allow to nove t content. 16. The content
usage manafjenent system according to Claim 10 15, wherein the term nal

ecordabl e medi”colHBCeERteiEt Ushbe idnadefiarli SLSfamAteoind fo gty "
control unit iomd of ahle plecedirpelaimshe content according to the usage
right indicated on the 15 |icense ti.clb

et, and the c¢content usage contyo
inf't stores the || Wit theiCeRseitickalisstnce uolkh sends geaserticket
ext er nal reCOthalﬂiétéﬁ‘i'\'iﬁal deviEé drted the [denseltidig w‘éhcw?t:étﬂ‘t r ol
usages. 20 17. The content usagé management system according to Claim 16,
wherei n t A8 cont enth@stereninal devicaifurther dnchudes a idesryption ckait that

e o " e Sfes b5 T AEghAs ekt FEEShACRPing hebBRyr LRIy .,
content usage manatieewuntendt esagéscomtradurt abmiirots usagebbé the canbgrt
e o o CoBEBrlfaun I LRGP HEidied i BN WA IfdrLe
ticket.
15
12. The content usage management system according to Claim
11,
.wherein the decryption unit and the content usage control
unit are a tamper-resistant security module. '
20
13. The content usage management system according to any
one of the preceding claims, .
wherein the license ticket includes detective information to
detect whether any details of the license ticket have been altered.
25
14. The content usage management system according to any
one of the preceding claims,
wherein the content usage control unit verifies whether a
license ticket allows any further usage of the content after the
30 content has been used, and deletes or invalidates the license ticket
if it does not allow.

15. The content usage management system aécording to any
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device; and -46 I!1111J L b 11111 a |license

generates a Ilcen ck ed request fromthe user, which is right
I nformation §gtt'1 pgé‘b% Fpilﬂis'usage right entitled to t he user, and

send the Ii Cense ihadfelint thé htetraimahaleviee fartlied dncliideseaneexternat
according to Caim18, wherein the |jcen ti cket i ssuance unit acquires a
r equest from"ﬁﬁ@rﬂéme feedithay ig iﬁbl Nbage right entitled to the

user, generates a thé%&&&ﬁﬁsageoeaﬁamndhmst&édﬂe [iegH8& ticRet ini the

sends the license ticket to t erm nal devi ce ) server device
accordi ng 50 @xtemad recordableemediat ifetlnecleceeseutmket kefignec ésimgt the

Pnciudea in  EontentAng SRk ibehad HukE Sk, duMLbAL Gieee At BRFmItST
according to @uptherlfisage of tRe ¢davatentl, alldwrtamoveehe cbatenti on rel ated

to external recordable nedia connect ed to the term nal device fromthe
term nal device based 20 on a request fromthe user including: a decision

uni t that deciggs i fTheh€oRtéRt ﬁ%bg’é;ﬁ%ﬁ?@ém@ﬁﬂb stéﬁf‘b%tﬂ?d Gg”tbtctahﬁﬁ

control s usagé of the content acc t he age right indicated on
the licendé tildket. 25 22. A terminal device operable to receive pernission

of 2 server devi candrif e TEPARaTUdYEE AlinNarRIGABL N ksl

production incl udi vi'hg u recerves a [rcense
ri ght i nfor mthatrdecidiesawierherpdve eodterhal ueegedabtmtmedta' tcloasmaccteal tser;

2ccording to ihe HEABINGF geMies dBceablPbed Wit s cPhERS ntiBat e iaGRls
usage of the content according to the usage nght indicated on the
15 license ticket, and
the content usage control unit stores the license ticket to the
external recordable media if the external recordable media is
verified to include the unit to control usages.

a right information nenory unit that rrermrl I nf ormation rel ated
to a usage right of the content entitled to ﬂiﬂ@ﬁ I l U e termn nal
unit t hat

20 17. The content usage management system according to Claim
16,
wherein the content usage control unit converts the license
ticket into content control information in a different format if the
external recordable media is verified not to include the control unit
25 for said content usage management system.

18. A server device operable to manage usage of a content in a
terminal device using the content as a digital production via a
30 transmission line, including:
a right information memory unit that memorizes right
information related to a usage right of the content entitled to a
user using the terminal device; and
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47 1110 thul Tvii 11111 1ililt * CL 2 3. The terminal .

Claim?22 that further includes a decrypt ion unit that de m"ﬂj,mmmmﬂw

ticket received fromthe recel ving unit, 5 wherein the cont ént - us get *

control unit control s, us cont ent t he usa

i ndi cated on the i c@r'l‘é:@"%ec l‘epdl%%lﬂ@'ﬂ?%dm'giﬁag' raﬁ:leﬁaﬁ "&3\';' t'CEEE

according to @@éeﬂ! 28?05 féquiest VI Ehéhaséﬁant\ﬁntcwsggeugwt]tuhﬁd)rmration
e

deci des whet her |cense ticket allows further usage he cont ent
after the contisdicating adqartuettheasagelréght QM'EF'C@%B&N%Q%@"@ $eNndoes

s i ncl udi ng. ANSIEEhSRYIERSt S5 A 1AL BEVIC ™ hrei it he content

usage contrsol unit stores a license ticket to the external recordable
media if the ense_ ticket before us tent, and the |icense
ticket after Légng e SERYehAaUige aﬁfégrﬂ' e‘i‘hﬁ] ](g mge of the content
all ow to nove the Com-ﬁmam the Réensbai¢kerisiilamiey Uit Uifes & i’éqﬁb%tm

25 further includi (r%g decision unit that deci des whet her the externa
recor dabl e macfrﬁm entseeda speRify: arpafapf dba usage E@htreabitied Hioathe
control unit c&m_ r t
25 indicated on A |C'J<:aér:yse§ @%ﬁé& \/\i]crgr:étl n t ebgﬁﬁﬁdt&uggéq con I’d|éﬂﬁlt

stores a Illocermdlsd:hetllcenseftmleedim thie termintdbllevicedi a |f t he external
recordable nmedia is verified to include the control unit. 30 27. The
term nal device according to Caim26, wherein the content usage control

unit converts 26¢e | MRNservetr deaticedecordihgnio GD@ImOZlSIm‘f gonAtion in a
different format if the external recordable nedia is_verified not, to

incl ude the control wherein the licgnse tig qf{ issui@nce upit generpfes g ligense
uni t. ticket that indicates a minimum unit of a usage right included in
15 the usage right entitled to the user.

21. The server device according to Claim 18, 19 or 20 that
further acquires information related to external recordable media
connected to the terminal device from the terminal device based
20 on a request from the user including:
a decision unit that decides if the external recordable media
contains a unit that controls usage of the content according to the
usage right indicated on the license ticket.

25 22. A terminal device operable to receive permission of a server
device via a transmission line and use a content as a digital
production including:

a receiving unit that receives a license ticket as right
information indicating a part of the usage right entitled to a user;

30 and )

a content usage control unit that controls usage of the
content according to the usage right indicated on the received
license ticket.
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28. A content usage nanagenent nethod for a system including a term nal

devi ce that us Iﬂﬂm“mum“ digital 5 production and a server device
that manages ugﬂm in the term nal device via a

transmission |ing, Whérei'n the server device includes: a right information
menory step to nenorize right information related to a usage right of the

content entitRg] tPha teentipnal deeicseactdading nioaClalayi 22; thad fukthrense
ticket issuance step to generate a |license ticket as, ri ght |nforrrat|on

i ndi cating a pagludss andegeypHon; YRit Ehattdescrvtp&st%élcq;ssea tigkatjregeiyed

request from Ftﬁ'n“ retl m@ubﬁm nal device includes: 15 a receiving
step to receive a ense dent fromthe server device; and a

content us#fge cont wchemunrthteoconbenblusmeontrolhumtomnt‘nolsamagej iofig-heeo

cont ont usage ShRTEDL A AlRasd the GRS IbBE Bhai e SR e ledhse et
| i cense tlckeUec_&ypaege step, the server device acquires a request from

the user that specifies a part of the 25 usage right entitled to the user,
and generates a license ticket corresponding to the request, and sends the

cense tickend.o vhe tddhMigbedRd secorfindaOBiimuoss 191 2 server

device in a cont ent usage nmanagenent Sy eminc a ter m nal devi ce
t hat uses1@ cont ewherein m@comlteptdmagemntaou luntedemdeetewheéhen@e

Tne.  the' pr Shenser6KEE A1feBhs SHrities hRBeO 1 ciftetitntter i Eantaft

-49 devi ce i ntlasdbegn asedgland dedetes the license tickat ifliatdoesmotzatowl ght
information related to a usage right of the content entitled to a
25. The terminal device according to Claim 22, 23 or 24 further
15 including a detachable external recordable media,
wherein the content usage control unit stores a license ticket
to the external recordable media if the license ticket before using
the content and the license ticket after using the content that
permits further usage of the content allow to move the content.
20
26. The terminal device according to Claim 25 further including a
decision unit that decides whether the external recordable media
connected to the terminal device is equipped with a control unit
that controls usage of the content according to usage right
25 indicated on the license ticket,
wherein the content usage control unit stores a license ticket
to the external recordable media if the external recordable media
is verified to include the control unit.

30 27. The terminal device according to Claim 26,
wherein the content usage control unit converts the license
ticket into content control information in a different format if the
external recordable media is verified not to include the control
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user using the term nal device; and 5-a-}+eense ticket issuance unit that

generates a license ticket b fromthe user, which is

right information indicati ngﬂmm llmmﬂmage right entitled to the
user, and send .the license t 10 esterm nal device. 10 31. A program
used for a teMAlkral device in a content usage managenment systemincluding
a termnal device that uses a content as a digital production, and a

server device that controls wusage of the content in the term nal device

via a transni 28.0n Ai neontenke psageanmanaggmenrbonpehod uderi h system
termnal devi Gficludind e LGN ARNCES thaf! idel0'a 2d it/ 14l dnbigitap!

receives a li t as right "1 ntormati on 1ndicating a par
usage righs emproduatiom andiacservemndevicaothahmanagesamsagelofibhie cohtent

controls usage qf the 20 ntent according-to .the.usage right indicated on
The racel ved it EErmiRREARVITE o8 & HeAdm S omiRBe i et device. 3. A

content usage nmanagieErdinStHd SBrv8nldeaneringfsdegd a server device
according to any one of clains 13 to 21 and .a term nal device_ according

to any one of cliaifs bighto infformaiion memory step to memorize right
information related to a usage right of the content entitled to a
10 user who uses the terminal device; and
a license ticket issuance step to generate a license ticket as
right information indicating a part of the usage right entitled to the
user based on a request from the user, and
the terminal device includes:
15 a receiving step to receive a license ticket sent from the
server device; and | '
a content usage control step to control usage of the content
according to the usage right indicated on the license ticket
received. |
20 ,
29. The content usage management method according to Claim
28,
Wherein, in the license ticket issuance step, the server
device acquires a request from the user that specifies a part of the
25 usage right entitled to the user, and generates a license ticket
corresponding to the request, and sends the license ticket to the
terminal device.

30. A program used for a server device in a content usage
30 management system including a terminal device that uses a
content as a digital production, and a server device that controls
usage of the content in the terminal device via a transmission line,
the program having a computer function as the server, the server
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device including: :

a right information memory unit that memorizes right
information related to a usage right of the content entitled to a
user using the terminal device; and

a license ticket issuance unit that generates a license ticket
based on a request from the user, which is right information
indicating a part of the usage right entitled to the user, and send
the license ticket to the terminal device.

31. A program used for a terminal device in a content usage
management system including a terminal device that uses a
content as a digital production, and a server device that controls
usage of the content in the terminal device via a transmission line,
the program having a computer function as the terminal device,
the terminal device including:

a receiving unit that receives a license ticket as right
information indicating a part of the usage right entitled to a user;
and '

a content usage cohtrol unit that controls usage of the
content according to the usage right indicated on the received
license ticket.

license ticket to the terminal device.

32. A content usage management system that comprises:

a server device according to any one of claims 13 to 21 and
-a terminal device according to any one of claims 22 to 27.
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