
;rse3eXPU46TP<D+1 SYSTEM AND METHOD FOR PROTECTING A PERIPHERAL DEVICE
AGAINST HOT PLUG ATTACKS Field of the Invention 5 The present invention
relates generally to protecting peripheral 10 devices such as computer disc
drives. More particularly, the present invention relates to a method for
protecting a peripheral device such as a disc drive, which is restricted to
use with a designated host, from being hot-plugged to another system after
the device is unlocked. Background of the Invention The development of
consumer electronics technology explores the 15 20 25 30 convergence of
traditional consumer electronics such as audio, video and personal
communication products with the digital worlds of the personal computer.
This kind of technology allows products to interact with each other and/ or
may incorporate many individual products into a compact and interactive
unit. For example, one typical application of such technology is a set-top
box. A set-top box is a device that uses a specialized computer which
translates incoming digital signals into a form suitable for viewing on a
standard television set. The source of the signals may be a digital
satellite or terrestrial broadcast, a cable television channel or a
video-on-demand program sent down a telephone line. In the Internet realm,
a set-top box is essentially a specialized computer that can "talk" to the
Internet. These products may be equipped with storage devices in the form
of hard disc drives so that for example, users can order TV programs or
movies from cable TV companies, store them on the drive, and then play back
the programs or movies from the drive whenever it is convenient. Drives
applied to consumer electronics generally require that an individual    2
drive be designated to a unique host to avoid data such as video/music
being stored on the drive in a way which compromises privacy. The term
hot-plug normally refers to a procedure involving 5 plugging in or removal
of a disc drive into or from a system with the power turned on. In
particular, a hot-plug attack against a disc drive means that the drive is
removed from a system after it is powered up and unlocked by the system,
and is then plugged into another system while keeping the drive powered up
during the procedure to maintain an 10 unlocked mode of the drive. In this
manner, a11 data stored on the disc drive can be copied to other drives or
the drive can be used with another system until it is powered down. 



The issue of hot-plug attack for disc drives is difficult to address 15
because it generally occurs after a disc drive is unlocked and existing ATA
(Advanced Technology Attachment) standard security features cannot protect
disc drives against such attacks. However, hot-plug attacks may still take
place successfully during 20 the interval between Security Unlock commands.
So, the unlock time should be set short enough to effectively prevent
hot-plug attacks. This implies that the Security Unlock command should be
issued quite frequently. Thus, much of the drives time is taken up in
dealing with unlock procedure in the drive's normal operations. 25 The
present invention may provide a solution to this and other problems, and
may offer other advantages over the prior art. 30   3 Summary of the
Invention 5 The present invention provides a system and method for
protecting a peripheral device such as a hard disc drive against hot-plug
attacks which addresses the above-mentioned problem. The present invention
may provide a method for preventing a disc 10 drive being hot-plugged from
its designated host to another system without affecting the drive's normal
read/write operations. The method may effectively protect the drive from
hot-plug attacks by maintaining time synchronization between the drive and
its host. It may also significantly extend the interval (i.e., the unlock
time limit) between Security Unlock 15 commands by using a Features
register to carry security information in each read/write command.
According to one aspect of the present invention there is provided a method
of protecting a peripheral device designated to a host against hot 20 plug
attacks, the method including the steps of: 



(a) maintaining time synchronization between the host and the peripheral
device; (b) utilizing the time synchronization to generate common data in
the host and the peripheral device; and 25 (c) generating a validation code
in the host based on a seed including the common data. According to a
further aspect of the present invention there is provided a system for
protecting a peripheral device designated to a host 30 against hot-plug
attacks, the system including:   4 (a) means for maintaining time
synchronization between the host and the peripheral device; (b) means
utilizing the time synchronization for generating common data in the host
and the peripheral device; and 5 (c) means for generating a validation code
in the host based on a seed including the common data. These and various
other features as well as advantages which characterize the present
invention will be apparent upon reading of the 10 following detailed
description and review of the associated drawings. Brief Description of the
Drawings FIG.1 shows an exploded view of a hard disc drive; 15 FIG. 2 is a
flow chart of a communication between a host and a hard disc drive wherein
a validation procedure was successful; and FIG. 3 is a flow chart of a
communication between a host and a hard disc drive wherein a validation
procedure was not successful. 20 Detailed Description According to the ATA
standard, issuing a command (control 



information) from a host to a disc drive can be implemented through the
Features register, Sector Count register, LBA Low register, LBA Mid 25
register, LBA High register, Device register and Command register. Because
the Features register is not used for a11 read/write commands currently
implemented in ATA disc drives, it can be used to carry security
information in each read/write command. This may avoid adding overhead for
the purpose of protecting a disc drive against hot-plug 30 attacks.   5 The
security information to be carried by the Features register may include a
validation number generated based on a seed. For example, the following
formula can be used for such a purpose: 5 X"+I = Pl X" + PZ mod N n =
0,1,2, ... (1) where Xo denotes the seed. From the formula, the same seed
will generate the same validation number XI if Pr, P2 and N of the host are
the same as those of the drive. 10 To maintain time synchronization between
the host and its drive, individual timers with an initial value To, may be
set between them. The content of each timer may be arranged to increment in
milliseconds and may be used as a seed to generate a validation number
every time that a read/write command is issued. In each subsequent unlock
command, the 15 content of the timer may be updated by adding an unlock
time limit with its currently stored value, and the updated content may be
stored in the host in addition to the initial value. To illustrate the
concept, the following variables axe defined. Let 20 T" - the unlock time
limit, T - the stored content of the synchronization timer in the host,
Dmax - the time-block unit used to eliminate the effect of timing
difference between synchronization timers of host and 



25 drive on seed generation within an unlock time limit. The timing
difference is contributed from three sources: 1. Clock difference between
host and drive; 2. Delay, Du, between starting of synchronization timers in
the 30 host and drive;   6 3. Delay, Drw between generation of a validation
number in the host and drive. After power up, the host should send out the
encrypted password to 5 unlock the locked drive before commencing normal
operations. During unlock procedure, the host may: 1. Update and store T
with T + T,~; 2. Encrypt T - To and send to the drive along with an unlock
10 password; 3. Start timing from T in milliseconds, where To is the
initial value of the synchronization timer. 15 Meanwhile, the drive may: 1.
Obtain T - To after decryption from the unlock command; 2. Calculate T by
adding T - To with its stored initial value To; 3. Start timing from T in
milliseconds. 20 The purpose of transferring the difference T - To from the
host to the drive is to ensure that both start their synchronization timers
from the same value in any event. When the host issues a read/write command
at T + Y, the host may: 25 1. generate a validation number using the
quotient of (T + '17 / Dmax as the seed; and 2. place the validation number
as the content of the Features register, which may be transferred to the
drive along with the command via the ATA bus. 30   7 Once the drive
receives the read/ write command, 1. The drive may respond to the command
as usual while validating the above validation number in the background: 



i. The drive may confirm the validation number stored 5 in the Features
register by generating its own validation number using the same formula as
the host, based on its own timer values; and ii. Compare the drive's
validation number with that in the Features register. 10 2. The drive may
continue to respond normally to a11 host commands while the background
validation process is proceeding, i.e., subsequent read/write commands with
new validation numbers, may be ignored. The above validation may be
completed relatively quickly, for example in 1 millisecond. 15 3. If the
comparison between the two validation numbers fails, the drive may retry
the validation procedure by incrementing/decrementing the current seed of
the drive. This may address the possibility that a difference in the seed
between the host and drive was caused by a minor timing discrepancy between
them. 20 4. If retry comparison fails, the drive may switch to locked mode
immediately and may reject a11 future read/write commands. Before the
unlock time limit expires, the host may issue an unlock command to
resynchronize the synchronization timer by updating its timer 25 with T +
T" and then transfer the encrypted difference T + Tu - To to the drive
along with the command. Thus, both can start timing from the newly updated
and synchronized value. This step can avoid the timing difference
accumulated since the last 30 unlock command passed down. Hence, the unlock
time limit can be set to   8 a relatively large value. For example, it can
be set to 30 or 60 minutes or even longer assuming that the timing
difference between the host and the drive can be ensured to be small
enough. However, for present purposes the unlock time limit may be set to
approximately 30 seconds to minimize 5 the possibility of hot-plug attacks.
The following description elaborates point (3) above on how the effect of
timing discrepancies can be resolved: 10 Assume T,{ -50 minutesDmax -20
millisecondsDl~ -0.6 millisecondsD,w -0.8 milliseconds 15 Let the clock of
the host be slower than that of drive by 0.01 milliseconds per second
(during implementation, it may be required that To and Tu, are multiples of
Dmax). Consider the following two cases: (1) For the host, T+Tu = 305419880
(milliseconds) and T+Tu+Y = 20 305440015 (milliseconds) (i.e., after 20135
milliseconds since T+Tu in the host). Then, the seed of the host at T+Tu+Y
is 15272000. The corresponding seed of the drive is
(305440015-0.6+0.8+0.01*20.135)/20 = 15272000, which is equal to that of
the host at T+Tu+Y. 25 (2) For the host, T+Tu = 305419880 (milliseconds)
and T+Tu+Y = 307219888 (milliseconds) (i.e., after 1800008 milliseconds or
over 30 minutes since T+Tu in the host). Then, the seed of the host at
T+Tu+Y is 15360994. The corresponding seed of the drive is
(3072198880.6+0.8+0.01*1800.008)/20 =15360995, which is bigger than that of
the host 30 at T+Tu+Y by one. In this case, the drive should decrement its
current seed,   



9 i.e., 15360995 to obtain a match with the validation number generated by
the host based on the seed 15360994. Figure 1 shows a disc drive in
exploded view. Briefly, the disc drive 5 10 includes a housing base 11 and
a top cover 12, which engage a gasket 13 to form a sealed housing that
maintains a clean environment therein. A plurality of disks 14 is mounted
for rotation on a spindle motor hub 15. A plurality of transducer heads 16
is mounted to an actuator body 17. The actuator body 17 is adapted for
pivotal motion under control of a voice coil 10 motor (VCM) including a
voice coil 18 and magnets 19 to controllably move a head 16 to a desired
track 20 along an arcuate path 21. Signals used to control the VCM and the
heads 16 pass via a flex circuit 22 and a connector 23 to and from
electronic circuitry on controller board 24. The controller board 24
includes a fibre channel interface 25, a serial port 15 connector 26 and a
spindle connector 27) Fig. 2 shows a flow chart of a communication between
a host and a hard disc drive. The host issues a read/write command 1 when
the value of the synchronization timer is at T+Tu+Y. The host then
generates a 20 validation number based on the formula of equation (1) using
the quotient (T+T"+Y)/ Dmax as the seed. The host places the validation
number as the content of the Features register, and transfers this to the
disc drive along with the command via the ATA bus. 25 The disc drive
receives the read/write command 1 and responds to the command as usual
while confirming the above validation number in the background. The drive
confirms the validation number stored in the Features register by
generating its own validation number based on the same formula of equation
(1) as the host using the value of its own timer as 30 the seed. The drive
then compares the validation number it generates with   10 that in the
Features register. The drive continues to respond to a11 host commands
while the background validation process is proceeding by ignoring
subsequent read/write commands 2 and 3 which contain new validation
numbers. 5 If the comparison is successful, as shown in Fig. 2, the disc
drive receives read/ write command 4 with a new validation number. The
drive responds to the command while validating the new number in the
background. Assuming that the comparison of the new number is again 10
successful the above procedure is repeated. If the comparison in the first
instance is not successful, as shown in Fig. 3, the drive retries the
validation procedure by incrementing/ decrementing the current seed of the
drive. This may 15 resolve the possibility of a difference in the seed
between the host and drive being caused by minor timing discrepancies
between them. If the retry comparison is not successful, the drive switches
to locked mode immediately and rejects read/write command 4 and subsequent
read/ write commands. 20 The present invention may prevent a disc drive
designated to a host being hot-plugged to another system by maintaining
time synchronization between the drive and the host after unlocking. The
present invention may use the Features register in each read/write command
to carry a validation 25 number, which is generated based on the seed from
time information, so that normal read/write operation commands are not
affected. In this way, the present invention may defeat the following two
possibilities of attacks even though the drive is hot-plugged to another 30
system for example, a PC. One possibility is that the contents of the   



11 Features register may be captured using an ATA bus analyzer. When the
exact captured contents are sent to the drive from the PC, the timer used
by the drive is now different and thus generates a different validation
number. Thus the captured contents cannot be used to access the drive
anymore. 5 Exhaustive search of a valid 8-bit number is not possible
because the drive switches to locked mode when there is even 1
miscomparison. The present invention may significantly prolong the unlock
time limit because: 10 1. It may seek to validate every read/write command.
2. Validation may be performed in the background without affecting the
drive's performance. 15 It is to be understood that even though numerous
characteristics and advantages of various embodiments of the present
invention have been set forth in the foregoing description, together with
details of the structure and function of various embodiments of the
invention, this disclosure is illustrative only, and changes may be made in
detail, especially in matters 20 of structure and arrangement of parts
within the principles of the present invention to the full extent indicated
by the broad general meaning of the terms in which the appended claims are
expressed. For example, the particular elements may vary depending on the
particular application for the while maintaining substantially the same
functionality without 25 departing from the scope and spirit of the present
invention. In addition, although the preferred embodiment describe herein
is directed to a disc drive, it will be appreciated by those skilled in the
art that the teaching of the present invention can be applied to other
systems, like hard disc drive system, without departing from the scope and
spirit of the present 30 invention.   12 CLAIMS 1. A method of protecting a
peripheral device such as a computer disc drive designated to a host
against hot-plug attacks, the method comprising 5 the steps of: (a)
maintaining time synchronization between the host and the peripheral
device; (b) utilizing the time synchronization to generate common data in
the host and the peripheral device; and 10 (c) generating a validation code
in the host based on a seed including the common data. 2. A method
according to claim 1 including placing the validation code in a register
associated with the host and transferring the validation code to 15 the
peripheral device with a read/write command. 3. A method according to claim
2 wherein the register includes a Features register. 



20 4. A method according to claim 1 wherein the validation code includes a
random number. 5. A method according to claim 4 wherein the random number
may be generated by means of a formula in the form 25 Xn+i=Pi Xn+ P2 mod N
n=0,1,2,... wherein Xo denotes the seed. 6. A method according to claim 1
wherein the time synchronization is maintained by setting respective timers
in the host and the peripheral 30 device to an initial value To.   13 7. A
method according to claim 2 wherein the common data is transferred to the
peripheral device in a manner which does not substantially affect
read/write operations in the device. 5 8. A method according to claim 1
including generating a validation code in the peripheral device based on
the common data and comparing the validation code generated in the
peripheral device with the validation code generated in the host. 10 9. A
method according to claim 8 wherein the peripheral device responds normally
to commands from the host during the comparison. 10. A method according to
claim 8 including generating a revised 15 validation code when the
comparison does not result in a match of the validation codes and comparing
the revised validation code with the validation code generated in the host.
11. A method according to claim 8 including switching the peripheral 20
device to a locked mode in which the peripheral device fails to respond to
further commands from the host, when the comparison does not result in a
match of the validation codes. 12. A system for protecting a peripheral
device such as a computer disc 25 drive designated to a host against
hot-plug attacks, the system including: 



(a) means for maintaining time synchronization between the host and the
peripheral device; (b) means utilizing the time synchronization for
generating common data in the host and the peripheral device; and   14 (c)
means for generating a validation code in the host based on a seed
including the common data. 13. A system according to claim 12 including
means for placing the 5 validation code in a register associated with the
host and means for transferring the validation code to the peripheral
device with a read/write command. 14. A system according to claim 13
wherein the register includes a 10 Features register. 15. A system
according to claim 12 wherein the validation code includes a random number.
15 16. A system according to claim 15 wherein the random number may be
generated by means of a formula in the form X"+1= Pi  X" + P2 mod N n =
0,1,2, . . . wherein Xo denotes the seed. 20 17. A system according to
claim 12 including respective timers in the host and the peripheral device
and wherein the time synchronization is maintained by setting the timers to
an initial value To. 18. A system according to claim 13 wherein the common
data is 25 transferred to the peripheral device in a manner which does not
substantially affect read/write operations in the device. 19. A system
according to claim 13 including means for generating a validation code in
the peripheral device based on the common data and   15 means for comparing
the validation code generated in the peripheral device with the validation
code generated in the host. 



20. A system according to claim 19 wherein the peripheral device 5 responds
normally to commands from the host during the comparison. 21. A system
according to claim 19 including means for generating a revised validation
code when the comparison does not result in a match of the validation
codes, and means for comparing the revised validation code 10 with the
validation code generated in the host. 22. A system according to claim 19
including switching the peripheral device to a locked mode in which the
peripheral device fails to respond to further commands from the host, when
the comparison does not result in a 15 match of the validation codes.
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