; rse3eXPU46TP<D+1 SYSTEM AND METHOD FOR PROTECTI NG A PERI PHERAL DEVI CE

AGAI NST HOT PLUG ATTACKS Field of the Invention 5 The present invention
relates generally to protecting peripheral 10 devices such as conputer disc
drives. Mrre particularly, the present invention relates to a nmethod for
protecting a peripheral device such as ﬂ disc drive, which is restricted to
‘"use with a designated host, from being hot-plugged to anot her system after
the device i sSYSTEMANDIBMEIHODFOR PRETECTING APEREPHERA b pHEVICEf
-consuner el ectronics technolo | ores the 15 20 25 30 convergence of
tradi ti onal consumer el ect roAa%I g QT BdGATTACKSand per sonal

communi cation products with the digital worlds of the personal conputer
This kind of technology allows products to interact with each other and/ or
may incorporate many individual prieiy6t thd Hvenfiononpact and interactive
unit. For exanple, one typical application of such technology is a set-top
box. A set5top box is a device that uses a specialized conputer which

translates incomng_digital signals i n 0 a forn:gwwtabl e for vi ewhlg on a
standard tel evi si oAN§ePresenfe lgﬁﬂt&!‘ 3¢ att%e g8NgH twoyét@gdpsr al

| b d
\s;laggo L;edg:]ahgr%gizfallﬁﬁl %e:‘f?’%'g’c éh? I‘? hei%lﬁ? ISDI ﬂ?cﬁﬁﬁy’l ﬁl{'er ne real m
a set-top boXijRreRaeidldtes by admeRRid ﬁJr eﬁl% RIEDH R th@?au $Afice bddtkas hO the

I nternet. These products may be equl pped h st devices in the form
of hard disc discvdsve owhiuht isf ferstr@tedrnba:seuweullsa cziaa@ cf,@radai host, frqgr betagor

movi es fromcable TV conpanies, store themon the drive and t hen pl ay back
the progrths bet-plugged toranethersystany eftah theedesrice is urdoddeadieni ent . Dri ves

applied to consuner electronics generally require that an individual
drive be designated to a unique host to avoid data such as vi
being stored on the drive in ag C%ryﬂhgrbﬁﬂ@ﬁhgﬂhﬁ pr| vacy. m mmml Im“"l“l“

hot-plug norrmally refers to a pro ure |nvoIV|ng pl uggi ng in or

of a disc drive into or froma systemwi th the power turned on.

particul ar, a hot- E"l ug attack agal nst a disc drive neans that the drlve IS
renoved from a systbeddvelopment of gonssmaer a]@canmqarﬂeohxk@ogyyemh@resw eem

and is th pl ugged i nto,.anqther ' system whi ekeepln rlve ower.ed up
during thﬁ? %r%gqrsen@eoomaﬁftawl &RNIWMGH IeifGFé’&l‘i?oﬂ’é: S @‘ﬁ 10d|V|1 ai‘ﬂ this
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the drive can € use r sys emun
computer. This kind of technology allows products to interact with each

other and/or may incorporate many individual products into a compact
and interactive unit. For example, one typical application of such
20 technology is a set-top box. A set-top box is a device that uses a specialized
computer which translates incoming digital signals into a form suitable for
viewing on a standard television set. The source of the signals may be a
digital satellite or terrestrial broadcast, a cable television channel or a
video-on-demand program sent down a telephone line. In the Internet
25 realm, a set-top box is essentially a specialized computer that can “talk” to
the Internet. These products may be equipped with storage devices in the
form of hard disc drives so that for example, users can order TV programs
or movies from cable TV companies, store them on the drive, and then play
back the programs or movies from the drive whenever it is convenient.

30 Drives applied to consumer electronics generally require that an individual
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The issue of hot-plug attack for disc drives is difficult to address 15
because it generally occurs after a disc drive is unlocked and existing ATA
(Advanced Technol ogy Attachnent) standard security features cannot protect
di sc drives against such attacks. However, hot-plug attacks may still take
pl ace successfully during 20 the interv bet ween Security Unl ock commands.
So, the unlock tinme should be set short “enough to effectively prevent

hot - pl ug at t ackive bhidesigrpitéd so tahahiquiechd# coravoid Wdhte skich asneiddogtmusiad be

‘i ssued quite frequentl Thus, much of the drives tine is taken up in

deal ing with lhﬂ“éﬁﬁtoﬁ?%@édh?érivﬁ ipjgeway which compramisgsaritac¥ns. 25 The
present invention may provide a solution to thls and ot her problens, and

may of fer other advantages over the prior art. 3 Sumary of the
Invention 5 The pregentiq} VfHUt'ﬁ?& phBi’thﬂ fﬁésstt‘s angod&idied i &ﬂvm
protecting a peripheral device su as a har rive agalnst

attacks whech pl dg%ﬁ%sﬁs o&'h%nﬁhﬁa\m)fn@fﬁlscoﬂeﬂ'epﬁﬁ@hﬁ'rﬁroﬂfh% W@@xgnwlﬂhnﬂﬁml on
may provide a ne for preventing a disc 10 drive being hot- El ug&ed from
e’

i ts desi gnat ecpdwett tummednonheln pastiadani a hottplag fattacknagaihst dr iveor mal
read/ wite operatlor}mSl armethod may ffectlve%}a%rotect the drive from
hot - pl ug at t adREaIEfy ithe Srtverig r?weéﬁmrwsz | BHETHE LSBTt UBA and
its host. igni i Y ock
time lim t) be vveen b ut?\gt{?} %ﬂﬂ %d% mﬁang%é%;iﬁttr?sglﬁp& rggs eh{;lg\élﬁm

register to cqfereplregeqnél ave NhOWBRId Qip ldhrﬁ?%fthée?fﬂdéﬂhir@ t6OfI@Adin an

According to one aspect of the present invention there is provided a nethod
of protectiDng unlpekedpiverdd ofihe deiveesingtids edanmeraaliodita agaredson lthe dige pl ug
attacks, the nethod including the steps of:

drive can be copied to other drives or the drive can be used with another

system until it is powered down.

The issue of hot-plug attack for disc drives is difficult to address
15  because it generally occurs after a disc drive is unlocked and existing ATA
(Advanced Technology Attachment) standard security features cannot

protect disc drives against such attacks.

However, hot-plug attacks may still take place successfully during
20 the interval between Security Unlock commands. So, the unlock time
should be set short enough to effectively prevent hot-plug attacks. This
implies that the Security Unlock command should be issued quite
frequently. Thus, much of the drives time is taken up in dealing with
unlock procedure in the drive’s normal operations.
25
The present invention may provide a solution to this and other

problems, and may offer other advantages over the prior art.
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(a) maintaining tinme synchronization between the host and the peripheral
device; (b) utilizing the tinme synchronization to generate comon data in
the host and the peripheral device; and 25 (c) generating a validation code
in the host based on a seed including the cormmon data. According to a
further aspect of the present inventiongthere is provided a systemfor
protecting a peripheral device designatgd to a host 30 agai nst hot-plug
attacks, the system i ncl uding: 4 (a) neans for maintaining tine
"synchroni zati on between the host and the peripheral device; (b) nmeans
utilizing the tinme synchronization for generating common data in the host

and t he peripheral device; and ?uéﬁ)na ﬁpﬁléﬁ{veq{%gﬁ{ ating a validation code
udi ng a

in the host based on a seed inc e conmon a. These and vari ous
other features as well as advantages which characterize the present
invention wll be apparent upon reading of the 10 follow ng detail ed
descriptioh and revilenwpresenthiemvastionipaveitled rasyisteys .angr inethaok farr protéasingpf t he

Drawi ngs FIG 1 shqg a xpl oded, view of a hard disc drive; 15 FIG 2 is a
f1ow chart of aPEBRAGHRVIEH SHERvaSoh BANOGISCaREVE, 2aATStINaLPIIE oBagkfer oi n
a validation pr [ u sful . E 3is aflowchart of a
conmmuni cati on g@ﬁg@g‘?gggﬁggﬁe %o?eénﬁé};laﬁgﬁgg$§F%e wherein a validation
procedure was not successful. 20 Detail ed Description According to the ATA

standard, issuing a command (control
The present invention may provide a method for preventing a disc

10 drive being hot-plugged from its designated host to another system
without affecting the drive’s normal read/write operations. The method
may effectively protect the drive from hot-plug attacks by maintaining time
synchronization between the drive and its host. It may also significantly
extend the interval (i.e., the unlock time limit) between Security Unlock

15 commands by using a Features register to carry security information in

each read/write command.

According to one aspect of the present invention there is provided a
method of protecting a peripheral device designated to a host against hot-
20  plug attacks, the method including the steps of:
(@) maintaining time synchronization between the host and the
peripheral device;
(b)  utilizing the time synchronization to generate common data
in the host and the peripheral device; and
25 (c)  generating a validation code in the host based on a seed

including the common data.

According to a further aspect of the present invention there is
provided a system for protecting a peripheral device designated to a host

30 against hot-plug attacks, the system including;



information) froma host to a disc drive can be inplenented through the
Features register, Sector Count register, LBA Low register, LBA Md 25
regi ster, LBA High register, Device register and Command regi ster. Because
the Features register is not used for all read/wite commands currently

i npl enented in ATA disc drives, it can Qe used to carry security
‘information in each read/ wite command. "This may avoi d addi ng over head for

the purpose of protgcti ngednsdos maihtaitinggitnesyntlaonplatipnibtatebatkshost 5 The
-security information to be carried by the Features register may include a
val i dati on nunber @gaddhatpetiphesaldlayicea seed. For exanple, the follow ng

Logla can be Used,fof SUeh SURARE S ik ek Ebnin o RSl oo
il te th | 4 i L d f the host
11 Senerate e Sola e A 4B o il Byl the host oo

t he sanme as those I'me synchroni zati on bet ween
the host agd its dryve, ﬂ\é‘éi{sVﬂogg@heﬁaitiwévm&aﬁi(ﬂﬂcéd‘é il e ¥t basddonmy be
set between them The content of each tiner may be arranged to increment in
m | liseconds aeed imjudimgubedoasnenslaéad t o generate a validation nunber
every tine that a read/wite command is issued. In each subsequent unl ock
command, the 15 content of the tinmer nmay be updated by addi ng an unl ock

( s S | d . b
Stored in the host THESR A orideR” Bt el S, Q1 30 AiFrnfepfl hidIEY P
concept, the fohlRwiDe WA bateBP idvéntsiil WiRde Iagia_al?éﬁt-lﬁ'pon tBLJiHB! SChe | ME

limt, T - the stored content of the synchronization tinmer in the host,

Dmax - theOti felldwigkdetailed ukeckipiior bhdireviesr dhtheeaistaratedfdrainingy
di fference between synchronization tinmers of host and

Brief Description of the Drawings

FIG. 1 shows an exploded view of a hard disc drive;
15 FIG. 2 is a flow chart of a communication between a host and a hard
disc drive wherein a validation procedure was successful; and
FIG. 3 is a flow chart of a communication between a host and a hard

disc drive wherein a validation procedure was not successful.
20 Detailed Description

According to the ATA standard, issuing a command (control
information) from a host to a disc drive can be implemented through the
Features register, Sector Count register, LBA Low register, LBA Mid

25 register, LBA High register, Device register and Command register.
Because the Features register is not used for all read/write commands
currently implemented in ATA disc drives, it can be used to carry security
information in each read/write command. This may avoid adding
overhead for the purpose of protecting a disc drive against hot-plug

30 attacks.



25 drive on seed generation within an unlock time limt. The timng
difference is contributed fromthree sources: 1. Cock difference between
host and drive; 2. Delay, Du, between starting of synchronization tiners in
the 30 host and drive; 6 3. Delay, Drw between generation of a validation
nunber in the host and drive. After power up, the host should send out the
“encrypted password to 5 unlock the | ock&d drive before conmenci ng nor nal
operations. During unlock procedure, the host may: 1. Update and store T
‘wth T+ T,~ 2. Encrypt T - To and send to the drive_along with an unl ock
10 password; 3. Stdhe security infosmationtorky ¢arsieddiethe Hertneesipgister may

initial value,of the synchronization tinmer,,15 anwhi l.e,the drie may: 1.
Corain T o To SHEEF SRR REST EEnE T Bee BRvnas. FOrcrbtntr #r by
adding T - To ¢Mfidddid bRidsbalfo@ldiea dlrpose: Start timng fromT in
mlliseconds. f@(@‘%@%ﬁ%@é&%ﬁt@%ﬁs?erri ngigtﬂpe difference T - To fromthe
host to thg drive is Xp,erzyuXg # hat botmpdsNart thei@,12ynchroni zat{Ign tiners
fromthe sanme value in any event. Wen the host issues a read/wite command

at T + Y, the vhere Xedenozés the spedeFaom the/faringda,itba sametreedusilhgenarate
quotient of (T .+ '17 / Dmax as the ed: d 2 | ace {he val jdation nunber
as the contentth%\sa‘flﬁe"ﬁbgftt’lﬁ)lne%u?‘gﬁ}' ?Ség p 1/\?5%33??1 ﬁ§9ﬁ ﬁh" }E‘?Sir?sff’él‘?éamteoast he
drive al ong mtﬁgstmhgwd via the ATA bus. 30 7 Once the drive

receives the read/owite command, 1. The drive may respond to the commuand
as usual while validating the above validation nunber in the background:

10 To maintain time synchronization between the host and its drive,
individual timers with an initial value T,, may be set between them. The
content of each timer may be arranged to increment in milliseconds and
may be used as a seed to generate a validation number every time that a
read/write command is issued. In each subsequent unlock command, the

15  content of the timer may be updated by adding an unlock time limit with
its currently stored value, and the updated content may be stored in the

host in addition to the initial value.

To illustrate the concept, the following variables are defined. Let

20 Ty = the unlock time limit,
T = the stored content of the synchronization timer
in the host,
Dmax = the time-block unit used to eliminate the effect

of timing difference between synchronization timers of host and

25 drive on seed generation within an unlock time limit.

The timing difference is contributed from three sources:
1. Clock difference between host and drive;
2. Delay, D, between starting of synchronization timers in the

30 host and drive;



i. The drive may confirmthe validation nunber stored 5 in the Features
regi ster by generating its own validation nunber using the same formula as
the host, based on its own timer values; and ii. Conpare the drive's

val idation nunber with that in the Features register. 10 2. The drive nmay
continue to respond normally to all host, conmands whil e the background

‘val idation process is proceeding, i.e., “subsequent read/wite conmands with
new val i dation nuni3ers, Delyy B, betwesh gditeratitn vé avalliddsipharumbgr irethe
"conpleted relatively quickly, for exanple in 1 mllisecond. 15 3. If the
conpari son between hoskaneudriygl i dati on nunbers fails, the drive may retry
the validation procedure by increnenting/decrenenting the current seed of
the drive. This may address the possibility that a difference in the seed
bet ween the host a i ' ha] j RRGA feet ween
them 20 4. If ret %jft%r &gﬁﬂg@,ﬂ&ggﬁgg?@%g %PP\%It&r}ﬁng%y?éﬁ&Pg | ocked node
i mredi at el 8 anhloEy/tHedbekdd ddite bafore @ofrtnehiithg nerealmpadsionBef ore the
unlock tinme limt expires, the host nmay issue an unlock conmand to
resynchroni ze the synchroni zation tinmer by updating its tiner 25 with T +

T" and then transf the enc ted,difference T + Tu - To to the drive
along with the co %ngyﬁ&c?ﬁgpﬁd%t}éqﬁqsttmwﬁ ng fromthe newy updated
and synchroni zed vql' ue. Jﬁ&%&%&ﬁ%t&ﬁe%%ﬁ{.flgtﬁe timng difference

as

accunul ated since the | unlock conmand passed down. Hence, the unl ock

time limt can be get tEncrgpRTT-LTphhiedend & d& YavdaalohprwiKadPuglodkd can
be set to 30 or 60 m nutes or even |onger assumng that tThe timng

di f ferenc#0bet ween pakewhodt and the drive can be ensured to be snall
enough. However, faor present purposes the unlock time limt may be set to
appr oxi mat el y 30 sécondStars timimgfrom B ingaillisesends, ity of hot-plug attacks.
The follow ng description elaborates point (3) above on how the effect of
ti mng discrepancies can be resolved: 10 Assune T,{ -50 m nutesDmax -20

m | 11 secondsDlyghe- 18 idMiHd ind@A Ve o heQyRicidribtfaPifRr 15> Let the clock of

the host be slower than that of drive by 0.01 mlliseconds per second

(during inplenentation, it may be required that To and Tu, are nultiples of
Dmex) . Consider the follow ng two cases: (1) For the host, T+Tu = 305419880
(millisecdBds) and Meaumhile, the dgp®amep15 (nilliseconds) (i.e., after 20135

B e
(Rosiacols: 0,020, &4, 0L o 170 ot 20t lol it vt 1t o

and T+Tu+Y = 307213388 Otadtlting T {d nBllise@dddyr 1800008 m | |i seconds or
over 30 mnutes since T+Tu in the host). Then, the seed of the host at
T+Tu+Y is 15360994. The correspondi ng seed of the drive is

(307219888Q. 6+0. 8+Q,. 01*1800. 008) / 20 =15360995, which i s. bi gger, than that of
the host 28 at T+T rwp&ﬁ%9?rt)ﬁn§@%r§ns§§%,31f?%n%ﬁ fv@gﬁﬁ%ﬁ fg‘ed‘é’éFE‘hﬂ}ﬁ its

current seed, guve is to ensure that both start their synchronization timers from the

same value in any event.

When the host issues a read/ write command at T + Y, the host may:
25 1. generate a validation number using the quotient of (T + Y) /

Dinax as the seed; and

2. place the validation number as the content of the Features

register, which may be transferred to the drive along with the

command via the ATA bus.
30



9 i.e., 15360995 to obtain a match with the validation nunber generated by
the host based on the seed 15360994. Figure 1 shows a disc drive in

expl oded view. Briefly, the disc drive 5 10 includes a housing base 11 and
a top cover 12, which engage a gasket 13 to form a seal ed housi ng that

mai ntai ns a clean environnent therein. % plurality of disks 14 is nounted
“for rotation on a spindle notor hub 15. ‘A plurality of transducer heads 16
is nmounted to an a@nteithe b reddived e reatiiairite coatdyadd, i s adapted for
-pivotal notion under control of a voice coil 10 notor (VCM including a
voi ce coil 18 and Aagneflheldrive mwiyt respoad yo nibeecommandl B uenal wéhiler ed

track 20 al ong an arcguat.e th 21. Signals used to.cqontrol the VCM and the
heads 16 passgvi a é(aﬁaéglnﬁﬁﬁ%gb?veﬂ;ﬁ&%mé‘ %%Wﬁ@’é’clbﬂ‘eg%a‘i(gr ‘from
electronic circuitry onjcontrg) '(Tfivgg‘ﬂé}ﬁ cgﬂfirrﬁht‘fle%kgagidneﬁuﬁﬂf%?%t%dand R

includes a fibre channel” intertace a serial port connect or

spindl e cognector 27) Fig. 2igheMs Fedtued Chaidte0fbp genvRafingatitonowat ween
a host and a hard disc drive. The host issues a read/wite comand 1 when
t he val ue of the synchroni zatviatidatiomewnmlseratsifig the-¥ame ierrhukt ast therhost,
generates a 20 validation nunber based on the formula of equation (1) using
the quotient (T+T"+Y)/ Dmax &esehendEcyvn fimerisdees;pides the validation
nunber as the content of. the Features. reagister.,. tr rs.&hips.t.o the
disc drive along with t e co B Q‘et ﬁgbifAc%lb@g%@@egi ‘Z’(I:tthdp?a\;elg
receives the read/wite comngygat@p@s{eg@&nds to the command as usual
while confirm ng the above validation nunber in the background. The drive
confirms 1@e val i d&ti on Thentdeivestmaye dontintd ¢oFessponds norgaly eto kil host
generating its own validation nunber based on the sane fornula of equation
(1) as the host usicemmards while e backgrownd vatidation Jyocess is guaceedivg.dr i ve

th th | i dat i m pt t ith., 10 that ,in th
Featur es regi st er . ‘e SHPPRTONFAHAYTHG Fadpomity ovithr Hog: vbidatings
Features regi s PP . oWfy FBS ¥
Subsequent 1 oadl wr f LB BEH R ey BEREEL TR AR 8F SRRUARind, 0 pEisbpleted

nunbers. 5 If the eelapaelysquickly, fotesaasildlin 1a6illkdevAdi n Fig. 2, the disc
drive receives read/ wife command 4 with a new validati on nunber. The

drive responds to Bhe cdéhthencompatisow betwieari the twie vabidationisarmberstfails,

background. Assum that.the conpari son of the new nunber is again 10
successful the abo epr%f’é’(?uremiaé’ r 58t edthe 1 Yﬂéx\l%&?parpg‘?ﬁ‘?dfl%eth?ﬁi rst

instance i s not sug . ' ' t [l ri
val i dation proc edur%g&\'%%Ieil‘l‘lrtl%1 EZ%%%%&&@E%% n?rftns}égg%é t}égfi&g}net &glzse%lg f the
drive. This may 15ad@3&)s\Re PoRsiBARFIthAl 4 Hiff@enée f fHeBde@A R tivBeh B%e AEQ

bet ween the host and drive being caused by m nor timng discrepancies
between them |f t hedrdive/wasopaseadsiona insinootinsingakisabpancyt betwbenvtheswi t ches
to | ocked &Dde i mredi ately and rejects read/wite command 4 and subsequent
read/ wif® commands. 268! TREYprraBatisomfaillyi 8§ By epm@yepwitshgios dogkery e

{1 e synenr oni zat | SoBELTBeRTRE AP Fey 3Rt R ARG il Rl The

present invention nmay use the Features register in each read/ wite command
to carry a validation 25 nunber, which is generated based on the seed from

time information, $efddeathenmloek tineaditvit iekpirepethathasd meaynissudsaraualdvkt
affected. In this vva% the present invention may defeat the follow ng two
possi bi | i ti es command tkzesynehrarizrithe symehronigetion timar by wpdating #s imather 30

system f ohs ex3eh & +2r, 5hd Then RO & tlhlet3/11c|1'}§p’ctega(.llif}err]e(?nc%o”fJ LS ﬂf to e
drive along with the command. Thus, both can start timing from the newly

updated and synchronized value.

This step can avoid the timing difference accumulated since the last

30 unlock command passed down. Hence, the unlock time limit can be set to



11 Features register may be captured using an ATA bus anal yzer. Wen the
exact captured contents are sent to the drive fromthe PC, the tiner used
by .the drive is now different and thus generates a different validation
nunber. Thus the captured contents cannot be used to access the drive
anynore. 5 Exhaustive search of a validg8-bit nunber is not possible
‘because the drive switches to | ocked m)ge when there is even 1

m sconpar i son.a febetivelpdarge valuentfoorexampls, it wah ibesset Ity 30r @l ahginbesuwd ock
‘time limt because: 10 1. It may seek to validate every read/wite command.
2. Val i dati on evey lpagereassuming that thectiming giffereacobetvsean the begtianygl thee

drive's perforégance. éS It is to, be u dersu'sé%gd]a‘ll hat even t hough numer ous
characteri sti €STéntf™h 9§H§'é’§éi§_oolf’eéﬁ’ra oUW ot OWENES 6F Hrﬁ%ergrpé’srgﬂfes _
| nventi on havem@%%ﬁ!o&@ﬁn{eqﬁrgn hﬁgtﬂéeseft % %ggk&an%‘%él riPidcBAds tt@f%%x@zew th

details of the structure and function o rious enbodi nents o

i nventi on, 5t hithe 'sﬁbﬂﬁyroehb&pldgu&ad@ti ve only, and changes may be nmade in
detail, especially in matters 20 of structure and arrangenent of parts
within the principles of the present invention to the full extent indicated

by the broad gener ing of, the ter in which ended, cl aj.ns are
expressed. For exaﬁfd?eg?ﬁ{]% FESEIRtgN gf%?ﬁé%?% Hﬂﬂ}% {@r gg‘gveepgﬁdhﬂ‘d t he
particul ar applg |?]Q1]]5£ . ! j i10LBg substantially the sanme
functionali ty%\lf\%elgﬁ{))fu gles%g%awgigésﬁcragye{}%gélg%@pe and spirit of the present

invention. In addition, although the preferred enbodi nent descri be herein
is directed to a disc drive, it wll be appreciated by those skilled in the
art that flAe teachikssuoie t he preseht irfvent iS9miartebe applied to ot her
systens, |like hard disc drive system v!'tho%t deiﬁarti fromthe scope and
spirit of the present 30 inventior?ms T2 CLARONBUESECRNGE hod of protecting a
peri pheral device such as a conputer disc drdé’ﬁ\igfs?%;l ted to a host

’ es

agai nst hot-plug attacks, the nethot conprising eps of: (a)

mai ntai ning tinme synchronization lgfween theg) fagflisafshdde peri pheral
device; (b) utilizing the tinme synchronization to generate comon data in

the host and the peripheral device; and 10 (c) generating a validation code
in the host based on a_seed including the cormmon data

. 2. A_net hod
accor di ng1Po cl ai mleti thel deckgofhithe ihngt thee sloayerg tham theb @ qlnqsg ﬁj}éé&@t er

iated wth.the hqst and t ferring th li dat i de. t g .15 th
por i pher al deVPUESPRAS Ref Sekarit CRe MedmaRmenistion AErng bedeatran B b of ai m
2 wherein the g0l Sl mulGpRASE B HeEdishfer thOESI&hing two cases:

(1)  For the host, T+T, = 305419880 (milliseconds) and T+T,+Y =
20 305440015 (milliseconds) (i.e., after 20135 milliseconds since T+T, in the
host). Then, the seed of the host at T+T,+Y is 15272000. The corresponding
seed of the drive is (305440015-0.6+0.8+0.01*20.135)/20 = 15272000, which
is equal to that of the host at T+T,+Y.

25 (2)  For the host, T+T, = 305419880 (milliseconds) and T+T,+Y =
307219888 (milliseconds) (i.e., after 1800008 milliseconds or over 30
minutes since T+Ty, in the host). Then, the seed of the host at T+T,+Y is
15360994. The corresponding seed of the drive is (307219888-
0.6+0.8+0.01*1800.008)/ 20 = 15360995, which is bigger than that of the host

30 at T+Tu+Y by one. In this case, the drive should decrement its current seed,



20 4. A nmethod according to claim1 wherein the validation code includes a
random nunber. 5. A nmethod according to claim4 wherein the random nunber
may be ‘generated by neans of a forrmula in the form 25 Xn+i =Pi Xn+ P2 nod N
n=0,1,2,... wherein Xo denotes the seed. 6. A nethod according to claiml
wherein the tinme synchronization is mai gtai ned by setting respective tiners
‘in the host and the peripheral 30 deviceg to an initial value To. 13 7. A
met hod accor diieg 15860995 to 8bistie mematdhhevithotheovalifdtiori autrben Femeratad thy t he
-peripheral device in a manner which does not substantially affect

read/ write opdhahoshbased amihedeod d8360994. A net hod according to claim1

I ncl udi ng generating a validation code in the peripheral device based on

t he conmon data and conparing the validation code generated in the

peripheral devi ce wiifhrd ef%m&éaﬂvsmgxg%g%a%@g. 'BHdif}e thodlsc v A

met hod according to €laim erern the per eral device“responds normally

to commands f rignnthelebasioubirig basd Tleasd apapicoosr 12,G/vhi6hrmtg\?\gd aggekeding to
claim8 including generating a revised 15 validation code en the
conpari son dode foom aessaled housingdhathmaintains & sldadaenaronment thareinc odpar i ng

the revised validatio de, wyth the validatjon code.generated i.n,the host.
1 Nt o Rttty s feoIdis et Gy ot o py hangtse s oo
device to a | . | ' ' evi f al eSﬁﬁpdto
further comﬁg{é?%}tggﬁgﬁﬁée%dy# ?%ﬁkgﬁlgﬁ%hg%%ptg?itgoé/ﬂd ggtélg?élljo 0(?}2351 t1na
mat ch of the vatiddst bedyaydeadapied Or predtalinotionAirlConsl af A& &iRl

devi ce such as a conputer disc 25 drive designated to a host agai nst

hot - pl ug 40t aaketort (MCMl)sinelmdinglaidiongg: coil 18 and magnets 19 to controllably
move a head 16 to a desired track 20 along an arcuate path 21. Signals used
to control the VCM and the heads 16 pass via a flex circuit 22 and a
connector 23 to and from electronic circuitry on controller board 24. The

controller board 24 includes a fibre channel interface 25, a serial port

15  connector 26 and a spindle connector 27.

Fig. 2 shows a flow chart of a communication between a host and a

hard disc drive. The host issues a read/write command 1 when the value

of the synchronization timer is at T+T,+Y. The host then generates a

20  validation number based on the formula of equation (1) using the quotient
(T+Tu+Y)/ Dumax as the seed. The host places the validation number as the
content of the Features register, and transfers this to the disc drive along

with the command via the ATA bus.

25 The disc drive receives the read/write command 1 and responds to
the command as usual while confirming the above validation number in
the background. The drive confirms the validation number stored in the
Features register by generating its own validation number based on the
same formula of equation (1) as the host using the value of its own timer as

30 the seed. The drive then compares the validation number it generates with



(a) nmeans for maintaining tinme synchronization between the host and the
peri pheral device; (b) neans utilizing the time synchronization for
generating common data in the host and the peripheral device; and 14 (c)
means for generating a validation code in the host based on a seed

I ncluding the comon data. 13. A system1accordi ng to claim112 including
means for placing the 5 validation code I'n a register associated wth the
host and neanshétoin theFedterres pepister VEHe deive aontidies tto rebpomc ito e hast
~device with a read/wite conmand. 14. A _system according to claim 13

wherei n the r&gmymands whilel e abadkgrewnd r ealidatians papcesgsis pregeeding by
according to ¢laim12 erein the, validation go I ncl udes. a random nunber.
1506 A syt A SUERGIE e A e SRR BRRSE 1o 2Pt SRR BB
gener ated by . la in the formX'+1=Pi X' + P2 nod Nn =
0,1,2, . . . mwﬁgragflﬁﬂggng%nrg?es the seed. 20 17. A system according to
claim 12 ipcluding respective tiners in the host and the peripheral device
and wherein the tinme synchronization is maintained by setting the tinmers to
an initial value Tdf thscompayisonnis sticoesdfulgas showai in Fig.whehei dise idsiveormon

data is 25 transferred to the peripheral  device in a mannet which dpes not
subst anti al | y Faf98esk rqaééavr\;\ﬁeiq‘)@laagaétwghsa naw: Yalidatipgnoaumpsr. f&ﬁgfg’c"@m

rrien U i nel udt e | .
he.peri pher arciaids  ofis BT HEE RIS, vARPERE, M R TuhRRbotin RS g
the validati oneRgi@uaNeN3E@Hing thAtethRedrRP&idin BEYAE BeW hlimibee iy aga@at i on

code generated in the host.
10  successful the above procedure is repeated.

If the comparison in the first instance is not successful, as shown in
Fig. 3, the drive retries the validation procedure by
incrementing/decrementing the current seed of the drive. This may
15  resolve the possibility of a difference in the seed between the host and
drive being caused by minor timing discrepancies between them. If the
retry comparison is not successful, the drive switches to locked mode
immediately and rejects read/write command 4 and subsequent
read/write commands.
20
The present invention may prevent a disc drive designated to a host
being hot-plugged to another system by maintaining time synchronization
between the drive and the host after unlocking. The present invention may
use the Features register in each read/write command to carry a validation
25 number, which is generated based on the seed from time information, so

that normal read/write operation commands are not affected.

In this way, the present invention may defeat the following two
possibilities of attacks even though the drive is hot-plugged to another
30 system for example, a PC. One possibility is that the contents of the



20. A system according to claim19 wherein the peripheral device 5 responds
normally to commands fromthe host during the conparison. 21. A system
according to claim19 including neans for generating a revised validation
code when the conparison does not result in a match of the validation
codes, and nmeans for conparing the revised validation code 10 with the
“val i dati on code generated in the host. 3 A system according to claim 19

i ncluding swi tReatuir@s rBgisfee thay bealaptienedosihg atn ADPKbds enalyzen Whahthehe
-peri pheral device failsS to respond to further commands fromthe host, when
t he conpari sorexdokeaptated endentsiane sert3orthe driveffromehe 11G, dbe tisrerased Dy

4ol g wr o] ahp diveds Sapeaiisssabaek hhesseiatpe avtdrreat validatan apedeEa) cal o
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] ca] ca] ca] sa! guMaBstive search of a valid 8-bit number is not possible because the drive
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15 It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set
forth in the foregoing description, together with details of the structure and
function of various embodiments of the invention, this disclosure is
illustrative only, and changes may be made in detail, especially in matters
20  of structure and arrangement of parts within the principles of the present
invention to the full extent indicated by the broad general meaning of the
terms in which the appended claims are expressed. For example, the
particular elements may vary depending on the particular application for
the while maintaining substantially the same functionality without
25 departing from the scope and spirit of the present invention. In addition,
although the preferred embodiment describe herein is directed to a disc
drive, it will be appreciated by those skilled in the art that the teaching of
the present invention can be applied to other systems, like hard disc drive
system, without departing from the scope and spirit of the present

30 invention.
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1. A method of protecting a peripheral device such as a computer disc
drive designated to a host against hot-plug attacks, the method comprising
5 thestepsof:
(@) maintaining time synchronization between the host and the
peripheral device;
(b)  utilizing the time synchronization to generate common data
in the host and the peripheral device; and
10 (c)  generating a validation code in the host based on a seed

including the common data.

2, A method according to claim 1 including placing the validation code
in a register associated with the host and transferring the validation code to

15  the peripheral device with a read/write command.

3. A method according to claim 2 wherein the register includes a

Features register.

20 4. A method according to claim 1 wherein the validation code includes

a random number.

5. A method according to claim 4 wherein the random number may be
generated by means of a formula in the form
25 Xn+1=P1 Xnt+ P2 mod N n=0,1,2,...

wherein X denotes the seed.

6. A method according to claim 1 wherein the time synchronization is
maintained by setting respective timers in the host and the peripheral

30 device to an initial value To.
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transferred to the peripheral device in a manner which does not

substantially affect read/write operations in the device.

5
8. A method according to claim 1 including generating a validation
code in the peripheral device based on the common data and comparing
the validation code generated in the peripheral device with the validation
code generated in the host.
10

9. A method according to claim 8 wherein the peripheral device

responds normally to commands from the host during the comparison.

10. A method according to claim 8 including generating a revised
15 validation code when the comparison does not result in a match of the
validation codes and comparing the revised validation code with the

validation code generated in the host.

11. A method according to claim 8 including switching the peripheral
20 device to a locked mode in which the peripheral device fails to respond to
further commands from the host, when the comparison does not result in a

match of the validation codes.

12. A system for protecting a peripheral device such as a computer disc
25  drive designated to a host against hot-plug attacks, the system including;
(@ means for maintaining time synchronization between the host
and the peripheral device;
(b) ~means utilizing the time synchronization for generating

common data in the host and the peripheral device; and
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15. A system according to claim 12 wherein the validation code includes

a random number.

15 16. A system according to claim 15 wherein the random number may be
generated by means of a formula in the form
Xu+1=P1® Xp + P2 mod N n=01.2,...

wherein Xodenotes the seed.

20 17. A system according to claim 12 including respective timers in the
host and the peripheral device and wherein the time synchronization is

maintained by setting the timers to an initial value To.

18. A system according to claim 13 wherein the common data is
25 transferred to the peripheral device in a manner which does not

substantially affect read/write operations in the device.

19. A system according to claim 13 including means for generating a

validation code in the peripheral device based on the common data and



1109 & ()-° & 10%!-& ()-"11110% (" & ()-" L 110%& ()-~HH 111J][:vL4
$210% & ()- 110% & ()- s-ml0% & ()- i Y(!10%! p& ()- sH#MO% & ()-

1 109R& ()-JTIIIIIII?KvU4 L 10% & ()- Lnl0% & ()- 109% & ()- 10! 10! 10!
£8110% & ()- L6mL0% & ()- ?KyK{KNLj LnLL|[:vU4 “110% & ()- 10% & ()-
"109% & ()- L109% & ()- 1,109 & ()- L 109%4& ()- LLyMWMN| [:vU4 ~*110% & () -

y& 109 & ()- L#10% & ()- ~“1110% & ()- P110% & ()-
Lf 109 & () - NNuSEOEPRREPSRfaliv1 he Olalidlatiéh646d6 @eppratéd 0¥ Heripheral

©>S/ 11091 X& ()- ~S/110% & (?.- " +s109% & () - FPPP5 YSNA4L 1 10% & ()-
'Y10% & ()-- deyimawithyhe validatiamopde generagedyigothehost.

-1910%& () -yQXXRRRRS| [ : NA41 dY(!10%! ~& ()- "$10% & ()- f,#- 10 & ()-
VI10%! p& ()- " fl110%8 & ()- 10% & () - SS@zTUUUUNU| obU3! Lnl0%&' () - 10! 10! 10!
61 109 & () - 9p210% &ede L1098 &' () air Yekarbdi ' ;

10% & ()-  Lnfo% &'6 fs-y%}efn n&%{%oé&i@ ) daipd g@?fﬁi&r%m%wémfﬁgﬁe& ()-
WOVANK] | [ @ §U3reddBAR ridrmal mahds frodvkiee host /ahe domparisak)% & () -
9SML0% & ()- Normal" "Heading 13]c" "Heading 23]c" "Heading 33]c" "Headi ng
43] c" "Heading 53] c" "Heading 63]c" "Heading 73]c" "Heading 83]c" "Heading
93] c"A "Defau

It P h . . . . .
Font' "o( V. 5, <£%GE%%’2‘%HH@HWF}HF$ Vg claipRi dnelpding meggs\for generating a

Z"g%% *,a--10 2 2 1.5 .. abcdef ghi
0 6T o A BEARAT AT OB ST o EBBT TN o st i ppnatc 6
" #$%& () * +, - thO13B4a8d8odes, and means for comparin% the revised validation code

<=>?@\BCDEFGHI JKLMNOPQRSTUVWKYZ[\ ]~ " abcdef ghi j KI mopq
10  with the validation code generated in the host.

22. A system according to claim 19 including switching the peripheral
device to a locked mode in which the peripheral device fails to respond to
further commands from the host, when the comparison does not result in a

15  match of the validation codes.



