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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
AUTHENTICATING A TRANSACTION BASED ON BEHAVIORAL BIOMETRIC
DATA

CROSS REFERENCE TO RELATED APPLICATIONS
{00601] The present application claims priority to United States Provisional Patent
Application No. 62/884,0689, filed on August 7, 2019, and to United States Provisional
Patent Appilication No. 62/898,200, filed on September 10, 2018, the entire disclosures
of which are incorporated by reference herein.

BACKGROUND
1. Field
{0002] This disclosure relates generally 1o authentication and, in one particular non-
limiting embodiment, 1o a system, method, and computer program product for
authenticating a transaction based on behavioral biometric data.

2. Technical Considerations

f00803] Transactions may involve one or more users (in possession of one or more
payment devices) and one or more merchants. For example, one or more users may
initiate fransactions at a point-of-sale terminal, onling via a webpage, and/or the like.
During such transactions, the validity of the transaction initiated with a payment device
may be verified by reguesting a card verification value (CVV), and/or similar
information. However, requesting such additional information may not enable systems
processing such transactions to verify the identity of the user in possession of the
payment device.

{0004] Where the identity of the individual cannot be easily obtained, the possibility
that a transaction is being initiated fraudulently may be increased. For example, where
a payment device is lost and another user not associated with the payment device
attempis to use the payment device, fraudulent transactions may be initiated by the
individual attempiing to use the payment device. To counter this, systems processing
fransactions may further scrutinize transactions 1o determine whether they are
fraudulent, which, in turn leads to an additional expense in computational resources
and/or processing time. This, in turmn, may affect subseguent transactions and,
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depending on transaction volume, may cause transactions to be declined that would
otherwise be approved.

SUMMARY
f0005]  Accordingly, and generally, provided are improved computer-implemented
systems, methods, and computer program products for authenticating a transaction
based on behavioral biometric data that overcome some or all of the deficiencies.
[0608] According to some non-limiting embodiments or aspects, provided is a
computer-implemented method for authenticaling a transaction based on behavioral
biometric data. The method includes receiving, with a transaction service provider
system including at least one processor, an authorization request message associated
with a transaction between a merchant system and a payment device. The
authorization request message includes transaction data. The method also includes
determining, with the aif least one processor, that an additional security authentication
should be applied {o the authorization request message based on the transaction data.
The method further includes communicating, with the at least one processor, an
authenticity assessment request to a behavioral biomelrics server computer in
response o determining that the additional security authentication should be applied,
the authenticity assessment request including at least a portion of the transaction data.
The method further includes receiving, with the at least one processor from the
behavioral biomelrics server computer, an autheniicily assessmeni response
generated by the behavioral biometrics server computer in response to the authenticity
assessment request and based on the at least a portion of the transaction data. The
method further includes generating, with the at least one processor based on the
authenticity assessment response, an authentication response message configured
to authenticate or decline the transaction.
00077  In further non-limiting embodiments or aspects, the authorization request
message may be initiated by a user of the payment device through a merchant
webpage or mobile application. The authenticity assessment request may be
communicated o the behavioral biometrics server computer while the user is
responding o a second factor authentication process in the merchant webpags or the
mobile application. The method may include embedding a behavioral biometrics
service in the merchant webpage or the mobile application based on a first URL and
a second URL, wherein the first URL points to a domain of an issuer system and the
second URL points t¢ a domain of the behavioral biometrics server computer. The
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method may include, in response to the authenticity assessment response indicating
a lack of authenticity of the user and/or the payment device, communicating an alert
to at least one of the merchant webpage, the mobile agpplication, and the issuer
system.

{0008] In further non-limiting embodiments or aspects, the method may include
communicating, with the at least one processor, the authentication response message
to an issuer system associated with the issuer of the payment device. The
authentication response message may be configured to authenticate or decline the
transaction when evaluated by the issuer system in combination with a user response
to the second factor authentication process.

{0009] In further non-imiting embodiments or aspects, the authentication
assessment response may be based on behavicral biometrics signals associaled with
the payment device and/or user that are collected, prior o the transaction being
initiated, by the behavioral biometrics server computer in a separate communication
channel to a transaction processing network of the transaction service provider
system.

{08101  In further non-limiting embodiments or aspects, the method may include
configuring the authentication response message to authenticale or decline the
fransaction based on a comparison of the authenticity assessment response 0 a
predetermined threshold provided by the merchant system.

f0011]  According to non-limiting embodiments or aspects, provided is a system for
authenticating a transaction based on behavioral biomelric data. The system includes
at least one server computer including at least one processor. The at least one server
computer is programmed and/or configured to receive an authorization reguest
message associated with a fransaction between the merchant system and a payment
device. The authorization request message includes transaclion data. The server
computer is programmed and/or configured to determine that an additional security
authentication should be applied to the authorization request message based on the
transaction data. The server compuler is programmed and/or configured to
communicate an authenticity assessment request {0 a behavioral biometrics server
computer in response 1o determining that the additional security authentication shouid
be applied. The authenticity assessment request includes at least a portion of the
fransaction dafa. The server computer is programmed and/or configured 1o receive,

from the behavioral biometrics server computer, an authenticity assessment response
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generated by the behavioral biometrics server computer in response 1o the authenticity
assessment request and based on the at least a portion of the transaction data. The
server computer is programmed and/or configured to generate, based on the
authenticity assessment response, an authentication response message configured
to authenticate or decline the transaction.

[0012]  In further non-limiting embodiments or aspecis, the authorization request
message may be initiated by a user of the payment device through a merchant
webpage or mobile application.  The authenticity assessment reguest may be
communicated o the behavioral biometrics server computer while the user is
responding o a second factor authentication process in the merchant webpage or the
mobile application. The server computer may be further programmed and/or
configured o embed a behavioral biometrics service in the merchant webpage or the
mobile application based on a first URL and a second URL. The first URL may point
to a domain of an issuer system and the second URL may point to a domain of the
behavioral biometrics server computer. The server computer may be further
programmed and/or configured to, in response fo the authenticity assessment
response indicating a lack of authenticity of the user and/or the payment device,
communicate an alert 1o at least one of the merchant webpage, the mobile application,
and the issuer system.

{00131  Infurther non-limiting embodiments or aspects, the server compuier may be
further programmed and/or configured 1o communicaie the authentication response
message 1o an issuer system associated with the issuer of the payment device. The
authentication response message may be configured to authenticate or decline the
transaction when evaluated by the issuer system in combination with a user response
o the second factor authentication process.

{0014] In further non-limiting embodiments or aspects, the authentication
assessment response may be based on behavioral biometrics signals associated with
the payment device and/or user thal are collected, prior to the transaction being
initiated, by the behavioral biometrics server computer in a separaie communicalion
channel to a iransaction processing network of the server computer.

f0815]  Infurther non-limiting embodiments or aspects, the server computer may be
further programmed and/or configured to configure the authentication response
message to authenticaie or decline the transaction based on a comparison of the
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authenticity assessment response to a predetermined threshold provided by the
merchant system.

{0018] According to non-limiting embodiments or aspects, provided is a computer
program product for authenticating a transaction based on behavioral biometric data.
The computer program product includes at least one non-fransitory computer-
readable medium including program instructions that, when executed by at least one
processor, cause the al least one processor o receive an authorization request
message associated with a transaction between the merchant system and a payment
device. The authorizalion request message includes transaction data. The program
instructions cause the at least one processor 1o determine that an additional security
authentication should be applied to the authorization request message based on the
fransaction data. The program instructions cause the al least one processor o
communicaie an authenticity assessment request to a behavioral biometrics server
computer in response to determining that the additional security authentication should
be applied. The authenticity assessment request includes at least a portion of the
transaction data. The program instructions cause the at least one processor o
receive, from the behavioral biometrics server computer, an authenticity assessment
response generated by the behavioral biometrics server computer in response o the
authenticity assessment request and based on the at least a portion of the fransaction
daia. The program insiructions cause the at least one processor to generaie, based
on the authenticity assessment response, an authentication response message
configured to authenticate or decline the transaction.

{00171  In further non-limiting embodiments or aspects, the authorization request
message may be initiated by a user of the payment device through a merchant
webpage or mobile application. The authenticity assessment request may be
communicated to the behavioral biomelrics server compuier while the user ig
responding o a second factor authentication process in the merchant webpage or the
mobile application. The program instructions may cause the at least one processor to
embed a behavioral biomelrics service in the merchant webpage or the mobile
application based on a first URL and a second URL. The first URL may point {0 a
domain of an issuer system and the second URL may peint o a domain of the
behavioral biometrics server computer. The program instructions may cause the at

least one processor o, in response to the authenticily assessmenti response indicating
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a lack of authenticity of the user and/or the payment device, comimunicate an alert to
at least one of the merchant webpage, the mobile application, and the issuer system.
[0018]  In further non-limiting embodiments or aspects, the program instructions
may cause the at least one processor to communicate the authentication response
message (o an issuer system associated with the issuer of the payment device. The
authentication response message may be configured o authenticate or decline the
transaction when evaluated by the issuer system in combination with a user response
to the second factor authentication process.

{0019} In further non-limiting embodiments or aspects, the authentication
assessment response may be based on behavioral biometrics signals associated with
the payment device and/or user thal are collected, prior o the transaction being
initiated, by the behavioral biometrics server computer in a separate communication
channel to a transaction processing network of the server computer.

[0020]  According to non-limiting embodiments or aspects, provided is a computer-
implemented method for authenticating a transaction based on behavioral biometrics
data. The computer-implemenied method includes storing, with al least one processor
of a behavioral biometrics server computer, behavioral biometrics data including at
least one of the following: transaction data associated with a plurality of transactions
between at least one merchant and at least one payment device; aclivity data
associated with at least one user of the al least one payment device; or any
combination thereof. The methed alse includes, during the processing of a transaction
at a transaction service provider system, receiving, with the al least one processor, an
authenticity assessment request including ai least a portion of transaction data of the
transaction. The method further includes generating, with the at least one processor
using a behavioral biometrics model and the stored behavicral biometrics data, an
authenticity assessment based on the at least a portion of the transaction data. The
method further includes communicating, with the at least one processor, an
authenticity assessment response including at least a portion of the authenticity
assessment o the transaclion service provider system, the authenticity assessment
response configured to cause the fransaction service provider to authenticate or
decline the transaction.

{0021] Further embodiments or aspects are set forth in the following numbered
clauses:
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{00227 Clause 1: A computer-implemented method comprising: receiving, with a
transaction service provider system comprising at least one processor, an
authorization reguest message associated with g iransaction between a merchant
system and a paymeni device, the authorization reguest message comprising
fransaction data; determining, with the at least one processor, that an additional
security authentication should be applied 1o the authorization request message based
on the fransaction data; communicating, with the al least one processor, an
authenticity assessment request to a behavicral biomelrics server computer in
response to determining that the additional security authentication should be applied,
the authentficity assessment request comprising at least a portion of the fransaction
data; receiving, with the at least one processor from the behavioral biometrics server
compuier, an authenticity assessment response generated by the behaviorgl
biometrics server computer in response to the autheniicity assessment request and
based on the at least a portion of the transaction data; and generaling, with the at least
one processor based on the authenticity assessment response, an authentication
response message configured to authenticale or decling the transaction.

00231 Clause 2: The computer-implemented method of clause 1, wherein the
authorization request message is initiated by a user of the payment device through a
merchant webpage or maobile application, and wherein the authenticity assessment
request is communicated o the behavioral biometrics server computer while the user
is responding 1o a second facter authentication process in the merchant webpage or
the mobile application.

{0024] Clause 3: The computer-implemented method of clause 1 or 2, further
comprising embedding a behavioral biometrics service in the merchant webpage or
the mobile application based on a first URL and a second URL, wherein the first URL
points 1o a domain of an issuer system and the second URL poinis to a domain of the
behavioral biometrics server computer.

{0025} Clause 4: The computer-implemented method of any of clauses 1-3, further
comprising, in response to the authenticity assessment response indicating a lack of
authenticity of the user and/or the payment device, communicating an alert to af least
one of the merchant webpage, the mobile application, and the issuer system.

{0026] Clause 5: The computer-implemented method of any of clauses 1-4, further
comprising communicating, with the at least one processor, the authentication

response message to an issuer system associated with an issuer of the payment
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device, the authentication response message configured fo authenticate or decline the
transaction when evaluated by the issuer system in combination with a user response
to the second factor authentication process.

f0027] Clause 6. The computer-implemented method of any of clauses 1-5,
wherein the authentication assessment response is based on behavioral biometrics
signals associated with the payment device and/or user that are collected, prior to the
transaction being initiated, by the behavioral biometrics server computer in a separate
communication channel o a transaction processing network of the transaction service
provider system.

{0028] Clause 7: The computer-implemented method of any of clauses 1-8, further
comprising configuring the authentication response message to authenticate or
decline the transaction based on a comparison of the authenticity assessment
response 1o a predetermined threshold provided by the merchant system.

{00291 Clause 8: A system comprising at least one server computer including at
least one processor, the at least one server computer programmed and/or configured
to: receive an authorization request message associated with a transaction between
a merchant system and a payment device, the authorization request message
comprising transaction data; defermine that an additional security authentication
should be applied to the authorization reguest message based on the transaction data;
communicate an authenticity assessment request to a behavioral biometrics server
computer in response o determining that the additional security authentication should
be applied, the authenticily assessment reguest comprising al least a portion of the
transaction data; receive, from the behavioral biometrics server computer, an
authenticity assessment response generated by the behavioral biometrics server
computer in response to the authenticity assessment request and based on the at
least a portion of the transaction data; and generate, based on the authenticity
assessment response, an authentication response message configured o
authenticate or decline the fransaction.

{0030] Clause 9 The system of clause 8, wherein the authorization reguest
message is initiated by a user of the paymeni device through a merchant webpage or
mobile application, and wherein the authenticity assessment reguest is communicated
to the behavioral biometrics server computer while the user is responding to a second
factor authentication process in the merchant webpage or the mobile application.
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{0031} Clause 10: The system of clause 8 or 9, wherein the server compuier is
further programmed and/or configured to embed a behavioral biometrics service in the
merchant webpage or the maobile application based on a first URL and a second URL,
wherein the first URL poinis to a domain of an issuer system and the second URL
points to a domain of the behavioral biometrics server computer.

{00321 Clause 11: The system of any of clauses 8-10, wherein the server computer
is further programmed and/or configured to, in response to the authenticity
assessment response indicating a lack of authenticity of the user and/or the payment
device, communicate an alert to at least one of the merchant webpage, the mobile
application, and the issuer systen.

{0033] Clause 12: The system of any of clauses 8-11, wherein the server computer
is further programmed and/cr configured to communicate the authentication response
message o an issuer system associated with an issuer of the payment device, the
authentication response message configured to authenticate or decline the transaction
when evaluated by the issuer system in combination with a user response o the
second facior authentication process.

[0034] Clause 13: The system of any clauses 8-12, wherein the authentication
assessment response is based on behavioral biometrics signals associated with the
payment device and/or user that are collected, prior o the fransaction being initiated,
by the behavioral biomelrics server computer in a separate communication channel o
a transaction processing network of the server computer.

{0035] Clause 14: The system of any of clauses 8-13, wherein the server computer
is further programmed and/or configured to configure the authentication response
message 1o authenticate or decline the fransaction based on a comparison of the
authenticity assessment response 0 a predstermined threshold provided by the
merchant system.

{0038] Clause 15 A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the at least one processor {0: receive an
authorization reguest message associated with a iransaction belween a merchant
system and a payment device, the authorization request message comprising
fransaction data; determine thal an additional security authentication should be
applied 1o the authorization request message based on the transaction dala;

communicate an authenticity assessment reguest to a behavioral biometrics server
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computer in response o determining that the additional security authentication should
be applied, the authenticily assessment reguest comprising at least a portion of the
transaction data; receive, from the behavioral biometrics server computer, an
authenticity assessment response generated by the behavicral biometrics server
computer in response o the authenticity assessment request and based on the at
least a portion of the transaction data; and generate, based on the authenticily
assessment response, an autheniication response message configured (o
authenticate or decline the transaction.

{0037} Clause 16: The computer program product of clause 15, wherein the
authorization request message is initialed by a user of the payment device through a
merchant webpage or mobile application, and wherein the authenticity assessment
request is communicated o the behavioral biometrics server computer while the user
is responding to a second factor authentication process in the merchant webpage or
the mobile application.

{0038] Clause 17: The computer program product of clause 15 or 16, wherein the
program instructions further cause the at least one processor (o embed a behavioral
biometrics service in the merchant webpage or the mobile application based on a first
URL and a second URL, wherein the first URL points to a domain of an issuer system
and the second URL points to a domain of the behavioral biomelrics server computer.
[0038] Clause 18: The computer program product of any of clauses 15-17, wherein
the program instructions further cause the at least one processor 1o, in response 1o
the authenticity assessment response indicating a lack of authenticily of the user
and/or the payment device, communicate an alert {o at least ong of the merchant
webpage, the mobile application, and the issuer sysiem.

{00401 Clause 19: The computer program product of any of clauses 15-18, whersin
the program instructions further cause the at least one processor to communicate the
authentication response message {0 an issuer system associated with an issuer of the
payment device, the authentication response message configured to authenticate or
decline the fransaction when evaluated by the issuer system in combinatlion with a
user response io the second factor authentication process.

f0841] Clause 20: The computer program product of any of clauses 15-19, wherein
the authentication assessment response is based on behavioral biomelrics signals
associated with the payment device and/or user that are collected, prior fo the

10
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transaction being initiated, by the behavioral biometrics server computer in a separate
communication channel {o a fransaction processing network of the server computer.
{00421 Clause 21: A computer-implemented method comprising: storing, with at
least one processor of a behavioral biometrics server computer, behavioral biometrics
data comprising at least one of the following: transaction data associated with a
plurality of transactions between at least one merchant and at least one payment
device; aclivity data associated with at least one user of the at least one payment
device; or any combination thereof; during the processing of a transaction at a
transaction service provider system: receiving, with the at least one processor, an
authenticity assessment request comprising at least a portion of transaction data of
the transaction; generating, with the at least one processor using a behavioral
biomelrics model and the stored behavioral biomelrics data, an autheniicity
assessment based on the at least a portion of the transaction data; communicating,
with the at least one processor, an authenticity assessment response comprising at
least a portion of the authenticity assessment to the transaction service provider
system, the authenticity assessment response configured o cause the transaction
service provider to authenticate or decline the transaction.

{0043] The features and characteristics of the present disclosure, as well as the
methods of operation and functions of the related elements of structures and the
combination of parts and economies of manufaciure, will become more apparent upon
censideration of the foliowing description and the appended claims with reference 1o
the accompanying drawings, all of which form a part of this specification, wherein like
reference numerals designate corresponding paris in the various figures. It is o be
expressly undersiood, however, that the drawings are for the purpose of illustration
and description only and are not intended as a definition of the limits of the present

5w

disclosure. As used in the specification and the claims, the singular form of "a,” “an,”

and “the” include plural referents unless the contexi clearly dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
{0044] Additional advaniages and details of the present disclosure are explained in

greater detail below with reference 1o the exemplary embodiments that are Hlustrated
in the accompanying schematic figures, in which:

[0045] FIG. 1 is adiagram of a non-limiting embodiment of an environment in which
systems, apparatuses, and/or methods, as described herein, may be implemented;

11
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{0048} FiG. 2 is a flowchart illustrating a non-limiting embodiment of a method for
authenticating a transaction based on behavioral biometric data according to the
principles of the present disclosure;

{0047 FIG. 3 is a flowchart illustrating a non-limiting embodiment of a method for
authenticating a transaction based on behavioral biometric data according to the
principles of the present disclosure; and

[0048] FiG. 4 is a diagram of a non-limiting embodiment of components of one or
more devices of FIG. 1.

DETAILED DESCRIPTION
{0049] For purposes of the description hereinafter, the terms “end,” "upper,”

"o«

“ower,” “right,” “left,” “vertical,” “horizontal,” "top,” “botiom,” “lateral,” “longitudinal,” and
derivatives thereof shall relate to the disclosure as it is oriented in the drawing figures.
However, it is to be understood that the disclosure may assume various aliernative
variations and step sequences, except where expressly specified to the contrary. itis
also to be understood that the specific devices and processes illusirated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the disclosure. Hence, specific dimensions and other
physical characteristics related to the embodiments or aspects of the embodiments
disclosed herein are not to be considered as limiting unless otherwise indicated.
{0050] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be consirued as critical or essential unless explicitly
described as such. Also, as used hersin, the articles “a” and “an” are intended {o
include one or more items, and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “sel” is intended fo include one
or more items {e.g., related items, unrelated items, a combination of related and
unrelated items, and/or the like) and may be used inferchangeably with “one or more”
or “at least one.” Where only one item is intended, the term "one” or similar language
is used. Also, as used herein, the terms “has,” “have,” “having,” or the like are intended
to be open-ended terms. Further, the phrase "based on” is intended to mean "based
at least partially on” unless explicitly stated otherwise.

{0051]  As used herein, the ferms "communication” and “communicate” may refer
to the reception, receipt, transmission, transfer, provision, and/or the like of information

{e.g., data, signals, messages, instructions, commands, and/or the like). For one unit
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{e.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like) fo be in communication with another unit means that the one unitis
able o directly or indirectly receive information from and/or send {(e.g., transmit)
information to the other unit. This may refer to a direct or indirect connection that is
wired and/or wireless in nature. Additionally, two units may be in communication with
each other even though the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and does not actively send information to the second unit.  As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit (2.¢., a third unit located between the first unit and the second unit)
processes information received from the first unit and sends the processed information
to the second unit. In some non-limiting embodiments or aspects, a message may
refer 1o a network packet {e.g., a data packet and/or the like) that includes data.
f0052] As used herein, the terms “issuer,” "issuer institution,” "issuer bank,” or
“payment device issuer,” may refer (o one or more entities that provide accounts to
individuals {e.g., users, customers, and/or the like) for conducting payment
fransactions such as such as credit payment transactions and/or debit payment
fransactions. For example, an issuer institution may provide an account identifier,
such as a primary account number (PAN]}, to a customer thatl uniguely identifies one
or more accounts associated with that customer. In some non-limiting embodiments
or aspects, an issuer may be associated with a bank identification number (BIN) that
uniquely identifies the issuer institution. As used herein, the term “issuer system” may
refer to one or more computer systems operated by or on behalf of an issuer, such as
a server executing one or more software applications. For example, an issuer system
may include one or more authorization servers for authorizing a transaction.

{00531 As used herein, the term “account identifier” may include one or more types
of identifiers associated with an account (2.¢., a PAN associated with an account, a
card number associated with an account, a payment card number associated with an
account, a token associated with an account, and/or the like). In some non-limiting
embodiments or aspects, an issuer may provide an account identifier (e.g., a PAN, a
token, and/or the like) to a user {e.g., an account holder) that uniquely identifies one
or more accounts associated with that user. The account identifier may be embodied
on a payment device (2.g., a physical instrument used for conducting payment

13
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transactions, such as a payment card, a credit card, a debit card, a gift card, and/or
the like) and/or may be slectronic information communicaied to the user that the user
may use for electronic payment transactions. In some non-limiting embodiments or
aspecis, the account identifier may be an original account identifier, where the original
account identifier was provided to a user at the cregtion of the account associated with
the account identifier. In some non-limiting embodiments or aspects, the account
identifier may be a supplemental account identifier, which may include an account
identifier that is provided o a user after the original account identifier was provided to
the user. For example, if the original account identifier is forgotien, siolen, and/or the
like, a supplemental account identifier may be provided to the user. In some non-
lirniting embodiments or aspects, an account identifier may be directly or indirectly
associated with an issuer institution such that an account identifier may be a fcken
that maps to a PAN or other type of account identifier. Account identifiers may be
alphanumeric, any combination of characters and/or symbols, and/or the like.

{0054] As used hersin, the term “token” may refer 1o an account identifier of an
account that is used as a substitute or replacement for another account identifier, such
as a PAN. Tokens may be associated with a PAN or other original account identifier
in one or more data structures {e.g., one or more databases) such that they may be
used to conduct a payment transaction without directly using an original account
identifier. In some non-limiting embodiments or aspects, an original account identifier,
such as a PAN, may be associated with a plurality of tokens for different individuals or
purposes. In some non-limiting embodiments or aspects, tokens may be associated
with g PAN or other account identifiers in one or more data structures such that they
can be used to conduct a transaction without directly using the PAN or the other
account identifiers. In some examples, an account identifier, such as a PAN, may be
associated with a plurality of tokens for different uses or different purposes.

{0055] As used herein, the term “merchant” may refer 1o one or more entities {e.g.,
operators of retail businesses) that provide goods, services, and/or access 1o goods
and/or services, 1o a user (e.g., a customer, a consumer, and/or the like) based on a
transaction such as a payment iransaction. As used herein, the term “merchant
system” may refer 10 one or more computer systems operated by or on behalf of a
merchant, such as a server executing one or more software applications. As used
herein, the term “product” may refer {0 one or more goods and/or services offered by

a merchant.
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{00588]  As used herein, the term “point-of-sale (POS) device” may refer 1o one or
more electronic devices, which may be used by a merchant to conduct a transaction
{e.g., a payment transaction} and/or process a transaction.  Additionally or
alternatively, a POS device may include peripheral devices, card readers, scanning
devices (e.g., code scanners and/or the like), Biuetooth® communication receivers,
near-field communication (NFC) receivers, radio frequency identification (RFID)
receivers, and/or other contactless transceivers or receivers, contact-based receivers,
payment terminals, and/or the like.

{0057}  As used herein, the term “point-of-sale (POS) system” may refer io one or
more client devices and/or peripheral devices used by a merchant to conduct a
fransaction. For example, a POS system may include one or more POS devices
and/or other like devices that may be used o conduct a payment transaction. In some
non-iimiting embodiments or aspects, a POS system (e.g., a merchant POS system)
may include one or more server computers programmed or configured to process
ontine payment transactions through webpages, mobile applications, and/or the like.
{0058]  As used herein, the term "transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
transaction service provider and an issuer institution. In some non-limiting
embodiments or aspects, a transaction service provider may include a credit card
company, a debit card company, a payment network such as Visa®, MasterCard®,
AmericanExpress®, or any other entity that processes fransaction. As used hersin,
the term “transaction service provider system” may refer {o one or more computer
systems operated by or on behalf of a fransaction service provider, such as a
fransaction service provider system executing one or more software applications. A
fransaction service provider system may include one or more processors and, in some
non-limiting embodiments or aspects, may be operated by or on behalf of a transaction
service provider.

[0059]  As used herein, the term "payment gateway” may refer to an entity and/or a
payment processing system operated by or on behalf of such an entity (e.g., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that contracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services {(e.g., transaction service provider payment

services, payment processing services, and/or the like) to one or more merchants.
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The payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the ferm “payment
gateway system” may refer 10 one or more computer systems, computer devices,
servers, groups of servers, and/or the like operated by or on behalf of a payment
gateway.

{0068] As used herein, the term “computing device” may refer to one or more
electronic devices configured to process data. A computing device may, in some
examples, include the necessary components 1o receive, process, and output data,
such as a processor, a display, a memory, an input device, a network interface, and/or
the like. A computing device may be a mobile device. As an example, a mobile device
may include a cellular phone (e.g., a smariphone or standard cellular phone), a
portable compuler, a wearable device {e.g., watches, glasses, lenses, clothing, and/or
the like), a personal digital assistant (PDA), and/or other like devices. A computing
device may also be a deskiop computer or other form of non-mobile computer.
{0061} As used hersin, the terms “client” and "client device” may refer to one or
more computing devices that access a service made available by a server. In some
non-limiting embodiments or aspects, a “client device” may refer to one or more
devices that facilitate payment transactions, such as one or more POS devices used
by a merchant. In some non-limiting embodiments or aspecis, a client device may
include a computing device configured to communicale with one or more nelworks
and/or facilitate payment transactions such as, but not limited to, one ¢or more deskiop
computers, one or more mobile devices, and/or other like devices.

{00621 As used herein, the term "server” may refer {0 or include one or more
computing devices that are operated by or facilitate communication and processing
for multiple parties in a network environment, such as the Internet, although it will be
appreciated that communication may be facilitated over one or more public or private
network environments and that various other arrangements are possible. Further,
multiple computing devices (e.g., servers, POS devices, mobile devices, and/or the
like} directly or indirectly communicaling in the network environment may constitute a
"system.” Reference to “a server” or “a processor,” as used herein, may refer (o a
previously-recited server and/or processor that is recited as performing a previcus step
or function, a different server and/or processor, and/or a combination of servers and/or
processors. For example, as used in the specification and the claims, a first server

and/or a first processor that is recited as performing a first step or function may refer

16



WO 2021/026464 PCT/US2020/045429

to the same or different server and/or a processor recited as performing a second step
or function.

[0063]  As used herein, the term “domain” refers to one or more nefworks or network
hosts within the same physical or logical infrastructure. A domain may be identified
by a domain name, a network address, and/or the like.

{0064] As used herein, the term “behavioral biometrics” may refer to the
measurement of human behavioral patterns and their use to verify and authenticate a
user requesting a fransaction or computer activity. In some nen-limiting embodiments
or aspects, such human behavioral patterns may include, but are not limited to,
patterns of transaction data of a user of a payment device, patterns of network
communication data of a user of a computing device, patterns of device usage {e.g.,
movement of an input device, keystrokes, and/or the like), and other patterns of
behavior that may be monitored on a computing device.

[00835] Non-limiting embodiments or aspects of the present disclosure are directed
to systems, methods, and computer program products for authenticating a transaction
based on behavioral biometric data. By virtue of the fealures described by the present
disclosure, for example, systems processing payment transactions {e.g., ransaction
service provider systems, payment gateway systems, issuer systems, and/or the like)
may more quickly determine the identity of a user initigting a transaction (e.g., a
payment transaction). In some non-limiting embodiments or aspecis, sysiems
processing payment transactions may determine the identity of the user initiating a
transaction and, based on this determination, may approve or not approve the
transaction before faking additional time or sending additional communications 1o
authenticate the transaction and/or proceed toward sending a final authorization
response message to a merchant system. By determining the identity of the individual,
such systems processing such payment iransactions may forego iransmitting
authorization request messages where doing so, even if approved, would not result in
an approved fransaction. As a result, computational resources are conserved in that
unnecessary communications between sysiems are foregone where the transaction is
identified as possibly fraudulent. Computational resources may be further preserved
by executing behavioral biometlrics analysis in parallel 1o other autheniication
processes.

{0066] In some non-limiting embodimenis, systems processing such payment

transactions may forward data including an indication that the transaction is or is not
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fraudulent, reducing the burden on other systems {e.g., issuer systems). Since, for
example, a transaction service provider system may have access 1o more transaction
data than an individual issuer sysiem may have access to, the transaction service
provider system may be able to make a determination as to whether the transaction is
fraudulent without requesting additional information, whereas an issuer system may
need to request additional information from one or more other issuer systems {e.g., in
cases where the issuer sysiem involved in the transaction has a lower volume of
historical transactions o analyze when determining whether the instant transaction is
a fraudulent transaction). Accordingly, system resources and communication (e.q.,
bandwidih) between systems in an electronic payment processing network may be
conserved, freeing such resources for subsequently-received transactions.

{00677 Relerring now to FIG. 1, Hlustrated is a schematic diagram of an example
environment 100 in which devices, systems, and/or methods, described herein, may
be implemented. As shown in FIG. 1, environment 100 includes a payment
device 104 of a user 102, a merchant system 108, a transaction service provider
system 108, a directory server 110 that may be associated with the fransaction service
provider system 108, a behavioral biometrics server computer 112 (e.g., associated
with a behavioral biometrics system, which may be integral with the transaction service
provider system 108 or a separate, independent system), a user interface 114 (e.g., a
compuiing device executing a merchant webpage, a mobile application, eic.), and an
issuer system 116. It will be appreciated that the environment 100 may include
numerous different issuer sysiems, behavicral biometrics server computers, and/or
other components.

{0068] Payment device 104 may include one or more devices capable of being in
communication with merchant system 106 and/or behavioral biometrics server
computer 112. Payment device 104 may communicate with the merchant system 106
and the behavioral biometrics server computer 112 in a shared communication
channel (e.g., using the same communication channel}, which may reduce computer
resources for sysiem implementation. Allernalively, payment device 104 may
communicate with the merchant system 106 in a first communication channel {e.qg.,
within an electronic payment processing network) and may communicate with the
behavioral biometrics server computer 112 in a second communication channel {e.g.,
ouiside the eleclronic payment processing network), which may provide parailel
processing efficiencies by dividing tolal processing time into separate processing
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channels, thereby reducing overall processing time. Payment device 104 may be
associated with a user 102 and may include a computing device configured to operate
and display the user inferface 114. Payment device 104 may also be capable of
communicating via a short-range wireless communication connection.

{0869] Merchant system 106 may include a computing device, such as a server, a
group of servers, a client device, a group of client devices, peripheral devices capable
of being used by a merchant to conduct a transaction C with a user 102, such as a
POS device and/or a POS system, and/or other like devices. Merchant system 108
may include one or more devices capable of being in communication with a payment
device 104, a transaction service provider system 108, a behavioral biometrics server
computer 112, and/or the like. Payment device 104 may communicate with merchant
system 106 (e.g., through a network conneclion associated with user interface 114) {o
generate a transaction request for completion of a transaction C between merchant
system 108 and payment device 104. Merchant system 108 may also be capable of
communicating via a short-range wireless communication connection.

{0070]  lssuer system 116 may include one or more devices capable of being in
communication with a transaction service provider system 108, a payment device 104,
and/or merchant system 106. For example, issuer systemn 116 may include a
compuiing device, such as a server, a group of servers, and/or other like devices. In
some non-limiting embodiments, issuer system 118 may be associated with an issuer
institution as described herein. For example, issuer system 116 may be associated
with an issuer institution that issued a credit account, debit account, credit card, debit
card, and/or the like 10 a user 102, associated with the payment device 104 of the user
102.

f0071]  Transaction service provider system 108 may include a computing device,
such as a server, a group of servers, and/or other like devices. In some non-limiting
embodiments, transaction service provider system 108 may be associated with a
transaction service provider as described herein. In some non-limiting embodiments
or aspects, fransaction service provider system 108 may be associated with and/or in
communication with an entity that provides payment services {0 one or more
merchants as described herein.  In some non-limiting embodiments, transaction
service provider system 108 may be capable of being in communication with a dala
storage device, which may be local or remole 1o the transaction service provider

systemn 108. In some non-limiting embodiments, transaction service provider sysiem

19



WO 2021/026464 PCT/US2020/045429

108 may be capable of receiving information from, storing information in,
communicating information to, or searching information stored in the data storage
device. In some non-limiting embodiments or aspects, transaction service provider
system 108 may be associated with and/or include a behavioral biomelrics server
computer 112, a directory server computer 110, and/or other like computing devices
and/or systems.

[0872] Transaction service provider system 108 may receive, from the merchant
system 108, an authorization request message D associated with the fransaction C
between the merchant system 106 and the payment device 104. The authorization
request message D may include a communication in an electronic payment processing
network including transaction data pertaining to a transaction between the merchant
and the user {e.g., where such transaction data is used to authorize the transaction).
The authorization reguest message may include a 3-D Secure (3DS) authentication
request including a transaction identifier. The authorization reguest message D may
include transaction data, which may include, but is not limited to: a payment device
identifier, a user identifier, a merchant system identifier, a transaction fime, a
transaction amount, a fransaction type, a transaction description, a merchant type, a
payment device type, and/or the like.

{0073] The firansaction service provider system 108 may determine that an
additional security autheniication should be applied to the authorizalion request
message D based on the ransaction data. The determination may be based on one
or more portions of the transaction data. An initial security authentication may include
a proof of possession, proof of knowledge, or proof of inherency on behalf of the user
102 {e.q., to satisfy a 3-D Secure transaction scheme). For exampie, an initial security
authentication may include, but is not limited to, the provision of a password, the
provision of an identifier of the payment device and/or user, the provision of a card
verification value (CVV) code, a two-factor authentication process {e.g., one-time
password), and/or the like. An additional security authentication may include a
process of authenticaling the user 102 using behavioral biomelrics data. The
transaction service provider system 108 may communicale an authenticity
assessment request E to a behavioral biometrics server computer 112 in response {o
determining that the additional security authentication should be applied. The
authenticity assessment request E may include at least a portion of the transaction
data (e.g., a payment device identifier, a user identifier, eic.). The authenticity
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assessment request £ may be communicated {o the behavioral biomelrics server
computer 112 while the user 102 is responding to a second factor authentication
process in the user interface 114 {e.g., merchant webpage, mobile application, etc.).
For example, the fransaction service provider system 108, issuer system 116, or
merchant system 106 may communicate a proof of knowledge challenge {e.g.,
password request) or proof of possession challengs (e.g., one-time password sent {o
a mobile device of the user 102} to the user 102 via the user interface 114, during
which the behavioral bicmetrics server computer 112 may be communicated the
authenticity assessment request E. The foregoing provides for parallel processing of
multiple fransaction authentication processes, which reduces overall computer
processing time and resources.

{0074] Direclory server compuier 110 may include a compuiing device, such as a
server, a group of servers, a client device, a group of client devices, peripheral devices
capable of being used by a transaction service provider to communicate authenticity
assessment requests o a behavioral biometrics server computer 112, and/or other
like devices. Direclory server computer 110 may be included in a transaction service
provider system 108. Directory server computer 110 may include one or more devices
capable of being in communication with a merchant systern 106, behavioral biometrics
server computer 112, issuer sysiem 116, and/or the like. The direclory server
computer 110 may be programmed and/or configured 1o updaie authorizalion request
messages D or authorizalion response messages G based on authenticity
assessments from the behavioral biometrics server computer 112, For example, the
directory server computer 110 may remove the card verification value (CVV) from an
authorization request message D if the authenticity assessment indicates that the
fransaction C is likely fraudulent. Additionally or aliernatively, the direclory server
computer 110 may insert authenticity assessment data from the behavioral biometrics
server compuler 112 into messages (e.g., authorization reguest messages H)
communicated to the issuer system 116,

{0073] The behavioral biomelrics server compuler 112 may communicate with a
payment device 104, a user interface 114, and/or ancther computing device
associated with a user 102 {o collect behavioral biometrics signals based on activity
data, which may include, but is not limited to, fransaction activity (e.¢., fransaction data
history, including transaction locations, transaclion times, transaction amounts,

transaction types, merchant types, elc.) or other user activity {e.g., user computing
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device location data, time of user computing device communications, user network
activity, etc.). The behavioral biometrics server computer 112 may include one or
more devices capable of being in communication with a payment device 104, a
merchant system 108, a user interface 114, a transaction service provider system 108,
a directory server computer 110, and/or an issuer system 118. The behavioral
biometrics server computer 112 may be associated with a behavioral biometrics
system and one or more non-fransitory computer storage devices (e.g., a database of
behavioral biometrics data). The behavioral biometrics server computer 112 may
store behavioral biometrics data of the behavioral biometrics signals, which may
include, but is not limited 1o, transaction data associated with a plurality of fransactions
between one or more merchants and one or more payment devices, aclivity dala
associated with one or more users, and/or the like.

{0078] Behavioral biometrics server computer 112 may receive the authenticity
assessment request £ from the transaction service provider system 108. The
authenticity assessment request E may be received during processing (e.g., after
receipt of an authorization request message D from the merchant system 106 but
before sending an authorization response message G to the merchant system 106) of
the transaction C by the transaction service provider system 108 between the payment
device 104 and the merchant systermn 108. The behavioral biomeirics server computer
112 may generate, using a behavioral biometrics model and stored behavioral
biometrics data, an authenticity assessment based on at least a portion of the
transaction data. A behavioral biomelrics model may apply one or more machine-
learning technigues, executed by one or more processors, to identify one or more
patterns in activity data (e.g., fransaction activity and/or user aclivity) and generate a
profile of such patterns indicative of authentic user/payment device behavior. If the
transaction C exhibits a type of transaction activity and/or user activity that comports
with the generated profile of the user/payment device, then the behavioral biometrics
model may assess the transaction C as authentic {e.g., generate g metric, paramster,
value, and/or the like indicative of the transaction C being not likely fraudulent). If the
transaction © exhibils a type of transaction activity and/or user activity that does not
comport with the generated profile of the user/payment device, then the behavioral
biometrics model may assess the transaction C as inauthentic (2.¢., generate a metric,
parameter, value, and/or the like indicative of the transaction C being likely fraudulent).
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08771 In some non-limiting embodiments or aspects, the authenticily assessment
of a transaction may be determined based on the behavioral biometrics modsl, where
the behavioral biometrics model is a machine learning model generated based at least
partially on {(e.g., trained) the transaction data asscciated with the plurality of
fransactions. In some non-limiting embodiments or aspects, the behavioral biometrics
model may be trained (e.g., by behavioral biometrics server computer 112} based on
historical transaction data associated with one or more historical transactions involving
a plurality of payment devices. For example, the behavioral biometrics model may be
trained (e.g.., by behavioral biometrics server computer 112) based on historical
transaction data associated with one or more historical fransactions involving one or
more payment devices, where the plurality of payment devices includes a payment
device 104 associated with the user 102,

[0078] The behavioral biometrics server computer 112 may communicate an
authenticity assessment response F io the fransaction service provider sysiem 108,
The authenticity assessment response F may include at least a portion of the
authenticity assessment (e.g., a metric, parameter, value, and/or the like indicative of
a likelihood of the transaction C being fraudulent or not). The authenticity assessment
response F may be configured {o cause the transaction service provider system 108
to authenticate or decline the transaction C. For example, the transaciion service
provider system 108 may decline or authenticate the transaction C based on a metric,
parameter, value, and/or the like indicative of a likelihood of the transaction C being
fraudulent or not, communicaied in the authenticity assessment response F. The
transaction service provider system 108 may generate an authentication response
message G based on the authenticily assessment response F. The authentication
response message G may be configured to authenticate or decline the transaction C.
The transaction service provider system 108 may communicate an authorization
request message H to the issuer system 116 prior to or after sending the authenticity
assessment request £ or receiving the authenticity assessment response F. In this
manner, the evaluation of behavioral biometrics may be executed before or after
reguesting authorization of the transaction C by the issuer system 118, but before final
settlement and approval of the transaction C at the transaction service provider system
108.

{00791  In some non-limiting embodiments or aspects, the iransaclion service
provider system 108 may authenticate or decline a transaction based on the
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authenticity assessment associated with the authenticity assessment response F. The
authenticity assessment may be a binary determination that the trransaction is
fraudulent or not frauduleni, based on which the fransaction service provider system
108 may directly act. Aliernatively or additionally, transaction service provider sysiem
108 may compare the authenticity assessment to a threshold value {o determine
whether the assessment satisfies the threshold value {s.q., whether the predicted
value of a likelihood of authenticity is greater than, equal o, or less than the threshoid
value}). I such an example, the threshold value may be associated with a value that,
when satisfied, indicates that the transaction is a valid transaction and, when not
salisfied, indicates that the transaction is a fraudulent transaction. In some non-
limiting embodiments or aspects, the threshold value may be a predetermined
threshold provided by merchant sysiem 106. For example, merchant system 106 may
receive, from the merchamt, input that specifies at least one predetermined threshold,
the at least one predetermined threshold associated with a value that, when satisfied
by an authenticily assessment, the merchant will permit transactions to be approved
{e.g., transactions may be approved by the merchant where the transactions are
associated with a prediction that the transaction has a likelihood of 90% or more of
being a non-fraudulent transaction, a likelihood of 80% or more of being a non-
fraudulent transaction, and/or the like).

{00801 In some non-limiting embodiments or aspects, the iransaclion service
provider system 108 may authenticate or deciine a transaction based on a mulii-factor
authentication process. In such an example, transaction service provider system 108
may receive data from one or more systems of environment 100 and/or may request
data from the one or more systems of environment 100. In such an example, the data
received and/or requested by transaction service provider system 108 may include,
without limitation, behavioral biometric measurement data associgted with a
behavioral biometric measurement of the user associated with payment device 104,
user interface 114, and/or another computing device {e.g., where the behavioral
biomelric measurement is measured by the payment device 104, user interface 114,
another computing device, and/or merchant system 108). In another exampie,
transaction service provider system 108 may transmit an out-of-band message o a
computing device of the user 102 to determine whether the user 102 associated with
the computing device is the user 102 in control of the computing device. For example,

transaction service provider system 108 may transmit a message 1o a computing
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device of the user 102 (e.g., a compuling device execuling a user interface 114)
causing the computing device to display a graphical user interface {GUI prompling
the user 102 to provide input {e.g., a physical biometric measuremeni, a PIN, a
password, and/or the like) to verify that the user 102 that is operating the computing
device is the user 102 that is associated with the computing device {(e.g., payment
device 104, user interface 114, and/or other computing device).

[0081] User interface 114 may be associated with {e.g., may include or be in
communication with) a compuling device operating a merchant webpage, a mobile
application, and/or the like. A behavioral biometrics service may be embedded in the
user interface 114 based on a first URL that points fo a domain of an issuer system
116 and a second URL that points fo a domain of the behavioral biometrics server
compuier 112. For example, if the user interface 114 is presented in a web browser,
a webpage may be configured with one or more frames pointing to different domains
{e.g., first URL and second URL). The first URL may allow for communications with
the issuer system 116, which may initiate further authentication tests {e.qg., proofs of
knowledge, proofs of possession, eic.). The second URL may allow for
communications with the behavioral biometrics server computer 112, such as to collect
behavioral biometrics data from the user 102, in other examples, the behavioral
biometrics service may be invoked as a background service on a mobile device and/or
a client-side script that communicates with the issuer system 116 and/or behavioral
biometrics server computer 112 via one or more APls.

{0082] The number and arrangement of devices and networks shown in FIG. 1 are
provided as an example. There may be additional devices and/or networks, fewer
devices and/or networks, different devices and/or networks, or differently arranged
devices and/or networks than those shown in FIG. 1. Furthermore, two or more
devices shown in FIG. 1 may be implemented within a single device, or g single device
shown in FiG. 1 may be implemented as multiple, distributed devices. Additionally or
alternatively, a set of devices {e.g., one or more devices) of environment 100 may
perform one or more functions described as being performed by another sef of devices
of environment 100.

f0083] Referring now to FIG. 2, illustrated is a flowchart of a non-limiting
smbodiment of a process 200 for authenticaling a transaction based on behavioral
biometric data. it will be appreciated that, in non-limiting embodiments, a process 200
may include additional, fewer, and/or different steps and a different order of steps. In
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some non-limiting embodiments, one or more of the steps of process 200 may be
performed (e.q., completely, partially, and/or the like) by fransaction service provider
system 108 (e.g., one or more devices of transaction service provider system 108,
such as directory server computer 110). In some non-limiting embodiments, one or
more of the steps of process 200 may be performed (e.q., completely, partially, and/or
the like} by another device or a group of devices separate from or including transaction
service provider system 108, such as payment device 104 {g.q., one or more devices
of payment device 104}, merchant system 106 (e.g., one or more devices of merchant
system 106), behavioral biometrics server compuier 112 {e.g., one or more devices of
behavioral biometrics server computer 112), and/or issuer system 116 (e.g., one or
more devices of issuer system 116).

{00847 As shown in FIG. 2, at step 202, the transaction service provider sysiem
receives an guthorization request message associated with a fransaction between a
merchant system and a payment device. The authorization request message may be
initiated by a user of the payment device through a user interface (e.¢., merchant
webpage, mobile application, etc.). In such an example, the transaction service
provider system may receive the transaction authorization request from the merchant
system. In some non-limiting embodiments or aspects, the transaction service
provider system may receive the transaction authorization request from the merchani
system based on the user associaled with payment device initiating a fransaction. For
example, the user associated with payment device may initiate the transaction by
causing payment device {0 engage with merchant system (e.g., by bringing a mobile
device having an electronic wallet and/or an application associated with an electronic
wallet stored thereon in proximily to a POS terminal to initiate payment during the
fransaction, by providing input to a laptop computer during an electronic commerce
fransaction to initiate the iransaction, and/or the like). The authorization request
message includes transaction daia.

[0885] In some non-limiting embodiments or aspects, the merchant systermn may
generale a fransaction authorization reguest based on determining fransaction data
associated with a transaction. For example, the merchant system may receive user
data associated with a user, the user being associated with the payment device. The
user data may include account data associaled with a payment account (2.g., a PAN,
a PIN, a token, and/or the like that is associated with the payment account). in some

non-iimiting embodiments or aspects, when generating a transaction authorization
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request, the merchant system may include merchant system data associated with
merchant system (e.g., a POS identifier specifying a POS device, a transaction
identifier associated with the new transaction, and/or the like). In some non-limiting
embodiments or aspects, merchant system data associated with merchant sysiem
may include merchant system type data associated with an indication as 1o the type
of merchant system involved in the new transaction {e.g., whether the merchani
system is a POS terminal installed at a brick-and-mortar location, a website hosted by
and/or on behalf of merchant system, and/or the like). In some non-limiting
embodiments or aspects, the merchant system may generate a transaction
authorization request based on receiving data from a payment device o initiate the
new transaction. For example, the merchant system may generate a transaction
authorization request. The transaction authorization request may include transaction
data associated with the transaction, user data associated with the user, account data
associated with the payment account, merchant system data associated with the
merchant system, and/or the like.

[0086] As shown in FIG. 2, at step 204, the transaction service provider system
determines that an additional security authentication should be applied to the
authorization request message based on the transaction data. For example, the
transaction service provider sysiem may determine that the payment device of the
fransaction, using a payment device identifier, is associated with an issuer ingtitution
that has specified that behavioral biometrics should be employed as a secondary form
of authertication. The transaction service provider sysiem may also identify the
transaction as having a transaction data profile indicative of requiring an additional
security authentication {e.g., determined by a fraud prevention system). The
fransaction service provider system may determine that an additional security
authentication should be applied based on (e.g., during) processing of the transaction
authorization request.  For example, fransaction service provider sysiem may
determine that an additional security authentication should be applied prior to and/or
after fransmitling an authorization reguest message 1o issuer system, where issuer
system maintains the payment account of the user. Additionally or alternatively,
transaction service provider system may determine that an additional security
authentication should be applied based on {e.g., in response o) receiving a request
from issuer system and/or merchant system for a determination of an authenticity

assessment for the new transaction.
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[0887] Al siep 208, the ransaction service provider communicates an authenticity
assessment request fo a behavioral biometrics server compuier. The communication
may be in response to the determination that the additional security authentication
should be applied. The authenticity assessment request may include at least a portion
of the transaction data, including, but not limited {o, a payment device identifier, a user
identifier, an issuer institution identifier, and/or the like. At step 208, the transaction
service provider system receives, from the behavioral biometrics server computer, an
authenticity assessment response generated by the behavioral biomelrics server
computer in response to the authenticily assessment request. The authenticity
assessment response may be based on the portion or all of transaction data
communicated to the behavioral biometrics server computer.

{0088] At step 210, the transaclion service provider sysiem generates an
authentication response message configured o authenticate or dscling the
transaction. The authenticalion response message is based on (e.g., al least partly
ony the authenticity assessment response. For example, the authentication
assessment may indicate a likelihood of the transaction being authentic such thai,
when evaluated by the transaction service provider system in combination with a
second factor authentication (e.g., one-time password), there is a strong likelihood the
fransaction is not fraudulent. Based on that combined evaluation, the fransaction
service provider systerm may authenticate the transaction. In another example, if the
authenticity assessment indicates a strong likelihood the transaction was not
authorized by the user, the transaction service provider system may decling the
transaction even if a second factor authentication test is passed.

{00891 Referring now to FIG. 3, illustrated is a flowchart of a non-limiting
embodiment of a process 300 for authenticating a transaction based on behavioral
biometric data. it will be appreciated that, in non-limiting embodiments, a process 200
may include additional, fewer, and/or different steps and a different order of steps. In
some non-limiting embodiments, one or more of the steps of process 300 may be
performed (e.9., completely, partially, and/or the like) by transaction service provider
system 108 (e.g., one or more devices of transaction service provider system 108,
such as directory server computer 110). In some non-limiting embodiments, one or
more of the steps of process 300 may be performed (.¢., completely, partially, and/or
the like} by another device or a group of devices separate from or including transaction
service provider system 108, such as payment device 104 {g.q., one or more devices
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of payment device 104), merchant system 106 (e.¢., one or more devices of merchant
system 106), behavioral biometrics server compuier 112 (e.g., one or more devices of
behavioral biometrics server computer 112), and/or issuer system 116 (e.g., one or
more devices of issuer system 118).

{00807 As shown in FIG. 3, at step 208, the transaction service provider sysiem
receives, from the behavioral biometrics server computer, an authenticity assessment
response generated by the behavioral biometrics server computer in response {o the
authenticity assessment request. The authenticity assessment response may be
based on the portion or all of transaction dala communicaied o the behavioral
biometrics server computer. At step 302, the transaction service provider systent, in
response o the authenticity assessment response indicating a lack of authenticity of
the user {e.g., the transaciion requesier is nol authorized or the user actually
associated with the payment device) and/or the payment device (e.g., the payment
device is an unauthorized duplicate, the payment device is siolen, etc.), may
communicate an alert to the user interface (2.g., merchant webpage, mobile
application, efc.), the issuer system, and/or the merchant system. The alertmay be a
communication identifying the transaction and may further cause the receiving party
to execule fraud prevention countermeasures {e.g., locking accounts, preventing
future transaction associated with a payment device, etc.).

[0091] Al step 304, the transaction service provider system may communicate the
authentication response message o an issuer system associated with an issuer of the
payment device. The authentication response message may be configured to
authenticate or decline the iransaction when evaluated by the issuer system in
combination with a user response fo a second factor authentication process. For
example, the user interface may prompt the user to complste a second factor
authentication, provided by the first URL pointing to a domain of an issuer system.
The issuer system may receive the second factor authentication attempt by the user
and compare the submission to the authentication response message received from
the transaction service provider system. If the combination of authentication iests
indicates a likelihood of fraud or inauthenticily, the transaction may be declined af the
issuer system. Similarly, if the combination of authentication tests indicates a
likelihood of a genuine, authorized transaction, the transaction may be approved at

the issuer system.
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{00821 Al step 306, the transaction service provider system may compare the
authentication assessment response {0 a predeiermined threshold provided by the
merchant system. For example, if the authenticity assessment is configured 1o cutput
a percent likelihood of the transaction being authorized by the user, the merchant may
set a percent threshold thatl, when satisfied by the authenticity assessment, friggers
approval of the transaction. Similarly, when the predetermined threshold is not
satisfied, the transaction may be automatically declined. The establishment of
predetermined thresholds provides for fewer communications between computer
systems by which to authenticate transactions, reducing overall network processing
resources and bandwidih required. Al step 308, the transaction service provider
system may configured the authentication response message to authenticate or
decline the fransaction based on the comparison of the authenticity assessment
response 1o the predetermined threshold provided by the merchant sysiem.

[0093] Referring now fo FIG. 4, illusirated is a diagram of example components of
device 400. Device 400 may correspond to one or more devices of payment device
104, merchant system 106, transaction service provider system 108, direciory server
computer 110, behavioral biometrics server computer 112, user interface 114, and/or
issuer system 116, In some non-limiting embodiments or aspects, one or more
devices of payment device 104, merchant system 108, transaction service provider
system 108, directory server computer 110, behavioral biomelrics server compuier
112, user interface 114, and/or issuer systemn 116 may include at least one device 400
and/or at least one component of device 400. As shown in FIG. 4, device 400 may
include bus 402, processor 404, memory 408, slorage component 408, input
component 410, output component 412, and communication interface 414,

f0084] Bus 402 may include a component that permits communication among the
components of device 400. In some non-limiting embodiments or aspects, processor
404 may be implemented in hardware, software, or a combination of hardware and
software. For example, processor 404 may include a processor (e.g., a central
processing unit (CPU), a graphics processing unit (GPU), an accelerated processing
unit (APU), etc.), a microprocessor, a digital signal processor (DSP), and/or any
processing component {e.q., a field-programmabile gate array (FPGA), an application-
specific integrated circuit (ASIC), ete.) that can be programmiad to perform a function.
Memoary 406 may include random access memory (RAM), read-only memory (ROM),
and/or anocther type of dynamic or static storage device {(e.g., flash memory, magnetic
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memory, optical memory, eic.) that stores information and/or instructions for use by
processor 404.

{0085] Storage component 408 may siore information and/or software related to
the operation and use of device 400. For example, storage component 408 may
include a hard disk {2.g., a magnetic disk, an optical disk, a magneto-oplic disk, a solid
state disk, efc.), a compact disc (CD), a digital versatile disc (DVD), a floppy disk, a
cartridge, a magnetic tape, and/or another type of computer-readable medium, along
with a corresponding drive.

f0096] Input component 410 may include a component that permits device 400 to
receive information, such as via user input {e.q., a touchscreen display, a keyboard, a
keypad, a mouse, a button, a swilch, a microphone, a camera, eic.). Additionally or
alternatively, input component 410 may include a sensor for sensing information {e.g.,
a global positioning system (GPS) component, an accelerometer, a gyroscope, an
actuator, efc.). Oufput compaonent 412 may include a component that provides oulput
information from device 400 (e.g., a display, a speaker, one or more light-emitling
diodes (LEDs), efc.).

{00877 Communication interface 414 may include a transceiver-like component
{e.g., a fransceiver, a separate receiver and transmitter, efc.} that enables device 400
fo communicate with other devices, such as via a wired conneclion, a wireless
connection, or a combination of wired and wireless conneclions. Communication
interface 414 may permit device 400 o receive information from anocther device and/or
provide information to another device. For example, communication interface 414 may
include an Ethernet interface, an optical interface, a coaxial interface, an infrared
interface, a radio frequency (RF) interface, a universal serial bus (USB) interface, a
Wi-Fi® interface, a cellular network interface, and/or the like.

00987 Device 400 may perform one or more processes described herein. Device
400 may perform these processes based on processor 404 executing software
instructions stored by a computer-readable medium, such as memory 406 and/or
siorage compeonent 408. A compuier-readable medium {e.g., a non-transitory
computer-readable medium) is defined herein as a non-transitory memory device. A
non-transitory memaory device includes memaory space located inside of a single
physical storage device or memory space spread across multiple physical storage
devices.
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{0089] Software instructions may be read inte memory 406 and/or storage
component 408 from another computer-readable medium or from another device via
communication interface 414. When execuied, software insiructions stored in memory
406 and/or storage component 408 may cause processor 404 to perform one or more
processes described herein. Additionally or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions o perform one or more
processes described herein. Thus, embodiments or aspects described herein are not
limited to any specific combination of hardware circuitry and software.

{0100] Memory 406 and/or storage component 408 may include data storage or
one or more data structures (e.g., a database, and/or the like). Device 400 may be
capable of receiving information from, storing information in, communicating
information to, or searching information stored in the data storage or one or more data
structures in memory 406 and/or siorage component 408. For example, the
information may include encryption data, input data, culput data, transaction data,
account data, or any combination thersof.

{0101]  The number and arrangement of components shown in FIG. 4 are provided
as an exampie. In some non-limiting embodiments or aspeacts, device 400 may include
additional components, fewer components, different components, or differently
arranged components than those shown in FIG. 4. Additionally or alternatively, a set
of components {e.g., one or more components) of device 400 may perform ong or
more functions described as being performed by another set of components of device
440.

[0102]  With further reference to the foregoing figures, in non-limiting embodiments,
the described systems and mesthods may be provided in the form of a behavioral
biometrics cloaking service (BBCS), in which “cloaking” may refer o the provision of
an additional layer of authentication. BBCS may be applied under the context of 3D-
Secure (3DS) to satisfy the Revised Payment Services Directive (PSD2) Strong
Customer Authentication (SCA) mandate. The BBCS is not limited to this use case,
however, and may be provided outside of g PSD2 SCA contexd, so that issuers may
enhance their digital transaction authentication without having to make significant
technology updates io the issuer access control server (ACS). Issuers further do not
have to provide individual computer resources for BBCS signal collection, decision
making, and responses,
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{0103] The SCA mandate includes steps of authentication based on proof of
knowledge, proof of possession, and proof of inherence. BBCS can be employed to
allow issuers to meet two or more of these steps of authentication. BBCS may be
semployed on lop of existing step-up authentication services (s.g., one-time
passwords). BBCS provides an efficient, non-time-consuming authentication while
allowing for a modular, independent integration with existing authentication systems.
BBCS can provide multifactor compliance in both 308 2.x and 3DS 1.0 environments.
BBCS may be employed for web applications, native applications, and other channels.
[0104] BBCS may be provided as a standalone service, such as part of the
transaction service provider system, e.g., a directory server service. BBCS may be
provided directly to the issusr/ACS provider. BBGS provides the ability to gather
behavioral biometrics signals for a given 308 transaction. BBCS provides the ability
to evaluate and make decisions based on behavioral biometrics signals. BBCS further
provides the ability to combine the success/failure of another authentication process
{e.g., one-time passwords) with the behavioral biometrics authentication o provide a
final response to components within the 3D& ecosystem (e.g., a directory server of a
transaction processing system, a 305 server, a merchant system, sfc.).

{0105] In a 305 2. web browser process flow, the directory server may register
the method URL endpoint that supports both the behavioral biometrics code as well
as the issuer/ACS provider's method URL. In a 3DS 2.x nafive application flow, a
scftware development kit (SDK) may be provided for first party or third party behavioral
biometrics that will collect and send the signals to a BBCS server in parallel 1o device
data collected according to EMV specifications. In a 3DS 1.0 process flow, the issuer
ACS step-up window may be framed within a BBCS-provided URL, which may allow
for signal collection code 1o be executed during the step-up authentication process.
i0108]  In non-limiling embodiments, evaluation and decision making based on
behavioral biometric signals may be periormed based on the technology framework
for the BBCS implementation, e.¢., as a local or remote callout 1o the technology
provider. BBCS may be a learning system, where profiles of behavioral biometric data
may be maintained and improved over time. Depending on the point of integration of
BBCS, different approaches may be taken to combine responses from BBCS and from
alternative means of authentication (e.g., one-time passwords), and 1o provide the
ouicome. For example, a transaction identifier captured during behavioral biomelric
signal collection may be provided 1o a director server, which can update a transaction
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request or response based on the decision from the BBCS server and drop the
cardholder verification value (CVV) if a transaction fails the BBCS evaluation.
Alternatively, the URL for BBCS integration may be overridden to allow for transaction
request values 1o be updated based on behavioral biomelric decision making.
Alternatively, a direclory server can initiate a request to a BBCS server and receive
the decision, which can be passed into an authentication response from the directory
server {o the ACS. The information ¢an be added as an exiension o the issuer
authentication request. Allernatively, the BBCS server may proxy 3D8 messages
between the directory server and ACS and appropriately update the transaction
request or authentication response message. The proxy can reside between the 3D3
server and directory server and update the response appropriately.

{01071  Although the present disclosure has been described in detail for the purpose
of illusiration based on what is currently considered 10 be the most practical and
preferred embodiments, it is 1o be understood that such detail is solely for that purpose
and that the present disclosure is not limited to the disclosed embodiments, but, on
the conirary, is infended o cover modifications and eguivalent arrangements that are
within the spirit and scope of the appended claims. For example, it is o be undersiood
that the present disclosure contemplates that, to the exdent possible, one or more
features of any embodiment can be combined with one or more features of any other

embodiment.
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WHAT IS CLAIMED IS:

1. A computer-implemented method comprising:

receiving, with a transaction service provider system comprising at lsast
one processor, an authorization request message associated with a transaction
beiween a merchani system and a paymeni device, the authorizalion request
message comprising transaction data;

determining, with the at least one processor, that an additional security
authentication should be applied to the authorization request message based on the
transaction daia;

communicating, with the at least one processor, an authenticity
assessment request to a behavicral biometrics server computer in response (o
determining that the additional securily autheniication shouid be applied, the
authenticity assessment request comprising at least a portion of the transaction data;

receiving, with the at least one processor from the behavioral biometrics
server computer, an authenticity assessment response generated by the behavioral
biometrics server computer in response o the authenticity assessment request and
based on the at least a portion of the ransaction data; and

generating, with the at least one processor based on the authenticity
assessment response, an authenlication response message configured fo
authenticate or decline the transaction.

2. The computer-implemented meihod of claim 1, wherein the
authorization request message is initialed by a user of the payment device through a
merchant webpage or mobile application, and wherein the authenticity assessment
request is communicated to the behavioral biometrics server computer while the user
is responding 1o a second factor authentication process in the merchant webpage or
the mobile application.

3. The computer-implemented method of claim 2, further comprising
embedding a behavioral biomelrics service in the merchant webpage or the mobile
application based on a first URL and a second URL, wherein the first URL poinis to a
domain of an issuer system and the second URL poinis 1o a domain of the behavioral

biometrics server computer.
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4. The computer-implemented method  of claim 3, further
comprising, in response to the authenticity assessment response indicating a lack of
authenticity of the user and/or the payment device, communicating an alert 1o af least
one of the merchant webpage, the mobile application, and the issuer system.

5. The computer-implemented method of claim 2, further comprising
communicating, with the at least one processor, the authentication response message
to an issuer system associated with an issuer of the payment device, the
authentication response message configured 1o authenticate or decline the transaction
when evaluated by the issuer system in combination with a user response {o the

second factor authentication process.

6. The computer-implemented method of claim 1, wherein the
authentication assessment response is based on behavioral biometrics signals
associated with the payment device and/or user that are collected, prior to the
transaction being initiated, by the behavioral biomelrics server computer in a separate
communication channel to a transaction processing network of the transaction service

provider system.

7. The computer-implemented method of claim 1, further comprising
configuring the authentication response message o authenticate or decline the
transaction based on a comparison of the authenticity assessment response 10 a

predetermined threshold provided by the merchant system.

8. A system comprising at least one server computer including at
least one processor, the at least one server computer programmed and/or configured
to:

receive an authorization request message associated with a transaction
between a merchant system and a payment device, the authorization reguest
message comprising transaction data;

determine that an additional security authentication should be applied to
the authorization request message based on the transaction data;

communicate an authenticity assessmeni request to a behavioral

biometrics server computer in response 1o determining that the additional security
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authentication should be applied, the authenticity assessment request comprising at
least a portion of the transaction data;

receive, from the behavioral biomelrics server computer, an authenticity
assessment response generated by the behavicral biometrics server computer in
response io the authenticity assessment request and based on the at least a portion
of the transaction data; and

generate, based on the authenticity assessment response, an
authentication response message configured o authenticate or decline the

transaction.

9. The system of claim 8, wherein the authorization request
message is iniliated by a user of the payment device through a merchant webpage or
mobile application, and wherein the authenticily assessment request is communicated
to the behavioral biomedtrics server computer while the user is responding to a second
factor authentication process in the merchant webpage or the mobile application.

10.  The system of claim 9, wherein the server computer is further
programmed and/or configured 1© embed a behavioral biomelrics service in the
merchant webpage or the maobile application based on a first URL and a second URL,
wherein the first URL poinis to a domain of an issuer sysiem and the second URL
points to a domain of the behavioral biometrics server computer,

11, The system of claim 10, wherein the server computer is further
programmed and/or configured to, in response to the authenticity assessment
response indicating a lack of authenticity of the user and/or the payment device,
communicate an alert 1o at least one of the merchant webpage, the mobile application,
and the issuer system.

12.  The systemn of claim 9, wherein the server compuier is further
programmed and/or configured to communicate the authentication response message
to an issuer system associated with an issuer of the payment device, the
authentication response message configured to authenticate or decline the transaction
when evaluated by the issuer sysiem in combination with a user response {o the

second factor authentication process.
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13.  The system of claim 8, wherein the authentication assessment
response is based on behavioral biometrics signals associated with the payment
device and/or user that are collected, prior to the transaction being initiated, by the
behavioral biometrics server compuler in a separate communication channel o a

fransaction processing network of the server computer.

14.  The system of claim 8, wherein the server computer is further
programmed and/or configured o configure the authentication response message o
authenticate or decline the transaction based on a comparison of the authenticity

assessment response o a predetermined threshold provided by the merchant system.

15, A computer program product comprising al least ore non-
transitory computer-readable medium including program instructions thai, when
execuied by at least one processor, cause the al least one processor to:

receive an authorization request message associated with a transaction
between a merchant system and a payment device, the authorization reguest
message comprising transaction data;

determine that an additional security authentication should be applied to
the authorization request message based on the transaction data;

communicate an authenticity assessment request 1o a behavioral
biometrics server computer in response 1o determining that the additional security
authentication shouid be applied, the authenticily assessment request comprising at
least a portion of the transaction data;

receive, from the behavioral biometrics server computer, an authenticity
assessment response generated by the behavicoral biometrics server computer in
response o the authenticity assessment request and based on the al least a portion
of the transaction data; and

generate, based on the authenticity assessment response, an
authentication response message configured to authenticate or decling the

transaction.
16. The computer program product of claim 15, wherein the

authorization request message is initiated by a user of the payment device through a
merchant webpage or mobile application, and wherein the authenticity assessment
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request is communicated to the behavioral biometrics server computer while the user
is responding to a second factor authentication process in the merchant webpage or
the mobiie application.

17.  The computer program product of claim 16, whersin the program
instructions further cause the at least one processor to embed a behavioral biometrics
service in the merchant webpage or the mobile application based on a first URL and
a second URL, wherein the first URL points to a domain of an issuer system and the
second URL poinis to a domain of the behavioral biomelrics server computer.

18.  The computer program product of claim 17, wherein the program
instructions further cause the at least one processor to, in response 1o the authenticity
assessment response indicaling a lack of authenticity of the user and/or the payment
device, communicate an alert 1o af least one of the merchant webpage, the mobile
application, and the issuer system.

19.  The computer program product of claim 16, wherein the program
instructions further cause the at least one processor 1o communicate the
authentication response message 10 an issuer system associated with an issuer of the
paymenti device, the authentication response message configured o authenticaie or
decline the transaction when evaluated by the issuer system in combination with a
user response o the second factor authentication process.

20. The computer program product of claim 15, wherein the
authentication assessment response is based on behavioral biometrics signals
associaled with the payment device and/or user thal are collected, prior o the
transaction being initiated, by the behavioral biometrics server computer in a separate

communication channel to a transaction processing network of the server computer.
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