71472 Redundant serial bus and nethod for its operation 5

Descri ption The invention relates to a redundant serial bus and to

a method for its operation. 10 The general problemis to connect serial
bls systens whi ch are known per se but have no systemintegrated
redundancy neans, that is to say correctly standardi zed and T

I nt.eroperabl e bus systens, to one another by 15 neans of bus |ines of
redundant desi gn. Furthernore, there is a problemin selecting one of
t he bus | ifedurdant Berkak hnsiand methodnfom 458 operatinnt it is
no |l onger possible to identify conplex faults at 20 the purely physical

| evel by, for exanple, transm ssion | evel identification. The

eval uati on st be carried out at a higher |evel of protocol
processi ng. Fipésceiptionall, at least a portion of the serial transm ssion
must be identified as being correct before the selected |line 25 can
be selected for receiving the nessage. The noni t ored portion of
t he nessage nushebinwénteast relatssif tocaemeldynbeny skatialebusctandhs,o whi ch

may have a S I ficC e ' . on  the bus, are reliably
i dentified. 30° e (?rrfa?lldyi,ta%uoséésys lé’?rls' use special bus controllers for
the | ower L0ayers of the transmi ssion protocol. If these controllers do

rél(r‘or% 1§80 corlfh@SS8EYial ! 88! | Atenfdr

not provide ap@ﬁépbhﬁh%a&egﬂﬂﬁﬁ.
t he i npl ement ati on of. 35 appropriate redundancy are no, | oniger

‘accessi bl e to ¥ich @rer KoY BeEofer dtYter have no “system-integrated
redundancy means, that is to say correctly standardized

and thus interoperable bus systems, to one another by
15 means of bus lines of redundant design.

Furthermore, there is a problem in selecting one of the
bus lines of redundant design for communication in that
it is no longer possible to identify complex faults at
20 the purely physical level by, for example, transmission
level identification. The evaluation must be carried
out at a higher level of protocol processing. First of
all, at least a portion of the serial transmission must
be identified as being correct before the selected line
25 can be selected for receiving the message. The
monitored portion of the message must be at least
sufficiently long that reflections, which may have a
specific delay time on the Dbus, are reliably
identified.
30
Normally, bus systems use special bus controllers for
the lower layers of the transmission protocol. If these
controllers do not provide appropriate redundancy, the
necessary locations for the implementation of
35 appropriate redundancy are no longer accessible to a
user of this controller.

It is known from the publication

"Automatisierungstechnik" [Automation Engineering]



It i's known from t he publ i cation

" Aut omat i si er ungst echni k" [ Aut omat i on Engi neeri ng]

- 2- R O denbourg Verlag Vi enna 1992,2 \ol une |, page 406 for the
data traffic tp be switched .active a assw b in a

r edundant syst@m%‘i‘?fl%ou g,[ éﬁnn@rljfgﬁonvogi%ﬁ PRY case

the 5 respectifier acle v@atbmstrammem Sa s;eit&dted)rfrommﬂe ative hms
predeterm ned f édeg%é%%l, ﬁ gqu {_1 pr| orf tdén%ﬁﬁ?:s s st' X t%ernedléndant
e c

bus system Farq urds rve us clic rnterrogations of the
di fference betokangedecr cxrrimgﬁen I QRIS onltlhe vididhve gagepaddiave

buses are X0 [atsoded,d 0, be; s ad £Srd it LANIOVERI1 &l i, Qhich canA
nmet hod f or operatlon of an, asinchronous and r edundant , serial

conpri si ng n>10paPaeietrermi deht 1denical and se%%ﬂ)}/\mpl?lr%t%q%sm 318,

in which at | eﬂﬁtthé\Dré@undfahﬁlmh§X§i§t@ﬁe e iMirked ofhitte cartibe bus
synchroni zed to

not her Sui idire t| onal
transm ssi on o?n‘aa?%crﬁ o?'%ﬁ%??%%ﬁ?/{ksen e | %@%%rence qi efnacq-'e and one
of the parall etransfsr regubssscese,the adtiere namdt paaswevb@@£8t teete a

preferred 4 nen%ex&é'@dztpo ﬁ&%’%@é"ﬁs $9d g%}a:ﬁ%g%rd%&ii@%gyiagut he primary

bus and remaining lines are as stan ses, t hat,
when data traffic takes place w thout any di sturbance, data infornmation

is interchangeg hetM6&Nfor o @?aﬁ@ﬁ'&f‘sa&%‘é‘ﬁ%lﬂdoﬂ&?s tdres rﬁc&durma&a@rs
via the 25 prlmar%bsast e active bys, an ntro éﬁ%iorrratm

i nt er changed b8FFA®h PHE' nGPIPFLEFEFs Wila RATY e < can be
predet erm ned, i§hainowd f{fhem DEtISHSIB EisHN dualuticlon athelaastvecvis
falls bel

can be. pr ader P AR TRoHer FRedPas i AB eIl 500, by YRR HE AR C, 0
passed to a higher - lancgtheant i apdandre shitakbet i fared bidirectienalksed,
and that, if tPe,ngmsdL A0S TS ¥t a0UR 39t L OELLBY YaP U Milagesbeyond a
interface and one of the parallel lines. In this case,
the invention provides that a preferred line of the
20 redundant serial bus is defined as the primary bus and
the n-1 remaining lines are defined as standby buses,
that, when data traffic takes place without any
disturbance, data information ig interchanged between
the stations connected via the multiplexers, via the
25 primary bus as the active bus, and control information
is interchanged between the multiplexers via at least
one bus which can be predetermined, that, if the
transmission quality on the active bus falls below a
limit which can be predetermined, a standby bus which
30 can be predetermined is defined as the active bus, a
fault message is passed to a higher-level entity and
the deactivated bus is analysed, and that, if the
transmission quality of the primary bus rises beyond a
limit which can be predetermined, the primary bus is

35 defined as the active bus once again.

In this case, the complexity for synchronization of all
the bus subscribers to the active bus is regarded as

being disadvantageous both in terms of material and



IM.m t which can be predetermined, the primary bus is 35 defined as the

active bus once again. In this case, the conplexity for
s_lynchroni zation of _ al | _ t he bus subscr3y b_ers to the acti ve bus is
il ded as . f¢i na disadvant %%%O?Sr{)ﬁé‘oi o lﬁ%@g&o%fg,f r@écg{l/%f‘ 4 g{}gr

subscri ber addrlesseputposst asiiore ttet synclirdioatdcrednéans, arar tvey nor e,
reduced. ] t [ ca e te

n>1 bus |ines Sl%%){v\}% romtegém%g{’gg]’\g& or ?‘e ur‘%a%{@fl dc‘rYZ‘Jtl\(/a\'/oalrilﬁll%ng of
si ngl e-port stsubsrwiben Rdtressan (foir atdensutthagngan Qg connected
communi cat isonsj g Pofdrthermbrairdiiuced.bi di rectional multiplexers are

provi ded, havi ng one mul ti pl exed port and n line ports, and a control
i nput . At | east one nonitoring device having n line ports is
connected to the Bthesnét nbasofsyameht herieti cagreat sedhbentadhasdndglas port

station is assi d a | tiplexe | n i t T@Eﬁi 1,oNs
port of the sirh%:ng-)lf)sor&nes S éfllg%%ﬂi%r%nbn%%c edﬂl%(s)%tlhé;efr?u%otl P en%gdﬁtport of

the mul t i pheteerrkimgl ofe sdngietpout purtasfianse wilkl eoper tcontrodt ation
|s connegled ofGyyd he 5PNt rQle | @Bhﬁ'ﬂun?i:atiaﬁszo p&HE L1 plGXer ypihg n 1ine
ports of each multipl exer are connected to the n_bus |lines of an

Et her net segnmeptdirectiomglkadpdifi®desessy, areachr QY HYEe@- pdravidict i has to

be  equi ppagufipn ex&dUd MM putl i wOd Olddd G tdn el Mgl exer .
Particularly when_retrofittin .redundagifevice %zfv:ﬂrignes wnexi sting isglst ens,

no such controft obBpBE one o FrR6 n € ports

connected to the n bus lines of an Ethernet segment.
15 Each single-port station is assigned a multiplexer, in
which case the communications port of the single-port
station is connected to the multiplexed port of the
multiplexer, and the control output of the single-port
station is connected to the control input of the
20 multiplexer. The n line ports of each multiplexer are

connected to the n bus lines of an Ethernet segment.

Disadvantageously, each single-port station has to be
equipped with a control output for controlling the
25 multiplexer. Particularly when retrofitting redundant
bus lines in existing systems, no such control output

is available.

Furthermore, an Ethernet bus system, which can be
30 segmented, 1is known from DE 195 13 315 for redundant
networking of single-port stations, in which two lines
are arranged in parallel, at least in segment elements,
and addressable bidirectional multiplexers are provided
as active network subscribers for connection of the
35 single-port stations to the two lines, which
multiplexers can be controlled by means of at least one
monitoring unit, which can be addressed as an active

network subscriber.

< T L TN
I"le . N 4 33 St s
This Sheet Has Been Replaced TPLACE

H||‘| H“I“ ml ‘ll ‘II PART OF THIS SHERT HAS BEEN |

i

REPLACED j




Furthernore, an Ethernet bus system which can be 30 segnented, is known
frpm DE 195 13 315 for redundant net wor ki ng of single-port stations, in
V\hldchd'élwo l i nes are arranged in paralgel, at |east in segnent el enents,
and addressabl e Qidirectional ,multjplexers are provi

net wor k subscr bgﬁa‘fig?mé%ﬁﬁe&ﬂ o'ﬁhg? 9 %351 qﬁbq 9859? aefj]j'gns&é

the two IimworwwudﬂresseSMéquJmchr switiarh bblmmarbhdaeuumlpeneaﬁs of at

| edst one moni.t Qri it [ e.;ad S tive
et wor k subSCIQ§5£b QQAﬁi p&@Q cPa£2BnRe; AdERE égm%3?e€WB£€\dlsadvantage
in this case is the | arge nunber of net wor k addresses required, which

limts theghunggl ssi bl led9! 6n PAHe SbBLLERS o SRRcSE t wor k.
5 The |nvent|on |shb§gg' H ié) 61%)a%g:]'alect of es eC|5 @%c Ig;&vr\llklﬁflch

al | ow bus subé@?ﬁfkferghbﬁhaaéépi‘”alsq}ﬁsa u%y@éﬁﬁﬁ)ﬁl eﬁw%h k"f’1‘69vn "Ose and
hast RO S%Stemper ?égtaaalr aH=Reb rlesiuagaaém mﬁaegra@e@erednneaneyl teamse

anot her by neans .0 us line r edundant _d SI n. 0 | e..¢ he

exi sting bus s'i%tké%(f%nrﬁﬁteeﬁﬁetc? g€ @rﬁf Y38 e&rﬁ]isn iju]eoﬁft(%e lglggposfm bl e,
and to be capatdédundantofdestinpat il ehise ca\deced:hep@xalstgmg\mbtuﬁ r$ofi$i‘-|eétiundant
subscri ber S. i n o, be b d me are

I nt ended t@ |dlent|£1$€gxgc?1e Fgclég@é%g é\%eﬁﬁ?g %p?eg?d a8 %g@qggﬁl t?@ﬁsuch as
i ncorrect bus to beeﬂﬁpﬁbﬂﬁorvs‘- eﬁfdnnalf‘r'elmie!(e’ls%or]i’léé?@y°Perat1°ﬁc&61t@i ng to
the inventi 0“1nc§zbi§e<ﬁ£ﬁ<f§dt | SuBSHE EYEFs bY 1ntte|iﬂéa38tft$ aé Iﬁais@luola aim 1.

Advant ageous ref| nerrents 20 of the invention, are cr endent
d ai ns 2 t3n@ the redypdangyeMERds K by eei t‘f’ofL Eﬁtf a[nﬁg

recei ving pidesss addirehonaldlythaedyi ng:cﬂngdmx i ofawftd he pnohocels 25 in
the UpStrq%n]dfgégf%éc (g(k”téf%fﬁgEf%ﬂé an% the like, correctly.

According to the invention, this object is achieved by

the means of Patent Claim 1 and the steps in Patent

Claim 10. Advantageous refinements of the invention are
20 described in the dependent Claims 2 to 9 and 11.

The invention now comprises, for each of the receiving
lines, additionally handling a portion of the protocol
in the wupstream device in order to satisfy the
25 necessary decision criteria. After the evaluation, a
line which has been identified as being fault-free is
then selected. The selected line is then converted back
to the original signal, in such a way that it can be
read to the normal communications controller or the

30 appliance.

The invention is in this case based on the knowledge
that faults in the transmission path can normally be
identified in the preamble or, in the case of UART
35 protocols, during the transmission of the first byte. /

/ According to the invention, an upstream device is goto

provided to which, on the one hand, bus 1lines of Pﬁ»g

redundant design and, on the other hand, subscribers or /
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necessary decision criteria. After the evaluation, a | i ne which has
been identified as being fault-free is then selected. The selected |line
is then converted back to the originag signal, in such a way that it
can be 30 read to the normal comuni cations contrall er_ or

appl i ance. apPIANG SR e HLLBRUEs F¥5 %9~ slrﬁ'ﬁgga&?%edr%ﬂu?ﬂ%m@ﬁoﬂe@dlﬁe
t hat n{)aul ts i midecddmtedsian widldh case@n@ldfy the Busi deamteisf iied imn t he
pr eanbl e Ogyt' LAE G ondellea 8" P 0tBnndUELAY 5L i tg“t of
anertlon an amsl reare devongelétsely dimpanisied tvol tkhisys tem integanadadand

us lines @f fesign and, on the other hand, subscribers or
appllancesgvntﬂ §&%§§¥§2§|n%§grated redundancy neans 5 are connected, in
whi ch case one of the bus lines is in each case connected to the

connect ed SUbeﬁ'Q@éhofedundé&@|b@@céysﬁéﬁﬁﬂfﬁﬁﬁnéﬁiéﬁkﬁﬂﬁ'ﬂkéMdﬂWays
systen}lntegrated redundancy, neans.

edundant . bus Systens,
transmi ssi ons B8 aPRaydll thRade s al ‘I"hfﬁ% IaPPfes a%tﬂ%rea%y&f'ﬁul t=Tree
line is seéepé@decﬂorfdsﬁceﬁéwpm&m s TENS ndwts ditHa erdlfferemz:ei Vers

connected to the sanme bus | di 1€
bei ng faulltl f rE8CEYBTS C?’Fi%e € a%l | SR ugt%‘gn Sl Iler;% c?nanls);&s(ﬁd%e used
in an advaﬁiﬁgenemtdmmmellnéhuaSuhemeeia@ﬂﬁsﬁrﬁg -appl i ances with

bus controllers but wthout systemintegrated redundancy means can

easily be networked redundantly, 20 w thout chan iﬁe S sten1
architecture. The available bus controllers can s 11 in an

advantageous manner. Furthermore, existing appliances

15 with bus controllers but without system-integrated
redundancy means can easily be networked redundantly,
without changing the system architecture./There is no
need for any additional subscriber addresses for
synchronization means.

20
The concept of upstream redundancy applies to all types
of serial communication, and is implemented in the
physical layer. One receiving line from n (n>=m+l)
receiving lines is selected for redundancy, depending

25 on the validity of a data stream. The selection applies
for the duration of a transmission block (frame).
Transmission takes place on all the transmitting lines.
Receiving and transmitting lines may be combined to

form a bidirectional bus line.

30
The invention will be explained in more detail in the
following text with reference to an exemplary
embodiment with two parallel bus lines. In the drawings
required for this purpose:

35

Figure 1 shows an outline illustration of a redundant

bus system
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-6- Figure 2 shows a bl ock diagramof a redundancy neans

whi ch can be connected upstream Figure 3 shows an outline
illustration of a redundant 5 - gbus systemw th nonitoring

‘Fi gure 4 sho bl ack di agram redundancy -nreans whi ch

can be cotadirdy Y LsRehEL T Blof | 814B0AR e Requaanay. peant™ The
outline of a redundant whuishsganebeaconndchgdtapsteeam invention is shown
in Figure 1. Groups 21 to 25 of bus subscribers 2 are connected to a
redundant serial bus 1, which conprises two bus lines 11 and 12, with
each 15 of FHEUWEs 3sulsbemisbars Quthkiiengl bles tigatelon eefindafefundantfree bus

communi cagions interfagRs?2@Qstem withNBoRYEosYR§Cribers 2 in the first and
second groups 21 and 22 are each connected via a subscriber-specific 20

redundancy nmeans 3, which can be connected upstream to both bus Iines
11 and 12 of rikpineedunddmivsses i Blodkisdlagram Bfe duseduhdantpemeadsi n t he
fourth group 24 are nected vi.a a redundggéy-fre seri al Rﬁ% 4 and a

GQ

comon redundancy neang"hg’,c i%?lncarPeoe &ohfiet ZQIPSUﬁ-ﬁarme'am hboth bus
lines 11 and 12 of the moadiedang serial bus 1. The bus subscribers 2 in
the thirdygroup 23 are connected exclusively to the bus line 11 of the
redundant serial bus 1. The connection to one of the bus lines 11 and
12 is in thi FhasutbdnmtaheduseguadanyppugngystendacaerdsndieEPi 688 can be

m xed. There irydition Eethd BNFRIEIELIT edPOShd i PN 8 i srcasse.
The redundangy of the serjal bus 1 can ge scaled | n gartic larly
advant ageous SURSTTIPerS ¢ 2%LEj SPYPNECERE 38 QWiﬁé¥¥§éﬁﬁss FoRtavdfl ability
of the indiy,i ddalch btsmpriseésibsesi baes 1ides 1AUrdrider1®y ewithi xadh
operatio su scribg;s 2 congp ted. in a rggg dante%pd non-

an

f
Bdundant St acH offS oRUE hEULEGE TPEREndarieGld of BACOTe.  reUndARCyy o

free bus communications interface 200.

The bus subscribers 2 in the first and second groups 21
and 22 are each connected via a subscriber-specific
20 redundancy means 3, which can be connected upstream, to
both bus lines 11 and 12 of the redundant serial bus 1.
The bus subscribers 2 in the fourth group 24 are
connected via a redundancy-free serial bus 4 and a
common redundancy means 3, which can be connected
25 upstream, to both bus lines 11 and 12 of the redundant
serial bus 1. The bus subscribers 2 in the third group
23 are connected exclusively to the bus line 11 of the
redundant serial bus 1. The connection to one of the
bus lines 11 and 12 is in this case advantageously
30 optional, and the connections can be mixed. There is no

need for any preferred position in this case.

The redundancy of the serial bus 1 can be scaled in a
particularly advantageous manner to satisfy the
35 requirements for availability of the individual bus
subscribers 2. Furthermore, mixed operation of
subscribers 2, connected 1in a redundant and non-
redundant fashion, on the same redundant serial bus 1

is possible.



S-7- The fifth group 25 conprises so-called repeaters, which are

each intended for connecting one bus line 11 and 12 in a first segnent
to in each case one bus line in a 5 secgnd segnent of the same bus system
‘Figure 2 shows the outline structure of a redundancy means 3 which can
be connected upstream The redundancy means 3 whi ch can be connected

upstreamis Ghei fiddthl @ronp 25 cospaiiees 3b-endledt repesatersr @Richhe
receiver ris 9 4€ I ge:3d1340

eval uati on sf%%é%%%g éhSggﬁgdbSﬁgu%§§?§Sg§%§38§% F%gs?lﬁé %%o?ﬁga%% bus
line 11 and 3R aThEirspuseshgge 301 ins each egasppenewbdls reigis iwra

synchroni gat i;@onld lskb8iien@ afdtha saRei BhéPsystd! conversion. Furthernore,
means may al so be "provi ded for evaluation of the data stream (parity,

framng ...), and the states nmay be passed on to the eval uati on stage

312. It is exiedirent2f ehotvBe dHypubutlinst sgeudtiréo dfave @eaanphhtier 314

has ans for t.he .i t stage

ted t 0,. it i ch mat ¢hi n npu
oo e o PR o e M R R s Sop ke ratty, THe RsbifaaARY, 5139
of the redundeanssedi athilgls ¢an be cdimeeved uapstmesmages 3eQuépppdi ses
means fof gevalial iOn:20ei phet B2 AR Ste LN el I 7. exALUILLEYyeLOr
t or I

assessi ng e state of the receiving i nes and ne sel ection.
The out put st3dgeCSTBrhESS redhseReh F@sE | enesampit 3etagenvelrlsi oAne for

nuting in thewasatilon atdge raceiamtl one S@tput adehge df1yeat Jbages

(R$485, RS232, %gtﬁcgl . coqgfctor, ) for mtchin tob%gf .

r edundancy- f ré¥ bEREE PUSordiif chti 8RE itferTRRe1BBEt oS stfscri bers

2. Al ter refuippled with smemssi bbe bgnchhenseatbdndafal8érisgr aad)

del ayed igr tJS%fé%%EQE&%&e&d%%hb%%%ﬁkhQ”Fhk%ﬁermore, means may also
be provided for evaluation of the data stream (parity,
framing ...), and the states may be passed on to the
evaluation stage 312. It is expedient for the input
stage 311 to have an amplifier 314 connected upstream

20 of it, which has means for matching the input stage 311

to the physical transmission medium of the bus line 11
and 12 of the redundant serial bus 1.

The evaluation stage 312 comprises means for evaluation

25 of the data stream, for time evaluation, for assessing
the state of the receiving 1lines and for 1line
selection.

The output stage 313 has means for parallel/serial

30 conversion, for muting in the case of faulty received
data and driver stages (RS485, RS232, optical
conductor, ...) for matching to the redundancy-free bus
communications interface 200 of the bus subscribers 2.
Alternatively, it 1is possible for the serial data

35 stream, delayed for the reception identification time,
to be passed on directly from the input stage 311 to
the output stage 313. There is then no need for the
parallel/serial conversion.



fo be passed on directly fromthe input stage 311 to t he out put stage
313. There is then no need for the paral l el / serial conversion.

In the input stage 311, the received siggal is passed via a filter to a
synchroni zati gn age._In the nchy oni_zat . on .St t r Lver 31 is
synchroni zed £z %%‘8 tll{}?ug:ats?\t%qt? et TE St Fgﬁgﬁ‘hvggi Er%%(r%a qusang%%%&
configured orviaenai f Eelitaut otmt i sal synchhenizrioidmg stagelat aln sttleam is
evaluated fo i .d ihlcatign. Thg_,,lq@ﬁ m nay
be passed on %%n%ﬁiejgﬂm{.ég% u%telggﬁ'sfgée%%fl?%?sg% al or parg?liﬁe%&?orm

10 In the evhPuathen drtye Sarean he ThecetypRNisFdoR] BRte cap jke

sel ected on tEGnPQ?h:?e&f S | igleh’ ivhbah Altomaticiatigy.ni nad fimcedieg seri al
or parallel data stream the |, time.res 8nse and the state of the
receiving |ing8at2  StEREM12 1%he EY?%E?F% frofPf he FAELRtI2amTHCT ude the
15 frane errQBenpafitsitonor Ther@éardl esrears ey rivdi gadsed on tsethences,

etc. Further criteria are _deri fromth ti res e, from pause
times during Fﬂaiaakém St??%n%%rl%rs?élo% tHe p(?a]:{tgglter%‘a%g?g"r' duration. A

time- dependent changeover strategy may al so provi de 20
criteria. g OBg crRel&RII o 'ddRfd 012 WLRD reBBYving GhAkActerdze the
state of the receiving line 11 and 712 Is also the signal .| evel, which

i ndi cates an éderivafelectsd uBertidPasiss of n AHEFHFPurhiFlgeBA3, bit
ret Ib mng iIs Caélt_égﬁliﬁgahfrorgf ehetblerdalaoﬁtpgﬁmm Clla b ssbegam ) denéi fi ed
as being valid and has bee ected, a is_is output .via

driver stage. “iR€ ﬁer?é’odlgleaf%ﬁig €olEG-§ i‘?nf‘dtﬁge recFéHﬂlﬁgaMemaalajhs 3

whi ch can be aadnd@t.edhgpstrieris B8Pomnobhecdatiacaltrsanceindlude | thé he sane
order of gni t I ropa ' tjJres | on.

pr opagat i%% EEg'gigrne*e)r.rcﬁ?’ n%gj\rlg d%gg:to %egt e%arqn‘ﬁ?lsé%eﬁ%{@%ﬁﬁi%%g%o? he

out put stage Segusenppki eetiche Fustthan aeklkeriheavat ggrived from the

time response, from pause times during the data
transfer or from the data transfer duration. A time-
dependent changeover strategy may also provide
20 criteria. One selection criterion which may
characterize the state of the receiving line 11 and 12
is also the signal level, which indicates an overload

or underload.

25 In the output stage 313, bit retiming is carried out
for the data stream which has been identified as being
valid and has been selected, and this is output via a
driver stage. The time delay which occurs in the
redundancy means 3 which can be connected upstream is

30 not critical since it is in the same order of magnitude
as the cable propagation times (reflection propagation
time). If no valid data stream is identified, then the
output stage 313 supplies the rest state as the output
signal.

35
At the transmitting end, the redundancy means 3 which
can be connected upstream has a transmitter 32 with in
each case one driver 321 for each bus line 11 and 12 of
the redundant serial bus 1. The data stream to be



signal. 35 At the transmtting end, the redundancy neans 3 which

can be connected upstreamhas a transmtter 32 with in each case one
driver 321 for each bus line 11 and 12-0f - t he redundant serial bus 1.
The data stre%n1to

9 t smtted
i S output via Fﬁ@sﬁlﬁ%\tfé?gs 15 109EPYE | Vife the §EveE%,321 1 TP tae

Usi ng t he sanmbuseflénescdlspndolg.for the sane neans 5 Figure 3 shows the
outline of a redundant bus systemin whi ch sel ected bus subscribers 2
are equi pped with di agnosis neans. In this case, the sel ected bus
subscri bers ZUSrinlgheth¢r§?m§uB%Q§qu?é‘tcegr§iﬂbb@is aFer thes iAPpeli®APEh an

addi ti onal 5di 3gRRSIES 31 BRMAER2GLrandel@f ar @cdondanteBuby sysass dh
addi ti onal control i nes

51to th as ciated redund n whi ch
can be coﬂﬁ@éﬁbdsﬁg§FFéén1b“S s €& S cogté§¥, %ﬁﬁ%gﬁﬁﬁsﬁé§g a
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of the addition control lines 5 to_the addi ti_onal |agn05|s nterface
201 of the seﬂéé%eda%%%Clateéub§€¢PB@?n?Y|anﬁBsflﬁstVgﬁﬁgb gPSup 21.

25 FurthernDreboﬁﬁgtgéaxapgﬁréahuhas nmeans for testing and for

di agnosi s, which allow the receiver 31 to be set to di fferent operating
nodes. In addition to selecting a bus line 11 or 12 as the receiving
line, which isIn this context, Figure 4 shows a block diagram of a

15 redundancy means 3 which can be connected upstream,
with additional control 1lines 5 for monitoring and
diagnosis. The evaluation stage 312 in the receiver 31
has an output for outputting status information, and
inputs for selection of a dedicated bus line 11 or 12

20 as the receiving line, which is connected via in each
case one of the additional control 1lines 5 to the
additional diagnosis interface 201 of the selected Dbus

subscriber 2 in the first subscriber group 21.

25 Furthermore, the receiver 31 has means for testing and
for diagnosis, which allow the receiver 31 to be set to
different operating modes. In addition to selecting a
bus line 11 or 12 as the receiving line, which is
called the normal mode, reception on a permanently set

30 bus line 11 or 12 is also envisaged, as a function of
the wvalidity of a data stream, in which case the

evaluation stage 312 may be switched on and off.

For test and diagnosis purposes, the receiver 31 can be
35 configured such that reception takes place exclusively
on a specific bus line 11 or 12. In this case, it is
possible for the selected bus line 11 or 12 to make a
direct connection between the input and the output of

the receiver 31. For this purpose, the evaluation stage



called the normal node, reception on a permanently set 30 bus line 11 or 12

i's al so envisaged, as a function of the validity of a data stream in
whi ch case the eval uation stage 312 fgy _be switched on and off.

For test and dj agnosis pur poses, the recejver, 31 can be 35 configured such
that reception’takes FhgcdSSEINEE vdi 15 1nirialightiIBREMISATHY 1Y or 12.
In this case, theiselectpd@sbudl subsdribder 5| edlzedheusohitirelllinesl8.t o make
a ’ di rect connection between the input and the output of t he
receiver 31. For this purpose, the eval uation stage

- 10 - 312Abf thee trawénertBdgi endni ttited | izadelapmmppir@bréldysw for the

sel ected bus Segéﬁrhgardaa ﬁbglghﬁggpggégl Eb?e%hg data d%o be

transmtting en i Aventi on 5 test and di agnosi s
pur poses, for PHEPYE a igk r eam ﬁ?eﬁéflcallﬂlt p@pnfpaurablgpemamm@m | yon

configurabl e Qﬁeﬁ.‘ﬁélvel"y one%e! WRHIrEIBLHNEI Qs DT €ahlS 10 Neorl lerenel 12.
For this pur?ose %drlvers 321 mthetransmtter 32 ar

equi pped with §& BOE?rClﬁ &, PFPVRESNS OF WH chPE hd TAR TR ogzt Here
respective dri wguiggédi swint edatkacdigaiirs, byl resahs hasf awhdohr othe nput,
which is ne iaco he c rol lines_ 5 h S
interface 1 8 Egl(# sﬁegggl ggféﬁc{éhgsc&f% Zi.if i% m PT‘? nSEQ&??QS%S. S,

a selected ciubsitibeas a gaptrol depuberwhmly is spemiected! vireove dat a

via one and thgg theS%t%leCiﬁ%_é?‘@ l:b”%h?elcﬁ gjn%ss.-Eh'fan@rtf*bQ% igeptifies

a defective bus Iine 11 and 12, and signals hi gher -1 evel
devi ce. of the selected subscrlber 2.
15 During diagnosis, a selected subscriber may

deliberately transmit and receive data via one and the
same selected bus line 11 or 12. This method identifies
a defective bus line 11 and 12, and signals this to a

higher-level device.



Patent C ai ns 1. Redundant serial bus system having, n>1

bus lines for redundant networking of bus 5 VAR

havi ng a single bus COMMYuNi cati ons interﬂ :

suitable for connection of a single bus line of ;

system PatepfaFA@LBE zed 10 - in that a redundancy neans (3),
whi ch can be connected upstream having n bus comruni cations

i nterfaces fpr con tlgf_i %ngerlaiakus hg%iﬂ?e ?acgafallgin 3s 11des1?)

and one bus or connectlon to t he
singl e bus 15 for mwainnddirmat hetsorkimy f afe uEOoyubscribersiseaghe

bus subscr ber (Z)hQQQnBrgyi9§§le st comminifat {@s e dAipdancy means

(3) which Tan b ed upstream as, at the receiving end,
an input stage (3lthaxaectezdgefior each bus |ine 20 (11, 12), and

has a common eval uati;gn t1¥4@98 redundancy meds @By, amnmﬂmnﬁamtbge (313)
for all the bus | i_nes

11, 12),
eval uation stage (312F°ﬁ&§cﬁ€9nsupgtream' haYiﬁgeJh|d§FFﬁ§gFﬁ€ vaPldlty of
a data stream 25 connedtdonf @ Pelpactildel blhs ddeesof(1lthé2busndl i nes

(11, 12) t he rece|V|ng line t from
t he outpuiastage (313) inter ace:#%(ﬂﬁgP%ﬁﬁfl?nt%e %ﬁg BFngﬁg?ﬁg bus

| i nes (11 cob@unimad idas 1nterfacﬁn0ﬂﬁﬁ)tQﬁa?@d&ﬁééﬁc?nﬁeans

(3) which can be t gdyu r at the transmttin
end, a driver (321) fbruseas(‘:'lr?sggjs%%%?neg gek gﬂ%baéd g

- 12 - in-tHa thake Bh?pﬁﬁdu§§a§€Y F@f@f (3ds WREGR cppy Pe

paral l el /serial conver&gfected upstream has, at the receiving end,
15 an input stage (311) at least for each bus line

(11, 12), and has an evaluation stage (312) and

an output stage (313) for all the bus lines

(11, 12),
- in that the evaluation stage (312) has means
20 for evaluating the validity of a data stream

and for selection of one of the bus lines
(11, 12) as the receiving line, and
- in that the redundancy means (3) which can be

connected upstream has, at the transmitting

25 end, a driver (321) for each bus line (11, 12). ,
2. Redundant serial bus according to Claim 1,
characterized

in that the input stage (311) has means for

30 synchronization and filtering.
3. Redundant serial bus according to one of Claims 1
and 2,
characterized
35 in that the input stage (311) has means for

serial/parallel conversion.

4. Redundant serial bus according to Claim 3,

characterized
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5. Redundant serial ‘bus according to Claim1l, 5 characterized

in that the evaluation stage (312) has neans for eval uation of

t he d?tah stream for time - 12 eval uation, for assessnent of the
state of the _ receiving lines and for | selection. 10 6
Redundant serial b#8 atRdFdi tSUGPEtOfSE?%?nEt%EE) res megng, for
characteri zed paralilalybariabecomeemstoorcy neans (3) which can be 15
connect ed upstream can be permanently set to one bus line (11, 12)
on the receiving side. 7. Redundant serial bus according to one of
Clains 1 5. RedBpdaot seriathowscaesdmding to Claim d.that the
redundancyg neans ( gy, yhi-¢B,-§a84be connect ed upstream can be
permanent|ly set to one bus lipe (11, 12) on. the transmtting side.
25 8. Redundant izerthat pike ae¥at@hioR oSERGEm(3L12) has me%ﬂ%ngﬁferized

In that each drivepys3ditieanproses ehgat ldd Cuisttreamn, foror tukeng the

driver output. 30 ) .Redundant seri al bus cording to one of,Clains 1
to 8, chaf¥edapriag. tor ass?sspﬁnghéﬁ?aghﬁedg?a%%ec%%l%%?ed bus
subscri ber receif2hgi 3iagri apddfort hime dealpwsion. nterface 35

(201) for gonnection of control lines (5), - in that the

eval uati oh stage (312) of the redundancy nmeans (3) which

can be connectted Redundant sgydededms caprdiped b4 toneopheClrdRs Lor
connection of contrql 5Lines (5), and

characterized
in that the redundancy means (3) which can be
15 connected upstream can be permanently set to one

bus line (11, 12) on the receiving side.

7. Redundant serial bus according to one of Claims 1
to 5, '
20 | characterized
in that the redundancy means (3) which can be
connected upstream can be permanently set to one
bus line (11, 12) on the transmitting side.

25 8. Redundant serial bus according to Claim 7,
characterized
in that each driver (321) comprises a gate circuit
for muting the driver output.

30 9. Redundant serial bus according to one of Claims 1
to 8,
characterized
- in that at least one selected bus subscriber
(2) is equipped with a diagnosis interface
35 (201) for connection of control lines (5),
- in that the evaluation stage (312) of the
redundancy means (3) which can be connected
upstream is equipped with connections for

connection of control lines (5), and

L




<.13 - in that the gate circuits of the drivers (321)
have control inputs which are connected by means of control
lines (5) to the diagnosis - interface (201). 5 10. Method

for operating a redun eri al bus o] m 1,
characteri zed %%ﬁktﬁ Qﬁﬁ%rﬁf ?ﬁﬁ%ﬁ|°f éﬁ%eﬁ?iog¥énégégbe 10
packets are sent in paa&bleboandoht imputssnmewvhich are connggted abY t he
bus lines (11, 12), ?eans of Iddn Eggﬁ tf§n+€qubca£0nqﬁﬁggglgaﬁgggg on al

the bus lines (11, 12) "are received I n para

redundancy neans (3) whterfegs 1e01k. connect ed upstrean1

-hlnktga¥ ghehdata s}reans of the received nessage packets are
checke or their validit . and t hat, . dependi ng on
the validity 60-th¥egked 2§°r operatdfideafy, r%ﬁ%??ﬁntthﬁeﬁhél gﬁgs ?11
12) is ac@@&aghgdtthmaemdata streamis passed on to the
connect ed bus subsc I ber gF) 3 11. Method according to Caim 10, 25
characteri zed ar%cﬁ h&F%at a packets are sent and received on one

and the sane bus |i-neipllthd®) iduminger operation, iddirdgiasse miesagdundant
serial bugy(1) with t tﬂ)%ckets are S80Rr Sqlhected DS SER§CHIbeEnd 2hame
time to all the bus lines (11, 12},

- in that the identical message packets on all
the bus lines (11, 12) are received in parallel
by the redundancy means (3) which can be

15 connected upstream,

- in that the data streams of the received
message packets are checked for their validity,
and

- in that, depending on the validity of the data

20 streams, one of the bus lines (11, 12) is
selected, whose data stream is passed on to the
connected bus subscriber (2).

11. Method according to Claim 10,
25 characterized
in that data packets are sent and received on one
and the same bus 1line (11, 12) in order to
diagnose the redundant serial bus (1) with the

same selected bus subscriber (2).
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