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\Wie 2005/0456@1 PCT/US2004/035932 A METHOD{AND SYSTEM FOR
STORING, RETRIEVING, AND MANAGING DATA FOR TAGS FIELD

q TIQN_ This.invention relates generally to a méthadSHg+835932
O T Wi orpxenier ealee agrctaieie @ BTG, v
associated in some manféAISRI e HBBActFOBreafBularly, the

present invention writes data to these tags, reads data from these tags,

~and manages data that is wetten.to axd/euearkfrenrthese tags. 10

BACKGROUND_, This inventign.involves a.method and _system for_storin,
retrieving, and n?%ja%ir%gllggfg: ocrnélnf/: ?yipaetoeﬁa&etﬁgir %s"}ajlfsggcéi%tead fPleatn%bd &nd
tyF& SFRANABE toEY/PE of TsHjeciephyisical sRabsaaaganingiaor for tags
ingrimateAs tagsth isiamedeviee thahsengsiieeeives ang/or gires datibiect .

a whatever it is_ mnitoring or associated. with; it includes . many

s L e e o i) gt =0
la&&raggs, ‘@liglar REASs, HeviceET PRt FdtefRe ARFFansmit skReRedata
tetevistoni petwotks; 29 any typel pb sateliteicanpmnication nedwerk such

as a Global Positioning System (GP§h&E%R%{ﬁgjmay be powered by any
type of power source such as a DC power source, an AC power source,

solar, etc. IdentifiCatordeiigesiae firNel YescibdtEinlie S, Patertystem for

- 3,2529066d0 Gharlesaiation, 2hentitled: tRlectrenic ddaniification &ype of tag

Regognition %)é%%?ﬂi'am?df?%{e%tﬁff which are herginlncarporated by, ¢
reference. Th?&;}/ es of objects that may be associated with tags “include

bt &€ fibt litetoTeofte, Amars: Plantd oy kit FeaFe - 2 tag
propery sucteas. heusds: totse3@ieondorninilves; molifohomesand data about

toyhheusesy valuable iterns Suechias paintings, diamends,jewelryi ¢ includes
watches,cgnggranthu%s, movable items such as autpmobiles, alriggeg,,f, L
miitary vehidiEs Bitycle® Fotsiycie8 Shdas *Ships Coimpbnents ent 1 teation
thérsot decatiohs Penvisminentalssonditions ; alostidotibas, 3B8eogceptsievices

phenomena: ety Asseciationskatwveen 189%38d From television networks,
any type of satellite communication network such as a Global
Positioning System (GPS), etc. A tag may be powered by any
type of power scurce such as a DC power gource, an AC power
‘source, solar, etc. Identification devices are further
described in U.8. Patent 3,782,960 to Charles Walton,
entitled, “Electronic Identification & Recognition System,”
the contents of which are herein incorporated by reference.
The types of cobjects that may be associated with tags
include but are not limited to people, animals, plants,
things of any kind, real property such as houses, lots,
condominiums, mobile homes and townhousesg, valuable items

such as paintings, diamonds, jewelry, watches, and antiques,

~ movable items such as automobiles, airplanes, military

vehicles, bicycles, motorcycles, boats, ships, components
thereof, locations, envircnmental conditions, abstractions,
concepts, phenomena, etc. -Associations between tags and
objects can be of any type including but not limited to one-

to-many, many-to-one or one-to-one, physical, logical, etc.
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PCT/US20Q4/035932 Physical assocjatiolps may ingclu%g:attachingjnd/o_r .
inSERIRY Cihe BT8G5 0RA bR THE présertt e bR Hddbted S8 t1ng
fot havidegvarety of usesicRoradxamplé thetnethod and system of the 5

present inventian, may,Re.usad %ﬁ%&t&@t%a!ga@ﬁ tems £ I9-MaNaaRie
inventory such_as the tracklngfof Obl'ﬁﬁ s of a?%/ kind t

rough . . .
ARGRERFRE SHRBR chalie Lo SBIRGR  ete 1o (HE PBRPofdile S¥FEem of the
beyomee - track ehe Taovementbof vbfedtstsuch s yseuple; ahimalsluable

PlaRts,d0 movable ifems; glreripsetriexs histarical Jatasueh@snBries objects |
histories from thln%?ésuch as valuable items and real g)rgct)%er%if%o retrieve

a1fy 1y B bath HAER Sich RS HGAER otcRion SREA e Ay,
médisatidhuinstuctionseetct frobfpeapié ahdahirmals stodradk bgyaldd, to track

type, of Reaith.conditions syueh-as beartsate, pulsedptee teraperairg, thelant s,
amountg(if different thln%;s, in thg blood such as,ox ?en, 5%% r, gg:ﬁgorsuch -
pEPIERAG ahifilf: Many differdnt bederits fndy arsd o

e various
usesiofehd présent davehtion. Fovieaenplecits ase may28kibercdsenie and real
costsphdetermining thevalue ol aghingisech rasayalyablgdtem such as
beng:a§se,a r instEa_ln%e., Ct)rljleS prigf% Qgséorgn%n?lcl)g@r rsimilarg1 dgta fg%h&tl item

courd be easﬁf? Stored And retrieved Trom its associted tgg.llqhe

aVEIEBHt o price histsty fiorR™ thG aBs6ciafed BRI R Tse dSWEKasSk any
25:that from ather fivusesinithesamesneighberiived Mmaypreventpaselierrate,
fram charging an e sively high valug t ith.little_or.no
e S o vl P B e A S o0
mé&y preveht Bie IFftidufdiE 3tibstitiiffon 5P cBERIRHMEIt PR \AkidkiE flem

30 because identificatian tiata-tram thestef's asseciated tage cduldrbeche various

useddg veify that jiemes autheqlicity. Use of thg,presenfiiventian @ayse may

prg\éecr;}eaagaer ?:Vl\rlxgercféosq:]spag%mgetermining the value of a thing such
as a valuable item because, for instance, the price history
and other similar data for that item could be easily stored
and retrieved from its associated tag. The availability of
price history from a tag associated with a house as well as
that from other houses in the same neighborhébd may prevent
a seller from charging an excessively high value to a buyer
with little or no knowledge of the actual wvalue of the
house. Use of the present invention may prevent the
fraudulent substitution of a counterfeit for a valuable item
because identification data from the item’s assoclated tag
could be used to verify that item’s authenticity. Use of
the present invention may prevent a car owner from passing
off a damaged car as an undamaged one t© an unsuspecting
buyer because a car’'s accident history could be stored and
retrieved from the car’s associated tag. Use of the present
invention could prevent the theft of military secrets
because clearance information could be easily accessed Ifrom

the tag associated with a person to determine whether that
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off a damaged car as an undamaged one to an unsuspecting buyer
because a car's accident history could be stored and 35 retrieved from the
car's associated tag. Use of the present invention could prevent the theft
of military secrets because clearance information could be easily

accessedhf(rj%T tt}_? tag associated with a %ersson to deternlggs% ngthﬁ?re

p?hrast(ﬁlpt-io’rson shouft ave acéess 16 stch secree%.eﬁé?é of the prese

P IRAERI6N Fhale aveialinfufy ofavdrrldéathus atlsletesv that fraybedur Whileletes
tthey areperforming hecause theirheart sate; ternperatise: and otheli r neart
- medical conditions could b 5 gasly monitored. For simiar roasons,a o
coach could use the present invention to quickly determine which pllayers
eafd 1Yo Tatguer obe effdctivel ah Hileti€ 76 iter coutdaide thebresame
tinventionda determine Which: playerscarey betiersabie te handletthp Tigpss s are

£ 9f cempefitian; and 10 athletic.trainers gould use dhe present inventiondq ; 4

tailor. training programs to particular athletes. Use of the present
& h

USvention hay eaSe e Slthenfication réviderte A i At bBCANSE Ehaihe
bt tastody touldbé eadiherettieved frons thefevidense's ssociateddag at

atialeUse of the 43 present invantionwill furtherautomate.and simplify the 1o
¢ flanagement of jayentory. 1ags and ;S'T"%rt%%‘{é%essha"%g%e%9'3%!9530'

in or%ﬁelgr.e?ere%ces but no prior art reference disclodes the Usé of stich
PEgFSinta systeRtand nigthiod fotestéiinty, DO-etiding ahe naradiig datece at
t far-a varety of @pplieationst including authentigation, deacking, health cake;

£ Pgnitoring,, health care management, knowledge acquisitiony gic. I )
contrast, for example, U.S. Patent Nos. 6,440,096, 5,358,514, 5,193,540,

PG 102 47 6,405, 066 disEUsdHe 25 iMpiRAtatioA ¥ niid e vites i &
mypeoplerdn 8. Patent Nost 5;606,260, 4,892,709, 5,367,878, 6,152,181,
5,834,790, ;186,001 5,839,056, and 5 144,298 dispuss theiuse ofsoq in

ofigtodevices as sensors of contraliers. Aceordingly, there exists aneed, |,
or a system an
use of such tags in a system and method for storing,
retrieving and managiﬁg data for a variety of applications
including authentication, tracking, health care monitoring,
health care management, knowledge acguisition, etc. In
contrast, for example, U.S. Patent Nos. 6,440,096,
5,358,514, 5,193,540, 6,107,102, ahd 6,405,066 discuss the
implantation of microdevices in people. U.S. Patent Nos.
5,606,260, 4,892,709, 5,367,878, 6,152,181, 5,834,790,
5,186,001, 5,838,056, and 5,144,298 discuss the use of
microdevices as sensors or controllers.

Acceordingly, there exists a need for a system and
method for storing, retrieving, and managing data for any
type of tag that is associated in any type of manner to any
type of cbject.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide a
system and method for storing, retrieving, and managing data
for any type of tag that is associated in any type of manner

te any type of object for a variety of applications.
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that is associated in any type of manner to any type of object. SUMMARY

OF THE INVENTION Embodiments of the present invention provide a 35

system and method for storing, retrieving, and managing data for any

type of tag that is assocjated in any type of manner to any type of object

for a variety of applicAtiGHECS I htlordahdé With S fifst asPéct ofthe Teent
1 pregent dnverttion; theére is provided! azsystemt for storing tretrieving and
r&anaging.data for @R 0 mere-phjects .compeEsing: epg-ar more tags
-BRpociated with the one o more 5 objects, atleast one otINe 308 . o, ore

comprising Control software and & processor operativé o execute ‘tfe )
ORORAFSIE softare 1hé ablkast bné ity bperativemty Fceive af@ trdifsmit
s datay dhe: datadpertainingto(d) thecehjecti assaciatedawith: theratdeastrone 1
s189:(2)-aperafion of the 10 at least pne tag, or (3) hathy one ormgre .

components communicating with at least one of said tags; and at least
* b8 Tbhimiification hewwerk o fathitatihg $hid commuhitating Hiidng
a sail-camponents landrsaich tagis: svhiereinz the processoriscoperative tof the
a Pracessdata pertaining fo the, 13,gperatign of the atleast-one tag.and to
C({%?%ram the at 4 Ie(ﬁt one tj’f‘% to receive dgta from other said tags; and at .
SEL 5heDr 5AR Eompofents trihsnits atidasibhie duets to Yadeivk at®>®
Olgast APorion of said detaabolit $aid object Lddsoeiated withdsaid at least -
conetag < inagcordanece withea seeqnehaspect ghthespresent venigBrein:
£ HRere I3 provided a method for storing, retrieying and managing.data for, -y,

one or more objects com rising: assoc?atlng one or morg?ags with the
O%ﬁéad?lﬁfbr%b}é“c%;%niﬁaﬁréaﬁﬁlgfmﬁt%t%t%ew%@t&g@@ at

from one or more components; communicating with at least one of said

tags from another of said tags; receiving
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control data and information data from at least one of said components

into at least one of said tags wherein said information data is in addition

to a tag identifier and is 15 about the object that is associated with said at

least one tag; transmitting at least a portion of said information data from

said at least one tag to at least one of said components in accordance
LR satd SoriftS) J‘é%a;r SNG ‘wansriitting oM S%nggtrlegﬁtlé%etgfggéidarld at
L eafiponentsodt 20 fedstone Quent receiverst ieast a gortion ofsaidauery to
rénfermation data-ahou saig-ebjest assogiated with saigat: least pnedage ot
adn.accardance with g third aspect of the present invention, there is

provided a method for managing one or 2% more children comprising:

associating 6he ¥f F61é1aG8 withthe dnessiinore*dhifirén; tarshfittinge sent
icoatrolidata talsaick ohe grmeoretags asensing ifarmationcdatady said

rOPe QL moke 1ags in.accordance.with said control,data, said, information

data comprising one or more of at least one 30 measurement of at least

PR Amentd ConditiohGoWiick thBne drifdre dtilarél ferge ©F
merposéd erasleastone mheasurethent ofithie-medical conditiorf of thedortegs

£ ebMQIgechildren;rsfornng saicksanseddniarmation dalayin,said oORe Qkast
more tags;.and transmitting at least a portion_of said 35 information data

s b b S (e B el A e S e

Cetortancd Wit fourt agpect b thelpieseht Bindénticii thereis of sald

cqprovidec asmethiod far managinginventdry: dAcludiagone-eriaore abjeats

1 §PARAISING; sgaeiating ong of ymors fagswith, the,one gumore pbiects, ;o

the one or more tags comprising a processor, the one or more tags
*1prativeto B retelve Cohitrot Jabe SE irtbiatibndati> té procésési® one
t pperativertsrprocessithetcortrot tata toprogram the one &r imbre tagsiinn
d@egordange yuthithecontrol data, the gpe o5 mere ags:onerativertos 4 i g
céﬁ?é‘%%r{’ét ‘!;‘ts‘? Information data.or portons thereof In agordance with the
tﬁgnggigi?ﬁg from said at least one of said components at
least one guery to receive at least a portion of said
information data about said object associated with said at
least one fTag.

In accordance with a third aspect of the present
invention, there 1is provided a method for managing one or
more children comprising: associating one or more tags with
the cne or more children; transmitting control data to said
one or more tags; sensing informastion data by said one or
more tags in accordance with said contreol data, said
information data comprising one or more of at least one
measurement of at least one environmental condition to which
the cne or more children were exposed or at least one
measurement of the medical condition of the one or more
children; storing said sensed information data in said one
or more tags; and transmitting at least a portion of said
infermation data from said one or more tags in accordance
with said control data.

In accordance with a fourth aspect of the present
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10 transmitting control data and information data to said one or more
tags; receiving said information data into said one or more tags, said
information data comprising one or more of the following: a location of the
one or more objects, a time at which the one or more objects was at the
location, 15 tgg]identit of people that took or released possession of the

HSRETOribre dBjEES, thie iHERt &%ef%e%pi%etﬁ}é?gar%rin%’"%ﬂth%?w?tﬁ‘fﬁélt‘5fy
i et nerecolsiects, avleastbne measurepreht bhgt:leastsone ating one or
mepyireamental eanditien 4o which the-eneioy srare objects weare &XpRsed, tags

C(gmw%ljggt. of the qne or 20 more,&tl%ecés a %rperﬂaé]y\éhl%gthe one or more

b?epts had t‘ﬁe%‘?éﬁﬁ" %{l}rﬁénsmns of the one or more %lg)jke%?sef anda
T fifffetdwhich the bnedrndreobjede Hadithe diahsions! Préveasigeme
ojcentrolidatalto pragraasthetatdeastronestagdto-either receive dnformatiame or

m&ata frgm-anothertag, 23 ransmit spegified.informatiog data to gne ot . .,

more of said components, or accept anly certain types of transmitted

Mata: HHErASMitting &t 168std portibh of Safd WTbrRARSH 85t oM <&id
Pt ldast snéhag #rdccordance withsaidweohtrok thatac 80 tir atcolaance

t Wathea fifth aspeelsthere is previded @ systerpdarmanagingdnventeryi d one

oinGlding Prer More oDiects caRrising: one Lt MOre1ads 85506aled s one
with the one or more OjbjeC , atleast one of the tags comprising a

O Hr8casd o, 1HE oneor e s Bpkrativéttbreeeie Bhd 3Btransmit Hate r e
o fhe datafpértainingdo () the-ehjeet: associatedawvith the aideastonpstags, a

+ {Zkoperation of the, at least ope tag, or, dg@e&hg and.pne.ormare | .+ i,

components . 5a transmitting data to said one or more taﬁgs; wherein: said

tifatd S6Mplisds BhedT PRord R foIRWNG' a loeafiei BF the shgoiion of
tImorerghjectsira timeoétjwhich thé loae oiendret pbjeftywag at thelocatiome

i ihe identipaefpeople thats 190k o relgased possession gf the.one.or,
merg%rg r%?{%%[g ’ tcb? giqcenyt a(?sftp%o elee gr‘lax} f }?‘ Cr)nnemlérj‘l}%ggntgga\évgg {Ig)% ogg Ov\rrhi ch
the one or more objects were exposed, a weight of the one or
more objects, a time at which the one or more objects had
the weight, dimensions of the one or more objects, and a
time at which the one or more obiects had the dimensions;
processing the control data to program the at least one tag
to either receive information data from another tag,
transmit specified information data to one or more of said
components, or accept only certain types of transmitted
data; and transmitting at least a portion of said
information data from said at least one tag in accerdance
with said control data.

In accordance with a fifth aspect, there is
provided a system for managing inventory including one or
more objects comprising: one or more tags associated with
the one or more cbiects, at least one of the tags comprising
a processor, the one or more tags operative to receive and
transmit data, the data pertaining to (1} the cbiject
associated with the at least one tag, (2) operation of the

at least one tag, or (3) both: and one or more components

5a
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more objects, at least one measurement of at least one environmental
condition to which the one or more objects were exposed, a weight of the
one or more objects, a time at 10 which the one or more objects had the
weight, dimensions of the one or more objects, and a time at which the

one or.more ob§cts h%d the dlmensmns and the{)rocessog is operatl

tJ{g %?gcless cila(ta perttalnlng fSO the operatgon OPt]ﬁe a afgaét one %ag {(l) satd

daptagrafiithelateast bhedtagho withef rédeive’ 28 Hatd ftern anothepfagen ©f
tlikansmit specifiec-data te one,ora more®f saicvecomponants,oraacsepinomly

ot&D%té%tyQQ% of transmitted data, BRIGEDESCRIPIIONOEIHE ¢ pa¢

S 20 These and other aspects and features of the invention

il b mare Geafy uRderstot fremthe foifoing detalletr BeS&iftions
1ddariglwith ¢tie aecorpanying drawing: figurespwhersiny»E1G 1tk block o

m&'@r@@j@&%ng dhe maiar 25-0perational slements of fhe inventiop&IG.
2 is a dataflow dia escrlblng of data to tags 102 that are

environme % #ragl tll;H Stora object
associated wat‘h a fd b?%bject &3 |§ deﬁaﬁow%ﬂ‘grﬁﬁt J
e chling IRel/ 3@traﬁgmtstsudh€oftéteta¢mn S0 FIG] gdaldisplayd-ame at

wisanmple fil-out fora-400, completec by aparentataclignt computersl06to of
control the o] ratlonbof th Chl|d st gdlgz 5b WO 2005 04 5%61310% or more
35932 FIG. Eb dISp ays a samp?e f|IWout orm 45
O%ﬁ?ﬁtetetaadt éberétﬁ%t—eSctueﬂeCoﬁeE}tetflee%eeee% rdata detﬁ ¥p&ive
tehild'sdag 40201 drope atdatabase 110.tFig. bis-a slataoflow tiagransb0Qeast

oﬁ'&‘st@é'“%h%x%%%ﬁﬁ‘“{?ﬂé’f Qpegmpodiment of, 3 tag, il PrEXIMIt, ce 5 ve

checking. Figs. 6a, 6b, and 6¢ show exemplary formats of the
934G mfe‘”rﬂFﬂeF"B Fdefeast e ceritiaHuthorty Brddd&idt Hdthetag e °©F
midentifier arapibroadoastaespectivelypccept only certain types of

transmitted data.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects and features of the
invention will be more clearly understood from the following
detailed description along with the accompanying drawing
figures, wherein:

FIG. 1 is a block diagram showing the major
operational elements of the invention.

FIG. 2 is a dataflow diagram describing the
storage of data to tags 102 that are associated with any
kind of object.

FIG. 3 is a dataflow diagram describing the
transmission of data from tags 102.

FIG. 4a displays a sample fill-out form 400
completed by a parent at a client computer 106 tc contrel
the cperation of the c¢child’s tag 102.

5b
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Fig. 7 is a data flow diagram illustrating the 10 operation of one

wainhedimept of a tag for an out-of-proximity alarm. Figs. 8a, 89{;‘?}1%2%84/035932
show exempIarypfp@pag%ofdtpgp@?igegtifggl@%qaédcgﬂ fh%k?gntgc%:rm 450
[

authorit?( ena Ieband the control authorit;{tdisa le respectively. 15 Fig. 9'1s
ow

a datatiow diagram TIRTATRG tid dperatbhof Frieibsdinédf ot taget rieve
forla symbaatiic Sirexipiityt dlaem tRigs 100a, d0bfand 18cshoukexemplary .

formats of the tag-<dertifieg broagieast, e gpnital authority, add tac :
broadcast and the. control ﬁ%hgri% delete tag bﬁba%%ast respe%%égratlng the

PREFERRERFEMBOBMEN e checking.
invention providBs @ssystem &ld, methdddor sturingeretrieliagyantbrmats of the
maBaging&ata for anyiyRr abRe25 thakisasseciated inany type of . - 3caat
manner. to an tépe 8f otbi%at hg,ical or abstract, animate or inahimate)

foF & “variety 5f gppiications Whilddke FreartRtentdrRide ekplained

within the conteXtief seVeta diffeteneagilicatichssichrad B0herating the

10 aushentioation obebjsets inghisling-aluable items,and-eyidence, and the ooy s ey
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mgnj}igq:r%ng of children by their parents, the present invention can be

applied to any application which would benefit from the storage, retrieval

and managemétit@? dateforsys tHat afcasgociated anithlamy35tkimthef: s of the
ohjegf- Ihesﬁam@l&ﬁtiﬁﬁa_érarémt,?e&i@aé@%??&_P%%%%?H%&%S Basle and
propert a rvice, monitori e vital signs e ill, the

elggr%y én q%tjﬁfétera{s%%ﬁéﬁc %’rafgr)lllnsga%rri(%rarrﬁss?r% itorng 6 6 WO

2005/045631 PETHIS20041035938" nbikemenrbtandilionsilafiics ang the

cansemar hehavidr in&agnbsetings sueh as emusement paksnetric
s@mﬂg&%eglaﬁi_nos, tracking the location of people such as

prisoners, :
Figs. 10a, 10b, and 10c show exemplary formats of

the tag-identifier broadcast, the control authority add tag
broadcast and the control authority delete tag broadcast
respectively.

DETATILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The invention provides a system and method for
storing, retrieving, and managing data for any type of tag
that is associated in any type of manner to any type of
object (physical or abstract, animate or inanimate) for a
variety‘of applications.

While the present invention will be explained
within the context of several different applicétions such as
the authentication of objects including valuable items and
evidence, and the wonitoring of children by their parénts,
the present invention can be applied to any application
which would benefit from the storage, retrieval and
management of data for tags that are associated with any
kind of object. These applications include the exchange of
objects such as real property, goods, and service,
monitoring the vital signs of the ill, the elderly and
athletes, athletic training programs, monitoring
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students, foreigners, military personnel, and workers in 5 classified areas,
tracking the location of goods of any type such as inventory from

WORaHaaRking, the supply chain, distribution, etc. to the pointef $afR¢HFS32
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_ people and thlnfgrs suchas vehicles, tra

bBYIHE WHRIHeE the-oRdtid ORElas§ified fidteriAnfad@iptieer behavior in
mancfaniurieg Saimasd cepdir histeriesigends saekas 10HvaghingNeenters,
cats. aiiplenee, tLains. and campanents dnerse, moptong vemen ot o

I ( _ Ic, etc. at focations such as a _ !
baHIRAERE & hidtRFE7 IBR T ofitarmethe fIBRHGIUIEHY. othBAfag e s in
pipblined, fetedl Rk <, istablockrdingram 1Q0-showing & m&dls of any type
operational el he. L in iQn in¢lude oneor .
O e A S e i
pEdFieT ARt HIaMsC thihgs TRANP Rt r@alji pRGPEH hRYREIfsest racking
lat&,e?2Q canrdominiunts, cielte Hdmds and deawaiqusesavaliabledtems

| s&g@aw@&nf@gﬁ%qia@&fgsaﬁ&veé@pwwﬁ;s%%af%m@% SOEeS , oh as

such as automobiles, airplanes, military vehicles, bicycles, motorcycles,

bBAREE SAHEY corfifditentd THRARGIRS elfidhient@eongBRENeNts thereof,
abstractmnsneomnceptsigaienomersy 2b<etarAssobintigns betweeanstagshicles,
apd-objecls can be of any Jype ipcluding gneslo-rmany, Many-t0:9p€ Of highway,
one-to-one. These associations may be physical, logical, etc. Physical

S Gt Thig TGS AaciY aRd/cr e (1SS BB ifs™
aBspeiatedesbjecttlcogical associations may 30 include information in a

database such@s®, taple that nmay egtablish 8.6RMEFR0RIRREEREWES Nma o
one or mare_tags arid one,_or more objects %heir idel:lqi'_{ication numpers.

T‘Fr%efgag’ iBIZ—i‘Erlnay@bee Bhe of a varlekilye of & Vaef#er%ﬁfltypes ?ancjrﬁla'fﬁé} Radhio r_nay
FHEGUSHEY |@aRifeatifP 35 Dedite(RFID agsMageagssedioiated with
pbbres:idevicesdhat regpiveanel tiansit siebpedomaieional, plants,
Positioni y : ), etc.. The tags 102 may be powered by any.
Dot Ees S b 2D <ore o AC pamer ! Lots.
condominiums, mobile homes and townhousesm, wvaluable items

such as paintings, diamonds, jewelry, watches, and antiques,

. vehicles such as automobiles, airplanes, military vehicles,

-+ bicycles, motorcycles, boats, ships, components, locations,

environmental conditions, abstractions, concepts, phenomena,
etc. Associatlions between tags and objects can be of any
type including one-to-many, many-to-one or one-to-one.

These associations may be physical, logical, ete. Phiysical
assoclations may include attaching and/or inserting the tag
to or in its associated object. Logical associations may
include information in a database such as a table that may
establish a correspondence between one or wmore tags and one
or more objects by their identification numbers.

The tags 102 may be one of a variety of a
different types including Radio Frequency Identification
Device (RFID) tags, laser tags, cellular phones, devices
that receive and transmit signals from a Global Positioning
System (GPS), etc. The tags 102 may be powered by any kind

cf power source such as a DC power source, an AC powexr
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WO 2005/045631 PCT/US2004/035932 source, solar power, etc. Each

w89eh9sMaY have the ability to receive data, store data, sensgda{&s04/035932

and/or transmit. data. Data may be received and transmitted to othertags . . . .
10?%%%%065?&3%0?%&&5(3 %GC and G%?%ba%eelgmgﬁégemrﬁgnﬁ}?g Sys$ é%sablll -y
110 TrecRsel 0y haveXive 8bilify tosense dabdromasaissociaresni t -
okjeeta its epyiranment ic. f2ata isensedfrom Ag-assoeited ebjest sush £ ags

a erson or ani may include medical data such as temperature,

B OB (Li00T TEAEat, L6 DA S onabd HoRT dipaenent
erflidhRTENt Fady inclive thednid ofgaridigadese poisdnd vnde sense
pailitants Hbine ais ox water Heetempelatwe, thedwnidityparemelriecc.  Data
pressure. chemicals, motion, light, sound, etc. The present invention 100 .
T et et B a2, GBI S B kg animal

mB§ SehBE lamekinachi ata. THRBoRUITY ARy PepsWeredusy amygerofcontent
PawersaIIee suah asanACROweS Seuice, BRG POWeE SAUS rSAlak

power:, etc. Sensors 104 may, incl thermometers,. motion detectors
R e R & gt
CEpBEsTs 1 ap fctideBatabase Tanagement syateins 180%or the

stoagesand managenertehidaia assosiatefptithilags 4024080y Wilemical s,

ingllggk%qatgi_ E‘ES,mEE%jnt& and/or retrieved from the tags 102. Data

may be transmitted to tags 102 from computers 106 for storage 25 within
the tags 102 antFfhal HetFaHsmittdERofrhetags 187, toEbRptitergcivde
1GGRatagetrieved flomtagssl0mayde steredfarchmanggedamd may sense

dajgbage managemeny systeny, L10. 5 The present iny g@@ﬂﬁy_wth%ﬁs% tyme of

include a communication network 114, which may include a variety o

different tﬁ%éréff&co?‘?f&}ihe?ﬁs 8Rd £6HWarEEl nmhtficafe WifféBHET Souzce.
types st datawemongthe tagd=t02>senddrs oy conqpuies 106 Btometers,

These epmpenents aRd, seitvise Mays CudgMedulaiar! demQskiaiose i ca s,
(m%dems . satellites, up angl down frequgné:y converters m,clu?n%thg?et b
fo?c%%%ﬁn’licgt%ﬁ? BB with the sacl:ecfmgg, SdforitfeoBRtotar Hohters -+ 0F =<

higgagement systems 110 for the storage and management off
data asgsociated with tags 102 in any way including data
transmitted to and/or retrieved from the tags 102. Data may
be transmitted to tags 102 from computers 106 for storage
within the tags 102 and may be transmitted from the tays 102
to computers 106. Data retrieved from tags 102 may be
stored and managed in database management system 110.

The present invention may further include a
communication network 114, which may include-a variety of
different types of components and software to communicate
different types of data among the tags 102, sensors 104, |
computers 106, etc. These components and software may
include modulator/demodulators {(modems), satellites, up and
down frequency converters including those for communicat ions
with the satellites, audio/video encoders, routers, hubs,
bridges, etc. In one embodiment, the communication network
114 may be a cellular telephone network. In ancother

embodiment, the communication network 114 may be any type of



. : !
bridges, etc. In’(_one embodiment, the communication-network 114 may be
a cellular telephone network. In another embodiment, the communication

WORSAHEIRE14 may be any type of 8 WO 2005/045631 PCT/US2004/035932
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PEF RS04 DTIHEE 5afeAftB RfnGikSuch '@t GRS fansifiBpaiment, the
erphadimen tthencemmunitatioaynetwork mai deistetevisien wetiork In

another.empodiment.the campupisationnemork. 14dnap.inclade the,
Internet. Communication may be accomplished on 5 the %'lternet b oEggged on

rhBFe- Rt nEFSppIREGEAS SnclubiRg e WRHI SRdEWeBS 2CCOTP
Commilmticatioanetworknil4maychean rintanetoraprdXicmetons , including

iQE@”%Eg‘f@W?&%”ﬁwf‘( ¥BiRRING lo6a] area,Retiark (BAN) REd Wide an

area netw (WAN) that enables the use of Internet:-based Rig),plications

AT ARREURE piVa S IfsRTent BxtrdHete Bt inhanat-Bbe  Refvdis ¥ors
thaplirdamlitipte Sites2dr erganizasoneuding Lillfanetretatwd de area network

t%ﬁﬂ&mogﬁéﬁT@%Xnggw@Q%VﬂﬂéBé¥m§99é5§@gx$%§@ﬁﬁhﬁ@§ications in
Hypertext Transport Protocol (HTTP). Computers 106 may 15 in

clude
rORRERESWEELER or BTSSR TRtz inpitby 68 To4 ARd bRRS&EST~EYPe
102 endlos datenstolédin andhtalzabe managemrenosEstamzEIgions using
Regquests for data frem browses 1seftyage 108 may be handled by server
software 109. The server_software 109 may locate the requested dat
and may 20 tré‘rﬁ?nﬁ%ﬁg %ggrle%evsﬁ%g rSoV\!I?slé}?{ts%ft\cfv%lr(:f?1 18§Otoco§ called
Chmplers 106 ntayEitrivepciuderapphication BERRT soffireuagrs 106 may
whigh mary extend the cagahilities af dhe merverspiwared®9dbta input by

articular, the application ser sof il re- age b

A berss I ISt T A e oy SR o cabase
SHADEERTEFE the BpbRdatiohSservéresotarite FPEisRERIFEGSoRTOVSer

application: Cold Fusipnds abAndd eWide Wehraeplicatidn forcseatity  The
dynamic.p jcat inferacti | bisi

S%é%g?% '%%Eﬁ%g% %bgkﬁ{é%:%%%%%ée I%L?%&%goggé%sig o may
NEAGE " angtage CRML St ohs T Ep¥aisd RPTHERTS 0%

Computers 106 may further include application servex
software 111, which may extend the capabilities of the
server sgoftware 105. In particular, the application server
gsoftware 111 may pre-process a page of data before it is
sent to the requesting browser software 108.

In one embodiment, the application server software
111 is a Cold Fusion application. Cold Fusion is a World
Wide Web application for creating dynamic page applications
and interactive Web sites by combining standard Hypertext
Markup Language (HTML) files with Cold Fusion Markup
Language (CFML) instructions, as specified in “The
Macromedia Cold Fusion 5 Web Application Construction Kit,”
Ben Forta and Nate Weiss, Fourth Edition, {(hereinafter,
“6ld Fusion 5%}, Chapter 1, the contents of which are
herein incorporated by reference. HTML is a page markup
language that enables the creation and layout of pages and
forms. In one embodiment of the present invention, a Cold

Fusion application defines fill-out forms for entry of data
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Macromedia Cold.Fusion 5 Web Application Construction Kit," Ben Forta

“?éwegﬂ‘%%%gf\lleiss, Fourth Edition, (hereinafter, "Cold Fusion 5")1, t{fﬂﬁfl}ssgsz

contenis of which.are 35 herein incorporated by reference. HTML Is a
PRI IHETae That Chabiod e oralforl ARA Byl o fagiibaiches 102
fofRS IRorROEMbbEIMERSf dhepiesant PVeAdrR a Cold Fusion

application defines fillzeutfiarna fafeeniry of data O WQ 2005645684 ation 111
PG/YS20041035932 fncluding thg, data (o gopyol the aperation gl he

tags 193°8nd %ensors 104 an gueries for data. Inone embo mer?t?%

CHlamasFirapplitatibA™ 11 16-useth® repieve Bripdatepmaifidon 111 may
daiabase:5 xé@@nbma@a@smag@m’ém C@éﬂbﬁ@&log applicationdth may

access t ata ement,system 110-throu an, interf . .
o R e B e SR L) . wnien s
ApplEHBA T e g FRIphiFA RfePRacB{RBYHoR dege d5ihg TiffaARatidFFomior
diferent datapasa systems and 104ifferentiormats, asexplairedistems and
ColdEysion 5. Ghapter 6, thaesco’}?d’it%f:‘i%%"%hnar& erginncorporated. o 6
by referénce. In an alterrate emeb iment, data may be, nput using a P '
proffarf M REIHGR LRnYhaG I tdifpTatestecommer ak§ thiddmatkerence .
An exemplary language:is PERIzas 16mgpesified:it | Prgrammung Berlinput

Larry:War | L. Schwyartz, QReilly & Associates,
13{99’2&%1% géﬁ?é%%%qﬁwﬁﬁ% are he%%i%n%lr%?faﬁ% %/%}gf%rgr%ge%q{hggtes Eext,

datanase FP6 nidy 5 Bafistibute At SPEIED LA hidipbafrdg FERL as
amprg ianydcamputerssiGtanimay Fea R0 cehtral database ddatakaseial L.

110-may:he,of avtype including arelational dajgbase,pr adhierasghical: e
database. Databases. and database management systems are described

in THEGESE KstéiCShcapfs, ety B. KORRIRBrahHaRT sherSEhaL S CS -
McGraw-Hill 1988zCHaptebzsthelddhtenty dbwhichidret25 baredt database,

ingerperated pyyefesense. Exemplary:datobases Ll jaclyde: Misresoft e a

Str%ctured%Q#erg/QE%guage @&Lﬁ asseév%rj~ oMi{%:goscgt A%ciesg nl.O,tZ.O gngnclu din

7.6 MidBsoft 50, 2. y be Y t¥p g
a relatiocnal database or a hierarchical database. Databases
and database management systems are described in Database
System Concepts, Henry F. Korth, Abraham Silberschatez,
McGraw-Hill 1%86, Chapter 1, the contents of which are
herein incorporated by reference. Exemplary databases 110
include: Microsoft Structured Query Language (SQL)‘Servex,
Microsoft Access 1.0, 2.0 and 7.0, Microsoft FoxPro 2.0, 2.5
and 2.6, QOracle 7.0, Borland Paradox 3.X and 4.X, Borland
dBase 11T and dBase IV, and Microsoft Excel 3.0, 4.0 and
5.0. )

In one embodiment, data is retrievéd, inserted,
updated or deleted from database 110 using Structured Query
Language (SQL). SQL is described in “SAMS Teach Yourself
SQL,” 2™ gEdition, Ben Forta, the contents of which are
herein incorporated by reference.

The present invention may include additional
components to manage the data received from tags 102,

gensors 104 and elsewhere. These additional components may

i¢
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and 2.6, oracle {70 Borland Paradox 3.X.and 4.X, Borrland dBase Il and
dBase IV, and Microsoft Excel 3.0, 4.0 and 30 5.0. In one embodiment,

WQattid1etfieved, inserted, uidated or deleted from databaseP{EHI3 /035932

Startiéd Quetfatiy sQLnsonss gebaibegsrtSAMS Teasrch tool
;iwr_sékw." Z%afa:iitziﬁury Bea I?r@amez@@w_t@ﬁ@cpfdyf&cia;gr?n&e

erein INGor te [ nce. resent invention may Jnclu
R e (e L T e
eRdreanyUnFadeFRBR. 1 J8 bridribRaPsHvoridits ARl 20Wen to
200511563 1 PET/HS2004/0309320 nThide Boseajoh £0alyIn ONeonceptually,
epabodiment, fhe searghdgol; %e\éﬁ ity té‘erﬁaﬁge prgant %Cﬂ‘é?éf] d% fngex

more collections. Verity may t e used to Index tjhe collection

- conshilesnEradstalaiitiRe tofeABRYS sterabrol iesédren th@d use this
- chii€dtian-grickly. teoraeptuadlly, Séarity's usefuinessis atldbriediedsasked to

llity to ind mpile, informati t the collection and is .
%Porr%étion t%)é fwc %%segirjlgw %%%gc%igﬁ%hgweas%ee tlo%%gaso&ﬁﬁg verity
SEArERECATR d@@r?é@ﬁ‘%‘% BEPEsele dARTIF Vet B 6herafor§TEM, WORD,

iacid_div_wg ToAEEt operatoisistch a@SEEMMOﬁ&haa@ WIEERCARD, PHRASE,
Rrefimity opergtars such.as NBAR and SHBARE, relation;eperalarg:sheh gypg

as CONTAINS, MATCHES, STARTS, ENDS and SUBSTRIN'G, search
ABRISLRTCR R ASRP VAN POROT: 567G GRBERRENGFAESe dBdiaoriOT, and
NURAER HESI NG, cZOMPIEMENTS 151RROBE CEANECS UNDSRREMENT ,

L@ﬁ@%@?@?e?{ﬁa r@@biﬂ_ts p@%ﬁ@:@@yﬁ%ﬁkﬁfir@%gaut%@%%g kﬁé@lgfegdp?ges may
uslio S. e creatio searcni Ol caollections, an e daisplay o .
BB AE PSS AW EHE) 1€ dBSEMbet et SHESTEn 52 hapter 6 Ghe=t1on
conterge sfwhitharehereinlincorporated byd0 tbfereticey Veeb B8fowsarch

sedtwate 308, Bavdisplaydhe webipages fram the sepeisivae 809chapter
ig%udiggéhe @kgg}lgorrgﬁor %al% inpéjteth éiﬂlll;e(l)ﬂ%fo‘rm for in uté)f ae%rch
Sriterid And e sEarch results text data. The preseannCDrp tated by

reference. Web Browser software 108 may display the web

pages from the server software 109 incliuding the f£ill-out

form for data input, the f£ill-out form for input of search

-oriteria and the search results text data. The present

invention may also display audio and video data input by
tags 102 and sensors 104 using an on-demand video and audio
streaming server, such as RealServer as explained in
“RealServer Administration and Content Creation Guide”, the
contents of which are herein incorporated by reference.

In another embodiment, the =search engine may be a
commercial search engine such as Alta Vista, Google, Yahoo,
etc. A commercial search engine may be integrated into the
present invention using Cold Fusion tags as explained in
ColdFusion 5, Chapter 36.

Before performing the search, the search engine
may optimize the gueries as specified in Database System
Concepts, Henry F. Korth, Abraham Silberschatz, McGraw-Hill
1986, Chapter 9, the contents of which are herein
incorporated by reference.

11
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as RealServer ﬁ%xplgingg in '%ve,ﬁ%ff}gg} @qrg%%tg?%ga %;E/?Qtﬁﬂ‘lng the

Creation Guide”, the contents o are herein incorporate L
reféreres eincdnofifdrierhBodifteht the sERRh ehgfhemaybeed b with any
cammereial seafelrenging siwhaslAla istay Gonoles Yahompticwhose nodes

commercial search en%ige erj;l eqr ezdein @gff) Q§§nt irglggti% Lect
us?r]fgec%%é)%ﬁgi%%%ags as@%éigne in Co dFué%n 5, Cghapfer 36. Beforjeec

ROt the @i dh e ¥ rdirsigive 35 HEF Sptimirk thePdirdtiescs Hall,
spegified inBatahastheystem ConceptscHenank Kath whldrehasre herein
Silber, raw-Hil apt t t 0 ' r
A e O S T BBty COHUALEE of concxol
PERUS S0 SEDEY TG L D% QRaton daGhant D60 trechfidgtheh as by
stareperofrdataitatagsyiPsthaf argeassociatedkwith aoy Rind of object 2d to

da}%%%w&a%(%@/‘%éb%@ﬁﬁm%? nogles ;are progasses.and whose ares

are dataflows. See Object 5 Oriented Modeling and Design,.Rumbaugh,
J.COFSRMRBTHAN, hc (19925 EHaptéiSr i ConteRERMTNITiEN BPE heRSiFWEST
inearporated by seferercesdhe=data wraysconsists ekcontrad ddta thatete.) that

9%&?‘%%%9&%“%9%@&8402@8&&@& by fefinipgvhatdyresofio2, and

data the tag 102 is autharized to 10 receive and/or transmit, the 102
iddficaHBR bFfose  compoRBRE YRR, dfher B BrigitérstTys, ta8 102
bréwser spftaake 108cserver Sdfvane 1 08vserisor$¢04 sete)phar hajata.

transmit datato ok keceive datafrom the tag 02, aadamay censistsof.  In step

inf%rgati% for_ stora & ?Yvithin thre tcagil_‘(r)ez. (]:ISEI?;1 ge%%% tpﬂg ta %92@ may. .,

await the Teceipfef data. Eontior proceads to Step 204 Whén dats is

retaigagnihtstepl 20dotheaky T0Pmay fecswpaarnwhickchag Hagebut not

beepmirangmittedArBrmsyd¥pe 0be0mperanidaciuding it-aot diniteddever

a%%@E%g¥é09b@?mgeégggggg%ﬂ¥§é?ﬂgﬁsensor 104, another tag 102,
itself, etc. In step 206, a check may be done to determine
whether or not the received data is authorized to be stored
in the tag 102. Step 206 may including checking whether the
source of the data has the authority to store the type of
data that was received at the tag 102.

The checking may be performed by a variety of
different techniques including but not limited to those
using cryptography, the art and science of keeping messages
gsecure, aﬁd any other type of secure communication including
an intranet, a virtual private network (VPN), etc.
Cryptography may be used in the present invention for
authentication, integrity and/or non-repudiation.
Authentication enables a receiver of a message to ascertain
its origin. Integrity enables a receiver of a message to
verify that the message has not been modified in transit.
Non-repudiation prevents a sender of a message from falsely

denying that it did indeed send the message.

iz
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20 software 109(;_a database 110, a sensor 104, another tag 102, itself,
etc. In step 206, a check may be done to determine whether or not the

WoageWeaédata is authorized to be stored in the tag 102. Step POBWIARH4/035932

including checlzmgmteetlwﬁihéism‘cg o4 theydetathasdhe agthetitiie is used.
saredhe fyae ef.a3-datadhat wag feceiyed attheag 102. Eé%%%%"ﬂ%

may be perfo§m%?5b a variety of dlffe,rent techniques including but not
Iﬁ%e%@oﬁ%% e ﬁ{\é; %Eto%?gﬁﬁ’ﬁ’iﬁé)ﬁrtw SHehcE o kelpinge - 1he key
messagesnadcure carkany otherdype besecurencommuinication daateding In

3har intranshiodialrivate paivark (VBN 8lg CryRig Ef:!{)[‘¥<5n@é?§ed
used in the rese%nveng&r} for authentication, integrity and/or

FonFaptatation ™ Atitferntidttion 2nabRs a redeiar 8f Hiissagkty algorithm,
dseer@dprigprgon itegriyanabtede reteivsnoéd nfessagete 3&nverifption

thatthemessagedasnotdesnsnadifigd in raasit. Nﬂ%-f%%dﬂ?b%on key is

%rlegents ' sender of a mess from falsely denying that it did indeed

SR thB eéssag™2 t WG ASE3 1 ETASS F04 /035532 1R YDt ion
effilfoditnertre syrametric algdrithen @addel Witk syminettie algoyithmsn
theeneaptionkey can.be, calcylated fromythedecowtion.keyandvige  wicnh
\é%rsz_%. 'Qie gey Inglql:sl'gl remain sel;ncrgts té) léee the communication ﬁj?(Ta]cret. In

AROther embodieit. public'kEy aﬁgori i THISE LRIGS abyfinéurigrvace
é‘[@b’riﬁﬁfm)ab asaisyith hipubiekeyiaigemamt tke deeryptien &eyl cdanovpted
ke campuieafion theenesyptior keydn@irgasonatie amOUNyekiMeing the
g’_\%ﬁg%@@%on k%%c'«%m %&P ucli‘)ilc acna(.jlls Cia_”eda@&zpeumlg kg%i-ll;ll]x?n include

ecryption 10 key is kept secret and is calledthe prl\./at_ea_ke?/. n another
&nbsdirtertediditar Akpbitres Mapbe ¥88d DivrhDdigiaisigriatareatare
megsagecisencnmuiad pishpoprvatykeysy asendel=thereky signing the
Bessras-ANd deriyRled: With Jpublicikeyby the [ecipient, INGIEDY, 1131 ng
verifying the 15 signature. Exefhplary digital signature a orith s include
symmetric algorithms, public-key algorithme and digital
signatures are described in “Applied Cryptography” by Bruce
Schneier, Chapters 1, 2, 19 and 20, the contents of which
are herein incorporated by reference.

In another embodiment, the checking may be done by
some form of password verification.

If the check in step 206 indicates that the
received data i1s authorized to be stored in the tag 102,
then control proceeds to step 208. In step 208, the data is
stored in the tag 102. After step 208, control proceeds to
step 202, where the tag 102 waits for the receipt of new
data. If the check in step 206 indicates that the received
data is not authorized to be stored in the tag 102, then
control returns to step 202, ‘

FIG. 3 is a dataflow diagram 300 describing the
transmission of data from tags 102. In step 202, a check is
performed to determine whether the tag 102 should be
transmitting data without solicitation and if so, what type
of data it should be transmitting. This may be done by

checking control settings within the tag 102. If the check
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Rivest-Shamir-Adelman (RSA) and the Digital Signature Algorithm (DSA)

@%R@ﬁ&%gﬁ thg Natipnal Institute.of Standards and_ Technololgé( S0 6035932
rypto 19cl lgoyi ublic-k ithms an
A0 S BTG e “Aapliod ey biboraay oy Bitce

sdieT ERabisrs§25 510 SRPTOtheRORRIRSISr WRiCAT&R Fdvein I step
incarporatedbydeferenge: i enadierembodiaenti the ehecking-maydeaiata

do e rd verification,. 25 If the.check j p 20
in(ilfg%ﬁs%?g%th%%%gﬁe (%ga%st\! a%gh%?riizg&%tbebe s?é%é%ini(c%%%%g%%%,be dc‘me
thE¥ cBRTFBRRTEREeds fo-step 208, FhiStepaal e Fftads R¥SEaNR A ned time

tagdO2iAffer step 208; contekproneedsto step 20 herethetaglta
. ; d b : i
B e b Schn eberay 38! sos.

COMERRFNGAR 1085 202, FRISLRS: d&tafiGRRIiat4m 300dESEDIRy 8. the
theatransmissiosrafitata franfiags H2= Incslep BO2, a chéekis 8S5ep 308,

pgé@{gggg]_toxdgg%@lige g@eg@gpthgdaq 102 should be transmitting data

without solicitation and if so, what type of data it should be transmitting.
This may be doA& byteReckifty céitFol SB8ingS withirptheag 10291aRE o7
chégkal3 WO20051045684 IRETAIS 2004403593 2uintstép 802tindicatsguest is

thatthe tag 402:shopld b transmiffing data, controLprageeds to step srep 312,

304. In step 304, a check is performed to determine whether the data

sholtftl 5&&andmithaY atthSFtme. THiS cHedResl be'ohets By have been
comparsyid clotk frthe &gyl 02vieea piedeternmmechtimenssétidgnt theit not
checkin step304indicates thag data, shawldbe tiansmitiedthencontrob o, o
proceeds to_step 308. C[)E{herWlse, gi%r%trol remains in ste%%g4. | steap heck ma
SO 15 okt % U BRGHITIEH flohw thd g 07 Aftet Biep 8, 17 CoRtrS Y
rehgnsitastepB0Re e steprdl 0vited keaty1 02 awaits shequesstddived request is
authorized to receive a response in the tag 102. Step 312

may include checking whether the source of the request has
the authority to receive the type of data that is requested.
The checking may be performed by a variety of different
techniques including those using cryptography, as explained
in detail above. The checking may alternatively be done by
some form of password verification. If the check in step
312 indicates that the regquest is authorized to receive data
in respdnse, then control proceeds to step 314. In step
314, the requested data is transmitted to the source of the
reguest. After step 314, control proceeds to étep 310,
where the tag 102 waits for the receipt of a new reqguest.

If the check in step 312 indicates that the request is not
authorized to receive data in response, then control returns
to step 310. '

In one embodiment, communication between one or
more of the tags 102 and one or more of the sensors 104 with
the server software 109.may be performed using a Wireless
Application Protocol (WAP), which is described in ColdFusion
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data. Control re\/mains in step 310 until such a requesti“is received after
which it proceeds to step 312. In step 312, the tag 102 may receive the

WOMESYhich may have been 15 transmitted from any type Sf-&oPpiiteit??

ifeluEirgriia noB 4imifedo 2oetient 166 of sefyer 08 eddtapaseareted by
sepseriféanother tag 102, etc. In step 312, a check may be done to

determine whe{her or_not trllletrece\iyedtrggglestés uélj‘foriznqg l_Eo r geé'\é% a ..
response in the?aeg ?5f%etep 3313 ﬁ)nmay ihclide ¢ ec?ing Whether the -
SeREe of the reseast has the ARHSyRE rebedd e tpFerehdstathafgnitor
reﬂugstedh_ﬂh@ﬁ@ﬁe%ng@&amep@ﬁorm@dhgm@émielwa@fd@fé@@m?te a tag
technigues including those using_cryptography, as gxplained. in detai .

e e chaty By A8 B B Telay ateaching

passwrd daiificagiof NetHeeheddkin Qe p-3a 2 Ghididates tHEANe bequatls
attfietizac-toreeeive datbsénrespense, tharsantralairoesedsstiaistepont rol

- Banaien A4 erssyesied 4 i enmiled ia e squrge of g, o2

request. After step , controlproceeds to step ere the tag "
1PN fff aefeceft df SRSy SRSt L% dfeckanspiated with
indicates thatthesegqilast ispoisauthorzed futeceive dilalizlesponseioning
tQ%E&WQHﬁE‘&”%%é@%&% 'E&Qﬁte{‘%giq{g‘e%éow WA ca i on
between one or 35 more of the tags, 102 and oné or more of the sensors

TORRHATYRE SelvaF sOfWafs 1 65 fay BEFEGrnet Pl 8 Whélesdentifying
Afsplicatiot Erotocat (WP )z whichrisweserbed ineColdBusinn ) 143V®hich the

@Qﬂ%%@l&(%yyéﬂmﬂ?@@gg%%a%r§ﬁeth8§9ﬂ&e%§QEWQ@ the

are incorporated by reference. Theépr%sent invention may have m

/e many
dHFEEHT UstS T SrEkartiple ABEo Ml beidd 'ty Fareftstdmdriterssrated by
théi children's betvites. X pHiant riayiassocite atag 4021y aechilddystore the

aWHLeans suehashy: Physicalhratiaching: opimplapting fhe tRg:104-Rment

the ghild, From. browser sefiware 108.0f elsewhere. parentmey o yon
transniit Gontror Y - 4

browser smoftware 108 or elsewhere to learn the identity of
the people that came into contact with the child, to
retrieve test scores or notes from a teacher that the child
may have received that day, the quality of the air and water
to which the child was exposed and the child’s movements.
The tag 102 associated with the c¢hild executes the process
for transmitting data from the child’s tag 102 illustrated
by the flow diagram of Fig. 3 in order to respond to the
parent’s guery.

The parent may, in the alternative, transmit
additional control data to the child's tag 102 from browser
software 108 or elsewhere instructing the child’s tag to
periodically transmit data from the tag 102 to a database
11¢. At any subseguent time, the parent may transmit one oOx
more guerxries from browser software 108 or elsewhere to a
database 110 to learn the same information about the child.

FIG. 4a displays a sample f£ill-out form 400
completed by a parent at browser software 108 or elsewhere
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data to the child's tag 102 to indicate that the tag 102 10 should accept

wala e gther tags 102 associated with particular people, sgpgorgh0fo3ses2

~ueh 83,0la0a) PORUOBING. avsISn (GPS)aarellierddeniivino e childge £113 -
location throughout the day or environmental sensors 104 identifying the
cohtent rtheIY o Ratet e CBRireY td"whith e E5ehiididepoigafields

The tag 102 ondheichitd exdcatesibe cpraosesdor thecstdragerailbda 402:  This
tagsHQe Wistated y fhe flaw diagram.of Fig. 2.in qrgerto anglyze and o
storg]%he IYlbjci;t!)%%;rotf?%formation se(%%q; the pardent. At a étsbs'equent timge', ete.)

ther St e b Afay tFatsnTEdRE of nt&E dirRried fibMLYE bFGHSer software

108 or elsewhere: thieatn the Hentityref thespeapte-thatsamediotp:contadis field
Wij q] rete St scor. r pptes fr te 1 '

S s s Yoo Gty T i A weaar oo LA

cRIfPRAS expBSEd ahathe thlla's HfoveRttnts, ©3 Thd tag i Bsddemtedi1d
withrtke chitdexecittas the peacessciortransmitinghdatarfear ghe ebidis-onmental

tag.102 illysteated by dhe flow diagram,of Fig. Bin grdertofespond, o thg,,

parent's query. The parent may, in the alternative, transmit 30 additional
comidibata to the child's tag 102 from browser software 108 or
elsewhere instrictirigpthiezettl dSotagcto eperioditatly Trearsanitidata fronTdiele 406 :

tag1Q2 to, 3 flatahase; £1Q-Atany subseguenttime the pasgntinake 110,
transmit one or. maore %lgerleﬁgrfgn;nbrowser software 108 or elsewhere to

a %5 ddtabTsd 116 {rn 2 ifEmBtion Shed e chifd *RIG. 4a
displays a samgtetfiiicautderin 200 cimplefatkbyaipardmratdpéwserrnis field

sefbwareri08;0r elsewheras 15:WEQ 200%/045631,PCTAYS3004/035932 10 may
C%@g%!stpﬁ operation of the child's tag 102. The fill- out form may contain

oné or more of the following fields: Authorized Components For Receipt

Table 402: ThiFfiéld specifiesrR@rsmporen® (ke ftads sensoisrrte. f 50
frepmwhiebdbe ehilds tag-may 1eeevedldddr software 108 or elsewhere

to retrieve data from the child’s tag 102 or from a database
110. The fill-out form may contain one or more of the
following fields:

Identification Query 452: This field regquests the
identify of the tagged obiects such as people and animals
that came into contact with the child.

Environmental Query 454: This field reguestsg the
content of the water and air to which the child had contact.

Performance Query 456: This field reqguests data on
the child’'s behavior, academic performance, and athletic
performance.

The present invention may be used to authenticate
cbjects such as valuable items, sports memorabilia, and
evidence. A vendor may assoclate a tag 102 to a valuable
item such as a diamond or painting by any means such as by
physically attaching or implanting the tag 102 on the item.
From browser software 108 or elsewhere, a vendor may
transmit control data to the object’s tag 102 to indicate
that the tag 102 should accept data from other tags 102

16
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enviranmiahiahgO deta docation detamtd.} thal the child$agid@emayags 102,
recelye, Authgrized, Componentsyzor Trapsmissiontahle 408, Thistfield

specifies the components (i.€, database 110, etc.)10 which the child's tg
i3y trahbhtitdatt B AGROHZe d Bata o T anSmissitiT468! THis Reghout the
spioifiestthertypesafcatathas thesshitd's 1ag 108anay fraismitt MG ofimtent of

displays a,samplefilbautfprm 450 completed-py,a parentat browser: g

software 108 or elsewhere 20 to retrieve data from the child's tag 102 or

frERRCERAbasa L 0: 3he ot Forl ¥ha§ ubfitdin ThE D! nicte Gt e T 0cess Tor
fotibwingtiietdsel deftifleationiQuers @621 This fibld: myoeststhbyidehfy fdfow

thg:tagged oBiecis guch aspegpleandanimals: 25 that camedBia.catact-ontrol
with the child, Envifonmental %er 454: This field re?eéts the ¢ ntgnt e th
of tHe WABFART FERWH%h -chlﬁﬂé%rmntﬁ’&. Pettormance Query o VU

45&rkhis-fiekrequessidatamnehethiltby behavdod eeadewic browser
pg&éﬁm@@% §t6§ ?mleéig s%%ﬁ@%@”@@f@ﬁ&% present inventier, rr@ti)yl%e

used to_authenticate qbjects such as valyable jtems, sparts memaorabilia,.

alF Fiden %‘T’”A eﬁ% fhe h lJ&étg "1%3 tg%a\rlia u£z¥blé3 E|}[ef‘:rrf1;ll%uc'lr and

e
ay asSsocClate a
a¥'a ‘thaménd Wk baintidpbypiierieans suekae HyB5 HyBicaly afthcFing
onimplanptinadhertag 192.9m theftem.c From brewser=soiiware J08osssion, and

oate S ThE g 105 Shai Sesent A b LA g6 108 Toe e °

2@@@@49681tp€sr/us@@©4k%93@%d@ﬁﬁﬁﬁé%ﬁ@ﬁewp%l%%s“s}aaaféaj\ﬁﬁﬁ

the-othertags 302, process for transmitting data from the object’s
tag 102 illustrated by the flow diagram of Fig. 3 in order
to respond to the vendor’s guery.

The vendor may, in the alternative, transmit
additional control data to the object’s tag 102 from browser
software 108 or elsewhere instructing the cbject’s tag 102
‘to periodically transmit data from the tag 102 to a database
110. At any subsequent time, the vendor may transmit one or
more qgueries from browser software 108 or elsewhere to the
database 110 to learn information about the object.

Another embodiment of the invention performs
proximity tracking. In this embodiment, an event may be
recorded within a tag when it comes within a range of othex
tags. These recorded events may be later sent to a
database. This embodiment may be used generally to track
the objects that have come into proximity with anothex
object. For example, this embodiment may be used to track
the people that have come into contact with a child or the
places where a child has been. This embodiment may also be
used to track the movement of objects with respect to

locations within a secure facility.
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gthe ntent of 5 t ir or water _(i.e, toxins) to whic .Qbject
is exposed. Tf?gr%agﬁ%z%ﬁrﬁgt%g%%?en\é\%éxg&%eg t esp%% ss for t%e .% e o
storigR Gfddtam sl Toimdstréted B ihe NERTGREFER B FRy. 28/ C

ordet:toi aRalyze andistere the santrllinfymationsent by the-vendar. Abd a
subsequent time, the 10 vendar can transmit_o ueyies fro

br((%))va%giriI 'sof:\i/[vﬂat?ela%lg%%r%lgga he%%(ﬂlé%?nt el enl:'-[;r‘:'ég/&gfgthz{régbzzbplel?fll{heatcontrOl
hairfiédaicoRjatt, Bse §oamyer e difandWater I RhREARE BBt mayY be of
was expesathifie ebjestimanovernentsiiie:chain of title, the chain of

possession, an the identity, of lect's manufacturers, llers,

and distrit_)utorsqjﬁl%e@%%dslgg ﬂssé%%%%%ﬁvgité{%e% je%%; Eeeéeé{]gt{éaé téz ruCturEfS
proBEdS b HANN AR g HRERHSMLBE obfectaStairotiifdiereddy tREC & time
flow dipgrammidig.aginordar i@ fespangyiolthe yendarisatplary 120.dhe string

venglor,may, in ine glierpative, yapsmit additional conyoLdaiada e, tags from
f %? |

object's'tag 102 from browser software 108 or elsewhere instracting the .
obfE&Hs a5RT2 to PBRodiEAlly FEHEt SR AR (Helad iR @ 429 identifier
databasexiiiDi At hay sahseguenttimes the vandasmeaystrgngiiimene orthe tag

25 more Queres from bro saffware. 108 qr-elsgwhes foythe 1database anptrher
110 to learn information about the object. Another embodiment of th ,
%éhwa binary

NGO P TormsThYoxinAiE) tralkig: i s ShbdBinERE Bh&vel
beseecurdet wathin atag wheg it.cemes Within awegnge=of dtheri B80tagd.ized with

Thase recerded quents mayhelater,sepLion databage. Thissmhodimente

ma be useg enerally to track the c%iaject hz_ath ve come into proxi it{ :

W BRGTHER GtfectoPaF SCMEL S ERBGrtrigy e BSed o agk =™ 7o

thé pebplesthashave eomeThtbcortdee withenshilcesr theBs Hlacestivikie’

a ghil-hagibaen skijs smbedimenignay aisp berwseddo Hyaghhaires. Entries

meYerpgat of obiedts withrespect 1o 19catiqns within a secure AWt he map
becomes f£ull. Entries may be discarded in any order such as
first-in-first-out (FIFQ), least recently used (LRU), etc.
The time field may be a four byte unsigned integer and may
contalin the current time in any form such as Greenwich Mean
Time (GMT) . '

Fig. 5 is a data flow diagram 500 illustrating the
operation of one embodiment of a tag for proximity checking.
The tag waits for an interrupt in step 502. In step 504,
the type of interrupt igs determined. If the interrupt is a -
received interrupt, control proceeds to step 506. In step
506, the protocol identifier of the received broadcast is
determined. The protocol identifier may be of different
types such as a tag-identifier broadcast, a tag identifier
map broadcast, etc. Exemplary formats of the tag-identifier
broadcast, the central authority broadcast and the tag
identifier map broadcast are shown in Figs. 6a, 6b, and 6c
respectively. The broadcasts may be encapsulated in a

wireless broadcast packet at the network-interface layer and
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© time'fie

mrerhony-imaizénchaderaR Atzaita ROMISTAE tontrais sufvaadiayberder .
sta{eddn e REM STheprasessenmaype-afua-bpe thateonsumesiess in the

power. The tags.,may contain one or more data structures_including a tag
A b Ao R ARG o e ol A e St moihe 2
vafeblelléngth swirty L0t 8pto ZBBhyidsafE mayBeeustioadistifguish the
tags;froam each nthelThetag. Wlentifiermap meaymrpa Bgddentilier dadrent
public key and a counter. In one emhodiment,. the,tag identifier.map |
irtﬁﬁifg%gﬁgg ith & RSt table. 1h aon%c())tcliﬁcgeer% 5 f?nge.n?,xtﬁg%a({gl it n%?ﬂgr
ivhasierehtedinits abinarylrs séarchamkel fRE A HRRIMAIMAT AREFast may
bednitializedwitly the pyblic keysiel certaiaagsrsuoheasibase hatarehority .
expected to be encountered apd/or t re determine e
séﬁgiti\%.gﬁ‘ﬁg Seferms e%%%lesat%géat%%%%%/%gis@eg?& rr%ésgaagt}g%t}}rgr‘nrer one er
taswith invalig siyraldes IEAkESIPTINRE tagidentiffertHas may be
discarded afterthe frap hesosesl full dentries May he:discamgedidanyifier
odersuchas fistin:list-ouL (FIES). least taceptivysed (LRULELG, The, che
ﬁmay‘l be a‘four ytg unsigned integer and may contain the
chiAgntnRt AhpTorAtsiditas Greerith MdaT BT ARSI Fighgcked to
isia datanfiews diagram 500 Wustidting the bperationof one bimbodimentobadcast

a.ag for proxigity checking, -Ihe-1ag,walls for ap Jaterypbin step SO2. Mk valig,
step 504, the type of interrupt is determined. If the interru tls[ﬂfO‘ . .
%H%%me in the

GNP ThieHR S65HErof Brétediisd bStep 586.5h Shep 596, ocol
identifietieftheé feéeaivéd-brotuitast iss deteamired. The pedterolidentiffegther it

may ba of different typeg,such as aqtagdidentifier broadeast, adagr is not,
denufie!, map broadcast, ete; Exemplary fompts SIS POIeNIL o seep
502. If it is, then control proceeds to step 512. In step
512, the tag identifier in the tag identifier broadcast is
checked to determine whether it is present in the tag
identifier map (i.e., has been previously encountered by the
tag). If not, control proceeds to step 514. In step 514, a
new entry is created for the tag identifier in the tag
identifieér map and the number of encounters for that entry
is set to one. Control then proceeds to step 502.

If the tag identifier is determined to be present
in the tag identifier map in step 512, then control proceeds
to step 516. In step 516, it is determined whether the tag
identifier in the tag identifier broadcast has a public key.
If so, then control passes to step 518. In step 518, the
public key is used to verify the signature. If the
signature verification in step 518 is not successful, then
the broadcast is ignored and control returns to step 502.
if the signature verification in step 518 is successful,
then control proceeds to step 520. In step 520, the number
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may be encapsulated in a Wge[g; broadcast et at : : F3
L £ dentif
netwoTRter acéc?ay%e?ran% 5 o 2(()&(%/0456%%1%;3%U%%%O4? hsosz
niiRbye valGasemaytRdiransmitted in big endian order. The signatures

may be RSA sigmatyres. hersignatuielisrtheé ftagddertifide beoadcastimtay be a
oedaien guerihe aa igenlliel apdurient Wngdieklss Thewlanaluisifo)

the 5 cantral Authon y bfoadcast may be taken over the'current time field.
OPEXLFFRER® 12N 6 FERISSEEIUdIAG - Brotaed idditfief iffhel@gthe central
idgptifirimag breasdcask mayi bednenipted with deer pulliciee)i 6f the is within

central authority. "The.sign ipdhe tagidentifier may b NQ¥Ehroadcast
oné or Tbnrhlgreg 8Ethe}$ﬁglc§£% Igwing the current time. If tﬁ%\(ﬁe roacess

idbAtifierisnaty Feh iR BrOAdERS EoHTrot Brotels &5 step 508,17+ COREre!
stepSQikdie dag identifier of theltagddentifiee broadoastisicheckéio of the

determine.if it | I iti {d .the proadeas IS ; h
cocnefrrg% Jfgt%rn%s%%gfgg g Zfﬁqﬁg%%liggcorﬁ%%fo&%ig%%ﬁﬁI?\n e

SIEFTBLDAheHRBRF e thE RRFAEF broadCadt I cliedkeai i detdimhing - C2t o
whethgeit iswdithin:etie minttesof theeuenttimesit itis nogntepdhand control

o cH s BRI e ot v

‘ .In ste , the tag identifier in the tag identifi

bréaficast i§%%‘8ﬁé’tff&de%?ﬁﬁhecﬁﬁgrﬁ%liit%r Br%%gré]% inktﬁqe g S2¢. In

identifier szap, (i enchasipecniprevidusireneaunicteg by Ie tag) Wi hbt, the

fﬁé‘%&% %%?§Q§f9%§t§?y5 %ﬂdlﬂ@ §f£e RelA, a d%%]n @W@ﬁgryjs creaied dofcrypred
dentifier in the tag identjfier and the_number- of u

foF ftfét A S ShEto BhE. dg’nllrﬁcf E%Fo’o‘%éedﬁongtlég%O%ﬁhg%egg TRS e

iderite#er i0determined to be present in the tag identifier map in step 512,

then control progeeds, 801taisten-5a6. Instebibmitissetemibeda timer

\NQ§@ggygg%gin step 504, control proceeds to step 530. In one
embodiment, the timer interrupt occurs every 15 geconds. In
step 530, the signature is created using the tag‘s private
key. In step 532, the signature, the tag identifier, and
the current time are written to the tag identifier
broadcast. In étep 534, the tag identifier bfoadcast is
broadecast. Control then returns to step 502. |

' The embodiment of Fig. 5 has a number of

advantages. The signature makes it infeasible for any
preregistered tag to spoot a rezl tag. Replay attacks are
blocked by the time stawmp.

The private keys may be secured; the central
authority may be in a secure location; and the tags may be
tamper-resistant. These options prevent one tag from
repudiating contact with another tag. A replacement

| strategy may be used to prevent attempts to flood the tag
identifier map by broadcasting of spurious tag identifiers.
Tn another embodiment, a global public/private key pair may

be used to authenticate broadcasts.
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35 the broadcashisigaorednbndiéasid! retlinsie stegsorigitheounds an
signatereverification pstephdis suecassil, thencentel preceedsdeide a

step 520. In step 520, the humber 19 WO 2005/045631

I 0SS S erE IV TSt MBS the ), ©7°
iGERIRSL MAAS is iRRfermen@d. fithe protsettidertiiarisidetepained to Fanae -
az sential aberity Rraadeast N steRHO6 - heRCDNMhS precesdsty sfekonds .

522. In step 522, the time in the central, authority broadcast is.checked,tg
BB IS Wi ST b of WL B i3 ece

e current *t"f‘?nea.\t Ifgr%%,stﬁen t
bddcdse s igrered aab TontdERIIRs 3§ Sfep 5T14f so:kertrbRrg may be

preGaedsitniste 524 dn:siep badothelublie key ohthesl@keasala floor or

authoyity s used overly e signatue in ey cental autarty proadoast, o

O Way. ca ! :
e S|gr$ature vermcaﬁon IS not successfu en the'bfoadcast Is

iGSied Hhatontrd| PERERS B stRPTOLE | tReSighatre \erificdnsf iRt
5248 stieassiuhepcontabpraterds nsteph2ben pa step=526, the

tag identifier map is.en \é/'g the ce fral aut otity péypgg e¥Brit
step 528, the e%%%/%pteeﬁgé%%]enti ier m}gpgls bkfloa cast. Contro the% Py

rBRFTFCTY Sle - 502 HEtHBANEIR T iCdeteRiiRelTo Béta firhef 26 FifteiGpt
irf stepl 504, contsolireceeds:td stepsH30t th ahes fembddimengthetimefrom a

INIELRt Ogeyrs euery 1 seconds. - sigp, 30, the signaiye.is reatednilg
using the tag's private key. In step 532, the signature, the tag identifier,

AN thePSraft tife-gremriftdn fo HRThG erRifigh 25 bro b IR shSreen te
sedethsftdentifier broadcaseisi bicadcast. Contiokthehaétured tovstepable

502+ £he embadiment-ofifFge5 has asnwmberOfescore in a secure
facility of abandonment by a guest, to alert the authorities
of the escape of a criminal from prison or from a house for
those criminals under house arrest, etc.

In one embodiment, the tags may contain one or

.more of the following: a radioc transmitter, a radio

receiver, a memory, control software, a processor, a clock
and an audible alarm. The memory may include a RAM and a
ROM. The control software may be stored in the ROM. The
processor may be of a type that consumes less power.

The tags may contain one or more data structures
including a tag identifier, a tag identifier of a partner
tag, a private key for the tag, a public key for the partner
tag, a public key of a control authority, an alarm counter,
an enable flag and a time field. The tag identifier may be
a variable length string of up to 255 bytes and may be used
to distinguish tags from each other. The tag identifier of
the partner tag may be a variable length string of up to 255
bytes. The private and public keys may be 16 bytes. The
alarm counter may be four bytes. The enable flag may be

four bytes. The time field may be a four byte unsigned
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advantages. The signature makes it infeasible for any preregistered tag to

spoof a real tag. Replay attacks are 30 blocked by the time 55@%1 /035932
“’Sfﬂﬁ’gf’é"f(’éﬁﬁ% may be secured; the central authority may be in a secé?eaz )

ot B SNAFRE tHFY NYHE tRmMpRRrESiRARE FheddBpidhPrévemr™ such as
one-tagriamnrepttiatingneontast™yith another tag. A replacement 35

strategy may bepgged ip IevEnugampiag f'(%gﬁ:'r%&@% é%e_@iﬂ%@@patg_ng the

by broadcasting of‘spurious tag identifiers, In another embodiment, a

gIBBErRblieRrRAeRsy FAPRHYBRued 16 abffenticftiedtoRitastE Jroximity
W4 206R/045631 PAT /WSRO04AMASI3Z Anatberembodimerntepth2. In step
Ve tlo%%%“%ggﬁa%” 8@f%\ﬂf’%§}%gsere£’§te&m%ti’ﬂ%5 atagl98s. inrerrupt
OultSI ea part| ar ,range of one or more other tags. In one embo Iment,
théFafge ROE MGl Rk RAYR cei\RORINGE 15 RY 6R€ BRDOLIMERTRe 706 - 1D
predetermired time issixtrsecondsernd tagrmay belphysieakyi attachedoadcast

-Loéaas;ﬁt&i%@m%?lsg. thatymustnat leave a seqiire area. The other tag Ma¥ ferent

Into a secure, immobile location such as a_floor or Ceiling or may
bé ¥RFRADY ARSI Zed-BErsbARBE H bR 1BENTSHHRRENL, & profchPL~
enaitesand gisablesiagaso thahabjetings eandetrembvedbyority enable

a%ﬂfi”éedc% Q?%&T'}iﬁ%%dé%!e@m@ﬂbee)‘{se@t@,a'efigﬁéﬁ{#ﬁ)é;:y‘ formats of
personnel to the movement of objects out of a secure facility, to alert

erfiPfoyE8s o A tentBAPRTETES sidfe, (GFAT 8 pardiflyr + 0y enabie
dayrdarelprovidar tood child Hbat styaysiaustbitle of necestapwaredntddlgr a 82, 8b,

persan é% tk}%&g&%&%&%ﬁ@r vehigley, ortofhg dheft ptvaluable ehigels1ated in
from the home, to alert a escort in %?secure fag:lllt)ég %ba donn%ent

i a
g Gest B G hPHTRORTES 28757 i eSlape OTMEN Y & 1ayer

O% a crlmfﬁg'frorrﬁ .pI’ISOH 0!’
fremdch houseifepitheserslimisalsaydbehtuarsdt teé. ofeig endian

ergbadiment,fhe tags;may cantain ane-or: more gkthesfollewingrasadiast may be

U%Eﬂggegég?dgge tag identifier and current time fields. The
signature in the control-authority broadcast may be taken
over the current time field. The signatures may be RSA
signatures.

If the protocol identifier is a tag identifier
broadcast, control proceeds to step 708. In step 708, the
tag identifier of the tag identifier broadcast is checked to
determine if it is valid. If it is not valid, the broadcast
is ignored and control returns to step 702. If it is valid,
control proceeds to step 710. In step 710, the time in the
tag identifier broadcast is checked to determine whether it
is within one minute of the current time. If it is not,
t+hen the broadcast is ignored and control returns to step
702, If it is, then control proceeds to step 712. In step
712, the public key of a partner tag may be uged to verify
the signature in the tag-identifier broadcast. If the
signature verification in step 712 is not successful, then
the broadcast is ignored and control returns to step 702.

If the signature verification in step 712 is successful,
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. BRSNS RO TEShy S rm SRS GrEenitits

including a tag identifier, a tag identifier of a partner 30 tag, a private key

fGHBYEY, d pubREREy FI7 tFED&rner tag, a public key of a control
authority, an alBfmtéueintero apcenablelfag afid atinsfiddtEhatagd to be a

i%%}j&kﬁ%&ﬂ‘am%%\mﬁbé%m@ SHing @ 4R 0 255 Dytes ankmayile, control

CQH%WSBA%%%W‘%%EJ@@&EQ%H‘aé/tfé};?tafiﬁ!Q[‘e Of NQLe LAt SHUCKIRS 51 arm

used to distinguish tags from each other. The tag i‘_Z%ntifier of 35 th%

d
CRRREPRAFMEY bE-$Paratie lertgth SHHRY of tipto 288 bytds. The he control

rivate
amd tublic tkey s mady be 26 bythsa The islaghaoks@r rmydsd foorbytestf it is
Theanable.flag maybe fowr bytes.Thetime figldmay be @ fQuE byten the
unsigned 21 WO 2005/045631 PCT/US2004/035932 mttﬁﬁer and may,
Shn Tinie 02. it
(&HIT)cBin: 743 apdata dlewsdiagrant 200 ML8tratingthet eperalidn dilopepublic
ephpdimentof %?&%ﬁn&%@éﬁ@@m%f%@ﬂn t@haf@ﬁi\ﬁﬁ‘itﬁfﬁi ahilignature
interrupt in step 702. In step 704, the t of interrupt is determiped, If the
int8rr iscéb%gecf\ieda}ﬁimﬁf:gorﬁ%%%e‘}gce%ﬁg%? St&p706. r]? sdQS Signature
706 rthEipratoconidentifiertofahe recfatl broabieast tiB e chinfiAea sthe S
pretgeslddentiier may-be of differanis1Q typessycly as a tagddentdfiesi gnature
broadcast, a control authority broadcast (in¢ludin ontrol authati
eﬁggﬁégéﬁ alélc?oI}ltr:bﬁl aﬁ’k'[lfwe |tyq£§aﬁlg),5é%§.c§x%%§§ry f%%r%%#sgc%g%%ﬂ )
tRFReptfer hroagtas, theCcontrblagthehty’fhold RhdIneRbAEL a3 15 set
agthasie disablerareshovkdn Rigs:«8en8bt 45 apéBcTespectively. The

broadcasts may pegicapsulaiatin g ielase fpadeashpackst aldhe to be a
network-interface layer and multi-byte values may be transmitted in %ﬁﬁn :

eRBRART BrderUHROEiRY IR FRtheStal TRaFR P brottic S5 FRay BB td
ovemthedag igentiiesand cuerttime fieldsifihetep 722, the time in the

control aythority disable broadcast is checked to determine
if it is within one minute of the current time. If not,
then the broadcast is ignored and control returns to step
702. If so, control proceeds to étep 724, In step 724, the
public key of the control authority is used to verify the
signature in the control authority enable broadcast. If the
signature verification is not successful, then the broadcast
is ignored and control returns to step 702. If the

signature verification in step 724 is successful, then

. control proceeds to step 726. In step 726, the enable flag

is set to zero. Control then returns to step 702.

I1f the interrupt is determined to be a Cimex
interrupt in step 704, control proceeds to step 728. In one
embodiment, the timer interrupt occurs every six seconds.

In step 728, the enable flag is added to the alarm counter.
In step 730 the alarm counter is checked to determine if it
is greater than a limit. In one embodiment, the limit may

be 10 seconds. If the alarm counter is greater than the
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20 signature in the control-authority broadcast may be taken over the

“?gj%%}?}ﬂggggfield. The signatures may be RSA signatures. If t@%f’ﬁ%%}ﬁ}msmz
e

identifier is a tag identifier broadcast, control proceeds_to step 708; In

p |
step 768, th8°95 Ty idehiifist B the tadiBRtiflerbroaddhst kdhetRéd F*S ©29
determide ifanisabdidmlf it iCopothvatid, thesbropdoasteddgnaredtaad 702. -

control returns tg step, 202, itz valda coprobpraceedsi0-I8P /0ull 1ess than

step 710, the time in the_tag identifier broadcast is checked to determine 3
wHeth& 3t 38 is QithiCorie Minute Bf fheS&urreht tinte $hit ALt therthgceeds ko
bredttast Bignoded avwegoritiol retarrsiprsisprr02. 8f icisetieadtongdhg the

pracgeds tg:ster ¥12;dostep 1il2-the Rublickey-ofa paitperdagmay ie is
used fo verify the signature in the tag-identifier broadcast. If the 35

sighakie \%Yﬁiﬁaﬁg’r‘%intﬁgp 754 RSl A& 1h& bodchs curent
igrivtee andIoontrokret(rp§ to step 2OZNH the signatwre vedficatioh indeprifier,

712;kg sueeessiidngd WQ2085/04563LREHUSZ004{Q35932 theRt time are
contrgl proceeds tqQ ste 714.|é1ste 14, t ealagggg unter_js reset to
n

t )
zel Hthebrbtochl flenfiferis Gatermied D& ol alithorifTP 738+ Ehe
enable Brdadcadtin stépToBi g coritr& IS pRocERUs tEREpr TS, ferpreturns
716 othertirpe iy the control authority enable broadcast is checked to

determine if it isnghig%gOe .Qu}}ecogPePcyrrengti e, Ifanoitl,uth n}heOf
broadcast is ignored an co_njfro?returns to sCi}ép 70 .‘F? SO, con FOl
prévdedstagesp 7180k stkTEs Whe public 20 Key ot fivasciwor for a phony
authoritysisrtusedgtonerifpthessignatueel inthe. contrel agthafifenablel so makes
braadc t ignature verification | cce en t .

1 d bl
br?;gc%z#%g%i%i%dagéf C(%n%&% urr%{t%ogs:t%lip %O%E.I#étﬁg%é;g?urelsa =@

vefification inktdp 2¥8 RLSREESSTAE then-e5Hirst 1BYprotEedsiBst&y 2P -
720clptstep 728, thererabieflagiis stistoxinaCartiral thenretians tagtep
702, Another embodiment of the invention sounds an
alarm if a tag comes within a particular range of one or
more other tags. Each tag may maintain a sensitive tag list
of such other tags that cause its alarm to sound. In one
embodiment, the range is a mutual transmit/receive range.
One tag may be physically attached to a sensitive object
rhat must not enter a secure area. The other.tag may be
built into a secure, immobile location such as a floor or
ceiling or wmay be carried by authorized personnel. This
embodiment may include a protocol for adding tags to and
deleting tags from the sensitive tag list.

Thig émbodiment may be used to alert security
personnel to the movement. of objects such as dangerous ox
hazardous object intc a sensitive facility, to‘alert
employees to inventory that is being carried near the exit
of a store, to alert a parent or child-care provider to the
movement of a child toward a dangerous area or to designated
persons, to warn a pedestrian who is approaching a hazardous

area, to warn a motor-vehicle driver who is approaching

hazardous conditions, to alert security personnel to
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WEHEHHER0 control authority disable broadcast is checked

If the protocol io(eniifier Is determined to be a control %uthority disable

broadcast in step 706, then control proceeds to step 722. In SE%P 722, the
e o EYSAMHES932

iMEBAFHRTNG ovBmintte ehheClenPimePH TR CINERCtha breadcastised area,
ignored and control returns to step 702. If so, control proceeds to step

724. In step 724, the public key of the cantrol authority is used to veri
the 25 signatuzrlehlnct)ﬁleg cgn r&%ﬁﬁg}}ﬁy %%%Ie%ﬁggqggﬁ. I?%%t%fb%g%r%g or
VEAT€atdh islot SeedeadiSthed the Bicadeasn Mighbrsd, arfd EGRo?

retases tessiep F Odelidhe Signatureveriication restep 724ds sueenssi, ciock
tg% c&qtrgl I ds {0 step 726. In step 726, the enable flag 30 i t to
zer? Controkll%%oegn?rget&r%% o step 82% {ﬁ%ﬁxterpﬁ tis eg?%rr%ingd to e%nd =

RSB - int PRt HPBISEPA0E TBRIBF roBa¥dS R StBRTR8. orfdie ROM. The
epiasiBest: thetes IMErrHptogaurs Ruerysbnsecanss) kxsiepdi8rthe
enable flag Is afiged g e AIRIMLEQIET, 330 SIEP (R0 INAGRIM ¢ rycrures
counter is checked to détermine it it Is greater than a limit. In one

ehSOMERE tRe FRft MaP e 16 S8coriP Hie bfarkreourar isgfedies: @
thadthisc?2 3O 2008/045681 ACEASROOHMOB5932t bigiticntol fier map, and
PLoGeq(ls to Slepy 732.1n sten 732 O 1ag “ﬂéﬁ“b@agnv%%&i#%e"iength
proceeds to step 702. If the alarm counter Is determined to be less than

oF efuaPtothe Wit step 788 RRnBAUBRY oBBedS RS ststef 784 HRguish
stey#34,@sigrattire is-treated O%ing the tegtseprivaie kepllhoneeys may be 16

emhodimentythe signatiie i taken-overthg 1ag jdeptifier.of anarings ang,
the, current, time. In Step 736, the signature, the profocol identifier, the tag
i&é'}lefﬁtéﬂ’%flgﬁaﬁﬁeﬁ a&(ﬁ &%u ttimﬁéﬁetﬁ%ﬁt ‘the $4g MaP Tay be

idemitiembroseidably |3 step=136; ald ¢agidentifienbroadeastisbrazdeast.

Gandrel theniretyng to-sieR d92« The emhpdimentofdigii-bas a nuaher -
gLecentlywused order if the tag identifier map becomes full.
The time field may be a four byte unsigned integer and may
contain the current time in any form such as Greenwich Mean
Time (GMT} .

ké Fig. 9 is a data flow diagram 900 illustrating the
operation of one embodiment of a tag for a symmetric
proximity alarm. The tag waits for an interrupt in step
902. In step 904, the type of interrupt is determined. IE
the interrupt is a received interrupt, control proceeds to
step 906. In step %06, the protocol identifier of the
received broadcast is determined. The protocol identifier
may be of different types such as a tag-identifier
broadcast, a control-authority add tag broadcast, a control
authority delete tag broadcast, etc. Exenplary formats of
the tag-identifier broadcast, the control authority add tag
broadcast and the control authority delete tag broadcast are
shown in Figs. 10a, 10b, and 10c respectively. The
broadcasts may be encapsulated in a wireless broadcast
packet at the network-interface layer and multi-byte values

may be Cransmitted in big endian order. The signatures may
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control authority to disable a tag. Replay attacks are blocked by the time._,

SsthfipR Pe st at5s soundSthe HIRRT B & pARnéN& g AfotHepnt 1 Tier
erhlg@ﬂititeaas*sbf the/insenticrksounossan izﬂealamgif‘jadagmbﬁ_iesm'mhid arurrent
partichlarange Of ongor mpre other dags, Each g may M@l ity add tag

sensitive tag list of such other tags that cause its alarm to sound. In one

erMBGRARRE thEFin g istE FRRus fRhshiifreb &k e #an e 9ohaqag hhay = the
bespinsically attashed feaisehsiive ot_:}&:t Qértlsaltrﬁms_{ nm®ngeﬂa1 i; key and
secHre area,-1he athertag maybe Built intq a.3acure. immabile lacations,) -

such as a floor or ceiling or may be carried by authorized personnel. This ,
erfiisdirvent ihdiAnahte HoStotCR i 2binBAkgS fo SAddeISiTg tage® arIet
fram¢hel Sensitiei tag list 130 Ekis eimbodimeatmagdietuisedeto alemd the

secynity. personnel to-the movement of objects such as dangerous or
hazardous object into_a sensitive facility, to alert, employees to inventory,

that is being carficd ne&r HEPEKC Ot a H5TRC ot dfeft at pardnt BFcHiftEtdrel *&*
providediosthe 35omopveminpota: ehifthtoward begarg@efous areasorep 508, the
designated. persansy to,warma pedestiaowha: isApRieRRieg 8t is checked to

hazardous, area, to warn a motor-vehicle drivey who is approachin -
SR IIEUE hdition’to* Ser bebhy Pfschiet T 2% WO 2b05/04 FF9s:
PGT/US2004103593Rhviskorstwing aseenterigeortapproaciisy Rroadeast 1s

restggtodearean £ie4n ongienbadimest, the tags may £ontairr 0AG Ofs in the

mtire <|)tfth follé)rvlvsln :aradio transmltterta iadlo 5 recaver amemory,. .

controlss Wasre, a:br&éfeesso% Sélo%l?nan an 5&%%% grrﬁ'.QT ﬁse mory

m&E FRlufela RAM ahdee ROMtThe eatréidtwatd fiayBestredhn 1
the ROMeEhe pracesseninay keof Rdype that sonsiReslesaponeiute of the

Thc?\}% %zq%ayt%%léqln Ofif QI.MOLE gx%tg ,St%g%eﬁhe broadcast is ignored

and control returns to step 902. If it is, then control

in

proceeds to step 912. In step 912, the public key of the
tag identifier in the tag identifier broadcast may be used
to verify the signature in the tag-identifier broadcast. If
the signature verification in step 212 is not successful,
then the broadcast is ignored and control returns to step
902. If the signature verification in step 912 is
successful, then control proceeds to step 814. In step 514,
the alarm sounds.

If the protocel identifier is determined to be a
control authority add tag broadcast in step 906, then
control proceeds to step 216. In step 916, the target tag
identifier is checked to determine if it matches the tag
identifier of the tag receiving the broadcast. If there is
not a match, the broadcast is ignored and control returns to
step 902. If there is a wmatch, control procesds to step
918. In step %18, the time in the controel authority add tag
broadcast is checked to determine if it is within one minute

of the current time. If it is not, then the broadcast 1is
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disgtrpist tagsifropréachlothek WHerivate st piiblo keylstimay bbsigvithin
15h¢es: The tag identiienimap ceay=map esansitfvedag identfiesded 920, the
Publig ey, Ke tagrdgpifier Map pay.be. implamented by ahash tgbla gt .,

a Blnary Search trée. Entries in the tag | entifier %ap may expire in lRast~ ©
reBéAmRGsEtEorder iife tag identifienrhp bbevmeddult 20 THeafedRid I
mayibe & toHk bytecnsigret: rdagesand snays tcostrin &g ewrentileeinc he

a f8r such as Greenwich Melq Time (GMT). Fiq. 9 is a data_flow
Ot o raeh e, QML Ll A 808 000, 12

diagram
swgmeﬁ%%amﬁnmﬁmﬁ%?%é%g whitS fanibterivpt ivsepsgénl . then
Insten: 204, the dype-akinterrypidpdetepminetn fsthegneript ishie sensitive

TR R o S AR o

3GRdy Hetofiiffareft fpestiRh A RY-identie? bRBdédsraitier map.

: cmﬂzﬁumoﬂtyeadd:tﬁgmmdtastsa@pnwolz_authprity delete tag
 broadcast, etc. %éeg,‘f?@f frmats, of 1@9%22%—3%% figrbrgadeast ey to be a

control authority add tag broadcast and authority delete ta
broQBEFR aré S A I REE 204 360 DERPHSE Rlspe Bty Brel e - then
broadtasts naycdieedeapsulatedin &virelessbreadpasi?gackebat therget tag

netwarcnteriace layerand. mylt-Byte valugs; mayike rangmitiedda bighe tag
endian order. The signatures may 25 ] WO 2005/045631 )
pC D00k G522 6 ReA SHf atla e Sgrdtine i iiiiag 16 There is
identifier Brobdéast ey becakkraeier iise fapideatfierahdsurterp ltimeturns to
fieddsJ hewignature inHhe contyokauthertly adctagrbnoadeastanay bec step
ta55%9va?ﬁe§?ggtggkpegggg%gﬁk in the control authority delete
tag broadcast is checked to determine if it i1s within one
minute of the current time. If it is not, then the
broadcast is ignored and control returns to step 902. If it
is within one minute, control proceeds to step 228. In step
528, the public key of the control authority is used to
verify the signature in the control authority delete tag
broadcast. If the signature verification is not succeséfui,
then the broadcast 1s ignored and control returns to step
902. If the signature verification in step 928 is
successful, then control proceeds to step 830. In step 530,
the sensitive tag identifier in the control authority delete
tag broadcast and its public key are removed from the tag
identifier map. Control then returns toc step 2902.

If the interrupt is determined to be a timer
interrupt in step 904, conitrol proceeds to step 832. In one
embodiment, the timer interrupt occcurs evexry fifteen
seconds. In step 932, a signature is created using the
tag’s private key. In one embodiment, the signature is

taken over the tag identifier and the current time. In step
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5 sensitive tag identifier, the sensitive tag public key and the current time

field. The signature in the control- authority delete tag broadc 'P}‘?# <

Wt%l%g?i:’foﬂfkseﬁrst%e target tag identifier, the sensitive tag identi_fier'f}iéné t e{Fas 1035932
curréf tifagietd: 3R tePprotocol BISHIfIERS atBgrdertifier - broalcdsto
poxhti_e_hpnbﬁéeds toa_stéptﬂﬁ)@. d:mstesprﬁo&;ﬂm _ta_g?e_ziemﬁﬁertm_hemg:he tag
identifier broadcast s checked to determine itds inthe tags liskgheirier
sensitive tags. If it IS not in the list of sensitive tags, the broadcast is 15

igoTed Andtontrdl REARIE Step BB2F R1s iR At opEERsifivk BlpEP 02
- 5 control proceedsTtoesteplSddikrerste w81 F ithe titnehinthe tagudesntifiert
breadeast is;checkeglo deferming whefhgrduis within o0 Minyle ¢idbe, phony

current time.If it is not, then the broadcast is ignored 20 and control

g
retA b st8F 982911 it9s SRR Tohtrbf prodedds to Stp MR SHFof S0 makes
the publitfleeysofthe thgridentifiertiy theotagridéntifier brodidast magdé ox delete
usgd ctoverify. the;signature, inthetag-idantifigehraadeaste Iy theeSigRalfe.  Tags
verificatjon in step 912 js not successful, 25 then the broadcas;ls ignore .
10, bt Fitiis 56 skib 0%~ AR Sighat rE WeARCAtor R ShF BER i Pt
suveessfathehidontrobproteedsad spOIAdt step 12, rleciarn

sounds. If the pratecokidentifigns detarmined-to-be Ba30 seaHol LR ed with
add tgggéoadcast in st%%906, then contrc% prcr)?%?ci)e S to step 9 g In ste

91715{,a eta?g(:eef trlfgC> iGEnitfier is ENSCKed't6 dete & Fitihdtchesthe Faope of the
id@iRieE Bl thentag Péceing thabkoddcast: #ihére ishasEa sl tnents . One
15 breadcastis i?ﬂor@ﬂ@rwx@nﬁﬁg} retuns te=35Step 2. Yiheteds @ preferred
m rol proc o step .9 In.step 91 time in the_control . ..
au%ﬁ%ﬁ?ﬁ 1ilaegS b‘?(?g(?c%'st ﬁ}s@gﬁe%c%é 6 %%t’err%?ri&lzf ifﬁji?vlv%t in'“%lr{i?‘e %lrlt ?f
miRfie BFfeSdtirehRYifi: ki NCFRNIFEBRoddtadeisizea by the claims
set forth below.
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WO 2005/045631 PCTIUS2004/035932 ignored and control returns to
step 902. If it is within one minute, control proceeds to step 920. In step
920, the public key of the control authority is used to verify the signature
in the control authority add tag broadcast. If 5 the signature verification is
net sygcessful, then the broadcast is ignored and control returns to step
902. If the signature verification in step 920 is successful, then control
proceeds to step 922. In step 922, the sensitive tag identifier in the

control ayithasity add tag Broadeast- 13 and its-public key are stored inthe ror
tag identifier map., Control then returns to step 902. If the protocol

Terftifiel s deteringd To D@ tontroFauthority delete tag broadcast in

step:=906; therrconyrgkproseeds ta stepyd24: In-stepH24, the target tag 18-+ s,
identifier 5:7 checked to determine if it matches the tag identifier of the ta

receiving tAé BroadB&st Afthertfis Tt & nT4BR the tdadcaetignorted tware

and eontrol setupistoe stepro02dkthere issa maich,«contiot proceeds teontrol
step 926. In step %%6 th ti?e in.the control authoritlgr/1 delete 20 ta

broadCast'ié thécked o deteriiing ifitis witiin QR&™ Minute of the” gﬁﬁéﬁte and
time tf #nsmaot, theéatthe broadcdsthis ignered and contral retams tostepbject

902. If it_is within.one. minute, control proceeds to step 928, In step 928,
the p%%ﬁg ?(é)a} %?%ewéb%ro %ﬁth%ﬁtyil%éllj%gd o' §5$%ﬁfyt égsig%%fr%tlﬁ on of
the controkauthestytdelete tagobroadcast: Ifithelsignature verification is

nat JUG ?Sﬁqul;ethé&ﬁg%ﬁé adcast g ignored,and contol relums to.step ¢
902. If the signature veérification in step 51 81s sugcess ul, then control
proceedsitastep 9300 ¢h step 930, 30 the sensitive tag identifier in the

cantroj authority delete tag hroadeast and,its public key are. Eeﬁ%\éecwgmsaid

the tag identifier map. Control then returns to step 902. If the interrupt |
detefriifade beta imerlAtdrupt iflsteprad ebitfolagroceedsitorstep /
w932=Hone 35 embodiment, the timer interrupt occurs every fifteen

the processor i1s operative tec process data pertaining to
the operation of the at least one tag and to program the
at least one tag to recelive data from other said tags;
and

at least one of said components fransmits at least one
guery to receive at least a portion of said data about

salid object assoclated with said at least one tag.

A system for storing, retrieving, and managing data for one
or more objects as in claim 1 wherein said data for said
assoclated obiject comprises one or more members of the set
consisting of: the identity of people that came into
contact with said associated object, at least one
measurement of at least one environmental conditien to
which said associlated object was exposed, the academic
performance of saild object, the athletic performance of
said obkject, at least one measurement of the medical

condition of said object, authentication data for said
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seconds. In step 932, a.signature is created using the tag's private key. In
one embodiment, the signature is taken over the tag identifier and the
current time. In step 27 WO 2005/045631 PCT/US2004/035932 934, the
signature, the protocol identifier, the tag identifier, and the current time

oBrewriften ta-thedagidentifier broadcast 1n; step-236; thetag iIdenlifigr v ament
broadcast is broadcast. Control then returns to step 902. 5 The
© Embbaiment6Eig. 9 has a number of advantages. The signature makes
it infeasible for a phony sensitive tag to spoof a real tag. The signature
also makes it infeasible for a phony control authority to add or delete a
tag. Repldy &ftatks aré bIoEKed By the'tiné SEafip.SFags 18 nfegf e iiagle data
ftabe resistantiio tampering:tos lessen their1 wulnerabilipetephysicak ¢ one or
mdestruction or removal. While the above invention has been described
With fetefenca'to teraiir] 5?9?&’?% embodiments, the scope of the
peesehtinventioreis det bimited tortheserembodiments: :One 15 skilletriin said

the art find variations of these preferred embodiments which,
nevert %I?‘ges??atll v?/lr%ﬁinptﬁg s%ﬁﬁ?oﬁﬁe%?gsae%%%/e%%% {R6Se scope is
defined by the claims set forth below. 28 Claims: 1. A system for storing,

r%tfiexing Qger;gal%% ing data for oneqcrmore.ob ects comprising: one or
more taggassociate% with the one oﬁemg%eegﬁjgéts?% Ie%s{%ﬁeg%?theata For
Crays eamprising contipt sbftwaees anidia proedssor bpewvdtivectorexesafel data

e.control software, the at leastone tag gperative to receive and
SI?r%ansmit data, the da?a pertaining to %1 ) th%%oebjéjcrt é%%%%ia%eodn \%ffﬁ?ﬁg At from
Widast oRe tdg A(2) bperdtiontsf thedatleastorestageorés) doth; one or

more components communicating with at least one of said tags; and

5. A system for storing, retrieving and managing data for
one or more objects as in claim 1 wherein said data
specifies one or more data types that said at least one tag

ig authorized to receive.

6. A system for storing, retrieving, and managing data
for cne c¢r more objects as in claim 1 wherein said one or
more components comprises one or more members of the set
consisting of a client computer, a database, a server

computer, an input utility, and a sensor.

7. A system for storing, retrieving and managing data for
one or more objects as in claim 1 wherein said one or more
tags are micro-devices that transmit and receive radio-

freguency signals.

8. A method for storing, retrieving and managing data for
one or more objects comprising:
associating one or more tags with the one or more

objects;
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at least one communication network for facilitating said communicating
among said components and said tags; wherein: the processor is

operative to process data pertaining to the operation of the at least one
tag and to program the at least one tag to receive data from other said

tagsinand atleastone eh.said caraparents rangmits, atjeast ones qURIYdQes or
receive at least a portion of said data about said object associated with
said af'f&ast ORBRAG L % System for storing, retrieving, and managing

datarfen one= er more; objects-as inglain1 wherein said datgforssaid ancther
associated object comprises one or more members of the set consisting

of: the“idefifity of f&bple that came into contact with said associated

object; iat least omet mensdrementrof at fleast-pae epvirenmentakeandition ez st
to which said assaciated obéect was exposed, the academic performance

of said 0Bjett, tié 5é1lé7tf)cm|§)er?o(?’ﬂ1%%cé Ig Osa‘i’otogigf?t,s at BRS¢ §He Said tags
measutementrof #ie medicab coadition of saigl abjectrautheritication datas +ag
for said, 29.object, the price history of said object, and the movement of |

said oﬁ?e%?fi%%y%stgrrg of gtoﬁ%éu?%trfgeb/?ng%%ﬁg %Tan%‘iantg data foF Bhe ¢
or more.bbjegtsias in-clama 2 whereintsajd one or more components

cgglgﬂigsg t.Ig st elqla ase for receiving said datg from.said _at least
one tag an%%ér %aﬁlggina és%atjl%d daat:fl).cilr.‘?A\;Lg)l/’lsteorrfl fosrasjf?rinjg%é)t%%ai%boarﬁddata
manadingdatsfot orie of ¢rere objeetstasdn clainel whersirs saideataf said

speciiesAlragtana of said opgof M0t comRAents. figm, whiel said al,,
least one tag may recelive data. 5. A system for storing, retrieving and
midifaig QANor oreTorsmbee ebjectsastin elmdfwherein saidatants at
fpfggge%%e enLmoke; data types that said at least one tag js.autorzed . ;4
o] ive.

information data about said object associated with

said at least one tag.

9. A method for storing, retrieving, and managing data
for one or more objects as in claim 8 wherein said
information data for said asscciated object comprises one
or more members of the set consisting of: the identity of
people that came into contact with said asscciated object,
at least one measurement of at least one environmental
condition to which said associated cobject was exposed, the
academic performance of said object, tha thletic
performance of saild cbject, at least one measurement of the
medical condition of said object, authentication data for
sald object, the price history of said object, and the

movement of sald object.

10. A method for storing, retrieving, and managing data
for one or more okjects as in claim 8 further comprising:
receiving said information data from said at least one

tag; and
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6. A system for storing, retrieving, and managing data for one or more
objects as in claim 1 wherein said one or more components comprises
one or more members of the set consisting of a client computer, a
database, a server computer, an input utility, and a sensor. 7. A system

forstering: settieving; ard, managing data for one or more objects as in
claim 1 wherein said one or more tags are micro-devices that transmit

and receive radio- frequency signals. 8. A method for storing, retrieving
and mapagieg data fet one er moke; pbjeets comprising=assosiating oNe data
=or more tagqs with the one or more objects; 30 communicating with at .
BasPife 6Fsdlf TaysHrori oné ot Smofe CormpBhénts MoRsminiEatiy WA trol
dat leastene of said tagsifeerm anether of saightags;Teceivingsostreldaianent s
and infgr.md%[tion dgta f{orf at least one of said components into at least
from sald ar.

Aid tags \Whérein §4idinfoMati6y dafais i aadifonds dtag

one of sal
identifier and is about the object that is associated with said at least one

tag; trapsmitting at least a portion of said information data from said at

least one tag o gltctI Iea%s%%nes%%é‘lﬂgéorhr[ﬁegtn%ﬁ o i SecordandS Wi safg data
f control €late; andtransmitting froassaid atleastioe ehsaid componéntsatt-rol

t Qne tQ receive at least a partion of said information data about
d%;egi% o%%e%%ﬁa%rggcgatg with said" gteie;)q{s %ﬁe %a%ﬁj 9" ATfor}féat}’ﬁO(ig ?ojf%sto?iggl,ie%t
oygtrievingland nidnagingedataofor emeioratiore objects as in claim 8

wherein said information data for said associated object comprises one

or more members of the set consisting of: the identity of people that came

inté confactwithsdidfassosittadiolject - at lvast bne measturementofay data
rlgastone gRvitgNmMeNtal oot s as in claim 8 wherein sazid one or

more components comprises one or more members of the set
consisting of a client computer, a database, a server

computer, an input utility, and a sensor.

14, A method for managing one or more children
comprising:

assoclating one or more tags with the one or more
children;

transmitting control data to said one or more tags;

sensing information data by said one or more tags' in
accordance with said control data, sald information
data comprising one or more of at least one
measurement of at least one environmental condition
to which the cne or more children were exposed or at
least one measurement of the medical condition of
the one or more children;

storing said sensed information data in said cne or more

tags; and
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condition to which said associated object was exposed, the academic
performance of said object, the athletic performance of said object, at
least one measurement of the medical condition of said object,
authentication data for said object, the price history of said object, and the

movemani of sald object L0 A methgd forstoring, Leigving.-antha+ s on data
managing data for one or more objects as in claim 8 further comprising:
receiving $3itl iffrHHatiBitdata frefrsaid-acidastioné Aagrda@se with said
managing-said dnformation data. 11. A method for storing, retrieving and
managing data for one or more objects as in claim 8 wherein said control

data specifies at least one of said one or more components from which

saigl.at leastene tag nMay-regeive data; 12.-A methog forStodRg, retdevings s
Ci\chI man ging data for one or more objects as in claim 8 wherein said

control “datd Spédifids Sie-6r fidre-data tyfesthatéid ateastibne-BRfis one
oéiuthelized-tosreceived: A8. Agyethodder stering, retdevingranddmanaging tac

data_for ane or more objects as in claim 8 wherein said one or more
may recelve dala. P

cgmponents comprises one or more members of the set consisting of a

client computer, a database, a server computer, an input utility, and a

s%sor.}ém.nﬁe{l?%godffg%m%g% ing one 8&@or§rchildren co%]{;ﬂ%%: _
assdciating one or more tags withi the-one of more Chifdrent ting®® o
c gantrol datato sail oneserimoredags;osensingzinformatidn data bysaidr more

o 40g oMol tagy I ageprdange wifl sald cqnitol datg, seld MMM oo <o
data comprising one or more of at least'one measurement of at [e4st OA&
Lefgirdfrnental condition to which the one or more children were exposed

or at least one measurement of the medical condition of

17. A method for managing inventory including one or
more objects comprising:
associating one or more tags with the one or more
cbjects, the one or more tags comprising a
processor, the one or more tags operative to receive
control data and information data, the processor
operative to process the control data to program the
one ©or more tags 1in accordance with the control
data, the one or more tags coperative to transmit the
information data or portions thereof in accordance
with the control data;
transmitting control data and information data to said
one or more tags;
recelving said information data into said one or more
tags, sald information data comprising one or more
of the following: a location of the one or more
objects, a time at which the one or more obiects was
at the location, the identity of people that took or
released possession of the one or more objects, the

identity of people that came into contact with the
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the one or more children; storing said sensed information data in said one

or more tags; and 32 transmitting at least a portion of said information

data from said one or more tags in accordance with said control data. 15.

A method for managing one or more children as in claim 14 wherein said
control data specifies-at lsastones of said pag of mare tags.fromanhieh of at
said at least one tag may receive data. 16. A method for managing one or
more childfeitasii®cl&m’ 14 WHErEh Bhid ChtroF d&i sE@ciﬁHEr?r%é grihe one
more data types that saisk-at leastcone:tag isaythgrized hfeegiverly. dne or
method for managing inventory including one or. mare objects comprising:
associaliig Bne Br-more‘tags With tHe%oné br nibte “ObjetfsS théBRe ofr  More
more tagd gempsiSinga proeesses; tiergne Of more tags opefative o cne or
receive _control data and inforrgation data, the&rog}e,ssor 0 erative to
process the control data to prograrh thé "sneor mibté thgsift accBtdarite ™ore
with theddoitrot data,dhéelonedommereitags operative to transmit the
information data_or portions thereof in accordance with the control data;
t?gr?scr%i%tlgnlgngor?%%i%act:g %aqgfoﬁﬁ‘gtﬁon%tf to Said mong%? more a%%;ét one
receivingssaidtinformatien datadatovsaid orfie onatorentags,tsaidc rom ancther
informatg%r&datgfg%&s@g %gcgrﬁ%:cg 9@?8 J%Iéotvgigg: adlgggtiogoof g%lee or
one or more  objects, a time at which the one or more objects was at the
locationpthesidentity 6fpebple thatoteokier, released posséssion bftheertain

one or @gﬁgbjgcftst% identity of %%oﬂg that eame into contact with the
33

transmitting at least a portion of said information data
from said at least one tag in accerdance with said

control data.

18. A method for managing inventory including one or more

objects as in claim 17 further comprising receiving control

data specifying at least one of the one or more tags from

which said one or more tags may receive data.

19, A method for managing inventory including one or more

objects as in claim 17 further comprising receiving control

data specifying one or more types of data that said one or

more tags 1s authorized to receive,

20. A method for managing inventcory including one or more

objects as in claim 17 further comprising:

receiving said information data from sald at least one
tag; and

managing said information data.

21. A method for managing inventory including one or more

objects as in claim 17 wherein said transmitting control
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one or more objects, at least one measurement of at least one
environmental condition to which the one or more objects were exposed,
a weight of the one or more objects, a time at which the one or more
objects had the weight, dimensions of the one or more objects, and a

datime atwhich.the eRgor sorey objects bad the dimensions; prqcessing the, o
control data to program the at least one tag to either receive information
CORRERTTOM Smothiet Gag FATPSFecitRAfofhatiorPd8ta $6 oMe6E nitrabers

ofof saidl cemponesits; 0§ acegpt OBly gertain dypes obfansitted datasgnd. | -
transmitting at least a portion of said information data from said at least

SCONE tag T &CtoTdancd With BHid Contrdlfdata2ls! & migthsdfor managing
inventory including one or more objects as in claim 17 further comprising
cor%t}rl%l dqfta speC|fy|n%$t least one of the one or more tags from

receiving '
W %h s%aig%ne OF more tHaS MY YeceNE Hats 40, Kot ér one or more
obpanagirgsinventony:iheluling ane o marer@kjestsas:in claim 17 further

mprising receiving control data specifying one or.more types of data

£ %%Igjé?dggﬁleq or%%n%%le tsé\%“écl&s aautthi‘rlezcé%lf%o %@c%iv@:f 20° A fhethigdorents  at
maraging imentgne including oaewrmore tobjectssas in clabmpdidurther said
c ising;.teceiving. said. information data from said at least one tag; _
a%??nggr%%%%gogai in grm%%i%%%aff 32% Rab rﬁgtﬁgd 1‘aosrS?r?acr:l[“aagtiﬁ3 in"\v}glj"if?)ryS aid
including: e @réndrevebjects as in claim 17 wherein said transmitting
control 34 data and information data is performed by one or more
components, said components comprising one or more members of the

set éonshstingvsfieslientccompetery datbasey ansemver computer, am input  or

mo WHItY-3nd.a senspr, 22 Afpethod for managing inventory including one or
more

one or more tags assocliated with the one or more obiects,
at least one of the tags comprising a processor, the
one or more tags operative to receive and transmit
data, the data pertaining to (1) the object assocciated
with the at least one tag, (2) operation of the at
least one tag, or {3} both: and

one or more components transmitting data to said one or
more tags; wherein:

said data comprises one or more of <the following: a
leccation of the one or more objects, a time at which
the one or more objects was at the location, the
identity of people that took or released possession of
the one or more objects, the identity of people that
came into contact with the one or more objects, at
least one measurement of at least one environmental
condition to which the one or more objects were
exposed, a welght of the one or more cobjects, a time
at which the one or more cobiects had the weight,
dimensions of the cne or more objects, and a time at

which the one or more objects had the dimensions; and
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objects as in claim 21 further comprising: transmitting from said at least
one of said components at least one query to receive at least a portion of
said information data about said object associated with said at least one
tag. 23. A system for managing inventory including one or more objects

compriging-ene ok moke tags.associatedywith theone orware abjectsnaty +o
least one of the tags comprising a processor, the one or more tags

operafive toTeeERe Y tinsifite déth, thetfiita pérkaiting té-pL) Bseoram the

objectassoeiated with thesat least onerag, (2:-eperationsghthe at dgast otner
one taﬁé% (?% both: and one or more components transmitting data to
r

said o o (RS FwiIst et SARFuats E6mpirfseSbhe BF mBRI6f tRE said

followingractoeatien of the-one o¢ tagre objeetsa time=atawhigh theone:  of
or moEergklpljects was, a;[%gtf 'Location, the identity of people that took or
of t

released possnsl:éggl%n @ 'one or more objects, the identity of people

that came into contact with the one or more objects, at least one

nbeéa:suge_ngegttcgmat %%q:stIggeéﬂeni/gonmgntarllt%opditi{)rrll t? W i_ch the one or

moré objects were exposed. swerght of the-one or-More objedts” Aintd More
oatiwhich the ohe orlmadre dlijects dimdithe sveightdsimensiens of the ane least

ofEmBte ahjgcts, and autime.al. which Ine.gne, or,more oblestahad e - ore
imensions: and 35 the processor is opérative to process data pertaining
L&w shaoperationiofehelat keastOse tey tbgprogranmthet ayleastone tageth with

a Sfinerreceive dalg friom.angther tag, rapsgimit spedified data to one or

more of said components, or accept only certain types of transmitted
data. 24. A system for managing inventory including one or more objects

a§$nCﬁn@fgﬁgﬁe@%ksﬁgﬁgﬁ%ﬁﬁeqm%éﬁgg?y:including one or more
objects as in claim 23 wherein said data instructs said one
or more tags to perlodically transmit certain data to a

particular component.

2. A system for managing inventory including one or more
objects as in claim 23 wherein said components comprise one
or more members of the set consisting of a client computer,
a database, a server computer, an input utility, and a

3ensor.

27. A system for managing inventory including one or more
obiects as in claim 23 wherein said data comprises at least
one guery to receive other data about said object

associated with said at least one tag.

28. A system for storing, retrieving and managing data
for one or more objects as in claim 1 wherein the data

comprises information data, control data, or both.

29. A system for storing, retrieving and managing data
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one of the one or more tags from which said one or more tags may

receive data, the at least one tag associated with a person having access

to the inventory. 25. A system for managing inventory including one or

more objects as in claim 23 wherein said data instructs said one or more
£ tagsdaperedigalheiransmiteertaindata to-azpartiqulancompenent.26: An - o1
< s%stem for managing inventory including one or more objects as in claim

WiRerBintsaid EaMmporiétits Eompiide’one®dF mofd members 6F the et event

weensisting eha<liert cornputer, aa glatabase, a server computer, an input
utility, and a sensor. 27. A system for managing inventory including one
or more objects as in claim 23 wherein said data comprises at least one
query te.receivesathef datasahout sgid object iassoaigted:withnsaithatileastdata

=gne 1ad. 28, A systemfor storing. retrieving and managing data fqroneor,
more 0 jeci% as in‘claim- Wherein the data comprises ifformation dats;
s cohtreldatarardhaths2% Hesystem fersstorng: retegving andananagingiata to
oF %ar 3@af§g one or more objects as in claim 1 wherein the control
software programs the at least one tag to record an event when in range
of other tags. 30. A system for storing, retrieving and managing data for

one or more Akiegts as in claim 1 wherejn the; conirol software programs
the at Ieasibegne tag to transmit dataélo (])%ler tlags. 3%. A systen%H?ogr%qu% deta
fstoringeretrievigrandomanaging datal for ohe o more'bbjeeisiasineclaipntrol
sdherein the contigl software programsithe atJeastane tag to accept. ),

only certain types of information data from other tags and components.
CBPLAISystéMHEFstatihg, rétheviRg ahdrmafading datarfor onessr mepels  and
cObjects.as in claim 1 wherein the processor is operative to modify the

control software in accordance

32. A system for storing, retrieving and managing data
for one or more objects as in c¢laim 1 wherein the processor
is operative to modify the control software in accordance

with received control data.

33. A system for storing, retrieving and managing data
for one or more objects as in claim 1 wherein at least one
of the one or more objects is a person, real property, or

personal property.

34. A method for storing, retrieving and managing data
for one or more objects as in claim 8 wherein said
communicating with at least one of said tags from one other
cof said tags is controlled by software stored in a memory

and executed by a processcr of one of said tags.

35. A method for storing, retrieving and managing data

fer one or more objects as in claim 8 wherein said
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with received control data. 33. A system for storing, retrieving and
managing data for one or more objects as in claim | wherein at least one
of the one or more objects is a person, real property, or personal
property. 34. A method for storing, retrieving and managing data for one
a8EmOre ebjests-asinGlaim; 8avhereinisaid cammunigating with atleast ne one
one of said tags from one other of said tags is controlled by software
C&toFEd fh & mthidR and executed by a processor of one of said tags. 35.
A method for storing, retrieving and managing data for one or more
on cts as in claim 8 wherein said 37 associating comprises attaching {
oné or Mor8aGS to thé oneé 'drméie objetts. 36" Almethbd fof dtstmgna data
frefrieving anskmanaging datactor oneser more objegtsnas iniClaidAein  said
wherein said associating comprises attaching one or more tags to
“Eiothing word by 178" BRe BF foré bﬁﬁ(ﬁﬁéﬁ%?. A5steifor Hidh&ging29s o
cinventory including pnetor more objects-as halaimr23 wherein the data
comprises information data, control data, or both. 38

37. A system for managing inventory including one or more
objects as in claim 23 wherein the data comprises

information data, control data, or both.

38



