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METHOD FOR PROTECTING A PROGRAMMABLE CRYPTOGRAPHY
CIRCUIT, AND CIRCUIT PROTECTED BY SAID METHOD

The present invention relates to a method for protecting a programmable
cryptography circuit. It also relates to a circuit protected by such a method. It
applies notably for protecting this type of circuit against differential power
analysis attacks.

The objective of cryptography is notably to protect:
- either the secret of the information by means of the encryption and its
dual operation: namely decryption;
- or only its integrity, by the signature and signature verification

operations.

Cryptography uses reliable mathematical methods in the sense that, in the
current state of public knowledge, there are no attack methods that are more
rapid than exhaustive attack corresponding to testing all possible keys.

in general, the encryption methods involve complex calculations necessary
for system security. This complexity does not pose particular problems for
computers, but it does constitute a drawback in the case of devices used by
the general public not having a high computing power, in general devices
controlled by low-cost microprocessors. The consequences may therefore be
of several orders, thus for example a bank card would take several minutes
o sign a transaction or a digital pay television decoder would be unabie to

follow the data rate involved. .

To alleviate this type of problem without increasing the cost of systems, it is
usual to add an aid to the central processing unit controlling the device, in
general in the form of a cryptography-dedicated coprocessor.

However, whether it is implemented by the central processing unit or by a
specialized coprocessor, the cryptography algorithm is in all cases
implemented by a physical eiectronic device. However, electronic devices
have inevitable impetfections due to the inherent properties of the laws of

electricity.
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Thus, cryptographic systems reliable from a mathematical standpoint may be
attacked by exploiting the imperfections of the physical systems
implementing the algorithm:

- the duration of the caiculations may depend on the values of the data,
in particutar on time-optimized software systems, which may give rise
to timing attacks enabling, in certain cases, all of the secret keys to be
discovered on the basis of simple execution time measurements;

- the instantaneous power consumption may also depend on the data
and may give rise to series of attacks such as:

- SPA (simpie power analysis) that attempts to differentiate the
operations executed by a central processing unit on the basis
of a measurement of its power consumption, measured
during a cryptographic operation;

- DPA (differential power analysis) that uses statistical
operations on many power consumption measurements,
carried out during cryptography operations on random
messages and with a constant key to validate or invalidate a
hypothesis made on a limited portion of the key;

- template attacks which:

- in a first phase, use a device identical to the attacked
device, except that this identical device contains no
secret, to construct power models indexed by the value
of a limited portion of the key; and

- in a second phase, use a few measurements of the
power consumed by the attacked device to determine
the model to which the measured power levels are
closest and thus determine the value of this sub-key;

- any electric current flowing in a conductor generates an
electromagnetic field, the measurement of which may give rise to
attacks identical in their principle to attacks based on power
consumption, notably by DPA; and

- finally, attacks disturb the operation of the systems so as to exploit the
false results in order to discover the secrets of the system.
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Any imperfection of a physical device implementing a cryptography aigorithm
and capable of feaking information relating to the secrets stored in the
memeory of the device is referred to as a "cached channel".

Reconfigurable circuits of the FPGA (Field Programmabie Gate Array) type
are very widely used in applications requiring cryptography. There are at
least two reasons why. Firstly, cryptography standards change rapidly,
certain algorithms with vulnerabilities are replaced with others that correct the
deficiencies. In addition, cryptography parameters, such as key size, are also
variable, Flexibility is therefore necessary, but without compromising
performance. Indeed, cryptography algorithms protect because their
calculations are complex. FPGAs meet this requirement for flexibility and
power perfectly. Secondly, certain cryptography applications are broadcast in
small volumes. This is notably the case, for example, of systems on board
satellites. The FPGA solution is thus more efficient than, for example,
dedicated implementation of the ASIC type. However, like all crypiography
circuits, FPGAs equipped with cryptography functions are vulnerable to
attack, notably by cached channels.
A known countermeasure solution for countering attacks, notably by power
consumption measurement, uses differential logic, more particularly
duplication of logic networks. Thus, each logic gate is duplicated, as dual
physical gates operating in complementary logic in such a way that at any
moment a dual port is consuming, making the power consumption
independent of the data and therefore unusable, notably for a DPA. To
ensure a constant number of transitions at each calculation, and therefore a
constant power consumption, the differential logic requires two working
phases:

- a precharge phase to put the variables in a known state; and

- an evaluation phase in which the calculation is carried out with a

constant number of transitions.

The complexity of a cryptography circuit is thus more than doubled owing to
the use of differential logic and dual-rail connections necessary for ifs

implementation.
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Aithough certain FPGAs integrate counter-pirating protection means into their
configuration, none has been designed to withstand attacks on their
implementation. The protection means therefore involve solutions at the RTL
(Register Transfer Level), notably such as the WDDL logic proposed in the
document by K. Tiri and . Verbauwhede "A logic Level Design Methodology
for a Secure DPA Resistant ASIC or FPGA Implementation” in Proceedings
of DATE'04, pages 246-251, February 2004 or else the MDPL logic proposed
in the document by T.Popp and S.Mangard "Masked Dual Rail Pre-Charge
Logic : DPA Resistance without routing Constraints”" in LNCS, published in
Proceedings of CHES'05, volume 3658 of LNCS, pages 172-188, Springer,
September 2005. These solutions are insufficient as they present logic and
technological biases that can be exploited by an attacker.

in all the types of differential logic proposed, despite an apparent power
consumption balance, second-order phenomena reveal imbalances and thus
information leaks. The most important phenomena are notably the
anticipated evaluation and the technological differences in differential

networks,

One object of the invention is notably to enable these phenomena to be
circumvented and tc make it significantly more difficult for attacks by power
consumption measurements, in particular on cryptography circuits in FPGA

technology.

For this purpose, one subject of the invention is a method for protecting a
programmable cryptography circuit, said method using gates themselves
composed of memory-based ceils defining the logic function of each cell, the
circuit being configured so as to integrate a differential network capable of
making calculations on binary variables composed of pairs of signals, the
differential network comprising a first network of cells implementing logic
functions on the first component of the pairs and a second network of dual
cells operating in complementary logic on the second component of the pairs.
The calculation comprises two phases: a precharge phase, in which the two
signals of all the variables are put into a known identical state (for example
0}, an evaluation phase, in which the actual calcutation is made by the cells,
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in which case a single signal out of the two representing each variable is
active, and a synchronization phase befcre each precharge and evaluation

phase.

For example, the variable synchronization phase is carried out in a group of
variables and is inserted before the evaluation phase in each cell capable of
receiving several signals conveying input variables, the synchronization
being carried out on the most delayed signal.

The variable synchronization phase may also be carried out in a group of
variables and be inserted before the precharge phase in each calculation cell
capable of receiving several signals conveying input variables, the
synchronization being carried out on the most delayed signal.

The synchronization phase is for example carried out, for each cell of the
differential network, by a rendezvous mechanism using uhanimity cells, the
inputs of which are common to the inputs of said cell of the differential
network and the output of which controls the operation of said cell, the
rendezvous taking place when there is unanimity of values on the inputs of
the unanimity cells, the outputs of the gate changing only when the
rendezvous is reached after the synchronization.

To make the method easier to understand, all the pairs of signals
{corresponding to noncomplemented and complemented variables) will be
considered to be in the (0,0) state during the precharge phase. This
reasoning also applies to the (1,1) state.

The unanimity celis are of two types: a unanimity-to-1 U; cell and a
unanimity-to-0 Ug cell, having the common inputs and enabling the evaluation
phase and the precharge phase respectively:

- the unanimity-to-1 U, cell generates a signal enabling the evaluation as
soon as all the input variables have left the precharge state. This condition
amounts to stating that all the pairs of input signals have switched from the
precharge state (0,0} to either the (0, 1) state or the (1,0) state; and
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- the unanimity-to-0 Uy celi generates a signal enabling the precharge as
soon as all the input variables have left the evaluation state. This condition
amounts to stating that all the pairs of input signals have switched from the
(0,1) or (1,0} evaluation state to the precharge state (0, 0).

The calculation cells are "frozen" (or stored in memory) as long as the
unanimity-to-1 or the unanimity-to-0 is inactive. This is provided by the
rendezvous memory functions.

In one particular embodiment, a gate receives a global signal PRE for
resetting the input variables to zero before the precharge phase. This signal
is commaon to all the gates and is ahead of the other signals. The precharge
provided by PRE makes it possible to eliminate both the unanimity U celt
and the necessary memorization at the rendezvous

The synchronization phase uses, for example:

- a Uy unanimity cell that generates a signal enabling the evaluation as soon
as all the input variables have left the precharge state; and

~ & gate combining the output of the U4 cell with the reset-io-zero signal PRE,
the combined synchronization signal {//PRE enabling, depending on its
binary value, the precharge phase (I//PRE =0) or the evaluation phase
(IJ/PRE =1).

The subject of the invention is also a circuit protected according to the
method described above. The programmable circuit, for example a
programmable cryptography circuit, comprises gates themselves composed
of memory-based cells defining the logic function of each cell, said circuit
integrating a differential network capable of making calculations on binary
variables composed of pairs of signals, the differential network comprising a
first network of cells implementing logic functions on the first component of
the pairs and a second network of dual cells operating in complementary
logic on the second component of the pairs. A calculation step comprises a
precharge phase, in which the variables are put into a known state at the
input of the cells, an evaluation phase, in which a calculation is made by the
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cells, and a synchronization phase before each precharge and evaluation

phase.

In one particular embodiment, since a cell of the differential network
comprises the memory defining its logic function associated with a tree of
multipiexers, the inputs of the multiplexers of the first column of the tree
receiving the values of the memory, and the output of the last multiplexer
forming the output of the cell, the combined synchronization signal U//PRE
controls the multiplexers of the first column, the muitiplexers of the other
columns being controlled by the input signals of the cell.

For example, the pairs of signals of the input variables are associated with
the same column of multiplexers in their respective cell.

The circuit comprises for example at least one protected gate, four cells of 2n
inputs being used to generate a protected gate of 2n-1 inputs, two cells being
used to produce the unanimity U, and two cells for the differential network.

The circuit comprises, for example, at least one protected gate, eight cells of
2n inputs being used to generate a protected gate of 2n inputs, four cells
being used to produce the unanimities U, and Up two cells being used for the
differential network and two cells being used for the rendezvous for “freezing”
the outputs of the gate, the fogic functions used having to respect the

increasing property.

In one embodiment, the circuit may comprise at least one protected cell, two
cells of 2n inputs being used to generate a protected gate of n inputs, the two
cells being used to produce the differential network integrating the unanimity,
the logic functions used having to respect the increasing property.

Other features and advantages of the invention will become apparent from
the following description, in conjunction with the appended drawings which

show:
- figure 1, an AND gate in differential logic;
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figure 2, a representation of the phases of a calculation step in
differential logic in a programmable circuit, for example of the FPGA
type;

figure 3, an example of anticipated evaluation in differential logic;
figure 4, an illustration of synchronization phases inserted between the
precharge phase and the evaluation phase in a calculation step within
a BCDL (Balanced Cell-Based Differential Logic) circuit according to
the invention;

figure 5, an illustration of the path differences within a differential
network in order to reach a calculation cell;

figure 6, the operating principle of a BCDL gate for synchronizing the
variables at the input followed by the calculation in the differential
network;

figure 7, an illustration of the simplified calculation phases in a BCDL
gate according to the invention;

figure 8, the operating principle of a BCDL gate for implementing the
aforementioned simplified calculation phases using a global signal;
figure 9, a representation of the timing diagrams for the signals
invoived in the aforementioned calculation phases;

figure 10, a representation of the architecture of a calculation cell in a
programmable network, notably of the FPGA type;

figures 11a, 11b, 11c and 11d, an illustration of the power balances
within a circuit according to the invention;

figure 12, a representation of the structure of a BCDL gate;

figure 13, an exempilary embodiment of the unanimity function in an
FPGA cell:

figure 14, an exemplary embodiment of a BCDL gate, not having a
global precharge input, making it possible to accept a large number of
tnputs and requiring rendezvous cells; and

figure 15, an exemplary embodiment of a BCDL gate having few
inputs and in which the unanimity and calculation functions are

infegrated into the same cell.

Figure 1 shows an AND gate 1, 2 in WDDL logic, as an example of
ilustrating the principle of the differential logic. This gate is made up of two
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dual logic networks 1, 2, operating in complementary logic modes. The data
is shown in dual-rail form, each logic variable a being formed from a pair of
signals (a,,a, ) encoded in the following manner:
- (0,0} for the rest state: the value of « is not defined - it is denoted by
() hereafter;
- {1,0) is an active state in whicha = 1;
- (0,1)is an active state in which a = .

A logic gate H having two inputs a and b and an output s is physically
represented by two gates 1, 2 having the logic functions 7(«,,b,) and

I'{a,,b,) respectively, such that:

-5, =1(a,,b,)

- s, =Flagb, ).
The "rue" logic network corresponds to the function 7 that delivers the
signal s,. The "false" dual logic network corresponds fo the function 7 that
delivers the dual signal s,. Figure 1 illustrates the "AND" gate in which the
"true" network 1 carrying out the function 7 receives the two
nhoncomplemented inputs a, and 5. The "OR" dual function carries out the
function F . For a signal x, the following equations are satisfied:

- T(x)=H{x)

- F(xy=H(%).

Figure 2 shows the phases of a calculation step in differential logic, for
example of the WDDL (Wave Dynamic Differential Logic) type. This step

comprises successive phases, namely the precharge phase 21 and the
gvaluation phase 22. Examples of states of the input variables a,,b,a..b,

and of the corresponding output variables 5,5, are shown under the

precharge and evaluation phases. The timing diagrams of figure 2 show that
the number of transitions is the same - three in this case - when a variable
switches from the precharge phase to the evaluation phase, and vice-versa.
Since the power consumption is directly associated with the number of
transitions notably in CMOS electronic technologies, the power consumed is

thus balanced.

However, despite apparent power balance, second-order effects may give
rise to data leaks. For example, if ¢, is ahead of or lags behind a,, the time
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shift may be perceived by an attacker who therefore deduces therefrom the
value of the variable «. This phenomenon may be thwarted by using a
balanced dual-rail interconnection, that is to say with two lines perfectly
balanced from an electrical standpoint, notably in terms of length and
capacitance. Assuming that the dual-rail lines are balanced, there are many
other phenomena allowing the possibility of attack in the currently proposed
fogic modes. As indicated above, the most important ones are notably
anticipated evaluation and technological differences in differential networks.

Figure 3 illustrates timing diagrams in WDDL logic with anticipated
evaluation. If the signal « is ahead of or lags behind the signal &, an
anticipated evaluation may occur as illustrated in figure 3. The delay between
the components of the signals ¢ and & is therefore reflected at the output of
the gate 1, 2 by the logic difference between the AND function and the OR
function. From the time intervals Az, and At, it is possible to know whether
the signal a is equal to 0 or equal to 1. More precisely in figure 3, 5 is
always faster than a. Depending on whether 5 is equal to 0, as in the first
half of the timing diagrams, or 1, as in the second half, the output evaluates
more slowly, at Az, , or more quickly, at Az, , thereby betraying the value of 4.
In the same way as there is an anticipated evaluation 22, there is an
anticipated precharge 21 which means that some signals switch more rapidly

to 0 than others.

Notably, there are two reasons making » faster than a:
- the data signals 4, and 4, are connected directly to the gate whereas

a, and a, pass via many interconnections and therefore many

switching elements;
- the data signals «, and a, pass via intermediate gates, whereas 5,

and b, arrive directly.

Another phenomenon, leading to vulnerability to attack by power
consumption, depending on the technology, is the difference in energy
expended between a logic network and its complement. For example, in
WDDL logic, for the AND gate if a is equal to 1, the AND gate switches if b
is equal to 1, otherwise it is the OR gate. It is therefore possible from this to
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deduce the value of » if the AND and OR gate transitions do not have the

same power consumption.

The MDPL logic overcomes this problem, but at an additional cost. It is firstly
necessary o have true random number generator that produces one mask
bit per clock cycle. In addition, one input of each gate must be dedicated for

the mask.

Because of its differential nature, WDDL logic is necessarily twice as
complex as normal logic. Moreover, there is an additional important
constraint on the choice of functions T and F, these having to be increasing
functions. This condition makes it possible both to prevent parasitic switching
during calculation phases and to guarantee propagation of the precharge
value along the logic cone. This increasing function constraint limits the type
of cells an FPGA. MDPL logic is even more complex to produce in an FPGA.

The invention notably produces a novel type of logic that eliminates the
defects of anticipated evajuation and technological differences, which will be
called hereinafter BCDL logic, standing for balanced cell-based differential
logic. In a circuit operating in BCDL logic:
- a data synchronization step is added at each gate before the actual
switching to the precharge phase or to the evaluation phase;
- the synchronization is carried out on a data group; and
- the synchronization calculation is carried out in parallel with the
calculation carried out by the circuit.

The invention applies this operation:
- at the global level, that is to say between the calculation cells 7,F ;

and
- at the local level, that is to say internally to the calculation cells.

Figure 4 illustrates the synchronization step. This synchronization step is

carried out before the evaluation phase, at each gate, through the dual
networks 7', F . Notably, it enables the anticipated evaluation and precharge

problems to be avoided.
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The synchronization consists in waiting for the most delayed signal. The
causes of anticipated evaluation resulting from the difference in calculation
time between two signals are therefore eliminated by waiting for the most

delayed signal.

Figure 4 iliustrates the four successive synchronization and calculation
phases 41, 42, 43, 44 making up a precharge and evaluation cycle. A first
phase 41 executes the precharge calculation, a second phase 42 performs a
first synchronization by waiting for example for the last signal in state 1. This
phase is followed by the evaluation phase 43, which is itself followed by a
synchronization phase 44 before the precharge step 41 of the next cycle.
This synchronization step 44 imposes the wait, for example for the last signal

in state 0.

Figure § illustrates a part of the dual logic networks comprising two shift
registers 51, 52 and dual T,F gates 53, 54, 55. A first path 501 conveys a
signal a coming from a first shift register 51 and a second path 502 conveys
a signal b coming from a second shift register 52. The two paths join up at
the input of a 7, F gate 55, the latter delivering an output signal s. The signal
a is delayed in the first path by a succession of gates 53, 54. These gates
also receive as input signals coming from other paths 503, 504. At the input
of each gate, a block 56, 57, 58 performs a synchronization. In the example
shown in figure 5, the final gate 55 delivering the signal s performs its
calculation only at a time t, corresponding to the arrival of the most delayed
signal, here the signal a in this example.

The synchronization in asynchronous logic takes place between two signals
with a rendezvous cell RV. The cells RV switch to a logic value L only if the
two inputs have the same iogic value L, otherwise they do not change state.
A cell RV is therefore a memory that changes state only if there is unanimity,
to 0 or to 1, of the input signals. In BCDL logic, the rendezvous takes place
on a data group in one and the same cell of the FPGA circuit. Specific U; and

U cells are for example used.
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A Uy cell generates a signal enabling evaluation, this signal switches to 1 as
soon as all the data has left the previously defined state Q. More particutarly,
the signal denoted by U«(x, v, ... } is defined by the following equation:

Us(x,y, ... )= Tifx #(0,0)and y # (0, 0) ... , otherwise Us (x,y, ...} =0 (1)

A Up cell generates a signal enabling the outputs to return to the state Q.
This signal switches to 1 as soon as each of the inputs is in the state Q
according to the following equation:

Us (X, y,...)=1ifx=y=(0,0) ..., otherwise Uy (x, vy, ... ) = 0 (2)

This calculation is therefore started only if there is unanimity, that is to say if
Ug or Uy are active, and the calculation is frozen as long as there is no

unanimity, that is to say if Uy and Uy are inactive.

Figure 6 illustrates the principle of data group synchronization. There is
paraliel input of the data a, b, c to the 7, F dual port 60, which performs the
precharge or evaluation calculation, and to the U, cell 61 and U, cell 62. The
Uq cell sends an evaluation enable signal 63 to the gate 60 and the U; cell
sends a precharge enable signal 64 to the gate.

The precharge calculation is simpler than the evaluation caiculation since all
the signals have to switch to the O state whereas the evaluation corresponds
to a true calculation on signals carrying the information. This property may be
exploited in BCDL logic while eliminating for example the synchronization
phase 44 before the precharge using a global reset-to-zero signal for
example, which is more rapid than the other signals.

Figure 7 illustrates this signal PRE which sets all the signals to zero just
before the precharge phase 41. The precharge and evaluation cycle
comprises in this case only three phases, inciuding only a single
synchronization phase 42 before the evaluation phase 43. This simplifies the
structure of the gate, notably for the following two reasons:
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- it is no longer necessary to perform the unanimity-to-0 step as it is
replaced by the signal PRE; and

- since the signal PRE is ahead, it is no longer necessary to store the
output of the gate so that it changes only upon unanimity to 0 or o 1
(the rendezvous). The output changes to 0 immediately after the
arrival of the signal PRE and can switch to 1 only if there is unanimity

to 1.

Figure 8 illustrates a simplified gate structure in BCDL logic, since the
unanimity to 0 necessary in the case of evaluation, as illustrated by figure 7,
is replaced by an AND gate 71 receiving the precharge switching command
via the global precharge signal PRE. The signal U/PRE as output 72 from
the AND gate thus makes it possible to synchronize the calculation:
- when U/PRE switches to 0, just after the signal PRE, the precharge
is forced independently of the inputs; and
- when U/PRE switches to 1, indicating that one part of the signal PRE
is at 1 and that also the rendezvous of the input values has been
effected, the evaluation phase starts.

Figure 9 shows the timing diagrams for the signals a, b, s and U/PRE
during the precharge phase 21 and the evaluation phase 22. These timing
diagrams show that the precharge phase 21 is forced independently of the
inputs during the transition 91 of the signal U// PRE .

In the solutions explained above, applied at the global level, the BCDL logic
is used to combat the problems associated with anticipated evaluation
throughout the circuit. The robustness with respect to attacks must also be
verified locally at the level of a single BCDL gate, in particular to avoid
technological differences and local anticipated evaluation. Moreover, the
addition of the synchronization must not be to the detriment of a great

increase in complexity.

Figure 10 illustrates the structure of a cell of an FPGA circuit having three
inputs a, b, ¢c. In an FPGA circuit, the logic is performed in memory-based
cells comprising LUTs (look-up tables) 101 defining the logic function of the
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cell. Figure 10 shows that the structure of the cell is based on a look-up table
(LUT) 101 associated with a free of multiplexers 102 forming three columns
103, 104, 105. The look-up table 101 stores the binary values of the function
s for each of the triplets (x, y, z) in which x , y and z take the value 0 or the

value 1.

The first column, or input column, is formed from the multiplexers 102 of the
first stage of the tree, the third column 105 being formed from the multiplexer
of the last stage, i.e. the output multiplexer. The inputs a, b, ¢ control the
multiplexers. The number of columns thus corresponds fo the number of
inputs. Each of the values s(x, y, z) of the function is present at the input of a
multiplexer of the input column 103. The various combinations of binary
values a, b, ¢ which control the multiplexer stages enable the inputs of the
input column 103 to be selected.

According to the invention, the local robustness is improved on the basis of
the following two pinout modes:
- the signal UU/PRE enters the first column of the tree of multiplexers:
and
- the pairs of "true" inputs e, and "false” inputs e; are associated with the
same respective pin on the gate T and on the gate F.

These pinout modes make it possible to achieve significant results as
regards local security, and they are very inexpensive to implement.

Firstly, there is no parasitic switching. Since the signal I/ / PRE switches first
during the precharge phase, the internal equipotentials are all forced to 0
without any risk of parasitic switching when the data inputs switch. Likewise,
this signai switches last before the evaluation phase. Thus, the multiplexers
controlled by the data select zeros. The signal U/ PRE then lets the value of
the function pass through the prepositioned multiplexers 102.

Secondly, the complexity is reduced. This is because, for the same reason,
there is no need to have increasing functions in order to avoid parasitic
switching, since the multiplexers have already been correctly positioned on
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the inputs. This makes it possibie notably to use all possible functions, up to
the number 2", for an n-input LUT, offering much broader optimization
potential than with a subassembly of increasing functions. For example, for a
4-input LUT, there are only 166 increasing functions from among the 65536
possible functions.

Thirdly, the technological bias is greatly reduced. The total number of T and
of F equipotential switchings does not change as a function of the
combination of inputs. This number is constant, equal to 2" — 1 when n is the
number of inputs of the LUT. This therefore makes it difficult to discriminate
the T activity from the F activity, since the power consumption profile is
identical for the T and F pair. In addition, the succession of switchings by the
multiplexers over time is independent of the data.

Finally, there is no anticipated evaluation and anticipated precharge within
the LLUT table. This is because it is the signal U/PRE that delays the
evaluation, arriving always after the signals, and which, without waiting for
the data, forces the precharge. In other words, the evaluation is always
delayed and the precharge always anticipated, independently of the data.

Figures 11a, 11b, 11c and 11d illustrate the power consumption balancing
when switching in BCDL logic in the example of a three-input LUT table.
More particularly, these four figures show all the combinations in a two-input
XOR gate when the signal U/ PRE switches. In all these figures, the top cell
is the "true" gate T and the bottom cell is the "false” gate F. The time-
dependent global power peaks corresponding to the switching of the circuits
T and F are represented by a curve 111, the peaks facing columns, and
correspond to the power consumed when their corresponding columns
switch. To give an example, figure 11a corresponds to the case in which the
input signal, connected to the second 104 and third 105 columns, is equal to
(0,0). The multiplexers 112, 113, 114, 115, 116, 117 and 118 shown in bold
see their outputs switch. The curve 111 shows the power peaks
corresponding to this first combination (0,0). The power curves 111
associated with the combinations in the following figures are identical. There
is therefore global balancing in the T, F pair, whether in terms of switching
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time or in terms of power consumption. [n other words, as figures 11a, 11b,
11c and 11d show, there is a simultaneous number of switching operations

for each combination (0,0), (0,1), (1,0) and (1,1).

Using a program for implementing an application in any FPGA system,
switching to BCDL logic may take place automatically. An analysis tool,
obtained from standard FPGA tools, allows the logic to be transformed to the
logic explained above. The analysis is limited to substituting logic elements in
the variants of the BCDL gates. The routing of the pairs of interconnect wires
must be carried ouf in a balanced manner.

Figure 12 illustrates the structure of a BCDL gate containing four cells 121,
122, 123 and 124, namely two unanimity-to-1 cells 121 and 122, one celfl 123
for the function T and one cell 124 for its dual function F. Cascading of the U,
cells described above is possible. For example, a BCDL gate is then made
up of:
- two dual cells 123, 124, operating in complementary logic, each cell
receiving n inputs, Ei, in the case of the T cell and £7, in the case of

the F cell, i varying from 1 to n, the T and F cells delivering the
components s, and s, of the output signal respectively; and
- two U, cells for making the unanimity to 1 and for generating the

signal U/ PRE , each cell receiving n inputs corresponding to one half
of the pairs (Ei,, Ei,).

Figure 13 illustrates an embodiment of the U’y cell 122 connected in cascade
to the Uy cell for making the unanimity. The inputs (Ei,, Ei,) ... (Ej,,Ej,) are
connected to OR gates 121 and the outputs of these OR gates are combined
at the input of an AND gate 122, the inverse signal PRE being combined at
the input of this gate 122 with the outputs of the OR gates. The output of the
AND gate 122 delivers the signal U/ PRE .

In one implementation of a BCDL gate without global precharge and with a
large number of inputs, the global precharge signal PRE may or may not be
used. The caiculations are then carried out in four phases as indicated
above. This notably makes it possible to gain one input on the LUT tables for
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the T and F gates and thus increase the number of inputs. On the other
hand, the globa! precharge must be replaced with the unanimity-to-0
calculation. Moreover, it is necessary to make the rendezvous (i.e. to "freeze"
the calculation) when there is no unanimity. Specific rendezvous cells are
used for this purpose.

A BCDL gate with no globai precharge, as illustrated in figure 14, is therefore
made up of:
- two cells 123, 124 operating in complementary logic for the T and F
functions, each cell receiving n inputs;
- at least two rendezvous cells RV 143, 144, delivering the components
s, and s, of the output signal, the RV cells being associated with the
cells having the T and F functions respectively, the exact number
depending on the number of inputs of the LUT,;
- two Up cells 141, 142 for making the unanimity to O, the outputs of
which are connected to the inputs of the rendezvous cells; and
- two Uy cells 121, 122 for making the unanimity to 1, the outputs of
which are connected to the inputs of the rendezvous cells.

The gate illustrated in figure 14 is notably adapted for implementing a DES
encryption aigorithm substitution box. The BCDL gate with no global
precharge must always satisfy the condition of having increasing functions,
for example like the WDDL logic.

In the case of an implementation of a BCDL gate with no global precharge
with few inputs, the unanimity-to-1 function may be integrated into the T and
F cells as illustrated in the example shown in figure 15. It is then no longer
necessary to use the signal PRE since the unanimity-to-1 function resets the
T and F functions to zero with the arrival of the most rapid signal. This
principle is however not applicable when the U, cells are separated, as there
is then a signal path, it being possible for the T and F cells to switch to the
precharge phase earlier than anticipated if the Uy cell is slower. In this case,
there is again propagation of the 0 value of the precharge since the signal
PRE does not exist, and i is necessary to employ increasing functions to
prevent parasitic switching and to propagate the precharge along the logic
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cone. In the example shown in figure 15, the dual components (£, Ei ) of

the input signals are sent to an OR gate 153 integrated into the T cell 151
and the F cell 152, these inputs moreover being connected to the inputs of
the actual T and F gates of the cells 151, 152. The outputs of these cells and
the outputs of the OR gates 153 are combined with the input of an AND gate
154, the outputs of which deliver the components s, and s, of the output
signal. Figure 15 illustrates a gate in the particular case of a function having a
smaltl number of inputs. The unanimity-to-1 logic is integrated into the T and
F cells, thus making it possible to switch to the precharge phase with the

most rapid signal,
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CLAIMS

1. A method for protecting a programmable cryptography circuit,
characterized in that it uses it uses gates themselves composed of memory-
based cells (101) defining the logic function of each cell, the circuit being
configured so as to integrate a differential network capable of making
calculations on binary variables composed of pairs of signais, the differential
network comprising a first network (1) of cells implementing logic functions
(T) on the first component of the pairs and a second network (2) of dual cells
operating in complementary logic (F) on the second component of the pairs,
a calculation step comprising a precharge phase (41), in which the variables
are put into a known state at the input of the cells, an evaluation phase (43),
in which a calculation is made by the cells, and a synchronization phase (42,
44) before each precharge and evaluation phase.

2. The method as claimed in claim 1, characterized in that the variable
synchronization phase (42) is carried out in a group of variables and is
inserted before the evaluation phase in each cell capable of receiving several
signals conveying input variables, the synchronization being carried out on

the most delayed signal.

3. The methed as claimed in either of the preceding claims, characterized in
that the variable synchronization phase (44) is carried out in a group of
variables and is inserted before the precharge phase in each calcuiation cell
capable of receiving several signals conveying input variables, the
synchronization being carried out on the most delayed signal.

4. The method as claimed in either of claims 2 and 3, characterized in that
the synchronization phase (42, 44) is carried out, for each cell of the
differential network (53, 54, 55), by a rendezvous mechanism (56, 57, 58)
using unanimity cells, the inputs of which are common to the inputs of said
cell of the differential network and the output of which controls the operation
of said cell, the rendezvous taking place when there is unanimity of values on
the inputs of the unanimity celis, the outputs of the gate changing only when
the rendezvous is reached after the synchronization.
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5 The method as claimed in claim 4, characterized in that the
synchronization phase uses two unanimity cells, namely U; unanimity cell
{81) and Uy unanimity cell (62), having the inputs common to the differential
calculation network and enabling the evaluation phase and the precharge
phase respectively:

- the U, cell generating a sighal (63) enabling the evaluation as soon as all its
inputs, pairs of signals associated with each variable, have left the precharge
state; and

- the Ug cell generating a signhal (64} enabling the precharge as soon as all its
inputs, pairs of signals associated with each variable, have switched o the

precharge state.

6. The method as claimed in any one of the preceding claims, characterized
in that it uses, for the synchronization phase, a global signal (PRE) for
resetting the input variables to zero before the precharge phase, instead of
the Ug cell, the signal (PRE) being ahead of the other signals.

7. The method as claimed in claim 6, characterized in that the
synchronization phase uses ;

-a Uj cell (61) having inputs common to the differential calculation network
and generating a sighal enabling the evaluation as soon as all its inputs have
left the precharge state; and

- a gate (71) combining the output of the U, cell with the reset-to-zero signal
(PRE);

the combined synchonizaticn signal (U//PRE ) enabling, depending on its
binary value, the precharge phase or the evaluation phase.

8. A programmable circuit, characterized in that it comprises gates
themselves composed of memory-based cells (101) defining the fogic
function of each cell, said circuit integrating a differential network capable of
making caiculations on binary variables composed of pairs of signais, the
differential network comprising a first network (1) of cells implementing logic
functions (T) on the first component of the pairs and a second network (2) of
dual cells operating in complementary logic (F) on the second component of


bhang
Rectangle


10

15

20

25

30

22

the pairs, a calculation step comprising a precharge phase (41), in which the
vatiables are put into a known state at the input of the cells, an evaluation
phase (43), in which a calculation is made by the cells, and a synchronization
phase (42, 44) before each precharge and evaluation phase.

9. The circuit as claimed in claim 8, characterized in that the variable
synchronization phase (42) is carried out in a group of variables and is
inserted before the evaluation phase in each cell capable of receiving several
signals conveying input variables, the synchronization being carried out on

the most delayed signal.

10. The circuit as claimed in either of claims 8 and 9, characterized in that the
variable synchronization phase (44) is carried out in a group of variables and
is inserted before the precharge phase in each calculation cell capable of
receiving several signals conveying inpui variables, the synchronization
being carried out on the most delayed signal.

11. The circuit as claimed in either of claims 9 and 10, characterized in that
the synchronization phase (42, 44) is carried out, for each cell of the
differential network (53, 54, 55), by a rendezvous mechanism (56, 57, 58)
using unanimity cells, the inputs of which are common to the inputs of said
cell of the differential network and the output of which controls the operation
of said cell, the rendezvous taking place when there is unanimity of values on
the inputs of the unanimity cells, the outputs of the gate changing only when
the rendezvous is reached after the synchronization.

12. The circuit as claimed in claim 11, characterized in that the
synchronization phase uses two unanimity cells, namely U; unanimity cell
(61) and Uy unanimity cell (62), having the inputs common to the differential
calculation network and enabling the evaluation phase and the precharge

phase respectively:
- the U, cell generating a signal (63) enabling the evaluation as soon as all its

inputs, pairs of signals associated with each variable, have left the precharge

state; and
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- the Ug cell generating a signail (64) enabling the precharge as soon as all its
inputs, pairs of signals associated with each variable, have switched to the

precharge state.

13. The circuit as claimed in any one of claims 8 to 12, characterized in that it
uses, for the synchronization phase, a global signal (PRE) for resetting the
input variables to zero before the precharge phase, instead of the U; cell, the
signal (PRE) being in advance relative to the other signals.

14. The circuit as claimed in claim 13, characterized in that the
synchronization phase uses :

- a U4 cell (1) having inputs common to the differential calculation network
and generating a signal enabling the evaluation as soon as all its inputs have
left the precharge state; and

- a gate (71) combining the output of the Uy cell with the reset-to-zero signal
(PRE);

the combined synchonization signal (//PRE ) enabling, depending on its
binary value, the precharge phase or the evaluation phase.

15. The circuit as claimed in claim 14, characterized in that, since a cell of the
differential network comprises the memory (101) defining its logic function
associated with a tree of multiplexers (103, 104, 105), the inputs of the
mulitiplexers of the first column (103} of the tree receiving the values of the
memory, and the output of the last multiplexer (102) forming the output of the
cell, the combined synchronization signal (U / PRE ) controls the multiplexers
of the first column (103), the multiplexers of the other columns being
controlled by the input signals of the cell.

16. The circuit as claimed in claim 15, characterized in that the pairs of
signals of the input variables are associated with the same column of
multiplexers in their respective cell.

17. The circuit as claimed in any one of claims 8 to 16, characterized in that it
comprises at least one protected gate, four cells of 2n inputs being used to
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generate a protected gate (12) of 2n-1 inputs, two cells being used to
produce the unanimity U and two cells for the differential network.

18. The circuit as claimed in any one of claims 8 to 17, characterized in that it
comprises at least one protected gate, eight cells of 2n inputs being used to
generate a protected gate (14) of 2n inputs, four cells being used to produce
the unanimities U; and Up two cells being used for the differential network
and two cells being used for the rendezvous for “freezing” the outputs of the
gate, the logic functions used having to respect the increasing property.

19. The circuit as claimed in any one of claims 8 to 18, characterized in that it
comprises at least one protected cell, two cells of 2n inputs being used to
generate a protected gate (15) of n inputs, the two cells being used to
produce the differential network integrating the unanimity, the logic functions
used having to respect the increasing property.

20. The circuit as claimed in any one of claims 8 to 19, characterized in that it
performs a cryptography function.

21. The circuit as claimed in any one of claims 8 to 20, characterized in that
said circuit is of the FPGA type.
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