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[0001] The present invention is based on and claims the benefit of priority
from U.S. Provisional Patent Application Serial No. 61/152,696 of Rammal et al.,
entitled “SECURE PAYMENT AND BILLING METHOD USING MOBILE
PHONE NUMBER OR ACCOUNT,” filed on February 14, 2009, the entire contents

of the disclosure of which are hereby incorporated by reference.

BACKGROUND OF THE INVENTION
FIELD OF THE INVENTION
[0002] The present invention generally relates to methods and systems for
conducting secure purchase and payment transactions, and more particularly to a
method, system and computer program product for conducting secure purchase and
payment transactions using a mobile phone.

DISCUSSION OF THE BACKGROUND
[0003] Customers in today’s world have unprecedented access to retailers and
merchants selling goods and/or services of all types in stores, through vendors and
vending machines, restaurants and the internet. Beyond the traditional shopping
practice of buying goods and services in ones own neighborhood, town, city, and
country, access to foreign goods and services is made possible through travel and/or
the internet.
[0004] Once customers select their goods, they have several options to pay the
retailer/merchant with. While cash is still “king,” customers have other payment
options such as using credit cards, debit cards and payment service providers that act
on behalf of customers as intermediaries between financial institutions and retailers to
try and protect customer’s financial and personal information. Other payment options
also include, pre-paid credit/debit cards, stored value cards, bank checks, bank
transfers, travelers checks, money order, demand drafts, money transfer using a third
independent financial entity, E-mail payments, and mobile wallet applications that act

as intermediaries or interfaces between a customer’s financial institution (typically a



conducti ng secure purchase and paynent transactions, and nore particularly
to a nethod, system and conputer program product for conducting secure
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[0006] Accordingly, customers are constantly looking to simplify their life
and reduce complexities in any way possible as long as it doesn’t jeopardize their
personal or financial security. Given that security, fraud and identity theft are major
concerns, it is imperative that customers are protected. Customers are also weary of
unreasonable hidden costs that are additionally charged by credit cards, mobile
wallets and other financial instruments that are above and beyond what the retailer is
already charging.
[0007] Conventional systems of payment and methods using mobile phones
have limitations, including requiring downloading of complex software, need to use
hi-tech mobile phones, need for additional security codes, hidden costs, and additional
charges by the customer’s bank or credit card company. In addition, such complex
mobile phone payment systems and other payment methods are also limited in their
availability and usage for the world’s population at large that purchases goods and
services. The estimate for the world’s population stands at 6.6 billion in 2008. Less
than 30% of the world’s population has credit cards. However, almost 70% of the
world’s population has a mobile phone and an active mobile account and a robust

system and method to leverage this market has yet to be developed.

SUMMARY OF THE INVENTION
[0008] Accordingly, there is a need for a method and system that addresses
the above and other problems with convention transaction and payment systems to

leverage the opportunity for a mobile phone user, anywhere in the world, with the
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provided a novel system, method and computer program product for processing
payments for goods or services, including a payment processor that receives a
payment request from a merchant for goods or services and that includes a mobile
phone number or mobile phone account of a user, sends a payment authorization
request text message to the mobile phone requesting payment authorization, and
receives a payment authorization text message from the mobile phone authorizing or
not authorizing the payment. If the payment is authorized, the payment processor pays
the merchant and charges the mobile phone account for the payment. If the payment is
not authorized or if the payment is not received within a predetermined period of
time, the payment processor declines to pay the merchant for the goods or services.
[0010] Still other aspects, features, and advantages of the present invention are
readily apparent from the following detailed description, by illustrating a number of
exemplary embodiments and implementations, including the best mode contemplated
for carrying out the present invention. The present invention is also capable of other
and different embodiments, and its several details can be modified in various respects,
all without departing from the spirit and scope of the present invention. Accordingly,
the drawings and descriptions are to be regarded as illustrative in nature, and not as

restrictive.



t he above and ot her problens with convention transacti on and paynent
systens to | everage the opportunity for a nobile phone user, anywhere in
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iI1ustrati vigohile ViaeoBwaRNebilOdctiRied MALIEi6L ba48d user prompted payment
functions, and mobile banking, etc., to address payment security and convenience to a
certain level, such conventional system and methods still may compromise security,
leave customers vulnerable to identity theft, and require complex customer billing
systems and procedures. Advantageously, the exemplary method and system for
conducting secure purchase payment transactions using a mobile phone number
recognizes and addresses these and other limitations with such conventional systems
and provide customer control over payment authorization, identity protection, and
security through a simple and convenient payment method.
[0016] Advantageously, the novel method and system of the exemplary
embodiments addresses the above and other problems with conventional payment
processing systems and methods and allow the 4 billion plus and growing mobile
phone users worldwide to pay for goods and services through their mobile phone

service provider, using their mobile phone number and/or mobile phone account



BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0011] The enbodi nents of the present

I nvention are illustrated by way of exanple, and not by way of |imtation,
in the fiworew/ws770he acconpanyi ng draw ngs and i n whi clrciriuseowetassence
nunerals refer to simlar elenents and in which: [0012]FIGs. 1-2 illustrate
an exenplary process for custoners to purchase goods and/or services froma
retailer; [0013]FIGs. 3-7 illustrate an exenplary flow chart correspondi ng
to the exenplary process of FIGs. 1-2; and [0014]FIGs. 8-11 illustrate the
operation of an exenplary system

number (also referred to as “mobile number” or “mobile phone number’) securely for
goods and/or services they purchase locally and/or globally. The novel system and
method enables online and offline commerce transactions using mobile phone
numbers, with customers being billed by their mobile phone service
provider/operator/carrier (also referred to as “mobile operator™).

[0017] The novel system and method, advantageously, provides a simple and
secure payment system based on a novel process that enables a customer to remain in
control of the payment authorization process by using their mobile phone number to
pay for purchases of goods and services, for example, at the point of sale or via the
internet, via telephone sales persons or other interactive interfaces, via vending
machines, other such retail environments and interfaces, and the like, or any other
suitable way that a retailer or merchant may be selling goods and/or services, locally
or globally, and get billed for the transaction by their mobile operator who then settles
payment on the customer’s behalf with the retailer through a payment processor.
[0018] As compared with conventional systems, the novel system and process
does not require mobile phone users to download any additional software on to their
mobile phone devices, as long as their mobile phones are able to receive and send
Short Message Service (SMS) text messages, and the like. Nor are users required to
register or create any financial relationship with a retailer or vendor or a transaction
payment processing/clearing house (also referred to as “payment processor’”). Nor do
users need to disclose their password or personal identification (PIN) code, and the
like, to a retailer or a payment processor, advantageously enhancing security levels
and protection against financial fraud and identity theft. By not requiring customers to
establish a relationship between their financial institutions (e.g., banks, credit card
companies, money managers and others) and/or retailers, and/or payment processors,
the novel system and method provides a customer with the advantage of always being
in control of authorizing the transaction payment, which is eventually billed to them
through their mobile operator.

[0019] The exemplary method involves a customer buying goods and/or
services and opting to pay for the goods and/or services through their mobile operator

by providing the retailer their mobile number (and e.g., related information where



corresponding to the exenplary process and flow chart of FIGs. 1-7.

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS [ 0015] The present

i nventi orwonoeludesor ecogni ti on of and addresses probl empCcaasecioatisd3 Wit h
conventional systens such those described in United States Patent No.
5,991,749 and United States Patent Application Nos. 20050086164;
20050222917; 20070063017; and the |ike. Although such systens and net hods
may provide peer to peer deposits and value transfers, nobile device
identification centric authentication, nobile wallet software, voice
activated and device based user pro ted paynment functions, and nobile
banki ng, etRecessiry, syetipeQunBapEht mel bor i3 guldn peshie ARRS eighey, cert ai n

level , suchygaR\BBhaiR Al isad HRMENE niBbAOdSh 8¢ ATk TR - MORRIRM se security,
| eave custoners vulnerable to identity theft, and requi re conpl ex customer

bi I1ing sysY&Hened). photetdlar Ben reausiboysons § mopireonsatsl 4Py Vetet hod and

system for condyshiNQuRREAdlish deraﬁﬁl%ﬁfau%ﬂlﬂ‘ﬁﬁtth a?ﬁéﬁ’c(‘chérg@% H$ing a nobile
phone nunber recogni zes and addresses these and dother Iimtations with such

convent i onadusoyst’emebidveinged with thecuwuoimd theqwrhpss] (thewastomensraeltile

aut hori zat i t e and
conveni ent yﬁggggﬁ%%ﬁﬁggﬁﬁgg g?ﬁd%%ﬁﬁ%%%%ﬁé]%gp&gﬁﬁgeyﬁwﬁ€mﬁtd and
syst em of tlhehe&awtpﬂpastwa&mwdmmmthwguarpem@s ptonessarb aw exammde, of mer pr obl ens

wi th conventi onal mQ g%ﬂhmpro essin %ﬁmslndﬁmd net hods aqd allow the 4

billion plusngﬁ%y I%Vﬁsmwﬁe Goer < Wor B de” ?K“msonl%r goods and

servi ces t hoezojh theﬂhenmbmi@mphﬁmhaﬁe&Mwuempmﬁmndﬁknumbmnganmelr nobi | e
phone nunbﬁﬁvand/orhnnbllg gﬁt ntt unb %als ferred to as
"nobi | e nuntide i§r %%mc@% CaH rm U4 éé”d an&@&&@%ﬁb/ or
services tI‘@ytoﬁidfs¢Elﬁﬁefduﬁ@&lfﬁMeﬁﬁ@beoQih@lpﬂﬂchaée (ahdannauedonsy@ihges and net hod
enabl es online and offline connerce tr ctlons u5|ngﬁnnblle phone

nunbers, wi ‘P RUBPRIEPETAE MRy I ) IS%‘HISB i‘t MGFASE [Rhp AL QP v i ce
provi der / opgéiah@biiCRinibet fivingliseh defiRor 8 ré@icasnd MPRidiandpaHalMe' )

(which may or may not include additional charges of the mobile operator), and
requesting a response from the customer for approval via text message, replying with
their unique PIN Code associated with the customer’s mobile number and account, or
a simple “no” as a response to reject the transaction payment (and which may not be
necessary as the transaction will not consummate without a positive response in any
case). In the case that the customer may decide not to respond, after a pre-set time
lapse, the mobile operator will consider the customer’s inaction as a “no” and reject
the transaction payment.

[0021] If, however, the customer wants to approve the transaction payment,
the customer replies to the mobile operator’s text message by simply sending a text
message with their PIN Code for authentication purposes, allowing the mobile
operator to then deduct or bill the amount to the customer’s mobile number account.
Upon receiving the PIN Code text message and having authenticated the customer’s
PIN Code, the mobile operator debits the customer’s account balance for the total
amount (e.g., including any additional mobile operator surcharges). The mobile
operator then sends approval to the payment processor creating a liability to pay the

net amount due as per the terms agreed between the two parties. By contrast, most
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relating to his mobile number, mobile operator 112 and may or may not need to
provide the country that the phone number is registered and issued in. Retailer 104
packages the customer 102 data (a) 108 and adds his invoice detail and sends data (b)
109 to a payment processor 110. Payment processor 110 adds their own transaction
ID and other relevant information, to the retailer’s data (b) 109 and sends data (c) 111
to the customer’s 102 mobile operator 112.

[0024] In FIG. 2, the mobile operator 112 adds their transaction ID, other
relevant information, and or any additional charges to the retailer’s invoice and
packages it as data (d) 212 and sends it as a Text message (e.g., a SMS text message,

etc.) to the customer’s 102 mobile number requesting approval or rejection of
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approval to the retail reating a I| ility to pay the retailer the net

anount due %?éarﬁ@fmflﬁgei pﬁ%g PEREPISRYRIEINAIRR two parties. The retail er,

upon recei vippgs]t he apmsoyahu&s&@@amgemmm PEREESSHndinganaleudes the
transaction and sends the custoner a receipt via text rressﬁ%/ and/ or ot her
qr

nmeans such GEMakH H’mc%‘i’leIGéridz hELG- Bk e C%ﬂﬁ%é@ﬁéﬁl gpodg etail er can

i ncl ude shipiiRg &Rt :00 .2 r&ﬁl@émtaﬁd%ﬂﬂierdﬁ%ﬁ%@ggﬁs(@&@é AbreCOMPENS al ong
with or followng the receipt to the custoner 023] Referring now to the

drawi ngs, WREMSHyendokeepdingmagiine., Fegidatept gobile browser through a telephone

sales person or sales [IVR, and/or other such sales avenues/interfaces as the customer
may be presented with by the retailer. Retailer at step 303 presents the customer with
various payment options, for example, including cash, credit card, debit card, mobile
wallet, mobile phone number or account, bank transfer, stored value cards, and others.
[0026] In FIG. 4, the retailer presents various payment options at step 401 to
the customer who selects a payment option at step 402 and chooses to pay with the
customer’s mobile number at step 403. Should the customer not choose to pay using
the mobile number, step 403 ends the process. Customer provides information related
to their mobile number for billing at step 404 whereby the information can include,
for example, mobile phone number, mobile operator and the country the mobile
number and mobile operator are registered in. Retailer adds transaction details at step
405, for example, including retailer name and ID, store number, invoice number,
goods and/or services purchased, amount billed and payable by customer and sends it
to the payment processor to seek payment approval, authorization and authentication

from the customer and the customer’s mobile operator’s agreement, and that of the



designate identical or corresponding parts throughout the several views and
nore particularly to FIGs. 1-2 thereof there is illustrated an exenplary
general pwoces9Bizow, according to an exenpl ary enbodi meom/USkonosei863 1, t he
process begins with custoner 102 who interfaces/interacts 103 with a
retailer's 104 store, e-store (e.g., web site), tel ephone sal es persons,
interactive voice response (IVR) system vendor, restaurant, other such
interface, and the like, and including personal face-to-face,

pur chase/ consunpti on of goods and/or services. Custoner 102

sel ect s/ purchases or consunes goods and/or services 105 fromretailer 104
and pr oceed@YIENIACCFGF O RAY e retﬁ%ftﬂ@néelﬁalfﬁéhwgp@% B BROGEPA  paynment
options t0 £ReQFRighd @MsactS II9B&RIe LA SHOCRRA (FERHERALioPRYEREL byl 07. The
retailer 104 requests custoner's nobile nunber and related billing data 108
of cust onerthg pRileCiger orhese agoun evidadgadyarist inahe dagBaseell dinaymew his nobil e
nurber, Mobir & QREMLAL ohdidn AR TR InsIBY rfiQlinERADR PO At he count ry
that the phone nunb Is registered and”issued in. Retailer 104 packages

t he cust onequstpORr’ @Ialpbﬂe( eperal@ygwherd agedunt wvudd ilprvadicady ehett ai the dafebasends dat a

(b) 109 to sor 110. Paynent processor 110 adds their own
transactloﬁﬁr%?&ﬁgﬁﬁnﬁ&ggs [evant information, to the retailer's data (b)
109 and seri®#82@at a (b)FKﬂiAtmePMQmmugmgnsnSQKE@Etmmbkﬁelﬁmemdﬂbr 112.

[0024] I n FI G“d tlge’ IItIOQl%t nzplz%b ¢ &L (g A tlgh% c% o1 rtshnel(l)lgﬂf}or an o?gttslt O%O;l D, ot her
rel evant intormation, and o an addi't 1'onal ¢ ges to the retall er's

i nvoi ce andwmﬁm&agﬁsunBmaSQﬁaﬁa@ﬁﬁ¢nﬁaamamdrmsn@§08ﬂf&$camHMaﬁsnEssage
(e.g., a SM5 t. etc.) tothe 0 il e number
Feauest i ng DESvaPegs AaraBfish bomgSy A TR angrd udile gfor

aut hent i caticicatt hopiynghi Socesédr And fughér dBtaE‘lb(thHG 8. Ifm@mobnds i gnoring the
nmessage (Wth a pre-set tine laﬂdhto reject the ap r oval ggest Cust oner

102 by aut h‘é)ﬁfalt‘%féfP‘ilfH&/SéIEﬁ‘}H‘BtPPlf’i GE‘JPSOC& tBS%kfIWE Ha%eggt #la PIN Code

sent via a foeplanpldpruyal du@t&hleﬁeﬁﬂﬁﬂﬂleqﬁgﬁeﬂt%}nlgﬁréto&&s Ilshﬁzglmb' | e operator
112, confirm ng the paynent approval il e operator sen

appr oval / coitMprvaky %ﬂﬁee&a’f@ tg NObiesONSEE ARy Be Cose ohdOTREY MBI PYSTiéssor 110

creating a duk@Rlelsiak Yep %mﬁxh@%e@% chh&n&@gmn@tgfs%qff&%mqﬂe phe two
parties. Paynment processor sends approval confirmation wth rel evant

transactlcnP%ﬂﬁQ¥0€§5m@ﬁ@“ﬁ@ﬁﬂh@fp%mﬁmt@mﬂmﬂﬂmé¥é@ﬂﬂﬁdoﬁbﬁhawﬂﬁlty to pay as
per the terﬁﬁlt@)?;r Qnﬁ%@éa@@%’%eﬁt*@@th%‘é@st&ﬁért\h xt st h'aﬁc[fu}tﬂ‘lrd%{aﬂé’dar es receipt

and sends data 217 via text message and/or e or other such neans,
i ncl udi ng botIaoIC. I the bdehce and prvinient loni¢ protageieis smff)@emtcﬁo eoncthade t he

transacti Orbaé(;ﬂgl?t q‘d? AR aileP G186 o &E’a‘?id%? ARg n‘i’{y %B?tle by glécﬁﬁdﬁﬁt' on.

[ 0025] FI Gs rate an exenplary Bw chart co respon to the
exenpl ary phc)mebSe «zp‘erdﬁr@e cdstdiner ligsthé @nt Bexdhessagu s¢quaking 3Rkowélect s goods

and/ or servjces ma reta l.er/ vendor/ P q% step 302
at a store OP]he Ope er?(gr:afargevtfén Ome\r/érrlnd) Pl gt R gn%ayr&?e 'S ag(ﬁrrfgrn mobi | e

browser, t hrma@homattsezlpéphonﬁ rsqilleﬂ§orp@pﬁ)®ﬂ rmarssa@ahemdbs\/lR)r eandpler ot her such

I linterf h t b nt ed h by th
el o RAVEPRER HEoE Dt pe AR L R e B DB EhP 0SS oud payrent

options, fodpeRx@nparge (if Q@hua@lengncc:a&huescfoedpﬁro@abﬂl;ep@aigiwltmaas d, nobile
wal | et, nobil e phone nunmber or account, bank transfer, stored val ue cards,

and ot her s. OB 'R Epds (it wpyld've Been alrgadygpaisianst By (rcpgomerysiiBat opt i ons

at step 40Inb®ie operator for accessing voice mail and/or value added services and/or
specifically created to access this transaction payment facility) in a text message to
the mobile operator. To reject, the customer would need to send “NO” as a response
or just ignore the message and a pre-set time lapse protocol at the mobile operator’s

end would consider no response from the customer as a rejection.



t he custonmer who selects a paynent option at step 402 and chooses to pay
with the custoner's nobile nunber at step 403. Should the custoner not
choose t owpayiumsTig t he nobil e nunber, step 403 ends theCcprisc@s®2386xst oner
provides information related to their nobile nunber for billing at step 404
whereby the information can include, for exanple, nobile phone nunber,
nobi | e operator and the country the nobile nunber and nobile operator are
registered in. Retailer adds transaction details at step 405, for exanple,
including retailer nane and I D, store nunber, invoice nunber, goods and/or
servi ces purchased, anount billed and payabl e bg customer and sends it to
the payment 028 cessof 1@ o Bsileitrasahiesifds appraehrith 3 gesipgryeiigHomnd

aut hent i catdRR offepMRd BYAnE HSbIRGeratth FIE SAURLOEB! Th FIGDIH, iR ARgkat or ' s
agreenent, and that of the paynent processor to pay the retailer on behalf
of the custEEEOr sEly ETRYPPY PESSHPT RFYSORCNSTIHRI0n CHAS dedi¢asAg Bt code at
step 406 T ehahud QP elALARIBLI A [ ERAUEA Thd DEIEAL AL REale. 0, whose
account woul d already exist 1n the database of the paynent processor) and
any ot her iaxiso mrththeonotik@peratay atiseeprdSeV ehbampeymen grosesserssends theemolyle t o t he

custoner's ' I y exist in the
dat abase ofagﬁgkgégﬁgﬁgggﬁ%gggg%ﬁyﬁgfggggi%ﬁghgaﬁhgﬁﬁﬁfﬁgq%aynent processor
sends t he tapphshtd tcohe dadilar dadifyibg drdusthieerdmointe noanpeldrer bY8.t he cust oner to
t he custo ‘s, nobile operator at.step 501 who r ives it at step 502 and
verifies treclRSH BPELFant afies MR Rdne Rk T LBk sfhitber s not
veri fi ed asnaificaphofietrorek sttin®l (robstbaerapar &tides whduen td dvereetrthoerrars ref err ed
to the paynent processor..and further detailed in Fl 5B. If nobi | e
operator sonmrRRREr BhuRait tepforihs b Slalv bt endtio ke Toal ance i n
t he case ofln ch@rcussasidetidepio@hfat andihs baymuns optandt ep s1ergpapn®Rnt | i m t
protocols as may be set/nutually agreed with the il e operator in the
case of, fd?“@%%ﬁﬁvgggﬁ8§Ppﬁﬁ?ﬂq%ﬁ§P§W§W£%§¥Géﬁgﬁq§g4f8?F“¥W@“pre-paid
custoner’ s Qelded©oréidd (st RNthe? inobNEpRAS hP@bé aC4isH SIeihe hasiexceeded
their paynment limt protocol, then the | ow balance or limt exceeded
nessage i s REREME Her HE A HEE dmer vi a text nessage and further detailed in
FIG 5C Ifiobhg bal apge sendup@wdantsdpl MsbeiREPHAE QbudisingUlabimhent to cover
the paynent due to the retailer and an additional charge that may or may
not be | eviépngsywith gempthile epeaper keirgrinsuffigent (spay e ojabampihokdpt a t ext
message I equasioing RRRLAYAbbifeUpetalls ARRL §FerOREARIAL) of eClgbds 4 he
customer's #%%%fe %u érgtolﬁéfefﬁgcre?é%ﬁgrgﬁéﬁ tﬂé{tfansaction at step
505. The r erjyasht frgpcd pprtdwaabr wed exyecd wich thd emourftdirat esxpapigdiletor thaf or mat i on
stating the I 1S . . es, ol e nobile

oper at or cﬁgkgg%%+ﬁ£%%% ?%@lkgg%%hﬁggﬁg%%ﬁégE&ﬁggﬁépgﬁggaﬁiﬁ%brepIying W th
t he cust omendisleRpdtaCosmdg thaatistwoerladiodBedtion regatdingahiy issegitstepbed by t he
customer wi 11§18 0BE! £ SRALALAT. 100 SRESERRLIG YO SR RLE ARdlpr val ue
added servi ces and/ or spe0|f|cdw1y credte 0 acces i s transaction
paynment f acibnelyyg their neobile gionrassager t@pdyhd thmbinkemeped/ajton at skep r ej ect, the
custonmer woul d need to send. "NO' as a.response or_just .ignore the nessage
Thd o pr e ot bieas piuE BrEDEsh 0% ETOBR wTuH: Rk R oul g

consi der nohites REMNSE ST HeheCdustbMbEdechiss @ ade Paéy @heiM@bbile phone

2010/ 093770PCT/ US2010/ 023863 [Q028]FIG 5B illustrates the steps associ ated
With a cust¥RYH QRFICE PEIRETeRTY “é‘?“rwmﬁ’étd’é‘i“h%téﬁpé}& thea by el 858Ut or in FIG
SA step 503infori el (tail&By st 8197 RE- L@ naP@ERhBbilSRMRr bhigheRBMITRMALJN OCessor a
"custoner verification error” indicating that the nobile nunber (hence the
custoner) & ip Hf-¢at®dBy the retailer's data doesn't exist with the nobile
operator at[op3@pP 507in FOE cRAKERRS SO LGHIBQ!S SRRASWT, RBcfBPIHEndBRET at or ' s
message along with the transaction ID (and other data that may be

appl i cabl e)oretqrtiends dieaiutemes diertidsydea yithie ErsacoreiM@matl:| e nunber error
208, Retail g fifeehitBeyhie B ERNeAMROLA bfiSurk B0 RREL: Blay2f €P 509
Custoner receives notification o? error at step 510. Customer "then decides
whet her t o may raeedd mhielecapertor aurdhangen widieretibesi to appioivé er ragetipeymeargdyn or to
use anot her paynent option at step 511. In case custoner decides to choose
anot her paynent option at step 512, retailer wll provide that and go to
process step as indicated in FIG 4 step 402. |If the customer decides to
provide the retailer with their nobile phone nunber at step 513, the
retailer perfornms step 403 of FIG 4. [[§029]FIG 5C illustrates the steps
associated wth a custoner's account



bal ance with the nobile operator being insufficient to pay the total anount
of the transaction (including nobile operator charge where applicable) or

t he cust owerom/Eayment protocol [imt has or woul d exceedTwistérobzseanount
that is payable for the transaction (including nobile operator charge where
applicable). In FIG 5C, the nobile operator sends the custoner a
notification regarding this issue at step 514. Custoner receives the
notification at step 515 and then deci des whether or not to add noney to
their nobil e phone account or to pay w th anot her nethod/option at step
516. In case custoner decides to choose other option at step 517, retailer
wi Il provi dePygtvida xtanessege toghe mobslegoperatoriyid cithertbiie?Nfetdedes to add
nmoney t ot hgipfovBaRIdamPh eA8hEEHRABbN RABNE €100 br diflyaaRRe thRlcksapayment i m t
at step 518, then they would need to informthe retarler at step 519 to
re-submt tRaffectigdivic lapsppravece] gayemmehileionegiofraendie reisctite myment4 st ep 405.
[0030T1 0 F1 vy shdiha b BRI abEAMOTLR: iRAbal e SNOMOyal YIRLERY ol mODI | €
operator sends the custoner a text message with the transaction

i nf or mat i oneplymel“odi ergirly ignoting therineesded and thustagfe¢teng' aginppalapse rejesttigh anount
payabl e 10 §&halil Pt nfBYe QlrdBenl Ol AihoTABY 1€ HRRELA ARnsuEGNaT ge, and a
request to approve or reject paynent by "rep yPng with a text nessage to

t he nobi | e IdpepBLl6 thewnstbmen aphwrves thepayniethfNbyGedding hea X Ovde inhgepaynent f or
the transaction, or. reply "no" aor simly.{.0nore the.nessage to affect a
time | apse Brotasddny i phmeRls sreld sl - ok fig iy Srai el S oy e
approval . SheBINICbdveat ctap bOhBErifiladi aletep 60F @jdéttortehelogai reatce@ppreoval request

b ith | yi "no" i,mply i i t d tt ffecti
e | aoee. FRFHPa R R AR OB PR BB D B 0 e
t he processthé FIN Ubddails WehbileeberdiorfuBent@Bion, thetpieessus fupiier degdlpd oves t he

paynent by,squi(g their PIN Code in a text nessage reply to their nobile
oper at or atinet ﬂ? 03, then the nobile operator receives the PIN Code at

step 604, v@u3fli es i FI@tepsdeeRinBOReRM tHefpr&Rtsif ele, cadeOferd the aSstd@gGept ance of
the custonmer to be charged the total amount to the nobile nunber bal ance or
bill. If th&icPsiheEpaevHap Py andéhepphileopeiper oo he SBipmsHtS 1eisti®iC t he process

is further detaidech aﬁadEéIféts ﬁ%&&@%ﬂ&ag&arﬁﬁﬁ@ﬁﬁﬁr& PRBorfreRSe@font he

d
process in tﬁe case where the custoner rejects the approval to pay and the
mobi | e opereftreymens glong et dhestanpastions 11} andethar arievapt ipleymationst gpp 606 and sends
the payment; BiQCass panthddGat 0l e HATRE I dREERLh Aol payment
along with the transaction I D and t%er rel evant information at step 607.
In FI G 6B, retaber apstppredit whyr weavesorat stap §0%hand isfendsthe hestanegr éeetioose noti fi cati on
to the retajler en... ' ' d.informs the
custoner 1 ErBhmBhERUE S MRS RRCLKAR bhyfy ThER LU5 AROWHERD" 2 o
option at sgoeptoid,40Rim Bt geehote aghepertOptionn FI G 4 t o choose a paynent

gﬂ\: (C):gde[ 00[%8&? G 6%[(9%%%@3(9‘1 Rs ést;[:pes% th%fpr(gcgses iR Iih%ccgsseswﬁe?e tthzz1 Fn\?é&?e where the
approval text message sent by the customer doesn’t authenticate with the mobile
operator’s log of the customer’s PIN Code authentication and the mobile operator
then sends the error message to the customer at step 611. In FIG. 6C, the customer
receives the notification at step 612 and follows the steps as per the process detailed
in FIG 6A, step 603. This loop for PIN Code can be a predetermined amount times
before it is understood that the customer can’t remember their PIN Code and would be
automatically treated as a rejection and the payment processor would be informed

accordingly. For example, the customer can be sent a final text message by the mobile

operator asking them to contact customer service for help.
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approval text nessage sent by the custoner doesn't authenticate with the
nobi | e operator's | og of the custoner's PIN Code authentication and the
nobi | e opwoaborosstten sends the error nessage to the cusPOFAIS2@D/03386p 611.
In FIG 6C, the custoner receives the notification at step 612 and foll ows
the steps as per the process detailed in FIG 6A, step 603. This |oop for
PI N Code can be a predeterm ned anbunt tinmes before it is understood that
the custoner can't renenber their PIN Code and woul d be automatically
treated as a rejection and the paynent processor woul d be i nforned
accordingly. For exanple, the custoner can he sent a final text nmessage by
the nmobile Bf&Hat or %Eiiwi7rfgsqué%ﬁh?eoré@ﬁ%ta>@t0f B PrSHEs @OV fom iy hel p. WD
2010/ 09377 0HCTHIRAAL RloRiZ3GR BidrA03RsihRustonde s PIN P8 dub@sGant hapat i on of the
process step 605 fromFI G 6A, where the nobile operator verifies the
cust oner' s YINOZoenss spRreed &F the pyymeahprogassas irdicatipg the apanoapphgival to t he
paynent progesSohedvid dtidridi s P&lh @ R hehNALFIS 7 RAYARL SrREL¥EEN the two
parties as pér their agreement. Ih FIG 77, paynment processor receives the
approval noegdives dte approadottichsion prbadds phprgtensdction apprvelaformptiarandt i on and
sends an ap val Lt cati. t etal ler. | ndi i t anmount
that is paysg'g eﬁﬁgmgﬁl !Oft} ealut8 I\?\g) tg%}re!t& ?lglglﬁglgmﬁlgrth% 1%2?1?18‘%1{5 p%te{rsr&g)(a%g% step 703.
The ret ai | eretweoehotes patties papenthetr apreones sosters/(Bp Praoeallenreteives tat | on and
ogs [t as Liangaction.-Rayient (anplevedednd clsaredi e, customer and
paynment owepc?ygly the pay pr ocessor afl ep 0% @4 et'Ei | er al so sends
t he cust onmetppeovedari qdaraditg theotistones salgeyane/osred &rdicl pagine phreessoleans such
as, but not limted to i1, jndicating they have received indication of
poyment of et Rt SRPBErHE S AR SR AR P a1 on
and/ or a CugtoHER meSBIMEICH, Il ABEImidid 5trep], fdRatiGone) kgt Rgelvle transacti on
paynent pro,c&lgs, [08034 Advant a eﬁql.;sl Y, E‘Be novel nethod allows a custoner
to pay a refPGrin of RRGGhCIEHUICE AROBAY Belipe shiRmPe ALY Hent processor .
Thi s net hodinf@h@mtaadoh e cdstoh@ Gdrdile hithiYr BB dpOM50éont 1NGing UpttARRLI@N t hei r
identity that is susceptible to theft and exploitation by malicious acts by
parties thalaYHa)t B¢eay not be part of the payment process. The present
met hod as dggsd]i bed akOMRagkbisialelbvAMRIRNAaBo @2 BREdnie: AN Ul SRferPaY MENT
system t hat provi des peace of 'm nd and conveni ence to custoners as they and
t hei r nobi | @roggle g §robde eparder vhi PLBIFASPIRPRISKNOW MpBoPPIecsdie t o aut hori ze
payment s ¢ Ofif i ihfRftiasoh WP dRlEhRer fia dkir ibdritRf (AL EabOBARR @bk oy Of an
exenpl ary system corresponding to the exenﬁ]l ry process and ow chart of
FI Gs. 1-7. dxploftp@n g, maliveue agtsby parugstthag ey of may nefthiepart efib erynpay ment syst em
800, accord] ' S Ny jon. The
system 800,dlsr %5% ﬁfg@gﬁe?ﬁ?ﬁggﬂéﬁ% egangjghg%d%tev‘\cﬁ%l apl{q]?rg?eglgstag%\}liﬁﬁgglﬁ%dét ailer's
i nterface 8@3maheysby tsepeetdenppagoddsind ad] envednmee eesisppmesenthegd by t he
retailer tontdrgl?e'rcnlil(%'f%r(r)egra{o(r)ar% Ieocntl gn%d/ %r C&”ﬁ}érﬁN ogle tha[ ﬁl%ghea variety of
ways i ncl udiMaGI FBIPIEPRR3I0E A M Oty Qs 90p Ky RS THEHSF fogtuthon
(e- conmer cegagmen@id retafbrop/ sal es front), tel ephone sal es/retail/catal ogue
;?gg’eﬁlggmug@ﬁg] cent gmﬁ%ﬁu‘% 48 1R3heRlion SRR LSRRG SRab! ed shop/sal es
corresponding to the exemplary process and flow chart of FIGs. 1-7. In FIG. 8, there

is illustrated the mobile number payment system 800, according to an exemplary
embodiment of the present invention. The system 800, begins with the customer 801
who interacts with a retailer’s interface 803 whereby selecting goods and/or services
presented by the retailer to the customer to select and/or consume 802 through a
variety of ways including, for example, retailer's Internet website (e-commerce/e-
retail, shop/sales front), telephone sales/retail/catalogue shop/team (call center,

catalogue sales), mobile phone enabled shop/sales presence using, for example,
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Wrel ess Application Protocol (WAP) technol ogies, and the like, interfacing
with, for exanple, the internet, physical store front or other such

est abl i shwerbio/ae3t7he form of retail store/ shop, includi rgr/Usesioexmapl e,
restaurants, vending machi nes, vendors, third party representatives,

poi nt -of -sal e including, for exanple, services such as paynent nechani sns
configured for public transport such as taxis, buses,
subways/ net r o/ under ground and over ground transport/trains/ nmonorails,
comercial aircraft/airlines/buses and other transport, toll-booths, ticket
vendors/stands/internet sites for Sublic and private events, exhibits and

speci al occ¥&rkhs PRiisyiandEctpsat £V APO trsloteses cansitsnide. WETiaeing PiBriSlimes goods

and/ or  ser VixgR$1cHRd ifErRG SR SicA1QoRi¥orft OF othtr s8th WiibGthnRAL Mlthe foliG of €t @i | er
provi des paynent options 805 that they accept. The paynment options incl ude,

for exanpl ectasiory/donunptedipadesannpledagmirany sendingdardees.dewlors: car ds,
payment seraﬂr&sargr@%ﬂegwam&ppdihteoﬂfg@lleIn?ctludiﬁg?ﬁarle@anaﬁ@%éﬂo&es stered val ue card,

bank transfer, third party Wre transfer, noney order, travelers' checks,
| oyal ty scheymeyghesbanigmrcopfipioed Hnpebliggtahindy su¢hp9 3aKjid, hu$.G. 9, the cust omer

sel ects the i ' ~ i nber
paynment QOZSUtH%Q%é@et{%ﬂgﬂ?rgﬁgwgéd %%g&g%dv?%égo%azgs?%{ngﬁlIeg}r)&é{él'?eégFls 901 of
t hei r accountcrafQudinesteisessmt] ether datsport, solBRbthsnatkadentdre/s tunds!imemag

i nformation, for anpl. e.. mobi | e account /nunher, indigcates the country
that it bel Siolr PSR Pl gl PRE DB o5k b BEHER, or'ai e

packages t H@03a)st oneMhs cusplnidr eeletad/@namabs tghedsiand/or eevickataad pocdeds tot he
custoner's l”Ch?SG a%}

| t 1 | 1. ds the d i | t i
G CE S Bt s Ceul eV i Bl M08 4 ReSuSi hvor 1 usi ng

transmi ssi g
el ectroni ¢ ‘Dat@yheRRHdSShadleMBasEnP3 mobids nexaFpdcdunt] dash, webidi@aravor | d wi de
web, the internet, point of sale, nnbgje Ehone g%gh m ni mum of SMS t ext
nessagi ng C _36???&??“V$§H@ﬁﬁﬂpéﬁmwpp ey aligt.magb a%%@%@ﬁr plum may or may
not be a nohid, Baiemster, 181IGRRYREreARAOT mbidyRRM@NEavERIst chdckd, RJyalef | ve voi ce
response over phone or_ nobile phone, tel ephone input system using

i nteracti veBaPerlicornd @Ry spdan¢sdanpl e: press "1" to select Country, Press

"2" to sel egphzApoer at @f FIEHChY cusPimdP@A&Ns thé %ﬁh@%ﬂoﬁe hiaRsAt&ahon, Vvia email,
post al nall,.enCé¥Pted information transportability software running on

devi ces captioe 807 for kil iugpeantyieah?fi2ig PRUGH raskiter gt maviilesitler mat i on over,
o o | LA MRS Ak PLARIOOg R LAY

information, for example, a mobile account/number, indicates the country that it

belongs to and the name of the mobile operator. The retailer packages the customer’s

mobile data and the invoice details for the customer’s purchase and electronically

sends the data via electronic transmission 903 to a payment processor’s database 904

through/over/using electronic data transmission means 903, for example, including:

world wide web, the internet, point of sale, mobile phone with minimum of SMS text

messaging capability, WAP enabled wire or wireless device which may or may not be

a mobile phone, telephone and/or telephone call, interactive voice response over

phone or mobile phone, telephone input system using interactive selection response

(example: press “1” to select Country, Press “2” to select Operator, etc.), on paper,

facsimile transmission, via email, postal mail, encrypted information transportability

software running on devices capable of receiving and sending such encrypted

information over, but not limited to wireless networks, telephone lines, cable

networks, internet, mobile networks, and the like.
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[ 0038] The paynent processor's database 904 identifies the retailer and the
data 901, logs the transaction, generates a transaction |ID and sends the
retail er'wopaymest7ochar ge and approval request to the cestTasee092386bil e
operator's database 906 through/over/using electronic data transm ssion
means 903, for exanple, including: world w de web, the internet, point of
sal e, nobile phone with m ni rum of SMS text nessagi ng capability, WAP
enabled wire or wirel ess device which nay or nay not be a nobile phone,

t el ephone and/ or tel ephone call, interactive voice response over phone or
mobi | e phone, tel ephone input system using interactive selection response
(exanpl e: pORM 1 he payment prodesems detabase 894 Weniiiivp e retpiigard tho { o ent er

charge, et Cgala 9ANPAME franshAfchl %@nlaﬁte!'s b {ASIAL G 1P hnd YéiRls ¥BEhilerROSt 8l nai |,
encrypted information transportability software running on devices capable

of recei vi NgyBRE chage PHEAPPIRVAL Tedres yip (heUANST yaPhilsroPesr s dgigbaspot |i mi t ed
to wreles %dg%ﬁ%@gﬂiéver/hﬁh%égg%iaﬁm'd'aﬁ%nsrﬁéé%rﬁn%"s ‘glebl' ffShexhipIEr Net, nMoODI | €

networks, and the like. [ n FIG 10, the nobile operator's database
906 r ecei vesclptiag:dearkl wideweh,itessintepnst, oot offele; mobrisizibpbee whomwerimeesint nunber,

hecks whet . . < within the defined ;
checks whet g )t/é Em@?sﬁ%ggﬁiﬂagﬂlgggv@ﬁéﬁ%ﬁ watk of HrirMeldtelick Q/Elcﬂgﬁag%? paymen

protocol as nmay have n-agr etween custoner and nobi perator, to
pay for themaenaibtemniobileplamgaelEpinde tinForrtebphose ofle matrantive veice charge i f any).

Upon positi eSHon& ine} cil%tnéz Ornmol;i{%e hm eb.%ell SnoRSh attgrsltesm 98?111 aib%seti\geOG sends the
custoner a reques viar for exéﬁp?é,‘@ t et %essagégf onh their nobile
phone 1002 deterti@ppsiovsl (eaantpla ptdloT i”2atitarcusibinbr’s mebilenfuatbep Prean 2003, f or

exanple, including:. retailer's name. fromwhich.the.custoner has purchased
Goods and/ b <06 Yissste fap B, ST SRR NaRou S b PR firont bwed (and
t he nobil e @psHataifosndivh ahapaeabilfty sdTyyare ARIRGing ofi @EE@S tafable odfhe custoner to

reply the SM5S text nmessage pack with their unique P] N Code to approve or
"NO' or igrfB?eéVlP%@dr?E%‘i%%‘CgBHWt%ft‘PfoElﬁém@rPé(Fb ut ‘Pbé‘ﬁtﬁ?"éﬁé‘fl{?&é? replies the
nobi | e oper@wérks WIBHeAIRchYcaBIe Retwdeks! iRkdet, Wibdd BetRbMs Gadend ket he mobi | e
operator's database 906 via, for exanple, SMS text nessage 1004 to approve
that nobi | d0838r at or IEHE- dhdhg@obikeoreisionls dabrnPOameeitsdifedatdt fromtheir

mobi | e accoutichRl 8eEn@’s itk phdncfa@cdul€imbIPRALKY wHRRLliEhQCccount bill. The
mobi | e operator's database 906 receives the SMS text message 1004 fromthe

cust omer, \eefficignéBalgiie opisNyititibe defthed eaiedns ProEOlH Aty diafe Ren agreccust oner ' s
account bal@RGen AstdfdSinl inobRe SREkr, HHRY At RRlES HIQERandichd -

mobile operator’s surcharge if any). Upon positive verification, the mobile operator’s
database 906 sends the customer a request via, for example, SMS text message 1001
on their mobile phone 1002 for approval and authorization with the information 1003,
for example, including: retailer’s name from which the customer has purchased goods
and/or services, retailer’s invoice number, total payment owed (and the mobile
operator’s surcharge if any), and a request for the customer to reply the SMS text
message back with their unique PIN Code to approve or “NO” or ignore the message
to reject the charge.

[0040] Customer replies the mobile operator’s message by sending their
unique PIN Code to the mobile operator’s database 906 via, for example, SMS text
message 1004 to approve that mobile operator can charge the total amount and deduct
it from their mobile account balance or bill it to their monthly mobile account bill.

The mobile operator’s database 906 receives the SMS text message 1004 from the
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[0041]In FIG 11, the nobile phone operator's database 906 generates an
approval nessage along with the original transaction ID and sends it to the
paynent pwoceBsmBs?78 dat abase 904 t hrough/over/ usi ng el eeCrarseeomaisas
transm ssi on neans 903, for exanple, including: world wi de web, the
internet, point of sale, nobile phone with m ninumof SMS text nessagi ng
capability, WAP enabled wire or wirel ess device which may or may not be a
nobi | e phone, tel ephone and/ or tel ephone call, interactive voice response
over phone or nobile phone, tel ephone input systemusing interactive

sel ection response (exanple: press "1" to sel ect proval, Press "2" to
sel ect Rej e®FioBK! VHiilies sho IN Gosle gpd dedugts Siechares GAm)thy, custopey’s aggquiaper
facsimle tgaRsabSION o KERnRARLY motiRShahe BRI |, encrypted information
transportability software running on devi ces capable of receiving and

sendi ng suc0&Hcr ypt EdFlChf bribbimplile Rbges oPepiRr sritstabpse Db aenceaeswir el ess

net works, tgl,eR0R&sdde AR wiRRhEETa MRt Setioh MO Ghd &nds ARPHL SayRfhpvor Ks.

[ 0042] The paynent processor's database 904 receives the approval fromthe
mobi | e operrpesssos’s dakkdya 8¢t Doworerabiag tleoring s Eansmgpeninsaist3903 and

| ogs the a inf,o ' ' or’ ~§@& W th the
anount duep%f/g)%t/aﬂ-lglegglglrug{h i&]%{g@@pﬁg?%ﬁ%{lj&&ggﬁgf%eqt’vh\gglrl] gg'?]tl \/\t/%)l parties,
creates a |mabnluniofSMS (paynesdaging etmbilier, W AP tipdled varcowitcleasdeyee t he terns
agreed between the two ties,and sends .an approval. to the retailer 803
hr oughs overT s PHgob R RR bR f 8Ral e IrEnPls PER et SR S anpi o

i ncl udi ng: widelresponsde vevgihond drendhile @horet elephinatinpot syseheysingohretaetiyghone wi t h

i ni f SN5.t ext ' i li VAP bl ed., wi irel
Gevi 06 i CRRAY Py SO DBa. ot FbAHEY SRS mo R BHA or 1 ol ephone

cal |, i nterrgédive, pr&k €8 tHh @BRONEBadVE 1D Hi0))6n pipeABRIsinglephafnissibigl ephone
i nput system usi, interactive selectjon response xanmpl e; press "1" to
sel ect ApprYi?r817“?1?’%P%@?aﬂz“nwt@éf@é‘?atﬁé‘jt@&ﬂo ?P,lh%rsé&am NNt Bnt er

transact i ondehides @hebld of REIAAPRIA sehBESUth bR ryfi@NBBrS s bve) b MR |, post al
mai |, encrypted information transportability software running on devices

. . . y . .
capabl e of Bl to pirglesisteakyighephenclincerably pe@@sninsrehtidbHe over, but not
limted to wwekess networks, tel ephone |Iines, cable networks, internet,
nmobi | e networks. WO 2010/ 093770PCT/ US2010/ 023863 [ 0043] The retailer 803
recei ves t H80&pr ovallh¢ paymenhirograspie detapase Bk werivadle appesyal fram the t hei r
books and grﬁ&ﬁfe%%&%to@sQQME@@@O({]\QQgfe&&on‘f%amr%n%nﬁﬁaﬁ 9bParlaNsGist omer 801
The receipt can be sent through/over/using electronic data transm ssion
means 903, 4porovabeadpifermating|dgbitsibe opewser chepdutewitke Hie anfpentidue by Het , poi nt  of
sal e, nobil i 1.1l §hl\{§ Tes 1.Ng:. Ga iLity, WAP
enabled wr e%?&\%‘ﬁ gégt%§§pé§git/%}}égb (\%AI%’FC %%’58( arrt'f@n}a%@agég% qﬁ‘gﬁ@ﬁ%&ﬁﬂ% phone,
t el ephone am@ilarintteireptroneasgat the tarms egrasitbewasen diegwo pasiponsiscmis@n phone or

nobi | e phone, tel ephaone. i E S em usin nt.er. cti ve.sel ection response
(exampl o prpey SRS bor B S i e BT iR B i ot o,
press "3" ta3efur exaniplaiedcingowollDyidetvaeb) the aterpapgtint of sds inmiblle pidnansm ssi on,

via email, postal nmnail ncrypted.info tign transpartability software
unni ng on Ry MEERUR.0 SHSAC I Beine PG Ik 0V AR A S WIS ot ed

i nf or mat i onde@iee fwhidduhay®imaly in6i BeeOmbRlcWho R, @SHhaetandiok eleph@leephone | i nes,
cabl e networks, .internet, nobile networks. The custoner 801 receives the
recei pt andPTaTHYe YRGCEGRARSCIONETGIREE FTaRotls Phens; elepiIEHBRISSYSIHEYSS ng but  not

limted to sRtRRGIdMdOieifahicQBxanilOPRES O sQéck AbsrovAll BERtDoRAl  coupons,
pronotional bar-codes, gift certificates, etc. [0044] The above-described
devi ces ancpe})egb%es}gqtl@wr@ﬁ %H@egtﬁ@ﬁ%ﬂs%tlyn ID, etc.), on paper, facsimile

transmission, via email, postal mail, encrypted information transportability software
running on devices capable of receiving and sending such encrypted information over,
but not limited to wireless networks, telephone lines, cable networks, internet, mobile

networks.
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enbodi nents can include, for exanple, any suitable serv

ers,

Wwor

kst ati ons,

PCs, laptop conputers, PDAs, Internet appliances, handhel d devi ces,
cel | ul ar welzephosEs, wirel ess devi ces, other devices, amrdTiuseoiioksss3 capabl e

of performng the processes of the exenplary enbodi nent

s. The devi ces and

subsystens of the exenplary enbodi nents can comunicate with each ot her
usi ng any suitable protocol and can be inplenented using one or
programed conputer systens or devices. [0045]One or nore interface

i ncludi ng, for
exanpl e, Internet access, teleconmunications in any suitable form(e.qg.,
voi ce, model¥P43nd t hdhe rekaler 8Q5 recsr s decgpyHilom he RYMBHPTAcesHi d04he | i ke.

mechani snms can be used with the exenplary enbodi nents,

For exanpl e & @Y E6bokO L Gatel 9 PSynR&l WBEiKSWIAEL 1s st o @@ Bustdied-ude one or

nore

nore w rel ess communi cati ons networKks, cellular comunications networKks,
comuni cat | ¥HsThreroptican bexgpt theougipYereas Tertepohe NeSWSFIRD MPSTFNs) , Packet

Data Net wordes, (PDMS)sle, (iRl dt &FMBtwiad QES ARShSmeA pGAMtisIRL LMt her eof . and

the like. [0046]It I's to be understood that the devices and subsystens of

G3

t he exenpl ampnewlibdiimpmmsof HMES erirmesgaetns capabilphr Wodesabledswiiamy vari ati ons of

the specif ;\gir%im@{s ﬂl@@&eewhi&? {’:I‘IQ%/ P)Iom%]bﬂ%(%} ‘BtEfE‘ mobh@%q%?:tggéﬂﬁ)ﬁlg}{ ﬁr?cﬂfﬁq

possi bl e, e appreciate ose s

ere

L

S are
ﬁ% art(s).

For exanpl eqallt inerdeunctdiamadpony cvér ee armotpie@hafe, tehpherevimesysend subsyst ens
of the eXerﬁ)s%n%rﬂter%?@\%gsif}fggtp&nsres%%r'?sel?gxalmrlgpel: Sr%?sntlego i &gpero%ﬁ, PIos GpPr Ogr ammed

conput er syst ens I ces

to select Rejection, press “3” to enter transaction ID, etc.), on paper, facsimile

transmission, via email, postal mail, encrypted information transportability software
running on devices capable of receiving and sending such encrypted information over,
but not limited to wireless networks, telephone lines, cable networks, internet, mobile
networks. The customer 801 receives the receipt and other relevant information to
their purchase, including but not limited to shipping information, promotional offers,
promotional coupons, promotional bar-codes, gift certificates, etc.

[0044] The above-described devices and subsystems of the exemplary
embodiments can include, for example, any suitable servers, workstations, PCs,
laptop computers, PDAs, Internet appliances, handheld devices, cellular telephones,
wireless devices, other devices, and the like, capable of performing the processes of
the exemplary embodiments. The devices and subsystems of the exemplary
embodiments can communicate with each other using any suitable protocol and can
be implemented using one or more programmed computer systems or devices.

[0045] One or more interface mechanisms can be used with the exemplary
embodiments, including, for example, Internet access, telecommunications in any
suitable form (e.g., voice, modem, and the like), wireless communications media, and
the like. For example, employed communications networks or links can include one
or more wireless communications networks, cellular communications networks, G3
communications networks, Public Switched Telephone Network (PSTNs), Packet
Data Networks (PDNs), the Internet, intranets, a combination thereof, and the like.
[0046] It is to be understood that the devices and subsystems of the exemplary

embodiments are for exemplary purposes, as many variations of the specific hardware
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[0047] To i npl ement such variations as well as other variations, a single
conputer system can be programed to performthe special purpose functions
of one orwoun®/mB770he devi ces and subsystens of the exemrplrarsgoienssds nent s.
On the other hand, two or nore programed conputer systens or devices can
be substituted for any one of the devices and subsystens of the exenplary
enbodi nents. Accordingly, principles and advantages of distributed
processi ng, such as redundancy, replication, and the |ike, also can be

i npl enented, as desired, to increase the robustness and perfornmance of the
devi ces and subsystens of t he exe | ary enbodi nents. gﬁ 48] The deV|ces and
subsyst ems $f4 tHBPERERPE PP Eﬁ%%n%%fﬁpgﬁs&kea? Wil rﬁ@?lieelﬁte# Yating to
various proggssedledashs fehz%ntmﬁ(s@l Por eXithSle | (RS RLRILRY of 8k Benc3t o ed in one
or nore menories, such as a hard disk, optical disk; ?neto optical di sk,
RAM and t hiBe igviess apst subpsteiewi s sxemplary ¢Bbgdiments cast ba i leaseaivg Vit y
enbodlnentgmwgpgmﬂgrg@ﬁﬁngggggﬁ§§§yggngQQRQQMJces and subsystens of the
exenpl ary enbod |neH%s can store the information used to inplenent the
exenpl ary elff$ti ment Soofplementypdsenttiingventll sngheryhdatigas. abyaslss can be

or gani zed u§yﬁg C ~ i el ds,
graphs, trees, ?%&%nﬁ%Bﬁgﬁﬁggﬁmﬁgygpﬁc]ﬁﬁg%q$ﬁmoﬁﬂﬁﬁgﬂﬁ%ﬁ%gﬁzﬁ%{|es or

st orage dewwmasebf@tédnhmaainm$$WGmpfd@@ggmgmdegbpmbewstmNunﬁbpect to the

exenpl ary nb q nents can |nc de a riate data. s %tqueg or storing
more I‘O ram C%m T Sy CINS O dEVICES Can ted for
data col | ect’ I O ¢9 processes o evices and

subsyst ens @@cmheﬂhxémmkaami@mb@dmmﬁmﬂﬁekmnmm@eﬁmomnmemdAtabaﬁgg t her eof .

[ 0049] Al l or. a. ort e s_and. subsyst e of the.exenplary
brbod ment SriRand o Shesr 1O FPHET Birihe sa o) RgBeSsy HEiEGhner a

pur pose corazlutu&rm&ym@cmﬁ be mlﬁémaftap as8RIr&d, t@lingiehlthesSioBnalespmacessor s,

m cro-control | ers, ﬂg |IK§ g@a d accordln to the teachlngs of
the exenpl ¥ ICBABISHP ﬁ@@“%?a? %m§P@ the sy Ry yab @gwRFII be appreci at ed
by those skipb4gd i n trhedSEpLiEubARENS Of theaKkE&nRAY SmbARREAR EAlige SOf t ar e
can be readlly prepared by programmers of ordlnabé skill based on the

teachi ngs off AR BXEIILEP Y doRs HECAERT 4T WPPIn. Bis IRippraion SR by t hose

skilled in §heq ﬁlqa‘ntevs@ﬁl%re%émorﬁg rsm%s,aHanﬁdlsi@\s%&%ﬁd@@%a%yh@é »s@tvgc%ms of the
exenpl ary enbodi ments can gﬁ enented on the Wrl de b. In
lﬁ@;lgb’

addi tion, tdH& BMM.caad thedie epsandfsubsiciaxelipt ecpréibodi nent s can be
| mpl enment ed, yhatiG P THRIE HotdhiBhse@BPhE G&ide Egnéﬁl%g};stehﬁ or e ?é %g circuits

or by i nt erconnect i ng an appropri at e net wor conventi ona onent
circuits, afsnbmdimentﬁecaaptpreetbfr afegabgn ushdwangleinichedie exentphesy el ectrical art (s).

Thus, the exaulary o‘?%ﬁ% sﬁﬁ%é nflok. 1 ARE abchitkds@dn bOoRARY - FREGL b G CONDI nati on

of hardmare circurtry a
structures (e.g., records, tables arrays, flelds graphs, trees, lists, and the like)

included in one or more memories or storage devices listed herein. The processes
described with respect to the exemplary embodiments can include appropriate data
structures for storing data collected and/or generated by the processes of the devices
and subsystems of the exemplary embodiments in one or more databases thereof.
[0049] All or a portion of the devices and subsystems of the exemplary
embodiments can be conveniently implemented using one or more general purpose
computer systems, microprocessors, digital signal processors, micro-controllers, and
the like, programmed according to the teachings of the exemplary embodiments of the
present inventions, as will be appreciated by those skilled in the computer and
software arts. Appropriate software can be readily prepared by programmers of

ordinary skill based on the teachings of the exemplary embodiments, as will be
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[ 0050] Stored on any one or on a conbination of conputer readable nedia, the
exenpl ary enbodi nents of the present inventions can include software for
cont rol | iwgQ 20tve98E0i ces and subsystens of the exenpl arypemhsdenmeisss f or
driving the devices and subsystens of the exenplary enbodi nents, for
enabl i ng the devices and subsystens of the exenplary enbodi nents to
interact with a human user, and the |ike. Such software can include, but is
not limted to, device drivers, firmvare, operating systens, devel opnent
tools, applications software, and the |like. Such conputer readable nedia
further can include the conputer program product of an enbodi ment of the
present i nvBRICHIE by dospilahipifitgoBmiregr. Jusithoevicer aprabessimag i s

di stri but ed)r @f exteRiBlaR QRRRAThNG ARDE AfipIEHedid TR }BRAWAG Wdbe 14 Nvent i ons.
Conmput er code devi ces of the exenplary enbodi ments of the present

i nvent i ons ¥diionnde deyiceannd sihsysighis of the casmpplay spbedipents gachit abl e code
mechani sm.fydollcy B pritbh B LHcA@n ALl Rlifepb B BLALRLAR © PT ogr ams,
dynamic link'librariés (DLLs), Java classes and applets, conplete

execut abl e ipletyneaeEng @o&mmn@mné@toﬂﬂ@fqme@tnum%R@npqmrmmme@t asrvell PEORBA)

obj ect s, ROV t xenpl ary
enbodi nent ”«ﬂ;g#elaﬁﬁ,d bg(r%%ogg%{lﬁ@ﬁ\ﬁ/ éhﬁte?eg%}s@c%{%s) bgﬁ ‘éﬂog%%r%?%ﬁuﬁtl&% ?fb O&I@e{l tger

per f or manceqre ngllingtzil lte any, spewisd qonariumtibm ef lhardwa.re fipE iy ahd/os beltvede.above, t he
devi ces and[g Hﬁ}sySt egPoré)dfontarﬁe ogf):(er co¥nb1nrrpl nt atercraegdabﬁ]ecmgcfje comput er

r eadabl e 'umor nenories for é‘ I'ns ruc YRS ogra anmed accordi ng
to the teaaheagmqmﬁyeﬁmnmmmmenmh¢pmamtm@mﬁmnmdmﬁmﬂmh@bﬁwmgﬁﬂata structures,
tabl es, records d/or. other .data describe her uter. adabl e
ol um can SAETIBE Py P Bu i e s e Be b P60 ng

i nstructi ong&vices ﬁldrsw@asls@bf the &xe@p®a Y EinBdlim&u S Morden i Ghig Who déai’(tesf. Eﬁllﬂe many
formns, |nclug not Iinitgg 5 non- volatrelré nmedi a, vo ke medi a,
transmi ssi oHPHE Pﬁo i xgpRlany e RBOdi RS S (it Witha ARigan s g Wﬁ&*e f or

exanpl e, opducsabftdre Bﬁﬁﬁ@ﬁd&b&ﬂ@ff&dmﬂ@@ﬂﬁ'&l@n&&lﬂv@ﬁ' fihivadts op@tighet he | i ke.
Vol atil e nmedia can include dynam c nenories, and the l'i ke. Transmi ssion

medi a can i HeEHselcrdanment opkpanpcatiopyingivaig: andl the Jikse SugheereRiterand t he | i ke.
Transm ssi oR, B! ﬁﬁh&%ﬁ'n fn@iﬁae t %o&prtép 195gr§rﬁ RHRibEGf aRBihb&Rhent

el ectromagneti ¢ waves, and | i ke, such as those generated during radio
frequency (®re @eﬁrﬁum@&mfﬁweﬁommaraﬂerrpwloluaf@roeﬁémmd@mhumé and the
| i ke. Commog 1f1 & e‘?@!ﬂﬂ Fhif ﬁ@?%@h 6AN e Coddd RUicEXaMPl e, a
fl oppy di sk, ' Iei?%%ﬁ i ' drs ' nagngtﬁg ta u; d%e ﬁer sui tabl e

magneti c neﬁrthnﬁxempmqu mmtwsemnyve@tlwércalsumwbh@ &upableal medi um
punch cards, tegpqga%re E@?C%éﬁ% LB lneMBoknS *h‘%ﬁl%ﬁfélbﬁ{‘%{ot‘i’m%ﬁ 10 s‘ét{n@b' e physical

medi um wi t h patterns es or ot her opt I'y recogni zabt e indicia, a

RAM a PRC]\ilnteemetEﬂRﬁNgraalsdeAShﬁcHi%RG]btanam@)Idishdavmlassealahréammmr y chip or

cartridge, a carrier
complete

or e i i m whi ch a
conput er can readmwﬁﬁagifvﬁmqu¥H%mﬁﬁngﬁf&ﬂﬁﬁennﬁgﬁgm %§§m%een descri bed
i n connect i @ORBA)fbEcraTdehe life. dk@bplen pyriesthiadirnentisg ofahdexemplagrent at i ons,
the present |nvent|03§?are nat so ver various

o T oot R A e Bt b PrBith IR SPEE pS et 12 1 vi ew
of the appemnnalit¢|@kiBnd the like.

[0051] As stated above, the devices and subsystems of the exemplary
embodiments can include computer readable medium or memories for holding
instructions programmed according to the teachings of the present inventions and for
holding data structures, tables, records, and/or other data described herein. Computer
readable medium can include any suitable medium that participates in providing
instructions to a processor for execution. Such a medium can take many forms,

including but not limited to, non-volatile media, volatile media, transmission media,
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VWHAT IS CLAI MED | S: 1. A conputer inplenmented systemfor processing
paynents for goods or services, the system conprising: a paynent

pr ocessorwoanfoysried to recei ve a paynent request for geolaSer108e3ses ces
froma nerchant; wherein the paynent request includes a nobile phone
nunber or nobil e phone account of a user; t he paynment processor is
configured to send a paynent authorization request text nessage to the
nobi | e phone of the user requesting authorization for paynent of the
paynent request; t he paynent processor is configured to receive a
paynment authorization text nessage fromthe nobile phone of the user

aut hori zi ngtrthsgie Aleprsltikimeglia ¢i@ ipeasfeelf Compigarisal erarrenpticqlitkst ; i f
t he payment ,aiRApidAIRY ah@ e 1IEST8MEIe e hh ErcRP b BnRbRRBASs, t he user
aut hori zes the paynent of the paynent request, the paynent processor is
confi gur ed ¢ Upsaliker Heansmiseinamedipsan mplBdyensgial gplescppeg ddreaRer char ge t he
mobi | e phong,;aceemt iRE. TRRMSEIn hiQfia JNFCRRUTRIE forrRBFlacoustic, ofiball he payment
aut hori zation text nessage fromthe nobile phone of the user does not

aut hori ze tdectionpgnetic wafest ind thalkeesich pedsssgengrptedl flutingeragya Jigayency

cuLhor | a0 LS TERRRST LB LRI P Of BT Dot o0 o
for the gooldsnoef compviecegdable media can include, for example, a floppy disk, a flexible

disk, hard disk, magnetic tape, any other suitable magnetic medium, a CD-ROM,

CDRW, DVD, any other suitable optical medium, punch cards, paper tape, optical

mark sheets, any other suitable physical medium with patterns of holes or other

optically recognizable indicia, a RAM, a PROM, an EPROM, a FLASH-EPROM, any

other suitable memory chip or cartridge, a carrier wave or any other suitable medium

from which a computer can read.

[0052] While the present inventions have been described in connection with a

number of exemplary embodiments, and implementations, the present inventions are

not so limited, but rather cover various modifications, and equivalent arrangements,

which fall within the purview of the appended claims.
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2. A conputer inplenmented nmethod for processing paynents for goods or
services, the nethod conpri sing: recei ving by a paynent processor a
paynent rwQuesxo9Bmpn goods or services froma nmerchant; PCT/US20w0@e365 t he
paynent request includes a nobile phone nunber or nobile phone account of a

user; sendi ng by the paynment processor a paynent authorization
reguest text nessage to the nobile phone of the user requesting
aut hori zation for paynent of the paynent request; receiving by the

paynent processor a paynent authorization text nessage fromthe nobile
phone of the user authorizing or not authorizing the paynent of the paynent
request;  WHATE ¢ldMIEY fnt aut hori zation text message fromthe nobile

phone of the user xayhiolel #Gteh i dRINER Nr pRicelsh fAAMPRor bESIN@St , paying the
mer chant by the paynent processor for the goods or services and charging

the nobi | e {F6ie BCBOUALCOBPTItAE user for the payment; and if the
payment aut hori zaf,l QB HRkkssPESRAGEed (0308 JIDALL G RBQNG Lbaddpe user does

not authorize the paynment of the paynment request or if the paynment
aut hor i zat i srviges kompeRergepati s not recei ved within a predeterm ned period of

time, declining paylkige HRind REGRAD hRYest o RRYIE nddh2f G55 Hief OF the goods

or services.
phone account of a user;

the payment processor is configured to send a payment authorization request
text message to the mobile phone of the user requesting authorization for payment of
the payment request;

the payment processor is configured to receive a payment authorization text
message from the mobile phone of the user authorizing or not authorizing the
payment of the payment request;

if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, the payment processor is configured
to pay the merchant for the goods or services and charge the mobile phone account of
the user for the payment; and

if the payment authorization text message from the mobile phone of the user
does not authorize the payment of the payment request or if the payment authorization
text message is not received within a predetermined period of time, the payment

processor is configured to decline to pay the merchant for the goods or services.

2. A computer implemented method for processing payments for goods or
services, the method comprising:

receiving by a payment processor a payment request for goods or services
from a merchant;

wherein the payment request includes a mobile phone number or mobile
phone account of a user;

sending by the payment processor a payment authorization request text
message to the mobile phone of the user requesting authorization for payment of the

payment request;
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3. A conputer program product for processing paynents for goods or services
and including one or nore conputer readable instructions enbedded on a
conput er weadsbig77medi um and configured to cause one or PODS2TIONRISHET
processors to performthe steps of: receiving by a paynent processor
a paynent request for goods or services froma nerchant; wherein the
paynment request includes a nobile phone nunber or nobile phone account of a
user; sendi ng by the paynent processor a paynent authorization
request text message to the nobile phone of the user requesting

aut hori zation for paynent of the paynent request; . receiving by the
paynment pr ocessSrCeH ISRBOPAYRIPHYPTS MY R OAY R futheryabeyeletireiisashe nobi | e

phone of t hgo §RImadit PRSHeZ)r 13 Rér aﬁ@ﬁmﬁﬁ% BOfde hiRgHARAKPAWIRAL ofQfie t he paynment
request; if the paynent authorization text nessagée fromthe nobile

phone of thH@ymsere@gtthori zes t he paynent of the paynent request, paying the

mer chant by the ;pgy pRMenPLREES8Rn EQmdRee 80298 AbbiRSh¥AEAInARE: Char gi ng
t he nobi | e phone account of the user for the paynent; and if the

payment aut#drorizesthopryment of tesmagen re@wstt pryingoks neccimohethopayent user does
not authorize. L0e ARl FfsefiEs Wéﬁ@&ﬁng&ﬁeﬁmﬁ{tgﬁlie r}J?lgnép%ICC(T) € oP@AY IRt

aut hori zati'on text nessage is not recerv redeterm ned period of
time, decliforthg ppayéntgindhe nmerchant by the paynment processor for the goods

or services. if the payment authorization text message from the mobile phone of the user

does not authorize the payment of the payment request or if the payment authorization
text message is not received within a predetermined period of time, declining paying

the merchant by the payment processor for the goods or services.

3. A computer program product for processing payments for goods or services
and including one or more computer readable instructions embedded on a computer
readable medium and configured to cause one or more computer processors to
perform the steps of:

receiving by a payment processor a payment request for goods or services
from a merchant;

wherein the payment request includes a mobile phone number or mobile
phone account of a user;

sending by the payment processor a payment authorization request text
message to the mobile phone of the user requesting authorization for payment of the
payment request;

receiving by the payment processor a payment authorization text message
from the mobile phone of the user authorizing or not authorizing the payment of the
payment request;

if the payment authorization text message from the mobile phone of the user
authorizes the payment of the payment request, paying the merchant by the payment
processor for the goods or services and charging the mobile phone account of the user

for the payment; and
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if the payment authorization text message from the mobile phone of the user
does not authorize the payment of the payment request or if the payment authorization
text message is not received within a predetermined period of time, declining paying

the merchant by the payment processor for the goods or services.
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