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DESCRIPTION
PORTABLE ELECTRONIC DEVICE, IC CARD, AND IC CARD PROCESSING

DEVICE

FIELD

Embodiments described herein relate generally to a
portable electronic device, an IC card, and an IC card
processing device.

BACKGROUND

In recent years, there has been known a security
attack that causes a control circuit to execute a
fraudulent operation by delivering an attack to an IC card,
which is a portable electronic device, from an outside. Due
to such an attack from the outside, the IC card may perform
a fraudulent operation such as skipping a part of regular
processing, e.g., determination processing necessary for
maintaining security.

However, conventional IC cards have a problem wherein
a normal response may be output even in a case where a part
of regular processing requested through a command is
skipped due to the external attack. For this reason, as an
IC card processing system including an IC card and a card
reader/writer, there is a demand for a system capable of
detecting such a fraud wherein a part of regular processing
such as determination processing in the IC card is skipped.

CITATION LIST

PATENT LITERATURE



10

15

20

25

Jpn. Pat. Appln. KOKAI Publication No. 2020-009305
SUMMARY
TECHNICAL PROBLEM

In order to solve the problem described above, the
present invention provides a portable electronic device, an
IC card, and an IC card processing device each capable of
detecting a fraudulent operation.

SOLUTION TO PROBLEM

According to an embodiment, a portable electronic
device includes an interface, a memory, and a processor.
The interface communicates with an external device. The
memory stores setting information on a standby time for
setting a lower limit value of the standby time from when
the external device transmits a command to when the
external device receives a response to the command. The
processor transmits, to the external device, standby time
information for specifying the lower limit value of the
standby time based on the setting information on the
standby time stored in the memory, executes processing
according to a command received from the external device to
which the standby time information has been transmitted,
and transmits, to the external device, a response including
an execution result of the processing according to the
command .

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram showing an example of a

configuration of an IC card serving as a portable
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electronic device according to an embodiment.

FIG. 2 is a block diagram showing an example of a
configuration of an IC card processing device configured to
communicate with the IC card serving as the portable
electronic device according to the embodiment.

FIG. 3 is a diagram showing an example of setting
information on a processing time stored in a memory of the
IC card serving as the portable electronic device according
to the embodiment.

FIG. 4 is a diagram showing an example of setting
information on the processing time stored in the memory of
the IC card serving as the portable electronic device
according to the embodiment.

FIG. 5 is a diagram showing an example of an
adjustment value for the setting information on the
processing time stored in the memory of the IC card serving
as the portable electronic device according to the
embodiment.

FIG. 6 is a diagram showing an example of the
adjustment value for the setting information on the
processing time stored in the memory of the IC card serving
as the portable electronic device according to the
embodiment.

FIG. 7 is a sequence for illustrating an upper limit
and a lower limit of the standby time by the IC card
processing device with respect to the IC card serving as

the portable electronic device according to the embodiment.
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FIG. 8 is a flowchart for illustrating an operation
example of the IC card serving as the portable electronic
device according to the embodiment.

FIG. 9 is a flowchart for illustrating an operation
example of the IC card processing device according to the

embodiment.

DETAILED DESCRIPTION

Hereinafter, embodiments will be described with
reference to the drawings.

FIG. 1 is a block diagram schematically illustrating
an example of a configuration of an IC card 1 according to
an embodiment. An IC card 1 serving as a portable
electronic device according to the embodiment constitutes
an IC card processing system together with an IC card
processing device 2. The IC card 1 is a portable electronic
device that is activated (becomes operable) with power
supplied from the IC card processing device 2. The IC card
1 will also be referred to as a smart card.

The portable electronic device according to the
embodiment is not limited to a card-like shape, and may be
a booklet-like shape (for example, a notebook such as a
passport) having a configuration and a processing function
equivalent to those of the IC card 1 to be described later.
The portable electronic device according to the embodiment
may be a portable electronic device (for example, a

smartphone, a mobile phone, a tablet PC, a dongle, etc.)
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having a configuration and a processing function equivalent
to those of the IC card 1 to be described later.

The IC card 1 is roughly classified into a contact
type IC card and a non-contact type IC card. For example,
the contact type IC card 1 is activated by receiving a
supply of an operation power source and an operation clock
from the IC card processing device 2 via a contact unit
serving as a communication interface. The non-contact type
IC card 1 is activated by receiving a radio wave from the
IC card processing device 2 via an antenna, a
modulation/demodulation circuit, and the like, which are a
communication interface, and generating an operation power
source and an operation clock from the radio wave.

As shown in FIG. 1, the IC card 1 has a main body C.
The main body C is formed from, e.g., plastic into a card
shape. The IC card 1 has a module M inside the main body C.
The module M is integrally formed in a state in which one
or a plurality of IC chips Ca and an external interface
(interface) for communication are connected to each other,
and is embedded in the main body C.

The portable electronic device according to the
embodiment may include the module M in a main body formed
into a booklet shape, or may include the module M inside a
main body forming a portable electronic device (portable
terminal) .

In the example of the configuration shown in FIG. 1,

the module M of the IC card 1 includes a processor 11, a
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RAM12, a ROM13, a nonvolatile memory 14, a communication
control unit 15, an interface 16, etc.

The processor 11 includes a circuit configured to
execute various types of processing. The processor 11 1is,
for example, a central processing unit (CPU). The processor
11 exerts control over the entire IC card 1. The processor
11 realizes various processing functions by executing a
program stored in the ROM 13 or the nonvolatile memory 14.
However, part or all of the various functions executed by
the processor 11 to be described later may be realized by a
hardware circuit.

The RAM 12 is a volatile memory that functions as a
working memory. The RAM 12 also functions as a buffer that
temporarily stores data that the processor 11 is
processing. For example, the RAM 12 functions as a
communication buffer that temporarily stores data
transmitted to and received from the IC card processing
device 2 via the communication control unit 15 and the
interface 16.

The ROM 13 is a nonvolatile memory that functions as a
program memory. The ROM 13 stores a program for control,
control data, etc., in advance. The ROM 13 is incorporated
into the IC card 1 in a state in which the control program,
the control data, etc., are stored in the ROM 13 at a
manufacturing stage. That is, the control program and the
control data stored in the ROM 13 are incorporated in

advance in accordance with the specification of the IC card
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1. For example, the ROM 13 stores a program for the
processor 11 to execute processing according to a command
received from the IC card processing device 2.

The nonvolatile memory 14 is a nonvolatile memory in
which data can be written and rewritten. The nonvolatile
memory 14 is configured by, for example, an electrically
erasable programmable read-only memory (EEPROM) (registered
trademark), a flash ROM, or the like. The nonvolatile
memory 14 has a tamper-resistant property in part or the
whole of its area, and can securely store data. A program
and various items of data according to the operational use
of the IC card 1 are written in the nonvolatile memory 14.
The nonvolatile memory 14 stores data in a file structure
defined by a predetermined standard. Files such as a
program file, a data file, or the like are defined in the
nonvolatile memory 14, and a control program and various
items of data are written in these files.

For example, in the nonvolatile memory 14 of the IC
card compatible with international standard ISO/IEC 7816-4,
a plurality of file groups having a hierarchical structure
including a master file (MF), a dedicated file (DF), an
elementary file (EF), and the like are defined. In the file
structure defined in ISO/IEC 7816-4, the MF is present in
the uppermost layer, and one or more DFs are present in the
layer after the MF. One DF stores, for example, data for
implementing one application. In addition, one or more EFs

are present in the layer after the DF. Each EF stores
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various items of data used for an application as the DF.

The communication control unit 15 is connected to the
interface 16. The interface 16 is an interface for
establishing communication connections to an external
device. The communication control unit 15 and the interface
16 constitute a communication unit. The communication
control unit 15 and the interface 16 realize a
communication function by a communication method
corresponding to the interface of the IC card processing
device 2. The communication control unit 15 and the
interface 16 may be configured to support a plurality of
communication systems (for example, a contact communication
and a non-contact communication).

In a case where the IC card 1 is realized as a contact
type IC card, the communication control unit 15 and the
interface 16 constitute a communication unit that
communicates with the IC card processing device 2 by coming
into contact with the IC card processing device 2. In such
a case, the interface 16 is configured by a contact unit
that comes into physical and electrical contact with a
contact unit of the IC card processing device 2, and the
communication control unit 15 is configured by a circuit
that controls transmission and reception of a signal via
the contact unit.

In addition, in a case where the IC card 1 is realized
as a non-contact type IC card, the communication control

unit 15 and the interface 16 constitute a communication
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unit that communicates with a card reader/writer of the IC
card processing device 2 in a non-contact manner
(wirelessly). In such a case, the interface 16 is
configured by an antenna that transmits and receives radio
waves, and the communicatioﬁ control unit 15 is configured
by a modulation circuit for generating radio waves to be
transmitted, a demodulation circuit for generating a signal
from received radio waves, and the like.

Next, a configuration of the IC card processing device
2 according to the embodiment will be described.

FIG. 2 is a block diagram schematically illustrating
an example of a cohfiguration of the IC card processing
device 2 according to the embodiment.

In the example of the configuration shown in FIG. 2,
the IC card processing device 2 is a host device having a
function of communicating with the IC card 1 via the card
reader/writer 24. The IC card processing device 2 may be,
for example, a device in which the card reader/writer 24 is
connected to a control device such as a personal computer
(PC) .

As shown in FIG. 2, the IC card processing device 2
includes a control unit 21, a display unit 22, an operation
unit 23, a card reader/writer 24, and the like.

The control unit 21 controls operation of the entire
IC card processing device 2. The control unit 21 includes a
processor (CPU) 25, a RAM 26, a ROM 27, a nonvolatile

memory 28, a communication unit 29, a timer 30, and the
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like. For example, the control unit 21 is configured by a
personal computer.

The processor 25 executes various types of processing
by executing programs stored in the ROM 27 or the
nonvolatile memory 28. The RAM 26 functions as a working
memory that temporarily retains data. The ROM 27 is a
nonvolatile memory that stores programs, control data, etc.
The nonvolatile memory 28 is a rewritable nonvolatile
memory. The communication unit 29 is an interface for
communicating with an external device. The timer 30
measures an elapsed time. The timer 30 is controlled by the
processor 25 to start and stop measuring the elapsed time.

The control unit 21 has a function of transmitting a
command to the IC card 1 by the card reader/writer 24, a
function of performing various types of processing based on
data received from the IC card 1, and the like. For
example, the control unit 21 performs control to write data
in the nonvolatile memory inside the IC card 1 by
transmitting a data write command to the IC card 1 via the
card reader/writer 24. The control unit 21 also performs
control to read data from the IC card 1 by transmitting a
read command to the IC card 1. The control unit 21 controls
an application which is to be selected in the IC card 1, by
transmitting an application selection command to the IC
card 1.

The display unit 22 is a display device that displays

various types of information under the control of the
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control unit 21. The operation unit 23 is configured by a
keyboard, a ten-key, a pointing device, etc. The operation
unit 23 is for an operator of the IC card processing device
2 to input various operation instructions, data, etc. The
operation unit 23 also functions as an input unit for
inputting identification information of a user of the IC
card 1 or authentication information such as a password.

The card reader/writer 24 is a communication unit for
communicating with the IC card 1. The card reader/writer 24
is configured by an interface compatible with a
communication method of the IC card 1. For example, in a
case where the IC card 1 is a contact type IC card, the
card reader/writer 24 is configured by a contact unit for
physically and electrically connecting to a contact unit of
the IC card 1. In addition, in a case where the IC card 1
is a non-contact type IC card, the card reader/writer 24 is
configured by an antenna for performing wireless
communication with the IC card 1, communication control,
and the like. The card reader/writer 24 performs power
supply, clock supply, reset control, and data
transmission/reception with respect to the IC card 1. The
card reader/writer 24 activates (starts up) the IC card 1,
transmits various commands, and receives responses to the
transmitted commands, based on the control by the control
unit 21.

Next, communication processing between the IC card 1,

which is the portable electronic device according to the
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embodiment, and the IC card processing device 2 will be
described.

The IC card 1 executes processing according to a
command from the IC card processing device 2 including the
card reader, and transmits (responds) a response including
an execution result of the processing according to the
command to the IC card processing device 2. A processing
time required for the IC card 1 to execute processing in
accordance with a command from the IC card processing
device 2 is a time that can be estimated in advance in a
case where the processing is normally executed. That is, in
a case where a range of a normal processing time for a
command in the IC card 1 is set, a range (the upper limit
value and the lower limit value) of a standby time from
when the IC card processing device 2 transmits a command to
when it receives a response can be set.

The IC card 1 according to the embodiment can set a
lower limit value and an upper limit value as a range of a
normal processing time required for processing according to
a command. The lower limit value and the upper limit value
for the processing time are set in advance according to the
specification of the IC card 1, etc., and are stored as
internal data when the IC card is manufactured or issued.
For example, the internal data is stored as setting
information of the standby time including the lower limit
and the upper limit of the processing time in a memory such

as the ROM 13 or the nonvolatile memory 14. The setting



10

15

20

25

information of the standby time may be stored for each
application, for each command, or for each file (DF or EF).

FIG. 3 is a diagram showing an example of a
configuration in a case where the IC card 1 serving as the
portable electronic device according to the embodiment
stores setting information of a standby time for each
application.

FIG. 3 shows an example of a configuration of a table
that stores setting information of a standby time including
a lower limit for a normal processing time based on a
format defined in ISO/IEC 7816-4:2020,12.2.4.2.

In the example shown in FIG. 3, the setting
information of the standby time includes an upper limit
value (Tb _max) of a processing time, a lower limit value
(Tb_min) of the processing time, a unit time (Tu), and an
option, which are set for each application.

"Tb max" 1s an upper limit reference time (for
example, Tb max [ms]) -for the processing time. "Tb min" is
a lower limit reference time (for example, Tb min [ms]) for
the processing time. "Tu" is a transmission time of unit
data (for example, Tu [ms/B]). Herein, in a case where a
length of communication data is set to Ld (for example, Ld
[Bl), the communication time is calculated as "TuxLd"
([ms]).

The time (standby time) from when the IC card
processing device 2 transmits a command to the IC card 1 to

when the IC card processing device 2 receives a response
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includes a processing time and a communication time with
respect to the command in the IC card 1. Therefore, in a
case where the length of the communication data is set to
Ld, the upper limit value (Tmax) of the standby time is
calculated by Tmax = Tb max + (Tu x Ld). In addition, in a
case where the length of the communication data is set to
Id, the lower limit value (Tmin) of the standby time is
calculated by Tmin = Tb min + (Tu x Ld).

In the setting information of the standby time shown
in FIG. 3, for each application, one of the upper limit
value and the lower limit value can be set, or both of the
upper limit value and the lower limit value can be set or
unset. As a concrete example, in the example shown in
FIG. 3, the upper limit value of the processing time is set
and the lower limit is not set for "Application 1". In this
case, since the IC card 1 does not designate the lower
limit of the processing time, the IC card processing device
2 checks the upper limit for the standby time without
checking the lower limit for the standby time.

In the example shown in FIG. 3, the upper limit value
of the processing time is not set and the lower limit value
is set for "Application 2". In such case, since the IC card
1 does not designate the upper limit of the processing
time, the IC card processing device 2 checks the lower
limit for the standby time without checking the upper limit
for the standby time. In the example shown in FIG. 3, both

the upper limit value and the lower limit value of the
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processing time are set for "Application 3". In such a
case, since the IC card designates the upper limit and the
lower limit of the processing time, the IC card processing
device 2 checks both the upper limit and the lower limit
for the standby time.

In the setting information of the standby time shown
in FIG. 3, "option" can be set for each application. As the
setting of "option" in the setting information of the
standby time, for example, a logical channel, a secure
session, a priority order, etc., can be designated.

The logical channel is a communication channel that is
logically set, for example, as defined in ISO/IEC 7816-4.
As an option of the setting information of the standby
time, a logical channel in which setting of a range of the
standby time is enabled and a logical channel in which
setting of a range of the standby time is disabled may be
designated (set). In such a case, the IC card 1 switches,
for each logical channel, whether to enable or disable the
setting of the range of the standby time according to the
setting of the option.

The secure session is a secure communication mode
including encryption and decryption defined by, for
example, ISO/IEC 7816-4. As an option for setting
information of the standby time, setting can be made such
that setting of a range of the standby time is enabled in a
case of a secure session, and is disabled in a case of a

non-secure session. In such a case, the IC card 1 switches
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whether to enable or disable setting of a range of the
standby time depending on whether or not the session is a
secure session according to the setting of the option.

Furthermore, as an option of the setting information
of the standby time, a priority order can be set. The
priority order in the option is, for example, setting
information for determining which setting information is
prioritized in a case where there is setting information of
a standby time set under another condition, as will be
described later. That is, in a case where there are a
plurality of iﬁems of setting information of the standby
time set under different conditions, the IC card 1 is
configured to specify setting information of the standby
time to be applied, based on the priority order set as an
option.

FIG. 4 ig a diagram showing an example of a
configuration in a case where the IC card 1, which is the
portable electronic device according to the embodiment,
stores setting information of a standby time for each
command..

FIG. 4 shows an example of a configuration of a table
that stores setting information of a standby time including
a lower limit value for a normal processing time based on a
format defined by ISO/IEC 7816-4. The setting information
of the standby time shown in FIG. 4 includes an upper limit
value (Tb max) of a processing time, a lower limit value

(Tb_min) of the processing time, a unit time (Tu), and an
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option, which are set for each command. As with the example
shown in FIG. 3, the upper limit value (Tb max) of the
processing time is an upper limit reference time for a
normal processing time, and the lower limit value (Tb min)
of the processing time is a lower limit reference value for
the normal processing time.

According to the setting information of the standby
time shown in FIG. 4, the upper limit value (Tmax) of the
standby time is calculated by Tmax = Tb max + (Tu x Ld) in
a case where a length of communication data is Ld, as in
the example shown iﬁ FIG. 3. In a case where the length of
the communication data is set to Ld, the lower limit wvalue
(Tmin) of the standby time is calculated by
Tmin = Tb_min + (Tu x Ld).

In the setting information of the standby time shown
in FIG. 4, for each command, one of the upper limit value
and the lower limit value can be set, or both of the upper
limit value and the lower limit value can be set or unset.
As a concrete example, in the example shown in FIG. 4, with
respect to “read binary”, the upper limit value (Tb max)
for the normal processing time in the IC card is set and
the lower limit (Tb min) is not set. In such a case, since
the IC card 1 does not designate the lower limit of the
standby time, the IC card processing device 2 does not
check the lower limit of the standby time.

In the example shown in FIG. 4, the upper limit value

(Tb max) for the normal processing time in the IC card is
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not set and the lower limit value (Tb _min) is set with
respect to "update binary". In such a case, since the IC
card does not designate the upper limit of the standby
time, the IC card processing device 2 does not check the
upper limit for the standby time. In the example shown in
FIG. 4, with respect to “read record”, both the upper limit
value (Tb max) and the lower limit value (Tb_min) for the
normal processing time in the IC card are set. In such a
case, since the IC card 1 designates the upper limit and
the lower limit of the standby time, the IC card processing
device 2 checks both the upper limit and the lower limit
for the standby time. In the example shown in FIG. 4, with
respect to “update record”, both the upper limit value

(Tb max) and the lower limit value (Tb_min) for the normal
processing time in the IC card are set. In such a case,
since the IC card 1 designates the upper limit and the
lower limit of the standby time, the IC card processing
device 2 checks both the upper limit and the lower limit
for the standby time.

As shown in FIG. 4, as the "option" in the setting
information of the standby time for each command, a logical
channel, a secure session, a priority order, etc., can be
set as in the example shown in FIG. 3.

Furthermore, the IC card 1, which is the portable
electronic device according to the embodiment, may cause a
memory to store, for each file, the setting information of

the standby time indicating the upper limit and the lower
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limit of the range of the processing time.

For example, in the nonvolatile memory 14, as
described above, data of an application is stored in a file
which is managed while having a file structure of the
plurality of files including the MF, the DF, the EF, and
the like. In such a case, the setting information of the
standby time may be set for each file such as the DF or the
EF. The setting information of the standby time for each
file is setting information in which setting information
such as the upper limit of the processing time, the lower
limit of the processing time, the unit time, and the option
is set for each file, as in the example shown in FIG. 3 or
FIG. 4. In the setting information of the standby time for
each command, for each file, one of the upper limit wvalue
and the lower limit value can be set, or both the upper
limit value and the lower limit wvalue can be set or unset.

Next, adjustment of the upper limit value and the
lower limit value of the processing time in the setting
information of the standby time in the IC card 1 according
to the embodiment will be described.

The range of the normal processing time in the IC card
1 according to the embodiment may vary depending on the
state of the IC card. Therefore, the IC card 1 according to
the embodiment has a function of adjusting the upper limit
value and the lower limit value of the processing time in
the setting information of the standby time, depending on

the state of the IC card. For example, the IC card 1 can
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adjust the upperilimit value and the lower limit value of
the processing time depending on the communication state,
the memory state, or the like.

FIG. 5 is a diagram showing an example of setting of
adjustment parameters for the IC card 1 to adjust the upper
limit value and the lower limit value of the processing
time according to the communication state.

The IC card 1 operates with power supplied from the IC
card processing device 2, so that the processing time
according to the command can be changed depending on the
communication state. For example, in a case where the IC
card 1 establishes a communication connection to the IC
card processing device (card reader/writer) 2 via a contact
type interface, the processing time of the IC card 1 varies
depending on the application voltage supplied from the IC
card processing device 2.

In addition, in a case where the IC card 1 establishes
a communication connection to the IC card processing device
2 via a non-contact type interface, the processing time of
the IC card 1 varies depending on the contactless
communication environments such as the magnetic field
strength from the IC card processing device (card
reader/writer 24) 2. For example, the magnetic field
strength varies depending on the distance between the
interface 16 of the IC card 1 and the card reader/writer 24
of the IC card processing device 2. Therefore, the

contactless communication environments of the IC card 1
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that establish communications via a contactless interface
may frequently vary.

The IC card 1 stores adjustment values for the upper
limit and the lower limit of the processing time as
adjustment parameters according to the communication state
in a memory such as the ROM 13 or the nonvolatile memory
14. In the example shown in FIG. 5, the adjustment values
are each set according to the level of the communication
state (the intensity of the application voltage or the
magnetic field). The adjustment value according to the
communication state is set as a coefficient or an offset
value for the upper limit value and the lower limit value
of the processing time.

For example, in a case where an adjustment value is
set as a coefficient for an upper limit value and a lower
limit value of the processing time, the upper limit value
and the lower limit value of the processing time are
adjusted by multiplying the adjustment value. Specifically,
in a case where the communication state is level 1 and the
adjustment value as a coefficient is "AA", "Tb max" is
adjusted to be "Tb max" x "AA", and "Tb min" is adjusted to
be "Tb min" x "AA".

In addition, in a case where an adjustment value is
set as an offset for an upper limit value and a lower limit
value of processing time, the upper limit value and the
lower limit value of the processing time are adjusted by

adding the adjustment value. Specifically, in a case where
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the communication state is level 1 and the adjustment value
as the offset is "AA", "Tb max" is adjusted to be

"Tb max" + “AA", and "Tb min" is adjusted to be

"Tb_min" + “AA".

With adjustment parameters corresponding to a
communication state being set, as shown in FIG. 5, the IC
card 1 specifies a level corresponding to the communication
state in a case where the communication With the IC card
processing device 2 is started. Upon specifying the level
of the communication state, the IC card 1 calculates an
upper limit value and a lower limit value for processing
time adjusted by using, as a coefficient or an offset
value, an adjustment value according to the specified
level. The IC card 1 transmits the adjusted upper limit
value and lower limit value for the processing time to the
IC card processing device 2 at a predetermined timing
defined in a standard, etc.

FIG. 6 is a diagram showing an example of setting of
the adjustment value according to the state of the memory
(for example, the nonvolatile memory 14) for writing data
in the IC card 1.

The nonvolatile memory 14 in an IC card 1 has a data
storage area in which data is written in accordance with a
command for requesting writing of data. Storage elements
constituting the data storage area may be degraded in
performance. For example, in a case where data is

frequently written in the nonvolatile memory 14 (data
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storage area), there is a possibility that data cannot be
completely erased and written in processing that takes a
normal processing time (normal one-time processing) .

In a case where the IC card 1 cannot perform data
erasing and writing in normal one-time processing, it is
necessary to perform data erasing and writing a plurality
of times, or to lengthen a time required for one-time data
erasing and writing. That is, if the IC card 1 repeats
writing of data in the storage area of the nonvolatile
memory 14, processing of data writing may be delayed.

Therefore, the IC card 1 sets an adjustment parameter
(delay adjustment parameter) according to the state of the
memory, as an adjustment value corresponding to the delay
of data write processing. As the delay adjustment
parameter, adjustment values for the upper limit value and
the lower limit value of the processing time in the setting
information of the standby time are stored in a memory such
as the ROM 13 or the nonvolatile memory 14 in such a manner
that each of the adjustment values is correlated with the
state of the memory.

For the delay adjustment parameters shown in FIG. 6,
an adjustment value according to a level indicating a state
of a memory is set. The level indicating the state of the
memory is specified by the use frequency of the storage
area or the delay of the processing time which is actually
detected. For example, as an index value indicating the use

frequency, the number of times of writing data for each
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storage area in the nonvolatile memory 14 is stored. In
such a case, a level (memory level) indicating a state of
the memory is determined depending on whether or not the
use frequency becomes equal to or greater than a threshold
set for each level. Furthermore, as an index value
indicating the delay of processing time which is actually
detected, for example, the number of times the IC card
processing device 2 transmits WTX from the reception of a
command to the transmission of a response is stored. In
such a case, the level indicating the state of the memory
is determined according to the delay of processing time
which is actually detected.

As described above, the IC card 1 specifies the level
(memory level) indicating the state of the memory from the
use frequency, the delay of processing time which is
actually detected, or the like. Upon specifying the level
indicating the state of the memory, the IC card 1
calculates the upper limit value and the lower limit value
for the processing time adjusted by using, as the
coefficient or the offset value, the adjustment value
according to the specified level. The IC card 1 transmits
the adjusted upper limit value and lower limit wvalue for
the processing time to the IC card processing device 2 at a
predetermined timing defined in a standard, etc.

Next, a check operation of the upper limit and the
lower limit of the standby time performed by the IC card

processing device 2 that communicates with the IC card 1
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serving as the portable electronic device according to the
embodiment will be described.

FIG. 7 is a sequence for illustrating an operation
including checking of the upper limit and the lower limit
of the standby time performed by the IC card processing
device 2 according to the embodiment.

Upon initiating communications with the IC card
processing device 2, the IC card 1 presents (transmits)
standby time information indicating the lower limit value
and the upper limit value of the processing time based on
the setting information as described above to the IC card
processing device 2. The IC card processing device 2 stores
the standby time information presented by the IC card 1,
and then transmits a command for causing the IC card 1 to
execute desired processing. When transmitting the command,
the IC card processing device 2 starts measuring an elapsed
time until receipt of a response from the IC card.

The IC card processing device 2 sets a lower limit
value and an upper limit value of the standby time
calculated from the standby time information presented by
the IC card 1. As shown in FIG. 7, in a case of receiving a
response from the IC card 1 before the elapsed time from
the transmission of the command reaches the lower limit
value of the standby time, the IC card processing device 2
suspends the processing with respect to the IC card
concerned. This enables fraudulent skipping of processing

in the IC card to be detected from the standby time until
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the IC card processing device 2’s receipt of the response.

Furthermore, the IC card processing device 2 can set
not only the lower limit value of the standby time but also
the upper limit value of the standby time from the standby
time information. That is, in a case where the IC card
processing device 2 cannot receive a response from the IC
card within an appropriate standby time range, the IC card
processing device 2 can determine the fact that the IC card
does not perform processing in response to the command in a
normal operation. As a result, a fraudulent operation of
the IC card serving as a portable electronic device can be
detected, and a fraudulent use due to an external attack,
etc., can be prevented.

Next, the operation of the IC card 1 serving as the
portable electronic device according to the embodiment will
be described.

FIG. 8 is a flowchart for illustrating an operation
example of the IC card 1 serving as the portable electronic
device according to the embodiment.

The processor 11 of the IC card 1 is activated by
power supplied from the IC card processing device 2,
thereby performing initial communications including initial
setting with the IC card processing device 2. Upon
completion of the initial communication, the processor 11
confirms the setting information of the standby time stored
in the ROM 13 or the nonvolatile memory 14 (step ST11).

For example, in a case where the setting information
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of the standby time is stored for each application, the
processor 11 specifies setting information such as the
upper limit value and the lower limit value of the
processing time from pieces of setting information
corresponding to the application which is being selected.
In a case where the setting information of the standby time
for each command is stored, the processor 11 specifies
setting information such as the upper limit value and the
lower 1limit value of the processing time for each command.
Furthermore, in a case where the setting information of the
standby time is stored for each file, the processor 11
specifies setting information such as the upper limit value
and the lower limit value of the processing time
corresponding to the file which is being selected.

The processor 11 adjusts the upper limit value and the
lower limit value of the processing time based on automatic
adjustment parameters stored in the ROM 13 or the
nonvolatile memory 14 (step ST12). For example, the
processor 11 refers to the automatic adjustment parameters
as shown in FIG. 5, and determines a level (communication
level) according to a communication state with the IC card
processing device 2 to which a communication connection is
established via the interface 16.

Upon specifying a level of a communication state with
the IC card processing device 2, the processor 11 specifies
an adjustment value according to the level of the

communication state from the automatic adjustment
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parameters. Upon specifying the adjustment value according
to the communication state, the processor 11 adjusts the
upper limit value and the lower limit value of the
processing time by setting the adjustment value according
to the communication state to a coefficient or an offset,
as described above. In a case where no automatic adjustment
parameter is set, the processor 11 omits the adjustment
according to the communication state.

Furthermore, the processor 11 adjusts the upper limit
value and the lower limit value of the processing time for
write processing based on the adjustment parameter of delay
due to writing stored in the ROM 13 or the nonvolatile
memory 14 (step ST13). For example, the processor 11 refers
to the delay adjustment parameters as shown in FIG. 6, and
specifies a memory level according to the state of the
nonvolatile memory 14 serving as the data storage area.

Upon specifying the memory level, the processor 11
specifies an adjustment value according to the memory level
from the delay adjustment parameters. Upon specifying the
adjustment value according to the memory level, the
processor 11 adjusts the upper limit value and the lower
limit value of the processing time for data write
processing by using the adjustment value according to the
memory level as a coefficient or an offset, as described
above. In a case where no delay adjustment parameter is
set, the processor 11 omits the delay adjustment according

to the state of the memory.
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When the adjustment of the upper limit value and the
lower limit value of the processing time in the setting
information of the standby time ends, the processor 11

transmits standby time information including the adjusted

upper limit value and lower limit value of the processing

time to the IC card processing device 2 (step ST14). After
transmitting the standby time information, the processor 11
receives a command from the IC card processing device 2
(step ST15).

Upon receipt of the command from the IC card
processing device 2 (step ST15, YES), the processor 11
executes processing according to the received command (step
ST16) . Upon completion of the processing according to the
command, the processor 11 transmits a response including a
processing result of the command to the IC card processing
device 2 (step ST17).

In a case of receiving no notification of transaction
end (suspension) after transmitting the response (step
ST18, NO), the processor 11 proceeds to step ST15 and waits
for receipt of the next command. Furthermore, in a case of
receiving a notification of the transaction end from the IC
card processing device 2 after transmitting the response
(step ST18, YES), the processor 11 ends the series of
communication processing with the IC card processing device
2.

Next, the operation of the IC card processing device 2

including the card reader/writer that communicates with the
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IC card 1 serving as the portable electronic device
according to the embodiment will be described.

FIG. 9 is a flowchart for illustrating an operation
example of the IC card processing device 2 according to the
embodiment.

The control unit 21 of the IC card processing device 2
supplies power to the IC card 1 connected to the card
reader/writer 24, thereby activating the IC card 1. Upon
activation of the IC card 1 to which communication
connection is established via the processor 25 of the
control unit 21 and the card reader/writer 24, the initial
communication including initial setting with the IC card 1
is performed.

After the initial communication ends, the processor 25
of the control unit 21 receives the standby time
information from the IC card 1 via the card reader/writer
24 (step ST31). For example, in the control unit 21, the
processor 25 activates an application for processing the IC
card 1. Upon activation of the application for processing
the IC card 1, the processor 25 requests communication
setting information including standby time information from
the IC card 1, and receives the communication setting
information including the standby time information
transmitted by the IC card 1 in response to the request.

Upon receipt of the information including the standby
time information from the IC card 1, the processor 25 of

the control unit 21 stores the standby time information
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included in the information received from the IC card 1 in
a memory such as the nonvolatile memory 28 or the RAM 26
(step ST32). Upon storing the standby time information, the
processor 25 of the control unit 21 transmits, from the
card reader/writer 24, a command for causing the IC card 1
to execute requested processing (step ST33).

Upon transmitting the command to the IC card 1, the
processor 25 starts clocking of an elapsed time with the
timer 30 (step ST34). The processor 25 waits for a response
from the IC card 1 while measuring the elapsed time with
the timer 30 (step ST35). If there is no response from the
IC card 1 (step ST35, NO), the processor 25 continues the
measurement of the elapsed time with the timer 30.

In a case of receiving the response from the IC card 1
(step ST35, YES), the processor 25 stops clocking with the
timer 30 (step ST36), and decides a time (standby time)
from the transmission of the command to the reception of
the response. In a case where the standby time is decided,
the processor 25 determines whether or not the decided
standby time is beyond the standby time range designated by
the standby time information (step ST37).

In a case where it is determined that the decided
standby time is not beyond the standby time range
designated in the standby time information (it is within
the standby time range) (step ST38, NO), the processor 25
returns to step ST33 and repeatedly performs the processing

described above.
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In a case where it is determined that the determined
standby time is beyond the standby time range designated in
the standby time information (step ST38, YES), the
processor 25 ends (suspends) the processing with respect to
the IC card 1 and notifies the IC card 1 of the end of the
transaction (step ST39). That is, the processor 25 suspends
the processing of the IC card 1 in a case where the decided
standby time is shorter than the lower limit value of the
standby time or where the decided standby time is longer
than the upper limit value of the standby time.

For example, in a case where the decided standby time
is shorter than the lower limit value of the standby time,
the processor 25 suspends the processing of the IC card 1
due to the too short standby time. Accordingly, in a case
where a prescribed processing step is omitted due to a
security attack or the like in the IC card 1, even when
contents of a response from the IC card 1 are normal, the
IC card processing device 2 can detect the fraud and
suspend the processing in the IC card 1. In such a case,
the processor 25 of the IC card processing device 2 may
cause the display unit 22 to display (notify) the
suspension of the processing due to a possibility of fraud
due to the skipping of the processing.

The operation example described above assumes that a
determination is made as to whether or not the standby time
until receipt of a response is beyond the standby time

range. However, the transaction may be ended in a case
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where the elapsed time from transmission of a command
exceeds the upper limit value of the standby time. That is,
the processor 25 checks whether or not the elapsed time
clocked by the timer 30 in the state of waiting for
reception of a response exceeds the upper limit value of
the standby time. In a case where the elapsed time clocked
by the timer 30 exceeds the upper limit value of the
standby time, the processor 25 may determine that the
elapsed time is beyond the standby time range and proceed
to step ST39.

As described above, the IC card serving as the
portable electronic device according to the embodiment
provides the IC card processing device with standby time
information indicating the lower limit value of a standby
time from transmission of a command to reception of a
response based on setting information of the standby time
stored in the memory.

Accordingly, in a case where the standby time from the
transmission of the command to the reception of the
response is shorter than the lower limit value of the
standby time designated by the IC card, the IC card
processing device can suspend the processing performed by
the IC card regardless of the content of the response from
the IC card. As a result, the IC card serving as the
portable electronic device according to the embodiment can
detect a response that is too much shorter than the lower

limit value of the standby time due to a security attack
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that causes the prescribed processing to be skipped, so
that the processing including a fraudulent operation in the
IC card can be suspended.

In addition, the IC card serving as the portable
electronic device according to the embodiment enables
setting of setting information of a standby time for each
application, each command, or each file, and enables
setting of each of the lower limit and the upper limit of
the standby time in the setting information of the standby
time. Accordingly, the IC card serving as the portable
electronic device according to the embodiment enables
detailed setting according to the operation, for example,
setting only the lower limit of the standby time, only the
upper limit, or both the lower limit and the upper limit,
for each specific application, command, and file.

In addition, the IC card serving as the portable
electronic device according to the embodiment enables
adjustment of the lower limit value and the upper limit
value of the processing time set in the setting information
of the standby time according to the communication state.
In addition, the IC card serving as the portable electronic
device according to the embodiment enables adjustment of
the lower limit value and the upper limit value of the
processing time set in the setting information of the
standby time according to the state of the memory in which
data is to be written. By setting the lower limit and the

upper limit of the processing time according to the card
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state, the IC card serving as the portable electronic
device according to the embodiment, and the IC card
processing device enable a fraud operation to be detected
with high accuracy from the standby time.

The functions described in each embodiment described
above are not limited to those configured using hardware,
and may be realized by causing a computer to read, using
software, a program describing these functions. Each of the
functions may be configured by selecting either software or
hardware as appropriate.

While several embodiments have been described, these
embodiments have been presented by way of example and are
not intended to limit the scope of the invention. Indeed,
the embodiments described herein may be embodied in a
variety of other forms; furthermore, various omissions,
substitutions and changes in the form of the embodiments
described herein may be made without departing from the
spirit of the inventions. These embodiments and
modifications thereof are included in the scope and gist of
the invention, and are included in the invention described

in the claims and the equivalent scope thereof.
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CLATIMS

1. A portable electronic device comprising:

an interface configured to communicate with an
external device;

a memory configured to store setting information of a
standby time for setting a lower limit value of the standby
time, the standby time spanning from when the external
device transmits a command to when the external device
receives a response to the command; and

a processor configured to transmit, to the external
device, standby time information for specifying the lower
limit value of the standby time based on the setting
information of the standby time stored in the memory,
execute processing according to a command received from the
external device to which the standby time information has
been transmitted, and transmit, to the external device, a
response including an execution result of the processing
according to the command.

2. The portable electronic device according to
claim 1, wherein

the setting information of the standby time includes a
lower limit value of a processing time required for
processing according to a command,

the memory is further configured to store information
indicating an adjustment value according to a communication

state, and
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the processor is configured to specify a communication
state with the external device via the interface, and
transmit, to the external device, standby time information
including the lower limit value of the processing time
adjusted using the adjustment value according to the
communication state.

3. The portable electronic device according to
claim 1, wherein

the setting information of the standby time includes a
lower limit value of a processing time required for data
write processing with respect to a data storage area in the
memory,

the memory is further configured to store a delay
adjustment value according to a state of the data storage
area, and

the processor is configured to specify a state of the
data storage area, and transmit, to the external device,
standby time information including the lower limit wvalue of
the processing time adjusted using the delay adjustment
value according to the state of the data storage area.

4. The portable electronic device according to
claim 1, wherein the memory is configured to store the
setting information of the standby time for each
application.

5. The portable electronic device according to
claim 1, wherein the memory is configured to store the

setting information of the standby time for each command.
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6. The portable electronic device according to
claim 1, wherein the memory is configured to store data to
be stored in a file managed in a predetermined file
structure, and store the setting information of the standby
time for each file.

7. An IC card comprising:

a module including:

an interface configured to communicate with an
external device:

a memory configured to store setting information
of a standby time for setting a lower limit value of the
standby time, the standby time spanning from when the
external device transmits a command to when the external
device receives a response to the command; and

a processor configured to transmit, to the
external device, standby time information for specifying
the lower limit value of the standby time based on the
setting information of the standby time stored in the
memory, execute processing according to a command received
from the external device to which the standby time
information has been transmitted, and transmit, to the
external device, a response including an execution result
of the processing according to the command; and

a main body having the module.
8. An IC card processing device comprising:
a communication unit configured to communicate with an

IC card;



a memory configured to store standby time information
acqguired from the IC card; and

a processor configured to, in a case of receiving a
response to a command before an elapsed time from
transmission of the command to the IC card reaches a lower
limit value of a standby time specified from the standby
time information stored in the memory, suspend processing

performed by the IC card.





