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[0002] NRRTHED AND‘—QIP%IEAT@S Fgﬂ MIUTYAL
W rel ess communicati o Ically to

mut ual authentlcatléﬁ A nobil e
subscri ber may want to access content protected by a

system whi ch woul d require authentication with another
@mlmgtlbnora@emderﬁsdb & &1 1%ut henti cation protocol is

TQE?I Lg%% rplrr]eatgntKE hca ?(?rKEStBI}%E%I%l lolt)rgo%l &’t Sﬁlisol%gsltlo%t%ﬂ ?Iprf)hcatlon
BBt | 60850882, h@ltﬁl@ﬂheMETHUmnAWDC%BPMMEIEn OBOR MUTUAL
ﬁ%ﬁPUtlﬁa or érgce53|ng power such that the speed of
GATEGN o filads Ogttben 10o080n. Thoodapvisiasle Apglication is
t. f e
L REh Qb g BERed Relkdl ot i o BRI S ircBpopated by referonce
hé¢rint ed processi ng power. SUMMARY [ 0005] An aspect of
the present invention may reside in a nmethod for
mut ual aut hentication between a first entity and a
second entity. In the mgAeflGROPND rst entity
initiates nutual authentication by sending a nessage
Feeld he second entity. The second entity verifies a
first B ctkeg ssocgﬁ%ed mnﬁhtthe first enti 2¥, d
gener & %Qreée‘f PEEPRAGEHC riRThbErY %H%F%%‘sm?ﬁ‘é“nﬂ? '9ps, and thore
§ROHRMN WRSfualSithehticheonf | rst public key, and sends
the encrypted first random nunber in a nessage to the
first entity. The first entity verifies asecond public
iated wwth the second entity, decrypts the
gﬁéﬁ%%ﬁgé first random nunber using a first private
key carmebioniistgbdrandyneahi foSiccpssbddn€enk @yatc@eh by at §Steen which
second random nunber enerating a first hash based on
wpulderegpirg guthentication é’ﬁgb gpother entity or agent. A popular authentication

protocol is the Internet Key Exchange (IKE) protocol, described in RFC 4306.

However, the IKE protocol assumes that the entities in the authentication process have
enough computing or processing power such that the speed of the authentication is not a
concern.

There is therefore a need in the art for technique for efficient mutual

authentication with a device having limited processing power.

SUMMARY
An aspect of the present invention may reside in a method for mutual
authentication between a first entity and a second entity. In the method, the first entity
initiates mutual authentication by sending a message to the second entity. The second
entity verifies a first public key associated with the first entity, generates a first random
number, encrypts the first random number using the first public key, and sends the

encrypted first random number in a message to the first entity. The first entity verifies a



nunber, encrypts the second random nunber and the
first hash using the second public key, and sends the

wepsppt7esl second random nunber and first hashPCTUS2007/080525

[0006]

[0007]

[0008]

[0009]

nessage to the second entity. The second entity

decrypts the encrypted second_random number and first

hash using a second private k%y corresponding to the

second public key, verifies the first hash to

S3¢bhe plblaicy dbfiRidtdd with etdetond @ERE rd@&tﬁgtsahé edBighrandom
based on at | east the second random nu sends
PHBb e ahiish DEigate Heeyf Foraaspeiiting jo thn &irgt n@ﬂlc e ggnerates a

géeﬁtﬁfll rgrf‘d[ %818?1%%10 r%g g%E gIﬁ?sg glﬂg@ :)Heag%fs 8ntanqh§s% GRY qirst random

et eramypts He decorst raeddm tymbodaidihe Sestdragh esing the acdd public

A PR AR IR Y 9%@5%@?”@%%@%%@ i BsiaES to the
ehe rent?tgd Theseae @Htlt’g ?g?t rRRRLECBA ParliB¥h number and

derivati on function in connunlcatlons bet ween

firse hashr geing atsmqudaprdifatdw@3s egoaspoeing tcythe[@&ﬁhﬁ] public key, verifies
t|on IIy & initiatin

@8 é‘h‘?a}s 4P |a8??eﬂté%?t? ﬁ“z? e“él%a%eﬂer&?e é‘tsef%%dsPasgnbeased on at least

theWsé B rh@Rim K@Mb&nﬁl@seﬁ@i hesendihagh ©ahé ifsk etitg. qhaififst entity

for the first ent|t The certificate chain for the

¢“ﬁﬁﬂhﬁﬂq@@dhﬁwi¢ﬁ@h@ﬁ@aﬁﬁbeﬁW9n¢@mﬂﬁy associ at ed
th
\;Vleconf ]%0[’6! ?@5%621”{*%%? Ioflé ¢ mv{:tptfonnﬁgsﬁ% IE.thtg 'ygh Eﬁe seicogd entity

tdchsderivan deionLeiibghtibnkéhaid ﬂﬁassagmﬁithgimalcﬁﬁdddb f(M@ar)amy using
chain for the second entity. The certificate chain fo

theelisk eadame Ambyr %then%?mdﬂer%nﬁemp%nb% lrasgd on a key Qerivation
ARRAGH, 3bE8ke 'th EontiGicS6 %ﬁ%ﬁ I thy firsk QIQQ?LH% ﬂ}ei%tregk?{d entity.

nore detall ed aspects e I nvention
ent i t jddepniléy, ahedmgssa@ Inftiaging smagzéraamhaﬁti@tinn mdyeinclude a hash of

stati and the second entit secur.e
Folhy ae a0 RS B8 « Firettbodi SRifal RS o e first cnity

*Thgbétﬁﬁcﬁé RASATHNhe ARVt hRG indIB& fHeRbLIORS) afBYiakRE with the
further based on the second random nunber such that

fitse chiityst Awos Ithd siegrage rfene dhd agmdd amtityhee fhier Bist camirolmving the

0Tt RRHEMED BBl bt Bu S ARG or B second

BuPe The Qértifigitt RB4in Bas@e s€dnt ketifyl st inBRIB tiseusitblic @y associated
the second hash may be based on the second random

wuhﬁleqse@@mft@ttéhat ed with the first hash. [0009]
Anot h 1?18}6 &){taﬂe{a ? Qﬁ J[h%rl Wloflﬁt?]]e cMjst‘ é?lti%lénﬁg be a digital

appara ication i i'ng
fights iapérit Ioﬁh m@ﬂeutauah aalutthe Rdcondtmtdn mayeRnsSscore removable media
verifying a fjirst public key, generating a first

faiefor. m@w e MaR Aryp e ProseTsINesowssn Adipr Higrfyalhash may

é'ﬁﬂﬂlg %0! 5 khd gh& r5R6m Bér ERL thEr %Eyﬁlgghgsh is generated
secon i c key, ecryptlng e encrypted first

baadom thcu lﬁrbse randeimgurabdri coatatpmdtedatvéth kisy seeond esplomdiuigber. The
ge%ortl(li] Eash rnay be further based the first random number, or further based on the first
hash such that the second hash may be based on the second random number
concatenated with the first hash.

Another aspect of the invention may reside in an apparatus for mutual
authentication including means for initiating mutual authentication, means for verifying
a first public key, generating a first random number, and encrypting the first random

number using the first public key, means for verifying a second public key, decrypting



public key, generating a second random nunber,
generating a first hash based on at |east the first

W0 200d0#57munber, and encrypting the second randeeT/Os2zonE080525

[0010]

[0011]

and the first hash using the second public key, neans

for decrypting the encrypted second random nunber and

first hash using a second private key corresponding to

the second public key, verifying the first hash for

gt dheAfpkiatitso FandamOn GRINE Ntrighd fisst per etk dyawhrchas@thgol the first

at | east the second random nunber, and means for

pelicrkey ngeneréing @ serrirdiardont Brmbgyt sRsEatRg @it haslybasgyl on at least

B G B SRS S ok B R MR LA Subhef oIPRC st hash

nenptheibendgaibhc dey incans &nrdiecnyptinglihegnarygtedist@ndrragdons number

agent. The digital rights agent initiates t ual .

it fshehashs By-eeiddPa Kk LoxgePonding Geffigriecond public key,

(&HNROE ATBdh AR dBY hG@entfMABLE! hdl BGcRRIAH LI BAPYAY Based on at
medi a“device verifies a first public key associ ated

lesth thehecadingi taaflomi girheragedt megen éoratvesfyang ithetsecond hash for
nﬁgd?n1nunber, encrypts the first random nunber usi ng

PHECHICPYYN nupl i ¢ key, and sends the encrypted first

r and o BeP 8dpet o RthIBESEEHBN tridayt Riddi idid Albbilé 9fatisn having mutual
agent. The digital rights agent verifies a second '

pithentisatiey vathiso sPare dempydble medive deties, raadonalbiliagne digital rights
evi c ypt AT VAo firSt . .r her

g e RERLRLR: bR R b R LB R RHERE p gpossae oo

pachtd enloeyble @esity aéase, aviRegniit seandogouatlemedia device verifies a

%enerates a first hash based on at |east the first

B AW ChRrssroci bty s digdal siebbricniaAensitpuhies ragdem number,
H;bzyﬂt& i ﬁﬁ@g&d&ﬁi H%“P%ﬁud%%c ﬁ%ﬁ%@? Bgl%}lg; %@y ’anar%gncﬁsei;ﬂ% SEélcrypted

encrypted secon iI'fst has
fiess saglent ourhbke is ecmessage othabligitatedihes deut. c@he diggtabrights agent
t he. secure renovabl e nmedi a devi.ce decrypts the . .
KT of e I KRR se e i g Rl Rerbyvapls mppcdia device,

LN R e ReK BYst SAHIORS RARGNGid0s HRE pPRERNEyRURelSonding to
key, verifies the first hash to authenticate tge

thedirstapubtic dday sgeagetes a georal andem augben mdndraish abustddsbhased on

t. least.the second,.random er, and sends the
St BN b S SR R PP PR Sconf RS FRREb G ghe first hash
adigh i REet pweic Hdyesnd feids aeoa e sdcon@winaemt G and first
the secure renovable nedi a device. [0011] Yet another

hashde e raessagedoithy ssuieoRmengble awdiedavicee wapiginethe se@ige smovable
Cduet . co o ! q : g
RIRUERCOTRE L 06 SRS e LT RAR G TR QTR RhMOusing o
sicghd plivate gty scoagepinding fonthei s@tendmpitilial keauitvbefied that filenhash to
by sending a nessage to a secure renovable nedia
%}‘\éb@%?tew%@r%gwlt%&t%égmte ZERSHHORBI wepiehash based on at least the

second random number, and sends the second hash to the digital rights agent. The
digital rights agent verifies the second hash to authenticate the secure removable media
device.

Yet another aspect of the invention may reside is computer program product
comprising computer readable medium comprising code for causing a computer of a
station having a digital rights agent to initiate mutual authentication by sending a
message to a secure removable media device, wherein the secure removable media
device verifies a first public key associated with the digital rights agent, generates a first

random number, encrypts the first random number using the first public key, and sends



device verifies a first public key associated with the
digital rights agent, generates a first random nunber,

WepwsYp733 t he first random nunmber using the fiPGI/US2007/080525

[0012]

public key, and sendsthe encrypted first random nunber
in a nessage to the digital rights agent, code for
causing a conputer to cause t fie digital rights agent
to verify a second public key associated with the
SR CACE pteIEMBbARIofE dindbeleMi £ encsshes ry Rhe hetabAights Rigeslt, code for
first random nunber using a first private key
%ﬁSH’@s‘béﬁHHPH@T tte qane fhicr digitylypghts algé@/t tngefWaft gcgpnd public key
r
BERREd WA BB PUED Ko BENHENE dPricl, By hP B ARBECfirst random

nmn’dc_&msmgrdjﬁlrst puinchtd key Earresporftdghtouhe figst bbbhcslee;o gdnerate a second
BB S RE R i 2o b ng doiob e GG BEgE humber, cncrypt
R TYRYGHR! rn dBRH i AmBEViriSthe WRE rhggmuglﬁgt&esewﬁ FUBIBXEP! fid send the
medi a device decrypts the encrypted second rando
enomypsed sevand |rénsilonhamhbfusamdqirat lwsbomd pessyEt © thepecure removable

or,r espondi he second puplic k verifies the
Fﬁeii’ft 3 Vé%% er%th ‘&18 et ‘éeﬂtﬂgféﬁﬁi 1&‘1651& dpviGhlerays ﬁFe encrypted
SRBRd MrRISnAHRER@NHd TSt hRR %6k g ANseBbnd Fidsdtc kBE c&@&PHAking to the
random nunber, and sends the second hash to the

gicgnd A1UbKE disys vatlet theafidstcbusd fooputbantitaisgthe dimitplirights agent,
é)ne a%%sg s&{hﬁdq{agﬁ tb? ed' (#{9 h% lseaﬁgtﬁgtseéo%d %féiofn\f Ellpn%efs ea%ans%nds the
I cCa t secure renov

mwnd: @ashAothbeligias pRbts ffent, hadicode fiéd msﬂﬁgya dfcﬁﬁpui@r foncause the
a comput er program product, conpri Si
digialmghds peat tanycsbiie ssrong’ haskié Mhenélaa@uﬂ%rgseau@dﬁ@m@le media
ggn&guse a secure renovabl e nedia device to verify a

Irst public key associated with a digital rights
agent Angthnensicet af tha stventdord araynesiderin & bamyytr phgrarn product,
first .random nunbe sing the first pu lic k

¢
AR e CBMEH i etiapic r’%nglPﬁh RPRYUNDEP ?r’fora Cﬁéé‘égaﬁecof@uter to

tiRe & QLi! rembOhyIS n?éll@enﬁeVlwgJ %ﬁf thardipgbli@key 'a%%ﬁted with a
agent verifies a second public key associated with

digdalr vglrte ppudb@cragclindirdienainden modiey,prstiph éhefivt yfptdecn number

N

SRCH Pl @l ﬁ%dﬂﬂ IMRBErcindedigl A Srightd bt VRASE Baseshdopublic key
at Ieast the first random nunber, encrypts the second

rapeiaied ithEe seavee Tamoveplestcdindeviess gyt shaseneayitied first random

ﬁ%ﬁn%égr usgr?n% fﬁlgg tp’?‘l thsketyhgor?ér%é&yd?%%q? %I?ei E?sq Sﬂ(; C'ﬁgcﬁpy generates a

hash ure

scony addldemmeehbar,geyeraes adist hasltBasedbon @aleastife first random number,
conputer to caus the ecure renovabl e nedi a devjce t

eREYRip therseeorehigp SCEHIE AFie v TDS e eor public key, and
fa30 aist & &gﬁ&' R dofiPhEmb&YarkOfifsE BRANA! Nheb Bl BE th
secon %§ ]?e Eey, 6ef¥¥€ ?ﬁe f?rs#sﬁa%%'to eo>eg © seeure
Eemrldvehltel Uati'ra tihecedi gid abder ifghtcsusig@nat cogener abecause the secure
secong has 8 0 l.e t he

removable media device to ecrypt thee encrypted second random number and first hash
using a second private key corresponding to the second public key, verify the first hash
to authenticate the digital rights agent, generate a second hash based on at least the
second random number, and send the second hash to the digital rights agent, wherein the

digital rights agent verifies the second hash to authenticate the secure removable media

device.



second random nunber, and send the second hash to the
digital rights agent, wherein the digital rights agent

W 200804¥33 t he second hash to aut henticate the BEDUSIH07/080525
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[0014]

[0015]

[0016]

[0017]

[0018]

renovabl e nmedi a devi ce. BRI EF DESCRI PTI ON OF THE

DRAW NGS [0013] Figure 1 is an exanple of a wireless
comruni cati on systeny [0014] Ri gure 2 is a block

di agram of a nobile station and a secure renovabl e

medi a devi ce BRYER@®ESCRHETHMN I THERDRAWINGS15]

Figure 3 is a flow diagramof a nmethod for nutual

aut heRtgUERl sow Bamplsar 2avingeis|cemsEiqayan ARdcs: secur e

r enov ' Vi T, .
The v 2ok el AR g S neEs: SRR ATk Sl Hbsble media
dsvianhaxanplwal dutisinéogéen;or il lustration.™ Any

e 3 F S S St FEPh sl fermiion between a

AA¥ANLRLSPMY L¥RIr-QtREvaRIRREMRYs. [0017] A renote
station, also known as a nobile station (M5), an

access termnal (AT), user equipnent or subscri ber

unit, may be nobile i y conmuni cat e

w th one or nore ba@%“?’fﬁ‘éﬂ%ﬂ@m as base

transepé Wekd Sdx@kipity” (sBIESS heren 3aH@nBServihg SN &ample, instance,
station transmts and recei ves data packets throug

ohdlugirations e Apasentodinens Wesarided hpreeass teaemplary” is not necessarily to
%%ﬁéné&h&%ﬁs’spr@%efrgg KDoA e{)l%do'vgr {ﬁﬁ%ﬁ"&ﬁﬁod‘fﬁ?ﬁtgpl lers
- Base stations and base station controllers are

par t sAakmatengitival klse &hdwel aan nadile saitioe (viSh kan BBcs3eatfisal (AT),
network transports data packets between nultiple )
HHS A PEICAt Plondscrige unib.cads be B1RHE I §E{IoREY £ 4iid Hay communicate

GRAARRELE gn&r@ Rgéaégslt%doﬂg,aellsonﬁ{ow é’ﬁss‘ba‘géI ttr%h&%iv%ﬂ gta?ﬁdt‘s:(?}ﬁ"ests)’ or node

il
net wor k, suc corporate I ntranet or t
Bad Araymbteantigpor trardatia qnacicedigesbédtavpeckotathmoughnmiceor more base
i on outsi de networks. A renote stati o
 controllers (RNCs).

st at d such
%tﬁ%?nSﬁasaaEas@Fa?mtﬁong@atra CTa 2150 FROWR A8 TR0 JIANEN:

BRRNEGLbRNaNM HRsOBGHO c@%&l&@%?e_ %51?% iognaS niet%voq'ﬁldaﬁfg(ii ?ﬁ access

active renpte station, and i s sai einatraf

sttaoek. Anragawmt acktak itrenspontatdataspackets hetween cagdtplofremote stations.

tablishing.an acti.ve traffi hannel conpection w th
i S HOGa B i soiieetediy i FigndTiipri Silside the accass
AQRBEE tsuB s at cPpsrh@dtiBtradt R MBS EntStnel, 108 MBY trA®pafYdata packets
data device that comruni cates through a wrel ess

betarare lcacharqneatp istatien sanidowichegptsidg nefdiorlge Anyenesfte tation that has
e Y u g '

PYRRR b MRS s SRR SRR IRt s AUt i

af agtiveakess Pitewe and esadd ronbincatrafiic dtatak A Fehus@ btation that is in

hich Lhe orml g siation sends signale 10 1he PISe . more busc

stations is said to be in a connection setup state. A remote station may be any data
device that communicates through a wireless channel. A remote station may further be
any of a number of types of devices including but not limited to PC card, compact flash,
external or internal modem, or wireless phone. The communication link through which
the remote station sends signals to the base station is called an uplink, also known as a
reverse link. The communication link through which a base station sends signals to a
remote station is called a downlink, also known as a forward link.

With reference to Figure 2, a wireless communication system 100 includes one

or more wireless mobile stations (MS) 102, one or more base stations (BS) 104, one or



reverse link. The conmunication |ink through which a
base station sends signals to a renote station is

w@ 2008045723 downl i nk, al so known as a forward | i PKRT/US2007/080525

[0019]

[0020]

[0021]

[0022]

[0023]

[0018] Wth reference to Figure 2, a wirel ess

comuni cati on system 100 inclgdes one or nore wreless
nmobil e stations (MS) 102, one“or nore base stations
(BS) 104, one ornore base station controllers (BSC

o6 baRBGtaboE @dsxﬁrdnlefm)llcs atﬁer@)r@ﬁétW@ﬂi(l(mi)C@@ network may be
connected to an Internet 110 and a Public Swit

TEINEHRS HeaNeteraetd 10 padr)Publio Syiitshed T elgpiione M\RWM%TNAI 12 via

SNBSSk AT 18100ty B AR, RARE fhon, o
syslitepmcd:ﬁh@uway Wrrp]lessycmnmunmetmf systemuintiormaf cmpldyl phyeone of a
access techn;ques such.as co di vj sj.on. mul tip

Bupberof rRER)C AcCpITEC neﬁleﬁ éHC £qds Vlél@eéggltlplﬁmﬁss (CDMA),
fiFBAHERON ﬁhl‘ﬁ'pfé Lk EU(TE g'lfei% v (TRMOY) 'm SRRk access (FDMA),

division multiple acc ol ari zation division
smilce dpligomumégde emﬂﬁ()S,DMA),qldhmzanmd divati¢romuttepdhradogsse@DMA),

. .[0019] Many | ow cost devices with
?eao@%gﬁﬁﬁ?ﬂﬁn%ﬁﬁép$%?81%@|Hg i ntroduced into the
mar kehMayl by 88 stSi¥RIcks Gathd fniddddcdnhRding FRWRE Yre(BogdMf¥duced into
different formfactors). Such devices may require

thetrrasketisseh poymarrerrdesihfish, mqrherwém @alay dllé@rqné faren fagtpes). Such

§o& nq Ilea hgltlc t%H: SE { Oer 1s Q&Eﬁrea glfﬁe%e devices
n§' ? % B exc

nage e anging i

Md)lﬂhlgh&%ﬁu@ewﬂﬂ B$g1ta11 R@g’lﬁs Maﬁage@ldae(mw a&sterns Before exchanging
aut henti cation of both entities involved in th

gl angehess deviget thase shopdhbsgatuabaybemisationsef @m PRtjticg involved
ithes %x&ﬁﬁﬁ%éjfoqﬁﬂﬁ e gﬂén%[@ 1§ ufiblile e%ﬁheﬁgﬁ@ 4 i diments pr0V1de

acco t he nutua henti cati on so provi
anGﬁﬁ&mnnnﬁﬂEMChamgﬂmqﬂmh thecmetuat hathco@entios, uﬁedﬂunpnwum a
ur her, connunlfates bet ween, t he jnvol ved entit.ies.

e iR PhARES Of @ s6eeh theh Catk Perses in JHRBRH Sy Y GEES Bstyeen the
ﬁf*?f@ﬁi@d ch@R20ThASrrRRAS BMott @ OR& Stohp@fing Polv&end sheed.

the nutual authentication schenes can be used anyti nme

mut uahs apparremtttpmte|51§ﬂleden weeart t tho needl tauheniigation schemes can be
required. Th the tication schemes are not

PR e, MR Ao B 68 R TELEERS 2yt airne mutwal
RitB&itR aMANRUESRBN irk oS M HitelTo the Ry it atitiRdsutBrLD1gital Rights
descri be the enbodi nents. [0021] One enbodi nent of the

Menagamesh). pestaas gd deviersward bare Fredeseidbg the smbipeimeats.
conf | bﬂgdenﬁﬁﬁ} éﬁh@fngl% Hﬁfleﬁt?olng IB rf&)ﬁﬁhg ?tugl aéthentlcatlon with a

nmessages. equl res ey signatu

v&ifirfed adely CH’XShe(nge ]usfrlgf the\/@blyaﬂgitcff r%@tges It requlres 2 public key
certificate) lic key encryption ubl j.c. key
ﬂg]&q,tkyrﬁt\iegﬁgatlozqs Wé é hfob EYFEY Htepediate, 66@?11;‘8&% 8 pubhc key encryptions,

| e
g jﬁlhfl& &8y d@&%g i€ %@E gehf?raﬂ?&ﬁbﬁ{d p{fg?]@r?ﬁ%tégns. The specific

anges, ey Y I cati ons,
olenbgrpdfi mmageh aﬁha@@sepwhookw varfccahash publi¢ kex dedrppisons, hash

ggr}/erak%%ng o Idtha ] Vea}%f{ca{lgrgs rtngy Be rs]]gl)hetvo$ %ltér%g lflol arl&lqevaercmlej(?ulrsed amounts
of security and efficiency.

The efficiency of the protocol is enhanced by minimizing the number of public
key cryptographic operations and using hash functions to provide proof of possession of
the exchanged key material.

An efficient mutual authentication and confirmed key exchange protocol is

described for use with compute-bound devices. The efficiency is accomplished by



of security and efficiency. [0022] The efficiency of
the protocol is enhanced by m nim zing the nunber of

W@ eeBi0¢s7Rey crypt ographi ¢ operations and usi ngP¢iEER2007/080525

[0024]

[0025]

[0026]

[0027]

[0028]

[0029]
[0030]

functions to provide proof of possession of the

exchanged key material. [0023] An efficient nutual

aut henti cation and confirned Key exchange protocol is
descri bed for use with conpute -bound devices. The

ﬁﬁﬁihﬁﬁﬁ% e nBmBECOMPLbISNREl bysfatibns a1 @sihp Ebrﬂitﬁél@ﬂhi@fhashes to
publ i c key operations and using cryptographi c hashes
ﬂ@VHPdW? éfﬁpﬁﬁﬁ*%$ possessi on. [0024] The protocol is

L . ‘ : .
et hod 9B E] GUMBSERERGA RpLaMS ERufesIheR FARMAER nfthod 300
dligps Defoouwnwroalr agipoiidation. t Tac rstapb erobolv @prroy®nd rtotthe numbered

gﬁ%‘gre ﬁ %%02] In the nethod 300, Entity A e.g., a

Sne Py of the M5 102, sends the Hell oA message

(st eprB3RR)mdtRo®R00, Ry Ae,-eg%’ o DROGGYESR FONBV@APINGS MBS @nds the
( RM age SRM

SRM) device 204 having an nt 206. The
Hgboh messenge $stere 3@ Jo teotityeBue.g., stsocugecrB@diblametie (SRM) device

S8 i 210 of the M5
g&%/h%{le]il%/ g@sg@@g%&%@ h@g-aﬁ%gtsmﬁgelg%ﬁan&ggs[ Wée%% secure storage 208
Hete BRM ddolck OAAG QPR TIIE s9StchaBIEsT BE M$ endyr MEdY aBRRS general

Keys (or the Root Keys thenselves) and the

storage 9 & rdithey SR difire At ldelidfaicorsistipb hashet ef therfgustasi Boot Keys
[ f R Key. it f e s

L S

e eeisage, Batty IKEyids 4 RoveK by It @Sis8Mdni theAnS sy dndffindati&ertificate
chain under the sel ected Root Key. [0026] Entity B
g adesthy seleqigdnRonintber TRyABleS eRfy 3b4) cerfifdespéz phain under the

j s,@eréfalsthe Hel | oB nessage to entity A (step
g%%%té.&/%g?tl oB consists of B's certificate chain under
t he sBhetytRederiRouts deydam chualbonBants {dtepRHAR encr ypt ed
with entity A's lic key fromthe certifjc hai n ,
el o bRt & peae el Rpet SRt oi(ogp bl S Pl s of '
eHifike RnYRN hifdeIh@Be1bdiYd Rodt KNt ddd SBhE WiRIRANB! dncrypted with
valid, it decrypts RanB with it$ private key o
¢y s pobldi key tromtthe cetificet etaiRoolectkd yfter 5o 383. Woanereceiving

hat once th oot . Key l ection.and certificate chai
CneRgEe nal o R U erdf B <ROGRAC i of 1Ry GiSyds Ranp
fah hits phiete key C@rtdshdrdaigeothaidlectcRiSot Kdygse paranet ers
may not need to be sent between entity and entity B

in fubgice thaglanea thadkeqs! KeB spissficiyerd fesrtificateyehpie cxchange has
AL, QDSR40 ) AR5 IR EAER! T s
parameters may not need to be sent between entity A and entity B in future HelloA and
HelloB messages for a future mutual authentication. In that case, the certificate chain
exchange in steps 302 and 306 may be optional.

Entity A generates RanA (step 308).

Entity A sends the KeyConfirmA message to entity B (step 310). KeyConfirmA
consists of RanA concatenated with the hash of RanB concatenated with RanA
(H[RanA | RanB]) and all this encrypted with B’s public key. Upon receiving this
message, entity B decrypts it. Using the decrypted RanA, it verifies the hash of RanB
concatenated with RanA. Note: at this step, entity B has authenticated entity A and is

assured that entity A knows RanB.



[0029] Entity A generates RanA (step 308). [0030]
Entity A sends the KeyConfirmA nessage to entity B

W@ 2108/0431D) . KeyConfirmA consi sts of RanA concB€EN8108T080525

[0031]

[0032]

[0033]

[0034]

with the hash of RanB concatenated wth RanA (H RanA |

RanB]) and all this encrypted wth B's public key.

Upon receiving this nessage, éntlty B decrypts it.

Usi ng the decrypted RanA, it verifies the hash of RanB

concaERigtE denls tiife Ray@onfhiﬁimme@ag@ W ently AP(stePrBIRY K& ConfirmB

has  aut hent| cated entity and is assured t hat entlty

gonsisenef Fi&‘n aghoeB e é?ﬁf}’lft?d mostimdef thee KruGewfima fpessage. Upon
e S ) S

{)@&?ﬁ% ag% gtﬁggcé)e/\%trle %g p;d(})er :ﬁ,g%lﬁq%te Eﬁﬂﬁ? @’?e&) tercftlty A has

bﬁﬁyémicﬁiied m@myﬂs smgle asdupahthateaeity Brkgotvk RanAessage,

tit f the .h . Note:. at thi t
A hasNadeh Zfﬁiqtl; ?teoenglﬂ?%agﬁzvesalgﬁ%tﬁcgtegse@% afh fag Thve nfimed
8 ey Bk Iens thafne RARZndAadB)i 18 nROLY Raf?l@tcgn now be used to

entities have aut henticated each ot her and have
donfei a speslon kadryptimeykayaSK) shdreVtk ek ayaK Rbasad @and IReynBerivation
ve a SS|on

B BUR BT ity S8 S S Rty 55 26 PERR (e 314

Der i vathé eles$aUbe tiéteis blSD¥yed Bélowsernd HblIdA rrﬁé@@i ¢ is sent to initiate
conmuni cati ons bet ween thefpartl es (step 31 [0033]
fh@énlﬁt}%ls%l&@@tlé?émlwlﬁl kvecapfiventiorepigiecolrhh bl has 4 “version”

a??%%%? aﬁc% a > o%ttAﬁ SL ’a{)aeralln]egr nﬁflé‘l gérls %Ht E«%h et&’%ﬁfﬁe an 8 bit

ey con |rna |on

vales giaotontfias ergiretocélindrdon 6OMisAnESHR. Itslé ndapped as the 5 MSBs for
araneter The version garaneter may be an 8 bit val ue
N aaiop BN apghdhg Bol-8B|fox, dres mapproyeripn.s r?%seswéAndqhams{ ]
hpERRPREY B h W oM 00 (Hash g e Y E L RO PR € uncir
ﬂmr ammter rmsdgls besuppoded apyof At hellreoostrinastees faandthe parameter,

i alaln%ff I%lrraﬁ%%tgllf %}@#U}N {cfhg% | l{@ngﬁA f Hasth of the trust

%Ha@lto%[ pulbtROtFRsRAR deRhithakAChSinathR¥haRRY Sdrtificate chain under
root Hash, which’is the SHA-1 hash of the trust nodel's

ﬂl@crbomtblhp dekelhe entidly’a cpaifigatetcomes éirrst@ﬂzmﬁd byheny CA certificates
cert{ficate chain u I the ot public key.
GRerdstel vigTiokLin B ol B ReiRdR b lfertiBished by any
CA cerThé Hellgh @Sesbdge @hfliiesQhe HubRl BGthenttation Riith RQtconfirmation
including the root certificate. %0034 The Hel | oB

pissesably eoiyithdds fehevingttehle daserienthr patamsiery The kisjoB has the
ﬁée}glgl” ggi ?Igloﬂr’ o‘ts(ﬂﬁggt” bé{erﬁf#?'n{’y F’ﬁi “gl"ﬁkaﬁlgl’ | %ensqerglgg p%rarneter

he paranet érs as the
pay dorh@ridt valvethat eiitains Sk pratsal vesernt dthisiess@Rdlt is mapped as
"encRanB". The version par(?rreter may. be an 8 bit val ue

theat Mt e e priorprestiere and dhsr 3 LSsgpr i QinpESSEYRN. [Ipo status
LSBSP?;%P/aﬁ%taH% glt NBRg fraf c&l[’[%ﬁgqh@ Kta¥R' S QRitEH ptdl8ssing the

€ m nor versi on. e status
HelloA message. Values for the status parameter may be 0 for success - no error were
encountered with the previous message, and 1 for noSharedRootKey - entity B did not
find a root key that it shares with entity A. Values 2-255 may be reserved for future
use. The certChain parameter is entity B’s certificate chain under a root key selected
from the HelloA message. If the value of the status parameter is not success, the

certChain parameter is not present. The encRanB parameter is an RSA-OAEP

encrypted ranB, using the public key of entity A (from the selected certificate chain).



paranmeter may be an 8 bit value that contains the
status of entity B processing the Hell oA nessage.

wo/200804577Dr t he status paraneter may be 0 for BUDUS287/080525

[0035]

[0036]

[0037]

[0038]

no error were encountered with the previ ous nessage,

and 1 for noSharedRootKey - entity B did not find a

root key that it shares with 8ntity A. Val ues 2-255

may be reserved for future use. The certChain

PABANEY BE 20 Byt thndoyn BirBb&aichérhicddlyenehaB N 1{ME&halud of 6@tus is not
key sel ected fromthe Hell oA nessage. If the val ue of
pusecsst the gachuBapastnapter i ngbprestitcess, the cert Chain

par a M| r ) a i )
e R S S
enftfirtytidn (froowolt be seitecAedltee Koy ConfitneA cinassage rlanBa “version”

may be 20 byte random nunber generated by entity B. :
pHamgier gad af cag "E’s P%a%@?r-shrg% @%@%Ontﬂ?éa%ﬁ%ﬁé o't 4 bit value

PRl BRLIRY tHeSHrOBLolRIRISNGS th[sqggﬁ%ll%eT%%eMé:ﬁﬁfjbéd% tlklg 5 MSBs for

nessage continues the nutual authentication wth

therrhijonmersion apd dhaod dISBsyfoe titd minoA veibloa. Kby CoclkanBrparameter may

" ver sj on’ d a "encRang’,
Rera RSP el SR G RTRDR ) B § B pargustor end
h e sHEDAT altindtdre PRt ABAl pYRLRI@NMEY BdiaS20mB$@ag@dotht number
may be mapped as the 5 MSBs for the nmjor version and

gensrated BRenfitr At laad tha) bashvBAspasametvhaagreR@GEBHA-1 hash of ranB
an RSA- OAEP encrypted KeyConf rnData
gﬁcg{éﬁ%tr&gwﬁ%%%' a "ranA" paraneter and a "hashBA"

par angherKeyhun fir@dBA nakaRe fighliAmsy thee naut?d- hthenticaistonvith key
nunber generated by entity A, and the hash BA

P Emetier nralpodle byhentdiaBl Higs ieyfoplmm copwage s ey “version”

?‘%{Eﬁe{eﬁn@' stheB9 glarﬂ-&gr !%%YICQ _nfhﬁlg nfifHe rﬁé&eﬂﬁétéﬁe% he version
e nut’'ual authenticafion wt ey confirmation

paretoeo imayybeent B thyt BlucTthet K@yGonther priBtarek sagien lvdighia message. It

"ver,si on" paranete a status paraneter,  and )
K KBRS o P Sp ST RES Rl Eras i S dd B fogghe minor
G@rsi%ﬁ_ &h@'s%an)‘saﬂa‘r'@mét%a& eRLAISNSt {416 MaPtRfAhs MR Bt of entity B
of this nmessage. It nmay be napped as the 5 MsSBs for

piogessamigdhe mgswonThnmbhshKeyGonfBBspdramctechmayrbadre SHA-1 hash of the

ersign. . Jhe status ranet er be an i.t val ue
Lo Aokt s AT Yy "G 58 a2t SRS the starus
8§8@Eeis nbhsudetashiteysenhéteMmspat prBdner may be the SHA-|
ash of the KeyConf rnData structure that was ) )
decr ypnedichyspedit oft e Brvepfion payvatideint mabde stagions 02 including a
r i | .
DT e B T R
methode300n Hetmmtvithed aSpat iofnhel rentied thdiy ngside dOBtdOAIputer program
processor 216 and the OS 210 for. causi hg the DRM agent
DO CORPT RS O nERARRIC 081UV {SUghothér magigBe tdayice 218)
E(t}ﬁptlisri‘ﬂéemde%r %Xin@%%o%u’te@ tGcHARIRY ISRMPARYY & Berform the steps of

the method 300.

Those of skill in the art would understand that information and signals may be
represented using any of a variety of different technologies and techniques. For
example, data, instructions, commands, information, signals, bits, symbols, and chips
that may be referenced throughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or

particles, or any combination thereof.



product conprising conputer readable nmedi um (such as a
menory device 218) conprising code for causing a

W@ vpH#Er3t o cause the DRM agent to perform t heCBHUS87/080525

[0039]

[0040]

[0041]

of the nmethod 300. [0038] Those of skill in the art

woul d understand that infor rralii on and signals may be

represented using any of a va q ety of different

technol ogi es and techni ques. For exanpl e, data,

I NSt r Taéde08S skitlowaarid surthen fppragtatd fhat Sthg Nakridus Hiligrative logical

s%n‘ool s, .and chips that may be referenced throughout

bleeksabaodulgeseiFrquisi gAd nelgobny skaps sdaseidbpdoyn \ompeggies, with the

Lo . Lol

s e R oo P Em B AC ol SrbAiE RisPlre, computer

saftireadt eambimatiens of MO8O] Thaekearlefillaktrdtt thwuintbrchangeability of
urther appreciate that the. various illustrative .

F%&W&fa a %&w@,m&&av%gl,usmvaﬁog@onaw&_ Wpefor MmodHicst @psits, and

desrdb o foeABRRRI e Bolirdily MNEmRBAALIFRHCA0RIRE! Wher such

hereirn may be | npl enmented as el ectronic hardwar €,

toeportadity sofilnpkenesntedr a< batdivaat ioo e ftefard dependT aipoh ethe | particular

T A B P S PR 0 B BB REstaR] S artisens may
Rslbnes, the idesdbed fufidnSit@Re vaaN e Ragh fHeseh ipheldurRbayslication,

enerally in ternms of their functionality. et her

wokch unrlemertalion gecisonsmppeldant belindgpietaddinesaesieg a departure from
%%fs&g%ro%tﬁeefr%gle% 4Rop. fhe particular application and

esSrgn Constraint's ' mposed on the overall system
Ski | | €de aratiog@riBustyive NpLieae blocksemddsies,i et circuits described in
functionali tI\l/%i n varyi ng ways for each particul ar

spestion veh t emb@,@}awntsmégﬁéﬁthafq% mayes Eripraended ar gerformed

' usi ng r r h C ot

B8t PechOCRRBLED R RR R g SRR @8 application
spdcifct matgrated lcogiic 8ASHT)oakfisld rpoirh@mablnghte iarrani(FBGA) or other
descri b%g i@ connection with the enbodi msr]t s. di scl osed
RO MRy 19816 EiﬁYléﬁ’e (HSE O r 885e rAo ARSI t1ASIS, gRYfE!G  hardware
BURPRRALPHP GRP SOhbindtiSh M REZAA tPHOTESS Me fuBSidns described
an application specific integrated circuit (ASIC), a

héreind Ao gogra mugivise prpatsonmenpe @ ARGAPrascssot,hat in the alternative, the

Bro%rarrrrabls |09I C devti.ce di screte Ig[atfe or .transi st or tat
BGFrEYT di¥cPetd h%%ﬁ%}o&ak&ﬁ%cgﬁ%ﬁt gomtgg! Chn{jricrocontrolict, or state
fmasihaat Aoprobéese afaydesé drefnflompatd asm tambidafieh | SMEmputing
descri bed herein. A general Eurpose processor may be a

AFVEPBprosess ofomipgationn of he BSPeppdt # vICTeHeCHPYe ek splprality  of
conv ' : I

RboR Bty P S b ROl BrBESRASn cGBh Bir @ DSP core, or any

athsosuek comheaoit ed as a conbi nati on of conputing

devices, e.g., .a conbination of a DSP and a i i

i cr opPocEgBor! & weledl Pt yalarrithing ﬁsm@egs@o@?ﬂeﬁﬁeﬂ owith the

BRD&iMchls OREAGRE HYESin | flayC BOIHBOHIAMIMWCHD iR HARRVAO! £ a software

or “any
module executed by a processor, or in a combination of the two. A software module

may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary storage medium is coupled to
the processor such the processor can read information from, and write information to,
the storage medium. In the alternative, the storage medium may be integral to the

processor. The processor and the storage medium may reside in an ASIC. The ASIC



ot her such configuration. [0041] The steps of a nethod
or algorithmdescribed in connection with the

wepdwsdistent s di scl osed herein may be enbodi ed BET/EE200Y080525

[0042]

[0043]

in hardware, in a software nodul e executed by a

processor, or in a conbination of the two. A software
nmodul e may reside in RAM neno ]y flash nenory, ROM

menory, EPROM nenory, EEPROM nenory, registers, hard

fha§ Keside henéadreinhl Skn the JBRREM, thE pRdYsset AR the @foM@f medium
storage nedi um known in the art. An exenplary storage
ﬁ@ﬁir%dw%{Fﬁ@é@np@lepwén@wg%réé%ﬂasuch t he processor

can r n [ n

the sorisarnaiet ASpleferfifibid Pule KB ke may be
nmdemamttmymb eandma&gr adftvt/a:ret Ifﬁmmam; esis aihy a'dsreblpamesthcmaof If

the torage mediummay reside in an ASIC. The
5 WRIR 23 3 COMPULR HIPHAM prpﬁwfth@eafmlﬂ‘é%tw be stored

Bﬁ' %r Rfa‘ﬁ%ﬁ%@r ot St RILADEhsHRAIHD dWod% e(ﬁi d ecoﬂr?puter-readable

di screte conponents in a user termnal. [0042] In one
oreduor. e Corpuisir-aicadableb oidre nhelpdesh éofhy rmlmmlltfs d®sagei pexia and

T T G —
ProGRUITP GoBT oY HIBERHR MOARHCLA stoh@el et kAR HeMRY aRGilable media that
stored on or transnitted over as one or nore

Panshar afseisethBY 8rcompuist-oRy avadcﬂﬁ%w@pler gl lgnifagighswch computer-
gﬁ)a an aega%apolngpr @Md %%Pf\?iéxﬁhéﬁ'-‘%kﬁ or %{h%{ %gﬁcal disk

conmmuni C

ttbaige fraggdctit a{ﬁmmﬁ@m 51f 6thcOfagndtio rﬁmthger deriﬁ@gr @mﬂyrcnmr medium
one place to another. A storage nedi
ﬁ%fs@nam 569 RISt St‘érﬁrfi%’éedaﬁ@é&aé’é éo‘ﬂf‘ymathé cfﬁ%loé nstggtions or

t n
e TR kOt Aotor AR o epegpecion i
fiopROM tormaat lae comnptteceladadils knediomagefor nasgmqﬂé cifdilek software 1is
stora ot heg§lte netic stor a%ng devi ces,

Hﬁwg}lgﬁdegfpm T Ve Of OLhFT £ ety SYresy Sgltgoar eoayml cable, fiber

gﬁ% EBE, B REAIC a88al ibkifoet ARAYOSL, B3 Wlfé‘l:ésh %ﬁn@lBgles such as
ta structures and that can be accesSsed

odrapat exdio Aansiormcwwa\@o theacthe onaiisl @by é"rblely Optecr padde, gwisted pair,

ut if t
PIT B Ui & Sa T TigRRS Wb Pl G BU, angy mistef At ucea in
BRWcEiRitlonl dﬂ}n@dlﬁrﬁa@@k afi@lise, ad hské@fhe&ﬁﬁ iGclaady @&mpact disc (CD),
twi sted pair, %Itéﬂ subscriber Iine (DSL), or

igserediscs §P’tl@é Hise! Sgitdlsvessasie disc (MYPAribappy disdsi and blyreay disc where
sﬁsr ﬁ&%ﬂg reﬁ&ﬁ%—ﬁﬁ e&{;al@awhﬁe dib erre QRhEE d%t@bdé)%cally with

5§ techno og es su
lasérs ar edmbimdibas odntle raborewaveldadlgo i bec inetleidd i withiaethe scope of
definitio dium Disk and disc, as used herein,
P%P‘H%Fe@a%%‘é ladi sc (CD), | aser disc, optical disc,

g : g ict ah eiﬁg'{lﬁ)‘% 'djes%rigjtiéﬁ: of YR sclobb PORYo HindHts Mo@id@d tP¥nable any

person skilled in the art to make or use the present invention. Various modifications to
these embodiments will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments without departing from
the spirit or scope of the invention. Thus, the present invention is not intended to be
limited to the embodiments shown herein but is to be accorded the widest scope

consistent with the principles and novel features disclosed herein.



di sks usual ly reproduce data magnetically, while discs
reproduce data optically with [asers. Conbi nati ons of

W@ b@sakove shoul d al so be included within the BCDP82001/080525

conmput er -readabl e nedi a. [0043] The previous

description of the disclosed gnbodi nents is provided

to enabl e any person skilled I the art to nmake or use

the present invention. Various nodifications to these

enbodi ments will be readil yiapmasent to those skilled

in the art, and the generic principles defined herein

may be applied to other enbodi nents w thout departing
fromthe spilLi r ' L.on. -

prosent 1 rsenrined ol SR ool BBk Sy ety B o scoond
emtbrodiongistngshown herein but is to be accorded the

wi dest scope consi.stent with the pri.nciples and novel

f cat utgsi] §8¥“z¥s’é%‘%’é¥e@H?“@EA\ltl’(}’Sm19atW ht $rogingof message fo the
fbH@kn@yt henti cation between first entity and a

second entity; conprising: the first entity initiating

mut uatheasetdreh titozt veofyiby asBrstlipnylia ke sissgaitedowithethe first entity,

second ent.ity; the second entity vetrifyi a first .

B sz S dendar S BE5GT FRSTREY NGy e using the fir
PENRS Ryl RAd dehdifS thd ane@md fif ehndoRN GLdBE} H0a tdi@s%g'ertﬁtthe first
random nunber using the first public key, and sendi ng

¢eHeyencrypted first random nunber in a message to the

fi i . the.fi i i fvino ‘ ‘
pluE”SIt Eh%&étj)s/tt %ﬂélst g?ré{yg{gsém s%c;yh{i }%‘bfs{g Iéé%gﬁsgglﬁ%td;%ﬁ?%% second entity,

degyptigl thg clidigpted €iry pareidnd hursher uging QNilsupiderte kSl di@re8ponding to
first private key corresponding to the first publjc

HeyIrsigapdic diey ngeisraing gt CoRthHSAYRUBCT gsapiating prilgsighash based
bh bSeadd %@ﬁgﬁﬁﬁ(&o&rhugﬁbek,ﬁ%ﬁpﬁﬁ%{gﬁe‘ 5re§&gf ﬁﬂg " HEREEN the first
om nu t he

encrypting the second ran er an irst has
hashngirtghthe ssecamnidpyhiitel kay, ked scratit sendicngte¢cheeccend raymibednumber
%ﬁgpnd rﬁndon1nunber and first. hash in a nessage to
pHLIISERSAAN & miestage 1@ s ssendifdtibht ity decrypting the

encry Q8 RGARE, dRBIRIL ARy AAHsdebh®tanD&S hudHeP Indfirst hash
second private Key corréesponding to the second public

keyg aweeanfdyprivgte key Eorresporvash ta theangtdreshputdimtlkeyt kMerifying the first

irst entit: n ti a second hash sed,on at
hisho fRbas AR T M e ng SR TR PRl ghdpest the
bashd tmdbmeiites tang Réddiyg thaRecdnbi@abt fothe B btity; and
verifying the second hash to authenticate the second

ent i t {he forst eatiferaiidring dhe sepensbhashin mehenticateitbmsegend entity.
defined in claim1, wherein the

2. A method for mutual authentication as defined in claim 1, wherein the
first entity and the second entity cach derive a session encryption key and message
authentication code (MAC) key using the first random number and the second random

number based on a key derivation function, for use in communications between the first

entity and the second entity.

3. A method for mutual authentication as defined in claim 1, wherein the
message initiating mutual authentication includes a hash of at least one trusted root key

and a corresponding certificate chain for the first entity.



first entity and the second entity each derive a
session encryption key and nessage aut hentication code

W@ hagp4ey using the first random nunber and tPEI/E8290TIOB0525
random nunber based on a key derivation function, for
use in conmuni cati ons between the first entity and the
second entity. 3. A method fol® mutual aut hentication
as defined in claim1l, wherein the nmessage initiating
mut uak, aut hemtiheatfbomutiat hudiestictibask defin@t inl €asi 10Mierein the
trusted root key and _a corresponding certificate chai n
mepsagpdrom fha sesppg eptity, tOAthﬁéirﬁtoeltﬁb%aﬁ@guaﬁ encrypted first random
RURBE IR A% ARIARRLHM G} feTedondthfRei 1 Lhe
nmessage fromthe second entity to t t entity
having the encrypted first random nunmber further
i ncludes a certificate chain for the se

tJ t
A et hod f O MRUPEAPT BURHbARDERHGAHRAN 48 CQRRSh I ¢ zﬁ*ﬁﬁem the
first akn di i@alfﬂ%h% adnt bhy theSscRost gﬂlﬁt?lls ﬁ'sgahé r&896Mble media
and thé second entity Is a secure renovable nedi a
dew¢ce. 6. A nethod for nutual authentication as
defined in claim1, wherein the first entity is a
nmobil e station. 7. A nethod for nutual authentication
as degi nedai Re@baift? hutidhat@bmtidalien 96 effe®it Elhin Na§herein the
| imted processing power. 8. A nethod for nutua
Fitst PRty iicmmiobHe stfiefef i ned in claim 1, wherein the
first hash is further based on at | east the second
random nunber such that the first hash is generated
based7 on ap hme@dst fohgutdal atitheaivdaon A bficd dncaine natv@erein the
h the second random nunmber. 9. A nethod for nutua
@ﬁw%ﬁwﬁaﬁs bited DIPSESHEPOMST.cl ai m 1, wherein the
second hash is further based on at Ieast the first
random nunber. 10. A nethod for nutual authentication
as defi nedAi methbdifor hutushenthemidatien sedefinkdhasdlains 1, wherein the

r. hased._ on at ast the first, hash such at th
B b i SR Lo TSR ieenhyoadon ampet yigh dai st hash
[sandemdiuphed oaonaalenal atlt Mdddnt Rembdr &Inchi@sfled Hdth the second

Appar atus for mutual authentication conprising: neans
faodoinmunibat.i ng nut ual aut hentication; neans for
verifying a first public key, generating a first
random nunber, and encrypting the first random nunber

usi ngot he Aikmsthodubt hatde itheRasion @ defhidd i E18ind 1, wherein the
second %gbllc key, decry pting the encrypted first
ssARG Aesh is further based on at [east the first random number.

10. A method for mutual authentication as defined in claim 1, wherein the
second hash is further based on at lecast the first hash such that the second hash is

generated based on at least the second random number concatenated with the first hash.

11.  Apparatus for mutual authentication comprising:

means for initiating mutual authentication;

means for verifying a first public key, generating a first random number, and
encrypting the first random number using the first public key;

means for verifying a second public key, decrypting the encrypted first random
number using a first private key corresponding to the first public key, generating a

second random number, generating a first hash based on at least the first random



nunber using a first private key corresponding to the

first public key, generating a second random nunber,
wW@ewenat7ihg a first hash based on at | east theP€T/0S1007/080525

randomunber, and encrypting the second random nunber

and the first hash using the iecond public key; neans

for decrypting the encrypted %cond random nunber and

first hash using a second private key corresponding to

hineb&eemNehdpuinicth& e3condl edridoyi Mgnbdrantlithstirdash dsg the second

aut henti cati on, and generating a second hash based on

Bgblicd®¥t t he second random number; and neans for

verifyj \ ' : i
hepar HEU $RBCSERA LSRR SRRSO A8t st using
& kadomd piiyvatk ey berresponging $o thg so@axdpubbc kel rviexityrigg the first hash for

session.encryption key and ssage aut henticatjon code
FHRARDICRESP. AN geneHRYng] ¢ Stoond ol obER Arigat HAS SeEgiigrandom
h@nggmpuber based on a key derivation function, for

use 1 n communi cati ons between the first entity and the
seconthears fot yerify g thppmoad bashffor authentiahticnut hent i cati on

as defined in claim1l, wherein the first hash is

further based on at |east the second random nunber

such that nRparkiukSfor NAshall SutleRRaALEsbAFTREd0R ahim 11, further
| east the first random nunber concatenated wth the o
euBpidNg ArvabMQTUIBANG 2 4csigTh aRAYRIEOTF ¢y Ad gagssage authentication

j i def i in [ ' e
BULASTALSES) Pyl PRl AL e YRBEEI b Bumoer o
628 deyndativavieh .fuddion AP aka@inusnirdiinitationa be @k e filgadritidn and the
as defined in claim1ll, wherein the second hash is
sgPRteRtithased on the first hash such that the second
hash is generated based on the second random nunber

concatenated with the first hash. 16. A station having
nmut ual3.aut Appdramatforomutuial lutherseetivreay desfoned bh elamadila wherein the

g%\é hgﬁ% &'%l%)qrr :baé?{ﬁg%%ﬁ%{s? hﬁte?slie%&r | ggﬁiﬂrﬁ }elrrrll er Su\Mgﬁ rtl?a{t r‘gl:le first hash
AU dREREd CRIL@BnbY 1SROMNErR ARRAAHEMDG dhCatsRAM &ith the second
renovabl e medi a device, wherein the secure renovabl e

redom ndebcce verifies a first public key associ at ed
with the digital rights agent, generates a first
random nunber, encrypts the first random nunber using

the fi4st pupiratuskeymufRlagBOdRatifieaLddTieatifdlaihr1at wherein the
random nunber in a nmessage to the digital rights

sagend hashrgfuathgr basied pn ghleast deliist (aademingabsr.second
public key associated with the secure
15. Apparatus for mutual authentication as defined in claim 11, wherein the

second hash is further based on the first hash such that the second hash is generated

based on the second random number concatenated with the first hash.

16. A station having mutual authentication with a secure removable media
device, comprising:

a digital rights agent, wherein:

the digital right agent initiates mutual authentication by sending a message to the
secure removable media device, wherein the secure removable media device verifies a

first public key associated with the digital rights agent, generates a first random number,



renovabl e nmedi a device, decrypts the encrypted first
random nunber using a first private key correspondi ng
W eooBles773 r st publ i c key, generates a second rRBeEHUN007/080525
nunber, generates a first hash based on at |east the
first randon1nunber encrypts the second random nunber
and the first hash using the Yecond public key, and
sends the encrypted second random nunber and first
Bas{pth TheafiNe $5Rdeh hOmb&eusRe tlfeeﬁlfseP’ﬁ) abk&y, madisands the encrypted
devi ce, wherein the secure renovabl e nedi a device

E@éf%ﬂétb@ RubCE Het (istsage Keibe digiiahngmieitsber and fir st

hash

c2 oD ARSI EELYBLS, KRnE BUOFSREILIGAD LA e sour
mmdvah]tel madie ddvecedidgedypds thie gdnicsypaglefitst rgedvan atuatbea using a first
second hash basgd on at _| east e second random

RlYAYS KoY SPidesPandiag ¢ thes Hesh ﬁHblFfaEW {ESNETALSS @i YgPeng random number,

%é&?attés 2988 hasRMdsddN6h H Rhtahe HrdNhSdRY SOMbYETnENSR the second
he second hash to authenticate the secure rénovable

radom raiebiec end 2. firgt Isshtubiop theasecond pultlicddey, and sends the encrypted

aut henti cation,as d f| n claimile6, erein

SHEGIE 2P P aSaR Pl dvichdn GoBisTREy dpnba braeghayable media
doNECOvIRRER WET de¥earchRYEHIO MENS rdePick odbckgYs @tdencrypted second
nmessage aut hentication code (MAC) key using the first

rademumhes end £1ﬁ$1 haple usiag erigcomanRibitfhkerbeTaspeing 9 e sccond
g@%ﬁcdl?er %}ﬂigy the 11%{ sjﬂhttosﬁlthelﬁ%gate n‘%g ‘&%‘HF %ﬁ{s aoggﬁt generates a

ent an

s By abdheoamﬁmaaﬂlewt ¢les se];&nd Ana@ratnuﬁmehawd REnd¥thel&dcond hash to
aut hentication as defined in claim16, wherein the
theskgitpd righta@eef #e digital rights agent to initiate

nut uajy, a&ﬁgﬁ?ln[;gﬁt@t é%%ﬂ ¢ AGHAdeR @ C#Bﬁﬁ hQf B aliRasia 2&1@ secure

truste a corresponding certificate c
fonroviable nokdgd dahcerl ghts agent. 19. A station having
mut ual aut hentication as defined in claim18, wherein
the certificate chain for the digital rights agent

i ncl uges t Respihl ha&ikehuAss Qﬁﬂh@ﬁt?éatlﬁ\ﬁ &L dEhﬁeddingélﬁlﬁ{ 16, wherein
rights agent.20. A station having nutual

that hemtdliregts agenaond ¢lic s@dra rengivable média wiewice ieactt Herive a session

rrlﬁcz}%gﬁ)& egyn%qﬂf)éﬁ%%%g}zl cn %a\r}%ﬁgcqt%ﬁ e@&@?)lf g¥ Céjlgl\ﬁgl t?ﬁgt irst random

h@nBaMnaURB 8écohl rhhtdin hitgbstdesed of @rtdyf degidbort Aacfiod, @br use in
the secure renovabl e nedia device. 21. A station

pRIOMHBICAIANSabetwaeh éha idégitel oiehiss agrat i anddthenseepisi Fang@yable media
wgg ein the certificate chain for the secure renopvabl e
nedi a device includes the public key

18. A station having mutual authentication as defined in claim 16, wherein
the message sent by the digital rights agent to initiate mutual authentication includes a
hash of at least one trusted root key and a corresponding certificate chain for the digital

rights agent.

19. A station having mutual authentication as defined in claim 18, wherein
the certificate chain for the digital rights agent includes the public key associated with
the digital rights agent.



associated with the secure renovabl e nedi a device. 22.
A station having nutual authentication as defined in

WQLk@sT63 wherein the station is a nobil e st aP¢DES2003080525

A station having nutual authentication as defined in

claim 16, wherein the first hash is further based on

at |l east the second random nuttber such that the

digital right agent generates the first hash based on

at | ea@t t hestitionshavidNa@ranuiibeditiaaee at dofdedinnliim 1 ewherein

second random nunber. 24. A conputer program product,

thenpesaghgent st ecurce amyablengiligndvénepion diendjgitelodghts agent

Vi S MO e B Rlont BB ool h s o1 ARG AURIA for the

senc eoosabiessdgalcv@ea secure renovabl e nedi a devi ce,

wherein the secure renovabl e nedia device verifies a

first public key associated with the digital rights

agent 51 9enar aes Ravidd furdaPBEARMNUNEE A BRI R Saik0, wherein

first random nunber using the first public key, and

thenatstifitaee ehain yfpt gk fdcnst rananvebim medibelevicn iaclvdss thgepublic key

to t.he di.gital rights ent ;.. code for causing a

EoRed iR srbb R BT i Gt 5. agent to verify a

second public key associated with the secure renovabl e
medi a_devi ce, decrypt the encrypted first random '
numbe?2.usi Agstaticn hayingmuiugl euthesticaben as gohekidnig ¢leint he wherein
i.rst. publ .generate a second random nunber,

g@ﬁ%&gﬁgp%hﬁPﬁg%alggh based on at |least the first

random nunber, encrypt the second random nunber and

the first hash_ usjing the second public key, and sen

d
the eftryptiedatiachiving Bnbshnhapationgs defiaed Radpm h6.qvherein
{H%Sfﬁr%sﬂ & ﬁlptﬁer\s;l%%%ﬁe &n 513[?%8\( x s%cgﬁgfaﬁd&ﬁ\ﬁgflﬁ)gr WRE TRt The digital

e secure reno nme vi ce decrypt
aglr ypdng dgaeroesd theamidanhashmbasedaod dti kegst thas Airdtstandora number

second private ke orrespondi ng to the second public
Rl i BaRe KEYed PSR AR AeE 2t ot i car ot he
digital rights agent, generates a second hash based on

at | east the second random nunber, and sends the
secon@.hash dooputes pdoggim aroduictlsompegiegt ; and code for

caus 10,2 COMBULELARCRN S Dl o, L O0Le 2gent
renmovabl e medi acslRVioE @austi: a AoMmPURRY k& taudk QOdigAl rights agent of a
ggg-glrjgttgﬁiwg ?gqrrliltii‘lcen %utl(l:a? ngillflﬁe%{ica{tieo%dgg ! seencririﬁg | a:J rrrl?lessage to a secure
removable media device, wherein the secure removable media device verifies a
first public key associated with the digital rights agent, generates a first random
number, encrypts the first random number using the first public key, and sends
the encrypted first random number in a message to the digital rights agent;
code for causing a computer to cause the digital rights agent to
verify a second public key associated with the secure removable media device,
decrypt the encrypted first random number using a first private key
corresponding to the first public key, generate a second random number,
generate a first hash based on at least the first random number, encrypt the
second random number and the first hash using the second public key, and send

the encrypted second random number and first hash in a message to the secure

removable media device, wherein the secure removable media device decrypts



code for causing a conputer to cause a secure
renovabl e nedia device to verify a first public key

wae®soirared with a digital rights agent, generBCBUS2007/080525

first random nunber, encrypt the first random nunber
using the first public key, and send the encrypted
first random nunber in a nessage to the digital rights
agent, wherein the digital rights agent verifies a

seconghepublyipedkRyorabsagbmtmechbat hid fike hagcwiss & ssmnmaprieate key
nmedi a devi ce, decrypts the encrypted first random
st

nunbeforiRsPeRsTing tq the seqons pablc kasy veahiosebp Hrdinay tocuthsaticate the
first | i
TSty ggl ﬂé@?%‘?%e{nt,%ggﬁﬁﬁg g%g&;nﬁ%ﬁ?ﬂﬁas‘é@ B gﬁeegé'{??eg%econd random

genera ased on at least t

r andonumberbard, scaed<cthy ptntl hesiseaba digitalndgin sgenbend and

the first hash ég%w% t he .second public key %nd Eenﬁs

the encrypted s T CARYIShT FOMBEICT 4 gayserile dpgdief rights pgent to

Messag&if, ohd LBoRERdLh o HEMOURBIEhIRILA AWV STe nfcBf&IIRE.
causing a conputer to cause the secure renovabl e nedi a

device to decrypt the encrypted second random nunber

d first hash ' d i vate k
cor r edpondf g IR RPLUBSRILEPPETRES: verify the

first hashedfpaiit Remiblcat@uh@nthrBingal rights agent,
generate a second hash based on at l|east the second

random nunber, 9§ foBKaUSIERa SeRORE HredIse @ schec dpygpyable media
vert 1 Pl RLyeclb RN bubl S} Esbfch bR 2 BRE b e, onerat
renovalfireé raedin ndébe; &ncrypt the first random number using the first public
key, and send the encrypted first random number in a message to the digital
rights agent, wherein the digital rights agent verifies a second public key
associated with the secure removable media device, decrypts the encrypted first
random number using a first private key corresponding to the first public key,
generates a second random number, generates a first hash based on at least the
first random number, encrypts the second random number and the first hash
using the second public key, and sends the encrypted second random number

and first hash in a message to the secure removable media device;
code for causing a computer to cause the secure removable media
device to decrypt the encrypted second random number and first hash using a
second private key corresponding to the second public key, verify the first hash
to authenticate the digital rights agent, generate a second hash based on at least
the second random number, and send the second hash to the digital rights agent,
wherein the digital rights agent verifies the second hash to authenticate the

secure removable media device.



